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Section 1 - Product Overview

Package Contents

e D-Link DIR-655 Xtreme N™ Router

* 3 Detachable Antennas

* Power Adapter e

e CAT5 Ethernet Cable / i \

e CD-ROM with Installation Wizard, User Manual,
and Special Offers

Note: Using a power supply with a different voltage rating than the one included
with the DIR-655 will cause damage and void the warranty for this product.

System Requirements

» Ethernet-based Cable or DSL Modem

e Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet
adapter

* Internet Explorer Version 6.0, Mozilla 1.7.12 (5.0), or Firefox 1.5 and above (for configuration)

* Installation Wizard requires Windows® XP with Service Pack 2
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Section 1 - Product Overview

Introduction

TOTAL PERFORMANCE
Combines award winning router features and Draft 802.11n wireless technology to provide the best wireless performance

TOTAL SECURITY
The most complete set of security features including Active Firewall and WPA2 to protect your network against outside
intruders

TOTAL COVERAGE
Provides greater wireless signal rates even at farther distances for best-in-class Whole Home Coverage.

ULTIMATE PERFORMANCE

The D-Link Xtreme N™ Router (DIR-655) is a draft 802.11n compliant device that delivers real world performance of up to
650% faster than an 802.11g wireless connection (also faster than a 100Mbps wired Ethernet connection). Create a secure
wireless network to share photos, files, music, video, printers, and network storage throughout your home. Connect the Xtreme
N™ Router to a cable or DSL modem and share your high-speed Internet access with everyone on the network. In addition,
this Router includes a Quality of Service (QoS) engine that keeps digital phone calls (VoIP) and online gaming smooth and
responsive, providing a better Internet experience.

EXTENDED WHOLE HOME COVERAGE

Powered by Xtreme N™ technology, this high performance router provides superior Whole Home Coverage while reducing dead
spots. The Xtreme N™ Router is designed for use in bigger homes and for users who demand higher performance networking.
Add a Xtreme N™ notebook or desktop adapter and stay connected to your network from virtually anywhere in your home.

TOTAL NETWORK SECURITY

The Xtreme N™ Router supports all of the latest wireless security features to prevent unauthorized access, be it from over the
wireless network or from the Internet. Support for WPA and WEP standards ensure that you'll be able to use the best possible
encryption method, regardless of your client devices. In addition, this Xtreme N™ Router utilizes dual active firewalls (SPI and
NAT) to prevent potential attacks from across the Internet.

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Features

* Faster Wireless Networking - The DIR-655 provides up to 300Mbps* wireless connection with other
802.11n wireless clients. This capability allows users to participate in real-time activities online, such as
video streaming, online gaming, and real-time audio. The performance of this 802.11n wireless router
gives you the freedom of wireless networking at speeds 650% faster than 802.11g.

e Compatible with 802.11b and 802.11g Devices - The DIR-655 is still fully compatible with the IEEE
802.11b standard, so it can connect with existing 802.11b PCI, USB and Cardbus adapters.

e Advanced Firewall Features - The Web-based user interface displays a number of advanced network
management features including:

» Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or
Domain Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a
duration of hours or minutes.

» Secure Multiple/Concurrent Sessions - The DIR-655 can pass through VPN sessions. It
supports multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-655
can securely access corporate networks.

* User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-655 lets you
control what information is accessible to those on the wireless network, whether from the Internet or from
your company’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from |IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental

conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Qverview
Connections

Sy o WS 1] 6 20 e Reset
d(_)nne:[c a f. ' tr?r » Ias Pressing the Reset button restores the router to
rive 1o contigure the wireless its original factory default settings.

settings using WCN.

Ol

Ef

=3

LAN Ports (1-4) Internet Port _ Power Receptor

The auto MDI/MDIX Internet port is Receptor for the supplied power
the connection for the Ethernet cable adapter.

to the cable or DSL modem.

Connect Ethernet devices such as
computers, switches, and hubs.
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Section 1 - Product Overview

Hardware Qverview
LEDs

Internet LED

A solid light indicates connection on the WCN LED
Internet port. This LED blinks during Insert a USB flash drive with WCN
data transmission. information. The LED will blink 3 times
. . if it successfully transfers the wireless
settings.
Status LED :

A blinking light indicates that the
DIR-655 is ready.

A S

Power LED WLAN LED Local Network LEDs

A solid light indicates a A solid light indicates that the wireless A solid light indicates a connegtion to an
proper connection to the segment is ready. This LED blinks Ethernet-enabled computer on ports 1-4.
power supply. during wireless data transmission. This LED blinks during data transmission.

D-Link DIR-655 User Manual



Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the
router in an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

Please configure the router with the computer that was last connected directly to your modem. Also, you can only use
the Ethernet port on your modem. If you were using the USB connection before using the router, then you must turn off
your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port on the router, and then turn
the modem back on. In some cases, you may need to call your ISP to change connection types (USB to Ethernet).

If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.

D-Link DIR-655 User Manual 9



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within

the operating range of your wireless network. Keep in mind, however, that the number, thickness and location of
walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key

to maximizing wireless range is to follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position
your devices so that the number of walls or ceilings is minimized.

.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a

45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet
(14 meters) thick! Position devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through
drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water
(fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

.Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that

generate RF noise.

. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and

home security systems), your wireless connection may degrade dramatically or drop completely. Make
sure your 2.4GHz phone base is as far away from your wireless devices as possible. The base transmits
a signal even if the phone in not in use.

D-Link DIR-655 User Manual
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Section 2 - Installation

Getting Started

The DIR-655 includes a Quick Router Setup Wizard CD. Follow the simple steps below to run the Setup Wizard to
guide you quickly through the installation process.

Insert the Quick Router Setup Wizard CD in the CD-ROM drive. The step-by-step instructions that follow are shown
in Windows® XP. The steps and screens are similar for the other Windows operating systems.

If the CD Autorun function does not automatically start on your computer, go to Start > Run. In the run box type
“‘D:\DIR655.exe” (where D: represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click Install Router.

XTREME N™ WIRELESS ROUTER

CI|Ck Insta" Router i } = |nstall Router
ﬁ

= View Manual

& Extras
= Adohe Reader
= Support

= Hegistration

DIR-655

Note: It is reccomended to write down the SSID and Security Key, followed by the login password on the provided CD
holder.
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Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration
utility.

Web-based Configuration Utility

<A D-Link - Microsoft Internet Explorer

To access the configuration utility, open a web-browser

such as Internet Explorer and enter the IP address of File Edt Yiew Favorites Tools  Help
the router (192.168.0.1). Q Back + () \ﬂ \ELl ,;ﬁ j-m: o
Address | &] 192.168.0.1 | B &0

Select Admin from the drop-down menu and then enter  Figein
your password. Leave the password blank by default. | ;i the router

User Name : :Admin 7

Password : | LogIn |
If you get a Page Cannot be Displayed error, please
refer to the Troubleshooting section for assistance.
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Section 3 - Configuration

Setup Wizard

You may click Setup Wizard to quickly configure your router.

If you want to enter your settings without running the wizard, click
Manual Configuration and skip to page 19.

Click Launch Internet Connection Setup Wizard to begin.

If you want to configure your wireless settings, click Launch Wireless
Security Setup Wizard and skip to page 62.

| i i o v 6 0 e il 0
g

| ot covacn wesso |~
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URRELESS

UNRELESS

Tt 1 Al Al
o R TSl TR b R MY £ R < B # BT

P ||"\.u| Yoy i

L i e e b 1 g el 1

e by s G il O 0 T L o 0 b R ik
“ababaten, S o ] A e e

WIRELESS SECURITT SETOR W ANL

i it —pbivs i e e e
i drmac o i st i L i i
[

| AR R e 0 |

berd s e, g s sy Mo T g b d vy v o1 s b mem el e e
e et U o i koo R b St
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Section 3 - Configuration

Click Next to continue.

Create a new password and then click Next to continue.

e,

- < arrn w4l o
Lo e 1 B Tt e i 0 T ] i

b P B

Select your time zone from the drop-down menu and then click Next
to continue.

Sl 8 g e o e b o e ke Thm b e @ e S e B o o
byt b B e

R Bl s e A

Lawe) (] Loww]

Select the type of Internet connection you use and then click Next
to continue.

o D g T Al R T e B B et | et
i, {1 pm o e i el W o] .6 e L . 14 a1 am
FamRATAS,
i L e
0 8 Pl st T W s s, [ T e T
AT T
AP L S F S
AR B T PSR 03 PO S BT T AL T
e iy
Amcre.amm ¢
=t
o S s v § Voo B, P vkt otk IF i 00
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Section 3 - Configuration

If you selected Dynamic, you may need to enter the MAC address of the
computer that was last connected directly to your modem. If you are currently
using that computer, click Clone Your PC’s MAC Address and then click
Next to continue.

The Host Name is optional but may be required by some ISPs. The default
host name is the device name of the Router and may be changed.

If you selected PPPoOE, enter your PPPoE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click
Next to continue.

A wate i b i Ll L Dk 1

L L y—. Wy [
agpaly chewactad b et Beaadhard st 8y we, B ek e Chits AT burtas b ooy woss
enmputer s AL Alress o e DLk dsater.

LTy T I T Je—

Pt i, Pty s e b e @ e b ) i e el bt e B

WIRELESS

ST WS EMEAMT ARD PASSWOMD CORNICTI0EN #9904 |

|t i ] et 15 v 8 LR ] ] O BRSE BESTRAT s ProvEdes
| Mo pn asd bawe em mheirsatie, plosse contict v B
|
Ao Mole . ¥ e e (ki
P Riddris
T P
e
Tty Fanbsnrd - beake
Srrenr o LR
e P, ey b o b i o . B o s P e

IETTTE T, b e v

P | [ ] [l ]

LWIRELESS

T P

TR Rddvee . 0000
L e e L]

PP by 9 e 1L
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Section 3 - Configuration

If you selected L2TP, enter your L2TP username and password. Click Next

to continue.

EL1 MELHEANL AED PASSEOHL RN

i st t ooevenrt g ol mad 5 b o Minrears s Peimeied bae sent Ietersal Somics Prawiden.
S Ty e e el < Sl -yt e e e v S g

ey | Sy Uyrame @ R
LATF B Addromn . L0

AT Rl Pl - e AR

LIIRELESS

(wweress |
If you selected Static, enter your network settings supplied by your Internet E
provider. Click Next to continue.
T T ——

Tt i B e v sl woed s v 0 oo bl ol I b i amvsted by T [nierert
sttt S L e e e e e

I b . BAE S

Gatrmew dkbra | 1L

[ T— T T
Lotnnsury S Addews | 8003

= = =

LURELESS

Click Connect to save your settings. Once the router is finished rebooting, E
click Continue. Please allow 1-2 minutes to connect.

Pl B e S WYL b oo, K L St I i ey i L2 g vl

Close your browser window and reopen it to test your Internet connection.
It may take a few tries to initially connect to the Internet. . Ko R |
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Section 3 - Configuration

Manual Configuration
Dynamic (Cable)

My Internet Select Dynamic IP (DHCP) to obtain IP Address

Connection:

Host Name:

Use Unicasting:

DNS Addresses:

MTU:

MAC Address:

information automatically from your ISP. Select
this option if your ISP does not give you any IP
numbers to use. This option is commonly used
for Cable modem services.

The Host Name is optional but may be required
by some ISPs.

Check the box if you are having problems
obtaining an IP address from your ISP.

Enter the Primary DNS server IP address
assigned by your ISP.

Maximum Transmission Unit - you may need to
change the MTU for optimal performance with
your specific ISP. 1500 is the default MTU.

The default MAC Address is set to the Internet
port’s physical interface MAC address on the
Broadband Router. It is not recommended that
you change the default MAC address unless
required by your ISP. You can use the Clone
Your PC’s MAC Address button to replace
the Internet port's MAC address with the MAC
address of your Ethernet card.

Tiller el Connmeclivan

L Ui w=tlion oo oo Tizwe = pucr Bilernel Tomecou Lype ~ ers are e d coelion ppzs Lo uise
from: Statk P CHZP, =P=0E, =PTP, Lz—=, ard Bq=0-d. If ¥zu are u-sre oF wolr 2on-eton rec—oz, phae
conkack sour Inzzenck Soece 12 dzr,

Mabe: If usn the =P=o2 opzo-, you Il need to remowse o dezbe any 2P0z clet coftwara oo vour
COMpLACTS,

[ e etings | [ Dot fiee Settings

Lhrasc the rade to be wsod by the router ta canncct to the Internet.

iy Inkrmek Conneckionic: | Dynamic TP 0P |?|

DYYAMIC IP (DHCP ) INTERKET CONYECTIDM TYPE :

Use this Intarnet cannecdon type F yow Internet Sarvice Provider [159) ddn't provide yau
with I Aiddress infarmatben and,'or 3 username and password,
Linak Mrme:
e lnirasting:  [# (comzazblte foe some 2FP Sererst

Primsary DhS Serweer: | 2.0.2.0
Eacondary DhS Server: (20,20
Mg (1l tewemsy M ekl — 1500

AN Aol e | 707070707070

[ Jope ot PC's GC Azdrzes ]

EUPPORT

Helpul Hils.—

= th
INTERMNET COMMECTIDN TYPE o n
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Section 3 - Configuration

Internet Setup
PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

My Internet Select PPPoE (Username/Password) from the drop-down menu.
Connection:

Address Mode: Select Static if your ISP assigned you the IP address, subnet mask, R e e
gateway, and DNS server addresses. In most cases, select Dynamic. B R O i i

P F g i PP . v o0 1o v @ otk sty PITE bl sl o v
[

IP Address: Enter the IP address (Static PPPoE only). s e ]
| partpaat et e |

Chacan tha mc-de 0o Se Lend et pmter fo oot B Bl Drbiemal

User Name: Enter your PPPoE user name.

Hiy et oeact Lonnc dnamr | P op Bboross [ Fasod W

e T T
Password: Enter your PPPoE password and then retype the password in the next A R

bOX_ L S lRe TR T e e TS

U Al o

Service Name: Enter the ISP Service Name (optional).
Reconnection Mode: Select either Always-on, On-Demand, or Manual.

Maximum Idle Time: Enterthe Primary and Secondary DNS Server Addresses (Static PPPoE
only).

WIRELESS

DNS Addresses: Enter a maximum idle time during which the Internet connection is maintained during inactivity. To disable this feature,
enable Auto-reconnect.

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port’'s MAC address with the MAC address of your Ethernet card.

D-Link DIR-655 User Manual 18



Section 3 - Configuration

Internet Setup
PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

Address Mode: Select Static if your ISP assigned you the IP address,
subnet mask, gateway, and DNS server addresses. In >
most cases, select Dynamic. =,

Hedplul Hinls...

PPTP IP Address: Enter the IP address (Static PPTP only). ———_ E———

Lo e seeu Lo uonfigure you Jbened Qo tion b, There a0z sewe Lo et lyoes oo
fromi Stazc P, CHCS, PRPOE P=72, LETR, and SIZP2nc, IF wou ste uns_te of w0t co-nzckion n=thod, pleass
CIRIZCR WIUE PRCINGE BIPY OGS HOvIZOt

PPTP Subnet Enter the Primary and Secondary DNS Server Addresses
Mask: (Statlc PPTP Only) :ﬂn’rlf:r.:!fmthzl'n'ot oztizn, wou | necd 12 remewe of Zisable Zne 110 chent softesare Zn s

Save el Suail Zave Selling ]

PPTP Gateway: Enter the Gateway IP Address provided by your ISP.

Chares Fhe mande kn he eed by Fhe saaker ks conneerk ka bhe Tokeenek,

PPTP Server IP: Enter the Server IP provided by your ISP (optional). My Tl Conmpetion B+ | PTP Lo b ] %]

Enber the mforraton prowded by your Inkcenet Soryece Proyider (180

Username: Enter your PPTP username.

Adckrss Hadr 0 Y pynanik B4 Stasc P

Password: Enter your PPTP password and then retype the password PPTP 19 Adhirens - [0.20.

in the neXt box. PPTP subnet Mask : |255,255,235, 0
171" Lrabeway L' dddress: U2
Reconnect Mode: Select either Always-on, On-Demand, or Manual.

Password @

¥orify ossword @

Maximum Idle Enter a maximum idle time during which the Internet wezomncer ode - O st © 3 do s O hand
Time: connection is maintained during inactivity. To disable this SO e S S
feature, enable Auto-reconnect. Secondary DS Server s 120,
MU | thybes STH —e-=nb — 14710

MAC Address 0 170707070707

DNS Servers: The DNS server information will be supplied by your ISP [T

(Internet Service Provider.)
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Section 3 - Configuration

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400
is the default MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port’'s MAC address with the MAC address of your Ethernet card.
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Section 3 - Configuration

Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services.

Address Mode:

L2TP IP Address:

L2TP Subnet Mask:

L2TP Gateway:

L2TP Server IP: Enter the Server IP provided by your ISP (optional). T
Enter the infosmabon proyvided by your Intemct Seevioe ravder (15000,
Username: Enter your L2TP username. P
LETP [P Budrems : |2.0.2.0
Password: Enter your L2TP password and then retype the password W ——

Reconnect Mode:

Maximum Idle Time:

DNS Servers:

Select Static if your ISP assigned you the IP address,
subnet mask, gateway, and DNS server addresses. In
most cases, select Dynamic.

Enter the L2TP IP address supplied by your ISP (Static
only).

Enter the Subnet Mask supplied by your ISP (Static
only).

Enter the Gateway IP Address provided by your ISP.

in the next box.

Select either Always-on, On-Demand, or Manual.
Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this

feature, enable Auto-reconnect.

Enter the Primary and Secondary DNS Server Addresses
(Static L2TP only).

JiberimeL Cunmie v

U s s lizn Ly condigane pucr Tnkerned Zunee.u Leps. Tlee sme sevara wneclion ppes lu L uise
from 3:zti2 [, DHCR, PRPOE, SPTR, L=73, and Bg=o-d, If vou a2 ureurs of ¥Zu- conmeddon rec-oz, phae
COTEA Ot INECMCE SOl |12 d=r.

Moke: IF _ang zme 1%k Zpoo-, you el necd ba remowe or dsable a0 1110k diene software o vour
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Section 3 - Configuration

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is
the default MTU.

Clone MAC The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not
Address: recommended that you change the default MAC address unless required by your ISP. You can use the Clone Your PC’s
MAC Address button to replace the Internet port's MAC address with the MAC address of your Ethernet card.
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Section 3 - Configuration

IP Address

Subnet Mask:
Default Gateway:

DNS Servers:

MTU:

MAC Address:

Internet Setup
Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the
appropriate IP form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

Enter the IP address assigned by your ISP.
Enter the Subnet Mask assigned by your ISP.
Enter the Gateway assigned by your ISP.

The DNS server information will be supplied by your
ISP (Internet Service Provider.)

Maximum Transmission Unit - you may need to
change the MTU for optimal performance with your
specific ISP. 1500 is the default MTU.

The default MAC Address is set to the Internet port’s
physical interface MAC address on the Broadband
Router. It is not recommended that you change the
default MAC address unless required by your ISP.
You can use the Clone Your PC’s MAC Address
button to replace the Internet port's MAC address
with the MAC address of your Ethernet card.

LT Bas ﬂ. SITHP ADYANTT m ETATIIS SHRPART
Hedp £

Intcrnck Lonnectian

Lac 2715 300207 b configurs vIue nkcrnct Conncchizn Bpe, Thore o7 seeczl conmcdaon teocs oo choos:
Froe: Thase P, BIKCS, PPRAC. P=72, 1 2TP, and Ti=P-ne. T- st =ie ins e ok i 1 cn-nmchion wethed, desss
tatlzth o Jilenel Sarvoe Sruvioee,

Paslas 21 wadiag Miz PREGE uolion, saou sl eed Lo renneee o ivalde iy PRPOE disnl s llwane Jinuar
Lty

Jont cave Sctbngs ]

INTERET COMKECTION TYRE

Choose the mode bo be used by the router bo connect ta the Internat,

S SCIINZS

My Internet Lanncotson s @ | =tazc ' ™

UEALIE TH AT S INTL ISR 1 EEINNERE N DY) -
Enleer Ui slalic addrese infon el provided Ly pour Dibemel Sevvice Provider (ISP,

1 address: (U
Suhnet Magk: |[7TORTTRT
Dozl Galewray : [0.2.0.2
Primary [PY5 Seryar: 0,20,
Sreoondaey UM Soevers (U
MTI: | bpleny  ITU e zul = 1520
MAC dalidress - 0220202020202

I Lhons Iu 1 Me Addrsss ]

LUIRELESS
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BigPond Server:
BigPond Username:

BigPond Password:

DNS Servers:

MTU:

MAC Address:

Internet Setup

Enter the IP address of the login server.
Enter your BigPond username.

Enter your BigPond password and then retype
the password in the next box.

The DNS server information will be supplied
by your ISP (Internet Service Provider.)

Maximum Transmission Unit - you may need
to change the MTU for optimal performance
with your specific ISP. 1500 is the default
MTU.

The default MAC Address is set to the
Internet’s physical interface MAC address on
the Broadband Router. It is not recommended
that you change the default MAC address
unless required by your ISP. You can use the
Clone Your PC’s MAC Address button to
replace the Internet port’'s MAC address with
the MAC address of your Ethernet card.

Big Pond

ETATUS

Tnkeriel Qo Liun

Loe | jeamiou Wocofigore woos Zobenel Qo lion Lape, There 2= sewes =l e e Lo by _es - cliioee
from: Staze P, CHZS, PPPGE P=72, LETR, and SIZPonz. IF wou sté uns ke of »or co-nackion msthzd, pleacs
iy e T w1+ e A e e

mokes f uang thz 111k oztizn, vou &1 nocd 22 remcse oF Zizable ong 111108 chent sofa-sarc -n oy
o bees,

Save Seins ol Zaue Selling ]

INTERSET CONMEGTION TYIE :

hnnee Fhe munde b be oeed b Fhe ooober baoonnneeck Ba e Tokeenek.

My hterirel Cumedivn sz | SicPone faosbidia =]

EIG POND INTERSNET CORNMECTION TYPE 2

enber the mforrnation pravadod by your Inkcenet Soryice Proyider (150

BiyPwi] Serwer -

BioPond User Id:

Figl'ond I'assvrord :

Vrrity Preswnred =

Priiniary DS Server -

Secondary NS SEFYer 2
MUz ol thytes) ST -a=0b — 1070

FAC Aeddrews = 170707070707

[ Zhone ¥zus P2l pn s addeass ]

SUPPORT

Hedplul Hitils....

WIRELESS
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Section 3 - Configuration

Wireless Settings

Enable Wireless: Check the box to enable the wireless function. If you do not
want to use wireless, uncheck the box to disable all the wireless
functions.

Wireless Network Service Set Identifier (SSID) is the name of your wireless network. :
. . '..t-.'h: RN 22 O B A G SO NG M e 2 L e, B O DR (hahges Ml
Name: Create a name using up to 32 characters. The SSID is case- e e
sensitive. i

Enable Auto The Auto Channel Scan setting can be selected to allow
Channel Scan: the DIR-655 to choose the channel with the least amount of widtey
interference. i bt Bl ABE1S 2

W agwatt R
1 e O el

Wireless Channel: Indicates the channel setting for the DIR-655. By default the
channel is set to 6. The Channel can be changed to fit the ) )
channel setting for an existing wireless network or to customize e T S s L T
the wireless network. If you enable Auto Channel Scan, this -
option will be greyed out.

ity Pkt b

802.11 Mode: Select one of the following: g
802.11g Only - Select if all of your wireless clients are
802.11g.

Mixed 802.11g and 802.11b - Select if you are using both 802.11b and 802.11g wireless clients.

802.11b Only - Select if all of your wireless clients are 802.11b.

802.11n Only - Select only if all of your wireless clients are 802.11n.

Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.
Channel Width:

Select the Channel Width:

Auto 20/40 - This is the default setting. Select if you are using both 802.11n and non-802.11n wireless devices.

20MHz - Select if you are not using any 802.11n wireless clients.

Transmission Rate:
Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.
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Section 3 - Configuration

Visibility Status:
Select Invisible if you do not want the SSID of your wireless network to be broadcasted by the DIR-655. If Invisible is selected,

the SSID of the DIR-655 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID of your
DIR-655 in order to connect to it.

Wireless Security:
Refer to page 60 for more information regarding wireless security.
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Section 3 - Configuration

Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address: Enter the IP address of the router. The default IP
address is 192.168.0.1.

If you change the IP address, once you click Apply,

you will need to enter the new IP address in your : L st el s by e 3 o sl
. . . . [H-P Ze~ve  to z5cg- P c2aE kD 278 CIMpateds In Aol TecAstk Toe P dohes that ¢ confiqunad tavs
browser to get back into the configuration utility. Bl uls e enon b ool ng oo YIGuioC e T

| Zaue Selling ] S Zave Selling ]

BDUTER SETTINGS

1k this s=rtinn == rnctiquee the inbernal -aacik <aings of paonnber "e TP 3d=iess theb < contigoed
Dizree b Ui 17 ol zos Lo s s o a e . e Welliene iy L el Ty oun g y=Un [7
Address =6z, YoU Iray NZEC B0 229052 Yo =05 natwork 262228 ko Sicecs the mazuztkazan,

Subnet Mask: Enter the Subnet Mask. The default subnet mask is
255.255.255.0.

Local Domain: Enter the Domain name (Optional).

Rondes 1P Addrrss s 37007001

Subimed Mash - |235.255.255.2

Enable DNS Relay: Uncheck the box to transfer the DNS server R~
information from your ISP to your computers. If
checked, your computers will use the router for a
DNS Se rver LELE‘“I:!- w=lion oo ow Tigure Wiz Dulen JREP S=rvesr b assion 2P oressees Lo e con pless e

Enahble DHCP Servar:  [4]

PIE SERYIRE SN

DHLI' L' Adddress Lande = o2 1620100 b L IR U1
MNP Irner Tamre 447 i u=)

Abunyn banarrant s [#]icoirpztiziz, for some DHIP Zlentsi

ADC DHCP RESERYATION

Enable: [#]

Lomputcr Mamc : o | norpukcr Mome [?J
TP Adrlress - 0707

*1AC Adddress - |02:02:02:02:02:00

I Lop vook ' s MGL Acd-oss ]

Sl

LHCM RESERVATIDNS L1S

Enablc Lonnputct hamc ™AL Address 1" address

hUBER: OF DY'AIC DHCP CLIENTS : 1

Computer Name  IP Mddress AL nddrass Explre TIme

n=sr-t 192100 NS T 79 T34 Flnas N80 bes Breank=  Res=ie=

WIRELESS
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Section 3 - Configuration

DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-655 has a built-in DHCP server. The DHCP Server will
automatically assign an IP address to the computers on the LAN/private network. Be sure to set your computers to be
DHCP clients by setting their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your computers
on, they will automatically load the proper TCP/IP settings provided by the DIR-655. The DHCP Server will automatically
allocate an unused IP address from the IP address pool to the requesting computer. You must specify the starting and
ending address of the IP address pool.

DHCP SERVER SETTINGS

Enahle DHCP Check this box to enable the DHCP server on ~
Ser\ler: your rOUter. UnCheCk tO disable thlS funCtion. Iiz\tgstlsscmn sz ooflzuss the culz-n CHEE Server -2 2560 IP azdrssess bo tha computers on wou”
DHCP IP Address Enter the starting and ending IP addresses for rrnrie PR Srrvre:
Range: the DHCP server’s IP assignment.

DHCFP IP Aaldress Ranye = (192 1650 100 o (192 165.0 199
DHCF Lease TIma: | 140 [rin_tes)

Mhuays broadeast s [ iermpatiibs oo same 0P Clierks?

Note: If you statically (manually) assign IP

addresses to your computers or devices, make | |EIIERCI

sure the IP addresses are outside of this range Tk -
or you may have an IP conflict. Comnpuabior Nanie : 2| Compiler Yo v v
1P fiddrass: |0 000
Lease Time: The length of time for the IP address lease. FIAL SHdeess s WUUUBLLONOY
Enter the Lease time in minutes. [ oerturplovacidoe. |

Add DHCP Referto the next page for the DHCP Reservation
Reservation: function.

DHCP REZERVATIONS LIST

Erralsle Comnrpulier Maine FAC Achlrews P Budress

LUBER DF DYSNAMIC DHC™ CLIENTS & L

Cornpkes Nrme TP Adrirr<= MAC Ak rax Fenim e Tine
prEscCit JELUBS LSS o0 L) 09 Za edill 2IHZus LS Minubes  Revche REsave
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Section 3 - Configuration

DHCP Reservation

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation.
The router will assign the IP address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Enable: Check this box o enable the reservation. | T

Computer Name: Enter the computer name or select from the SO .
drop-down menu and CliCk <<. Commpuller Maie: o [ Zmnpuler Ya e |
1P fiddress: 0000
IP Address: Enter the IP address you want to assign to the “AL Address s ULEULEUUIILEILEL
computer or device. This IP Address must be [ o s P AC A ]
within the DHCP IP Address Range. I? m

MAC Address: Enter the MAC address of the computer or

_ CHCP RESERVYATIONS LIST
device.

Eiraallss: Comnpuler Mo FLAC Achlreus P Biukress
Copy Your PC’s If you want to assign an IP address to the
MAC Address: computer you are currently on, click this button NUYBER DF DYNAMIG DHCM CLIENTS @ L
to populate the fields.

Mornpobes Mrme TP Addrees AT Brickrax Fepm e Tinwe
prssCchE SEOBSANLSS o0 L) 02 23 edill EZHIwslEMnwes  RIvche REsatve

Save: Click Save to save your entry. You must click
Save Settings at the top to activate your
reservations.
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Section 3 - Configuration

Virtual Server

The DIR-655 can be configured as a virtual server so that remote users accessing Web or FTP services via the public
IP address can be automatically redirected to local servers in the LAN (Local Area Network).

The DIR-655 firewall feature filters out unrecognized packets to protect your LAN network so all computers networked
with the DIR-655 are invisible to the outside world. If you wish, you can make some of the LAN computers accessible
from the Internet by enabling Virtual Server. Depending on the requested service, the DIR-655 redirects the external
service request to the appropriate server within the LAN network.

The DIR-655 is also capable of port-redirection meaning incoming traffic to a particular port may be redirected to a
different port on the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the Virtual Servers List. There are
pre-defined virtual services already in the table. You may use them by enabling them and assigning the server IP to
use that particular virtual service.

For a list of ports for common applications, please visit http://support.dlink.com/faqg/view.asp?prod_id=1191.
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Section 3 - Configuration

This will allow you to open a single port. If you would like to open a range of ports, refer to page 33.

Name: Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

ETATUS SUPPORT

Hedplul HitiLs. ..

IP Address: Enter the IP address of the computer on your
local network that you want to allow the incoming
service to. If your computer is receiving an IP
address automatically from the router (DHCP),
you computer will be listed in the “Computer
Name” drop-down menu. Select your computer
and click <<.

dieh. Uiz Agep
Marna drop d:

The wi.oa Server opou alues yoo Lo deline = sioge pobic coeson v nooler e redeclion Lo = aikeend
LAk IP addvacs =nz PIvase LOM 2o F»2q-1-2d, ThiE feat_ta k ussfu for hosting zni-e esp e cuch as =—=
oF Wi SCrerE,

“Ave TR nss Tiont Tave Ty ]

24 -- VIRTUAL SERVERS LIST

Park Trallic Typa
1"k

Bl ["l rherie

24| apiatindae [w] |0 e ||

O [= Azd-zss : P-usta Srozzool L~bzu-d Hkcr

Private Port/ Enterthe port that you want to open next to Private oos2 EIT 0 Aol
Public Port: Port and Public Port. The private and public ports ' azpizamnare il soh [l [y [u]

[l {s] I=h=11-d Mik=r

are usually the same. The public port is the port

S5 Conpole hans n PR
seen from the Internet side, and the private port uare & ol | e ﬂfm[b] Rl o 6 -y
) . . X S Ampitation Yame [ U Gheaas | o i e
is the port being used by the application on the . " Poete  Zmd  cboudAber
computer within your local network. 2t cresenn: B __ S
al Aoplzation Yare [v| 0 Both [Vl ":“""’"‘[?‘.']
Protocol Type: Select TCP, UDP, or Both from the drop-down T - | = |
ae ublc =t
menu. . ’ [5] apimatiom e [ Up Neth [+ .—,J:J[Ea]
= - wzle Zru__wd = T
. i [0.2 0.0 _orp_be hamz [V| Up l [-r‘-t;:“'rd"lF?E:
Inbound Filter: Select Allow All (most common) or a created — - =T

Inbound filter. You may create your own inbound acpatin vare _[pa] 1[0 e [ cen ]

filters in the Advanced > Inbound Filter page.

Schedule: The schedule of time when the Virtual Server
Rule will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.
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Section 3 - Configuration

Name:

IP Address:

TCP/UDP:

Inbound Filter:

Schedule:

Port Forwarding

This will allow you to open a single port or a range of ports.

Enter a name for the rule or select an application
from the drop-down menu. Select an application
and click << to populate the fields.

Enter the IP address of the computer on your local
network that you want to allow the incoming service
to. If your computer is receiving an |IP address
automatically from the router (DHCP), you computer
will be listed in the “Computer Name” drop-down
menu. Select your computer and click <<.

Enter the TCP and/or UDP port or ports that you
want to open. You can enter a single port or a range
of ports. Seperate ports with a common.

Example: 24,1009,3000-4000

Select Allow All (most common) or a created
Inbound filter. You may create your own inbound
filters in the Advanced > Inbound Filter page.

The schedule of time when the Virtual Server Rule
will be enabled. The schedule may be set to Always,
which will allow the particular service to always
be enabled. You can create your own times in the
Tools > Schedules section.
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DIR-655. If you need to run applications that require multiple connections,
specify the port normally associated with an application in the “Trigger Port” field, select the protocol type as TCP or
UDP, then enter the firewall (public) ports associated with the trigger port to open them for inbound traffic.

The DIR-655 provides some predefined applications in the table on the bottom of the web page. Select the application
you want to use and enable it.

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:

Schedule:

Enter a name for the rule. You may select a
pre-defined application from the drop-down
menu and click <<.

This is the port used to trigger the application. It
can be either a single port or a range of ports.

Select the protocol of the trigger port (TCP,
UDP, or Both).

This is the port number on the Internet side that
will be used to access the application. You may
define a single port or a range of ports. You
can use a comma to add multiple ports or port
ranges.

Select the protocol of the firewall port (TCP,
UDP, or Both).

The schedule of time when the Application Rule
will be enabled. The schedule may be set to
Always, which will allow the particular service
to always be enabled. You can create your own
times in the Tools > Schedules section.

EETUP ADYRHLCED
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QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the
QoS Engine settings are disabled and application priority is not classified automatically.

Enable This option is disabled by default. Enable this
StreamEngine: option for better performance and experience with
online games and other interactive applications,

such as VolP. _ STATUS SURFORT
VR Hedplul Hitils...
Dynamic This option should be enabled when you have a BRI - e o ot 1 T ke G Trgine ot o e rgne sy, T o Fogie
. . i ns o RILES ||1.l _:’_5 vou il |n-."g_|:| Y l::[.!-_'ll-_'ll’.& Y =S l'l' yu..‘r yare balleis _EI.'I'IL.UJ o ulhe t-.-Lf:_r“L g
Fragmentation: slow Internet uplink. It helps to reduce the impact . | T e O Rk O e R e e v

et "Aus wtings ]

ol ]
STREAMENGINE SETUP

Trahie Sreamlngine ;.  [7]

that large low priority network packets can have  [rmr=r= -
on more urgent ones. e

Automatic Uplink This option is enabled by default when the QoS S
Speed: Engine option is enabled. This option will allow A RS
your router to automatically determine the uplink Measured Upink Speed L1 ks
speed of your Internet connection. Tanualzink Speed: oo <

ronnecHnn Type | Sobn-debert

Detected KOSL OF Othar |
Frame licky Metwork

Measured Uplink This displays the detected uplink speed.

Manual Uplink The speed at which data can be transferred from the router to your ISP. This is determined by your ISP. ISP’s often speed
Speed: as a download/upload pair. For example, 1.5Mbits/284Kbits. Using this example, you would enter 284. Alternatively you can
test your uplink speed with a service such as www.dslreports.com.

Connection Type: By default, the router automatically determines whether the underlying connection is an xDSL/Frame-relay network or some
other connection type (such as cable modem or Ethernet), and it displays the result as Detected xDSL or Frame Relay Network.
If you have an unusual network connection in which you are actually connected via xDSL but for which you configure either
“Static” or “DHCP” in the Internet settings, setting this option to xDSL or Other Frame Relay Network ensures that the router
will recognize that it needs to shape traffic slightly differently in order to give the best performance. Choosing xDSL or Other
Frame Relay Network causes the measured uplink speed to be reported slightly lower than before on such connections, but
gives much better results.

Detected xDSL: When Connection Type is set to automatic, the automatically detected connection type is displayed here.
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Configure MAC
Filtering:

MAC Address:

DHCP Client:

Network Filters

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Network. You can either manually add a MAC address or select the MAC address from the list of
clients that are currently connected to the Broadband Router.

Select Turn MAC Filtering Off, allow MAC
addresses listed below, or deny MAC addresses
listed below from the drop-down menu.

Enter the MAC address you would like to
filter.

To find the MAC address on a computer, please
refer to the Networking Basics section in this
manual.

Select a DHCP client from the drop-down menu
and click << to copy that MAC Address.

~a M M=d a ooczes Zontralkert addvess *lst opton I _sed ta conzozl petwos 2ccsss bassd on the P
Address of the coazrl odapter, & &L addiess 5 0 uigue 1D 255 a-c2 by the rramu®zeburer oF the nzbwe- <
Amacte, Thie brabire —a- he snnbigured o AL e or TR neboinek  Tne=insk =ee=<s,

2 -- HAL FILTERING RULES

=g Selling ] St Zawe Selling ]

Crnbigoee 1A Tikerine hedies:
Tum e Akerng »=F

MAC Address DHCP Clhent Lisk

Trrquber fane |4 [Z1=n-
[:] Zu e Mg [ =z
[14] [corpusr name [+ [giza;]
Lorputr Mame %] [zar
Teequber e | [f1mac)
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental
Controls to only grant access to approved sites, limit web access based on time or dates, and/or block access from
applications like P2P utilities or games.

Add Policy: Click the Add Policy button to start the Access
Control Wizard.

WIFELESS

Click Next to continue with the wizard.
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Section 3 - Configuration

Access Control Wizard (continued)

Enter a name for the policy and then click Next to continue.

Select a schedule (I.E. Always) from the drop-down menu
and then click Next to continue.

Enter the following information and then click Next to
continue.

» Address Type - Select IP address, MAC address, or
Other Machines.

* |IP Address - Enter the IP address of the computer
you want to apply the rule to.

e R

P e |

UNHELESS

mia | o

£~

VT et e 0 b b e ol e
B ke F v BB v, m b e, 3 b s kb b
ook

RhmwaTrm [ [ i

AT A

D-Link DIR-655 User Manual

37



Section 3 - Configuration

Access Control Wizard (continued)

Select the filtering method and then click Next to continue.

DHink

Enter the rule:

Enable - Check to enable the rule.
Name - Enter a name for your rule.

Dest IP Start - Enter the starting IP address. [
Dest IP End - Enter the ending IP address. | e

Protocol - Select the protocol.
Dest Port Start - Enter the starting port number.
Dest Port End - Enter the ending port number.

N

LEFILESS

To enable web logging, click Enable.

Click Save to save the access control rule.

LEFELESS

D-Link DIR-655 User Manual

38



Section 3 - Configuration

Website Filters

Website Filters are used to deny LAN computers from accessing specific web sites by the URL or domain. A URL is a
specially formatted text string that defines a location on the Internet. If any part of the URL contains the blocked word,
the site will not be accessible and the web page will not display. To use this feature, enter the text string to be blocked
and click Save Settings. The text to be blocked will appear in the list. To delete the text, click Clear the List Below.

Website URL/ Enter the keywords or URLs that you want to
Domain: block (or allow). Any URL with the keyword in
it will be blocked.
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Section 3 - Configuration

Name:

Action:

Enable:

Source IP Start:

Source IP End:

Save:

Inbound Filter
Rules List:

Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you
can configure inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used
with Virtual Server, Port Forwarding, or Remote Administration features.

Enter a name for the inbound filter rule.
Select Allow or Deny.
Check to enable rule.

Enter the starting IP address. Enter 0.0.0.0 if
you do not want to specify an IP range.

Enter the ending IP address. Enter
255.255.255.255 if you do not want to specify
and IP range.

Click the Save button to apply your settings.
You must click Save Settings at the top to
save the settings.

This section will list any rules that are created.
You may click the Edit icon to change the
settings or enable/disable the rule, or click the
Delete icon to remove the rule.
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Section 3 - Configuration

Firewall Settings

A firewall protects your network from the outside world. The D-Link DIR-655 offers a firewall type functionality. The SPI
feature helps prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain
types of applications. If you choose to expose a computer, you cam enable DMZ. DMZ is short for Demilitarized Zone.
This option will expose the chosen computer completely to the outside world.

Enable SPI:

NAT Endpoint
Filtering:

Enable DMZ Host:

IP Address:

SPI (Stateful Packet Inspection, also known as dynamic packet
filtering) helps to prevent cyber attacks by tracking more state per
session. It validates that the traffic passing through the session
conforms to the protocol.

Select one of the following for TCP and UDP ports:

Endpoint Independent - Any incoming traffic sent to an open port
will be forwarded to the application that opened the port. The port
will close if idle for 5 minutes.

Address Restricted - Incoming traffic must match the IP address
of the outgoing connection.

Address + Port Restriction - Incoming traffic must match the IP
address and port of the outgoing connection.

If an application has trouble working from behind the router, you
can expose one computer to the Internet and run the application
on that computer.

Note: Placing a computer in the DMZ may expose that computer to
a variety of security risks. Use of this option is only recommended
as a last resort.

Specify the IP address of the computer on the LAN that you want to
have unrestricted Internet communication. If this computer obtains
it's IP address automatically using DHCP, be sure to make a static
reservation on the Basic > DHCP page so that the IP address of
the DMZ machine does not change.

WIRELESS
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Application Level Gateway (ALG) Configuration

Here you can enable or disable ALG’s. Some protocols and applications require special handling of the IP payload to
make them work with network address translation (NAT). Each ALG provides special handling for a specific protocol
or application. A number of ALGs for common applications are enabled by default.

PPTP:

IPSEC (VPN):

RTSP:

MSN Messenger:

FTP:

H.323
(Netmeeting):

SIP:

Wake-0n-LAN:

MMS:

Allows multiple machines on the LAN to connect to their corporate network using PPTP protocol.

Allows multiple VPN clients to connect to their corporate network using IPSec. Some VPN clients support traversal of IPSec
through NAT. This ALG may interfere with the operation of such VPN clients. If you are having trouble connecting with your
corporate network, try turning this ALG off. Please check with the system adminstrator of your corporate network whether
your VPN client supports NAT traversal.

Allows applications that use Real Time Streaming Protocol to receive streaming media from the internet. QuickTime and
Real Player are some of the common applications using this protocol.

Allows all of the Windows/MSN Messenger functions to work properly through the router.

Allows FTP clients and servers to transfer data across NAT. Refer to the Advanced > Virtual Server page if you want to
host an FTP server.

Allows Microsoft NetMeeting clients to communicate across NAT. Note that if you want your buddies to call you, you should
also set up a virtual server for NetMeeting. Refer to the Advanced > Virtual Server page for information on how to set up
a virtual server.

Allows devices and applications using VolP (Voice over IP) to communicate across NAT. Some VolP applications and
devices have the ability to discover NAT devices and work around them. This ALG may interfere with the operation of such
devices. If you are having trouble making VolP calls, try turning this ALG off.

Allows Ethernet network adapters with Wake-On-LAN (WOL) to function.

Allows Windows Media Player, using MMS protocol, to receive streaming media from the Internet.
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Section 3 - Configuration

Advanced Wireless Settings

Transmit Power: Set the transmit power of the antennas.

D-Link

Beacon Period: Beacons are packets sent by an Access Point to
synchronize a wireless network. Specify a value.
100 is the default setting and is recommended.
RTS Threshold: This value should remain at its default setting of « [t
2432. If inconsistent data flow is a problem, only [ sewsesgs | [ Comteeiesm ]
a minor modification should be made.

ADVARCED WIRELESS SETTINGS

Fragmentation The fragmentation threshold, which is specified WD FIL Transmit Power :

Threshold: in bytes, determines whether packets will be && Beacan Prriod : (25, 10000
fragmented. Packets exceeding the 2346 byte RTS Theeshold : |23 (1 5335
setting will be fragmented before transmission.  Err——" "“"'“":'::ﬂf 2 :'-a-.::-.w]
2346 is the default setting. — LAl =

DTIM Interval: (Delivery Traffic Indication Message) 3 is the Short G1:
default setting. A DTIM is a countdown informing
clients of the next window for listening to RN =E
broadcast and multicast messages.

802.11d: This enables 802.11d opration. 802.11d is a wireless specification developed to allow implementation of wireless networks in
countries that cannot use the 802.11 standard. This feature should only be enabled if you are in a country that requires it.

WMM Function: WMM is QoS for your wireless network. This will improve the quality of video and voice applications for your wireless
clients.

Short GI: Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may
create higher data loss.

D-Link DIR-655 User Manual 43



Section 3 - Configuration

Enable WISH: Enable this option if you want to allow WISH to

HTTP:

Windows Media
Center:

Automatic:

WISH Rules:

WISH Settings

WISH is short for Wireless Intelligent Stream Handling, a technology developed to enhance your experience of using
a wireless network by prioritizing the traffic of different applications.

prioritize your traffic.

Allows the router to recognize HTTP transfers
for many common audio and video streams
and prioritize them above other traffic. Such
streams are frequently used by digital media
players.

Enables the router to recognize certain
audio and video streams generated by a
Windows Media Center PC and to prioritize
these above other traffic. Such streams are
used by systems known as Windows Media
Extenders, such as the Xbox 360.

When enabled, this option causes the
router to automatically attempt to prioritize
traffic streams that it doesn’t otherwise
recognize, based on the behaviour
that the streams exhibit. This acts to
deprioritize streams that exhibit bulk
transfer characteristics, such as file
transfers, while leaving interactive traffic,
such as gaming or VolP, running at a

ADYANCED METWORS

Swve Settngs |

ADYANLED

Dot Sove Settngs |

Frsahile WISH : &7

windows Media Center @
Aulomatic ©

PRIDEITY CLASSIFIERS

HTIP

F
=3

WisH (Wirsless Inteligent Stream Handing) prioriges the traffic of vanous wirsless
apphcations,

=3 (ekodamdt il vt eraabched by Jrvylbereg adon)

A4 == WIGH RULES

STATUS

Hame Pricuity Protocol
| [Best Effext (BE) =] F cc [TP =]
Hast 1 1P Rangs Heet 1 Pot

r oo [ e o RS
Mot 2 1P Range Hort 2 Poet B
koo to [255.255.255.255 fo to fessis
Mame Pricuwity Protocol
| [es ffoer ) =] | e e =]
Hast 1 1P fings Host 1 Port %

T pooo to [255.295. 295,255 fa to [5535

SLIPFORT

Hedplul Hinks._...

A WISH Rule identifies a specific message flow and assigns a priority to that flow. For most applications, the priority
classifiers ensure the right priorities and specific WISH Rules are not required.

WISH supports overlaps between rules. If more than one rule matches for a specific message flow, the rule with the highest

priority will be used.
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Section 3 - Configuration

Name:

Priority:

Protocol:
Host IP Range:

Host Port Range:

Create a name for the rule that is meaningful
to you.

The priority of the message flow is entered
here. The four priorities are defined as:

BK: Background (least urgent)
BE: Best Effort.

VI: Video

VO: Voice (most urgent)

The protocol used by the messages.

24 -- WISH RULES

Marne Priority Protocal

| | Best Effort (BE) = | 3 <z |TCP |
' Host 1 IP Range Host 1 Port Range

fo.0.0.0 to [255.255.255.255 fo to |65535

Host 2 IP Range Host 2 Port Range

fo.0.0.0 to [255. 255,255,255 fo to |e5535

The rule applies to a flow of messages for which one computer’s IP address falls within the range set here.

The rule applies to a flow of messages for which host’s port number is within the range set here.
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Advanced Network Settings

UPnP Settings: To use the Universal Plug and Play (UPnP™)
feature click on Enabled. UPNP provides
compatibility with networking equipment, software :
and perlpherals- I - SETUF ADYNRYLCED ETATUS o IS:.P:-‘I:IF'.T

Internet Ping: Unchecking the box will not allow the DIR-655 to S et et e e et e e
respond to pings. Blocking the Ping may provide :

some extra security from hackers. Check the box i
to allow the Internet port to be “pinged”. -

Universdal Pluy and Play {UPP) supporls pesr-Lo-pueer Pluy anad Play Boclivoalfy for nelwork
devices

| =3 Bekbng: ] 20Nt 2av; Sottngs ]

Internet Port You may set the port speed of the Internet port
Speed: to 10Mbps, 100Mbps, or auto. Some older cable

Enablc umi': [+]

;
or DSL modems may require you to set the port
speed to 10Mbps. L ermet that are seat 1o e SAP I Adircee | o 0 Fina Equests from e

Trinhle WaH Ping Respond =[]

Multicast Check the box to allow multicast traffic to pass e 1mg s oums ter s
streams: through the router from the Internet. Corsts {2emrnsshoned S

MDrC-

WeAM 'ort speed s | que s Usps [

Mmnhbe Multicast Shreams . [#]
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Section 3 - Configuration

Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management.
There are two accounts that can access the management interface through the web browser. The accounts are admin
and user. Admin has read/write access while user has read-only access. User can only view the settings but cannot
make any changes. Only the admin account has the ability to change both admin and user account passwords.

Admin Password: Enter a new password for the Administrator Login Name.
The administrator can make changes to the settings.

User Password: Enter the new password for the User login. If you login as
the User, you can only see the settings, but cannot change
them.

Gateway Name: Enter a name for the DIR-655 router.

Remote Remote management allows the DIR-655 to be configured
Management: from the Internet by a web browser. A username and
password is still required to access the Web-Management
interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator tasks.
This feature enables you to perform Administrator tasks from

the remote (Internet) host.

Remote Admin The port number used to access the DIR-655.
Port: Example: http://x.x.x.x:8080 whereas x.x.x.x is the Internet
IP address of the DIR-655 and 8080 is the port used for the
Web Management interface.

Inbound Filter: This section will list any rules that are created. You may click
the Edit icon to change the settings or enable/disable the
rule, or click the Delete icon to remove the rule.
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Section 3 - Configuration

Time Zone:

Daylight Saving:

Enable NTP
Server:

NTP Server Used:

Time Settings

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system
clock. From this section you can set the time zone that you are in and set the Time Server. Daylight Saving can also
be configured to automatically adjust the time when needed.

Select the Time Zone from the drop-down
menu.

To select Daylight Saving time manually, select
enabled or disabled, and enter a start date and
an end date for daylight saving time.

NTP is short for Network Time Protocol. NTP
synchronizes computer clock times in a network
of computers. Check this box to use a NTP
server. This will only connect to a server on the
Internet, not a local server.

Enter the NTP server or select one from the
drop-down menu.

To manually input the time, enter the values
in these fields for the Year, Month, Day, Hour,
Minute, and Second and then click Set Time.
You can also click Copy Your Computer’s
Time Settings.
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Section 3 - Configuration

SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs
to a SysLog server on your network.

Enable Logging to Check this box to send the router logs to a
SysLog Server: SysLog Server.

SysLog Server IP The address of the SysLog server that will be
Address: used to send the logs. You may also select
your computer from the drop-down menu (only
if receiving an IP address from the router via
DHCP).

| maezongs sonk =ave botings l

SYSLOG SETTINGS

Frahde Frgaging Trn Sysban =
Sexwer:

Syl Seaver TP Aideeex: 0707 <l [ Cecnmnem Mlewes

WIRELESS
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Section 3 - Configuration

Enable Email
Notification:

From Email
Address:

To Email Address:

SMTP Server
Address:

Enable

Authentication:

Account Name:

Password:

On Log Full:

On Schedule:

Schedule:

Email Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification
to your email address.

When this option is enabled, router activity logs
are e-mailed to a designated email address.

This email address will appear as the sender
when you receive a log file or firmware upgrade
notification via email.

Enter the email address where you want the
email sent.

Enter the SMTP server address for sending email.
If your SMTP server requires authentication,
select this option.

Check this box if your SMTP server requires
authentication.

Enter your account for sending email.
Enter the password associated with the account.
Re-type the password associated with the

account.

When this option is selected, logs will be sent
via email when the log is full.

Selecting this option will send the logs via email
according to schedule.
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O

on Schedule
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SUPPORT
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WIRELESS

This option is enabled when On Schedule is selected. You can select a schedule from the list of defined schedules. To create

a schedule, go to Tools > Schedules.
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System Settings

Save Settings to Use this option to save the current router
Local Hard Drive: configuration settings to a file on the hard disk
of the computer you are using. First, click the

Save button. You will then see a file dialog, 555 § sETUR AD¥RALED

where you can select a location and file name &

for the Settlngs' T e Syeean Sellinge v=uou dluee o Lo ebool Uiz device, e czsloee Uiz rouezr Lo Uis T ory delaul
::f:?'se.‘:l:t'g?:orhq ==& _ntbathz Faczore defauk sattinge Wl eezsa =l coznge, Incl_dnc amy ruas -az vou
EMALL SE1 M= Sl
Load Settings USG thIS Optlon tO |Oad preV|OUSIy Saved ~-@ C_trat ceham sektl-gs San 2e s=v=d & a fle onto cma ksl hard Sree, Toe ssesd e or ane oomer s2vsd
. . . . scthing fre ¢ozazod by deacs ca- be _pozd=d nta o-c unk,
from Local Hard router configuration settings. First, use the
Drive: Browse control to find a previously save file e ——
of configuration settings. Then, click the Load
button to transfer those settings to the router. |l L o o mibaliiclt
. . . . . . Luand Sellismgn Fron Luval E
Restore to Factory This option will restore all configuration settings TR L e —rTY v T
Default Settings: back to the settings that were in effect at the T =
H H e St Losbore a N = —adtory 2cfadts
time the router was shipped from the factory. Bncunes, helidsol oottt ol
Any settings that have not been saved will be bt T Devie: Bt T mie

lost, including any rules that you have created. If

youwant to save the current router configuration

settings, use the Save button above.

Rehoot Device: Click to reboot the router.
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Firmware
Upgrade:

Browse:

Notifications
Options:

Update Firmware

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the
D-Link support site.

Click on Check Online Now for Latest Firmware
Version to find out if there is an updated firmware;
if so, download the new firmware to your hard
drive.

After you have downloaded the new firmware,
click Browse to locate the firmware update on
your hard drive. Click Upload to complete the
firmware upgrade.

Check Automatically Check Online for Latest
Firmware Version to have the router check
automatically to see if there is a new firmware
upgrade.

Check Email Notification of Newer Firmware
Version to have the router send an email when
there is a new firmware available.
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DDNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have
purchased (www.whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet
Service Providers assign dynamic (changing) IP addresses. Using a DDNS service provider, your friends can enter in
your domain name to connect to your server no matter what your IP address is.

DDNS:

Server Address:

Host Name:

Username or Key:
Password or Key:

Timeout:

Dynamic Domain Name System is a method of
keeping a domain name linked to a changing IP
Address. Check the box to enable DDNS.

Choose your DDNS provider from the drop
down menu.

Enter the Host Name that you registered with
your DDNS service provider.

Enter the Username for your DDNS account.
Enter the Password for your DDNS account.

Enter a time (in hours).
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System Check

Ping Test: The Ping Test is used to send Ping packets to test if a
computer is on the Internet. Enter the IP Address that you
wish to Ping, and click Ping.

Ping Results: The results of your ping attempts will be displayed here.

Host bamie or 1P Address @

= . L Rl v =3 a
WIRELESS
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Name:

Days:

Time:

Save:

Schedule Rules
List:

Schedules

Enter a name for your new schedule.

Select a day, a range of days, or All Week to
include every day.

Check All Day - 24hrs or enter a start and end
time for your schedule.

Click Save to save your schedule. You must click
Save Settings at the top for your schedules to go
into effect.

The list of schedules will be listed here. Click the
Edit icon to make changes or click the Delete
icon to remove the schedule.

WIRELESS

The: heddide: -nrbiguration npbinnis e bn manage sch=d 1= miks boc vacn 5 Hesoal a=d parenksl conteol
I T

[ Save SEtt-gs ] l Dont Save Zalinze l

O ek, ) Szlzck D)
an Z Mon O tue O wed O o O =0 [ 52t
RNy -4 has:

1 0 AM M Tmo_birluzs, L bowr Zire)

~
bt

SLarl Tinme: 0

)

End Time : 1 0 il [1| Tmo_rirucz, 12 bow oirc)

Tirne Frrme
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Device Information

This page displays the current information for the DIR-655. It will display the LAN, WAN (Internet), and Wireless
information.

If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be
displayed. Use Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoOE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

General: Displays the router’s time and firmware version.
WAN: Displays the MAC address and the public IP settings for the router.

LAN: Displays the MAC address and the private (local) IP settings for the

router.
Wireless LAN: Displays the wireless MAC address and your wireless settings such as ThLI T
SSID and Channel. e
LAN Computers: Displays computers and devices that are connected to the router via e
Ethernet and that are receiving an IP address assigned by the router I
(DHCP). ' i i e

T L
el P | 9 LW 6
B i | Eomdied

IGMP Multicast Displays the Multicast Group IP Address. _
Memberships: &

bl R | T R
[ e

UARELEGS
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Log

The router automatically logs (records) events of possible interest in it’s internal memory. If there isn’t enough internal
memory for all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows
you to view the router logs. You can define what types of events you want to view and the level of the events to view.
This router also has external Syslog Server support so you can send the log files to a computer on your network that
is running a Syslog utility.

What to View: You can select the types of messages that you want
to display from the log. Firewall & Security, System, __'__"W
and Router Status messages can be selected.

View Levels: There are three levels of message importance:
Informational, Warning, and Critical. Select the levels System Logs
that you Want d|Sp|ayed |n the |Og- g 5 :.lacdtchlnolt:‘lito 128 Hhi Zuzzr logs, fou_.an i nzwtaz tmccofc o7k 20 wank ko Aoy ons e Z@on:

This rrtthes =l bms sabecs=n sydreg smce < o0 &= pranean send e g <13 b s ke
i bk Uialis 1 iy a sy u uliiy

Apply Log Will filter the log results so that only the selected M

settlngs: optlons appear' ‘What b View : =rzwal & Securky [ Sestem B Rzuzar Stas

Virw I rvels: Zrmeel [ ==zmn: [£] mfamational
Refresh: Updates the log details on the screen so it displays [RRE-REEL 1= -
any recent activity.
[Lpozsh | | toar | [ _Enavon | [ _smeon
Clear: Clears all of the log contents. [Eiec? 3 T2 11 32 50 -0 ATonar o Ar i o e by 1 e 122,15 0,158

[lr-C7 5ak Jan =2 L1 i 8 20 Lazzst frnwcne wers 00 L e avwalablc
[T Ak Tan ™ 172 20270 Cairvares porae s=eeme supnot.dinkorom < a2 P =d-ies< b7 20010

[0 5ol Jan 22 Lt 22 25 2004 SLanEi;J er.h S;n'i.e» ]
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X . . X L7 ik Tar ™" 1171 78 1M dessicroed e e © 7 0L 1573 ek ANTIN9P394°1
the emall address Conflgured in the Tools > Emall g\aiglt]:déidéjdllél;lsqw T4 Lodwtt wvpres 192 L65.2.256 - v - zdstigtizd Lezuse 4 vizns s e ilialy

[of-07 sk Jan 20 LD 21 &3 20 Inkdeac o comzlzhe, staang DHLI' sorver

SCreen . |_TH'(‘_: Gk Tan T 11 N ST T s A ns spees ab WAR nombaee

[0 Sa Jnn 20 11 21 51 2204 WAR o=l e o Conneclion Lo [ Lee e eslaclehend sl 2P Gibliess
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[r-2 ok dan 22 11 21 51 2 obktanced L Azd zss wang LHLL, L address iz 19, 58,1016
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Stats

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-655
on both the Internet and the LAN ports. The traffic counter will reset if the device is rebooted.

LNIRELESS

ADYNNCED OnL& ETATUS SURPORT

Hedplul Hinls....

= TISTICE
LHIERRE] zE=S0S

Thies prage Sispbais Ui "] delaile o =clive sevsions Lo por - _uezr,

ACTIVE SESS10NS

Lntcenal I''oktpool  Exbernol BA| Ity  Stakc  Lor Imac Uut

AR IrF L T T S I T | I - Tk 150
SFILLBSOUSSIEE TR 276097 1862 1053 235 BT o TE
AT IrF el moocm - - -
WIRELESS
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless clients.

ALYNNCEDR TODLE ETATUS SUPFORT

Helpfol links..

Axsoriaked Wirebess CEenk i

I sr -=is —p- o boow e bhe i -=l=ss ri=ncs -—as e conneched b soosess mikse
WUMBEF. OF WIFELESS CLIENTS : 1

MAC Address 1P Address roda Rate Sgnal{tn)
Uoilzid=illidonds LS L3 AT NS Llg =1 L}

WISH

The WISH details page displays full details of wireless clients that are connected when WISH is enabled.

ADVANLLD TOOLS HTATUS SUFFORT

Hriplid Mints.

The WiSH Sessions page dhplays ful detals of active local wireless sassions theough your router
wihen WISH has bean enabled, A WISH session i a conversation between a program of
appication on a wirslessly connected LAN-side computer and another computer, however

WISH SESEIONS

WIRELESS
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WIRELESS
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-655 offers the following types of security:

* WPA2 (Wi-Fi Protected Access 2) * WPA2-PSK (Pre-Shared Key)
* WPA (Wi-Fi Protected Access) * WPA-PSK (Pre-Shared Key)
* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption

algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal
- using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.

D-Link DIR-655 User Manual 61



Section 4 - Security

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

The 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven'’t
been tampered with. WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead
of TKIP.

» User authentication, which is generally missing in WEP, through the extensible authentication protocol
(EAP). WEP regulates access to a wireless network based on a computer’'s hardware-specific MAC
address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-key
encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA/WPA2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a
more secure public key encryption system to ensure that only authorized network users can access the network.
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Wireless Security Setup Wizard

To run the security wizard, click on Setup at the top and then
click Launch Wireless Security Setup Wizard.

Pl 2o Bl e A G SR St By A SAE™ Rt G Wil Il st Bl
s A 3 gl Tl T T G T LR TR A SO

o s el e kT i AT 18 BT 1 0 TR g1 il o 10 A e =
SO T 20 WA A K T POh O T TV PPN B 1T 00 TR
P S Ty el et

i L‘ldu“\'—ulﬂh—ﬂ'ﬂ-lﬂ i

FORE AT Lo T LTSNS, TEaa W0 s T haos dalnaa s a mecs Aurinod v ek
Tertmbeds o Farie ] st e freskn e

WERFLESS STCERITY SETUr WirARD

e Uy el sl i ] dbintingd b 2o~ 1~ D~k iitwrk s e
B e L L
wde b oan e

! Lt S e Sk = sl ]

D L T T I —
ko, aluin v thirs oo w0l Cons il Wi Sans Lunider

LUNRELESS

CIICk NeXt to Contlnue- WELCOME TO THE D-LINK WIRELESS SECURITY SETUP WIZARD

This wizard will guide you through a step-by-step process to setup your wireless network and make it secure.

» Step 1: Mame yvour Wireless Metwork
» Step 2: Secure yvour Wireless Nebwark
» Step 3: Sek vour Wireless Security Password
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Enter the SSID (Service Set Identifier). The SSID is the
name of your wireless network. Create a name using up to
32 characters. The SSID is case-sensitive.

Select the level of security for your wireless network:
* Best - WPA2 Authentication
* Better - WPA Authentication
* Good - WEP Encryption
* None - No security

Click Next to continue.

If you selected Best or Better, enter a password between
8-63 characters.

If you selected Good, enter 13 characters or 26 Hex digits.

Click Next to continue.

STEP 1: NAME YOUR. WIRELESS NETWORK

Your wireless network needs a name so it can be easily recognized by wireless clients. For security purposes, it
is highly recommended to change the pre-configured network name of [dlink].

Wireless Network Name "
{S5ID) : dlink.

’ Pres ] iNext l [ Cancel ]

STEP 2: SECURE YOUR. WIRELESS NETWORK

In order to protect your network from hackers and unauthorized users, it is highly recommended you choose
one of the following wireless network security settings.

There are three levels of wireless security -Good Security, Better Security, AND Best Security. The level you
choose depends on the security features your wireless adapters support.
BEST () Select this option if your wireless adapters SUPPORT WRAZ
BETTER () Select this option if your wireless adapters SUPFORT WPA
Goop ) Select this option if your wireless adapters DO NOT SUPPORT WRA

NONE (&) Select this option if you do not wank ta activate any security features

For information on which security features your wireless adapters support, please refer to the adapters'
documentation.

Mote: All D-Link wireless adapters currently support WPA.

’ Pres ] iNext I [ Cancel ]

STEP 3: SET YOUR WIRELESS SECURITY PASSWORD

‘You have selected vour security level - you will need to set a wireless security password.

Wireless Security Password :
(8 to 63 characters)

Note: You will need to enter the same password as keyed in this step into your wireless clients in order to
enable proper wireless communication.

(] (o] [t ]
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If you selected Good, the following screen will show you your

WEP key to enter On your ereleSS CllentS Below is a detailed summary of your wireless security settings. Please print this page out, or write the

information on a piece of paper, so you can configure the correct settings on your wireless client adapters.
Wireless Network Name 4
) o ) ) (SSID) : dlink
Click Save to finish the Security Wizard. Wep Key Length : 128 bit
Default WEP Keyto Use: 1
Authentication: Open
Wep Key: 41AC3 DBE525 1FEAE DEVAC B1BOF D

Prev Cancel I Save |

If you selected Better, the following screen will show you your

Pre-Shared Key to enter on your wireless clients. ekt i g o e e g O
Wireless Nelwor(ks::[l’l;(? dlink
C“Ck Save tO f|n|Sh the Security Wizard. Encryption :  WPA-PSK/TKIP (also known as WPA Personal )

Pre-Shared Key : password M2Z

Prev Cancel | Save |

If you selected Best, the following screen will show you your
Pre-Shared Key to enter on your wireless clients.

Below is a detailed summary of your wireless security settings. Please print this page out, or write the
information on a piece of paper, so you can configure the correct settings on your wireless client adapters.

Click Save to finish the Security Wizard. B

Encryption: WPAZ-PSK/AES (also known as WPAZ2 Personal)
Pre-Shared Key: password

[Prev ] ’ Cancel ] ’ Save ]

If you selected WPA-Enterprise, the RADIUS information will be displayed. Click Save to finish the Security Wizard.
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Configure WEP

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

1. Log into the web-based configuration by opening a
web browser and entering the IP address of the router
. . . To protect your privacy you can configure wirgless security features, This device supports three wireless
(1 92 1 680 1 ) CI|Ck on Setup and then CI|Ck W""eless security modes induding: WEP, WPA-Personal, and WPA-Enterprise. WEP is the original wireless encryption

standard. WPA provides a higher level of security, WPA-Personal does not require an authentication server,

Setti ngs on the Ieft Slde . The WPA-Enterprise option requires an external RADIUS server,

Security Mode : | WEP A

3. NeXt tO WEP Key Length, Se|eCt the Ievel Of eCI’yptlon (64 If you choose the WEP security option this device will ONLY operate in Legacy Wireless

. mode (B02.11B/G). This means you will NOT get 11N performance due to the fact that WEP
or 1 28'b|t) is not supported by the Draft 11N specification.

2. Next to Security Mode, select WEP.

Hex - (recommended) Letters A-F and numbers 0-9

are Val Id . WEP is the wireless encryption standard. To use it you must enter the same key(s) into the router and the
wirgless stations. For 64 bit keys you must enter 10 hex digits into each key box. For 123 bit keys you must
enter 26 hex digits into each key box. A hex digit is either a number from 0 to 2 or a letter from A to F. For the
most secure use of WEP set the authentication type to "Shared Key™ when WEP is enabled.

4. Next to WEP Key 1, enter a WEP key that you create.
Make sure you enter this key exactly 0N all YOUr WIrEIESS | oy g e sacitveives of tr thavasirs, & s oF 5 test haratiors con b eutored o o4 o bers,
. . and & maximum of 13 characters for 128 bit keys.
devices. You may enter up to 4 different keys. .

WEP Key Length : | 128 bit {26 hex digits) * | {langth applies to all keys)

5. Next to Authentication, select Shared Key. WEPKEY1: [oneronseoantesensronssoees

WEPKey 2: 40 ssssssssssstsssssnsssss

WEPKey3: ssscsssssssssssssssnnnsssss

6. Click Save Settings to save your settings. If you are WEPKey4: [ssessssssessssssesssssness
configuring the router with a wireless adapter, you will lose Default WEP Key : |WEP Key 1 v
connectivity until you enable WEP on your adapter and Authentication: [Open v
enter the same WEP key as you did on the router.
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Configure WPA-Personal (PSK)

Itis recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to

the added overhead.

1.Log into the web-based configuration by opening a
web browser and entering the IP address of the router
(192.168.0.1). Click on Setup and then click Wireless
Settings on the left side.

2. Next to Security Mode, select WPA-Personal.

3. Next to WPA Mode, select Auto, WPA2 Only, or WPA Only.
Use Auto if you have wireless clients using both WPA and
WPA2.

4. Next to Group Key Update Interval, enter the amount of time
before the group key used for broadcast and multicast data
is changed (3600 is default).

5. Next to Pre-Shared Key, enter a key (passphrase). The key
is entered as a pass-phrase in ASCII format at both ends of

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless
security modes induding: WEP, WPA-Personal, and WPA-Enterprise. WEP is the original wireless encryption
standard. WPA provides a higher level of security. WPA-Personal does not require an authentication server.,
The WPA-Enterprise option requires an external RADIUS server,

Security Mode : | WPA-Personal

WPA

Use WPA or WPAZ2 mode to achieve a balance of strong security and best compatibility. This mode uses WPA
for legacy dients while maintaining higher security with stations that are WPA2 capable. Also the strongest
cipher that the dient supports will be used. For best security, use WPA2 Only mode. This mode uses AES
(CCMP) cipher and legacy stations are not allowed access with WPA security. For maximum compatibility, use
WPA Only. This mode uses TKIP dpher. Some gaming and legacy devices work only in this mode,

To achieve better wireless performance use WPA2 Only security mode {or in other words AES cipher).

WPA Mode : | WPA COnly w

Group Key Update Interval: 3600 (seconds)

PRE-SHARED KEY

Pre-Shared Key: ssssssss

the wireless connection. The pass-phrase must be between 8-63 characters.

6. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose
connectivity until you enable WPA-PSK on your adapter and enter the same passphrase as you did on the router.
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2.

3.

7.

Configure WPA-Enterprise (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to
the added overhead.

. Log into the web-based configuration by opening a web browser

and entering the IP address of the router (192.168.0.1). Click
on Setup and then click Wireless Settings on the left side.

Next to Security Mode, select WPA-Enterprise.

Next to WPA Mode, select Auto, WPA2 Only, or WPA Only. Use
Auto if you have wireless clients using both WPA and WPAZ2.

. Next to Group Key Update Interval, enter the amount of time

before the group key used for broadcast and multicast data is
changed (3600 is default).

. Next to Authentication Timeout, enter the amount of time before

a client is required to re-authenticate (60 minutes is default).

.Nextto RADIUS Server IP Address enter the IP Address of your

RADIUS server.

Next to RADIUS Server Port, enter the port you are using with
your RADIUS server. 1812 is the default port.

.Next to RADIUS Server Shared Secret, enter the security key.

WIRELESS SECURITY MODE

To protect your privacy you can configure wireless security features. This device supports three wireless
security modes including: WEP, WPA-Personal, and WPA-Enterprise. WEP is the original wireless encryption
standard. WPA provides a higher level of security, WPA-Personal does not require an authentication server.,
The WPA-Enterprise option requires an external RADIUS server,

Security Mode : | WPA-Enterprise

Use WPA or WPA2 mode to achieve a balance of strong security and best compatibility, This mode uses WPA
for legacy dients while maintaining higher security with stations that are WPAZ2 capable. Also the strongest
cipher that the dlient supports will be used. For best security, use WPAZ2 Only mode, This mode uses AES
(CCMP) dpher and legacy stations are not allowed access with WPA security. For maximum compatibility, use
WPA Only. This mode uses TKIP cipher. Some gaming and legacy devices work only in this mode,

To achieve better wireless performance use WPA2 Only security mode (or in other words AES cipher).

WPA Mode : | WPA Only v

Group Key Update Interval: |3600 (seconds)

EAP (802.1X)

When WPA enterprise is enabled, the router uses EAP (802, 1x) to authenticate dients via a remote RADIUS
server,

Authentication Timeout: |60 (minutes)

RADIUS server IP Address: |0.0.0.0

RADIUS server Port: |1312

RADIUS server Shared
Secret:

MAC Address Authentication :

radius_shared
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9.If the MAC Address Authentication box is selected then the

user will need to connect from the same computer whenever

When WPA enterprize iz enabled, the router uses EAP (802, 1x) to authenticate dients via a remote RADIUS

logging into the wireless network.
Authentication Timeout: |50 (minutes)
10. Click Advanced to enter settings for a secondary RADIUS |  raows servertp address: [0.00.0
Server. RADIUS server Port: |1312
RADIUS server Shared radivs shared
Secret: =
11. Click Apply Settings to save your settings. e T

Optional backup RADIUS server:

Second RADIUS server IP
Address :

Second RADIUS server Port: |1312

Second RADIUS server
Shared Secret:

Second MAC Address
Authentication :

0.0.0.0

radius_shared
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Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for
Service Pack 2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual
of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey” option

similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click
on the center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available
Wireless Networks.

The utility will display any available wireless networks in your
area. Click on a network (displayed using the SSID) and click
the Connect button.

If you get a good signal but cannot access the Internet,
check you TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.
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Section 5 - Connecting to a Wireless Network

Configure WEP

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.

Cramg= Windowves MNreeal setnzs

Cpen [Nemork Contettiore

Pmpimic

Wicw Bydilzlile Wi elems: e lwos ks

1 Wirelass Nerwark Connection b

|| nctwork lasks

% ReTzeh network et

oy SEtuz awirlzes nethors
for o horme o amall offioe

Rrlated Tasks

1 ji4 Loarn about wrecss
n=tenrki=g

i thange e oroer of
pretemed ~ebacrks

¥ Chance admanced
selligs

5
Choose a wireless network
Uik @~ 170 i Ere bsk below fo conmect Bz @ wirclzas neworkon -ange o to ok mone
i=tamn=tizn.
Tast e
{{nﬂ}} =
Lrnaziores witedess niz o« lﬂli][l
':{ﬂ” dulaull
Lnser res wirdess netuass H—J[IJ[I
sal=slesl
gy ===
5 far riby-measled winsless ~abasrk “[IJ[I 1

This rielwm k.

Uil d ris o s, e,
nework, dok Comnact

Comnset ]

D-Link DIR-655 User Manual

71



Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the
same WEP key that is on your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WEP settings are correct. The
WEP key must be exactly the same as on the wireless router.

Wireless Network Connection E|

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: [

Connect l [ Cancel
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Section 5 - Connecting to a Wireless Network

Configure WPA-PSK

It is recommended to enable WEP on your wireless router or access point before configuring your wireless adapter. If
you are joining an existing network, you will need to know the WEP key being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available
Wireless Networks.

2. Highlight the wireless network (SSID) you would like to
connect to and click Connect.
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Section 5 - Connecting to a Wireless Network

3. The Wireless Network Connection box will appear. Enter the Wireless Network Connection X
WPA-PSK passphrase and click Connect. -

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the Type the key, and then dick Connect.
connection fails, please verify that the WPA-PSK settings are correct. Network key: |

The WPA-PSK passphrase must be exactly the same as on the
wireless router. comect ] [ cance
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Section 6 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-655. Read
the following descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you
have a different operating system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on
the Internet or have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself.
Your computer must be on the same IP subnet to connect to the web-based utility.

* Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

* Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using
a different cable or connect to a different port on the device if possible. If the computer is turned off, the link light may
not be on.

* Disable any internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice,
Sygate, Norton Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the
help files included with your firewall software for more information on disabling or configuring it.
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* Configure your Internet settings:

* Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab,
click the button to restore the settings to their defaults.

* Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings
button. Make sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three
times.

* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address
bar. This should open the login page for your the web management.

* If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait
about 30 seconds and try accessing the configuration. If you have multiple computers, try connecting using a different
computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back
to the factory defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a
paperclip to hold the button down for 10 seconds. Release the button and the router will go through its reboot process.
Wait about 30 seconds to access the router. The default IP address is 192.168.0.1. When logging in, the username is
admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and
Hotmail, we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination
could be another computer, or a URL.

* Click on Start and then click Run.

* Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in cmd) and
press Enter (or click OK).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

plng [urI] ['f] ['l] [MTU value] C:~\>ping vahoo.com —f -1 1482

Finging yahoo.com [66.94.234.131 with 1482 bytes of data:

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

Ping statistics for 66.94.234.13:
Packetsz: Sent = 4, Received = B, Lost = 4 (188x loss).
Examp|e: plng yahOO.com -f -| 1472 Approximate round trip times in milli-seconds:

Hinimum = Bms,. Maximum = Bns,. Average = Bms

C:~>ping yahoo.com —f -1 1472

Finging yahoo.com [66.94.234.131 with 1472 bytes of data:

Reply from 66.94.234_.13: hytes=1472 timne=%3ms TTL=52

Reply from 66.94.234_.13: bytes=1472 time=180%ms TTIL=52
Reply from 66.94.234_.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234_.13: bytes=1472 time=2803ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Hinimum = ?3ms. Maximum = 283ms,. Average = 132ns

Cong
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example,
lets say that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network

we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

» Enter your username (admin) and password (blank by default). Click OK to enter the web configuration
page for the device.

* Click on Setup and then click Manual Configure.
* To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

» Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in
increments of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business or public access wireless networks. Strictly adhering to the IEEE standard,
the D-Link wireless family of products will allow you to securely access the data you want, when and where you want
it. You will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping people to work and
communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.

D-Link DIR-655 User Manual 79



Appendix A - Wireless Basics

What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home
or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point
B. But wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks Wireless
Local Area Network (WLAN), and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access
point has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an
indoor access point as seen in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal
can reach out up to 30 miles to serve places like manufacturing plants, industrial locations, college and high school
campuses, airports, golf courses, and many other outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range
up to 30 feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use
nearly as much power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops,
speakers, and other devices that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home,
office, business, D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
* Simple and easy to use

Small Office and Home Office
* Stay on top of everything at home as you would at office
* Remotely access your office network from home
* Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it’s
becoming so popular that more and more public facilities now provide wireless access to attract people. The wireless
connection in public places is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like: Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to

start. That's why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless
network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try
to place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home.
If you have a two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the

router/access point. This would significantly reduce any interference that the appliances might cause since they operate
on same frequency.
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Security

Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning
on the WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

» Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless network
adapters on each computer, such as two or more DIR-655 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect
to the wireless router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from

a DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and
the default gateway of your adapter.

If the address is 0.0.0.0, check your adapter
installation, security settings, and the settings
on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

o (CYWINDOWS\system 32'cmd. exe

Microsoft Windows XP [Uersion 5.1.26881]
(C>» GCopyright 1985-28P1 Microsoft Corp.

C-“Documents and SettingsXipconfig

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . : dlink

IP Address. . . . . - . - . - . - & 18.5.7.114
Subnet Mask . . . . . . . . . . . & 255.255.255.8
Default Gateway H

C:“Documents and Settings>_

If you are connecting to a wireless network at a hotspot (e.g. hotel, coffee shop, airport), please contact an employee
or administrator to verify their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet as your network or the LAN
IP address on your router.

Internel Erotoccel (ICESIF) Froperties

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address ::x‘t_::)fﬁ"l"E‘Ifl':lEj:‘;:{[‘.‘-:;]‘;ﬂ::i'ﬂ::"um‘f:l‘]':;!;:dm"f_l
192.168.0.X where X is a number between 2 and 99. Make sure that the number

tha =poropr aie Foeclicgs

you choose is not in use on the network. Set Default Gateway the same as the LAN < iyl B e

IP address of your router (192.168.0.1). — =
Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The — _ o
Secondary DNS is not needed or you may enter a DNS server from your ISP. S ablat BV soematins
Step 5 e Ry NP e b e

Click OK twice to save your settings.

[_ Cck J[ Carezl ]
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Technical Specifications

Standards
e [IEEE 802.11n (draft)
 |[EEE 802.11¢g
e |EEE 802.11b
e |EEE 802.3
e |EEE 802.3u

Security
* WPA-Personal
* WPA2-Personal
* WPA-Enterprise
* WPA2-Enterprise
* 64/128-bit WEP

Wireless Signal Rates*

* 108Mbps * 48Mbps
*54Mbps ¢ 24Mbps
*36Mbps  * 12Mbps
*18Mbps ¢ 9Mbps
*11Mbps ¢ 5.5Mbps
* 6Mbps * 1Mbps

* 2Mbps

MSC (0-15)

 130Mbps (270)  * 117Mbps (243)

» 104Mbps (216)  * 78Mbps (162)

* 66Mbps (135) * 58.5Mbps (121.5)
* 52Mbps (108) * 39Mbps (81)

* 26Mbps (54) * 19.5Mbps (40.5)
e 12Mbps (27) * 6.5Mbps (13.5)

* Maximum wireless signal rate derived from IEEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental

factors will adversely affect wireless signal range.

Frequency Range
2.4GHz to 2.483GHz

Transmitter Output Power
15dBm + 2dB

External Antenna Type
Three (3) detachable reverse SMA Antennas

LEDs
* Power ¢ Internet e Status
« WLAN * LAN (10/100) * USB

Operating Temperature
32°F to 131°F ( 0°C to 55°C)

Humidity
95% maximum (non-condensing)

Safety & Emissions
*FCC
*CE

Dimensions
e =7.6inches
e \W = 4.6 inches
e H =1.2inches

D-Link DIR-655 User Manual



Appendix D - Technical Support

Technical Support

You can find software updates and user documentation on the D-Link websites.

If you require product support, we encourage you to browse our FAQ section on the Web Site before contacting the Support line. We have many FAQ’s
which we hope will provide you a speedy resolution for your problem.

For Customers within The United Kingdom & Ireland:
D-Link UK & Ireland Technical Support over the Internet:
http://www.dlink.co.uk

ftp://ftp.dlink.co.uk

D-Link UK & Ireland Technical Support over the Telephone:

08456 12 0003 (United Kingdom)
+1890 886 899 (Ireland)

Lines Open

8.00am-10.00pm Mon-Fri
10.00am-7.00pm Sat & Sun

For Customers within Canada:

D-Link Canada Technical Support over the Telephone:
1-800-361-5265 (Canada)
Mon. to Fri. 7:30AM to 9:00PM EST

D-Link Canada Technical Support over the Internet:
http://support.dlink.ca
email: support@dlink.ca
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