Dell Command Line Reference Guide for the
S3048-0ON System

914.2.2

DCALLEMC



Notes, cautions, and warnings

©) | NOTE: A NOTE indicates important information that helps you make better use of your product.

A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid the problem.

A\ | WARNING: A WARNING indicates a potential for property damage, personal injury, or death.

© 2019 Dell Inc. or its subsidiaries. All rights reserved. Dell, EMC, and other trademarks are trademarks of Dell Inc. or its subsidiaries. Other trademarks
may be trademarks of their respective owners.

2019 - 07

Rev. AOO



Contents

2 o T 1T g 1T = 42
(@ 0] 1=T 0 K1Y= OSSP 42
AUGIENCE. ...tk bbb bbb £ b bt E b b€ E bk h £ bk h R b bbbtk b e 42
CONVENTIONS. ...ttt ettt ettt ettt ettt et et e be b ese et e s s et e s ebe b eb e e b e s e b e s s e b e b ebe e b es e b es s b ess et e s ebe b ebe b eseebess et e b ebe st ene st enesbennns 42
e gaat=1a ol [eo] TSP 43

2 CLI B@SICS...ceeuurrrrrrssssssrrrrrrasssssseresmassssssesseeassssssssssmassssssnsnseasssssnnnneasssssnnnnseasssssnnmnsnnsssssnmnnnnnsssssnmmnnnnsnsssnmmnnns 44
ACCESSING The COMMANA LINME....cuiiiieieiii ettt ettt ettt e st s et et e s et et e b et e e bere e et 44
MUILIPIE CONFIGUIATION USEIS.....ciiiiiiieiii itttk b ettt b et 44
(@] o3=1 | a1l aTo TN Y] o TSRS 45
NAVIGATING T CLL ettt ettt bbb bt b e bbbt b et b et et ese et ebebe e 46
USING ThE NO COMMIBNG. ...ttt b bbbt bbbt b et bbb e 47
Filtering SNOW COMIMEANGS......viiiieicieiceteese ettt eb et be b et e s b e s e sbe st ebe st e te b e tesbeseabe s ene s ereeas 47
Enabling Software Features on Devices Using @ Command Option..........ccoeirreeiinnieeieinieieie e 48

RS2 LU = TRV o SRS 48
SNOW TEATUIE. ...ttt bbbt b bbbt b bbbt bbbt b 49
COMIMANG MOAES..... ettt ettt s ettt e st e st e s e e b e s s e 4 e s s et e b et e st e s e s b ess et essebe s et e s e s e et ese et ensebe s etesserearenis 50

30 =Y E=T g =T =T o =Y o | PO 60
[0 T0 0 fES1 Y1 (<] o ORI 60
(o OO OO RSP PT T USRTRRTRR 62
(0T] )OO ST USSR SOU TP TUSTRTN 63
[0 T (YOO O OO OO O TP SO OUPPTTOTPTRTRPTIN 65
DTttt ettt L e bbb te Lo h e b s e b et e Ao b eRe b oA e LA e e be b ebe b eRe b oA e b oAb ebe s ebe b eRe b oA e eb et ebe b ebe b ere et ereete b ere b erea 66
L L1 PSSR 68
TSR IS ..t b bbb bbbt 69
L] o | OO OSSO PRPTSRUTPEPEP 70
LT TSRS 70
0 SRR SRR 71
8] lo o SIS Y1 (10  FO OO STR PSSR 72
[l I 0T oYY = X I RSO 75
21070 0TS TSSOSO TSSOSO USSP PETTOTOOTRPPPOPI 75
(1o (SR E= 1o (o Yo (<] ¥= U= TSR 76
1S AT LYV oTeT o1 =1V (=10 o TSRS 79
SNIOW DOOTVAN ...ttt bbb bbb bbb bbb £ bbbt bbb bbbt 80
Ll AR 11 ST V1 (=) T TR 81
L] AT o F Y= ] o) o TR PSR 82
SNOW TUNNMING=CONTIG. 1.1ttt ettt ettt et b e s bt b e s e b e e be e ebe b ese b ese e s e e ese s et e ssese b eseeteenseseeseseenens 83
SNOW STAMTUD=CONTIG. ..ttt e et e ket e b b e st e e b b e s £ e e b e b e s £t e b b e s et e bt e s et e et e s et en bt et s 87
SIOW VEBISION. ..tttk b bbb b s b bt h kst bbbkt r ket 88

U0 o] = L= TSRS 89



T 0o g1 o] =T 4 To ;o o T o g gV T, 92

DEBNNET EXEC..... et b bbbkt 92
L7 T =Tl (ot 1o TSROSO 93
o720 (Tl 0T (o OSSOSO 95
CAIMIBC .1ttt h bbbt e b bR E bR R R bR Rkt Rt R ekt 96
CAMBCI-VIBN. ..tk b e b b e E b s e bk h £ H ke h £ E b h e e b bR e bbbt bbbt 98
ClEAI BVEIAZEPOWET ......eiitiiietete ettt ettt sttt sttt b ettt ebe e bbb e b e Rt b ek e Rt £ b eb b et e b bt e b e b st b e ke sttt ebere et enenes 98
ClEAI TNttt bbb bbb b e 99
Fo1o] 01 110 11 = TSRS 100
L0112 o) PRSPPI PURTTREPRTOTRPRTN 101
[0 o TSSOSO TSSO TP PO TS T TSP ST T TR TP TP SPTOUUPPPPPRPOOS 102
<] 0] o[ T OO OSSO OO TSP SPO TR ORUPRPO 103
ENADIE CPU-CIOCK-TNONITON ... 1tiitiitietesie sttt st beebeeteeseeseeseeseeseasaaseeseasease et easeaseeseaseassaseeseaseesaaseaneas 104
enable OptiC-INFO-UPAATE INTEIVAL......c.coiiiiiiie ettt 104
<] 0L OSSOSO OO OO OO TSP OOTO TSP UTPTPOPEPPO 105
LN CTo R 110 01T o U | OO OO OSSOSO USROS 106
2 OSSR 107
LT ORI Y= =T a Y= o)L= ST 108
LT ORI R YZ= g (o] oo ] SO PSR PRTRPO 10
TED-SEIVEI USEIMEBIME. ... ittt ettt et e et e b e s et a et e e b e e e te e n e n e en e nesnenea M
PIOSTNAIMIE. ... bbb bbb bbb bbb bbb bbbt b et 12
ol gLan o R lelN ge =R (1 (] = oY TP 13
] 8 L o AV o OSSO 14
o o3 o= 153 o 1RSSR 14
ID T SOUMCE-INTEITACE. 1.ttt iteiti ittt sttt st ettt be e be e be e be e be e b e e be e be e b e eEe e R e e be et e e beabeebeateabeabeabeateataatennaas 15
D TED USBIMIMIE. ...ttt ettt e e e et bt e et R e e b s e st st r et et e e s e sesn e e n e n e 17
] 10 IR TSRS 18
ID TEINET SEIVET BNADIE. ... e ittt et s e e seeseese et e e se e st es e e st e st eseeseeseeseereeseeraaneaneens 18
D TEINET SEIVET VI ..ottt b bbb bbbt b ettt 119
ID TEINET SOUMCE-INTEITACE. 1. tu v itiieiieteii ettt ettt s st e et et et e e s et e eb e st e be st e b et et e sae s e ese st ete st se s esesaeseaaeneaseneas 120
o= aT= AV FO TR TR TRRRTRSPTRI 121
o n oI To U et=Tl 1 (=T = oY PSSR 122
] TR o TSRO 123
=TSO U STTOU TSP PRRTN 124
[OQIN CONCUITENT-SESSION. ... vttt ettt bbbt b bbbt b ekttt b e 125
oo LTSy c= L] A0TSR 127
[aaTeye R ot o] ol OO TSSTSO T URTSRPRRN 128
1T PSSR 129
=] [T T IO OO OO SO S SO SPO TSP RTOORUPRPPPRPPN 132
LT e RO OO OO OO OO OSSOSO PR USPRSOURROUN 134
SEIVICE TIMESTAMDS. ...ttt et s e et e et E e b e b e e st et e R e e b e se et e s e bt e me st e m e et e e e enens 135
SOW BIAITINIS. ..t b bbb bbb bbb bbb bbb bbbt 136
SNOW CAMIACI-VIBN. ... bbbt b bbbt b st b et b e bbb e bbbt b ettt 137
S ale YV eTeTnalnat=TaTe B aTEy (o) o Y 2RSSR 138

SOV CPU-TTATIC-STATS. ...ttt ettt ettt ebe bt e st e st et e bt et ettt a e eae s re e 140



SO AEIUGGING. ¢ttt bbbt bbb bbb b s bbb E b E bR bbb bbbt bbb r e 141

LY L0V VA= a1V e o 01T o S 142
LS T 1YV a1 VZ=Ta L] Y2 144
SNOW IOGIN STATISTICS. ...ttt bbbtk bbbt b et b et b e b e bt e bt b et e bt b et sb e bt s b e st et et et e nnenes 145
1] Lo 1YV 41T 0 2o Y2 148
SNOW PTOCESSES CPUL.viuviviiisieiiiiete sttt sttt te et e st et et et et ese st ese s b ese e s esees et esessesesbes e et eseese e ebesaesessesesbeseesessesenaesesneneas 149
SNOW ProCESSES IPC FIOW-CONTIOL.....c.viiiiiieeiee ettt et e b et e b e e beeeeens 191
SNOW PrOCESSES MIEMOTY......vtiiisitetiitsist ettt ettt bbbt bbb bbbt b bbbt bbbt en et n s 153
SNIOW TESEET-TEASON. ...tttk bbbt E bbb st bbbk h bbbttt b bt e ettt 155
SNOW SOTTWEAIE 1Tttt bbbt bbb b stk b bbb e b e b e st e b e bk e e ekt et et e et e st abe st abennas 157
1] T LYV Vo1 (= o ¢ R 158
L0V AR L Ta ST o] ol USSR 160
SO P =STACK-UNIT......cuiitetiitieictit ettt ettt ettt et et e be st e s e e b e e b e s et e b et e s b ese e b eseebess et et esesresesbessebeseebennns 163
L]0 SRS S 164
L] (TSI 0T sy 7o S T PP SS 166
LS aalTaT= I I=T oo o TSSOSO 167
TEBCEIOULE. ...ttt bbbttt ekttt et e e e b e b e b e ket et e b e b e b et e b et et et et et et et et ettt b bt r e s 168
(U120 T o UTo I | TSRS 170
VITTUBI D ettt ettt bbbt e b e et b te bt e b s e e b e s e b e R e bR e bR bR e b b et e bR e b e R e bt e e b et ebe b ebe b re st re e 170
MV TTE . ettt ettt et bt bt e e E e E e bbb oA £ oAb oAb oAb oAb e R oAb e £ oAb oAb e R oAb e h e b e b e b e b e b e b e b et e bbbt et nen 172
= 82070y PSSR 174
(00T o UTe e o) b1 RSOOSR SO PRSPPI 175
Lo o ut DT T =T SV T OSSR 176
AOTTX BUEN=SEIVET ...tk h bbbt b bbbkt h bbbttt bbbt 77
AOTIX AUTN-TYPE MIED-0NIY...eiieiiiite ettt e bbb st b e s b se et e e et e b ebesbebesbese st ess et et ebesseresbereabeaeas 178
dotIx authentication (CONFIGUIATION)........ ettt e e ee e ee e e se e et e eees e eaeseene s areeesrennns 179
dot1x AUthENTICATION (INTEITACE)......ciiiiiiieiset sttt ettt ettt e st esesaeseebe e e be e et e ssesessensaseneas 179
AOTIX CIIICAI-VIAN. ...ttt bbb bbbt b et b bbbttt bt et es 180
AOTTX GUEST-VIBN. ...tttk b bbbt bbbt bbbt en s 181
OTTX NOSTMIOTE. ...ttt bbb bbbt b e E et b bt e bbb s bbbttt b ekttt et eb bt 183
AOTTIX MNAC-AUTN DY PSS, ...ttt sttt bbbt bese b se et e b et et ebe s b ebe s b ese et e s s et e b ebe st etesbene s ennans 184
AOTTX MBXEBD TG+ vvtrerteiesi ettt ettt ettt bbbkt b ke s e b b E et e bbb bbb bbb bbbt b ket eb ket en ettt ns 184
(o oy u Qg TP ST ] o] 11T £ SPRTP 185
(o oyut bt ToTmroTo] a1 (o IHNT OSSO OO PSP 186
AOTTX PIOTIE .ttt bbbtk h et b bttt b bttt b bttt ekttt 187
o oy ut Qo U]1=) o=y To o FH USSP ORSSRRURIN 188
AOTIX FEAUTNENTICATION. ...ttt ettt ekt b et b bR e e bbb e s e et e s et e et et et anebeb et aenas 189
Lo oyt Drq =T TU ) i o = SRR STRRN 189
AOTTX SEIVEI—TIMIBOUL. ...ttt bbb bbb b bbbt bbbt b et bbb 190
AOTIX STATIC-TMNIAD. ..ttt et b b bt E b bR e bR R et e bbbt e bbb et ettt e b ne et es 191
AOTTX SUPPIICANT-TIMIEOUL. ...ttt b btttk b ettt 193
(o oy ut D Y oY oo PSS SRSPSS 193
1072 OO ST O UTSTOTR 194
Show dOt1X COS-MEPPING INTEITACE. ... evieiiiicr ettt 195

] Lo YV (o) D a L (=T 1= ot T 197



SNOW AOTIX PIOTIE.c. ittt ettt bbb bbb b b be b s e b e e et et ebe b ebe st e s e et e e et et ebe st ene b ere e 199

6 Access CONrOl LIStS (ACL)....c.cccccrarrammnremtmmerirerterinrseressesssssssss s ssassanssmmsnmesmesreneeensenssres sasssssssssssansansamnnnmenns 201
Commands ComMMON TO Al ACL TYPES.....cuiiieiiiiieieiei ettt sb et ete b tesa e e sbeseebe s ese s ateseerennns 202
TEIMIATK 1.1ttt ettt ettt et s etk h s e b b e b e s e HeE e R £ 4R R £ £ 4R R e R e R £ 4R 4R SR e R £ R e bR oA £ £ e R R R £ £ AR R e R e £ E bRt et b R et et bt 202

L] 1101V 1T OSSR 204
CommMON [P ACL COMMEBNGS.....c.tietiiiiiieieitrit ettt bbbt bbbt bbb bt b bbb 205
BICCESSClASS. sttt ettt ittt ettt ettt bt b £t R £t R R £ R R R £ R R R £ 4R R R £ AR R R £ e R Rttt R et en bttt 205
Clear COUNTEIS i BCCESS=GIOUD. .. .ueviutiiereiitrietettst sttt b ettt b ettt b bttt b bbb a et bbbt b bt en et en e 207

o= TeletTI T oo U] o TSRS 207

D CONTIOI-PlANE EOIESS=TITET ...ttt ettt ettt et nes 209
SNOW iD BCCOUNTING BCCESS-IIST.....vcviiiiiieiiiiiretc bbbt 210
SO 1D BCCESSISTS. ..ttt ettt ettt bR bRt R e bR e bR e bttt ne st ene et ne et e ens 212
StaNAArd 1P ACL COMIMEANGAS. .....cututiietiieirietee ettt ettt ettt bbb bbb et b ke s et et eb st bebere st b ebene e 212
(o /=T 2T 213

ID ACCESS-lIST STANTANT. .....viviiiiieie ettt ettt et s e eb e et s ebe b ese st s et e e et e ene e 214
01T 0] LSO OSSPSR UREUSTUPPTPN 216
FESEOUENCE GCCESS-IIST. .ottt b ettt 217
L] RSSO PRSPPI 218
EXtENAEA [P ACL COMMEANTS. ...ttt ettt b ettt b ettt b ettt b ekttt eb e et e bttt eb b e e bt 220
(6 1T 01 TR 221

Lo Y 1Y T 0 oo TSRO 223

o T a1V (oo TR OO OO ST P OSSR 225
TENY UAP -tttk bbbt h k£t R b e E bbb bt b ekt ekttt 228

ID ACCESS-lIST EXTENAEA. ... cviiiiiieie ittt bbbt e b e s e s b e e et e e ebe b et e b e s e sbe s et stesesbene e 231
01T 00 TSSOSO SO P RPN 232
01T 0T () TSSO 235
01000 U T | JE SRR 238
TESEQUENCE ACCESS-lIST. i iuiiuiitiiiiiii ittt ettt b et st b et b e s b e st e sb e s b e st e s b e st e st e sbesbesbesbesbe b 241
ST PSR 242
Common MAC ACCESS LISt COMMEBNGS.......cviuiiiiiiieiiiitee ettt bbbttt 245
Clear COUNTETS MAC ACCESS=GIOUD. ...c.citeuriteeetereeutrteseatestateeateseeseasestasestabeseasesseseasesessestabeseabensabeneebesteseabesesbeneaseneans 245
MNEC BCCESS =G OUD. .. eeetieteuesteeeteseeteseeieasese e s e e e s e seeseseesesaesees e e eaeseeeeseeseseeseas e st es e e e e e seesesaese s s e e s e e e e resaeseseesesne e neees 246
SNOW MEC BCCESS-IISTS. ..ttt bbbttt bbbt bbbt 247
ShOW MAC ACCOUNTING ACCESS-lIST. ...ttt ettt 248
Standard MAC ACL COMMENGS. ....c.v ittt r ettt r ettt b bbb b ettt en bt ananes 250
[0 /=T 2RO 250
MAC ACCESS-NIST STANAAIT. .....c.eieiiieeir et b b b bbbt eb et eb e ettt b e 251
01T 010 01 SRS 252
LT RSSO 254
Extended MAC ACL COMMEBNGS. ....cuiutriiitiieriiaeiteieiaesteee e etsses st ss et assbesetasebes et aseseses e et aseses e et asesesesanssesesasasesensns 2565
[0 /ST 2RSSR 256
MAC ACCESS-IIST EXTENUEM. ...ttt bbb bbbt bbbttt 258
01T 00 TSSO OSSOSO P PP 259

Ll o £ e I o A e g 1 0T T £ TR 261

o [T LT ol oI = ] 1 111 TSRS PRSTRTRTP 261



D PTETIX=TIST et h bbbttt 263
LT RSSO 264
SPIOW CONTIG. 11ttt ettt bbb b e e bbb £ bbbt b bt E kbRt kbbb s 265
SNOW ID PrEfiX=lISt AETAIL......c. ettt sttt e e e s 266
SNOW ID PrEfIX=lIST SUMIMAIY ... ettt ettt b ettt ete b e se st e s e abe st ene st ebe s ere e 267
ROUTE MAP COMIMANGS......iiiitiiiiteiete ettt ettt ettt be b be st e et et ebe b ebe b e b et e s e eb e b ebe b ebe b ebe st eseebe b ebe b et e 268
[o70] o181 0 VTS T T TP PP PP PP 268
oS STo ] o) 1] o O SRS S PRSPRP 270
MATCN BS=PATN....ui ettt bbb bbb bbb e be bR e b e bbbt re b re b et 270
[Tz 10 AT e e aala U a1 XY O ORRTI 271
MBTCKN INTEITACE ...ttt b bbb bbb bbb bbbt b e 272
MATCN TP AAAIESS ... ittt et sttt et et e s b e s e e b et e be b e be bt e et et s et e s s e be st ebe b ete et e s e eae st ebe s are e 273
LagT= et TN oI TS 1] J SR 275
MATCH TP TOUTE=SOUICE. ... vttt ettt sttt b st ettt b e s et e s b e s et st ebe b e se st e e et et ene st ese s es et e e s 276
MNBETCKN MNIETIIC .ttt ettt et b st e e b et e e b e b e R e e b e R e R £ e e e bR e e e bbb et e e b et et e e bt et e anenens 277
MNBTCN OFIGIN. ..ttt bbbt bbbt b bbbt h bttt b bttt b ekttt b ekttt 278
apT= Lt AT (O TU (T A o TSRS 279
LaaT= 1] i = To OO OSSOSO 280
Lo TUY =T 0 7= o TS U TSP PUSRURSPTUN 281
ST 1o o = 1 TSRS O TR 282
SET AUTOMATICTTAG: 1. vtereieieteie ettt bbbttt b ekt b bbb bRt b bbbttt b et b e 283
SET COMMI=NIST EIETE. ...ttt e et e e st e e st ae e R e e et e eeeneeeeneeae e ene e eneaeeneeeeneasenea 284
LS 0 oTo 11210 T2 285
SEEIBVEL ettt b bR £ h Rt bR £ bbb bbb e 287
ST OCAI-PIEIEIENCE. ...ttt bbbt bbb bbbttt 288
SEE MNIETIIC ettt e bbb bR E bR E R R R bbbttt 289
I AL U ToR A7 oL Y OO O SRS SOEU ST TRTUR PP 290
ST TSI T o J OSSPSR 291
LSS0 o 1 PSR SSRPR 292
KT A = o OO PT SRR 293
LSS =TT ] o OSSR 294
L] L0V ] 1T USSP 295
SO TOUTE NP 1. ittt ettt ettt b et bbb se et b et e b e b e b e se b ese et et et e b ebe b ese et e ss et et ere b ene b eneans 296
F ST 1 ] 1011 1= T LTSS 297
ID @S=PATN BCCESS ST, vttt ettt ettt R ettt ettt re e r et 297
SNOW 1D @S- PaTN-ACCESSISTS. .. viiiitiiitiicit ettt bbbttt ettt b et eb e b 298
[P CommMUNITY LIST COMMBNGAS. ...ttt ettt ettt b e bt e s bt e et e e eb b e s sb e e e bt sssbeesbbeesbbessaessbesssbeesbbessaeeans 298
o lato g n 01U Ty 4y SO PRE USRS 299
SNOW 1D COMIMUNITY -IISTS. ..ttt ettt b s st ss et et et e st et e s b ere st eseebenebenns 299
deny (TOr STANAAIA TP ACLS) ...ttt ettt e et e e ee et e e e st e e e st ee et be e er e e e neeae e anenes 300
deny (FOr EXTENAEA TP ACLS)...uiiiiiiieiiieieieiee ettt sttt ettt et et e b et et et et e et e st et e st e be st e b e s e et e s et see 301
SEQ (FOr STANAAIA IPVA ACLS) . iuiiiitii ittt ettt ettt e e b s s et e b et et et e st et e et e s e et et be b e tesrebesaesearens 303
deny tCP (fOr EXTENAEA IP ACLS) .. e ittt ettt e et e e et eae st ee e e s e e e teeaeseeaeneane e aneneas 305

deny Udp (TOr EXTENAEA TP ACLS)....iiiiieieieeieesie sttt sa ettt b ettt st et st e st e et s s e 307



deny arp (for EXTENAEA IMAC ACLS)...cv ittt ettt sttt et et e st s e st e ss et et e te st ebessessabessereneas 308

deny icmP (fOr EXTENAEA 1P ACLS) ...ttt ee et ee ettt re e r e e e e 309
deny ether-type (for EXTENAEA MAC ACLS)....ciiiiiiieiriee ettt st sa et s sasaessasesseseens 3N
deny (fOr STANAATA MAC ACLS)....ciieiceicieiee ettt ettt st s e 1ttt e st s e s b e se e b e ss et et et et etesbese et essebensabe s aresnans 312
deny (fOr EXTENAEA MAQC ACLS) ...ttt s et et et e sees e eeeseeeeseeae e ereseeseaseneaaeneaseeareaseseanenn 314
PErMIt (FOr STANAAIA P ACLS) ..cui ittt ettt s ettt s s st e st e be et e et e seeses e ebe e e te s et e s enennens 315
permit arp (for EXTENAEA MAC ACLS) ... ittt sttt sttt et e st b e s b se st e s be s ebesaenesbeneas 317
permit ether-type (for EXtENded MAC ACLS) ..ottt 318
permit iICMP (fOr EXTENAEA [P ACLS) .. i ittt ettt ettt et ebe st et st ete st e se e renaens 319
permit Udp (FOr EXTENAEA [P ACLS).....ciiiiicieiiest ettt ettt ettt ettt e b s ettt e b te b ra b e et se 321
PErmMit (fOr EXTENAEA [P ACLS)....ii itttk ettt 323
permit (fOr STANAArA MAC ACLS) . ...ciieiirieiiiee ettt sttt e st et et e s et e sses e s seseese e etesaesessesesseseesenenns 325
SEQ (FOr STANAATA MAC ACLS) .cuiiiviiiieititete ettt ettt b ettt bebe b et e b e s et b et et et et e be st e s et e e ebe b ete s ere e 326
permit TP (TOr EXTENAEA [P ACLS)....iiiiiiciiireic ettt 327
seq arp (fOr EXTENAEA MAC ACLS) ..o iiiieieiieieiieiste ettt ettt b ettt st ese b se st sa et stesestenennenennes 329
seq ether-type (for EXTENAEA MAC ACLS)....civiiiiiiiiiiee ettt bbbt bbbt bbbt re e 331
SEO (O TP ACLS) .ttt bbb b bbb bbb bbb 332
SEQ (FOF IPVB ACLS)..vtveviiiiietiiiete ettt sttt ettt e b s e b e s e et e e e b b e b e s b e s e b e st eb et ese b es e st ese et e s etesaese b enenbese et e ssanes 334
PEMMUT UAD (FOr IPVB ACLS)..viviiiitiicteiete ettt sttt ettt st sttt ettt e s bt s e b e st et e bt e bt e e b e s s e be st ete b ebesresearens 336
PEIMIL TCP (TOF IPVB ACLS). .tttk bbbtttk ettt 338
PEMMIT ICMP (TOF IPVE ACLS) . i tiiiitiieieieeste ettt ettt sttt e e et e e s e st e te s s et e e et et et e eses s eseneene e arenens 340
PEMMUT (FOF IPVB ACLS) ...ttt ettt ettt 1 s bbbt et b e et st e b et et et et et e s e e b e ss et et ebe st ebesbese et e s abe s esesranis 342
AENY UAD (TOF TPVB ACLS) .otttk ettt ettt et ee e ettt e bt b e st se e st ee e e et e ere b eneeeeneen e 344
(oY a1V (ot ol QL I LY7o 1 YO IR OSSP RSTPRSRP 345
deny icmp (fOr EXTENAEA IPVEB ACLS)....ovciiiiiriiiiiee ettt ettt bbbttt b bbb be st ne b renis 348
AENY (TOF TPV ACLS) .ttt ettt et e et eae st e e et e R e e e R e e e et e e e e st e aen e e be e et e e ereeeeseeeeneeneeaneneas 350
7 Access Control List (ACL) VLAN Groups and Content Addressable Memory (CAM)........cccccveiieeveccccnnnnnns 352
[RaTS gl 1TV - o OO OSSPSR 352
I BICCESS=GIOUD. ...ttt ettt ettt e e s e et et e e e e e e e e e e b e s e e e e e e e R e b e e st et e e e e e s e n e e e ne e 353
SNOW GCI-VIAN=GIOUD ..ottt st b ettt e st et e s ese s b e st e s et e b e st esessesesseneeteseseseenessenens 353
SNOW CAMIACI-VIBN. ...ttt bbb bbbt b ekt b e bbb bbbt et b ebenbene s 354
(o220 = 0] BV o SR 355
Lol = U 1T o =TSSP 356
ShOW runNiNg CONTIQG ACI-VIBN-GIOUD. ....ccveuiiueieteiiete ittt bbbt eb e eb e bbbttt b s 358
BCI-VIAN=GIOUD .ttt h bbb bR R R Rt r e 359
ShOW ACI-VIAN-GroUD AETAIL.....c.viviieiiicice ettt a ettt e s s e seebe et e ssesesaenesaeneas 360
deSCriPtioN (ACL VLAN GIOUD)....cviictiieieiieteiteststet ettt st et sttt a et st ebe st esesbesa b e s ete st ebe st esesbese st e s ere s ebesbenesbesesreseans 361
8 Bidirectional Forwarding Detection (BFD)........ccccciremmmmirmrirriiri s s sessessns s e e s e s e e s s s ee e e 362
o0 JE= 1 B T o a1 oo ) =TSSR USRS 362
bfd enable (CONTIGUIATION)..... ettt ettt e b sttt bt se b et et e b et e st aeebebeneneeas 364
oo Tt ol LI a1 = e7= ) TSRS 365
DT INTEIVAL ..ot b bbb b f bbb bbbt et 365
DT PrOTOCOI-IVENESS. ...ttt ettt ettt b b e s b e e b b et e b et e et s e e b e b ebe b ebe b et e et e s e e b et ebe b re e 366

0 TOUTE 0Tt b bbbt b bbbt b bbb 367



iD OSPT DT @l-NEIGNIDOIS. ...ttt ettt ettt ettt e ee bt ene e e 368

IPVE OSPT DA BlI-NEIGNIDOTS. ...ttt 369
o3V N (o TU L= o (o OSSPSR 371
SIS DFA All-NEIGNIDOTS. ...ttt ettt et s et ettt et et b et ettt e et 372
NEIGNDOT DA TISBDIE. ......ceiviiicecc bbbt 373
SNOW DFA NMEIGNDOTS. ...ttt sttt et et et e s s s e et e se et e et et et e sees e steseese e eseens 374
VTP DA NEIGNIDON ...t b bbbt bbbt b bbb bt bbbt ettt et 377
O Border GatewWay ProtOCOL.........i e iiiiriee i riries s rermes s rermas s rernsssssrrsnassssrernassssrrannssssreennssssreannnsssreannasssreen 379
BGIP IPVA COMIMEANGS. ...ttt s s st s s s st s s s s s b s h s s s eh e s h s s bbb e b e s ererees 379
FETe (o[ tssT =] 0011 VTP TR 379
A0GMEATE-AUANESS. ...ttt bbbt bt 380
[ola o T o o B o1 | o U OSSPSR 382
PGP AIWEYS-COMPAIE-IMEA. ...ttt bbb bbb bbb bbb eb e st e bt ke et ne et e nnens 383
DI BSNOTATION. ...ttt bbbkttt 384
PGP DESTPAtN AS-PATN IGNOTE....c.iiiieiciiee ettt sttt b ettt st ere b s e s e e 385
bgp bestpath as-path MUIIPATN-TEIAX.........ciiiiiri e e 386
PGP DESTPAth MEA CONTEA......c.iiiiiciiiec bbbttt 386
bgp bestpath Med MISSING-8S-EST.......ccoiiiiiec e et resesreneas 387
PGP DESTPATN FOULEI=Id IGNOIE... .. ettt bbb s ettt b e e et 388
PGP ClIENT-TO-ClIENT FEAIBCTION. ...ttt 389

ol o X o] LI 1= o SRS SRPS 390
PGP CONTEAETATION IAEMTITIET ...ttt bbbttt b et b ekttt ne bt sbe et 391
PGP CONTEAEIATION PEETS......evieiiieeciet bbbt 392
[ole oY elo]alat=Toialo g (=T u Y T T SRS 393
ol oo =1n aT0 =T a1l 1o USROS 393
PGP defaUIt 0CAI-PIEIEIENCE. ... .ttt 395

Lol oY e [aaVd a1 o1y Z RSOSSN 396
DD BN OrCE-TITST=8S. .. ettt ettt e bbbkt b ettt b b 397
PGP TaST-EXTEINAI-TAIOVET ...ttt 398
[ole oI Lo U e oru=y =TIt U] o] o o | o F TSRS 399
DO GraCETUI-TESTAM. .. ettt b et h et bbbt e b bt eeb bt ettt e ettt e bt ens 400
PGP NON-AETEMINISTIC-MIEA. ...ttt e et e et e e s e eeereeeeseane e areeas 401
[ole]oXeIu1n o oIl ale Bl o] o) uln p174= 1 4l] o NSRRI 402
PGP rECUISIVE-DGP-NEXT-NOP. .. ettt ettt b ettt et ne e 402
PGP reISTIDULE-INTEINEL. ...ttt 403
DgP regex-eval-OpTZ-AISADIE. ..........cci ittt en s 404
[oTa o T (001 1=t o PR SO O SRT SO STO 405
ClEAE ID DO+ttt b bbb bbb n s 406

o [T 1ol ole o le = aTo 1T 1Yo TE OSSPSR 408
Clear ID PGP AP -STATISTICS. ....ev ettt ettt sttt e bbbttt es 409
ClEAT 1D PGP PEEIGIOUD. ... ettt b bbb bbbttt n e M

(o 1T YA = aTe 1V1¥i o 1 o TP 412

(o LT o Ul N o} oo | o KU OO OO OO O OSSOSO PTTOURPOR 113
debUQG D PGP AAMPENING. ....cceiiic bbbt r e 414

ol o Ul T ol oTe | o ISV =T o €TSS 415



AEDUG 1P PGP KEEPAIIVES. ..ot bbb bbbt b et eb e bbbt 417

AeDUQG D PGP NOTITICATIONS. ....vcvietiiee ettt 418
debug ip DgP SOft-TECONTIGUIBTION. .....vieiiieictiiee ettt sttt st b se b e e s eteseenes 419
AEDUQG ID PGP UPABTES. ...tttk ettt b et b et e bttt bbb bene s 420
Lo U 0= oSSR 421
oS STo ] o) 1] o OSSR 422
MNAXIMIUMI=PATNS .. ettt ettt et st be b s bbb e b et e b ese s b ese e b e s s e b e s et e st et e sbese e b ess et e s ebe st ebe st ene et eneerenens 423
1T 0 aY ool gr=Ta] ALY = =SSR 424
a1 0 aY o ol gr=Te (o I o= 1 o TH TSRS 426
NEIghbOr adVertiSEMENT-INTENVEL.....c..iiiiie bbbt sb et b et 427
NEIGNDOT AAVEITISEMENT-STAMN ..ottt bbbttt 428
[T 0 oY ool gir=1 11 1YT7 TS o TSRS 429
NEIGNDOT AETAUI-OMIGINATE. ... ittt b bbbt b bbb bbbt eb et et bt e 430
NEIGNDOT AESCIIDTION. ...ttt b et bbbt b ekttt e bbbt es 431
1T 0 oY ool ge ISy g1 oWy (= RSSO 432
NEIGNDOT €GP -TMUITINOD. c.. ettt bbbt b et b et b et nn et ebens 433
NEIGNDOT TBIFOVET ...ttt bbbkttt 434
1T 0 aY o ol gl laTer= B SRS 435
NEIGNDOT MAXIMUM=PIETIX. c. vttt bbb bbb st b et b et b e bbb st bt et et b ene e b ee 436
NEIGNDOT PASSWOIT. ...tttk b bbb bbbtk b e n e 437
Neighbor Peer-group (SSIGNING PEEIS)....uviiiirieeiaeieesteresteeesestetessatestesessesasesatessasessesessessasessasessasessesessessaseses 439
Neighbor Peer-group (CrEATING GIOUD) ... et et rueeauereetereeresteseateseeteseeteseesesseseabesesbeseebesseseabeseabeneebesseseseesesbeneaseneans 440
NEIGNDOT PEEM-GrOUD PASSIVE. .....vcviieriiretiitirt ettt bbb bbbttt bbbt 441
1T 0 oY ool t=T 0 gl O LS OSSO 442
NEIGNDOT TEIMOVE-PIIVATE=GS. .. ettt ettt bbbt bbb bbb bt bbbt ebe e b et et e bt ebe st ebe s 443
NEIGNDOT FOUTEMIBD ...tttk b bt b ettt b ekt b ekttt 444
NEIGNDOT FOULE-TETIECTON-ClIENT...... ittt bbbttt et b nb e en s 446
NEIghbOor SENAEr-SIdE-I00PAETECT. ......c.civiiiiiiie bbbt bbbt ebe b s 447
[aTCT 0] aY o ol g =T=Ta e E¥ate] ol 41U 11 Y PSRSRTSURSSN 448
LT 0 aY ool =] aTU Lo {0111y o SRS 449
neighbor soft-reconfiguration INDOUNG.........cuiiiii ettt 450
LT 0 oY oot 0 01T SRS 451
NEIGNDOT TIMEIS EXTENAEM. ... cuiieieieicie ettt bttt ettt e be b e se b e e et et ebe st esesbesenbe e s 452
NEIGNDOT UDTATE-SOUICE. ...tttk b bbbt b e bbb bt e bbbt s b e bt s b et e b et et e e ebesbenesbenea 453
NEIGNDOT WEIGNT. ...ttt bbb bbbttt 454
TYETWOTK. 1.ttt f e f e h e f s h e h e E e h e h e h e f e h e h R 455
NETWOIK DBCKAOO ...ttt et bbb bbbt b et b ettt b et bbbttt enes 457
PEIMNIT DANAWIATN. ...kttt b ettt ettt e 458
TEAISTIIDUTE. ..ottt 458
TRAISTIIDUTE OSP .. ettt ettt bbb b b e b et e b se b e s b et et ebe b ese st e s e et e b ebe st ebe b ere b e et 460
FOUTET DIOID. vtttk h ke h ekt E b0 bt e b bt e bbbkt b ekttt 461
SRUTAOWN @lL..et bbb bbb bbb bbb bbb bbb bbb bbb bbb bbb bbb bbb enene 462
shutdown address-family-ipVA—MUIICAST..........ccviiiiiiies et 462
shutdown address-family-IPVA—UNICAST.........c..ii ettt 463

shutdown address-family-IPVB—UNICAST..........cccivieiiiiiineise et sa e sbe sttt ss e nnns 463



SET EXTCOMMUNITY DANAWIATN. ...cuviiiiiiicic e et e e sb b e e sbe s s b e s eab e e sabe e saeeebens 464

Show capture BgP-PAU NEIGNDOT . .......c.iiiiii it 465
L3101V 1T USSP 466
SO 1D gDttt bR £ bR R R Rt e R Rt et R et n et ennas 467
SNOW 1D DG CIUSTEN-lIST.....ee ettt ettt et e re et ee et ene e ene e ene e 471
SNOW 1D DO COMIMIUNITY ...ttt bbb b et ettt et b e se st e s e eb et ene st ere s erennas 473
SNOW 1D PGP COMMIUNITY-TIST..c. ettt bbbt eb et ettt 475
ShOW ip PGP daMPENEA-PATNS.......cviiii ittt 477
Lo A o} oe | o X (= = 11 PSPPSR 478
ShOW ip DGP EXTCOMMIUNITY-lIST. .. ettt ettt 480
L0V AT ol eTa | o I 1L (=] USSR 481
SNOW 1D DG FlaD-STATISTICS. ... ettt et e eb ettt et eb e et b e te b se b e s 483
SNOW 1D DG INCONSISTENT-ES......e ettt bbb e bbb bbbt b bbbt bbb 485
SNOW ID PGP NEIGNDOTS. ...ttt 487
Lol Aol oTe | o a1 el T ] o JO SRS 4N
SNOW TP DG PATNS. ..ttt ettt b ettt e et n bt e et er s 492
SOW iD DGP PATNS COMMUNITY ... vttt 494
Lol A o] oTe ol 1= T=T e g U] o TSROSO 495
SNIOW QD DI TEGEXD . 1ttt etttk etk bt e b bRt e kbR st b stk b et et ee ettt e et re s 497
SNOW ID DG SUMIMIAIY ...t h bbbt bbbkttt en s 499
SNOW TUNNING=CONTIG DO 1.ttt sttt ettt sbese s b e e e b e e e b e ss e s e saenesseseabesesensenas 501
LU0 TC Tl o o] o OO TSSOSO PTROTP PP 502
TIMEIS DD EXTENTE. ...ttt bbbkt b et bbbt 503
MBGP COMIMANGAS. ...+ttt b bbbt b b bbbt b bbbttt eb et an s 504
debUg D PGP TAMPENING. ...ttt bbbt bbbt eb ekt b et nb et 504
QISTANCE DDttt h bbbt bbbt 505
ShOW D PGP AaMPENEA-PATNS........ciieiic ettt et b eseebe e teseeteneenas 506
BGP Extended Communities (RFC 4360).......c.coiiiiiiiiieieiieeiee ettt sttt e bbb b ene s 508
SET EXTCOMIMUNITY Tttt ettt ettt ettt e e b e et e e et e e eate e ebeeeebeeeabeeeabeesabeeaseeaabaeanbaesaseeesseeaseeenbaeanbaesaseeaseeereean 508
T = g (eTe] ] aTUT Ty RV AR=Te o TSR 509
SNOW D PGP PAtNS EXTCOMMIUNITY....c.eiviiiiteiete ittt bbbt ebe bbb 510
SNOW 1D EXTCOMMIUNITY=lIST. ..ttt ettt e et e et te e et et e reneeneeee e ene e eneneas 511
[PVE BGP COMMENGS. ...ttt bbbtk b bbbt bbbttt bttt 512
Clear ip PP IPVE UNICAST SOTL....iuiiiiiieiiirieteese ettt ettt ettt eb ettt e et n e 512
debug ip bgp ipv6 uNicast SOft-reCONTIGUIATION. ........ciiiiri e 513
OVl oL =0ty ORI 514
neighbor soft-reconfiguration INDOUNG...........oiiiiiii bbb 515
SNOW TDVE PIEIIX-IIST. ettt ettt et et e e st eee s e e ee s ese e e neseereeeeneeneneanennas 515
[PVE MBGP COMIMANGAS. ...ttt bbb bbb bbbt b bbbttt eb et an s 516
SNOW IPVE MDGDIOULES. ...ttt ettt b et b bR e b b e st e b e b st e et e b et ee b en et e aberens 516

10 Content Addressable Memory (CAM)........co i e s ere s re s ss e s s s s e s s smmsname s re e e e e n e e e enesrasnan 518
CAM PrOfile COMIMEANGAS. ...ttt bbbt b bbb bbbt b ket ab bt an et 518
forz a Bt To I (@leTalilo U =1 i o] o) TSSOSO 518
CAIM-BCI-EOMESS. c..t vtttk bbbt bbbt e b bt e b bt h b b et b b bt bbbt b btttk n e 521

for= o] ol p174= 14T ] 1SS TSRS 522



[rz a A TE=I] Lo (o TP 523

LY L0V er= g = o SRS 524
Lol = g R 1T To =TSRSS 526
LIS aerc (g Tl =T = OSSOSO OSSR 527

11 Control Plane Policing (COPP).....ee it iirs s ressssssss s s smmsnmeen e s e s e s e e e s s s re s re s sanssass s ssassansnmnnnmennennns 529
(ol a1 o] B o= aTSTe 01U o 0TSSP SSTSPTRN 529
SErVICE-POIICY Fate-lIMIT-CPU-QUEUES. ... ...eviriiiesieieiee ettt ettt s e st et e se e st ese e st e st eseeseeseeseaseaseareaseesaaneanes 530
SErViCe-PONICY rate-lIMIT-PrOTOCOIS. .. ..euiiiietctiirietet etttk ettt 531
ID UNKNOWN=UNICAST. ...ttt vete ettt ettt ettt be et b e s e b e s e b st ebe s e ke b e s e b e s e e b e s s et st e ke b e be b e se st et e et s ebe s enenbenenrn 532
VO UNKNOWN=UNICAST .1ttt t et s et s e te b e be st et e s b et s e 4e s s et e b e b e st et s et e s s et e b et et et e eaessebe st abe s ebesresearenee 033
SNOW CPU-GQUEUE TATE Tttt ettt b bttt bbb bt bbbt bbbt eb et 533
SHOW i ProtOCOI-QUEUE-TMAPDING. c+..vvvrerrererererete ettt b bbb bbb bbb b s b bbb bbb n b s s nenenens 534
Show ipVB ProtOCOI-QUEUE-TMAPPING. ... .vveiitirttst sttt 535
ShOW MAC ProtOCOl-QUEUE-MEPIING . ..+ vereriererertriareteieist sttt ar ettt eb ettt r bbbt b bttt bbbttt 536
12 Debugging and DiagNOSTICS. .....uuuueerressasmrrrrrrsssasnrrrrsrsssasnseesssssssssseessssssasssesssssssasnsesssssssannsessssnssannsesssssssannes 538
Diagnostics and Monitoring COMIMEANGAS. .....c.cervrueieiririeierirereteie sttt sttt sttt se e e besene e beseneaeseesenenes 538
[0gQING COrEAUM STACK=UNIT. ...tttk ettt 538
Offline DIagNOSTIC COMMEANGS.......viiiiiitiiiieiete ettt b et et e bt et b ese st e s e eb et ebe s ebe b ese b esesbese et e ene s 539
(o= To RSy €= o1 U T SOOI 539

Lo 1110 T=TE ] 7= Tot T 1 S 541
ONIINE STACK=UNIT. ...ttt bbbt h bbbt bbb bbb bbbttt eb bt 542
HArAWAIrE COMIMANAS. ...tevt ettt ettt ettt ettt et ekttt b Rt b b e Rt £ b e b b e b e bt bbbttt e b e s et enere e 543
Clear NArAWAIE STACK-UNIT. .......cct ittt ettt ettt e et e e e e e e e se e ere st e ne e s e e eneeeeneseeneeaeneeeeneenes 543
ClEar NArAWAIE SYSTEMI-TIOW .. ..ttt ettt ettt et e e tt ettt eete e st e et e eteesteasteeteesreasees 544
Clear NAIAWAIE VIBN-COUNTEIS. .. ..o ittt bbbt b et bbbt e bt e b st b e ekt ettt e eb et et 545
NArAWEArE WaACNAOG. ... .vcvieiiiectite bbb b bbbttt 545
SNOW NBIAWEIE MEC..... ettt b bbb bbbt bbbt b bttt b et ettt 546
SNOW NAIAWATE I 1ttt ettt e et et e et et e b et et e b et et et et e s e bebebeben 547
SNOW NardWare STACK-UNIT.........i ettt ettt ettt a et ete et et et e eee e eee st eneeaneeas 548
Show hardware DUTFEN INTEITACE. ..ot 556
SNOW hardware COUNTEIS INTEITACE ......cuiuiriiirieiiie ettt bbbt sb ettt ne et nnes 557
show hardware buffer-StatsS-SNAPSNOT. ..o 559
show hardware stack-unit buffer-stats-snapshot (Total Buffer Information)...........cccocevviieriincinneieieiienas 560
SNOW NArAWEAIE SYSTEMI-TIOW . ...iiiiiiiie e ettt e et e s st e e st e e eba s et e e sabe e sateesaaeeeraeas 561
SNOW NardWare VIAN-COUNTETS. ........cui ettt ettt se et e et e e et e see st seenesaeneeee e ereeeenas 563
Lo a1 V=T o ] o 1 OSSPSR 564

13 Dynamic Host Configuration Protocol (DHCP).........ccuuuimrememmiinneiresiisseseesssssssssesssssss s esssssssssssesanss 567
Commands to Configure the System t0 be @ DHCP SEIVET ..ot 567
o 1=T 1o TN e ] Te] o T USSP 567
AEDUG TP ANCP SEIVET ...ttt bbb bbbtk ekttt ettt nees 568
AEDUG IPVE ANCP vttt bbb bbbkt b ket 569

O AU TOULET ...t bbbk bbb bbb bbbttt ab et an s 569

(o[ 15= oL TSP 570



(o QTSI RV RS TR 571

Lo o gL T T T 1 TSSO 572
EXCIUACO-AAAIESS. ...ttt bbb bbb bt bbbt bbbttt b et bbb 573
NAIAWEAIE-AAAIESS. ...t bbbt bbbtk bbb bbb bbbttt ebe s 574
L0 = To {0 =SS 574
[ ole | aleT o JET = SO S ESSOTPRP 575
B BSE. ttetteeeEeh £t Rt R R R R £ bR R £ R R R e Rk R e £t b Rt b et e et 576
LT o110 ISR AT g ST Y=Y VT ST 577
T o 1101 T aTeTe [ Y/ o= TSRS 578
NMETVWOTK ettt bt s e 4 st e 4 e E 428242 b e b £ A€ 4 £ R e R e A€ e £ 4R R e R €A £ R R e R £ £ e R R R et e R b e R et et b r et et rens 579
P00 .ttt b b h b h R R b E ekt bbbt n e 579
SNOW D ANCP DINAING ¢+ttt ettt bbbt b s eb et st e te b e se st e e sbe s ete s ese st ene e 580
SNOW ID ANCP CONTIGUIATION. ...ttt ettt b etk b e bbbt b et b e bt a et b e b e 581
SNOW ID ANCP CONTICT ...ttt bbbttt b et s 582
SNOW 1D NG SEIVET ... ittt ettt ettt e st et e e b e st e be st et et et et et e ebes e e be st e te s e te et neenenn 583
Commands to Configure SECUIE DHOP......c... ittt ettt 584
A INSPECTION. ...ttt bt bbbt b bbb E bbb 584
2Tl o1 YeuTo ) Bl 10 o SRS PRSP 585
T o RN A ol ot 1 T0] g 1 U SO 585
Clear I ANCP SNOOPING. ...t rvtettet stttk b bbb bt e bk etttk etk bt e ettt n et 586
fol[ST=1aTelVI e |aTelol{aToTe] ol TaTe l ollaTe []aTo USROS RRPIPSRRN 587
D ANCP TEIAY ...ttt ettt ettt ettt e b oAbt et e bt e bt bt be bt e bt e e b st be b te et re et et e arenn 588
D ANCP SNOOPING. .ttt b bbbt b bttt b bbb st bbb bttt b ekt b ekttt 589
03V N e aTaTo =] aleT o] 11T FE RS TS 590
IPVE ANCP SNOOPING VIAN..... etttk b et bt s et b bt sttt et et eben e et 590
iP ANCP SNOOPING DINAING. ¢+ttt bbbt bbbt en ettt 591
IPVE DHCP SNOOPRING BINAING. ..e vttt sttt bbbt e et s ate s ene e 592
iP ANCP SNOOPING TATADASE. ... vttt b bbbt b bbbk bttt s ettt e et e e 594
ipv6 dhcp sNooping database WITTE-AEIAY..........ccciiiii e 594
ip ANCP SNOOPING AATADASE FENEW.......evciiieiieieiicieic ittt st s bt te e te st e tesses e eses s e te st e e ssetessesessenseseseas 595
ipVB dNCP SNOOPING AAtADASE MENEW.....c.ieieciiiiiiietei ettt ettt ettt b et ne e e 596
ID ANCP SNOOPING TFUST. ...ttt bbb b bbbt n et 596
[0V N e aTeTo Tl aloTo] o1l aTe Jh U1} OSSPSR 597
ip dncp SOUrCE-addreSS-ValidAtION........ccvciiieiiieiiiciee ettt bbbt e bbb b be b re b et 598
ip ANCP relay INfOrMATION=OPTION. .. . vtttk ettt ettt 599
ID ANCP TElaY SOUMCE-INTEITACE. ...i.viiieieiiiieei ettt ettt bbbt e st e et s et st e te b re b seen e 600
IPVE ANCP relay SOUMCE-INTEITACE. .. ..cvitiiiiicieii ettt ettt ettt e bt e s b e et s s be b be s erennns 601
ip dhCp SNOOPING VEriTY MAC-AAAIESS.......cviviiiiiirciiir e 602
ipv6 dhcp SNOOPING VETITY MAC-GAAIESS. ... cvivirieieieieieesiee ettt sbe et sete st e e s reeae e s s 603
o aT= 0TI =Te (o [Tt SRS RO PEPREUPTPRPRPIN 603
VB NEIDEI=AOAIESS. ... etttk e bbbttt b ekttt 604
Lol VA o Xe | a et JE=] T o] o1 1aTe FHS RS SPPS 605
SNOW IPVE ANCP SNOOPING.: -1+ttt ettt e bttt b ket b bbbttt e bt et e 607
Commands t0 CONTIGUIE DINS ...kttt 608

D NYBIMNIE=SEIVET ...uevetesetetete ettt etes ettt e te et es e te st et et et et et e e s e s e e s e st e R e s s e R e s et e es et e e s e st e Ee s e e R et et e e s et e esen s e se st e b et etenseseeaensateneas 608



0 AOMAIN=TIST. ettt bbbkt b bbb 610

] e 1= SRS O SR 611

(o] 1= [l 0] OSSOSO PSS OPUSTRRPTRRN 612

14 Equal Cost Multi-Path (ECMP).........c.ccccoiiiircirrrrirresssmrrsessssssser s s s sssssse s s e s sessmssssessassasmessessassasmesssssassannnes 613
=Tl ] o T |0 o JO TSRS 613

LTS AR 1o o] o] o o TH OSSOSO RSSO 614

NS -BIGOITENIM ECMID... ettt bbbtttk b ekttt e bbbt s 617
NASN-AIGOITTAM SEEA. ... ittt et bbb s e b e et et b e b bR et e bttt ne b ne e 618
[[oJR=Telna] o Rt o1 o JNuNE OO SO T SO USSP 619

I ECMIP WEIGNTE. c. ettt bbbt bbbt en et 620
[INK-DUNAIE-MONITOr ENADIE. .......ceiiiic bbb bbbt bbbt 621
link-bundle-distribution trigger-threSNOIa. ..o 622
SNOW CONTIG. 11ttt bbb bbbt b bbbt bbb bbbt 623
ShOW lINK-DUNAIE QISTIDULION. ...ttt en b 623

LS LS O g oo T | =T o) o 625
TIPS MOTE ENADIE. ...ttt bbbt 625
SNOW TIPS STATUS. ..ttt ettt sttt st se et et s e et e s e st e s e st e ket e R et et e ese s e et e s e e R et et e s et e eaen e e seneete et enns 625
SO I Sttt bbb r bt e b b e be bR e bR e b et et e b e re b ere et e et e aerenrens 626

ST TSRS 627

16 Forcel10 Resilient Ring Protocol (FRRP)........cccccciiiiiiiiarerrsrssssssser s sssssmsess s ssssssmsssssssssssmsssssssssssmsssssssssnnes 631
(01T 1 1 0 o T OO E OSSPSR SUP PSRRI 631
EIOUG TTT Dbt b ekt E kbt E bkt e b b st h kbbbt ettt 633

Lo S STe ] o) 1] OSSOSO 634

Lo [1S=T o) OSSOSO STOTEUE PO PPTOTORPPRTN 635
INEEITACE. .1ttt ettt h et h bt E b E b E e h bR e R R R e R e E bRt R ket r ekttt nnnas 635
INIEIMIDEI V1N, ..ottt b bbb bbb bbb £t bR bbbt bbbt 637
LaTeTe (S TR OO OO S PO STPP 638
PIOTOCO! TITI. .ttt b bbb bbb e bbbt h bt e b bbbt b bbbt 639

L] TV o TSRS 640
L] 0T OSSOSO UTSTPTRP 643

17 GARP VLAN Registration (GVRP).......cccciiiccrrrerriirccssrerissessmmeessssssssmeesssssssssesssssessamsesssssessamsessassessanseees 645
(o [T 1o Vg o] v L1 1 SRS 646

[0 (ST T8 o o 1V 1 o T OSSOSO 647
QISADI. .. E R Rt R bRkt r bttt 648
o1 o T 01T <SSR PRPPSRSN 649
oY g ol =TTl ol TSSOSO PSSR PRSP 650
GVIP TEISTIATION. ...ttt e et e et e e s e et e e e se e 651
[ole]teleTe 1017 4'o JHN OSSR 652
SPIOW CONTIG. 1.ttt ettt bbb st b bR £ bbb £ bbb b h et e b bRt E b bRt bbbt e b 653
SNOW GBI TIMIETS ..tttk b et bt s bbbt b kst b kst b ettt 654

Y102V 1Y TSSO 655



SNOW GV STATISTICS. ...ttt b ket b et e e b e st e e b b e st b et e s et et et et enebeteneaneas 656

18 High Availability (HA)......ccciiiieeeeirrerresssrrr e e rssssse s e e rssssssn e e e s ras s ssnr e s rassassn s e e e rassassnsresrassassseserrassassnnnesrassns 659
redundanCy diSADIE-AULO-TEI0OOT. ..........cciiie ittt ettt ettt ettt e et e e et e et e et e et e eaeesteeteereesteeeeereeereeneeans 659
[STo[Ulale = ala YA (o]t £= [ 1Y) TR 660
=T [BTaTe F=TaTay VN o] (0] (oo e USSR 661
LS Lo LYV (=10 [V a e F= T o) R 662

19 ICMP MESSAUE TYPOS. . uuuuunrrrrriassssnrrressassssssssessasssasssse s sasssas e e e e saans e e R e £ R e e A e e R £ £ Re AR R R R £ £ RA AR AR R R R £ AR AR RERREERaaREs 665

20 Internet Group Management ProtoCol (IGMP).........o.oiiiiiii i esseesrc e rr e s s s anse 667
[GIMIP COMIMIANTS. ...ttt bbbt bbbt bbb bbb bbbt bbbt bbb bbbt b s 667

ClEAT 1D IGMID GrOUDS. ..ttt ettt ettt ettt etttk e s et b b st e b b e st ee b a8 et e e b e b e st e e et e b e s et e bebe s et eneber et annas 667
EIDUG T M. bbbtk h bbbt e bbb bt b ket b etttk ettt 668
I I BCCESS=gIOUD . .. tuvettvereatestatestetestasesseseasestasassasessasesseseasessasessasessasessessasessasessasesesessessasessasessasessasessessssensaseseas 670
I IGMP IMMIEAIGTE-IEAVE. .....cee it bbbt bbb bbbt b ettt b nnas 671
i IgMP 1aST-MEMDEr-QUEY-INTEIVAL.....c. ittt ettt re e eens 672
ol Te gl oo VIV 1= V= | PSSP OR PRSP 673
I IGMD GQUETY-MNAX-TESP-TIMIE ...ttt ettt b bbb bt bbb e bt s bbb st ket bt ebeb e st e bt e b e e e be e et e nnens 674
D IGMID SSMI=TNIBP. ¢+ vttt b b bbb bbbt b et bbbt n s 675
ol Tea ] o IAVZ=T < 1o ] o TE OSSP 676
SNOW 1D IGIMID GIOUDS. ..ttt bbbt bbbt b et b bbb eb s b st bt b et et nbebenbene 677
SNOW ID IGMIP INTEITACE. ...ttt et b ettt eb e 679
Lo A o T Lo T gl o TE=TST a0 = o RSSO 681
IGMP SNOOPING COMIMANAS. ...ttt ettt ettt et e bbbttt b bt b e bt e etk b ettt be et e bt n s 682
clear ip IgMP SNOOPING GrOUDS. .....cuvvreuiririrtettitre ettt es ettt es sttt es bttt b bttt b bttt b bttt bbbt en e 683
ol o UTo T o T T aT I 0 ole] o)1 nlo USSP 684
I IGMP SNOOPING ENADIE. ...ttt ettt e bttt b et ee bt s e e bt e st e et et et e berens 685
I IGMP SNOOPING FAST-IEAVE.......eiiiiicicii etttk b et 686
ol Te]a gl oJ=TaleTe] o1l aTe I oo o FHu SRS 687
ip igMp sNoopiNg 1ast-MEmMBEr-QUENY-INTENVAL.........ccoiiiei s 688
I IGMP SNOOPING MIOULET ...tttk e kbt e bbbttt b ekt s et bk s et ek et en bt nnnas 689
ol Te]aalolsTaleTe] ol aTe [Ke U=y 1= PSPPSR 690
SNOW iD IGMP SNOOPING GIOUDS.....veteattteiertataieseseeteteseseeeeteses et eteses e e aseses et asabes et asabesestaeebese st et asete et abetesentanereseneans 691
SOW iD IGMP SNOOPING MIITOUTEN .......cuiiitiitisietee stttk etttk 692

P70 [ =T =T OSSO 694

BaSIC INtErfACE COMIMANGAS. .....cuer ittt ettt et b ettt b et b bbb bt b ettt et e b b e 694
ClEAI COUNTEIS ...ttt e bbb bbbkt b ekttt h kst e bbbt en ettt en bt 694
ClEAI COUNTEIS BB ...ttt bbb bbb bbb bbbt b bbbttt 696
o] I=Tc e ol q] 01T il o THN OO 696
AMIPENING ¢ttt bbbt bbb bbb bbbt bbb bbbt 698
AETAUIT INTEITACE. 1.ttt b et bt bbbt b bbb b bt b ettt 699
o XYoo 1] o OO T RSSO SO PR RPRRPPRO 700
AUPIEX (107100 INTEITACES) .. euviteeeieeeerietesieteeeteseeteeee e ees et te st ate st eseseeseeaeseeae e eseseareaeeseaaesseaensaneaeareseaseeeeneanensaneneas 701

ENCAPSUIBTION AOTTG . 1vtviritiietiitete ittt ettt ettt te b e se b ese st e e e be b ebe b ese b e sesb e e eb et ebe b ese st esessesenseseene s 702



SIStz ol SN g=Tel0 )Y VA or= LU 11 TR 703

EITAISADIE FECOVEIY INTEIVAL....i ittt ettt ettt et e ettt e s bt e e e bt e sttt e st b e e st b e e st it e s sbessabessbaessraessbeeans 704
=TT TSSOSO TP PO OTTOTOT OSSO T TSP TV SR POV PTPTTOP PO 704
L1037 ee ] 14 o) OSSOSO 705
QY= o= TSRS 708
QY= oIS N 0T o TO PR TSPPRPR 709
LY =T = TeTol (0Te] o] o= Lol PSPPSR M
interface ManageMENTETNEINET ..ot 712
INEEITACE NUIL .t b ekt b bbbt bbb b bttt e b et b bt e ettt e e 713
INEEITACE FAINGE. .tttk b ekttt beh e bt bt £ ek b e b e b e Rt b e e e b e b e b e e b e bt e b e st ek e e ekt e e e b e e b e st e b et ek et et e nbeneabeneas 714
interface range MACIO (AETINE). .. o i ittt e st et e e et e e e s e ee e st eee e ere e et e neereeeeneenens 717
INTErTaCE rANJE MACKO NIMIE. . ..i. itiiitiiterieteietet et e ste e eae s ete st e te st e st abe st ate s ete b et e sbesease s abe b ebe b esesbesease st ese b erensesensens 718
INEEITACE VIBIN....ceeie ettt ettt b bbb Rt b bRt £ b bR £ bbb £t b b stk e b bt bbbt bbb e s 719
LTS 0= L= SO RSSRS 720
LT o ToT =Y lo T =TI (o TSSO 721
naTelaTLTe g a1 ST = o TSRS 723
L OSSPSR 726
[oleTmuppTeTe (S 01 o o OSSR SS SRS SSP 728
TATE-INTEIVAL .. ettt bRt b R s £t b Rt E R Rt R R Rt et b e et b et e et 729
rate-interval (CoNfIGUration MOOE)........iviuiiiiiiiii e 730
Y102V ] ) 1T USROS USRS 731
show config (from INTERFACE RANGE MOTE)........criiiieieiriieiersieesee e 732
SNOW NBIAWEIE. ... bbb bbbt b bbbttt n ettt n et 733
SO INEEITACES. ..ttt bbbt bbbt b bbb bt b bbbttt 736
SNOW INTEITACES CONTIGUIEA. ...ttt bbbt bbbt bkt et e bttt be e 743
SNOW INTEITACES AAMPENING. ... tetvtetiet itttk b ekt b ekttt et ne s 744
SNOW INTEITACES BB ..ttt bbb bbb bbb bbb bbbt b e 746
SNOW INTEITACES BEE STATISTICS. ... vttt bbbttt b bbbt eb bbb nnas 746
SNOW INEEITACES PRY ...ttt ettt ettt ettt s et e et et e e re e eneene st eee e ene e 747
SNOW INTEITACES STACK-UNIT......tetiiiitcie bbbt b bbbttt ents 750
SNOW INTEITACES STATUS. ...ttt bbb bbbtk e bbbt eb bbbttt e b st ebens 751
SNOW INTEITACES SWITCHPOI ...ttt 753
SNOW INTEITACES TrANSCEIVET ... ..ecvitiiiieie bbb bbb bbbttt bbb 755
SNOW INTEITACES VIAN. ...ttt ettt et b bbbttt b ettt en et 760
L] 10TV =T 1= OSSR 761
ShOW rUNNING-CONTIG ECMP=GIOUD ... etetereiirisieiete ettt ettt ettt et st ese b e s e et e e ebe s ese b ese b esesbe e eneeene s 762
K] LU (o (o111 o OO 762
speed (for 10/100/1000/10000 INTEITACES) . ...eveueauereerereereriereeeeeeieseeeseeieseeeseeeseseeseseeseseeseeseneeseseeseseenesseneesenens 763
speed (ManagemMENT INTEITACE) ... ...ciieiieirieiseee ettt ettt sttt se bttt e st esesbeseebe e eteeenes 765
L1l oo RO TSSOSO 766
WAVEIENGTN ..ttt b bbb bbb bbbt 768
Egress Interface Selection (EIS) COMMENGAS......cciiiiiiieiieicesese ettt se b se e 768
APPIICATION. 1.ttt bt bbbt e LR e bt e b et e b te bt e e b s s e be b e be b te et re et et arens 768
application (fOr HTTP @nd ICMP) ...ttt et ne e 769

clear management apPPliCATION PRE-CNT . . ittt se b s 770



clear management application PKE-TallDaCK-CNTE......cc.ciiiiieie e 770

ManagemMent egresS-iNTErfaCe-SEIBCTION. ........i ittt 771
SNOW D MANAGEMENT-EIS-TOULE .....eiiiiiiiiitiieie ettt ettt ettt sb ettt ebe b e se b eseebe e ete e ese b eneneas 771
show management apPIICATION PRE-CNTI . ...t ettt et 772
show management application pKt-fallDaCK-CNTr ..o 772
POrt Channel COMMBNGS.......c.etiiiieieii bbb bbb bbb bbbt bbb e 773
CRANNEI-MIEIMIDET ...ttt bbb bbb bbbt b e b et b b e bt b st b ettt b b nnas 773

Lo o0 o T U U TR UR TP 775
INTEITACE POIT=CNANNEL.......i ettt sttt s et et et et e st e s e et e st e b e e e tesaesesseseeseneesenens 776
HNIMIUINIZINKS. ¢t bbb b bbbt bbb £ bbb e b s b e bbb e b b e eb et eb et be bt et s e an e 777
POrt-ChaNNEl TAIOVEI=grOUD. ... et ettt ettt ettt ae et st e b et e e e e e et s ene st ereneeneeeeneeens 778
L3101V ] 1T USSP 779
SHOW INEITACES POIT-ChANNEL........iviiiiiieictice ettt st r st s ettt e s b se b seebe s be e e 780
SNOW POMT-CRANNEI-TIOW ...ttt ee ettt ee ettt re b e e seeae e 783
Time Domain Reflectometer (TDR) COMMEANGAS.......cviiiiiiirieirieisieesieee et e e e ssesesseseesesaesessesessenens 785
L0 [l e7] oS (T A OSSO U SO UR SRR PRSTOPITRROTN 785

L] 110V ([P SSRSTTRSRRN 786
UDP BroadCast COMIMEANGS. ...ttt ettt ettt b ekt bbbk bbbttt b bbb bt b ettt 787
AEDUG D UAPNEIDET ...ttt bbbttt b ettt ettt ettt ettt b enenes 787

I UAP-NEIDET UADPOI Ttttk ettt 788

LY TO N AN o TN Lol o R T Y OSSPSR 789

22 Internet Protocol SecUrity (IPSEC).......cuiiiiiiiiiiiiiiiiiciscisis s s s s s s e s e s nenn e 79
CIYPLO IPSEC TrANSTOMMI=SEE. ...ttt 792
ol aY] o LU0 TN ] 01T ol o o 103 2SS 793
MANAGEMENT CrYPTO=PONCY ...ttt ettt bbb bbb e bbb eb st eb etk bbbt e eb st ebe bt e bt e et e nnes 794
7= (e o TSRS USRS 794
TSI o] 1 2T 795
SNOW CryPTO IPSEC TrANSTOMMI=SEE...c.ictiicii ettt ettt ettt e bbb s et e et e b ebe st ebe st ere b sens 796
SNOW CIYPLO IPSEC PONICY ..ttt bbbttt b e 797
ETANSTOMNI =S ..ttt bbb bbb bbb bbb bbbt bbbk bbbt 798
B2 T8 | gV T o U oV R 799
] TSSOSO TSSOSO TSSOSO ST ST TSSO PSP ST PO PP PP PT PO POTPPPTPRPROO 800
A DACKOTTALIMIE. 1.ttt bbb bbb bbb bbbt bbbkttt 801
AP LBAM=BNADIE. ...ttt bbbt E et E et b et b et n bt es 802
ST oI At Nt g 1= T TPV U P PPTPRURUR 803
B0 TEETIES ettt bbb b b4 E e E e h e E e H R E Rk R e h bRt bRt b e h ettt bttt 804
21 o a0 1= TU | A OO PP 805
ClEAN BIP-CACKNE. ...tttk e bttt bbb b b st b ket h ket r bbbttt 806
ClEAI NOST ..t eeet b e b eht b st b b e b e bk e bR e b bR b st bbbttt 807
ClEar iP I STACK-UNIT.....ciitiictiiice ettt b e bbb ebe b e b et e s e b b et et ebe b ebesbese st eseeb e b ete s ebe e 808
ClEAN ID TOUTE. ...ttt bbb bbb bbbt b bbb bbbt en ettt n b 809
(01T L (ot o T =] 7= LA T TSP 810
[0 (ST T (o = o T OO OSSOSO USSP 811

AEDUG TP NPttt bbb et b s 812



o (ST oI o N0 1 eln ] o TSRS PO 814

AEDUG TP PACKET ...ttt bbbkttt ettt 815
[[oTnal ol ORI g=To [T =T a =] o)L= SO SRR 818
[oJR=10 [0 =TT OO RO T TU TSRO 818
D AIFECTEA-DIOAUCAST. ... vttt bbbkt b bbbt b bbbttt n ettt en b 819
e [o T T= T 1] OSSR 820
1D OMIAIN=IOOKUD. ..ttt ettt ettt et et e et e ss a4 e s s e b et e be e b ete e b e s s et e s b et e b et e st es e et essebesbebe s etesreseebeneabeneas 821
D AOMAIN=NEIMIE ...tttk h bkt b ekt b b et bbbt b bbb et bbb et b ekttt bbbt 822
o aT= o =T r=Te Lo [ =TS OSSO 824
ip helper-address hop-COoUNT AISADIE..........ccc.ciiiiiiiiice bbb e bbbt sberers 825
0 O T t b EEEEe R R bR bbbttt 826
I ICIMND SOUICE-INTEITACE. ... vevtetiietesiee ettt sttt s e bt et et e te s s ese e s ese s b e se e b et esesaesessesesbeseebessasesaenesseneas 827
IV ICIMP SOUMCE-INTEITACE. ... cvivitititictiiete ettt ettt et bbb e et bbb ebe b e s e b e s e et et et et ebe st eseeb e s ebe s ere e 828
1D MAX-TIAQG=COUNT....... ittt ettt e e s e e e e et e e e e r e e eenas 830
ol a2 D (o TU L 1= SRRSO 831
D NBIMIE=SEIVET ....cuttiutitistete ettt ettt et te st et e st e st et et et e s et e st e s e e 4es s e b e st ek e s et e e 2 e s s e b es s e be st et e b et e et es s et es s et e s et et eseeses s ebessebe st ete st eresrens 831
D PDTOXY =8Itttk bbb bbb bR R R R R R bR bR bbb n ettt 832
] o 0T (YRS 833
1D SOUICETOUTE. .. vttt etesieteet et ettt ettt se et e s s te s e ke b et e ss e s e e be st e te b e b e e b et e a4 e st ek e s s ete s e s e et et s ebes b ebe b et et et e ebeseebessebe s atesaesearenes 836
D UNIEACKNADIES. ...t bbbttt eb e 837
[OBA-DAIANCE. ... bbbt b bbb bbb bbbttt 838
[0BA-DAIANCE NGttt ettt b et R R R R Rt b Rttt n e 840
MANAJEMIENT TOUTE. ...ttt e e b e e s e et R e e b e se bt e st s e e st e e e et e e s e smese e st e e e e re e 841
L] 102V o TSRS 843
SNOW GBI TETMES. ..ttt ettt ettt et s e s b s e et e s e b e e et e s b e b e s b e s e b e st et e b ebe s b eseebese et e s ebe st esessenesbese et enens 846
SNOW NOSTS ..ttt b bbbt b bbbt 846
SNOW D CAM STACK-UNIT.....etivietiieti ettt st b ettt s a e s s b e se st e e e b et ebe e ene s esesseneese e eneneens 848
SNOW D TID STACK-UNIT....vetititit sttt ettt bbb et e e b et e b e b et et et e st e b e et et e e be st e be b e te b abesaesearenee 850
L] 10V 1 11 SRS 852
Lo o Q1T = o= TSSO SRRSO 854
SNOW iD MANGGEMENT-TOUTE. ...ttt ettt ettt ettt ettt bttt b e b et e b e b et e b et e st e b et eneee b et e st ne st et ene st b ebere e e 856
SNOW IPVE MANAGEMENT-TOUTE. .. ..ttt bbbt b e er bbbt 857
SNOW 1D PIOTOCOIS. ..ttt ettt ettt ettt et b e R e b et e b s e b e b e Resb s e eb et ebe b te b es e b s e nn s 858
SNOW 1D FOUTE. ..ttt ettt b et e et et e te s b e s e b e s e e b e s et e s b ebe s b es e e b es s et e b ebe st ese st ese st ensebe s ebesrenesbenea 859
SNOW ID FOUTE TIST. itttk b ket ekttt 863
SNOW 1D FOUTE SUMIMIIY ...ttt sttt sttt e s s b e s e s b e se e b et e te st ebe s s es e e b esees e e e b e st esessesesseneeseeesesaesessenens 865
SNOW D TFATFIC. .1ttt bbbt et bbb b et b bbbt e bR e b s e bbbttt re b e ere s 866
SNOW TCP STATISTICS. ... vveveieiet ettt b bbb bbbttt bbb n e 869
24 |Pv6 Access Control LiSts (IPVB ACLS).......ccccueerurrrrrrsssssrrererssssssrerssssssssssesssssssssssessssasssssssssseasssssnssnsensssns 872
SNIOW CBMI=ACI -0 ESS. ...ttt ettt ettt bbb b bt bbb £ bbbt e b bt e b ek Rt b et Rt b ettt bene e 872
L] 10TV er= g = o SRS 873
01T 00T o o] o TR SRRSO 875
01T 00 LTSS SO PP SO 877
IPVB CONTIOI-PIANE EGIESS-TITEN .. ... ivitiiie e 878

VB BCCESS IS . .veveuiteteititetiiete ettt ettt ettt st et b st et e b e e te s ebe s b ese e b e st b et ek et eb et e R e b e R e bRt R et Re et eRe b e ne et ene et et nens 878



CAM =G =EOTESS. ¢+ ettt ettt ettt ettt ettt st st et e st st b ek e st et ek e Rt e e b e E e £ £ e h e R e £ e £ e b e R e At £ b e R e Rt R b e b e Rt e b b e Rt et b bR e b b re e e 880

CAIMIAC .11ttt bbbt h b E Rk bRk bRt E R R R E bbbkt n bttt 881
25 [PVB BaSICS....cceauurrrrrrsssanmrrerrrssssssrsnrsesssssnssssssasssssssssseasssssssssssasssssssseseasssssssssseassssssnnsseansssnssnnsensssssnennsensssns 883
CAM-IPVEO EXTENAEA-PIETIX. c.euvitiieiiiie ettt b ettt et et et e s b e s e et et et et et e s b ebesbes e et essebe b ebessesesrenis 883
ClEAN TPV TID. ittt b bbb b bbbt bbbttt 884
ClEAI IPVEO FOUTE...c. ettt ettt ettt sttt s et e et e st et e e s et e e s e s e e b e st e R e s e b e e e et e eses e e b e s e e s et et e seese st es e ebeneebeaesensesessenn 885
ClEar IPVEO MIA_NOST....icuictiieticet ettt ettt s b s e s b et b et e b e s b e s e et e se et e b et e s etesbeseebe s ebesereseens 886
MAXIMUM AYNAMIC-TOUTES-IDVO.......evteiieiiiieiiiresetc sttt ekttt b btttk 886
oV Rz Te (o (=TS UL doloe )1 {o TR SRS 887
VB BAAMESS.....cuivititiiete ettt ettt ettt et e b be b e s e e b s et e b ebe b e b e b oA s et e b e ke b eRe b e R e bRt eb et ebe b ebe bR e et et ebe st ere b erers 888
PV BAANESS QUIBA. ......eeeiiieeei etttk bbbt a kbt e bttt b ekt h etk sttt b bt ne ettt e 889
ipvB control-plane iICMP ErrOr-rate-liMiT.........ccciiiiiiiei e bbbttt sb e s en s 890
VO TIOWIADEI-ZEIO0... .ottt ettt ettt et e st et e e b s s et e st e b e b et e st e s e et essebe b e ba b etesbesearensereneas 891
VB NOST... bbbtk H k£ E e b h e bRt Rkttt 892
VB NMAMIE=SEIVE ... tiuietirieteitetestettetet et stete s tetesaes e st ese et et esesaesessese s s esees e e e s e s e s e eaese e b e s e e s e e e s et es e eses e e b e se e b e e ebenaesessenesbenensenene 892
oV o N gt MotTo l= 1 ur=lag] o] 6= NN PSR PRORRPRTRPPTR 893
IPVE NA diSADIE-TEACNEADIE-TIMEN ...ttt etttk nn et 894
IDVEO MO ANS=SEIVET ...etiiiitiietisteit sttt sttt se st e et ete st e st s ses e et e s s e b et et e sses e ebes e e sese e b et es e sses e e b es e e be s asessesesseneeseneateneesensann 894
oIV N aTe I ol£=1 1 OO OSSO RO TR RRTUSPPSR 895
VB TOUTE. ...tttk h bttt bbbt e b b st e bbbt b b bttt b bt b ekttt eb s 896
IDVE UNICAST-TOUTING. .+t vevtetesteiestere sttt e et aste e s testeteseete st e te st e s e eseseetese et e e et e eseseeses e e ses s e s et eseeseseeseseesestese s esesnesenseseaseneas 899
SNOW IDVE CAM STACK-UNIT....c.vctiiitiiiiictectc ettt ettt e bbb e b et e b e be st e s e et e b ebe b ebe st ese e e er s 900
SNOW IPVE CONTIOI-PIANE ICIMID. ..tttk ekttt be et 901
SNOW IDVE FID STACK-UNIT.... vttt ettt ettt s a et et e s et e e et et et e st ese s b eseebeseese e atenaesesnenis 901
SNOW VO FIOWIAIDEI-ZEIO0......ceiiciiicece ettt sttt b e b ettt b e s rese b se et ne e 902
SNOW IPVE INTEITACE. ...ttt bbbt bbbt b ekt b kbt r ekttt n bt 903
SNOW IDVE MIA_NOST... et b et et et e b e e bt ebe s ebe b ese st e s e nb et et st ene b erennas 906
SNOW VO TOUTE......tiiietiieteiet ettt bbbt bbbt b b e b s e e b e b et e b e b e b e be b es bt e s ebe b ebe st ebe st e s e b e s b 907
LTS M 03V R 11 £ Y SRS R 910
26 Intermediate System to Intermediate System (IS-IS).....ccciiiii i iciiciiiiircc e e e 912
AAIACENCY-CNECK. ... vi ittt ettt ettt et ettt teete et e e teeteeteebeebeebeebeebeeteeteeaeeteebeeteebeereereereereereereereare e 913
2T AV 1= SO 914
ST To T 0= 1S3 o SRS 915
o] I=Tc oo a1 2o TR OO 916
(01T 1TSS 917
CINS NOST etk b bbb e R e b b€t h bRt b e E bRt b et n ettt 918
[0 ST T [0 N 11 OO OSSO OSSOSO 919
AEDUQG ISIS AUJ-PACKETS. ...ttt bbbt b et b bbbttt bbb n et 920
AEDUQ ISIS [OCAI-UPAALIES. ... vttt ettt bbb s e b e s e e b et et et e se st e sesbesenb e e ebe s ete s enenbenennes 921
AEDUQG ISIS SNP-PACKETS. ...ttt ettt et b bbb bt e bbb et e et e b e £t et et e et eb et e e et n e 922
AEDUQG ISIS ST -TIIGUETS ettt bbb bbbttt b e 923
AEDUG 1SIS UDAATE-PACKETS. ... vivievetictecee ettt ettt ettt e b et ebe e be e e b e sa et e eb et s e be st e se e e te st et e naeseanenen 924
Aefault-INfOrMEATION OFIGINATE. . ... .ttt ettt et e ek s ettt e s et etk e b et se b et enesesbebenenena 925

ESCTIDTION. 1.ttt bkt b ket h bbbkt E ke R E bRt R bRkt h bbbttt 926



Lo [1S37= 10T TSR 927

Lol (g o UL (= | SRS 928
QISTIDULE-TIST OUL. ...ttt bbbkt b bbbkttt en ket an b 929
distribute-list redistribDUTEA-OVEITIAE. ... ..c.cii ettt 930
AOMAIN-PASSWOIT. ...tttk b et b ekt bbbt b bt bbbt b bt bbbttt b bttt eb e 931
o= Loty U B =TSy = = RSSO 932
GraCETUI-TESTAIT INTEIVAL ...ttt bbbt bbb bbbtk e bt sb st e st ket bt ebeenens 933
GraCefUl-TESTAIT FESTAIT-WEIT. ... iiitieeeeiete ettt ettt ettt e e e et e e et ee et e te e ese b esees e e ee e e eee st eneseenenee e eeeeene s 934
o= 1ot =y U B =TS = o OSSR 935
GrACETUILTESTANT T2tttk ettt et b bt e b bt e b e b e st e b e b e Rt e b e b e Rt s e e b e b et e e b et eneee et et eneee b ebene s 936
GrACETUILTESTAIT TS vttt bbb bbb bbb £ bbbt bbbt b bbb n e n s 936
LT (o 0T=Te o 11T ST RPSTPSTSN 938
[aLoISTART= R aTSI 0 1Y/ =10 011 TP 939
IO EITOIS. ...ttt b bbb h bbbkt bbbt n e 939
I FOUTET ISIS..ttvetttettetitete ettt et es et et ete st e te st ese st e s et et et s ses e e b e s e e s e st et e s esess e s e e s e s e et e s es e s ebeeb e s e s e s e et et ebenseseebene et eseesessetenaenens 940
IDVEB TOUTET ISIS. .. eveutitiitisieteit et ettt e et e et ettt ete b s e b b et e b ebe b e be b e s e e b e b et e b e b e b e b et e s e b e b e b e b e ke b e R e b e s e et e b ebe b ebe b esesae e et b ene s 941
[T 1 Y/ o= TSSO 942
TSRS a0 R 1= OSSPSR 943
ISIS NMEHO-TNTEIVAL ...ttt bbb bt bbb bbbtk b et b bRt b bt r bt 944
LTS3 0T R0 0T L] Y OSSR 945
T3 L] [ 1 o= o (o [ n T SOOI 946
ISIS TPV INETIIC 1 vivt ittt ettt ettt ettt b et e bbb e b e s e e b e b e b e b et e b e Re st et s e b e s b e b et e be b e b e et et b et et ebe b ebe st eseebe s s ere e 947
LTS3 01 XTSRS 948
ISIS NETWOIK POINT-T0=P0INT. .1ttt ettt ettt eb et te e et et et e eaes s ebe st e te b et e saes e eses e e be s etesbesesseseaneseaneneas 949
ISIS PASSWOIT. ... vevt ittt ettt ettt ettt ettt et et et e e 4o seebe s b e te b et e sa et s o4 e s b e b et e R e b et e e b e s s e b e st ek etk e b et e e b e st e be st e be et et e ere st ere st ereras 950
LTS3 o] 18 AU TS U SO PSP PR PRSOUTURPUN 951
T Y/ 0= TSRS USTPPSRTR 952
|Og-AOJACENCY-CNANGES. ... ettt b e bbb bbbt bbb bbb bbbt ebe bbbt ebe 953
STo R 1=t a1 T Y= | SRR 954
ST 0T 0 SRS 955
ISP =TETTESN-INTEIVAL ...ttt ettt bbbttt bebe bbb s e bt e bt ebe b e Re b s et et be st ere b erers 956
LT T =T B o (o =TT TS 957
T I ST o R 1= AT 1TSS 958
MNAXIMIUMI=PATNS ...ttt ettt st s st s e et et et e b et e b eb e e b e s e e b e ss et e b et e b ebe s b es e et e se et et ebese et e st ene et essebe s eresrens 959
[ (ORISR 960
LT (] 0] o Y 2SR ST PRSP 961
1S SO OO OE ST TSSOSO 962
PASSIVEINTEITACE. ...ttt bbbt b bbbt b bbbt 962
TEAISTIIOUTE. ...t b bbb bbb bbb bbb bbb bbbt bbbt n e 963
LE=To K 0 o UL LN oo o TR OSSR O T SSTOURTO 965
TRAISTIIOUTE OSPT ...ttt b bbb bbbt b bttt bbbttt en s 967
TOUTET TSI, 1111ttt etttk etk bbb bbb bbb bbb H bbb bbb b b E £t b b bbbt b ettt b et 968
SET-OVETIOBADIT. ..ttt ettt e bRt R bRt b bRt ettt et r et ennas 969
SNOW CONTIG. 11ttt bbb bbb bbb bbbt bbb bbbt b e 970

S Lol A IS Yo Fo ¥ ] 0= T SR 971



ShOW SIS GraCefUul-reSTart AETAIL..... ..o bbbttt 974

SNOW ISIS NOSTNAMIE. ...ttt bbb bbb bbbt n e 975
SNOW ISIS INTEITACE. ..ttt bbb bbb bbb bbb bbb bbb bbb 976
SNOW ISIS NBIGNDIOTS. ...ttt b bt e b s e e bbb et e bbbt e bt e st eneber et annas 978
SNOW ISIS PIOTOCO. .. ettt bbbkt b bbb bbbkt n ket en ettt s 979
SNOW ISIS TFATTIC 1.ttt bbb bbb bbbt bbb bbbt b bbbt 981
LT[ A= Az | OO SO OO OSSR TRPPRUPTPEPPTPRIN 983
27 Link Aggregation Control ProtoCol (LACP)..... ..ttt ire e s ses sessmmssmssses s e s s snssses s res sensnas 985
(o [T 1 = To] o oo U 0T = USSR URIPSRRN 985
(o (ST oTU (o N F=To o JHU OSSOSO 986
[ACP TONGTIMEOUT ...ttt bbbtk b bbb bttt en s 987
ETo o3 oloT it o 4T 1 Y SRS 988
[BCID SY STEMI-PIIONTTY . cv.vevetieeetiiete ettt sttt ettt st s ettt e b et e s b ebe s b ese e b e b et e b ebe b ebe st ess et e b ebe b ebe st ere et eneererens 989
POIt-CREANNEI-PIOTOCOI IBOP ... .ttt bbb bbbt 990
L] L0V = o o PSS S R SPRPT 99N
D B IR T U 993
MAC AdAresSiNg COMMENGS......cviviiiiiretiiriiee ettt b et eb e r et 993
Clear MAC-GAAIESS-TADIE.......c.ciiiiieie bbbttt bbbttt 993
MAC-address-table AgING-TIME. ..ottt ettt b bbbt eb e 994
mac-address-table disable-18arNING. .........ccviriii e 995
MAC-AAArESS-TADIE STATIC. ... viveviiiitcie bbb bbb bbb 995
mac-address-table statioN-MOVE FEfTESN-AID......cuiiiiiiieieieiee e a e e reereareanes 997

L T= @R ST T Tl T T USSR 998
mac learning-limit 1earN-lMIT-ViOlaTION. .........cooiiiii et sa et neens 999
mac learning-limit MAaC-aAArESS=STICKY .......ctiriiieieiriieeie ettt beb e eenas 1000
mac learning-limit StatioN-MOVE-VIOIGTION. .........iiiiieiee ettt e 1001
MAC 18AMMING=IMIT FESET....viietiiiee ettt et ete s e e st s s ese st et et e e esessesessenesseneesesens 1003
NG POMT=SECUITY .vtivittetiietet ettt st et et et e te b te st ete st e st e be st ebe b e te b e b e et et e ebe s s ebe s b e be b ebe st et e eb et s ebe st ebe b ebe st et e sbeseabe st ebesbatesras 1003
Show Cam MAC INECATA (COUNT) ...ttt ettt e et e e st et e et e e et e e eseseeneeeeneaneene 1004
show cam mac linecard (AYNAMIC OF STATIC).....vieiiirieirieiriet ettt esesteseese e se e 1005
SNOW MAC-AAArESS-TADIE. ...ttt ettt ettt 1006
show mac-address-table agiNG-TIME.. ..o 1009
ShOW Mac aCCOUNTING AESTINATION.....c..iiiciiei ettt sttt e saesaebe e e tessesesnenesaeneas 1010
SNOW MAC 18AINNMING-TIMIT.....e ettt bbb bbb b et eb ettt nas 101
Virtual LAN (VLAN) COMIMEANGS......cutiiitiiiiiietit etttk ettt sttt 1012
AETAUIT VIBN=I0. bbbt b bbbt bbbt b bbbt 1013
AETAUIT-VIAN QISADIE. ... ettt ettt e ket e bt e ettt ee bt 1014

T2 0T SRR 1015

LY 10TV ] 1T SRR PR 1016
SO VI8N, .ttt s £ H R R £ AR R R R R £ R R Rt R bR et R b bt ettt e b nens 1017
TAGGEA. ottt bR E bbb r e 1020
L= o) T o TSRS 1021
81 ¢=To o Yo 1RO TSSOSO 1023

Far-End Failure DeteCHION (FEFD)..... .ottt ettt et b ne e ne e e 1024



L TSR 1025
FETA GISBIIE. ..ttt 1026
LESLEe R LE V7 OSSOSO OSSPSR 1027
FEIA MO, ...ttt b bbb bbbkt b ket b ekttt ne 1028
LESLe ST OO ES T O T S TSSO ET OO OO OT OO TSP PO OO TP PPPTPTPOPIRPTOTON 1029
FETA-GIODAI INTEIVAL. ..ttt bttt bbbt e et e et sttt e e e bebene e e 1030
FEIA-GIODA. ..okttt 1031
SNOW TEI. .ttt bbb bbb bbb bbb bbb 1032
29 Link Layer Discovery ProtoCol (LLDP)........ccceiuusermemmimsensemmsesssnssess s sssssesssssssssss s 1034
[ I o 010 1= T LSO 1034
AAVETTISE OV, 1ttt bbb bbb bbbt b bbbt b bt 1034
AAVEITISE OB -TIV. .ttt bbbkt b bbb bRt bbb et b e 1035
AAVEITISE INTEITACE-POIMT-AESC. ... eviviviiiieretee ettt n e 1036
AAVETTISE MANAGEMENTTIV .. .ttt ettt s b s e et et et et et e st e s e e ses s e be s eteeasesaesennens 1037
advertise ManagemMENt-tIV (INTEITACE) ..ot ettt 1038
ClEAN 11D COUNMTEIS. ...ttt bbbkt b bt h bbb bbbkt n ekttt es 1039
o 1T 1ol 1o [ o TN 1T 0 o] o o= TSRS 1040
AEDUG IAP INTEITACE. 1.ttt b et b bttt bbbttt ettt b et en e 1041
QISADIE. ... R R E R Rkttt 1042
PYEHIO. bbb bbb bbb bbbt 1043
MNANAGEMIENT-INTEITACE. ...ttt bbbtk bbbt e bt eb e s £ e b e st b e e ek e b et e e be st abeneabeneas 1044
TNIOTE 1.ttt h b E b E LR R R bRk b bbb 1045
T o 1= RSOSSN 1046
ProtoCOl IAP (CONFIGUIATION).....i ittt ettt ettt b ettt et e eb e e 1047
ProtOCOI IAP (INTEITACE). .. cviviirieeeie ettt 1048
I LONT VA Lo o aT=TTe | ] To] PSSR 1049
SNOW AP STATISTICS. ...t evititiiiiete ettt ettt s e bbbt e b ebe b e s et e e et e b ebe st ese st e s e et e s et et ere b ene e 1052
SNOW MANAGEMENT-INTEITACE. ... v ittt ettt 1053
SNOW TUNNING=CONTIG APttt sttt st et et besaesenb e e sse e esessesessenens 1053
SNMP-NOTTICATION=INTEIVAL 1.1ttt sttt ettt te et e e teeteeteeteateareaseaneaneaneas 1054
[V 1D @7 7= e S SS 1054
AAVETTISE MEA QUEST-VOICE. ... cutieiiitirieieiete ettt sttt sttt sttt e se b e s e et e e ebe st esesbesesbesessessesessesesaanens 1055
advertise med gUEST-VOICE-SIGNANING ... e vttt ettt ee et n e es 1056
advertise med 10CatioN-IAENTITICATION. ......... ittt ne e 1057
AAVErtiSE MEA POWET-VIB-TNGi...c.veviiieeiiietiieieiesiete ettt sttt e et bestese b esasse e esessesesaesesbesessessesessesessesens 1058
advertise Med SOfTPNONE-VOICE. ........cciieiicertie ettt ettt e et bbb ebe b eneras 1059
advertise Mmed STre@MING-VIAEO. ..otttk 1060
advertise Med VIAEO-CONTEIEBNCING. .. ...iiitiiiiieiriee ettt ettt e st st et abe st ete b enesbeseese e etessesenes 1061
advertise Med VIAEO-SIGNAIING. .. .. .ttt ettt b et ettt ettt sttt ene s 1062
AAVEITISE MEA VOICE. .....vviitisietit sttt b bbbt b bbbttt n et n s 1064
advertise Med VOICE-SIGNAIING. ... .. iiieireieeieeie ettt b et et e te e te st e seeses s abe s re st rennens 1065
30 Microsoft Network Load BalanCing.........cceeeriiisssnrememmiisssssenemminssssneesssssssssssesssssssssnsesssssssssnsessssssnssnsennnns 1067

mac-address-table static (for Multicast MAC AQArESS)....cviiiieeiee et 1067



oV E= o T o ol 1 n T OO SO 1068

31 Multicast Source Discovery ProtoCol (MSDP).......ccoicoiiciiciiciicrssessecsneceneerrrrsres s e rs s re s sesssssssssssnssasssmssnsenns 1070
o [T 1o alsTe |03 LT PSSP 1070
ClEar P MSAP SB-CACKNE. ... . ittt et b e bbb bbb s b st e st e s b e st et e st e st e s benbenbenbesbenaennen 1071
o[ ol atsTe | o IR €= L1 USSP 1072
fo Y o UTa I o 1 g TS o F0U RSP PPR 1073
ID MSAD CACNE-TEJECTEA=SA. 1vvevvevietieieieie ettt s et s e s e st e s et e st e st e st e st e s s eseeseest e st es s as e aseeseassaseaneaseereaneans 1074
I MNSAD AETAUIT-PEET ...ttt h bkttt b et b bttt b et e 1075
ol gaile ol lolo T=Te = lel=TaTes ate] aT=T gl T TSSO 1076
o agtsTel ol nalcKla oo lU] o NSO 1077
ol garsTe o X elgTo ]I 0t 1] i [o FE SRS 1078
o T o3 01T OSSPSR 1079
ID MNSAP TEAISTIIOUTE. ...vivt ittt ettt ettt ettt et et e s b e s e et e ss et e s et et et e et e s s ebe st ebe b e te st esasaessabessateneas 1080
I MNSAD SB-TITEI 1.tttk b stttk h et bbbttt et 1081
o g asTe o JE=r= I I 0 T TSROSO 1082
ID MNSAD SNUTAOWN. ...ttt bbbt bbb bbb ebe b e b et e s e b e b et e b ebe b ere st ese et e b ebesaene e 1083
D MNUITICAST-MISAD vttt bbb bbb bbbt bbbt b bbbt s 1084
LY L0V N g T o PSSP 1085
ShowW ip MSAP S8-CACHE MEJECTEA-SA.... ..t 1086

32 Multicast Listener DiSCOVErY ProtOCOL.......ciiiiiiiuiiiiiemeeiiriemeesieriemsesserrensassrrensasssrmensasssrmensssssrmensasssrnennes 1088
ClEar IPVO MU GrOUDS. .. cuveviietiiietteiet sttt sttt ete s e ese st e e e b e e e s e tesesseseebeseesesses e e esessesesseneaseseasesesenaesenseneas 1088
(o (ST oI o N 101776 20n o] [o TSSOSO 1089
VG H g g1l =N o] e A= o] T USSR 1089
iPVB MId 1aSt-MEMDEr-QUETY-INTENVAL ......cvi ittt st sesbesesbe e senens 1090
IPVE MIA QUENY-INTEIVAL ... ittt sttt b et e s b e s e s b e se et et et e b ebe s b ese st ese et e s ete s esesaeneabeneas 1090
IPVE MIA QUEY-MAX-TESP-TIMIE. ... vttt etk eb ettt n e 1091
[ 03VZG R an] (o IRYZ=T 1o o TSRS 1091
SNOW IPVE MIA GrOUDS. ...tttk b et bbbt b bR bbbt bbb ettt et b b 1092
SNOW IDVE MIA INTEITACE. ...ttt ettt ettt et seen e e st e e et e ene e 1092
V1D ] T e oY TE ST UUSTRRSTPRR 1093

clear ipvB MIA SNOOPING GIOUDS. ....cue.vvevereririateieiteteie ettt tes ettt et ettt et e b e et et ebese e et ebere et abete e e anenesens 1093
AeDUQG IPVO MIA SNOOPING. .+ vevtriteteieii ettt bbbt b et eb et en bt r bt 1094
[ 03VZG N an]lo JE<TaToTo! o] 1o THu RSP TPSRR 1094
IPVB MId SNOOPING BNADIE........cuiiieieieee ettt ettt ettt eb e eeene 1095
iPVB MId SNOOPING EXPIICTE-TrACKING ... vevetiiretictci ettt 1095
Ve an]loJETaTelelo]1aTe T aa] {0 UL =] oSSR 1096
o)Vl e aalle <TaTeTe] ol aTe e LT LT OSSR 1096
ShOW iPVE MIA SNOOPING GrOUDS.......cvieiitetiiiieiettit stttk etttk ettt b ekt 1097
Show IpVE MId SNOORING INTEITACE. ... c.iieeeiiieiisie ettt sttt saesesbeseebe e b eseeseneens 1098
ShOW iPVE MIA SNOOPING MTOUTET .....cutiiietieeeieteiee ettt et b et ettt ettt bbbt 1098

33 Multiple Spanning Tree Protocol (MSTP).........cccciiiimiminin s s 1100

AEDUQG SPANNING-TIEE MISTD... ettt b ettt bbb bbbt b bbb bbbt an b 1100

Lo [1ST= oL TR TPRRTRTT 1102



RO RVYz= 10 B (<Y F= Y AT 1103

T o = SRS 1104
LTS = 0T TSP 1105
0] OO 1106
L1720 0T TSSO SE PSRN 107
POrt-ChanNEl Path=COST CUSTOM ... .cuiiiiiiiiieieie ettt ettt bbbt e b e et s ete b e se b ne b eseene e 1108
ProtOCOl SPANNING-TIEE MISTD. ... tetetetiiitetet sttt sttt sttt sttt et e et s et se bt es e e e b e b e st e b et es e e ee et e s et ae et et eneaesbebeneaeanas 1108
L2370 o PSSP 109
Y10}V e ] 1T TSROSO M0
Show spanning-tre€ MST CONTIGUIATION. .......ciiiiiiiieieete ettt bbbttt ebe bbb MM
LoV AT =TT aTe B (=TS 1] L USSR m2
LYz LT Te e (Y= TSRS M5
SPANNINGTEIEE MNISTi. .ttt ettt ettt e b ket b bRt b bRt £ b bR £k e b b £ b ek e b s et b ek s et b et e b et eb et e 1116
LLOR 11U T s] ] T = [ SRS m7
I YU T 119
[PVA MUITICAST COMIMANGS. ...ttt ettt £ b b s e e b b e s e e b b et e e et et e s et ee b et eneeeebebeneaeenetens 1119
(o 1T T oI g 0T U (=SOSR m9

o A 10 (= TSRS 1120

1D TNUIICAST-IMIT. ..ttt et b e et bbbt e b b e et s et et et et e be st e s e st e b ebe b ebe b ebe b ere st ese e 121

o AU uTar sy Sl o U L] T SRS 122
TYTEFBCE 1.ttt ettt bbb bbb bbb b h R E b b E bbb bbb bbb b et n b 123
SNOW 1D MUICAST-CAM.....icviiiiiicce ettt b e b e bbb be b s et et e b b ebe st ebe st ere b seere s 125
SNOW I MMIMOUTE. ..ttt bbb bbbt bbb 126

LY T0 VAT 1 o USSR 1128
[PVE MUITICAST COMMIBNGS. ...ttt ettt ettt sttt e b bt e ke bt e b et e st e e b et eneee st et eneae s ebene e e 129
ClEA TDVEO MIFOUTE. ...ttt b ket b ettt h et et b bt ne bkttt b et an s 129

[ o3VZG R g IOl 0= 1S3 o TU o TSRS 130
SNOW VO INTOUTE. ...ttt ettt bbb bt e b e b b et e b ebe b e b e bbb et et ebe b ebe st e se et e ebe b ebe s 131
SNOW IDVE MUIICAST-CAIM..... ittt ettt e et ea st eae et et et e e e s e e ee st eee e ete e e e eearenens 132

L3 TON VAN 0V I o USSP 132

35 Neighbor Discovery Protocol (NDP)...... .t essemss s s s s s 1134
(o[ g T oAV aT=Te | o] ol TSRS 134
VB NBIGNIDIOT ...ttt e bbbk bbbt e bkt s et b s et bbbt n bt 136
SNOW IPVB NMEIGNIDOIS. ...ttt b ettt bbbt ne et b et e st ettt et b et ene e e 137
IPv6 Router AdVertisemMENt (RA) GUAIT.......ciui ittt n e e e eneeeene s 139
AEDUQG IPVO NA FA=GUEIT. ..ot b bbbk b bbbttt b ettt b bt 139
(oY Tt E (]I OO TSROSO 140
POP I, bt b bbbkttt 140
IPVE NA ra—guard GTEACH—PONICY.......ccviuiirieiiei ettt b ettt et e b sttt e e nnns 141
PV NA ra—gUAIT ENEADIE.......ectiiieceei ettt ettt b ettt b ekttt e bt e e 142
IPVE NA T@—GUANT PONICY ...ttt bbbttt 143
[aptelaT=To=Te Rl ool ahalo T = o TH TSSO PSRRI 143

[ 0T= e 0 T = T OO OO SO OO USSP OURTUSTTRRUOON 144



foydal= et ] 3o T 1= o TSSOSO 146

=T l@ aT= o)L 4 T TSRS 147

T ANS M. 1.ttt bbbttt b £t b b s bR b bR e bbbkt b et bbb n et 147
[oTBLE TR [) 1=y 1T OO 148
FOUTEr—PreferenCe MAXIMUIM.......oiiiiieee ettt e e et e e e et e e n e e eeenees 149

L] 10TV ] 1T SRR PR 1150
SHOW iPVE NA rA—=GUEAIT PONCY. ... vtveriieeeieeietetee ettt bbbttt ettt n e 191

LU 1S (Y0 Fe oo ) o SRS 1152
36 ODjJECE TrACKING. . eeesuurrrrrrassssnrrrrrrassssssrrrerasssssseesseasssssseensesssssnnsssmasssssnnmnsessssssnnmnsensssssnnmnsnssssssnnmsnnssssssnmmnnns 1153
IPv4 Object TraCking COMMANGS. ... uiueeiirieieiirerteteiere sttt ettt sb et es et be sttt e s e e et et es et esebes et eeebeseneaeanenens 153
AEIDUG TFACK. ..ttt bbb bbbt b bbb e 153
DBIBY bbb bR e E b E R h b bR e bk Rt bbbttt 154

Lo =TTl g o] (T ] o PPN 1155
SNOW TUNNING=CONTIG TTACK. ...ttt ettt et e et e et se et eae e e te b e n e e e reeee e ane s 156
SOW TFACK .ttt bbb bbb bbb bbb bbb 157
TNFESNONIA MNETTIC. 1.ttt bbbt e ekt e ket e e e bt e e et et et e benens 159
TrACK INTEITACE 1D FOUTING. 1+ttt ettt ettt e e e et e ee e st e ae e E e e e s e eeeseeeeneeae e e s e neeseaeeneaeeneaneneas 160
Track INErTaCE lINE-PIrOTOCOL. ... c.iiiiiceiict ettt ettt bbbt e b s eb sttt st ete b ese b e en e 161
Track iD NOST FEACKNANINITY.......ciiviiciiee e ettt et bbb s e b st e e b e 1163
track ip route MEriC ThreSNOIO. ..o 1163
Track ip rOUTE TEACKNEADINITY. ... ettt ettt sb et e be b te b e st et nes 1164
TrACK rEACNEADIITY FEITESIN. ... ittt ettt et e et e bt et e e bt e s bt e ste s bt e steestesteesreanes 1166
TrACK FESOIUTION 1D FOULE ...ttt ettt 1166
IPVE Object TraCking COMIMANGS.......iieiiieiiieitsieeetesie e sterestesestea st ae e saeseseesessesesseseesesesessesessesesseseasessesessesessesessenens 1168
SNOW TrACK IDVB TOUTE......viviivei ittt ettt b et et b et e bt e st e s e e b e ssebe s e be st et et e sasaesearens 1168
TraCK INTEITACE IPVO FOUTING. .. vvtetiairietetit stttk etttk b ekttt 170
track ipVO route METHC TNrESNOIA. ......iiiviicieice bbbttt sttt ene s ene e M71
Track iPVE roUtE rEACNANIITY. ..o ittt e b s bbb b besr et e rens 172
LU= @ Q=T ] U Te] o T ) VZG B UL (= RS 173

37 Open Shortest Path First (OSPFV2 and OSPFV3).......ccccceceeerrmmsmssmemrrmmsssssnsmssmssssssmsssssssssssmmsssssssssmmssns 1175
OSPFV2 COMMEANGS. ...ttatttetenteeeteies ettt et s ettt ettt e bes et se et eb e st ee b et es e eeebebes e ae e b e b es e e eeebes et e et et en e eeebebeneaeabebeneasenenens 175
ST Te e o U ot SRR 175
BTEA NISSB. . vtettet ekttt et s et eb st bbbt bbb st e b b s £ b bR £ b bR bR E b b E bbb bbb bbb bttt 176
o1 ES T = T 1= T OO U OO O O TP OO O PSP RO U PP PP OO 177
BMEA STUD . ..tttk E e R b e bRt b bt en bbbt 179
BUTO-COST ...ttt b st bbbt e b b E bR e h b e b bR E e h e b bR e bk Rt bbbttt bbb 180

o 1T Tl ToJNe < o) FU OO RO TSRS 1181
ClEAN 1D OSPT STATISTICS. ...vvivieiir ettt bbbttt 182
oY o UTa T 0T 0] o | OSSR 183
Aefault-INTOrMATION OFIGINATE. ...t teutiteti itttk e b b s btk ettt b e bt e b st btk e et e sbenesbeneas 185

Lo U 0= o SO SSSTPRSRSRTRSRN 1187

Fo S STo ] 0 4T ] OSSPSR 1188
(01532 ot OO 189

QISTANCE OSPT ..ttt bbbt b e b bbb bttt b bttt h bbbttt bbbttt 190



(o153 | o1 = 11 | TP 1191

Lol (] o WY (= 5 o U OSSPSR 192
B oo a1V o 1= o Vot YOS TP 193
QraCefUl-rESTArt GraCe-PEIOM. . ... ittt ettt bbbt b bbbt b e bbbt b et sb et abe b s 194
Qraceful-reSTart NEIPEI=TEJECT. .......cii it 195
o= lo Sy U B =TSy = il 0 T Yo [T R 1196
GrACETUI-TESTAIT TOI.... ettt bbb bbbt bbb bbbt bt eb et e bt b e bt b e bt eb et et st ebenbene s 197
iP OSPT AUTN-CRANGE-WAIT-TIME......e ittt 198
ID OSPT AUTNENTICATION=-KEY ... .uiiitiietiiet ettt sttt ettt s b e seeb e s e et et etesseseeseneeseseetenens 1199
oo o el 1=] TS O O S TR ST SO RSO PTRPPTRON 1200
I OSPT AEAA-INTEIVAL ...ttt b ekttt 1201
o] o1 il AT [ R 1= a7 | USRS 1202
ID OSPT MESSAGE-TIGEST-KEY ...ttt ettt et b ettt b bttt et n et 1203
1D OSPT IMEU-IGNOIE........e ettt se e et e s et r et e e e e e snenea 1204
o o1 T 0o T USSR 1205
oo TT o1l oI5 142 E OO E OO U TP PURPUSRPRPPRON 1206
ID OSPT FEtrANSMIT-INTEIVAL ...ttt et e et ee st eee et e e e b e eeereseeneeeeneaneneas 1207
o] oy Aag= TSl T o (= TSRS 1208
oo R To = ler=T g oY are] g T ale 1= T OSSOSO 1209
MNAXIMUMI=DETNS. ...tttk bbbtk b bbbt b bttt b ekt b bt 1210
NETWOTK BIEA.....eeeieee ettt 121
PASSIVE-INTEITACE. 1.1cviv ittt ettt ettt ettt e b b e et et e b e b ke bt e b s e et st e b Re bt e et e e bbb b re e 1212
=10 1151 Ao T (USSR 1214
=10 11T AaT T LS ol o TSROSO 1215
TEAISTIIOUTE ISIS. 11ttt ettt bbbk s e b b st e 2 e b e s et e e b e b et e e b e b et ee b et et e et et eneee et ens 1217
LU (=T o SRS 1218
LU= 01T 0 TSRS 1219
SOV CONTIG: 11ttt ettt bbbt bbb bbb Rt e bbb £ bbb et e bkt bbb 1220
L3 L0V 0 10 1] o ) OSSPSR 1221
L0 AT o T 01T = ] o) USSP 1223
SNOW D OSPT AATADASE. .....cvieictiicc ettt et et b e b b ettt a e b ere e 1224
Show ip 0spf database aSr-SUMIMEAIY ..o 1226
Show ip OSPT databasSe EXTEINAL........ciiieiiiiieie ettt b et a et aesesaene s 1228
ShOW iD OSPT dAtADASE NETWOIK.......iiciiiciicieecest ettt bbb bbbt se et nnens 1230
Show ip 0SPf database NSSE-EXTEIMAL ..ot 1233
Show ip 0SPT databasSe OPAUE-GIEA...........cceiiiiriiiieiee ettt e ettt b te s seen e 1234
Show ip OSPT databaSE OPAGUE-S.....c..cuiiiiiicii ittt se bbbt e b b et ra et e b be s eresaenesreneas 1236
show ip ospf database OPAGUE-TINK...........ieeiiiicir e 1237
SNOW ID OSPT AATADASE FOULET .......cuiiiiiiiiee ettt bbbttt e b bt bt seene s 1238
SNOW iD OSPT ABTADASE SUMIMAIY....cuiitiiiiiiciicieciese ettt s e e se e e seeseeseeseasaeseaseaseeseaseaseeseaseaseaneas 1241
SNOW 1D OSPT INTEITACE. ...ttt bttt e ettt et e e e eae e ene e 1244
Lol A o X oS o)l 0= | ] o] USROS 1246
SNOW 10 OSIT FOULES.. ..ttt ettt bbbttt b bbbt et et e s b s e e b s et et e be b e be st reabe e b ses 1247
L0 A ST OIS o =1 = XY TSRS 1249

SNOW iD OSPT TIMEIS FATE-lIMIT....etiieiiice ettt s b et et st seseesenneneas 1252



SNOW 1D OSPT TOPOIOGY ..ttt ettt bbbt bbb b bbbt bbb bbbt b e ebe 1253

Ul gl A= 1o [o (=TS R 1254

LRl LTSI o RSP SRRRS 1255
TIMES TNIOTHIE IS8 @l1.....eee ettt bbbttt et e 1257
TIMErS TNFOTLIE ISA @ITIVAL ...ttt ettt eene e e ne e e e e s e e ereeeenes 1258
OSPFVE COMMENGS. ...ttt bbb bbbt bbb bbb bbb bbbt bbb 1259
ArEA AUTNENTICATION. ....cvt ettt bbbttt bbbt bbbttt ettt et st bebene e 1259

21 gSTs =T a otV o] ulo] o FENU TP T PSP PE U PR SR PTSRUTRURIUN 1260
BTEA NISSB. vttt ekttt et s et eb btttk h et b bt e b b s £ b bR £ b bR bR b h R e bk bbb bRt b bbbttt 1262

21U (o R oo 1= SO OO O USROS 1263
ClEAN IDVE OSPT PrOCESS. .. vvtvivtterit ettt bbbt h bbbttt b bbb b ettt en e 1264

Fo ST o Ul T )Y/ et ol o) o TR SRS 1265
AEDUQG IPVO OSPT BVENTS. ...ttt ettt bkt bbb bbb bbbt 1267
AEDUQG IPVO OSPT PACKET. ...ttt bbbtttk b et 1268
(oY o Ul N1 01V et o1 o 7SS 1270
Aefault-INTOrMATION OFIGINATE. .. .. ettt ettt bbbkt e bbbtk ne bbbt et et 1271
Qraceful-restart GraCe-PEIIOMA. . .....uuiiiiririe ettt ettt bbbt 1272
o= To Sy U B =TSy = il 0 T Yo TSRS 1273
VB OSPT GIB8.. e vevitieicti ettt ettt et st r ettt et et b e st Ae b ae bbb et b e b Ae b e R e bbb et ebe et eRe b e s et e et et erenrens 1274
IPVE OSPT AUTNENTICATION. ... ettt et e e se et ae e ee e e be st et e se e st eaeseeee e ene e aneeas 1275
oV e R ot o)l o0 1= Rl oY=l o] oo TSRS 1276
VB OSPT COST. ittt ettt ettt ettt ettt st te b s b e e et et et e s b e s e e b e s s e b e se et et e b e et esesbese e b ess et e b et e st ebe et en e ebe b ebe b erenrens 1278
VR et o] la [=7=Te Bl 1 (=T V= SRR 1279
OV N oXs] o =T aTeT Y o)1 To ] o TH TSRS 1280
ipVB 0Spf graceful-reStart NEIPEM-TEIECT. ... ....ii ittt es 1281
IPVE OSPT NEIO-INTEIVAL ...t e ettt ettt e st eee st e e e e e s e eeereeaeseene e areneas 1282
o3V N o] o]l o] o L 112 SRSRS SRRSO 1283
VB TOUTET OSPT . ittt ettt ettt ettt ettt et es e et s s et e b et et e s s et e e b e s s a4 e s s e b e b et et e s e ebes s et ess et et et e b esesaeneabessanennas 1284
MAXIMUMI=DETNS. ...kt bbbt b bbbttt btttk ettt b 1285
PASSIVE-INTEITACE. 1.1 vev ettt ettt sttt et et b e R e bt e et be bR bR e bRttt ettt bR e b ettt nee 1286
=10 Ky (] 0T (YOO SOOI 1287
LU =T o USRS 1288
SNOW CrYPTO IPSEC PONICY .. cvvvieietiieie ettt ettt b se st e se b e e et et ebe st ese st e se s e e eseeenas 1289
SNOW CrYPTO IPSEC S IPVO...cviiiiviictiice ettt bbb bbbt b et et e et ettt be b ete b e e 1291
SNOW IPVE OSPT ABTADASE. ......ecveviiicece bbbt 1293
SNOW IDVE OSPT INTEITACE. ... vttt b et b ettt b et sa s e e be st e be st et e e e sestesaeae st ateneas 1296
SNOW IPVE OSPT NEIGNDIOT ...ttt b ettt ettt bt aeeeen e 1298
L]0 ST oo 1= q SRR SSSSRTR 1299

LRl LTSI o OSSP 1300

38 Policy-based ROUtING (PBR).........coiimiiii s s e s s e e r e e a e s ae s ne s s nnan 1302
B CTIDTION. 1.tttk e ket e bk e e h ket h R R R e Rk e bbbkt ekt nnnas 1302
I TEAIMTECT-GIOUD. c.. ettt bbb e bkt b ke h b bt E b b4 bbbt e bbb s et e bbbt ab bt et an et 1303
o EYo T g=Twd ol AT OO O OO SRPRUTPRPR 1304
01T 010 0 USSP 1305

LYo 1Yo} TR 1307



SNOW CBIM PIOT bbb bbb bbb bbbt 1310
LoV A ST =T 1= T 1] RSSO 1311
39 PIM-Sparse Mode (PIM-SM)........ccciiiiiminieiiissise s s s sss s s ssssss s nssssssssns s 1313
[PvA PIM-Sparse Mode COMMENGS.........ovieiiiieiiiieiei etttk en b 1313
o 1T 1ol o)l a T o R 5= o] o] T TH TSRS 1313
(oY= T oI o111 4 T o RS SURP S SPRPRR 1314
AEIDUG I Pttt b ekttt h ekt b et bbbttt b bbbttt 1315

o o)l gl o< e oTa 4 /= TSRS PTRRRRRRON 1316

ol ol nal o TSIt o=TaTe [0 F= L= TSP 1317

o3 o]0 a1 | o1 (o)1 YU 1318

ol o) n a1 ] T 1 L= SO S S P 1319

D PIM INGIESS-IMTEITACETNIAD. ¢. v cteteteeete ettt ettt ettt ettt s ettt e s et b et e s et e b et e s et et et e s et eeebet et aeebereneaes 1320

o3 o]0 0N a =16 | a1 0T e 111 1= S 1321

ol o)l ale [N YA 1 (=T | RSSO PRRRSRION 1322

ol ol aa I E=To (=T 11 L= OSSR 1323

D PIM FP=BAAMESS. ¢ttt bbb bbbt bbb bbbtk b s 1324

o o)l ala o RTerclaTe [for= (TSRS 1325

ID PIM SPAISE-TNOE. ... cvivieiitiiete ettt ettt ettt bebe st e te b e s e et b et e b ebe b ebe b ese et ess et e b ebe st ebe st ese s s e e ebeners 1326

i PIM SPArse-MOAE SG-EXPINY-TIMIEN . ..c.ctriirititriireitie bbb 1327

o o)l AT n g E =T o = OSSR 1328

ID PIM SPE-TNMESNOIA. ...ttt ettt b et b ete st e s et e se et e e ebe s ebesbeneas 1330

NO iP PIM SNOOPING Ar=TIOOM. ...ttt ettt r et ananes 1331
SNOW 1D I DS =TOUTEN ...ttt a e st et et et et et e ss e s e eaeseebe e ebessesesnenesseneas 1332
SNOW D PIM U INTEITACE. ..t eveiee ettt et e et e et e b et e e et et et e be b et e tebeeens 1333
SNOW 1D PIM NEIGNIIOT ...ttt a et ettt e ese et eae e ete e eneneene e 1334

L3 TO VAT o 1 o] g o TP 1336
SNOW ID PIM SNOOPING INMTEITACE. ... cveueieetiee ettt b et b et b etk se et e bt be et 1337
ShOW ip PIM SNOOPING NEIGNIDIOT ...ttt bbbttt 1338
SNOW ID PIM SNOOPING THD....vvvviiiiieiee et sb et ettt b e sb e eae e et s enesberennas 1339
SNOW 1D PIM SSIMImTANGE. ...ttt bbb bbbt b etk e ekt b b e b bt be stk e et e bt e eeens 1341
SNOW 1D PIM SUMIMIAIY ...ttt ettt se ettt e e b e st ee e st ee et ebe e ete st eneebenesee e eneneene s 1342

LY TO 1YV o 1 o] I o TSRS RS PTSRSON 1343
SNOW FUNNING=CONTIG PIM .ttt btttk b et b e bbb stk e ket e bt s b e bt et et et e et e e 1345
[PVE PIM-Sparse Mode COMMEBNGS. ..ottt ettt 1346
o 1T 1T AL I o] 4 o RS SORPRSRP 1346

(o (ST oT8[o N1 01V 28 o111 o OO OO TR 1347
IPVE PIM DSID0OTAET ...ttt bbbt 1347
oVl ol aal ot o= aTe o =1 (YU SRR RTPTSTT 1348
oVl ol wale [ o Ta o] ) Ay 2SSOSR PR PPRUSTPRPSRPRION 1349
IPVE PIM QUETY-INTEIVEL ...ttt ekttt b bbbttt 1349
oVl ol T o=l [ T3 OSSO 1350
IPVE PIM MP=CANTIAATE. ... cvivetitiiete ettt bbbt b et bbb ete b e s e st e e et e b ebe st ebe st e s et e b ere b ere e 1351
IPVE PIM SPAISE-TMNOTE. ... vttt ettt b bbb bbbttt b ettt b bt n et n e 1352

IPVE PIM SParse-MOAE S-EXPINY-TIMEl .. ..cviiiiiieeieei ettt sa ettt e bt e e seesesae e sse s esesare e 1352



IPVEO PIM SPT-TNIESNON. .. ettt ettt bbbt bbb be b b e b e et e b ebe b ere e 1353

SNOW IPVE DIM DSI=TOULEL ...ttt ettt 1353

SNOW IDVE PIM INEEITACE. ... .cvi e ettt bttt st et s e bt e te b se st seen e 1354

SNOW IPVE UM NMEIGNDOT ...ttt ettt ettt bt eb bt e b n e 1355

SNOW IDVB PIM TPtttk bbb bbb bbb bbbt n e 1355

SNOW VB PIM SUMIMIAIY ..ttt ettt ettt bttt b et e b st et et Re b et e et et ab et ebe st e te s ene st eneabe e s nee 1357

SNOW VO PIM TID. ittt sttt et st be b se b se et et ebe st ebe st re et e e re e ens 1358

L (0N oo o Y, Lo gy o] T o PP 1360
oS STo ] o) 4T ] OSSPSR 1360

=T 0] RO E TR U RPN 1361
MONITON MUITICAST-GUEUE.......cvtrereiieer et bbbt bbbt b et n e 1362
TTIONITON SESSION. ... vutttttettes ettt et b bttt b bttt b ke s £t b b st E kb8 E b b8 e b b st 4 bbbt 1 0 b b ee bbb h et bbbt ettt an bt 1363
=S 10 1 SO OTOTSSOTURSTTOTPRTOO 1364
SNOW CONTIG. 11ttt bbb bbb bbb bbbt 1365
SNOW MNONITOT SESSION. ..ttt etttk bbb bbb bbbt b et b btttk ettt eb e 1366
ShOW runNiNG-CONTIG MONITOT SESSION. ....c.vetiietirietiitei ettt sttt ettt bbbt b et ekttt be bt st se st e e bt ebesbebesbene 1367
SOUICE (POIT MONITOMING) v tvvvettieirrereie et er ettt ettt r ettt b et r ettt bbbt bbb bbbt n et 1368

41 Private VLAN (PVLAN)..... s s s s e s s ms s s er s e s e e e e e s e s e s s na e m s smmmmmnmmnans 1371
ol [Toz= B o 0 g Vo= Iy o JE OO SOE RS SSO TSRS RRP RPN 1372

ST AV L ESTY = o T o 0T L= OSSO 1373
private-vlan Mmapping SECONTANY-VIBN........cccciiiiiii ettt saesesbe st e st testesesseseaseseeseeens 1374
SWITCHPOIT MOAE PrIVATE-VIBN....c..iiiiiiiieies ettt et e et e b et et e b et e beaeten 1375

42 Per-VLAN Spanning Tree PlIUS (PVSTH).....ciiirccramrrrirassssnrrrrerasssssreresrssssssseresrassssssesserassasssesserassasssenserasss 1377
Lo (STt el g0 4 o] o T OSSO OO TSP PE PSS PTORPOPRPOPIPRRION 1377
L0112 oSO SO PE USSR PEUPTROPU 1378
L= Lo ISV (=T 0 T O RR 1379
[olgeyeleleIIEcTo = Ta T aTe g =TI o 1Y) ST 1380
SNOW SPANNINGTIIEE PVST.. .ttt b e bbb bt b bbbt b e e eb et e bt b e st bt eb e et sbene 1381
SPANNINGTTIIEE PVST... ettt e R et s et s et et e et e et e e e s e e e e reeeeneenns 1384
SPANNING-TrEE PVST EIT=TISADIE.......ev ittt sb ettt be b e et e st eseebe st ete s areeas 1387
EC-TIUSNI=STANAAIT. ...tttk b bRt e ekt e bRt et b et ettt e bt et rene s 1388
VIBN DIIAGEDIIONTY ..ttt bbbkttt b et bbb 1389
(VL= IR o TRYYZ= o B Y= S 1390
VIAN NEIO-TIMIE. ... ettt bbbt b b bt £ e bRt bkttt et et 1391

AV LT 4 DT o =SSR 1392

43 Quality Of Service (QOS).....uuuiiiceecrrrrrrsssarrerssssssmrrerssssssmreessssssmmreessssssnmmneessssssmmmnenssssssmmmnenssssssnmmnensss 1394
Global CoNfIGUration COMMEANGS.....c.cviveueriririeietee ettt sttt sttt se bttt be b e st e s et es e e esebes et st ebebeneaeebeteneasanas 1394
QOS-TALE-AAJUST. ... vttt et b bbb 1394
PEr-POrt QOS COMIMEANGS. .....vtetiriieitet ittt bbbttt b e st b bbb bbbttt et bt es 1395

o oyutl o T o T4ToT 1 4V 2SO T TR TRPPRRPTRRO 1395

TATE PONICE. 1. vtttk h kbt h bk R bk e Rk Rk Rt R bRk h bbbt n bttt 1396

L= LES RS =T o= TSSOSO 1397



SEIVICE-ClaSS AOTTD-MBPPING. «+ v eerereteterererteteteerteteie ettt be st ee et er et et es et et et ese st et et ebe et abebe s et absbes et anebereneaes 1398

LT Vet ol o 1o |V =T al oo o af TSRS 1399
S A gTo o ol VAN a1 Iy TSRS 1401
Policy-Based QOS COMMANGS........coouiiiiie ittt ettt ettt e ettt e st e st e et e s bt s st e et eebe e st e et e sbessaestesbee e 1401
DANAWIATN-PEICENTAGE. . ..v ettt bbbkt b ket ee bbbt es 1402
o= IS = o TSROSO 1403
ClEAI GOS STATISTICS. ..cviviuiitiietiitete sttt ettt sttt ettt e st s e b se et et et e st ebe s b ese e b e s et e s ebessese st essebe s ebe s eresbenesreneas 1404
ESCTIDITION. 1.tttk h e bkt h £ h bR R Rkt R kbbbt 1405
MNATCN 1D BCCESS =g OUD. vt terttertetetertatestetestetetetesteresseseasessasessasessasesseseasessasessesessasesseseeseseasessasessatesseseaseseasessaseneas 1406
MNATCI I TSCP. 1ttt ettt ettt sttt s e et e b et te b e s e s b e s s e b e b e ket et e st ese e b e ss e b et et et eRe et eseebe st te st etenrenen 1407
MATCN ID PrECEUENCE. . ... vttt bbb b bbbt bbbt n et r e 1409
LpT= et TN o IRV F= o TSRS 1410
L= 1 (@] a T € IR PP PPT 14N
MATCN MEC BCCESS=GIOUD. . vvtvertrterisiareteits ettt et bbb s ket eb bbb b b st b ekttt b ekttt e bbbttt eb ettt n ettt en e 1412
Lant= et T 0T oo (o) | o TP 1413
MNATCI IMIBC VI8N, bbbkt b bt bbb s b ek bbb b e b b £ bt ekt b b b e bt e et et ebe s 1414
PONCY-BGMEGATE. 1.ttt ettt bbb b b E bbbt 1415
[010] 113V =T o I T T 0 TSRS SRSSESSTPRSRSRIN 1416
POlICY TP =OULDUL. ..ttt ettt s et s e st e st et e s e st e st e st e st e s s e st e st e s e st e s e e s s aseess e s s enaenaenaaraanaaraanes 1417
QOS=PONCYINPUL. ...tttk bbb bbbt bbbttt b ekttt b ettt b et e 1418
o0t T oo )1 03Vt UL o TV TSRS 1419
QUEUE BOTESS 1.t erttutreseaeteseseatateseseasauesesestaeaseseseaeaseses e s aseses et eeebes et eeebeE e st aeeEeE e s et eb e b e s et et e bes et eeebeb e st e ebebe s et abebeseneaes 1420
QUEUE INQIESS .. trvertstiet ettt sttt sttt b bbbt bbbt h bbbt b b bt bbbt bbbt b bbbt b et n s 1422
L= L= 10 1o TSSO 1422
LRt A= o 1= T OO OO ST SO PRORPREPPTRP 1424
SEIVICEPONCY INPUT .tttk b et bbbkt ek etk b et e bt ne bbb 1425
SEIVICE-PIONCY OUTPUL ... ettt ettt sb ettt e et e b ese s b e e e bt ebe s e e se b esees e st eb et ese st esesbene st eseereeenis 1426
SEIVICE-GUEUE. ... evevevteteaeetetete et eseetessete s e te st ese st essebe st et et ek e s et e e b es s o4 e st et e s et e es et e eb e s s e b es s et e s esesaese et essebessebe s etesseseabensabennas 1427
] U 1428
SNOW GOS ClaSS=IMIAP. ...t etiietiiieititetistete et sttt ettt b et e b b ese b ese e s et et et ese s s esesbesees et ese s esesbesesseseenensens 1429
SNOW QOS AOTTP-GUEUE-TMEPPING .. everveierteriate et sieiest ettt ettt b bttt ebe bbb st sb et ebe st et b bt sb st et e et e ebesbese e 1430
SNOW QOS PONICY-TNIAP. c.. vttt ettt b et bbbttt 1431
SNOW QOS POlICY=MAP=INPUL. .. ettt ettt sb e eb et e b b e te b e e sb e s e ebe e et b enesbere e 1433
SNOW (OS POICY-MAP=OUTPUL. c.e.teteieitesteste st sttt st st et e st tesbe st e tesbesbe st e s besbesbesbeebesbesteabeabeabeateebeataanesranrenns 1434
SNOW QOS GOS-PONICY-INPUL.....eviviiictiie bbb 1435
SNOW OS GOS=PONCY-OULPUL. .. e.viiiieiieteicteicie ettt et te bt e st et e sse e ebe st ebe s ebe b etesseseete e asessaneean 1436
SNOW OS STATISTICS. 1.t vvverreiietietietieie ettt ettt et et e e e st e st eseeseeseese et e e seesa e s e eseeseese et e asaeseeseaseaseeneasaasaasaaseaseas 1437
SNOW QOS WIEA-PIOTIE.. ..ttt 1439
TEST CAIMI-USATE 1.t tvtteiete ettt ettt ettt et e et b e te bR e e b e eb et e bt eRe b e s e b e s e et e e b b e be b e s e b e s e et e et b ebe b e s e nne e en s 1440
LTS aTo ) o OSSOSO STSTTTRTOTR 1442
L] SRS 1443
L= OO OO S O SORTEPRRPRPP 1445
LT =To [ Yo o OO OSSOSO P PTSTRPU 1446
WIEEA-PIOTIIE. c. ettt bbbkttt bbb 1447

DO @el o gV F=T o T 7] p 2l g 7= T o TSRS 1448



OIOS ASCP=COlOMMBP ..ttt ettt b et b et b ket b ke f et bbbt b bt b kst b ket n bt ennes 1450
CJOS ASCP-COION=PONCY ...vvvviiiiiiiiiititiei ittt 1451
SNOW QOS ASCP-COlON=PONICY.....cveviiiiiicieitie et 1452
SNOW OS ASCP-COlON=TNAP. ... ettt bkttt skttt bbbttt b bt ne ettt ne bt 1453

44 Routing Information Protocol (RIP).........ccccuiiiiiirerr s s s s s s s 1454
AUTO=SUMIMIGIY 1ttt ettt ettt ettt eb et e bt e et e e eb b e e bt e e ab e e eh b e e bt e e bt e e 2 be s e bt e e eb b e e beeesbeseb b e e eb b e e baeesbesebbeesbbeesbbeesbeseabesetbeesbee e 1454
Lo 1T o I ] o TSRS 1455
oY o UTa I o 1 1o TSRS 1456
AefaUIt-INTOrMATION OFIGINATE. ...t tetitetiitee ettt ettt b b st b et b e bbb bt b e stk e et e b et e st st et ne et e e 1457
[0S U 0= o OSSPSR 1458
Fo S To ] o) 1] OSSPSR 1459
Lo 1S3z TSSOSO 1460
Lo (g o UL (= 5 | TSRS 1461
QISTIDULE-TIST QUL ...ttt bbbttt b bt b ettt e bt 1462
ol 1] ISl AT (V=T T TSRS PRSP 1464
I TID TECBIVE VEISION......ii ettt et s e et e et b e s et e e e seen e s 1465
ol g o I 1=TaTe IVZ=T 5] 1o ) o TSSOSO SRRSO 1466
1D SPIETNOMIZON. .. ettt ettt bbb bbbt bbb bbb be b te bR e bbb e e be b te b te b s et 1467
MNAXIMUMI=PETNS. ... bbbttt bbbttt b bbbttt b bttt b ekt ettt b bt 1468
LT ] oo TSRS 1469
METVWOTK .11ttt etttk b a4 2 £ e R 2R €424 E 2R £ £ 44 £ e R £ e 4 E e E R £t 4 £ R e R e £ 4R R e R e R £ AR AR e A £t e bR Rttt en et r et s 1470
Lo £S7= 117 SRR 1471
Lo TU L 01U e 1= USSR 1472
[0 I SR [ 01 ] = [T SRS PRSP 1473
=10 115U o T (SR 1474
TEAISTIIOUTE SIStttk bbb bbbt b b s e b b st b b st b bbb bbb bbbt 1475
TRAISTIIDUTE OSP ... ittt ettt b et b et et e b be b oA e b e b et b ebe b ebe b e s e et e s et et ebe b ese b e e er s 1476
LU (=T o SRS 1477
LY L0V 1T TSSOSO 1478
SNOW D D AATAIASE. ...ttt sttt s s bt be b e te st e se s b e st e be b e be st etesbeseabensabeneas 1479
SNOW TUNNING=CONTIG Tttt ettt ettt a et e e et E et e st ee e st eee e eee e ate e e s e eae st ene s ane e aneeas 1480
TIMIEES DBSIC. .ttt bbb bbb bbb b h £ bbb bbb bbbkttt 1481
1V =1 o] o TSSOSO OSSOSO 1483
45 Remote Monitoring (RMON)..........cccriiiirccrrrrr s e s resssse s s e ssmse e e s s s s me e e e s s s smme e e e s sassamsennessansanns 1485
L aale a == g o T OO OO OO TSSOSO 1486
[gaale]aleto]l[=Tei o] a T a1 (51 (0] oY /TR 1487
FMON COlECTION STATISTICS. ...ttt ettt ettt e b e st e e eae e eae st ese s b e reee e e eee e eneneeneneeneneas 1488
TITION EVENT ..ttt ettt b bbbt bbbt b bbb bbb bbb bbb bbb bbb bbbt bbbt b bt 1489
[aale ol aTa == 4 o OO OSSOSO 1490
L] 0102V 0 T ) 1SS 1491
SNOW FTNION BIAIMNS. ...ttt bbb bbb bbb bbbt bbbt bbbt bbb 1492
SPIOW FTNION EVENTS. ...tttk et b b s £ 4R £ e 4R e R £ 2t e e b b n e e e b b es e e e b e b e s et eb et e b et eeeberentananas 1494

S Lo A a Lo a T aTORr=1 = 1 0 TP 1496



] T LYY g T a1 aLS] o Y2 TR 1497

L] 1011V g 0 T N [ TSSOSO 1498
SNOW FTNION STATISTICS. ...ttt b bbbt bbb b bbb bbb bttt bbbt 1499
46 Rapid Spanning Tree Protocol (RSTP).......ccccuiiiiiicmniinmsini s ssess s sssns s 1502
T To {0 TSTe o] o 1 Y7 OSSP 1502
oLt o WTo Yot alal ale B (=Tl ] o TSRS 1503
[o <TTo ] 04T ] OSSOSO SESSTPEP SRRSO 1504
QISADIE. .. b E R R e Rt bbbttt r et 1505
R{O1 Y= To e ()= AR 1506
1= o T Al oY= OSSOSO PSSR 1507
LTS G 0T TSSO U ST SRUPSE ORI 1508
[olge]telele]IEcTo = Ta] T aTo g =TI £ 1 o TSRS 1509
SOV CONTIG. 1.ttt ettt bbbt b bbbt £ b bR b bR £ b bR £ bRt ek b Rttt b et ebenes 1510
LoV AT ot a1 aTe R (ST ] o S 1911
YL LTI Te e (LT 1 o SRS 1513
TC-TIUSII=STANTAIT. ...ttt bbb e bbbt b h e bt b et b et e bt b e st ek et et e b ettt e bt et ne et e e 1515
47 Software-Defined Networking (SDN)........cccccurriiierrarerrinressmmerrs s sessmcerrs s s ssmme s se s s samme s se s s ssammesees s smmmenes 1517
12 T= o U ] 1 Y/ 1518
AAA ACCOUNTING COMMIBNGS. ...ttt aeetetestreetetes et eeetesee st teses et ebeseseasetetes e e seebes et eeebebeneaeebeben e s asebeseneaeabeseneaeanesens 1518
888 ACCOUNTING ...ttt e e s st e e e et e e st e e e e e e n e e n e 1518

= TatoTo 1] 1T TSRS STPRSPTSRSRON 1520
088 ACCOUNTING SUDDIESS. ... .eettteteteueateeete sttt stetesteseabeseate st ebe st ebesbebeabes e ab et ebe e eb e s b eb e e b eh e e b et ek et ebe s b ebenbesesbeseebe e abeneenes 1521
888 TAAIUS GIOUD. 1. vttt sttt etttk eh etk s etk h et e b b et e e b b ea e bbb st e bk h et e bbb et e bbbt se kbt ne bt es e e e 1522
SNOW BCCOUNTING. ...ttt ettt sttt et et e e s e b e se b e s et s ebe b e se b e se e b e st eb et ebe st esesbenensesaeseeens 1523
Authorization and Privilege COMMENGS........ccoiiiiiiiieieretee ettt sttt b ettt sttt nene e 1524
LTI T ] 2= Y (o o USSP 1524
883 AULNONZATION COMMEANGAS.......cveuieiir ittt bbb bbb bbb bbb bbb 1525
aaa authorization CONTIG-COMMEANGS.......c..ciiiiiiiiee ettt bbbttt et b et sb et ebe et s 1527
T = (ULt plel g4z 1 T0] A== o SRR 1527
privilege level (CONFIGURATION MOTE)......cucuiiiiieiiiriieiet sttt 1528
Privilege 1EVEl (LINE MOE)... ..ottt ettt b et b ekt b bbbttt 1530
Obscure PasswWord COMIMANGS. .......cvirieireeeeee et eeeseaeeeaseeeseaeeseaseseaeeseaseneaseasaseaseseaseneasensasesasessns 1531
SEIVICE ODSCUMNB-PASSWOITS. ...vtuveviiisietiietestese sttt ee e tete st e e be e e teseesessesessese st e s esessese st esesbeseasessesessesesbesesseseesessenes 1531
Authentication and Password COMMENGS.........ccciiiiiiieiieiie ittt ettt b 1532
888 AUENENTICATION ENADIE..........cviiiiic bbb 1532
e T I (ULt al=Y a o= Lu o) T (oo [ TSRS 1533
BCCESSClASS. ..ttt ettt bbbt b bbb E R bR bR R bR b £ bbbttt ettt 1535
888 reaUTNENTICATE ENEDIE. ..ot 1536
ENADIE PASSWOIT. ... vttt ettt et e te b ete bt et e s e e be s et s ebe b e R e b e s e sbe s e ebe e ebe b eRe b e Renb e s e ene sttt ene b ere e 1537
€NAbIE SNA2DB-PASSWOIT......cuiiiiriitiictieese ettt et et et et ess et et et et ete s e ese s b ese et eneebe s reeans 1538

L2 a=T o)L= £y T (T SRS 1539
ENBDIE SECTET. ...ttt bbbt bbb bbbt b ettt bt 1540

[OGIN AUTNENTICATION. ...ttt bbbt bbbt s e b b eb et b bbbt e eb sttt ebe e abe e 1541



|02 TS5 o] o TP 1543

PASSWOIU-BTITIDUTES. .....vceciteee bbbkt b bbbt n et en s 1544
SECUME-Cli €NADIE. ...t bbbt bbb bbbt bbbt 1546
SEIVICE PASSWOIA-ENCTYPTION. .1 ttitiitiitietee sttt sttt teebe s bestestesbeebeebeeteabeabestesbesbestestearesrensenseneens 1546
L] L0V o117 1=T o 1= OSSPSR 1547
SO USEIS. .ttt e ket E s e b b £ bbb e bbbt bbbt r bt 1548
TIMEOUT IOGIN FESPONSE. 1.ttt ettt ettt sttt bbb bbb bbb e bt b st e bbb e bt s b e bt s bt eb et e bbb e st bene e 1549
Ul =T 0T T T TP PPN 1550
RADIUS COMIMANAS. ...ttt bbb bbb bbb bbbt b bbbt bbb bbbt 1552
338 radIUS AUTN-IMETNOM. ...ttt ettt bbbt bbbttt n e 1552
o 1= ST 1553
Lol gl = 2T 1554
(ol0T= T oo 1¥ a Tt oo ] o PR PRTRP 1555
COB-QISADIE PO ...ttt bkt h bkt e bbbtttk 1555
COB-TEAUTNENTICATE. ...ttt bbbt bbbt b et bbb 1556
Lo (ST oI o N =T U OSSO 1556
TSP TIMEOUL..c. ettt b ekttt b ekt b ket b b bttt b bt et b ettt n et 1557
QIS CONMNECTUSET ...ttt bbbt bbbkt b bbb b bbbt b bt b bttt 1558
AYNAMIC-AULN=BNADIE. .....ccviie ettt e ettt e et e e et e et e e bt e ste et e sbtesbeesbesbtesbestesreesbesseesreeas 1558
ID FAAIUS SOUICE-INTEITACE. . ... ittt stttk s etttk st b bt nn bt nn e 1559
01 TSP 1560
(R0 [0SR0 Y] 7= a a1 @3- LU 4 TR TR PTRTT 1560
radius-server attribute INCIUJE-IN-8CCESS-TE.......covriuiiirireiei e 1561
FAAIUS-SEIVET JEATTIME. ...ttt bbbt b bbbttt bbbkt 1562
TAAIUS=SEIVET GIOUD. ..t tvrerteteresesteteaeeeateteseseesetesesestesese e sesese e s asese st e es et ese s e e b et ese e b et eEe et ebebe et et et e sttt et ene e b enenenens 1562
2T LU =T g Tt PSSR 1563
TAAIUS=SEIVET V... ititiiiiiet ettt b bbb bbb bbb bbb bbbt bbbt bbb 1566
Lo I[U ISRV =LY AP 1567
216 LU =T g =] =T 1] ] TSRS 1568
FAAIUS-SEIVET TIMEOUL.....tctittitet etttk b bbb bbb bbb bbbt bbb 1569
L= 1S 10 1 OSSOSO OSSR 1570
Lg=T0] P2 o T g0 (T ey 1) ATVl T (o Y AP 1571
LOTMINATE-SESSION. ...+ttt ettt b bbb bbb bbb bbb bbb bbb bbb 1571
TACACSH COMMANGS. ..ttt ettt ettt ee et s et et ebe s et et e b es et e e e bes e st et e b eEes e e e ete b e s et e b et es et et bes et asabetensaeanerens 1572
TACACS=SEIVET GIOUD......eueeueieieieeieetiee st st se e s s et e e e e s e et e s e e e s e e e s e e b e e e e e e e ee e se e e s e s e e e et e n e en e se s e ese s 1572
Fo T o U Ta T = Tar= [0 F OSSPSR 1573
ID TACACS SOUMCE-INTEITACE. 1.ttt ittitiiti ettt ettt bttt be et e be e be et e e beebeebeabeebeeteebeebeabeabeatearenre e 1574
TACACS=SEIVET GIOUD......eueeueieieiteieeteee sttt e s st e e e e s e s e st e e e e e s e b s e e b e e e et e e e e e e b s e s e s et en e e e e e se s 1575
TACACS-SEIVET NOST....viiiitet ettt bbb bbbt bbbt b bttt b bbbttt b e 1576
L= 07 OISRt Y/ g () TR 1577
TBCACSSEIVET VIt ettt bbb bk e b et et e b et et et et et et et et et et et et et benen 1578
Port Authentication (802.1X) COMMEANGS.......cviiiiirieirieeset ettt st sse e ssesessessesesasessesesseseasens 1579
dot1x authentication (CONTIGUIATION)........ieiiiieeiririe ettt e et b bbb st annas 1580
dot1X aUThENTICATION (INTEITACE). ... .ttt ettt 1581

(o a0 =W T 1= T RV = SRR 1582



Lo [ 1 = (U =T Y=Y PP 1583

AOTTX GUEST-VIBN ..ttt b bbbttt bbbt en s 1583
o oyt a gt o (WL Al 0] = i< TSRS 1585
AOTTX MNAX=BAP-TEG 1 vttt everretestetesteteste st st et ete b e te st e te st eseate st ebe st ete b ete st et s abe s s ebe st et e b et et et e et e s e ebe s s ebe s ebe b ebe st eseabe s avessatenan 1585
Lo oY ut Dt oTe i et ] 1 { | USSP 1586
o oy ut Qo U]1=) o =Ty To o TR RSSO 1587
AOTIX FEAUTNENTICATION. ...ttt ettt s ekt e etk e b e st ettt e st et et e s et seeber et s 1588
Lo ot Dr Q=T TU 1 o e = OSSR 1589
AOTIX SEIVEI—TIMIEOUL. ..ttt bbb bbb bbb bbb bbbt bbb 1590
AOTIX SUPPICANT-TIMEOUL. .. ..viuietiietiiete ettt ettt sttt s et b et et be b ese st e e et e b et e b ebe st ese st e s eresseresrenea 1590
Lo oy ut Dt T o1 oo SRR 1591
SNOW AOTIX INTEITACE. ...ttt bbbttt bbbt b bbbttt b et 1592
SSH AN SCP COMIMANGS. ...ttt ettt ettt etttk es et st ebes et et eb et ee et et e st eeeb et e st aeebebeneaesbebeneneenenne 1594
(o1 aY] o1 LO T (=1 o [=Ta =T = =SSP 1594
CIYPTO KEY ZEIOIZE ISA...uiuiiiiiiitiieee ittt ettt ettt et s et et e e be st et e b e s e b e e et st ebe b e se b e s e ebe s eteseenesbene e 1595
(o (ST oI [o 1o JE=] o TH TS OTOUSTOEOTSTOUEU USSR PSPPI 1596
I SO TOPAIN .tttk h ke h kR bbbt bbbkttt 1597
ID SSN AUTNENTICATION-TETIIES. ... evitiiieteieie ettt bbbt et b e se b s e eb et ebe s et b re st e en e 1598
ip ssh challenge—responSe—autNENTICATION. ..........ciiiiieie et 1599
I SSN CIDNIEE 1. bbb 1599
oSSl etelal al=Te1uTe) ale =1 1= 10 11 SRS 1600
iP S8 NOSthasEd-AUTNENTICATION. .......vciiciic et be bbb e b be e re b s 1601
D SSN KEY=SIZE....et bbbt 1602
] oS3 = RSOSSN 1603
iP SSh PASSWOrA-AUTNENTICATION........iiiiiiciciciet sttt b st s bt be b te st erasaens 1604
D SSN PUD-KEY-TIIB. ...t 1605
oSS =] S SRS 1606
1D SSN TNOSTSTIE. ...ttt et et b et bbb bbbt bbb be b s e b et bbb ere e 1607
ip ssh rsa-authentication (CONTIG).....cciuririiririreie et 1608
oSS SIS Y TSRS STSPRPRRN 1609
ID SSN SEIVEL ANS BNADIE........cctitiiiietiet ettt e bbb b et et s et e et et besrebe st re b ene e 1612
0SSN SEIVET VI .tttk b bbbt b bbbtk 1612
ID SSN SOUMCE-INTEITACE. . .ev v evevi ettt ettt ettt ettt et et et et e et et e et et et s e te b te st e s e ene e enenee 1613
o JRS3] TN F RO RSSO 1614
SNOW CIYPTO. 1.ttt h bbbt h bbbt 1615
LY L0V TS PO TSRS 1616
SNOW D SSH CIENT-PUD-KEYS......e ittt ettt s e bbbt e bt e b re et e s e be s ete e e 1618
SNOW 1D SSH rS@-AUTNENTICATION. ... ..ttt er e ee st ee e s e e enenens 1619
SIS O OSSOSO OO SO OO TT PO TSP OUPPPTRUPROTON 1620
SECUME DHCP COMIMANGS. ...tttk t b st e et eb et e ke b e e e b et e e se et et e neae b et eneneabebeneneeeenne 1622
Clear ID ANCP SNOOPING. ..+ vveterirt etttk etk et e ket b kst e ket b bt nn bt es 1622
[ ole | ale] o TN a=1 - SRS 1623
[[ole[gTetolR=TaTole] o]laTe RN OSSOSO 1624
iP ANCP SNOOPING DINAING. .+ttt bbbt b ettt en e 1625

ool aleloX:TaTelo o] a oo t= ] =] o = 1S]= TSSOSO 1626



ip dNCP SNOOPING AATADASE FENEW........cuiiiiieieiiieeeiei ettt ettt ettt e bt s et st s et e berene s 1626

ID ANCP SNOOPING TFUST. .. ivtriitetiit etttk b bbb n e n s 1627

ip dhcp SOUrCE-addreSS-ValidaTtION. .......ccuiirieeiieeriee ettt ettt se b sa et e ne e ene e 1628

ID ANCP SNOOPING VIBN. ...ttt ettt bttt s et bbbt et s et e et et et e bete e s 1629
SNOW iD ANCP SNOOPING -+ttt bbb bbbt bbbttt bbbt n s 1629
Role-Based Access CoNtrol COMMANGS........cu ittt bbbttt 1630
388 AUTNOTIZATION FOIE=0NIY.....iiitiiiieii ettt sttt e s et e sab e e sbe e et e s eab e e sbb e e sbteebessnbeesrbeens 1631

=T aT= o LTSS 1631
L0 [T OO SO TSP OTPRPPRRPOPTTN 1633
SNOW TOIB... ittt et et b et bbb bbb bbb bR e bR et bt bbbt e et re bbb b ere e 1634
SNOW USEITOIES ...t b bbbttt 1635
USEITOIE etttk bbb bbb bbb h £ bbb bbb bbb b et b e 1636
[CIMP VUINEIAIIIITIES. ...ttt sttt ettt et et et e et b e e bt et et et et et esb et e et et et e s e be b e te s erenrns 1637
AP0 ICIMID . 1ttt ekt bbb b bt e b bbbt h bkt h bbb 1638
N a Y= lo [ A Oro a aln at=] e [T 1639
DOOT-ACCESS PASSWOIT. ... .viveviitirictesietet et te sttt ettt et et et e st e se e b e ssete s et e s e teebes s et es s e bess et e b etesseseabessebessebe s ete st ereseenes 1639
GENETATE NS ettt 1640
TOOT-ACCESS PASSWOIT. 1..vtveviiterietesietestesestesesteseetetatessesessesesseseaseseesessesesseseeseseesessasessesesseseaseseasessasesseseaseneaseseasensns 1641
VEITTIEA DOOT. ...ttt ettt ettt b s e et et e b et et e s b e s e e b es e e b e s s e b e s et e b ebe st eseebessebe e e be et ete et ereerereabeneas 1642

A =T I o Yool F= < o RSSO RPR 1642
VETTIEA STAMTUD=CONTIG. 1.t ttiitiiitiiete ettt ettt ettt e se b e s e b et et st ese b enesbeseese s ebeseenesbesennes 1643

49 Service Provider BridgiNg......ccciicisesmrsiiiissemensiisissssssissssesss s sssssess s s ssssss s s sssas s s s ssan s e ne s nnneenas 1644
AEDUQG PrOTOCOITUNNEL ...ttt bbbt 1644
[oTge taleTe ] (U] ] OSSPSR 1645
ProtoCol-tUNNEl AESTINATION-=MAC........ciiiiiietiicte ettt s r ettt e b te s b ese st essebe s ebesbesesaeseabeneas 1646
PrOTOCOI-TUNNE] ENEDIE..... .otttk ekttt ettt sttt es 1647
olgeyteleTe )T (¥ a1 TS = (= [0 o1 1 USRS 1648
SNOW PIOTOCOI-TUNNEL .....cv ittt sttt s e bbbt e s b e b e s b e ss et e ss et et et et ete st ese et essebe s eben e 1649
L0 I o 1651
STHIOW COlIECTON. ¢t bbb bbbt b bbb bbbttt b b 1652
STIOW €NADIE (GIODAI)...... ittt bt ettt bbbt e b b e b s e eb e bbb bt eners 1653
STOW INGIESS-ENADIE. ...t 1654
SHOW extended-SWItCH ENADIE. ..o 1655
STlow Max-header-size EXTENAEA...........cvciieic bbbttt e b e b s 1656
SHOW POIING-INTENVAI (GIODAI) . ... ettt et et et e e e e e eneeneneaneneas 1657
STOW POIING-INTENVAI (INTEITACE) ... i ictiiete et ettt sttt ettt e ene b e seese e eseseenis 1658
STOW SAMPIE-TALE (GIODAI).....c.iiiiicc bbbttt a et et be b b e b e b 1659
STIOW SAMPIE-TAE (INTEITACE). ... ettt e e st e e st be e e b e e eneeeeneeeeneanennas 1660
SNOW STIOW ...ttt bbb bbb bbb bbbt 1661
51 Simple Network Management Protocol (SNMP) and Syslog.........cuciuiiiiiiciicinninssinmnemmemms s 1663
SNMP COMIMANGAS. ...ttt h bbbt bbbt b bbbttt 1663
LY L0V o o JO SRRSO 1663

SNOW SNMIP ENGINEID. ...ttt ettt ettt bt b b s et bbb e ettt e e b b s e e s 1665



SNOW SIIMID GIOUD. ..ttt ettt bbb bbb b bt b bRt bbbt bbbt b b s 1666

SNOW SNMP SUPPOTTEA-MIDS. ...tttk 1667
SNOW SNMIP SUDPPOMTEA-TIADS. 1 .vevviverieieieiete ettt ettt sttt b e be e te b et e s b e s e es et ete s e te st ene st eneabe st enenes 1667
SO SIIMID USET ..ttt ettt ettt ettt ettt e b s e et s e e b et et e b ek e s b ese st ess et e st et e b etesaese s b ensebensebe st eber s 1668
SNIMID COMEEXT 1ttt bbb bbbt b bbbt bbbt bbbt bbbt bt n s 1669
SNMP IFMID IAIAS IONG. 1ttt ettt ettt et st ete b e sesb e s s ebe e ete st enesbere e 1670
SNMP=SEIVET COMIMUNITY .. vevvettettetesteteteste et et e et et e s e st eseesee st e ssessase et s eseesses s es e et s essese et s eseeseassassassase et e anaaseareaneaseans 1671
SNMP=SEIVET CONTACT ...ttt et b e e e et e et st e e e 1672
SNMP-SEIVET ENADIE TrAPS. ... et ettt sttt et et b ete b e s e st e e e be st ete st ese st esesaeseeteseese e 1673
SNMP-SEIVET ENGINEID ...ttt bbbt btk ekt bbb e st bt et ettt sbenesbene s 1675
SNIMID=SEIVEL GIOUD. 1. vutettatetteteserteteteseeteseseset s bes et se b eses e aeebebes e ee et b s et e sk h et e e b b ea e bbb es b et e b b e bt b ket er ket nn s 1676
Y] STt V=T gl Vot PRSPPSO 1678
SNMIP=SEIVET [OCATION. .. ..vitiitiieieiete ettt ettt bbbt b s et e et et e b e be b e b e e b b et et ebe st ebe st e se et e b ebe st ebe st ereras 1681
SNIMP-SEIVEN PACKETSIZE. ... vttt bbbt bbbt b ettt r bbb 1682
SNMID=SEIVET TrAP-SOUICE. ... etttetetirieteietestetessesesseseasestasestesessesessessesessesessesessessasessesessesessese st eseasessesessesessesensesansens 1683
SIITID=SEIVET USEN ....vviuievesvisetiseete st etestese st ese st eseete st ebe st ebe b ese s b e s e et e s et e s ebe b ese et e s s et e b ebe b ebe b ese st ess et e s ebe st ebe st ese et eseere s eris 1684
snmp-server user (for AES128-CFB ENCIrYPLION)......coveiiieiiiecesece et 1687
SIIMID=SEIVET VIBW...1.tetvetesietestesestestetetetestasessesessesessestesestesebeseas e e ese s ese b ese b e s e abe s e et e et b ese b e s et e s e et e e ebe b ete b esenreseene s 1688
T aLaa o Rt Y= o SR SO OSSR PRPSTPRPSRPRO 1689
SNMP TP TINK-STATUS. ...ttt bbbtttk s 1690
BV el T @] 0l 4= a0 SRRSO 1691
o] [=Tc g (oo To [ Te TR R OSSOSO 1691
Clear 10gING AUAITIOG. «...vcvetiiretiei et 1692
Aefault I0gGING DUTTEIEA. ......eiiecece ettt b ettt te bt et e e ebe e ete st nees 1693
AETaUIT IOGGING CONSOIE..... ettt et bbbttt b ettt ettt ene e b ebenes 1693
AETAUIT IOGGING MONITOT ...tttk b ettt 1694
oYU faTeTa [ nTe T =] o TSRS 1695
(0T e ]l TSSO OSSOSO 1696
[OGGING DUTFEIEA. ..ottt 1697
(oo o] LaTe KeTe] at<To]I= TN TSRS 1698
(oTe o] alo = a 1= a e T IR 1700
[OGGING TACIITY ...ttt etttk ekt b bttt b bbbt 1701
oo o] aTe I8 aTE= £ ) YOS RRPRSSRIN 1702
[OGGING NISTOMY SIZE... .ttt et s bbbttt b bt b et e bt e ettt s ettt ne s 1703
[OGGING NIONITON ..tttk bbbt bkt e bk st b kbt etk e bbb et e bt et nnena 1704
L[0T e o] 1T 1Ko USSP 1705
[OQGQING SOUMCE-INTEITACE. ....cv ettt etttk ettt bbbttt b bbbt b et et ebere s 1706
[OQGGING SYNCNIONOUS. ...ttt ekttt 1707
L[0T a o1 Te T =1 o TSRO 1709
[0Te 0] aTe TV LT (o o SOOI 1710
L] 102V (T T | T SRR SRPSPR 1710
SNOW 10GGING QUAITIOM. 1.+ttt ettt ettt et et e sa e st e be st e te s e se st esesseseasensareneas 1712
Show 10gging Ariverlog STACK-UNIT........ciiiiiieiteet bbbttt 1713
LS 1T = 1IN0 0T ] T SRS 1714

52 SINIMP TTaPS. cccecttertirriiiriiissiassssssssssssssnssmnsmmssemsemsenmeemmeemeeeeeseessasasasssssssnssmnsmmssmmsnmssnsssnssnsnssnssenssnnssasssnnssnnnnn 1716



L T - o 3T 1734

redundancy diSADIE-AULO-TEIOOT. ...........coe ettt et ee e e e te e e e ete e e eaeeeteeaeereeaaeens 1734
redundancy fOrCe-fallOVEr STACK=UNIT...........ciiii ittt ettt et e et e te et e e st e st e e st e araesreesteereesteeees 1735
[g=T0 (W aTe =T a o3V ol o] (o el e! IHTNN eSSBS PRPRRPRPRPRPIN 1736
LT AT = Tat U o 1 SRS 1736
LS T LYV (=10 (W] e F= 1 o) 1737
SNOW SYSTEIM STACK-DOMTS. . .vtetietietietiesietieieie et e ettt et et et e et et e et e e et et et e te s et e s et e bebebebesaesbentesesaeeesen 1739
RSy e le ST T o) 0] YOS S 1741
STACK=UNIT PIOVISION. 1. ettt sttt ettt s et e et e st et e e s e s e e se st e be st e be e e s e s s et e eses e e b e st se e et e s s et e eaes s eteseeseseseneasessenn 1741
STACK-UNIT STACK-GIOUD. ... ttetteteiete ettt ettt bbb bbb bbbt b e eb e bbbt bbbt eb et eb et eb b e bt bttt ebe 1742
UPGrade SYSTEM STACK-UNIT......cviteiiiiectcii ettt b ettt e bbbt 1743
£ 2 IS o 3 007 o) 3 (o 1744
SNOW STOrM-CONTIOl DrOBACAST.......c.eieiiteiirteeie ettt b bbbt bbb et bbb 1745
SNOW STOMM=CONTIOI MMUIICAST. ... ettt s et e et et et e e e s e eeeneeae e en e e ereaneneeeenes 1746
ShOW STOrM-CONTIOl UNKNOWN-UNICEST. ......veveiiiiietitiiet ettt 1747
storm-control broadcast (CONFIGUIATION).......cuiuiriiiieee ettt ettt s 1748
Storm-coNntrol ProadCAST (INTEITACE)......u ittt sttt ee e et neseene e e e 1749
storm-control MUItICast (CONTIGUIATION)......cviiiiiieieei ettt ettt sbe e te e te s reeneneasenes 1750
StOrm-CONtrol MUITLICAST (INTEITACE) ... v iiiiiiit ettt ettt et et estestesbesbesbesbenre e 1751
STOrM=CONTIOl PEC/LLFC . .. ettt ettt e e ne et e e ene s e e ne e e e e ene e eneeneneseeneas 1752
storm-control uNknownN-unicast (CONFIGUIATION).......ciieireieeieirie ettt esesae e sseneeseneas 1752
storm-control UNKNOWN-UNICAST (INTEITACE).......iiviiiiiiiie bbb nnes 1753
55 Spanning Tree ProtoCol (STP)......ccuiriiiiiiiiiiiiiiri e sssscsssss s s sscsne e e s s ers s re s se s se s s s s sassnssansnnssnmenmesrnesnes 1755
ol oo TSR o] o1 Y7 OSSPSR 1755
DPAU-AESTINATION-MAC-AAANESS. 1. 1ttt r ettt ettt ettt e e be e bt e teate et e ateateateateaneaneareareaneas 1756
AEDUG SPANNING IO ...tttk bbb bttt b bttt b bttt b et ne bt 1757
Lo S STo ] ) 4T ] OSSR 1758
L0152 oSO RT ST ROPUPRPPT 1759
L{01RVYZ=T o B e (Y= AU 1760
PMEIO-TIMIE. ¢k E e e bR e h et b ettt ettt 1761
TYIAX=BI0E - tvereeterenereateteseaeaseseseseaseteseseaeeseseaeaeebeseneae b eheReaE b eEeR e eE R e b eR e £ 4R SR eR e £ 4R e EeE e e AR R eE e £ R EeE oA e e R eE e Rt et b e b e Rt et bebene e e enene 1762
PrOTOCOI SPANNING-TIEE. ... vttt bbbt bbbt b bbbt b bttt bbb 1763
LY L0V 1T SRS 1764
SNOW SPANNING-TIEE ...tttk e ek h e bbbt b bt e b et et e b et e nene et et ene e e ebene s 1764
SPANMNINGTTIEE. ...ttt e e et et h et E e e e e s e b e et E e b e e e e e e s et e n et nn e 1768
5B SUPPOITASSIST.....cueemiiiriiiriiiriiieiiisisssssssssss s smnsmmssemsemrserrererreesseas sasssaassssssnssmnsmmsmmmssmssnnssnnssenssenssnnsnnnsnnsnnnsnn 1770
BUIB=CONSENT ...ttt ettt ettt e b e b s £ e e e b £ e e b e R e R £ 2o H b e A £ £ e bR b et 4R b e R et e e e b b et bbb et n bt nnas 1770
SUPDDOIT=BSSIST. ...ttt bbbk bbb bbbttt 1772
SUPPOMT-8SSIST CTIVATE. .. evteviieteieieitee sttt ettt e b b e R et e st et s be b e be b e s e st e s e et et et b ese st es e s e ene s 1772
SUPPOIT=ESSIST ACTIVITY 1evvevvevteieieieieie ettt ettt et e et e s et e et s a8t e ss a8t a8t a8t e st e s e a8 e a8t et e e st e st e s e es e et e aneaneaneaneaneans 1773
SUPPOMTASSIST COMMIBNGS. ...tttk b e bbbkttt b etttk ettt et e 1774

=101 11 V71 TS 1774



(olo a1 =T T et ] 1 0] 0 =] 0 1Y Z SRS PPPRRPRPRN 1775

CONMTACTPEISON. c.. ettt ettt bbbkt h bt bbbt bbb bbbt h bt b bbb bbbttt n e 1775

(<] gL o[ T OSSOSO TOTOTP PP 1776

LT O O OO TSSOSO PP RT PO USSP PTRURPRPRPROON 1777
SUPPOITASSIST ACTIVITY COMIMEANGS. .....vctiiiiietciit ittt bbbttt 1777
2T 10 AT 0 gt LT =T L0 = USSR 1777
ACTION-MANITEST INSTAIL......eteiiee ettt ettt ettt b e es 1778
ACTION-MNANITEST FEMOVE. ...ttt ettt b e e b et e b et ettt et et et et e b et et et et e b e b e nn s 1779
ACTION-TNANITEST SNOW ...ttt bbbt bttt ettt 1780

2T LT o T OO 1780
SUPPOrtASSISt COMPANY COMMEBNTS. .. ..ttt bbbttt eb ket n bt en b 1781
BAAMESS. ¢ttt bbb E bR b bR L bbb bbbttt 1781
SETEET-AAANESS. ¢+ttt ettt ettt etttk bbb R R £ h R £ bR £ R R Rt R bRt £t b e et b bt n et 1782

LS 100 YT URTRRTRTT 1783
SUPPOItASSISt PErson COMMANGS........cviirieiirieieiee sttt ste e saeseste e e e testesessesesseseesessesessasessesessessssessasensasessans 1783
EIMNIAI-AAAMESS. ...ttt ettt £ E b bbb R bR b bR £ b bRttt et b e 1784
0170 )Y 1784

O TESY S ag=Te B0 1= 1 Vo o 1RSSR 1785
LU0 TC oo TC TSSOSO 1786
SUPPOITASSIST SEIVEE COMIMEANTGS. ...tttk e bbb bbbttt n ettt an et nnanas 1786
0T gV o= 0 0|1 TSP 1787

LT LT o TSSOSO 1788

6 TSR 1788
SNOW BUIB-CONSENT ...ttt b b st b b s £t b kst b bbb bbb bbbt b et 1789
SNOW FUNNING=CONTIG. 1111ttt ettt ettt bbbk h e bbbt e b e b et e b et et e e b et et ne st et ene e e b ene s 1790
SNOW SUPPOTT-GSSIST STATUS. ...t tutvteteiiiestet ettt ekttt ettt b ket r et et nn et nn s 1791
57 System Time @nNd Date.........ccccuriiieeracmrrrrrsssmmrresssssssmseessssssmmseessssssmmseessssssmmssessssssmmmnsnssssssmmmnenssssssnmmnnes 1793
ClOCK SUMIMEI-TIME AATE......etiiiitiieie bbbt b bbb bbbt eb e et bt bbbt eb s 1793
ol o1 =10 la aTaal= 0 Tl =Tl g T TSRS 1795
ClOCK TIMIBZONE. ...ttt bbb bbb bbb bbb bbbt bbbt bbbt eb b 1796
(o (ST T (o N o1 o ST U TSSOSO OSSOSO 1797
LS I TV g L=t oY [or= (= T OSSOSO 1798
NEP AULNENTICATION-KEY ... c.titiieiiiee ettt ettt b s e b e bt et b e be b e s e sb e e et et ete st ese b ese s e e e 1799
NEP CONTIOI-KEY-PASSW......cviititiitiietiiete ettt sttt ettt st b e b se e b e b e s et e s b e b e st es e et et et e b ete st ese st eseebensabennans 1800
NEP DrOBACAST CIENT ...ttt bbb bbbt bbbt bbbt n et 1801
L ST 052 o)L= TSSOSO 1801
NEP MASTEN KSITATUMNID ...ttt ettt et be b s e b s e et et ebe b ese s b e s e et e b et e s ebe st ese st eseebe s ebesreresbeneas 1802
NP OFFSET-TNIESNONT. ... vttt 1803
QTR = OSSPSR 1803
NI SOUIC . ...tiuteteiete ittt ettt et te st se et st et et et e s ebe s ese e b e s e et e st e b et ebe b ebe e b es e b ess et e b et e s ebe b eseebes s e b e st et e s ebe st ese st ene et ens et e s ebesrens 1805
L ST U (=T0 B TSRS 1806
SO CIOCK. 1.tttk bbb b s bbbt b bt E b bt e bbbkt b ettt 1807
SNOW NEP BSSOCIATIONS. ... ettt ettt ettt ettt ettt e st et e et e ss et et et e st et e et et e e b e st et et et e b et e et ess et e st ete b etesbesearens 1808
SNOW NEP VT @SSOCIBTIONS. ...ttt stttk e bbb bbbkt e bbb 1810

L0 L o] = (1TSS 1811



LTS 0 1 T3 T 1 o 1813

I UNNUMDEIEA. ..ttt b bt h bbbt bbbt b bbbt eb et 1813
o3V I U T Tu el o112 OSSOSO 1814
TUNNEI AlIOW-TEMIOTE. ... ittt et ettt et e et b e bbb e b b e b s e et b ebe b ebe b e b et e e et e s ebe b ebe st eteras 1815
TUNNET AESTINATION. ...1ev ettt ettt et e st et b e st et s et s et e e ssese e s s et s e s s e ssessese e s e essess e s e eseassesseseeneaneenaaseanaareas 1816
LU0 01T e <] o TSRS 1817
TUNNEIL FIOW-IAIEL.....vete bbb ettt s et bt et et e b e b et s e et e b ebe st ebe st se b e ere s 1818
L0 ] 01T I T 0T 1o o1 USRS 1818
TUNNEL KEEPDANIVE. ...ttt ettt ettt et et et e st e e e st e b e s s e Re et e b et e e b e st ebe st e Re st e Ee e et e ate s e esestateseaneneas 1819
TUNNEI-MIOTE. ..ttt bbbt b bbb b e b e b e be b s e b e s e et b et e b et et e s e e b e s s et et ebe b ebe st eseeb e e abe b ebe s 1820
TUNINE] SOUICE. 1..titttivetetet ettt ettt s a2t a1t e st a1t a5t a2t a2t e st a1 4 a8 e84 a8 2 a8t a8t a8t e R s a8 s e st e st e s s e Rt e R s e st e st ens e st enaaneaneenaeneanaaneans 1821
59 Uplink Failure Detection (UFD).......cciuiiiiiciiiesiisisssssssssmssmesmemsemssmmssnssssessessssssasssssssnsssnssmnssmssemsenssnsssnsssensses 1823
ClEar UTA=TISADIE. ... cuiietiiieetiete ettt et be b st b et b ebe b ebe s b e s et e s et e b ebe b ebe st eseeb e s ebe s enesbereas 1823
AEDUQG UPIINK-STATE-GIOUD ... cvtiitetiitrisiet etttk b et bbbt eb et 1824
Lo S STo ] o) 1] OSSR 1825
OV NISTIEAM. 1.ttt ettt ettt ettt ettt et ete et ese o4 e st et e b et e e b et e o4 e s s e be s b e be b et e e b e s s a4 es s e bessebe b eseebeseebes s e besbebe et eteerereereneabeneas 1826
o oY AR (=t g = TV (O R (=T eT0 Y= SO 1827
AOWNSTIEAM AISADIE TINKS......eeteiiiit et bbbt b bbbt b bbbttt b et 1828
LT aT=] o)L= OO OPEST PO TR RPRP 1829
Show running-Config UPIINK-STATE-GIrOUD. ........ie ettt e et eae e e e e seene e e s 1829
SNOW UPDIINK=STATE-GIOUD. ..e. ettt ettt ettt e bt e b et et et e te b e te b e s e ebe e ete st ete s ene e 1830
8] o) a1 s €= 1 (=00 TV o T OSSOSO UROTOTRTSTO 1832
UDSTIEAIM. c. .tttk b ket e bbb H kst S8 h £t H £t E R E R R Rt R bbbkttt 1833
B0 VLAN STACKING. .. reeeeressanmrerrrrsssassrrrrrrsssssssrresrassssssesrseasssssssssssasssssssssssasssssssssseasssssnsssseassssssssnsenssssssnnnssansns 1835
[0 <Y1 aToT oo SO SRS SR SO PO PRTPRUPPUPPTIN 1835
[0 =TI = SRS STTST 1836
TYIEIMIDET ...ttt bbb b bbb bbb E bbb bbb bbb bbb bbbt 1837
STACK-UNIT STACK-GIOUD. ¢. . vttt ettt bbbkt bbb et b bttt eb sttt e b et enenas 1838
(L AR =Tl Tt TSP 1839
VIAN=-STACK COMPATIDIE. ... o.vciiiciicieieic et et bbbttt s et e s e b e e e be s etestese st esense et eenes 1840
VIAN-STACK AOTTD-MNADPING. ¢+ttt b e bbbttt b e bbb e b b e bt ek bbb e bbbt ebe ekt et bt e nnns 1841
VIAN-STACK PrOTOCOI-TYPE. ... viviiitiitet etttk 1842
VIBN=STACK TUNK .. bbb bbb bbbt b ettt 1843
61 Virtual Routing and Forwarding (VRF).........cuuiiiiiiiii s s s s s s smmmsmme s 1846
] TN OSSP 1846
o3 a1 AE oINPT OSSOSO ST TS OO OO T TSR TSP STTOPU PRI 1847
o XYoo 4T ] OO OO R O EPSOPEUST PRSPPI 1848
] @I Z i B0 Y1V=T o 1 TSR 1848
D TOUTE X0 T .ttt bbbt h bbb bbb €0 bbb bbbkt b bbbkt n bt 1850
ol Lo TU L LT T a] ol ] i RO SRS 1851
@3V B UL (=TS e USSR 1852

[ 03VZG R oW L= o] o OSSPSR 1853



MATCN SOUMCE-PIOTOCO. 1.1 tiviitiiteste sttt sttt sttt sttt st et be et e et e e beebeebeebeebe et e e beebe et e e beebeabeebe et e ateaseaseanearaareaseas 1854

TRAISTIIOUTE ...t bbb bbbt b bbbt b bbbt bbb n et 1855
oY= o R aaT=TaT=To =T g T=T o USRS 1855
MAXIMUM QY NAMIC-TOULES. ....uviviiie ettt sttt st ettt e bt e st e e st e et e e st e e bt e et e e tbeebteebe et eebeesaeetesbtesbe e besbeesbe e besbeesteastesree e 1856
SOW I VIt b bt b ekt E ekt E bk e bbbkt b et n e 1857
SPIOW TUN VI bbbt bbb bbb bbb bbb bbbt bbbt bbbt en s 1858
B2 VLT ProXy Gat@WAY......c.ccerereeemmmncnsssessermemmermemnmnsssssssessesaemsenmsmssssssssssessesnessennsmsassssssssessessesnsnnnnssssssssssesnes 1860
PrOXY-GATEWAY [I0D. vttt bbb bbbt bbbt 1860
PrOXY-0ATEWAY STATIC. ..c.eutviviviiiiiiiiise sttt 1861
remote-Mac-address EXCIUAE-VIAN........ciiiiiiiiii bbb 1861
peer-domain-link Port-Channel EXCIUAE-VIAN..........ccoii et 1862
ProxXy-gateway PEEM-TIMEOUL ......c.ciiiiiiiiriririreierirei e 1863
VIE-PEEI-TNAC TFANSIMIT. ...ttt st st h 11t sttt 1864
SNOW VIT-PrOXY-GATEWAY......eiviiiriiiiiet ettt bbb bbb bbbt 1865
63 Virtual Link TrUNKING (VLT ) ....cuiieiiisssamrrerssssssmreessssssssssssssssssssssesssssssssssssssssssasmssssssassannssssssnssannssssssnssannes 1867
DACK-UD AESTINGTION. ... cvititiitieicteet ettt ettt st et b sttt e b ebe s b ebe s b ese et e s et e s ebe st ese st e st ebe s ebesrenesbeneas 1868
o1 g Y €= 1S TS 1869
Lo LTI =] (0] =T 1870
delay-restore aDOrT-TrESNOIO.........icii ettt e et e e eb e e et e e st e e st e e sbaeeebesebessaeas 1871
lacp UNGroup MEMBDEr-INAEPENAENT. .......cviiiicrei et 1872
MUITICAST PEEI-TOUTING TIMEOUL.... vt iveiiiieiciirie sttt se st st et e et e e e sesaeseebeseete st esesaesesseseeseneesenens 1873
ST a1 g oTe) e aT= oY= OSSN 1874
01T e {0 TU oo TR U TS U TS UTUE VP PSP PPN 1875
0L T= o TU T To T Y=o OSSPSR 1876
[ola[nat= Y o la (o1 VSRS SO USSP PROTROPPEUPRPPTPRIN 1876
L] 10T Y L A o) PSSR PSTN 1877
SNOW VI DACKUD-IINK..veeite ettt et b bttt b e be st e se b e s e et et ebe e ese b ene e 1878
SNIOW VT COUNTETS. ..ttt et b bbb e e bR e bbb et e ek et ettt e e ee b n e 1879
L] 10TV e 1= = USSP 1881
] T 1YY i [ aTeTo sty (<Y ey 2T 1881
SNOW VT MISINATCI. 1.ttt bbb ettt b et b e 1882
LY 10T Y o] 1= TSRS 1884
SNOW VT STATISTICS. .. vttt bbb bbb bbb bbbt eb ket n b eb et an b 1885
SNOW VIt STATISTICS IgMP=SN00D. ¢+ttt ettt ettt ettt e bt e e eb et et e b s et e bbb et et ekt et et et be et enenenens 1887
YA 1E= T A 1 0= oSSR 1887
0] T Lo O T OO OSSOSO OSSP ST PP U TSP PP PTPPTOPPPTOTRPO 1888
VLo (0] T o TP OSSOSO 1889
VIE-PEEI-180 POMT-CRENNEL ...ttt bbbt r ettt 1890
SNOW VIT PIIVATE-VIAN. ...ttt ettt s ettt et e b e st e b e st e b et e b e e et e eae st e be st e te st et e nnenennenee 1890
64 Virtual Router Redundancy Protocol (VRRP)........... e mms e 1892
[PV VRRP COMMEBNGS. ...ttt sttt ettt s ae et e et et e e e et e e e s e e e eneeb e e eeeesenesaeneseeneeeeneenenennan 1892
AAVETTISEAINTEIVEL ...ttt bbbk e bbbt bbbt b bttt b bbbt 1892

AUTNENTICATION-TY DB, .. vttt ettt sttt st s e b et e b et e st ebe s b ese e b et et e s ebe st esesbessebe st ebe s etesaenasbeneas 1893



ClBAI COUNTEIS VI i ietiieieit ittt ettt ettt ettt bbb e b e b e s et s e e b e e et e b ebe b e s e e b e s s et e b ebe b ese b e s e et e s ebe st ebe b ene e 1894

EIOUG VTPt bbb bbbt b bbbt 1895

Lo S STo ] o) 1] TSRS SRSSTRS 1896
(01152 o)UY PRSPPI 1897
7] o 0 1= TR 1898
QLSS0 0] 0] RSSO 1899
DI TEY ettt ettt ettt ettt et ettt bbb b et b e b e bt e bR e b e e A b ebe bR e bR e bR e bbb e b b e b e Re bR e bbb b ebe b ete et ere et et 1900
SNOW CONTIG. 11ttt bbb bbb bbbt b ekt b et 1901

L] 10T Y TSSOSO PRPSSRN 1902
L= OO OO OO 1905
VIFTUBI-AAAIESS. ... bbb bbb bbb bbbt n e 1906
AL oo (=1 Y a1 Tl T T ST RPTSTSTSPRPRN 1907
VITR AEIAY FEIOAMA. ... ..ttt ettt bbbt b et e b e et et be b e be bt e et et e b ettt be et re e 1908

(L SR e (oI o TS UTO PSSOV TR U PUSPPSPRTN 1909
V=1 o] T OO OO T T OO OSSO TSSOSO PP 1910
[PVB VRRP COMIMANGAS. ...ttt ettt ettt ekt £ b ettt eb bt b e bt b et et e b et st et et ene e 1911
ClEAI COUNTEIS VITP IPVOB. .ttt b bbbttt b e 1911
(oY o U1 AV o I o1 TSRS 1912
SNOW VT IPVB .ttt et bbbt bbb b e b b e b s e et b e b et e ke b e s e st s e et et ebe b ebe st ebe s b se et 1913

VI IV B =G OUD .ttt etttk bbb bbb bbbt b bbbt bbb bbbt 1915
ST 0= 1917
(olgY] olte X ez= el aule (][] (YU RSUSPR PRSI 1917
(ol oL o T er= Lot a1 ) = | SRS 1918
folaY] o1t o T el dle [= 1 (TSSOSO 1919
o nY o tol ol ude LT alCT = (= OO 1919
(oY 010 T @1 o A1 1Y = | SSS 1921
(o0 o 1L OIS 1 0L e o] o JO USRS 1923
CrYPTO XDOD FEBVOCATION. .. ..vevitieietiiete ittt sttt ettt ettt ettt et et ebe st ese e b e e et e b e b et ese s b eseebess et et et e b esesbesssbeneebennans 1923
AEIDUG CIYITO. bbb bbbt a ket e ket e b bttt b ket b ket b ekttt 1924
(o a o] aTe JR=T=T ol YRS 1925
CrYPLO XDOD CA-KEYIG. ... cuiitirictiicti ettt ettt bbbt e b s e e bt e b b ebe b e s et e s e et e b ebe st ete st ese et e et 1926
OCSP=SEIVE ...ttt etttk etk e ekttt e bbb b E s b e h kst H ke84 b ke E e E R E R R R R R R R b bkt b ettt r bt 1927
Tol0rsT o BT Y =Tl o 4= 1= OSSO 1927
SNOW CIYPTO CA-CBIM. vttt ettt bbb bbb b e bbb e bR e s b s e et b et e b ebe b et et ese et e s et st et e 1928

L] L0V e/ o] (0 TNt o (USSP 1929



About this Guide

This guide provides information about the Dell EMC Networking operating system (OS) command line interface (CLI).

This book also includes information about the protocols and features supported in Dell EMC Networking OS.

References

For more information about your system, go to the Dell EMC Networking Support page and refer to the following documents:

Dell EMC Networking OS Configuration Guide
Dell EMC Networking OS Installation Guide
Dell EMC Networking OS Quick Start Guide
Dell EMC Networking OS Release Notes

Topics:

Objectives
Audience
Conventions
Information Icons

Objectives

This information is intended as a reference guide for the Dell EMC Networking OS CLI commands, with detailed syntax statements, along
with usage information and sample output.

®

NOTE: For more information about when to use the CLI commands, see the Dell EMC Networking OS Configuration Guide for
your specific system.

Audience

The Dell EMC Networking OS CLI Guide is intended for system administrators with an understanding of Layer 2 and Layer 3 networking
technologies, who are responsible for configuring or maintaining networks.

Conventions

This guide uses the following conventions to describe command syntax:

Keyword Keywords are in Courier font and must be entered in the CLI as listed.
parameter Parameters are in italics and require a number or word to be entered in the CLI.
{X} Keywords and parameters within braces must be entered in the CLI.

[X] Keywords and parameters within brackets are optional.

x|y Keywords and parameters separated by a bar require you to choose one option.


https://www.dell.com/support/home/us/en/19/Products/ser_stor_net/networking

x|y Keywords and parameters separated by a double bar allow you to choose any or all of the options.

Information lcons

This guide uses the following information symbols:
©) | NOTE: The Note icon signals important operational information.
The Caution icon signals information about situations that could result in equipment damage or loss of data.

A | WARNING: The Warning icon signals information about hardware handling that could result in injury.
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CLI Basics

This chapter describes the command line interface (CLI) structure and command modes. The Dell EMC Networking operating software
commands are in a text-based interface that allows you to use the launch commands, change command modes, and configure interfaces
and protocols.

Topics:

Accessing the Command Line

Multiple Configuration Users

Obtaining Help

Navigating the CLI

Using the no Command

Filtering show Commands

Enabling Software Features on Devices Using a Command Option
Command Modes

Accessing the Command Line

Access the CLI through a serial console port or a Telnet session.
When the system successfully boots, enter the command line in EXEC mode.

0)

NOTE: You must have a password configured on a virtual terminal line before you can Telnet into the system. Therefore, you must
use a console connection when connecting to the system for the first time.

Example telnet 172.31.1.53
Trying 172.31.1.53...
Connected to 172.31.1.53.
Escape character is '7~]'.
Login: username
Password: DellEMC>

After you log in to the switch, the prompt provides you with the current command-level information. For example:

Prompt CLI Command Mode
DellEMC> EXEC
DellEMC# EXEC Privilege

DellEMC (conf)# CONFIGURATION

©) | NOTE: For a list of all the command mode prompts, refer to the Command Modes section.

Multiple Configuration Users

When a user enters CONFIGURATION mode and another user is already in CONFIGURATION mode, the Dell EMC Networking operating
software generates an alert warning message similar to the following:

DellEMC#conf



% Warning: The following users are currently configuring the system:

User "" on line console0

User "admin" on line vty0O ( 123.12.1.123 )
User "admin" on line vtyl ( 123.12.1.123 )
User "Irene" on line vty3 ( 123.12.1.321 )
DellEMC#conf

When another user enters CONFIGURATION mode, Dell EMC Networking OS sends a message similar to the following:

[)

% Warning: User "admin" on line vty2 "172.16.1.210" is in configuration

In this case, the user is “admin” on vty2.

Obtaining Help

As soon as you are in a Command mode, there are several ways to access help:

To obtain a list of Type a ? at the prompt or after a keyword. There must always be a space before the 2.
keywords at any
command mode:

To obtain a list of Type help at the prompt.
keywords with a

brief functional

description:

To obtain a list of Type a keyword, and then enter a space and a 2.
available options:

To obtain a list of Type a partial keyword, and then enter a 2.
partial keywords

using a partial

keyword:

Example The following is an example of entering ip ? at the prompt:

DellEMC (conf) #ip ?

access-list Named access-list

as-path BGP autonomous system path filter
community-list Add a community list entry

control-plane Control plane configuration

dhcp DHCP configuration commands

domain-list Domain name to complete unqualified host name
domain-lookup Enable IP Domain Name System hostname translation
domain-name Define the default domain name

ecmp Weighted Ecmp Configuration

ecmp-group ECMP Group Configuration

extcommunity-list Add a Extended community list entry

ftp FTP configuration commands

helper-address DHCP relay agent configuration

host Add an entry to the ip hostname table

http HTTP configuration commands

icmp ICMP configuration commands

igmp Internet Group Management Protocol
max-frag-count Max. fragmented packets allowed in IP re-assembly
mroute Multicast routes and counters

msdp Multicast source discovery protocol
multicast-limit Max entries in Multicast TIB

multicast-msdp Enable IP multicast MSDP protocol
multicast-routing Enable IP multicast forwarding

name-server Specify addess of name server to use

pim Protocol Independent Multicast

prefix-list Build a prefix list

radius Interface configuration for RADIUS
redirect-list Named redirect-list

route Establish static routes

route-export Export routes

route-import Import routes

scp SCP configuration commands

source-route Process packets with source routing header options
ssh SSH configuration commands

tacacs Interface configuration for TACACS+



tcp global tcp settings

telnet Specify telnet options

tftp TFTP configuration commands
unicast-host-route Configuration for ip unicast address-family
unknown-unicast Enable IPv4 unknown-unicast packets to CPU
vlan-flooding Vlan flooding

vrf Configure VRF instance

When entering commands, you can take advantage of the following timesaving features:

Commands are not case-sensitive.

Enter partial (truncated) command keywords. For example, you can enter int teng 1/1/1 for the interface
tengigabitethernet 1/1/1 command.

Use the TAB key to complete keywords in commands.

Use the up Arrow key to display the last enabled command.

Use either the Backspace key or Delete key to erase the previous character.

Use the left and right Arrow keys to navigate left or right in the Dell EMC Networking OS command line.

The shortcut key combinations at the Dell EMC Networking OS command line are as follows:

Key Combination Action

CNTL-A Moves the cursor to the beginning of the command line.

CNTL-B Moves the cursor back one character.

CNTL-D Deletes the character at the cursor.

CNTL-E Moves the cursor to the end of the line.

CNTL-F Moves the cursor forward one character.

CNTL-I Completes a keyword.

CNTL-K Deletes all the characters from the cursor to the end of the command line.

CNTL-L Re-enters the previous command.

CNTL-N Returns to the more recent commands in the history buffer after recalling commands with Ctrl-P or the up Arrow
key.

CNTL-P Recalls commands, beginning with the last command.

CNTL-R Re-enters the previous command.

CNTL-U Deletes the line.

CNTL-W Deletes the previous word.

CNTL-X Deletes the line.

CNTL-Z Ends continuous scrolling of the command outputs.

Esc B Moves the cursor back one word.

Esc F Moves the cursor forward one word.

Esc D Deletes all the characters from the cursor to the end of the word.

Navigating the CLI

The Dell EMC Networking OS displays a CLI prompt comprised of the host name and CLI mode.

Host name is the initial part of the prompt and is “Dell” by default. You can change the host name with the hostname command.

CLI mode is the second part of the prompt and reflects the current CLI mode. For a list of the Dell EMC Networking OS command
modes, see the command mode list in Accessing the Command Line.



The CLI prompt changes as you move up and down the levels of the command structure. Starting with CONFIGURATION mode, the
command prompt adds modifiers to further identify the mode. For more information about command modes, see Command Modes.

Using the no Command

To disable, delete or return to default values, use the no form of the commands.
For most commands, if you type the keyword no in front of the command, you disable that command or delete it from the running
configuration. In this guide, the no form of the command is described in the Syntax portion of the command description.

Filtering show Commands

You can filter commands using the show command to find specific information, display certain information only, or begin the command
output at the first instance of a regular expression or phrase.

Execute a show command and a pipe ( | ), and one of the following parameters and a regular expression to show output that either
excludes or includes the specified parameters.

(O | NOTE: The Dell EMC Networking OS accepts a space before or after the pipe, no space before or after the pipe, or any
combination. For example: command | grep gigabit |except regular-expression | find regular-

expression.
except Displays only the text that does not match the pattern (or regular expression).
find Searches for the first occurrence of a pattern.
grep Displays text that matches a pattern.
The grep command option has an ignore-case suboption that makes the search case-insensitive. For example, the
commands:
show run | Returns a search result with instances containing a capitalized Ethernet, such as
grep Ethernet interface TenGigabitEthernet 1/1.
show run | Does not return the previous search result because it only searches for instances
grep ethernet  containing a noncapitalized ethernet.
show run | Returns instances containing both Ethernet and ethernet.
grep Ethernet
ignore-case
no-more Does not paginate the display output.
save Copies the output to a file for future use.

Displaying All Output

Use the no-more option after the pipe to display all output at once — not one screen at a time. This operation is similar to terminal
length screen-length except that the no-more option affects the output of just the specified command. For example: show

running-config|no-more.



Filtering the Command Output Multiple Times

You can filter a single command output multiple times. To filter a command output multiple times, place the save option as the last filter.
For example: command | grep regular-expression | except regular-expression | grep other-regular-
expression | find regular-expression | no-more | save

Enabling Software Features on Devices Using a
Command Option

The capability to activate software applications or components on a device using a command is supported on this platform.

Starting with Release 9.4(0.0), you can enable or disable specific software features or applications that need to run on a device by using a
command attribute in the CLI interface. This enables effective, streamlined management and administration of applications and utilities that
run on a device. You can employ this capability to perform an on-demand activation, or turn-off a software component or protocol. A
feature configuration file generated for each image contains feature names, and denotes if this enabling or disabling method is available. You
can enable or disable the VRF application globally across the system by using this capability.

Activate the VRF application on a device by using the feature vrf command in CONFIGURATION mode.

® | NOTE: The no feature vrf command is not supported on any of the platforms.

To enable the VRF feature and cause all VRF-related commands to be available or viewable in the CLI interface, use the following
command. You must enable the VRF feature before you can configure its related attributes.

DellEMC (conf) # feature vrf

Based on if the VRF feature is identified as supported in the Feature Configuration file, configuration command feature vrf becomes
available for usage. This command is stored in the running-configuration and precedes all other VRF-related configurations.

To display the state of Dell EMC Networking OS features:

DellEMC# show feature

Example of show feature output

For a particular target where VRF is enabled, the show output is similar to the following:

Feature State

VRF Enabled

feature vrf

Enable the VRF application on a switch. Once enabled, you cannot deactivate the VRF application.

Syntax feature vrf
Defaults Disabled
Command Modes CONFIGURATION



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.5(0.0) Introduced on the Z9500.

94(0.0) Introduced on the S4810, S4820T, S5000, and S6000.

Usage Information  Activate the VRF application on a device using the feature vrf command in CONFIGURATION mode. The no
feature vrf command is not supported on any platform.

show feature

Verify the status of software applications, such as VRF, that are activated and running on a device.
Syntax show feature

Command Modes EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

914(0.0) Updated the command to display the ITPV6acloptimized feature on the S6100—-ON
and Z9100-ON.

912(1.0) Introduced on the S5048F-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

94(0.0) Introduced on the S4810, S4820T, and S6000.

Usage Information  You can activate VRF application on a device by using the feature vrf command in CONFIGURATION mode.
The no feature vrf command is not supported on any of the platforms.

Example DellEMC# show feature
Feature State



VRF Enabled
DellEMC#

Command Modes

To navigate and launch various CLI modes, use specific commands. Navigation to these modes is described in the following sections.

BGP ADDRESS-FAMILY Mode

To enable or configure IPv4 for BGP, use BGP ADDRESS-FAMILY mode. For more information, see Border Gateway Protocol IPv4
(BGPv4).

To enter BGP ADDRESS-FAMILY mode:

1 Verify that you are logged in to ROUTER BGP mode.
2 Enter the address-family command.

8 Enter the protocol type:
For IPv4, enter the ipv4 multicast command. The prompt changes to include conf-router bgp af for IPv4.

CLASS-MAP Mode

To create or configure a class map, use CLASS-MAP mode. For more information, see Policy-Based QoS Commands.
To enter CLASS-MAP mode:

1 Verify that you are logged in to CONFIGURATION mode.
2 Enter the class-map command, and then enter the class map name. The prompt changes to include config-class-map.

You can return to CONFIGURATION mode by using the exit command.

CONFIGURATION Mode

In EXEC Privilege mode, use the configure command to enter CONFIGURATION mode and configure routing protocols and access
interfaces.

To enter CONFIGURATION mode:

1 Verify that you are logged in to EXEC Privilege mode.
2 Enter the configure command. The prompt changes to include conf.

From this mode, you can enter INTERFACE mode by using the interface command.

CONTROL-PLANE Mode

To manage control-plane traffic, use CONTROL-PLANE mode. For more information, see Control Plane Policing (CoPP).
To enter CONTROL-PLANE mode:

1 Verify that you are logged in to CONFIGURATION mode.
2  Enter the control-plane-cpugos command. The prompt changes to include conf-control-cpugos.

You can return to CONFIGURATION mode by using the exit command.



DHCP Mode

To enable and configure Dynamic Host Configuration Protocol (DHCP), use DHCP mode. For more information, see Dynamic Host
Configuration Protocol (DHCP).

To enter DHCP mode:

1 Verify that you are logged in to CONFIGURATION mode.
2  Enterthe ip dhcp server command. The prompt changes to include config-dhcp.

You can return to CONFIGURATION mode by using the exit command.

DHCP POOL Mode

To create an address pool, use DHCP POOL mode. For more information, see Dynamic Host Configuration Protocol (DHCP).
To enter DHCP POOL mode:

1 Verify that you are logged in to DHCP mode.
2 Enter the pool command then the pool name. The prompt changes to include config-dhcp-pool-name.

You can return to DHCP mode by using the exit command.

ECMP GROUP Mode

To enable or configure traffic distribution monitoring on an ECMP link bundle, use ECMP GROUP mode. For more information, see
ecmp_overview.

To enter ECMP GROUP mode:

1 Verify that you are logged in to CONFIGURATION mode.

2 Enter the ecmp-group command then enter the ECMP group ID. The prompt changes to include conf-ecmp-group-ecmp—
group-1id.

You can return to CONFIGURATION mode by using the exit command.

EIS Mode

To enable or configure Egress Interface Selection (EIS), use EIS mode.
To enter EIS mode:

1 Verify that you are logged in to CONFIGURATION mode.

2  Enter themanagement egress-interface-selection command. The prompt changes to include conf-mgmt-eis.

You can return to CONFIGURATION mode by using the exit command.

EXEC Mode

When you initially log in to the switch, by default, you are logged in to EXEC mode. This mode allows you to view settings and enter EXEC
Privilege mode, which is used to configure the device.



When you are in EXEC mode, the > prompt is displayed following the host name prompt, which is “DelEMC” by default. You can change
the host name prompt using the hostname command.

® | NOTE: Each mode prompt is preceded by the host name.

EXEC Privilege Mode

The enable command accesses EXEC Privilege mode. If an administrator has configured an “Enable” password, you are prompted to
enter it.

EXEC Privilege mode allows you to access all the commands accessible in EXEC mode, plus other commands, such as to clear address
resolution protocol (ARP) entries and IP addresses. In addition, you can access CONFIGURATION mode to configure interfaces, routes and
protocols on the switch. While you are logged in to EXEC Privilege mode, the # prompt is displayed.

EXTENDED COMMUNITY LIST Mode

To enable and configure a BGP extended community, use EXTENDED COMMUNITY LIST mode.

To enter EXTENDED COMMUNITY LIST mode:

1 Verify that you are logged in to CONFIGURATION mode.

2  Enterthe ip extcommunity-1ist command then a community list name. The prompt changes to include conf-ext-
community-list.

You can return to CONFIGURATION mode by using the exit command.

FRRP Mode

To enable or configure Forcel0 Resilient Ring Protocol (FRRP), use FRRP mode. For more information, see Forcel10 Resilient Ring Protocol
(FRRP).

To enter FRRP mode:

1 Verify that you are logged in to CONFIGURATION mode.
2  Enterthe protocol frrp command then the ring ID. The prompt changes to include conf-frrp-ring-id.

You can return to CONFIGURATION mode by using the exit command.

INTERFACE Mode

Use INTERFACE mode to configure interfaces or IP services on those interfaces. An interface can be physical (for example, a Gigabit
Ethernet port) or virtual (for example, the Null interface).

To enter INTERFACE mode:

1 Verify that you are logged in to CONFIGURATION mode.
2 Enter the interface command and then enter an interface type and interface number that is available on the switch.

(D [ NOTE: In Dell EMC Networking OS, the stack unit number and interfaces start from 0. But in Dell EMC Networking OS Open
Networking platforms, the stack unit number and interfaces start from 1.

The prompt changes to include the designated interface and slot/port number. For example:



Prompt Interface Type

DellEMC(conf-  INTERFACE mode

if)#

DellEMC(conf-  Gigabit Ethernet interface then the slot/port information
if-gi-1/1)#

DellEMC(conf-  Ten-Gigabit Ethernet interface then slot/port information
if-te-1/1)#

DellEMC(conf-  |oopback interface number

if-1o0-0)#

DellEMC(conf-  Null Interface then zero

if-nu-0)#

DellEMC (conf-  Port-channel interface number The range is from 1to 128.
if-po-0)#

DellEMC (conf-  VLAN Interface then VLAN number (range 1-4094)
if-v1-0)#

DellEMC(conf-  Management Ethernet interface then slot/port information
if-ma-1/1)#

DellEMC(conf-  Tunnelinterface then tunnel ID.

if-tu-0)#

DellEMC (conf-  Designated interface range (used for bulk configuration).

if-range) #

IP ACCESS LIST Mode

To enter IP ACCESS LIST mode and configure either standard or extended access control lists (ACLs), use the ip access-1list

standard command or the ip access-1list extended command.
To enter IP ACCESS LIST mode:

1 Verify that you are logged in to CONFIGURATION mode.

2  Entereitherthe ip access-1list standardcommandorthe ip access-list extended command. Include a name for
the ACL. The prompt changes to include conf-std-nacl or conf-ext-nacl.

You can return to CONFIGURATION mode by using the exit command.

ISIS ADDRESS-FAMILY Mode

To enable or configure IPv6 for ISIS, use ISIS ADDRESS-FAMILY mode. For more information, see Intermediate System to Intermediate
System (IS-1S).
To enter ISIS ADDRESS-FAMILY mode:

1 Verify that you are logged in to ROUTER ISIS mode.
2 Enter the address-family ipvé unicast command. The prompt changes toinclude conf-router isis-af ipve.



LLDP Mode

To enable and configure Link Layer Discovery Protocol (LLDP), use LLDP mode. For more information, see Link Layer Discovery Protocol
(LLDP).

To enter LLDP mode:

1 To enable LLDP globally, verify that you are logged in to CONFIGURATION mode. To enable LLDP on an interface, verify that you are
logged in to INTERFACE mode.

2 Enter the protocol 11ldp command. The prompt changes to include conf-11dp or conf-if-interface-11dp.

LLDP MANAGEMENT INTERFACE Mode

To enable and configure Link Layer Discovery Protocol (LLDP) on management interfaces, use LLDP MANAGEMENT INTERFACE mode.

To enter LLDP MANAGEMENT INTERFACE mode:

1 Verify that you are logged in to LLDP mode.
2  Enter the management-interface command. The prompt changes to include conf-11dp-mgmtIf.

LINE Mode

To configure the console or virtual terminal parameters, use LINE mode.
To enter LINE mode:

1 Verify that you are logged in to CONFIGURATION mode.

2 Enter the 1ine command. Include the keywords console or vty and their line number available on the switch. The prompt changes
toinclude config-line-console or config-line-vty.

You can exit this mode by using the exit command.

MAC ACCESS LIST Mode

To enter MAC ACCESS LIST mode and configure either standard or extended access control lists (ACLs), use the mac access-list
standardormac access-list extended command.

To enter MAC ACCESS LIST mode:
1 Verify that you are logged in to CONFIGURATION mode.

2 Use themac access-list standard command or the mac access-1list extended command. Include a name for the
ACL. The prompt changes to include conf-std-macl or conf-ext-macl.

You can return to CONFIGURATION mode by using the exit command.

MONITOR SESSION Mode

To enable and configure a traffic monitoring session using port monitoring, use MONITOR SESSION mode. For more information, see Port
Monitoring.

To enter MONITOR SESSION mode:



1 Verify that you are logged in to CONFIGURATION mode.
2  Enterthemonitor session command, and then the session ID. The prompt changes to include conf-mon-sess-sessionID.

MULTIPLE SPANNING TREE (MSTP) Mode

To enable and configure MSTP, use MULTIPLE SPANNING TREE mode. For more information, see Multiple Spanning Tree Protocol
(MSTP).

To enter MULTIPLE SPANNING TREE mode:

1 Verify that you are logged in to CONFIGURATION mode.
2  Enterthe protocol spanning-tree mstp command. The prompt changes to include conf-mstp.

You can return to CONFIGURATION mode by using the exit command.

OPENFLOW INSTANCE Mode

To enable and configure OpenFlow instances, use OPENFLOW INSTANCE mode.
To enter OPENFLOW INSTANCE mode:

1 Verify that you are logged in to CONFIGURATION mode.

2  Enterthe openflow of-instance command, and then the OpenFlow ID number of the instance you want to create or configure.
The prompt changes to include conf-of-instance of-id.

You can return to the CONFIGURATION mode by entering the exit command.

Per-VLAN SPANNING TREE (PVST+) Plus Mode

To enable and configure the Per-VLAN Spanning Tree (PVST+) protocol, use PVST+ mode. For more information, see Per-VLAN Spanning
Tree Plus (PVST+).

® | NOTE: The protocol name is PVST+, but the plus sign is dropped at the CLI prompt.
To enter PVST+ mode:

1 Verify that you are logged in to CONFIGURATION mode.
2  Enterthe protocol spanning-tree pvst command. The prompt changes to include conf-pvst.

You can return to CONFIGURATION mode by using the exit command.

PORT-CHANNEL FAILOVER-GROUP Mode

To configure shared LAG state tracking, use PORT-CHANNEL FAILOVER-GROUP mode. For more information, see Port Channel
Commands.

To enter PORT-CHANNEL FAILOVER-GROUP mode:

1 Verify that you are logged in to CONFIGURATION mode.
2 Enterthe port-channel failover-group command. The prompt changes to include conf-po-failover-grp.

You can return to CONFIGURATION mode by using the exit command.



PREFIX-LIST Mode

To configure a prefix list, use PREFIX-LIST mode.
To enter PREFIX-LIST mode:

1 Verify that you are logged in to CONFIGURATION mode.
2  Enterthe ip prefix-1ist command and the name for the prefix list. The prompt changes to include conf-nprefixl.

You can return to CONFIGURATION mode by using the exit command.

PROTOCOL GVRP Mode

To enable and configure GARP VLAN Registration Protocol (GVRP), use PROTOCOL GVRP mode. For more information, see GARP VLAN
Registration (GVRP).

To enter PROTOCOL GVRP mode:

1 Verify that you are logged in to CONFIGURATION mode.
2 Enter the protocol gvrp command. The prompt changes to include config-gvrp.

You can return to CONFIGURATION mode by using the exit command.

RAPID SPANNING TREE (RSTP) Mode

To enable and configure RSTP, use RSTP mode. For more information, see Rapid Spanning Tree Protocol (RSTP).
To enter RSTP mode:

1 Verify that you are logged in to CONFIGURATION mode.
2  Enterthe protocol spanning-tree rstp command. The prompt changes to include conf-rstp.

You can return to CONFIGURATION mode by using the exit command.

ROUTE-MAP Mode

To configure a route map, use ROUTE-MAP mode.
To enter ROUTE-MAP mode:

1 Verify that you are logged in to CONFIGURATION mode.

2  Usethe route-map map-name [permit | deny] [sequence-number] command. The prompt changes to include
config-route-map.

You can return to CONFIGURATION mode by using the exit command.

ROUTER BGP Mode

To enable and configure Border Gateway Protocol (BGP), use ROUTER BGP mode. For more information, see Border Gateway Protocol
IPv4 (BGPv4)

To enter ROUTER BGP mode:



1 Verify that you are logged in to CONFIGURATION mode.
2 Usethe router bgp command, and then enter the AS number. The prompt changes to include conf-router bgp.

You can return to CONFIGURATION mode by using the exit command.

ROUTER ISIS Mode

To enable and configure Intermediate System to Intermediate System (ISIS), use ROUTER ISIS mode. For more information, see
Intermediate System to Intermediate System (IS-IS).

To enter ROUTER ISIS mode:

1 Verify that you are logged in to CONFIGURATION mode.
2 Usethe router isis command. The prompt changes to include conf-router isis.

You can return to CONFIGURATION mode by using the exit command.

ROUTER OSPF Mode

To configure OSPF, use ROUTER OSPF mode. For more information, see Open Shortest Path First (OSPFv2).
To enter ROUTER OSPF mode:

1 Verify that you are logged in to CONFIGURATION mode.
2 Enter the router ospf {process-id} command. The prompt changes to include conf-router ospf-id.

You can switch to INTERFACE mode by using the interface command or you can switch to ROUTER RIP mode by using the router
rip command.

ROUTER OSPFV3 Mode

To configure OSPF for IPv6, use ROUTER OSPFV3 mode.

To enter ROUTER OSPFV3 mode:

1 Verify that you are logged in to CONFIGURATION mode.
2 Enter the ipv6 router ospf {process-id} command. The prompt changes to include conf-ipvé-router ospf.

You can return to CONFIGURATION mode by using the exit command.

ROUTER RIP Mode

To enable and configure Router Information Protocol (RIP), use ROUTER RIP mode. For more information, see Routing Information
Protocol (RIP).

To enter ROUTER RIP mode:

1 Verify that you are logged in to CONFIGURATION mode.
2 Enter the router rip command. The prompt changes to include conf-router rip.

You can return to CONFIGURATION mode by using the exit command.



SPANNING TREE Mode

To enable and configure the Spanning Tree protocol, use SPANNING TREE mode. For more information, see Spanning Tree Protocol (STP).
To enter SPANNING TREE mode:

1 Verify that you are logged in to CONFIGURATION mode.
2  Enterthe protocol spanning-tree stp-id command. The prompt changes to include conf-stp.

You can return to CONFIGURATION mode by using the exit command.

SupportAssist Mode

To enable and configure the SupportAssist, use SupportAssist mode. For more information, see SupportAssist.

1 Verify that you are logged in to CONFIGURATION mode.
2 Enter the support-assist command. The prompt changes to include conf-supportassist.

You can return to CONFIGURATION mode by using the exit command.

TRACE-LIST Mode

To configure a Trace list, use TRACE-LIST mode.
To enter TRACE-LIST mode:

1 Verify that you are logged in to CONFIGURATION mode.
2  Enterthe ip trace-1ist command, and the name of the Trace list. The prompt changes to include conf-trace-acl.

You can exit this mode by using the exit command.

VLT DOMAIN Mode

To enable and configure the VLT domain protocol, use VLT DOMAIN mode. For more information, see Virtual Link Trunking (VLT).
To enter VLT DOMAIN mode:

1 Verify that you are logged in to CONFIGURATION mode.
2 Enter the vlt domain command, and then the VLT domain number. The prompt changes to include conf-v1t-domain.

You can return to CONFIGURATION mode by entering the exit command.

VRRP Mode

To enable and configure Virtual Router Redundancy Protocol (VRRP), use VRRP mode. For more information, see Virtual Router
Redundancy Protocol (VRRP).

To enter VRRP mode:

1 To enable VRRP globally, verify that you are logged in to CONFIGURATION mode.



2 Enter the vrrp-group command, and then enter the VRRP group ID. The prompt changes to include conf-if-interface-
type-slot/port-vrid-vrrp-group-id.



File Management

This section contains command line interface (CLI) commands needed to manage the configuration files, as well as other file management
commands.

Topics:

boot system

cd

copy

delete

dir

format

fsck flash

mkdir

mount nfs

rmdir

upgrade system
HTTP Copy via CLI
rename

restore factory-defaults
show boot system
show bootvar

show file-systems
show os-version
show running-config
show startup-config
show version
upgrade

boot system

Specify the location where the Dell EMC Networking OS image used to boot the system is stored.

Syntax boot system {gateway ip-address | stack-unit {stack-unit-number | all} {default
| primary | secondary} {ftp: | nfsmount: | system: {A: | B: | bmp-boot} | tftp:
| usbflash:}}

To return to the default boot sequence, use the no boot system command.
Parameters
gateway Enter the IP address of the default next-hop gateway for the management subnet.
ip-address Enter an IP address in dotted decimal format.

stack-unit Enter the keywords stack-unit to specify the stack unit number.



Defaults
Command Modes

Command History

all
stack-unit-number
default

primary

secondary

system:

ftp:

nfsmount

system:

usbflash

tftp:

A:| B:

bmp-boot

Not configured.

CONFIGURATION

Enter the keyword al1 for all the stack units.

Enter the stack-unit number. The range is from 1 to 6.

Enter the keyword default to specify the default Dell EMC Networking OS image.
Enter the keyword primary to specify the primary Dell EMC Networking OS image.

Enter the keyword secondary to specify the secondary Dell EMC Networking OS
image.

Enter the keyword system: to use the system image file URL (system).

Enter the keyword FTP: to retrieve the image from an FTP server. ftp://
userid:password@hostip/filepath.

Enter the keyword nfsmount : to retrieve the image from a mounted NFS file system.
nfsmount://filepath

Enter the keyword system: to retrieve the image from the system.

Enter the keyword usbflash: to retrieve the image from the USB flash memory.
usbflash://filename.

Enter the keyword TETP: to retrieve the image from a TFTP server. tftp://hostip/
filepath.

Enter A: or B: to boot one of the system partitions.

Enter the keywords bmp-boot to boot the system from the image present in the DHCP
offer.

q NOTE: In normal-reload, this keyword is not enabled.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)
8.3.19.0
8311
8.3.70

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced the support for bmp-boot on the S-Series and Z-Series switches.
Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.



Usage Information

cd

To display these changes in the show bootvar command output, save the running configuration to the startup
configuration (using the copy command) and reload system.
Use the bmp-boot keyword only when the device boots up from bare metal provisioning (BMP). For an industrial

standard upgraded device, the Dell EMC Networking OS stores the image partition upgraded from the DHCP offer
in the bmp-boot option.

Change to a different working directory.

Syntax

Parameters

Command Modes

Command History

cd [flash: | usbflash:] <directory name and path>

flash: Use the keyword flash: to change the current directory to internal flash and its sub
directories.

usbflash: Use the keyword usbflash: to change the current directory to the inserted USB.

directory name and  Enter the directory name and path as follows: directory name
path ([[flash://]directory path])

q NOTE: The cd command without any arguments will change the current directory to flash:

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Added NFS mount support. Introduced on the S6000-ON.
9020 Introduced on the S6000.

83190 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

E-Series Original command.



copy

Copy one file to another location. Dell EMC Networking OS supports IPv4 and IPv6 addressing for FTP, HTTP, TFTP, and SCP (in the

hostip field).

Syntax copy source-file-url destination-file-url

Parameters .
compressed-config

flash:

ftp:

http:

nfsmount:

running-config

scp:

startup-config

tftp:

usbflash:

Command Modes EXEC Privilege

Enter the keywords compressed-config to copy a file from the current system
configuration.

Enter the keyword flash: to copy from the local file system
([flash://]1filepath).

Enter the keyword ftp: to copy from the remote file system, IPv4, or IPV6, (ftp://
userid:password@hostip/filepath).

Enter the keyword http: to copy from the remote file system, IPv4, or IPv6, (http://
hostip/filepath).

Enter the keyword nfsmount : to copy from the nfs mount file system (nfsmount://
<mount-point>/filepath).

Enter the keywords running-config to copy from the current system configuration.

Enter the keyword scp: to copy from the remote file system, IPv4, or IPV6, (scp://
userid:password@hostip/filepath).

Enter the keywords startup-config to copy from the startup configuration.

Enter the keyword tftp: to copy from the remote file system, IPv4, or IPv6, (tftp://
hostip/filepath).

Enter the keyword usbflash: to copy the file to or from the external USB flash.

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(1.0)
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)

94(0.0)

Description

Introduced on the S5048F-ON.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000-ON. Added the nfsmount : <mount-point> parameters
that allow you to mount a remote NFS file system.

Added the compressed-config parameter.



Usage Information

Example

Version Description

9.3(01) Added the http parameter on the S6000, Z9000, S4810, and S4820T.

9.0.20 Introduced on the S6000.

84.1.0 Added IPv6 addressing support for FTP, TFTP, and SCP.

83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810.

8210 Added usbflash and rpmOusbflash commands on E-Series.

7610 Introduced on the S-Series and added the SSH port number to the SCP prompt
sequence on all systems.

7510 Introduced on the C-Series.

E-Series Original command.

Dell EMC Networking OS supports a maximum of 100 files at the root directory level on both the internal and
external flash.

When copying a file to a remote location (for example, using Secure Copy [SCP]), enter only the keywords and Dell
EMC Networking OS prompts you for the rest of the information. For example, when using SCP, you can enter
copy running-config scp: where running-config is the source and the target is specified in the
ensuing prompts. Dell EMC Networking OS prompts you to enter any required information for the named
destination — remote destination, destination filename, user ID, password, and so forth.

When you use the copy running-config startup-configcommand to copy the running configuration to
the startup configuration file, Dell EMC Networking OS creates a backup file on the internal flash of the startup
configuration.

When you load the startup configuration or a configuration file from a network server such as TFTP to the running
configuration, the configuration is added to the running configuration. This does not replace the existing running
configuration. Commands in the configuration file has precedence over commands in the running configuration.

Dell EMC Networking OS supports copying the running-configuration to a TFTP server, an FTP server, or a remote
NFS file system. For example:

copy running-config tftp:
copy running-config ftp:

copy running-config nfsmount://<mount-point>/filepath

You can compress the running configuration by grouping all the VLANSs and the physical interfaces with the same
property. You can store the operating configuration to the startup config in Compressed mode and perform an
image downgrade without any configuration loss.

DellEMC#copy running-config scp:

Address or name of remote host []: 192.168.1.1
Port number of the server [22]: 22

Destination file name [startup-config]:

User name to login remote host: username
Password to login remote host:

1

4080 bytes successfully copied

DellEMC#



In this copy scp: flash: example, specifying SCP in the first position indicates that you need to specify the
target in the ensuing prompts. Entering f1ash : in the second position indicates that the target is the internal
flash. The source is on a secure server running secure shell (SSH), so you are prompted for the user datagram
protocol (UDP) port of the SSH server on the remote host.

Example DellEMC# copy running-config nfsmount://<mount-point>/filepath
Destination file name [test.txt]:
User name to login remote host: usrname
Password to login remote host:
DellEMCH#

Example DellEMC# copy scp: flash:
Address or name of remote host []: 10.11.199.134
Port number of the server [22]: 99
Source file name []: test.cfg
User name to login remote host: admin
Password to login remote host:
Destination file name [test.cfg]: testl.cfg
DellEMCH#

Example DellEMC# copy compressed-config compressed-cfg
I

6655 bytes successfully copied

DellEMCH#

DellEMC#copy compressed-config ftp:

Address or name of remote host []: 10.11.8.12
Destination file name [startup-config]:

User name to login remote host: spbalaji

Password to login remote host:
|

6655 bytes successfully copied
DellEMCH#

Example DellEMC# copy http://admin:adminl23@10.16.206.77/sample file flash://
sample file
Dell1EMC#

Related Commands
cd — changes the working directory.

delete

Delete a file from the flash. After deletion, files cannot be restored.
Syntax delete {flash: | nfsmount: | usbflash:} [no-confirm]

Parameters
fiash: To delete a file or directory on the internal flash, enter £1ash: // then the filename or
directory name ([flash://]filepath).

nfsmount: To delete a file or directory on the NFS-mounted file system, enter nfsmount:// then
the mount point and the file path (nfsmount://filepath).

NOTE: While deleting a file directory on a remote NFS file system, you must
specify the mount-point that indicates the working directory on the NFS file
system. You cannot delete the root directory of the remote NFS file system.



usbfiash: To delete a file or directory on the external USB flash, enter usbflash:// then the
filename or directory name ([usbflash://]filepath).

no-confirm (OPTIONAL) Enter the keywords no-confirm to specify that the Dell EMC Networking
OS does not require user input for each file prior to deletion.

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON. Added support for NFS mount.
9.0.20 Introduced on the S6000.

8.3.190 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8370 Introduced on the S4810.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

E-Series Original command.

dir

Display the files in a file system. The default is the current directory.

Syntax dir [flash: | nfsmount: | usbflash:]
Parameters
flash: For a directory on the internal Flash, enter £1ash:// directory name.
nfsmount: For a file or directory on an NFS-mounted file system, enter nfsmount : // then the

mount point and file path.

NOTE: While displaying a file directory on a remote NFS file system, it is
mandatory to specify the mount-point that indicates the working directory on
the NFS file system. You cannot display details corresponding to the root
directory of the remote NFS file system.



usbflash: For a directory on the external USB flash, enter usbflash: // directory name.

Command Modes EXEC Privilege

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.7(0.0) Added support for NFS mount.
8.3.190 Introduced on the S4820T.
8311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
E-Series Original command.

Example DellEMC# dir

Directory of flash:

drwx 8192 Jan 01 1980 00:00:00 +00:00
drwx 3072 Dec 15 2014 06:27:10 +00:00 ..
drwx 4096 Jan 01 1980 00:02:44 +00:00 TRACE LOG DIR
drwx 4096 Jan 01 1980 00:02:44 +00:00 CORE_DUMP DIR
4096 Jan 01 1980 00:02:44 +00:00 ADMIN DIR
drwx 4096 Jan 01 1980 00:02:44 +00:00 RUNTIME PATCH DIR
drwx 4096 Nov 06 2014 06:57:06 +00:00 CONFIG TEMPLATE
-rwx 4625 Nov 06 2014 06:55:28 +00:00 startup-config
drwx 4096 May 31 2013 02:49:46 +00:00 CONFD LOG DIR
flash: 2056916992 bytes total (2052784128 bytes free)

O oW Joy Ul WN
O,
|
|
|

DellEMC#
Example (NFS DellEMC# dir nfsmount:
Mount) Directory of nfsmount:
1 drwx 512 Jun 15 2015 02:47:57 +00:00
2  drwx 512 Jun 15 2015 02:47:57 +00:00

nfsmount: 1463410688 bytes total (585719808 bytes free)
DellEMC#



Related Commands

format

cd — changes the working directory.

Erase all existing files and reformat the file system. After the file system is formatted, files cannot be restored.

Syntax

Defaults

Command Modes

Command History

Usage Information

Related Commands

format {flash: | usbflash:}

None

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.0.2.0 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.3.70 Introduced on the S4810.

7810 Introduced on the S-Series

You must include the colon (:) when entering this command.

After reformatting is complete, three empty directories are automatically created on flash: CRASH_LOG_DIR,
TRACE_LOG_DIR and NVTRACE_LOG_DIR.

This command deletes all files, including the startup configuration file. So, after executing this
command, consider saving the running config as the startup config (use the write memory command
or copy running-config startup-configcommand).

copy — copy the current configuration to either the startup-configuration file or the terminal.
show file-systems — display information about the file systems on the system.



fsck flash

Checks the flash file system for errors.

Syntax

Parameters

Defaults
Command Modes

Command History

Usage Information

Related Commands

fsck {flash: | usbflash:}

flash: For a directory on the internal Flash, enter f1lash: // directory name.

usbfiash: For a directory on the external USB flash, enter usbflash:// directory name.
None

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.0.20 Introduced on the S6000.
91(0.0) Introduced on S4810 and Z9000.
8.3.190 Introduced on S4820T.

Include the colon (:) when entering this command. This command checks the specified flash memory for errors. If
errors are found, the command recommends that you format the flash.

If you elect to format the flash, all files — including the startup configuration file — are lost. If
you do decide to format the specified flash, consider saving the running configuration as the startup
configuration after formatting the flash (use the write memory command or copy running-
config startup-config command).

copy — copy one file to another location.
show file-systems — display information about the file systems on the system.



mkdir

Creates a directory on the NFS mounted file system.
Syntax mkdir nfsmount://mount-point/usrname

Command Modes CONFIGURATION

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(10) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S-Series.

Example DellEMC# mkdir nfsmount:/nfs-mountpoint/guest

DellEMC#

Related Commands
rmdir — remove a directory.

mount nfs

Mounts an NFS file system to a device.

Syntax mount nfs rhost:path mount-point [username password]
Parameters Enter the following location keywords and information:
rhost:path Enter the remote hosts’s path directory.
mount-point Enter the folder name in the local file system.
username (OPTIONAL) Enter the user name to access the device.
password (OPTIONAL) Enter the password.

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

Networking OS Command Line Reference Guide.



Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S-Series.
Example DellEMC# mount nfs nfstest nfs-mount-point usrname pwd
DellEMC#

Related Commands
cd — change the working directory.

rmdir

Removes a directory from the NFS mounted file system.
Syntax rmdir nfsmount://mount-point/usrname

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S-Series.
Example DellEMC# rmdir nfsmount:/nfs-mountpoint/guest

Proceed to remove the directory [confirm yes/no]: yes

Related Commands
mkdir — create a directory.



upgrade system

Upgrade the Dell EMC Networking OS image. To upgrade the boot flash or boot selector image, use the upgrade boot command.

Syntax

Parameters

Defaults
Command Modes

Command History

upgrade system {flash: |

all} | tftp:

system

flash: file-url

ftp: file-url

nfsmount://
<mount-point>/
filepath

scp: file-url

stack-unit stack-
unit-id

stack-unit all

tftp: file-url

usbflash: file-path

A: | B:

none

EXEC Privilege

ftp: | nfsmount: | scp: | stack-unit {stack-unit-id |

usbflash:} file-url {A: |B:}

Enter the keyword system to upgrade the operating system (OS) image.

Enter the keyword flash: and specify the location of the image file in the format / /
directory-path or press Enter to launch a prompt sequence.

Enter the keyword ftp: and specify the location of the image file in the format / /
userid:password@host-ip/filepath or press Enter to launch a prompt
sequence.

Enter the keyword nfsmount : and specify the location of the image file in the
format //<mount-point>/filepath

Enter the keyword scp: and specify the location of the image file in the format
userid:password@host-ip/filepath or press Enter to launch a prompt
seqguence.

Enter the keyword stack-unit and specify the stack-unit ID to sync the image to that
stack-unit.

Enter the keyword stack-unit followed by the keyword al1l to sync the image on all
stack-units.

Enter the keyword tftp: and specify the location of the image file in the format //
host-ip/filepath or press Enter to launch a prompt sequence.

Enter the keyword usbflash: and specify the location of the source file in the
format //directory-path to upgrade form an external flash device or press Enter to
launch a prompt sequence.

Specify the flash partition of the operating-system image to be upgraded.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
913(0.0)

912(10)
910(0.0)
9.8(1.0)

910(0.0)

Description

Enhanced to specify the MD5, SHA1, or SHA256 hash of the OS image that the system
uses to validate the image during reboot.

Introduced on the S5048F-ON.
Introduced on the S6100-ON.
Introduced on the Z9100-ON.
Introduced on the S3148.



Usage Information

Version
9.8(2.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9.0(0.0)
8.319.0
83111
8370
7710
7610

Description

Introduced on the S3100 series.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added support for NFS mount.

Introduced on the Z9500.

Added support for IPv6 for the £ile-url parameter.
Introduced on the S4820T.

Introduced on the Z9000. Added support for the SSD on the Z9000 only.
Introduced on the S4810.

Added support for TFTP and SCP.

Introduced on the S-Series.

RFC 3986 specifies that IPv6 host addresses in a uniform resource identifier (URI) must be enclosed in square
brackets, [X:X:X:X::X]. For maximum flexibility this command accepts IPv6 host addresses with or without the

square brackets.

After you upgrade the system image, using the upgrade system command, specify the default boot location
using the boot system command. Save the configuration to the startup configuration file using the write
memory command and reload the system using the reload command to use the new Dell EMC Networking OS

software.

If you enable the verified boot feature using the verified boot command, the upgrade system command
prompts you to enter the hash value of the Dell EMC Networking OS image. This is applicable only for the local
partitions such as A: or B:. You can get the hash from the iSupport page.



Example

() NOTE: You can apply a set of configurations, available only in the new version to which you want to
upgrade the system to, without having to re-boot the system twice. In order to accomplish this seamless
upgrade, perform the following tasks:

1 Upgrade the system image to the new image and configure the primary partition to boot from the new
image using the boot system command.

2 Update the startup configuration file with the new set of configurations and then reload the device using
the reload command.

The new set of configurations are parsed from the startup configuration file and applied to the NVRAM.
During the system boot up, the new set of configurations are applied to the system from the updated
NVRAM configurations.

The following commands require NVRAM write to take effect in a single reload:
Forwarding CLls:
— hardware forwarding-table mode {scaled-12-switch | scaled-13-routes |
scaled-13-hosts}
— cam-ipv6 extended-prefix {1024 | 2048 | 3072}

— 1ip ecmp-group maximum-paths 2-64

ACL CAM carving related CLls:

— cam-acl cli

— cam-acl-vlan cli

— cam-acl-egress cli
— cam-sharing

Feature keyword CLlIs:

— feature udf-acl
— feature aclrange

— feature ipvo6acloptimized

— feature acloptimized

DellEMC# upgrade system tftp://10.11.8.12/dv-rainier-13 a:
00:39:32 : Discarded 1 pkts. Expected block num : 51.
Received block num: 50

100:39:36 : Discarded 1 pkts. Expected block num : 65.

Received block num: 64
B RN

93924044 bytes successfully copied

System image upgrade completed successfully.
R RN

Image upgraded to all
DellEMC#

The following example shows that the system prompts for the hash value of the OS image with the OS image
verification feature enabled:

Dell# upgrade system tftp://10.16.127.35/FT0S-SE-9.11.0.1 A:

Hash Value: e42e2548783c2d5db239%ea2fa%9ded232
rrrrrrrrrrrrnd



HTTP Copy via CLI

Copy one file to another location. Dell Networking OS supports IPv4 and IPv6 addressing for FTP, TFTP, and SCP (in the hostip field).

Syntax copy http://10.16.206.77/sample file flash://sample filecopy flash://
sample file http://10.16.206.77/sample file

You can copy from the server to the switch and vice-versa.

Parameters
copy http: Address or name of remote host []: 10.16.206.77
flash:
Port number of the server [80]:
Source file name []: sample_file
User name to login remote host: x
Password to login remote host:
Destination file name [sample_file]:
Defaults None.

Command Modes EXEC Privilege

Command History

Version Description
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.3(0.1) Introduced on the S6000, 29000, S4810, and S4820T.
Example copy http://admin:adminl123@10.16.206.77/sample file flash://sample file

rename

Rename a file in the local file system.
Syntax rename url url

Parameters
url Enter the following keywords and a filename:
For a file on the internal Flash, enter f1ash:// followed by the filename.

For a file on an NFS mounted file system, enter nfsmount : // followed by the
mount point and file path.

For a file on an external USB drive, enter usbflash:// followed by the filename.

Command Modes EXEC Privilege



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9020
83190
8311
8370
7610
7510

E-Series

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000-ON. Added support for NFS mount.
Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Introduced on S-Series

Introduced on C-Series

Original command

restore factory-defaults

Restore factory defaults.

Syntax restore factory-defaults stack-unit {stack—unit-—number | all} {clear-all |

bootvar | nvram}

Parameters
factory-defaults

stack-unit-number

all
bootvar

clear-all

nvram

Command Modes EXEC Privilege

Return the system to its factory default mode.

Enter the stack member unit identifier to restore only the mentioned stack-unit. The
range is from 1to 6.

Enter the keyword al1l to restore all units in the stack.
Enter the keyword bootvar to reset boot line.

Enter the keywords clear-all to reset the NvRAM, boot environment variables, and
the system startup configuration.

Enter the keyword nvram to reset the NvVRAM only.

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Usage Information

Version Description

9.8(2.0) Introduced on the S3100 series.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.5(0.1) Added bootvar as a new parameter.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

8.319.0 Introduced on the S4820T.

83120 Introduced on the S4810.

8.3.16.0 Introduced on the MXL 10/40GbE Switch 10 Module.

Restoring factory defaults deletes the existing startup configuration and all persistent settings (stacking, fan-out,
and so forth).

When restoring all units in a stack, all the units in the stack are placed into stand-alone mode.

When restoring a single unit in a stack, that unit placed in stand-alone mode. No other units in the stack are
affected.

When restoring units in stand-alone mode, the units remain in stand-alone mode after the restoration. After the
restore is complete, the units power cycle immediately.

There is no undo for this command.
Following are the factory-default environment variables:

baudrate
primary_boot
secondary_boot
default_boot
ipaddr
gatewayip
netmask
macaddr
mgmtautoneg
mgmtspeed100
mgmtfullduplex

Each boot path variable (primary_boot, secondary_boot, and default_boot) is further split into the following three
independent variables:

primary_server, primary_file, and primary_type

secondary_server, secondary_file, and secondary_type

default_server, default_file, and default_type



Example (all stack
units)

Example (single
stack)

Example (NVRAM all
stack units)

Example (NVRAM,
single unit)

@ | NOTE: For information on the default values that these variables take, refer to the Restoring
Factory Default Environment Variables section in the Dell EMC Networking OS Configuration
guide.

DellEMC# restore factory-defaults stack-unit all clear-all
khkhkkhkkhkhkhkkhkhkhkhkhhkhhkhhkkhkhkhkhkhhkkhhkhrhhkkhkhkhhhkhhkhrhhkkhkhhkhhkkhhkhrhkkhkkhkhhkhkkhkkhhkrhkhkhkhkx

* Warning - Restoring factory defaults will delete the existing *

* startup-config and all persistent settings (stacking, fanout, etc.)*
* All the units in the stack will be split into standalone units. *

* After restoration the unit(s) will be powercycled immediately. *

* Proceed with caution ! *

R R B S R R R I I I I I S I I S S b S I I S b b b b b b S b I b b b b i S b i S

Proceed with factory settings? Confirm [yes/no]:yes

-—- Restore status --

Unit Nvram Config
1 Success Success
2 Success Success
3 Success Success
4 Not present

al

Not present
Power-cycling the unit(s).
DellEMC#

DellEMC# restore factory-defaults stack-unit 1 clear-all

Ak hkh kA hkhkkhhhkhhkhhkhAhhkhkhhkhhkhhkhAhhkhkdhhkhhkhdhkhhhkhkdhhkrhkkhkhkhAhkhkkhkhhkrhkhkhhhkhkhk*xx

* Warning - Restoring factory defaults will delete the existing *

* startup-config and all persistent settings (stacking, fanout, etc.)*
* After restoration the unit(s) will be powercycled immediately. *

* Proceed with caution ! *
khkhkkhkhkhkhkkhkhkhkhkhhkhhkhAhhkkhkhkhkhhkkhhkhrhhkkhkhAhkhhkhhkhrhhkhkhAhkhhkhhkhrhkhkkhkhhkhkkhkkhhkrhkhkhkhkx

Proceed with factory settings? Confirm [yes/no]:yes

-- Restore status --

Unit Nvram Config

1 Success Success
Power-cycling the unit(s).
DellEMC#

DellEMC# restore factory-defaults stack-unit all nvram

R R R R R R b R b b b b b b R b b b b b I b R b b b b I b R b e b I b R b b b b b b b b b b b b b b b 2

* Warning - Restoring factory defaults will delete the existing *

* persistent settings (stacking, fanout, etc.) *

* All the units in the stack will be split into standalone units. *
* After restoration the unit(s) will be powercycled immediately. *
* Proceed with caution ! *

Ak hkkh kA hkhkhkhhkhhkhhkhAhhkhkhhkhhkhhkhAhhkhkdhhkhhkhkhkhhkhkhkdhhkrhkkhkhkhhhkkhkkhhkrhkhkhhhkhkhk*xx
Proceed with factory settings? Confirm [yes/no]:yes

-- Restore status --

Unit Nvram Config
1 Success

2 Success

3 Success

4 Not present

(@]

Not present
Power-cycling the unit(s).
Dell1EMC#

DellEMC# restore factory-defaults stack-unit 1 nvram
khkhkkhkkhkhkhkkhkkhkhkhkhhkhkhkhAhkhkhkhhkhhkkhhkhrhhkhkhhkhhkhhkhrhhkhkhAhkhhkkhhkrhkhkkhkhhrkhkkhkkhhkrhkhkhkhkx

* Warning - Restoring factory defaults will delete the existing *
* persistent settings (stacking, fanout, etc.) *

* After restoration the unit(s) will be powercycled immediately. *
* Proceed with caution ! *



KA AR A AR AR A AR A AR AR A AR AR A AR A AR AR A AR AR A AR A AR AR A AR AR A AR A AR AR A Ak k kK

Proceed with factory settings? Confirm [yes/no]:yes
-- Restore status --

Unit Nvram Config

1 Success

Power-cycling the unit(s).

DellEMC#

show boot system

Displays information about boot images currently configured on the system.

Syntax

Parameters

Defaults

Command Modes

Command History

Example

show boot system stack-unit{stack-unit—id | all}

all Enter the keyword al1l to display the boot image information for all stack units.
stack-unit-id Enter the stack-unit-id to display boot image information for a stack-unit.
none

EXEC

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

8.3.190 Introduced on the S4820T.

8.3.111 Introduced on the Z9000

8370 Introduced on the S4810.

7710 Introduced on the C-Series and E-Series.

DellEMC# show boot system stack-unit 1

Current system image information in the system:




Type Boot Type A B

Stack-unit 1 FLASH BOOT 9-0(2-1) 9-0(2-0) [boot]
DellEMC#

show bootvar

Display the variable settings for the boot parameters.
Syntax show bootvar
Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.3.114 Output expanded to display current reload mode (normal or Jumpstart).
8.3.111 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
7510 Introduced on the C-Series.
E-Series Original command.
Example DellEMC# show bootvar
PRIMARY IMAGE FILE = system://B
SECONDARY IMAGE FILE = tftp://10.16.127.35/Dell-SI-9-0-2-0.bin
DEFAULT IMAGE FILE = system://A
LOCAL CONFIG FILE = variable does not exist
PRIMARY HOST CONFIG FILE = variable does not exist
SECONDARY HOST CONFIG FILE = variable does not exist
PRIMARY NETWORK CONFIG FILE = variable does not exist
SECONDARY NETWORK CONFIG FILE = variable does not exist
CURRENT IMAGE FILE = system://B
CURRENT CONFIG FILE 1 = flash://startup-config
CURRENT CONFIG FILE 2 = variable does not exist
CONFIG LOAD PREFERENCE = local first

BOOT INTERFACE GATEWAY IP ADDRESS = 10.16.132.254



Reload Mode =
Dell1EMC#

normal-reload

show file-systems

Display information about the file systems on the system.

Syntax show file-systems

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

Networking OS Command Line Reference Guide.

Version Description
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.0.2.0 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.3.11 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
7610 Introduced on the S-Series
7510 Introduced on the C-Series
E-Series Original command
Example DellEMC#show file-systems
Size (b) Free (b) Feature Type Flags Prefixes
4286574592 4170424320 FAT32 USERFLASH rw flash:
= - unformatted USERFLASH rw fcmfs:
2032525312 590807040 Unknown NFSMOUNT rw nfsmount:
= = = network rw ftp:
= = = network rw tftp:
= = = network rw Scp:
= = = network rw http:
DellEMC#
Command Fields . o
Field Description
size(b) Lists the size (in bytes) of the storage location. If the location is remote, no size is listed.
Free(b) Lists the available size (in bytes) of the storage location. If the location is remote, no size

is listed.



Related Commands

show os-version

Field
Feature
Type
Flags

Prefixes

Description
Displays the formatted DOS version of the device.
Displays the type of storage. If the location is remote, the word network is listed.

Displays the access available to the storage location. The following letters indicate the
level of access:

r = read access
W = write access

Displays the name of the storage location.

format flash — erases all the existing files and reformats the file system in the internal flash memory.

Display the release and software image version information of the image file specified.

Syntax

Parameters

Defaults
Command Modes

Command History

show os-version [file-url]

file-url

none

EXEC Privilege

(OPTIONAL) Enter the following location keywords and information:

For a file on the internal flash, enter f1ash:// followed by the filename.

For a file on an FTP server, enter ftp://user:password@hostip/filepath.
For a file ona TFTP server, enter tftp://hostip/filepath.

For a file on the USB port, enter usbflash://filepath.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9020

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.



Example

Usage Information

Version
8.319.0
83111
8370
7610
7510

E-Series

Description

Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the S-Series.
Introduced on the C-Series.

Original command.

q NOTE: A filepath that contains a dot ( . ) is not supported.

show running-config

Display the current configuration and display changes from the default values.

Syntax

Parameters

show running-config [entity] [configured] [status] [compressed]

entity

(OPTIONAL) To display that entity’s current (non-default) configuration, enter one of the
following keywords:

NOTE: If you did not configure anything that entity, nothing displays and the
prompt returns.

aaa for the current AAA configuration

acl for the current ACL configuration

arp for the current static ARP configuration
as-path for the current AS-path configuration

bfd for the current BFD configuration

bgp for the current BGP configuration

boot for the current boot configuration
cam-profile for the current CAM profile in the configuration
class-map for the current class-map configuration
community- for the current community-list configuration
list

ecmp-group for the current ECMP group configuration
eis for the current EIS configuration
ethernet for the current Ethernet CFM configuration
fefd for the current FEFD configuration

ftp for the current FTP configuration

frrp for the current FRRP configuration

fvrp for the current FVRP configuration



gvrp
host

hardware-
monitor

hypervisor
igmp
interface

interface
port-channel

interface
tunnel

ip

isis

line

1l1dp
load-balance
logging

mac

mac-address-
table

management-
eis

management-
route

mld
monitor
mroute
msdp
ntp
ospf
pim

policy-map-
input

policy-map-
output

po-failover-
group

prefix-list

privilege

for the current GVRP configuration
for the current host configuration

for hardware-monitor action-on-error settings

for the current hypervisor configuration
for the current IGMP configuration
for the current interface configuration

for the current port-channel interface configuration.

for all configured tunnels. For a specific tunnel, enter the tunnel
ID. The range is from 1 to 16383.

for the current IP configuration

for the current ISIS configuration

for the current line configuration

for the current LLDP configuration

for the current port-channel load-balance configuration
for the current logging configuration

for the current MAC ACL configuration

for the current MAC configuration

for the current management EIS configuration

for the current Management port forwarding configuration

for the current MLD configuration
for the current Monitor configuration
for the current Mroutes configuration
for the current MSDP configuration
for the current NTP configuration

for the current OSPF configuration
for the current PIM configuration

for the current input policy map configuration

for the current output policy map configuration

for the current port-channel failover-group configuration

for the current prefix-list configuration

for the current privilege configuration



Command Modes

Command History

configured

status

compressed

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

gos-policy-
input

gos-policy-
output

radius
redirect-list
redundancy
resolve

rip

rmon
route-map
sflow

snmp
spanning-tree
static

status

support-
assist

tacacs+
tftp
trace-group
trace-list

uplink-state-
group

users
vlit

wred-profile

(OPTIONAL) Enter the keyword configuration to display line card interfaces with

for the current input QoS policy configuration

for the current output QoS policy configuration

for the current RADIUS configuration

for the current redirect-list configuration
for the current RPM redundancy configuration
for the current DNS configuration

for the current RIP configuration

for the current RMON configuration

for the current route map configuration
for the current sFlow configuration

for the current SNMP configuration

for the current spanning tree configuration
for the current static route configuration
for the file status information

for the current SupportAssist configuration

for the current TACACS+ configuration
for the current TFTP configuration

for the current trace-group configuration
for the current trace-list configuration

for the uplink state group configuration

for the current users configuration
for the current VLT configuration

for the current wred-profile configuration

non-default configurations only.

(OPTIONAL) Enter the keyword status to display the checksum for the running

configuration and the start-up configuration.

(Optional) Enter the keyword compressed to display the compressed group
configuration. Displays the compressed configuration by grouping all similar configurations.

The compression is done only for interface related configurations.

Networking OS Command Line Reference Guide.



Example

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
90.2.0
9.2.(0.0)
9000
83190
8311
8370
7810
7610
7510
7410

6.54.0

DellEMC# sh
Current Con
! Version 9
! Last conf
! Startup-c
i

boot system
boot system
boot system
boot system
!

redundancy
redundancy
i

redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
i

hardware wa
hardware wa
hardware wa

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.
Introduced on the S4048-ON.

Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500
Introduced on the S6000.

Added support for the tunnel and EIS interface types.
Added support for the VLT option.

Introduced on the S4820T.
Introduced on the Z9000

Introduced on the S4810.

Added the hardware-monitor option.
Introduced on the S-Series.

Introduced on the C-Series.

Expanded to include the last configuration change, start-up last updated (date and time),
and who made the change.

Added the status option.

ow running-config

figuration

-0(2-0)

iguration change at Thu Apr 18 10:18:39 2013 by admin
onfig last updated at Thu Apr 18 10:18:40 2013 by admin

stack-unit 1 primary system: A:

stack-unit 1 secondary tftp://10.16.127.35/Dell-SI-9-0-2-0.bin
stack-unit 1 default system: A:

gateway 10.16.132.254

auto-synchronize full
disable-auto-reboot stack-unit

disable-auto-reboot stack-unit
disable-auto-reboot stack-unit
disable-auto-reboot stack-unit
disable-auto-reboot stack-unit
disable-auto-reboot stack-unit
disable-auto-reboot stack-unit

o Ui W N

tchdog stack-unit 1
tchdog stack-unit 2
tchdog stack-unit 3



Example DellEMC# show running-config status
running-config bytes 10257, checksum 0xFD33339F
startup-config bytes 10257, checksum OxFD33339F

Usage Information ~ The status option allows you to display the size and checksum of the running configuration and the startup
configuration.

show startup-config

Display the startup configuration.
Syntax show startup-config

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810.

7610 Introduced on S-Series

7510 Introduced on the C-Series.

7410 Expanded to include the last configuration change, start-up last updated (date and time),

and who made the change.

Example DellEMC# show startup-config
! Version 9-0(2-0)
! Last configuration change at Thu Apr 18 10:18:39 2013 by admin
! Startup-config last updated at Thu Apr 18 10:18:40 2013 by admin
i
boot system stack-unit 0 primary system: A:
boot system stack-unit 0 secondary tftp://10.16.127.35/Dell-SI-9-0-2-0.bin
boot system stack-unit 0 default system: A:
boot system gateway 10.16.132.254
!

redundancy auto-synchronize full



redundancy disable-auto-reboot stack-unit

Related Commands
show running-config — displays the current (running) configuration.

show version

Display the current Dell EMC Networking Operating System (OS) version information on the system.
Syntax show version

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(1.0) Introduced on the S5048F—-ON.
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9020 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.

7610 Introduced on the S-Series
7510 Introduced on the C-Series.
E-Series Original command.

Command Fields . o L
Lines Beginning  Description

With

Dell EMC Name of the operating system
Network...

Dell EMC OS version number
Operating...

Dell EMC Software version

Application...



upgrade

Lines Beginning
With

Copyright (c)...
Build Time...
Build Path...

Dell EMC
Networking OS
uptime is...

System image...
System Type:

Control
Processor:...

128K bytes...

1 Route Processor...

Description

Copyright information
Software build’s date stamp
Location of the software build files loaded on the system

Amount of time the system has been up

Image file name
System name

Control processor information and amount of memory on processor

Amount and type of memory on system

Hardware configuration of the system, including the number and type of physical
interfaces available

Upgrade the bootflash image or system image of the management unit.

Syntax

Parameters

upgrade boot {all |
all}

unit-number |

bootselector-image} stack-unit {stack-
ftp: tftp: |

bootflash—image |

{booted | flash: | | nfsmount | scp: |

usbflash:} file-url

boot
system

ftp:

scp:

slotO:

tftp:

flash:

A | B:

stack-unit:

Enter the keyword boot to change the boot image.
Enter the keyword system to change the system image.

After entering the keyword ftp:, you can either follow it with the location of the source
file in this form: //userid:password@hostip/filepath or press Enter to launch a
prompt sequence.

After entering the keyword scp:, you can either follow it with the location of the source
file in this form: //userid:password@hostip/filepath or press Enter to launch a
prompt sequence.

After entering the keyword s1ot0:, you can either follow it with the location of the
source file in this form: //hostlocation/filepath or press Enter to launch a
prompt sequence.

After entering the keyword tftp:, you can either follow it with the location of the source
file in this form: //hostlocation/filepath or press Enter to launch a prompt
sequence.

After entering the keyword flash:, you can either follow it with the location of the
source file in this form: flash//filepath or press Enter to launch a prompt sequence.

Enter the partition to upgrade from the flash.

Enter the keywords stack-unit: to synch the image to the stack-unit.



Defaults
Command Modes

Command History

Usage Information

Example

file-url Enter the following location keywords and information to upgrade using an Dell EMC
Networking OS image other than the one currently running:

To specify an Dell EMC Networking OS image on the internal flash, enter f1lash://
file-path/filename.

To specify an Dell EMC Networking OS image on an FTP server, enter ftp://
user:password@hostip/filepath

To specify an Dell EMC Networking OS image on the external flash, enter s1ot0://
file-path/filename.

To copy a file ona TFTP server, enter tftp://hostip/filepath/filename.

where hostip is either an IPv4 dotted decimal address or an IPv6 URI [x:x:x:x::x] format
address.

none

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.0(0.0) Added support for IPv6 for the £ile—url parameter.

83190 Introduced on the S4820T.

8.3.111 Introduced on the Z9000. Added support for the SSD on the Z9000 only.
8370 Introduced on the S4810.

7710 Added support for TFTP and SCP.

7610 Introduced on the S-Series.

RFC 3986 specifies that IPv6 host addresses in a uniform resource identifier (URI) must be enclosed in square
brackets, [X:X:X:X::X]. For maximum flexibility this command accepts IPv6 host addresses with or without the
square brackets.

Reload Dell EMC Networking OS after executing this command. To copy Dell EMC Networking OS from the
management unit to one or more stack members, use the upgrade system stack-unit (S-Series
stack member) command.

DellEMC# upgrade system ?

ftp: Copy from remote file system (ftp://userid:password@hostip/filepath)
scp: Copy from remote file system (scp://userid:password@hostip/filepath)
tftp: Copy from remote file system (tftp://hostip/filepath)

DellEMC# upgrade system ftp://username:password@10.11.1.1/FTOS-SB-7.7.1.0.bin
RN RN N R RN RN N RN N RN RN RN RN RN



12946259 bytes successfully copied
DellEMC# reload
DellEMCH#



Control and Monitoring

This section contains command information to configure and monitor the system, including Telnet, file transfer protocol (FTP), and trivial
file transfer protocol (TFTP).

banner exec

Configure a message that is displayed when your enter EXEC mode.

Syntax

Parameters

Defaults
Command Modes

Command History

banner exec ¢ line c

To delete a banner, use the no banner exec command.

line

No banner is displayed.

CONFIGURATION

Enter the keywords banner exec, then enter a character delineator, represented here
by the letter c. Press ENTER.

Enter a text string for your banner message ending the message with your delineator. In
the following example, the delineator is a percent character (%); the banner message is
“testing, testing”.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
98(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9.0.2.0
8.3.190
8.3.12.0
8.3.11

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.



Usage Information

Example

Related Commmands

Version Description

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original Command

After entering the banner login command, type one or more spaces and a delineator character. Enter the banner
text then the second delineator character. When the user is connected to the router, if a message of the day
banner is configured, it displays first. If no message of the day banner is configured, the login banner and prompt
appear. After the user has logged in, the banner EXEC (if configured) displays.

DellEMC (conf) # banner exec ?

LINE c¢ banner-text c, where 'c' is a delimiting character

DellEMC (conf) # banner exec %

Enter TEXT message. End with the character 'S$'.

This is the banner$%

DellEMC (conf) # end

DellEMC# exit

2d18hlm: $STKUNIT1-M:CP $%$SEC-5-LOGOUT: Exec session is terminated on console

This is the banner
Dell conO now available

Press RETURN to get started.
2d18h2m: %STKUNIT1-M:CP 3SEC-5-LOGIN SUCCESS: Login successful on console

This is the banner
DellEMC>

line — enables and configures the console and virtual terminal lines to the system.

banner login

Set a message of the day banner to appear after logging on to the system.

Syntax

Parameters

Defaults

banner login {acknowledgement | keyboard-interactive | ¢ line c}

Enter no banner login to delete the banner text. Enter no banner login keyboard-interactive to
automatically go to the banner message prompt (does not require a carriage return).

keyboard- Enter the keyboard-interactive keyword and then press Enter (carriage return) to
interactive retrieve the message banner prompt.

acknowledgement Enter the acknowledgement keyword to require a positive acknowledgement from the
user while logging in to the system.

c Enter a delineator character to specify the start and end of the text banner. You cannot
use the delineator character in the banner message.

line Enter text string for your text banner message, with a maximum of 50 lines and up to 255
characters per line.

No banner is configured and a carriage return (CR) is required when creating a banner.



Command Modes

Command History

Usage Information

Example

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced the acknowledgement keyword.
9.8(2.0) Introduced on the S3100 series.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.311 Introduced on the Z9000.

8210 Introduced the keyword keyboard-interactive.
8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

E-Series Original command

Enter the banner login command, type one or more spaces and a delineator character, type the banner text, and
then type the second delineator character. The message of the day banner displays first when you are connected
to the router; otherwise the login banner and prompt appear. After you have logged in, the banner EXEC (if
configured) displays.

DellEMC (conf) #banner login ?

acknowledgement Require positive acknowledgment after login prompt
keyboard-interactive Press enter key to get prompt
LINE c banner-text (max length 255) ¢, where 'c' is a

delimiting character
DellEMC (conf) #no banner login ?

acknowledgement Disable positive acknowledgment required after login
prompt
keyboard-interactive Prompt will be displayed by default

If you configure the acknowledgement keyword, the system requires a positive acknowledgement from the user
while logging in to the system.

$ telnet 10.11.178.16

Trying 10.11.178.16...

Connected to 10.11.178.16.

Escape character is '"]'.

THIS IS A LOGIN BANNER. PRESS ‘Y’ TO ACKNOWLEDGE. ACKNOWLEDGE?

[y/nl: y



Related Commands

Login: admin
Password:

banner motd — sets a Message of the Day banner.
banner exec — enables the display of a text string when you enter EXEC mode.

banner motd

Set a message of the day (MOTD) banner.

Syntax

Parameters

Defaults
Command Modes

Command History

banner motd ¢ line ¢

To delete a Message of the Day banner, enter no banner motd.

c Enter a delineator character to specify the limits of the text banner. The delineator is a
percent character (%).

line Enter a text string for your MOTD banner the message with your delineator. The
delineator is a percent character (%).

No banner is configured.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3M1 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.

7510 Introduced on the C-Series.



Version Description

E-Series Original command

Usage Information After entering the banner login command, type one or more spaces and a delineator character. Enter the banner
text then the second delineator character. When the user is connected to the router, if a message of the day
banner is configured, it displays first. If no message of the day banner is configured, the login banner and prompt
appear. After the user has logged in, the banner EXEC (if configured) displays.

Related Commands
banner exec — enables the display of a text string when you enter EXEC mode.

banner login — sets a banner to display after successful login to the system.

cam-acl

Allocate content addressable memory (CAM) for IPv4 and IPv6 ACLs.

Syntax cam-acl {default | l2acl number ipv4acl number ipv6acl number ipv4qos number
12gos number 12pt number ipmacacl number [vman-gos | vman-dual-qos] number
ecfmacl number {fcoeacl number} {iscsioptacl {0|2}} {openflow {4]8}}

Parameters
default Use the default CAM profile settings and set the CAM as follows:

L2Acl: 6
IPV4Ac! : 4
IPV6BAcI : O
IPV4Qos : 2
L2Qos : 1
L2PT: 0
IpMacAcl : 0
VmanQos : 0
VmanDualQos : 0
EcfmAcl : O
nlbclusteracl: O
FcoeAcl: 0
iscsiOptAcl : 0
ipv4pbr : 0
vrfv4Acl :0
Openflow : 0
fedgovacl : O

Allocate space to each CAM region.

Enter the CAM profile name then the amount of CAM space to be allotted. The total
space allocated must equal to 13. The ipv6acl range must be a factor of 2.

Enter 4 or 8 for the number of OpenFlow FP blocks.

4: Creates 242 entries for use by the OpenFlow controller (256 total entries minus the
14 entries reserved for internal functionality)



Command Modes

Command History

Usage Information

8: Creates 498 entries for use by the OpenFlow controller (512 total entries minus the
14 entries reserved for internal functionality)

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.0.20 Introduced on the S6000.

9.2(0.2) Added support for the fcoe parameter on the S4810 and S4820T.
91.(0.0) Added support for OpenFlow on the Z9000.

83190 Introduced on the S4820T.

8.3.12.0 Added the keywords fcoeacl and i scsioptacl on the S4810.
8.3111 Introduced on the Z9000.

8310 Added the keywords ecfmacl, vman—-gos, and vman—-dual-gos.
8210 Introduced on the S-Series.

7810 Introduced on the C-Series.

For the new settings to take effect, save the new CAM settings to the startup-config (write-mem or copy run
start) then reload the system.

The total amount of space allowed is 16 FP Blocks. System flow requires three blocks and these blocks cannot be
reallocated. The ipv4acl profile range is from 11to 8.

When configuring space for IPv6 ACLs, the total number of Blocks must equal 13.

Ranges for the CAM profiles are from 1 to 10, except for the ipvéacl profile which is from O to 10. The ipvéacl
allocation must be a factor of .

If you enabled BMP, to perform a reload on the chassis to upgrade any configuration changes that have changed
the NVRAM content, use the reload conditional nvram-cfg-change command.



cam-acl-vian

Specify the number of VFP blocks allocated to OpenFlow.

Syntax

Defaults

Parameters

Command Modes

Command History

Usage Information

cam-acl-vlan {default | vlanopenflow {0]1}}

Disabled.

default Reset VLAN CAM ACL entries to default settings

vlanopenfiow Enter the number 1 to allocate VFP blocks and enable OpenFlow.
(Default) Enter the number O to disable OpenFlow.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
91.(0.0) Introduced on S4810.

8.3.190 Introduced on the S4820T.

Reboot the switch after changing the parameter values for changes to take effect.

For platform-specific instructions about using this command, see the SDN section of the Dell EMC Networking OS
Configuration Guide.

clear average-power

Reset the average power and average power start time.

Syntax

Parameters

Defaults
Command Modes

Command History

clear average-power stack-unit {stack-unit-number}
stack-unit-number  Enter the stack unit number.

None

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
911(21P1) Introduced on all Dell EMC Networking OS platforms



Usage Information  Thjs command resets the average power and average power start time to the current time. Average power and

average power start time will be calculated from the reset time (i.e current time).

Example DellEMC#clear average-power stack-unit 1
Proceed to clear Average power ? Confirm [yes/no]:yes
DellEMC#

clear line

Reset a terminal line.

Syntax clear line {line-number | console 0 | vty number}
Parameters
line-number Enter a number for one of the 12 terminal lines on the system. The range is from O to 11.
aux O Enter the keywords aux 0 to reset the auxiliary port.
console 0 Enter the keywords console 0 to reset the console port.
vty number Enter the keyword vty then a number to clear a terminal line. The range is from O to 9.

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0Pb) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
83190 Introduced on the S4820T.
8.3M1 Introduced on the Z9000.
8370 Introduced on the S4810.

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.

E-Series Original command.



configure

Enter CONFIGURATION mode from EXEC Privilege mode.

Syntax

configure [terminal]

Parameters

terminal (OPTIONAL) Enter the keyword terminal to specify that you are configuring from the terminal.

Command Modes

EXEC Privilege

Command History

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC Networking OS Command Line
Reference Guide.

Version Description

910(0.0) Introduced on the S3148.
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.111 Introduced on the Z9000.
8110 Introduced on the E-Series.
76.1.0 Introduced on the S-Series.

75.1.0 Introduced on the C-Series.



Version Description

E-Series Original command.

Example

DellEMC# configure
DellEMC (conf) #

disable

Return to EXEC mode.

Syntax disable [level]
Parameters
level (OPTIONAL) Enter a number for a privilege level of the Dell EMC Networking OS. The
range is from O to 15. The default is 1.
Defaults 1

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8370 Introduced on the S4810.

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.

E-Series Original command.



do

Allows the execution of most EXEC-level commands from all CONFIGURATION levels without returning to the EXEC level.

Syntax do command
Parameters
command Enter an EXEC-level command.
Defaults none
Command Modes
CONFIGURATION
INTERFACE

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3M1 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
611.0 Introduced on the E-Series.

Usage Information The following commands are not supported by the do command:

enable
disable
exit

config



Example

enable

Enter EXEC Privilege mode or any other privilege level configured. After entering this command, you may need to enter a password.

Syntax

Parameters

Defaults
Command Modes

Command History

DellEMC (conf-if-gi-5/1) #do clear counters

Clear counters on all interfaces [confirm]

DellEMC (conf-if-gi-5/1) #

DellEMC (conf-if-gi-5/1)#do clear logging

Clear logging buffer [confirm]

DellEMC (conf-if-gi-5/1) #

DellEMC (conf-if-gi-5/1)# do reload

System configuration has been modified. Save? [yes/no]: n
Proceed with reload [confirm yes/nol: n

DellEMC (conf-if-gi-5/1) #

enable [level]

level

15
EXEC

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

(OPTIONAL) Enter a number for a privilege level of Dell EMC Networking OS. The range

is from O to 15.

Networking OS Command Line Reference Guide.

Version
910(01)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
95(0.0)
9.2(1.0)
9020
83190
83120
8311
8110
7610
7510

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000-ON.

Added support for roles on the 29000, S6000, S4820T, S4810, and MXL.
Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.



Version Description

E-Series Original command.

Usage Information Users entering EXEC Privilege mode or any other configured privilege level can access configuration commands. To
protect against unauthorized access, use the enable password command to configure a password for the
enable command at a specific privilege level. If no privilege level is specified, the default is privilege level 15.

q NOTE: If you are authorized for the EXEC Privilege mode by your role, you do not need to enter an

enable password.

Related Commands
enable password — configures a password for the enable command and to access a privilege level.

enable cpu-clock-monitor

Enables Intel CPU LPC (Low Pin Count) clock-failure monitoring.

Syntax enable cpu-clock-monitor
To disable this feature, use the no enable cpu-clock-monitor command.

Parameters None

Defaults Enabled

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

Networking OS Command Line Reference Guide.

Version Description
91(2.0P1) Introduced on the C9010, S3048—-0N, S6100—-ON and Z9100—-ON.

Usage Information Enables Intel CPU LPC (Low Pin Count) clock-failure monitoring and issues a warning syslog to the user to take
appropriate action if signal degradation is seen.

enable optic-info-update interval

Enable polling intervals of optical information updates for simple network management protocol (SNMP).

Syntax enable optic-info-update [interval seconds]

To disable optical power information updates, use the no enable optic-info-update interval

command.
Parameters
interval seconds Enter the keyword interval then the polling interval in seconds. The range is from 120
to 6000 seconds. The default is 300 seconds (5 minutes).
Defaults Disabled

Command Modes CONFIGURATION



Command History

Usage Information

end

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.2(1.0)
9020
83190

8314

83100

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the Z9500.

Introduced on the S6000.

Replacement command for the S4820T. Replaces the enable xfp-power-updates
command.

Replacement command for the Z9000. Replaces the enable xfp-power-updates
command

Replacement command for the S4810 only. Replaces the enable xfp-power-—
updates command.

To enable polling and to configure the polling frequency, use this command.

Return to EXEC Privilege mode from other command modes (for example, CONFIGURATION or ROUTER OSPF modes).

Syntax

Command Modes

end

CONFIGURATION
SPANNING TREE

MULTIPLE SPANNING TREE

LINE
INTERFACE
TRACE-LIST
VRRP
ACCESS-LIST
PREFIX-LIST
AS-PATH ACL
COMMUNITY-LIST
ROUTER OSPF
ROUTER RIP
ROUTER ISIS
ROUTER BGP



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.190 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11 Introduced on the Z9000.

8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

75.1.0 Introduced on the C-Series and E-Series.
E-Series Original command.

Related Commands
exit — returns to the lower command mode.

exec-timeout

Set a time interval that the system waits for input on a line before disconnecting the session.

Syntax exec-timeout minutes [seconds]

To return to default settings, use the no exec-timeout command.

Parameters
minutes Enter the number of minutes of inactivity on the system before disconnecting the current
session. The range is from O to 35791. The default is 10 minutes for the console line and
30 minutes for the VTY line.
seconds (OPTIONAL) Enter the number of seconds. The range is from O to 2147483. The default is
0 seconds.
Defaults 10 minutes for console line; 30 minutes for VTY lines; 0 seconds

Command Modes LINE



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11 Introduced on the Z9000.
7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
E-Series Original command.

Usage Information To remove the time interval, enter exec-timeout 0 0.

Example Dell con0 is now available
Press RETURN to get started.
DellEMC>

L)
exit
Return to the lower command mode.

Syntax exit

Command Modes
EXEC Privilege

CONFIGURATION

LINE, INTERFACE
TRACE-LIST

PROTOCOL GVRP
SPANNING TREE

MULTIPLE SPANNING TREE
MAC ACCESS LIST
ACCESS-LIST

AS-PATH ACL



COMMUNITY-LIST
PREFIX-LIST
ROUTER OSPF
ROUTER RIP
ROUTER ISIS
ROUTER BGP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

Related Commands
end — returns to EXEC Privilege mode.

ftp-server enable

Enable FTP server functions on the system.
Syntax ftp-server [vrf vrf-name] enable

Parameters
vrf vrf-name Enter the keyword vr £ and then the name of the VRF to enable the FTP server to listen

to that VRF instance.



NOTE: Use this attribute to specify the VRF that is used by the FTP server to
accept client connections. If no VRF is specified, then the default VRF is used.

Defaults Disabled.
Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
94.(0.0) Added support for VRF.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3M1 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

Example morpheus% ftp 10.31.1.111

Connected to 10.31.1.111.
220 DellEMC(1.0) FTP server ready
Name (10.31.1.111:dch): dch
331 Password required
Password:
230 User logged in
ftp> pwd
257 Current directory is "flash:"
ftp> dir
200 Port set okay
150 Opening ASCII mode data connection
size date time name
512 Jul-20-2004 18:15:00 tgtimg
512 Jul-20-2004 18:15:00 diagnostic
512 Jul-20-2004 18:15:00 other
512 Jul-20-2004 18:15:00 tgt
226 Transfer complete



329 bytes received in 0.018 seconds (17.95 Kbytes/s)
ftp>

ftp-server topdir

Specify the top-level directory to be accessed when an incoming FTP connection request is made.

Syntax ftp-server topdir directory
Parameters

directory Enter the directory path.
Defaults The internal flash is the default directory.

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3M1 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

Usage Information After you enable FTP server functions with the ftp-server enable command, Dell EMC Networking
recommends specifying a top-level directory path. Without a top-level directory path specified, the Dell EMC
Networking OS directs users to the flash directory when logging in to the FTP server.

Related Commands
ftp-server enable — enables FTP server functions on the E-Series.



ftp-server username — sets a username and password for incoming FTP connections to the E-Series.

ftp-server username

Create a user name and associated password for incoming FTP server sessions.

Syntax ftp-server username username password [encryption-type] password

To delete a user name and its password, use the no ftp-server username username command.

Parameters
username Enter a text string up to 40 characters long as the user name.
password password  Enter the keyword password then a string up to 40 characters long as the password.
Without specifying an encryption type, the password is unencrypted.
encryption-type (OPTIONAL) After the keyword password, enter one of the following numbers:
0 (zero) for an unecrypted (clear text) password
7 (seven) for a hidden text password
Defaults Not enabled.

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
8.3.190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3.111 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.

75.1.0 Introduced on the C-Series.



Version Description

E-Series Original command.

hosthame

Set the host name of the system.

Syntax hostname name
Parameters

name Enter a text string, up to 32 characters long.
Defaults Dell

Command Modes CONFIGURATION

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.3.12.0 Introduced on the S4810.
8.3.11 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
E-Series Original command.

Usage Information The hostname is used in the prompt.



ip http source-interface

Specify an interface as the source interface for HT TP connections.

Syntax ip http source-interface interrface

To delete an interface, use theno ip http source-interface interface command.

Parameters )
interface Enter the following keywords and the interface information:

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a Loopback interface, enter the keyword 1oopback then a number from O to
16383.

For a port channel interface, enter the keywords port-channel then a number.

For a VLAN interface, enter the keyword v1an then a number from 1to 4094.

Defaults The IP address on the system that is closest to the Telnet address is used in the outgoing packets.

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S6100—-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.3(01) Introduced on the S4810, S4820T, S6000, and Z9000.
8.3.111 Introduced on the Z9000

8210 Increased number of VLANSs to 4094 (was 2094)
8110 Introduced on E-Series

7610 Support added for S-Series

75.1.0 Introduced on C-Series



ip http vrf

Configure an HTTP client with a VRF used to connect to the HTTP server.

Syntax

Parameters

Defaults
Command Modes

Command History

Usage Information

ip http vrf {management | vrf-name}

To undo the HTTP client configuration, use the ip http vrf command.

management Enter the keyword management for configuring the management VRF that uses an
HTTP client.
vrf-name Enter a VRF name that the HT TP client uses. If you do not specify a VRF name, the

HTTP client uses the default VRF.
Disabled

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Introduced on the S4810, S4820T, S5000, S6000, S6000-ON, and Z9500.

To make the HTTP clients VRF-aware, use the ip http vrf command. The HTTP client uses the VRF name
that you specify to reach the HTTP server. If you do not specify a VRF name, the HTTP client uses the default
VRF.

ip ftp password

Specify a password for outgoing FTP connections.

Syntax

ip ftp password [encryption-type] password

To remove a password and return to the default setting, use the no ip ftp password [password]
command.



Parameters
encryption-type (OPTIONAL) Enter one of the following numbers:

0 (zero) for an unecrypted (clear text) password
7 (seven) for a hidden text password

password Enter a string up to 40 characters as the password.

Defaults Not configured.
Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3M1 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

Usage Information The password is listed in the configuration file; you can view the password by entering the show running-
config ftp command.

Use the ip ftp password command when you use the ftp: parameter in the copy command.

Related Commands

ip ftp source-interface

Specify an interface’s IP address as the source IP address for FTP connections.

Syntax ip ftp source-interface interface



Parameters

Defaults
Command Modes

Command History

To delete an interface, use the no ip ftp source-interface interface command.

interface Enter the following keywords and the interface information:

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a Loopback interface, enter the keyword 1oopback then a number from O to
16383.

For a port-channel interface, enter the keywords port-channel then the port-
channel ID.

For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.
For a tunnel interface, enter the keyword tunnel.

The IP address on the system that is closest to the Telnet address is used in the outgoing packets.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell EMC
Networking OS Command Line Reference Guide.

The following is a list of the Dell EMC Networking OS version history for this command.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

8.3.190 Introduced on the S4820T.

8.3.111 Introduced on the Z9000.

8370 Introduced on the S4810.

8510 Added support for 4-port 40G line cards on ExaScale.
8210 Increased number of VLANs on ExaScale to 4094 (was 2094).
8110 Introduced on the E-Series ExaScale.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

E-Series Original command.



ip ftp username

Assign a user name for outgoing FTP connection requests.

Syntax ip ftp username username

To return to anonymous FTP connections, use the no ip ftp username [username] command.

Parameters
username Enter a text string as the user name up to 40 characters long.

Defaults No user name is configured.

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

Usage Information ~ Configure a password with the ip ftp password command.

Related Commands
ip ftp password — sets the password for FTP connections.



ip ftp vrf

Configures an FTP client with a VRF that is used to connect to the FTP server.

Syntax

Parameters

Defaults
Command Modes

Command History

Usage Information

ip ftp [vrf {vrf-name | management}]

To undo the FTP client configuration, use the ip ftp [vrf vrf-name] command.

vrf-name Enter the vrf-name to specify the VRF that is used by the FTP client.
management Enter the keyword management to specify that the VRF used by the FTP client is a
management VRF.
Disabled
CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.5(0.0) Introduced on the Z9500.

94(0.0) Introduced on the S-Series and Z9000.

Use this command to make the FTP clients VRF-aware. The VRF name that you specify is used by the FTP client
to reach the FTP server. If no VRF name is specified, then the default VRF is used.

ip telnet server enable

Enable the Telnet server on the switch.

Syntax

Defaults

Command Modes

ip telnet server enable

To disable the Telnet server, use the no ip telnet server enable command.

Enabled
CONFIGURATION



Command History

Related Commmands

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.11 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
611.0 Introduced on the E-Series.

ip ssh server — enables the secure shell (SSH) server on the system.

ip telnet server vrf

Configures the TELNET server on either a specific VRF or a management VRF.

Syntax

Parameters

Defaults

Command Modes

ip telnet server vrf {vrf-name | any | management}

To undo the TELNET server configuration, use the no ip telnet server [vrf vrf-name] command.

vrf-name Enter the vrf-name to specify the VRF that is used by the TELNET server.

any Enter the keyword any to enable server from any VRF.

management Enter the keyword management to specify a management VRF that is used by the
TELNET server.

Disabled

CONFIGURATION



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.5(0.0) Introduced on the Z9500.

94.(0.0) Introduced on the S-Series and Z9000.

Usage Information You can enable the TELNET server on either a management VRF or a user-defined VRF but not both. If you do not
specify a VRF name, then the TELNET server is enabled on the default VRF.

Example DellEMC (conf) # ip telnet server vrf vrfl
DellEMC (conf) # no ip telnet server vrf
DellEMC (conf) # ip telnet server vrf management
DellEMC (conf) # no ip telnet server vrf
DellEMC (conf) #

ip telnet source-interface

Set an interface’s IP address as the source address in outgoing packets for Telnet sessions.

Syntax ip telnet source-interface interface

To return to the default setting, use the no ip telnet source-interface [interface] command.

Parameters
interface Enter the following keywords and the interface information:

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For Loopback interfaces, enter the keyword 1oopback then a number from zero (0)
to 16383.

For a port channel interface, enter the keywords port-channel then a number.
For VLAN interface, enter the keyword v1an then a number from 1to 4094.
For a tunnel interface, enter the keyword tunnel.

Defaults The IP address on the system that is closest to the Telnet address is used in the outgoing packets.

Command Modes CONFIGURATION



Command History  This guide is platform-specific. For command information about other platforms, refer to the relevant Dell EMC
Networking OS Command Line Reference Guide.

The following is a list of the Dell EMC Networking OS version history for this command.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810.

8510 Added support for 4-port 40G line cards on ExaScale.
8210 Increased number of VLANs on ExaScale to 4094 (was 2094).
8110 Introduced on the E-Series ExaScale.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

E-Series Original command

Related Commands  telnet — telnet to another device.

ip telnet vrf

Configures a TELNET client to use a specific VRF.

Syntax ip telnet [vrf vrf-name]
To undo the TELENT client configuration, use the ip telnet [vrf vrf-name] command.

Parameters
vrf vrf-name Enter the keyword vr £ and then the name of the VRF to specify the VRF that is used by

the TELENT client.



Defaults
Command Modes

Command History

Usage Information

Example

Disabled
CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant FTOS Command
Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

97(0.0) Introduced on the S6000-ON.

9.5(0.0) Introduced on the Z9500.

94.(0.0) Introduced on the S-Series and Z9000.

If you configure a TELNET client to use a specific VRF, then you need not explicitly specify the same VRF during
the TELNET client sessions corresponding to that VRF.

Dell (conf)# ip telnet vrf vrfl
Dell (conf)# do telnet 10.10.10.2
Dell (conf)# no ip telnet vrf vrfl
Dell (conf) #

ip tftp source-interface

Assign an interface’s IP address in outgoing packets for TFTP traffic.

Syntax

Parameters

Defaults
Command Modes

Command History

ip tftp source-interface interface

To return to the default setting, use the no ip tftp source-interface interface command.

interface Enter the following keywords and slot/port or number information:
For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a Loopback interface, enter the keyword 1oopback then a number from O to
16383.

For a port channel interface, enter the keywords port-channel then a number.
For a VLAN interface, enter the keyword v1an then a number from 1to 4094.

The IP address on the system that is closest to the Telnet address is used in the outgoing packets.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.



Version
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.2(1.0)
8.319.0
8314
8370
8510
8210
811.0
7610
7510

E-Series

ip tftp vrf

Configures an TFTP client with a VRF that is used to connect to the TFTP server.

Syntax

Parameters

Defaults
Command Modes

Command History

Description

Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the Z9500.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4820T.

Added support for 4-port 40G line cards.
Increased number of VLANSs to 4094 (was 2094).
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Original command

ip tftp [vrf vrf-name]

To undo the TFTP client configuration, use the no ip tftp [vrf vrf-name] command.

vrf vrf-name

Disabled

CONFIGURATION

Enter the keyword vrf and then the name of the VRF to specify the VRF that is used by
the TFTP client.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(01)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.



Version Description

9.7(0.0) Introduced on the S6000-ON.
9.5(0.0) Introduced on the Z9500.
94.(0.0) Introduced on the S-Series and Z9000.

Usage Information Use this command to make the TFTP clients VRF aware. The VRF name that you specify is used by the TFTP
client to reach the TFTP server. If no VRF is specified, then the default VRF is used.

Related Commands
ftp-server topdir — sets the directory to be used for incoming FTP connections.

ftp-server username — sets a username and password for incoming FTP connections.

line

Enable and configure console and virtual terminal lines to the system. This command accesses LINE mode, where you can set the access
conditions for the designated line.

Syntax line {aux 0 |console 0 | vty number [end-number]}
Parameters
aux O Enter the keyword aux 0 to configure the auxiliary terminal connection.
console 0 Enter the keyword console 0 to configure the console port. The console option is
<0-0>.
vty number Enter the keyword vty then a number from O to 9 to configure a virtual terminal line for

remote sessions. The system supports 10 remote sessions.
end-number (OPTIONAL) Enter a number from 1to 9 as the last virtual terminal line to configure. You
can configure multiple lines at one time.
Defaults Not configured

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.



Usage Information

Related Commands

Version Description

8.319.0 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command

You cannot delete a terminal connection.

access-class — restricts the incoming connections to a particular IP address in an IP access control list (ACL).
password — specifies a password for users on terminal lines.

login concurrent-session

Configures the limit of concurrent sessions for each user on console and virtual terminal lines.

Syntax

Parameters

Defaults

Command Modes

Command History

login concurrent-session {limit number-of-sessions | clear—line enable}

no login concurrent-session {limit number-of-sessions | clear—line enable}

limit number-of- Sets the number of concurrent sessions that any user can have on console and virtual
sessions terminal lines. The range is from 1to 12 (10 VTY lines, one console, and one AUX line).
clear-line enable Enables you to clear your existing sessions.

Not configured. You can use all the available sessions.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.



Usage Information

Example

Related Commands

Version Description
9.8(0.0) Introduced on the S4810, $4820, S5000, S6000, S6000-ON, and Z9500.

You must have either the System Administrator or Security Administrator privileges to configure login concurrent-
session limit or to enable clear-line.

To limit the number of concurrent sessions that any user can have on console, auxiliary, and virtual terminal lines,
use the login concurrent-session limit number-of-sessionscommand.

If the Login concurrent-session clear-line enable command is configured, you are provided with
an option to clear any of your existing sessions after a successful login authentication. When you reach the
maximum concurrent session limit, you can still log in by clearing any of your existing sessions.

The following example shows how to limit the number of concurrent sessions that any user can have to four:

DellEMC (conf) # login concurrent-session limit 4
DellEMC (conf) #

The following example shows how to use the login concurrent-session clear-line enable
command.

DellEMC (conf) # login concurrent-session clear-line enable
DellEMC (conf) #

When you try to log in, the following message appears with all your existing concurrent sessions, providing an
option to close any one of the existing sessions:

$ telnet 10.11.178.14
Trying 10.11.178.14...
Connected to 10.11.178.14.
Escape character is '~]'.
Login: admin

Password:

Current sessions for user admin:
Line Location

2 vty 0 10.14.1.97

3 vty 1 10.14.1.97

Clear existing session? [line number/Enter to cancel]:

When you try to create more than the permitted number of sessions, the following message appears, prompting
you to close one of your existing sessions. Close any of your existing sessions to log in to the system.

$ telnet 10.11.178.14

Trying 10.11.178.14...

Connected to 10.11.178.14.

Escape character is '~]'.

Login: admin

Password:

Maximum concurrent sessions for the user reached.
Current sessions for user admin:

Line Location

2 vty O 10.14.1.97
3 vty 1 10.14.1.97
4 vty 2 10.14.1.97
5 vty 3 10.14.1.97

Clear existing session? [line number/Enter to cancel]:

login statistics — enable and configure user login statistics on console and virtual terminal lines.

show login statistics — displays login statistics of users who have used the console or virtual terminal lines to
log in to the system.



login statistics

Enable and configure user login statistics on console and virtual terminal lines.

Syntax

Parameters

Defaults
Command Modes

Command History

Usage Information

Example

login statistics {enable | time-period days}

no login statistics {enable | time-period days}

enable Enables login statistics for the last 30 days by default.

time-period days Sets the number of days the system stores user login statistics; range is from 1 to 30.

Not configured
CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Introduced on the S4810, S4820, S5000, S6000, S6000-ON, and Z9500.

Only the system and security administrators can configure login activity tracking and view the login activity details
of other users.

If you enable user login statistics, the system displays the last successful login details of the current user, the
details of any failed login attempts by others, and if the current user’s permissions have changed since the last
login.

If youuse the login statistics time-period days command to set a custom time period, the system
only reports the login statistics during that interval.

NOTE: Login statistics are not applicable for login sessions that do not use authentication on user names.
For example, the system does not report login activity for a telnet session that prompts only a password
field.

When you log into the system, it displays a message similar to the following:
$ telnet 10.11.178.14

Trying 10.11.178.14...
Connected to 10.11.178.14.



Related Commands

Escape character is '7~]'.

Login: admin

Password:

Last successful login: 12:52:01 UTC Tue Mar 22 2016 Line vty0O ( 10.11.178.14 ).
There were 1 unsuccessful login attempt(s) since the last successful login.
There were 1 unsuccessful login attempt(s) for user admin in the last 30

day (s) .

There were 1 successful login attempt(s) for user admin in the last 30 day(s).

The preceding message shows that the user had previously logged in to the system using the VTY line from
10.11.17814. It also displays the number of unsuccessful login attempts since the last login and the number of
unsuccessful login attempts in the last 30 days.

$ telnet 10.11.178.14

Trying 10.11.178.14...

Connected to 10.11.178.14.

Escape character is '""]'.

Login: admin

Password:

Last successful login: 12:52:01 UTC Tue Mar 22 2016 on console

There were 2 unsuccessful login attempt(s) since the last successful login.
There were 3 unsuccessful login attempt(s) for user admin in last 12 day(s).
There were 1 successful login attempt(s) for user admin in the last 30 day(s) .

The preceding message shows that the user had previously logged in to the system using the console line. It also
displays the number of unsuccessful login attempts since the last login and the number of unsuccessful login
attempts during a custom time period.

login concurrent-session — configures the limit of concurrent sessions for each user on console and virtual
terminal lines.

show login statistics — displays login statistics of users who have used the console or virtual terminal lines to
log in to the system.

motd-banner

Enable a message of the day (MOTD) banner to appear when you log in to the system.

Syntax

Defaults
Command Modes

Command History

motd-banner

To disable the MOTD banner, use the no motd-banner command.

Enabled on all lines.

LINE

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.



ping

Version
9.8(0.0P2)
97(0.0)
90.2.0
9000
8.319.0
83120
8314
811.0
7610
7510

E-Series

Description

Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.
Introduced on the E-Series
Introduced on the S-Series.
Introduced on the C-Series.

Original command

Test connectivity between the system and another device by sending echo requests and waiting for replies.

Syntax

Parameters

ping [host

[datagram-size]

bit (yln)]
min-size]
interface]

host

jp-address

jpv6-address

count

datagram size

timeout

source

ip-address | ipvé-address] [count {number | continuous}]
[timeout] [source (ip src-ipv4-address) | interface] [tos] [df-
[validate-reply(yln)] [outgoing-interface] [pattern pattern] [sweep-

[sweep-max-size] [sweep-interval] [ointerface (ip src-ipv4-address) |
[ethernet | vrf vrf-name]

(OPTIONAL) Enter the host name of the devices to which you are testing connectivity.

(OPTIONAL) Enter the IPv4 address of the device to which you are testing connectivity.
The address must be in the dotted decimal format.

(OPTIONAL) Enter the IPv6 address, in the x:x:x:x::x format, to which you are testing
connectivity.

q NOTE: The :: notation specifies successive hexadecimal fields of zeros.

Enter the number of echo packets to be sent. The default is 5.

number: from 1 to 2147483647
continuous: transmit echo request continuously

Enter the ICMP datagram size. The range is from 36 to 15360 bytes. The default is 100.

Enter the interval to wait for an echo reply before timing out. The range is from 0 to 3600
seconds. The default is 2 seconds.

Enter the IPv4 or IPv6 source ip address or the source interface. For IPv6 addresses, you
may enter global addresses only. Enter the IP address in A.B.C.D format.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a port channel interface, enter the keywords port-channel then a number.



tos

df-bit

validate-reply

outgoing-interface

pattern pattern
sweep-min-size

sweep-max-size

sweep-interval

interface

ethernet

vrf vrf-name

Defaults None.

Command Modes
EXEC

EXEC Privilege

For a VLAN interface, enter the keyword v1an then a number from 1to 4094.
For a Tunnel interface, enter the keyword tunnel then a number from 1 to 16383.

(IPv4 only) Enter the type of service required. The range is from O to 255. The default is
0.

(IPv4 only) Enter Y or N for the “don't fragment” bit in IPv4 header.
N: Do not set the “don't fragment” bit.
Y: Do set “don't fragment” bit
Default is No.
(IPv4 only) Enter Y or N for reply validation.
N: Do not validate reply data.
Y: Do validate reply data.
Default is No.

(IPv6 link-local address) Enter the outgoing interface for ping packets to a destination
link-local address.

(IPv4 only) Enter the IPv4 data pattern. Range: O-FFFF. Default: OxABCD.
Enter the minimum size of datagram in sweep range. The range is from 52 to 15359 bytes.

Enter the maximum size of datagram in sweep range. The range is from 53 to 15359
bytes.

Enter the incremental value for sweep size. The range is from 1 to 15308 seconds.

(IPv4 only) Enter the outgoing interface for multicast packets. Enter the IP address in
A.B.C.D format.

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a port channel interface, enter the keywords port-channel then a number.
For a VLAN interface, enter the keyword v1an then a number from 1to 4094.

Enter the keyword ethernet to test layer2 connectivity.

Enter the keyword vr £ followed by the name of the VRF to test connectivity to the VRF.

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)

Description
Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.



Usage Information

Version
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0)P5
9.8(0.0)P2
9.2(1.0)
90.2.0
9000
8.319.0

83120

8311
83.70
8510
8410
8.3.1.0
8210
8110

7910

7610
7510
7410

Description

Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048—-ON.
Introduced on the S3048-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.

Introduced on the S4820T.

Added support for the outgoing-interface option for link-local IPv6 addressing on
the S4820T.

Added support for the outgoing-interface option for link-local IPv6 addressing on
the S4810.

Introduced on the Z9000.

Introduced on the S4810.

Added support for 4-port 40G line cards.

IPv6 pinging available on management interface.
Introduced extended ping options.

Introduced on the E-Series (IPv6).

Introduced on the E-Series (IPv4).

Introduced VRF.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for IPv6 address on the E-Series.

When you enter the ping command without specifying an IP/IPv6 address (Extended Ping), you are prompted for
a target IP/IPv6 address, a repeat count, a datagram size (up to 1500 bytes), a timeout (in seconds), and for

Extended Commands.

The following table provides descriptions for the ping command status response symbols displayed in the output.

Symbol

< © C

-~

Description

Each exclamation point indicates receipt of a reply.

Each period indicates the network server timed out while waiting for a reply.
A destination unreachable error PDU was received.

Source quench (destination too busy).

Could not fragment.

Unknown packet type.



Symbol Description

& Packet lifetime exceeded.

Example (IPv4) DellEMC# ping 172.31.1.255
Type Ctrl-C to abort.

Sending 5, 100-byte ICMP Echos to 172.31.1.255, timeout is 2 seconds:
Reply to request 1 from 172.31.1.208 0 ms
Reply to request 1 from 172.31.1.216 0 ms
Reply to request 1 from 172.31.1.205 16 ms

Reply to request 5 from 172.31.1.209 0 ms
Reply to request 5 from 172.31.1.66 0 ms
Reply to request 5 from 172.31.1.87 0 ms
DellEMC#

Example (IPv6) DellEMC# ping 100::1
Type Ctrl-C to abort.
Sending 5, 100-byte ICMP Echos to 100::1, timeout is 2 seconds:

Success rate is 100.0 percent (5/5), round-trip min/avg/max = 0/0/0 (ms)

Dell1EMC#

Reboot the system.

Syntax reload [conditional nvram-cfg-change | no-confirm [discard-running] | dell-diag
| onie [install | uninstall | rescue]]

Parameters
conditional nvram-  (OPTIONAL) Reload into the Dell EMC Networking Operating System (OS) if the

cfg-change condition is true. A configuration change to the NVRAM requires a switch reload. To
reload the switch, select nvram-cfg-change

no-confirm Reload the chassis without prompting for further confirmation.
[discard-running]

dell-diag (OPTIONAL) Reload the system into the Dell diagnostics mode.

onie (OPTIONAL) Reload the system into the ONIE mode. You can also use one of the
following options to reload the system and enter the respective modes directly:

install — enter the Install mode and install the networking OS
uninstall — enter the Uninstall mode and uninstall the networking OS

rescue — enter the Rescue mode and access the file system

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
910(01) Introduced on the S6010-ON and S4048T-ON.



Usage Information

Example

Example

Version Description
910(0.0) Introduced on the S3148.

910(0.0) Added the optional dell-diag and onie parameters.

Introduced the no—confirm option.

9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
91(0.0) Added ‘conditional” parameter.
8.3.190 Introduced on the S4820T.
8.3.111 Introduced on the Z9000.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

If you use only the reload command, the system boots into the Dell EMC Networking OS.

If there is a change in the running configuration, the system prompts you to save the new configuration when you
reload the system using the reload command. You can also save your running configuration manually using the
copy running-configcommand.

You can use the conditional parameter if any configuration changes made to the NVRAM, such as, stack-
group and fanout configurations, must be saved.

When you use the reload command after making configuration changes, the system prompts you to update the
hash for the startup configuration using the verified boot hash command.

DellEMC# reload

Verified startup-configuration is enabled, Hash for startup-configuration is
invalid.

Please update Hash for the startup-configuration before reload.

The following example shows how to reload the system:

DellEMC# reload
Proceed with reload [confirm yes/no]l: yes

The following example shows how to reload the system into Dell diagnostics mode:

DellEMC#reload dell-diag
Proceed with reload [confirm yes/no]l: yes



The following example shows how to reload the system into ONIE mode:

DellEMC#reload onie
Proceed with reload [confirm yes/no]: yes

The following example shows how to reload the system into ONIE prompt and enter the install mode directly:

DellEMC#reload onie install
Proceed with reload [confirm yes/no]: yes

send

Send messages to one or all terminal line users.

Syntax send [*] | [line ] | [console] | [vty]
Parameters
* Enter the asterisk character * to send a message to all tty lines.
line Send a message 1o a specific line. The range is from O to 11.
console Enter the keyword console to send a message to the primary terminal line.
vty Enter the keyword vty to send a message to the virtual terminal.
Defaults none

Command Modes EXEC

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
8.3.190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.
8110 Introduced on the E-Series.

7610 Introduced on the S-Series.



Version Description
7510 Introduced on the C-Series.

6.5.10 Introduced on the E-Series.

Usage Information Messages can contain an unlimited number of lines; however, each line is limited to 255 characters. To move to the
next line, use <CR>. To send the message use CTR-Z; to abort a message, use CTR-C.

service timestamps

To debug and log messages, add time stamps. This command adds either the uptime or the current time and date with local time zone time
difference included or excluded.

Syntax service timestamps {debug | log} [datetime [localtime] [msec] [show-timezone]
[utc] | uptime]

To disable timestamping, use the no service timestamps [debug | log] command.

Parameters
datetime (OPTIONAL) Enter the keyword datetime to have the current time and date as in local
time zone added to the message.
debug (OPTIONAL) Enter the keyword debug to add timestamps to debug messages.
log (OPTIONAL) Enter the keyword 1og to add timestamps to log messages with severity
from O to 6.
localtime (OPTIONAL) Enter the keyword 1ocaltime to include the local time zone time in the
timestamp.
msec (OPTIONAL) Enter the keyword msec to include milliseconds in the timestamp.
show-timezone (OPTIONAL) Enter the keyword show-timezone to include the time zone information
in the timestamp.
uptime (OPTIONAL) Enter the keyword uptime to have the timestamp based on time elapsed
since system reboot.
utc (OPTIONAL) Enter the keyword utc to include the UTC time format (ignoring local time
zone) in the timestamp.
Defaults

datetime [localtime]

datetime

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

914(1.5) Added support for UTC time format.

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.



Version Description

9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
8.319.0 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

Usage Information If you do not specify parameters and enter service timestamps, it appears as service timestamps debug datetime in
the running-configuration.

To view the current options set for the service timestamps command, use the show running-config
command.

From 914.1.5 release, the default timestamp display format for the logs is set to local time (service
timestamps log datetime localtime)instead of service timestamps log datetime.

show alarms

View alarms currently active in the system.
Syntax show alarms [threshold]

Parameters
threshold (OPTIONAL) Enter the keyword threshold to display the temperature thresholds in

Celsius for each level.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
912(1.0) Introduced on the S5048F—-ON.



Example

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
8.3.190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3.111 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

DellEMC#show alarms

-—- Minor Alarms --
Alarm Type Duration

-- Major Alarms --

Alarm Type Duration

PEM 2 in unit 1 down 13 min, 36 sec
Fan 1 in PSU 2 of Unit 1 is down or removed 13 min, 34 sec
DellEMC#

show cam-acl-vlan

Display the block sizes allocated for the VLAN CAM ACL.

Syntax
Command Modes

Command History

show cam-acl-vlan

EXEC

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
9.8(0.0P5) Introduced on the S4048-ON.



Version Description

9.8(0.0P2) Introduced on the S3048-ON.

Version 91.(0.0) Introduced on S4810.

Version 8.3.19.0 Introduced on the S4820T.
Example DellEMC#show cam-acl-vlan

-- Chassis Vlan Cam ACL --

Current Settings(in block sizes)

1 block = 256 entries

VlanOpenFlow : 1
VlanIscsi
VlanAclOpt
VlanHp
VlanFcoe g
VlanNlbClstr :

orrRFO

-- stack-unit 1 --
Current Settings(in block sizes)
VlanOpenFlow : 1
VlanIscsi
VlanAclOpt
VlanHp
VlanFcoe :
VlanN1lbClstr :

o R REO

show command-history

Display a buffered log of all commands all users enter along with a time stamp.
Syntax show command-history
Defaults none

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.2(1.0) Introduced on the Z9500.
8.3.190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.
8110 Introduced on the E-Series.

7610 Introduced on the S-Series.



Usage Information

Example

Version Description

7510 Introduced on the C-Series and E-Series.

One trace log message is generated for each command. No password information is saved to this file. A command-
history trace log is saved to a file after failover. Dell EMC Networking TAC analyzes this file to help identify the root
cause of it.

The timestamps display format of the show command-history output changes based on the service
timestamps log datetime configuration. The time format can be in uptime, local time or UTC time.

If timestamp is disabled (no service timestamps log), the command history time format is shown with
timestamp defaults (service timestamps log datetime localtime) asin Example 4.

Example 1: Default configuration service timestamps log datetime Or service timestamps log
datetime localtime

DellEMC#show clock
15:42:42.804 IST Fri May 17 2019

DellEMC (conf) #service timestamps log datetime

DellEMC#show command-history
[May 17 15:38:55]: CMD-(CLI) :[service timestamps log datetime]by default from
console
[May 17 15:41:40]: CMD-(CLI) :[write memorylby default from console
- Repeated 1 time.
[May 17 15:41:45]: CMD-(CLI):[interface gigabitethernet 1/1]by default from
console
[May 17 15:41:47] CMD- (CLI) : [shutdown]by default from console
[May 17 15:41:50]: CMD-(CLI) :[no shutdown]by default from console
[May 17 15:42:42]: CMD-(CLI) :[show clock]by default from console
[May 17 15:42:52]: CMD-(CLI) :[write memorylby default from console
Dell1EMC#

Example 2: service timestamps log datetime utc

DellEMC#show clock
15:47:05.661 IST Fri May 17 2019

DellEMC (conf) #service timestamps log datetime utc

DellEMC# show command-history

[May 17 10:16:53]: CMD-(CLI) :[service timestamps log datetime utc]by default
from console

[May 17 10:17:05]: CMD-(CLI) :[show clock]by default from console

[May 17 10:17:20]: CMD-(CLI) :[show running-config]by default from console
[May 17 10:17:30]: CMD-(CLI):[interface gigabitethernet 1/2]by default from
console

[May 17 10:17:32]: CMD-(CLI) :[shutdown]by default from console

[May 17 10:17:34]: CMD-(CLI) :[no shutdown]by default from console

[May 17 10:17:40]: CMD-(CLI) :[write memorylby default from console

Example 3: service timestamps log uptime

DellEMC#show clock
15:51:47.534 IST Fri May 17 2019

DellEMC (conf) #service timestamps log uptime

DellEMC# show command-history

[1d0h24m] : CMD- (CLI):[service timestamps log uptime]by default from console
[1d0h24m] : CMD- (CLI):[interface gigabitethernet 1/1]by default from console
[1d0h24m] : CMD- (CLI) : [shutdown]by default from console



[1d0h24m] :
[1d0h25m] :
[1d0h25m] :

CMD- (CLI) : [no shutdown]by default from console
CMD- (CLI) : [end]by default from console
CMD- (CLI) : [write memory]by default from console

Example 4: no service timestamps log

DellEMC#show clock
15:55:12.246 IST Fri May 17 2019

DellEMC (conf) #no service timestamps log

DellEMC# show
15:
15:
15:
15:
15:
15:
15:

[May 17
[May 17
[May 17
[May 17
[May 17
[May 17
[May 17

53:
53:
54:
55:
55:
55:
55:

command-history

44]1: CMD-(CLI) :[show logginglby default from console

[
53]: CMD-(CLI) : [show command-history]by default from console
54] CMD- (CLI) : [end]by default from console
00]: CMD-(CLI) :[show logginglby default from console
12]: CMD-(CLI) : [show clock]by default from console
22]: CMD- (CLI) : [show running-configlby default from console
27]: CMD-(CLI) : [show command-history]by default from console

show cpu-traffic-stats

View the CPU traffic statistics.

Syntax

Parameters

Defaults
Command Modes

Command History

show cpu-traffic-stats [port number | all | cp ]

port number

all

cp

EXEC

(OPTIONAL) Enter the port number to display traffic statistics on that port only. The
range is from 1 to 1568.

(OPTIONAL) Enter the keyword al1 to display traffic statistics on all the interfaces
receiving traffic, sorted based on the traffic.

(OPTIONAL) Enter the keyword cp to display traffic statistics on the specified CPU.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)
9.2(1.0)
9.0.20
9.0.00

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100—-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.



Usage Information

Example

Version Description

8.319.0 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series
6.2.11 Introduced on the E-Series.

Traffic statistics are sorted on a per-interface basis; the interface receiving the most traffic is displayed first. All
CPU and port information is displayed unless a specific port or CPU is specified. Traffic information is displayed for
router ports only; not for management interfaces. The traffic statistics are collected only after the debug cpu-
traffic-stats command is executed; not from the system bootup.

NOTE: After debugging is complete, use the no debug cpu-traffic-stats command to shut off
traffic statistics collection.

DellEMC# show cpu-traffic-stats

Processor : CP

Received 100% traffic on GigabitEthernet 8/2 Total packets:100
LLC:0, SNAP:0, IP:100, ARP:0, other:0

Unicast:100, Multicast:0, Broadcast:0

Processor : RP1

Received 62% traffic on GigabitEthernet 8/2 Total packets:500
LLC:0, SNAP:0, IP:500, ARP:0, other:0

Unicast:500, Multicast:0, Broadcast:0

Received 37% traffic on GigabitEthernet 8/1 Total packets:300
LLC:0, SNAP:0, IP:300, ARP:0, other:0

Unicast:300, Multicast:0, Broadcast:0

Processor : RP2

No CPU traffic statistics.

DellEMC#

show debugging

View a list of all enabled debugging processes.

Syntax
Command Modes

Command History

show debugging
EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.



Version Description

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
8.319.0 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series
E-Series Original command.

Example DellEMC# show debug
Generic IP:
IP packet debugging is on for
ManagementEthernet 1/1
Port-channel 1-2
Port-channel 5
GigabitEthernet 4/1-4/3,4/5-4/6,4/10-4/11,20
GigabitEthernet 5/1-5/3,5/5-5/6,5/10-5/11,15,17,19,21
ICMP packet debugging is on for
GigabitEthernet 5/1,5/2,5/4,5/6,5/8,5/10,5/12,5/14,5/16
DellEMC#

show environment

View system component status (for example, temperature or voltage).

Syntax show environment [all | fan | pem | stack-unit unit-id | thermal-sensor ]
Parameters

all Enter the keyword al1l to view all components.

fan Enter the keyword fan to view information on the fans. The output of this command is

pem

stack-unit unit-id

thermal-sensor

Command Modes
EXEC

chassis-dependent.
Enter the keyword pem to view only information on power entry modules.

Enter the keywords stack-unit then the unit-id to display information on a specific
stack member.

Enter the keywords thermal-sensor to view information on thermal sensors.



EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

IMN(21P1) The CLI has been enhanced to show the power, average power and average power start
time.

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.3M1 Introduced on the Z9000.

7810 The output of the show environment fan command for the S Series is changed to

display fan speeds instead of showing the fan status as up or down.

Usage Information ~ The following example shows the output of the show environment command.

Example (all) DellEMC# show environment

-- Fan Status --

Unit Bay TrayStatus FanO Speed Fanl Speed
0 0 up up 6971 up 7072
0 1 up up 6971 up 7021
0 2 up up 7021 up 7021

Speed in RPM

-- Power Supplies --

Unit Bay Status Type FanStatus FanSpeed(rpm) Power AvgPower AvgPowerStartTime
1 1 up AC up 6960 48 31 14/4/2017 17:24
1 2 up AC up 6656 40 26 14/4/2017 17:24

-- Unit Environment Status --

Unit Status Temp Voltage TempStatus

* 0 online 36C ok 1

* Management Unit

-- Thermal Sensor Readings (deg C) --
Unit Sensor0 Sensorl Sensor2 Sensor3 Sensor4 Sensor5 Sensor6



0 40 36 37 37 31

DellEMC# show environment fan

31 46

-- Fan Status --

Unit Bay TrayStatus FanO Speed Fanl Speed

0 0 up up 7021 up 7021

0 1 up up 6971 up 7072

0 2 up up 7021 up 6971

Speed in RPM

DellEMC#show environment pem

-- Power Supplies --

Unit Bay Status Type FanStatus FanSpeed (rpm) Power AvgPower AvgPowerStartTime
1 1 up AC up 6960 48 31 14/4/2017 17:24
1 2 up AC up 6656 40 26 14/4/2017 17:24

DellEMC#show environment thermal-sensor

-- Thermal Sensor Readings (deg C) -—=

Unit Sensor0 Sensorl Sensor2 Sensor3 Sensor4 Sensor5 Sensor6
0 39 36 37 37 31 31 46

show inventory

Display the switch type, components (including media), and Dell EMC Networking Operating System (OS), including hardware identification
numbers and configured protocols.

Syntax

Parameters

Defaults
Command Modes

Command History

show inventory [media slot]

(OPTIONAL) Enter the keyword media then the stack ID of the stack member for which

NOTE: This parameter is available but not supported in Dell EMC Networking
Operating System version 8.3.11.4. Because stacking is not supported, if you use
this parameter, the output displays “Media not present or accessible” (refer to

media slot
you want to display pluggable media inventory.
the Usage Information section).
none
CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

Networking OS Command Line Reference Guide.

Added support to display 10GBASE-T information on the S4048, S4048T, S6000, S6000-

Version Description
911(0.0)

ON, S6100, 29500, S6010, and Z9100.
910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.



Usage Information

Related Commands

Version
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
90.2.0
9000
8.319.0
83120
8314
8314
7610

Description

Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Output expanded to include Piece Part ID (PPID) and eSR4 optics.
Introduced on the Z9000.

Introduced this version of the command for S-Series. S-Series output differs from E-
Series.

If there are no fiber ports in the unit, just the header under show inventory media displays. If there are fiber ports
but no optics inserted, the output displays Media not present or accessible.

show interfaces — displays the interface configuration.

show login statistics

Displays login statistics of users who have used the console or virtual terminal lines to log in to the system.

Syntax

Parameters

show login statistics [all | [[successful-attempts | unsuccessful-attempts]

[user login-id]

all

time-period days

successful-
attempts

unsuccessful-
attempts

user login-id

[time-period days]] | user login-id]

(Optional)Displays the login statistics of all users in the last 30 days or the custom defined
time period.

(Optional)Displays the number of failed login attempts by the current user in the specified
period.

(Optional)Displays the number of successful login attempts by the current user in the last
30 days or the custom defined time period

(Optional)Displays the number of failed login attempts by the current user in the last 30
days or the custom defined time period.

(Optional)Displays the login statistics of a specific user in the last 30 days or the custom
defined time period. When you use it with the unsuccessful-attempts keyword,



Defaults
Command Modes

Command History

Usage Information

Example

the system displays the number of failed login attempts by a specific user in the last 30
days or the custom defined time period

None

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced the successful-attempts keyword.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Introduced on the S4810, S4820, S5000, S6000, S6000-ON, and Z9500.

To view the successful and failed login details of the current user in the last 30 days or the custom defined period,
use the show login statistics command.

To view the successful and failed login details of all users in the last 30 days or the custom defined period, use the
show login statistics all command. You can use this command only if you have system or security
administrator rights.

To view the successful and failed login details of a specific user in the last 30 days or the custom defined time
period, use the show login statistics user user-idcommand. If you have system or security
administrator rights, you can view the login statistics of other users. If you do not have system or security
administrator rights, you can view your login statistics but not the login statistics of others.

NOTE: By default, these commands display the details for the last 30 days. If you set a custom-defined
time period for login statistics using the login statistics time-period dayscommand, these
commands display details only for that period.

The following is sample output of the show login statistics command.

DellEMC#show login statistics

User: admin

Last login time: 12:52:01 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.143 )

Unsuccessful login attempt(s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): 0O

Successful login attempt(s) in last 30 day(s): 1

The following is sample output of the show login statistics all command.

DellEMC#show login statistics all



User: admin

Last login time: 08:54:28 UTC Wed Mar 23 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 4

User: adminl

Last login time: 12:49:19 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt (s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 2

User: admin2

Last login time: 12:49:27 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt (s) since the last successful login: 0O
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 2

User: admin3

Last login time: 13:18:42 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 2

The following is sample output of the show login statistics user user-idcommand

DellEMC# show login statistics user admin

User: admin

Last login time: 12:52:01 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.143 )

Unsuccessful login attempt (s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): 0

Successful login attempt(s) in last 30 day(s): 1

The following is sample output of the show login statistics unsuccessful-attempts command.

DellEMC#show login statistics unsuccessful-attempts
There were 3 unsuccessful login attempt(s) for user admin in last 30 day(s).

The following is sample output of the show login statistics unsuccessful-attempts time-
period days command.

DellEMC# show login statistics unsuccessful-attempts time-period 15
There were 0 unsuccessful login attempt(s) for user admin in last 15 day(s).

The following is sample output of the show login statistics unsuccessful-attempts user
Iogin-idcommand.

DellEMC# show login statistics unsuccessful-attempts user admin
There were 3 unsuccessful login attempt(s) for user admin in last 12 day(s).



The following is sample output of the show login statistics successful-attempts command

DellEMC#show login statistics successful-attempts
There were 4 successful login attempt(s) for user admin in last 30 day(s).

Related Commands _ o ' . o ' o
login statistics — enable and configure user login statistics on console and virtual terminal lines.

login concurrent-session — configures the limit of concurrent sessions for each user on console and virtual
terminal lines.

show memory

View current memory usage on the switch.
Syntax show memory [stack-unit id]

Parameters
stack-unit id (OPTIONAL) Enter the keyword stack-unit then the stack unit ID to display memory

information on the designated stack member.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.0.20 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

8.3.190 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8370 Introduced on the S4810.

7610 Introduced this version of the command for the S-Series.

Usage Information ~ The output for show memory displays the memory usage of LP part (sysdlp) of the system. The sysdlp is an
aggregate task that handles all the tasks running on the S-Series’ CPU.

Example DellEMC#show memory stack-unit 1
Statistics On Unit 1 Processor



Total (b)
3177185280
DellEMC#

Used (b) Free (b) Lowest (b) Largest (b)
2310248 3174875032 3174676264 3174875032

show processes cpu

Display CPU usage information based on processes running.

Syntax show processes cpu [management-unit [1-99 | details] | stack-unit id [1-99]|

summary |

Parameters
management-unit

[1-99 | details]

stack-unit id

summary

Command Modes
EXEC

EXEC Privilege

(OPTIONAL) Display processes running in the control processor. The 1-99 variable sets
the number of tasks to display in order of the highest CPU usage in the past five (5)
seconds. Add the keyword details to display all running processes (except sysdip).
Refer to Example (management-unit).

(OPTIONAL) Enter the keyword stack-unit then the stack member ID.

As an option of the show processes cpucommand, this option displays CPU usage
for the designated stack member. Or, as an option of the command, this option limits the
output of memory statistics to the designated stack member.

Refer to Example (stack-unit).

(OPTIONAL) Enter the keywordsummary to view CPU utilization of processes related to
stack-unit processing.

Command History  This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(01)
910(0.0)
910(0.0)
98(2.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)
9.0.20
9.0.00
8.3.190
8.3.11
8.3.70

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100—-ON.
Introduced on the S3100 series.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.



Example

Version
7710

Description
Added the keywords management-unit

7610 Introduced on the S-Series.

DellEMC# show processes cpu ?
management-unit Management Unit
stack-unit Unit Number
summary
| Pipe through a command

DellEMC# show processes cpu summary

CPU utilization 5Sec 1Min S5Min
UNIT1 3% 3% 1%
DellEMC# show processes cpu stack-unit 1

CPUID 5sec Imin 5min

CORE 0 13.17 11.53 0.00
CORE 2 9.38 12.16 0.00
Overall 11.28 11.84 0.00

CPU utilization of sysdlp for five seconds: 2%/0%; one min
PID Runtime (ms) Invoked uSecs 58ee
0xbb773000 5950 595 10000 1.00%
Oxbab2a000 4030 403 10000 1.00%
Oxbacf3000 10 1 10000 0.00%
0xbad0c000 710 71 10000 0.00%
0xbad24000 30 3 10000 0.00%
0xbad44000 50 5 10000 0.00%
0xbad58000 650 65 10000 0.00%
0xbad6e000 50 5 10000 0.00%
0xbad85000 1190 119 10000 0.00%
0xbad9%a000 0 0 0 0.00%
Oxbadb4000 30 3 10000 0.00%
O0xbadc9000 10 1 10000 0.00%
0xbae22000 60 6 10000 0.00%

DellEMC# show processes cpu management-unit ?

<1-99>
details
|

Number of tasks with highest CPU usage last 5 seconds

Detail CPU utilization
Pipe through a command
DellEMC#show processes cpu management-unit details

CPUID S5sec Imin 5min

CORE 0 11.73 10.79 12.82

CORE 2 11.73 12.05 14.31

Overall 11.73 11.42 13.56

PID Runtime (ms) Invoked uSecs 5Sec

Process: system PID: 0 CPU usage: 5sec - 13.12%

Process: sysdlp PID: 428 CPU usage: 5sec - 3.78%

Process: sysd PID: 410 CPU usage: 5sec - 1.59%
TID Runtime (ms) Invoked uSecs 58ee
56 20 2 10000 0.00%
55 10 1 10000 0.00%
54 0 0 0 0.00%
53 60 6 10000 0.00%
52 0 0 0 0.00%
51 0 0 0 0.00%
50 50 5 10000 0.00%
49 1010 101 10000 0.05%
48 30 3 10000 0.00%
47 0 0 0 0.00%
46 0 0 0 0.00%

DellEMC# show processes

DellEMC# show processes

<1-99>

cpu management-unit
Pipe through a command
cpu management-unit ?

[details].

Summary of CPU utilization

ute: 3%; five minutes:
1Min 5Min TTY
2.25% 1.22% 0
1.33% 0.73% 0
0.00% 0.00% 0
0.00% 0.03% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.02% 0

1Min 5Min TTY
Imin - 13.37% 5min -
Imin - 2.56% 5min - 3.
Imin - 0.96% 5min - 2.
1Min 5Min TTY
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.01% 0.00% 0
0.07% 0.08% 0
0.00% 0.00% 0
0.00% 0.00% 0
0.00% 0.00% 0

details ?

i
oe

Process
tExcTask
frrpagt
F10StkMgr
lcMgr

dla
sysAdmTsk
timerMgr
PM

KP

evagt

ipc
sysReaper
tme

Process
12.94% CorelID: 3
40% CoreID: O
50% CorelID: 2

Thread

usm
DHCLIENT
cms
portmirr
cfgDataSync
sysCompMgr
statMgr
sflCp

snmp
dpi_cmow
dpi taskcmo

Number of tasks with highest CPU usage last 5 seconds



details Detail CPU utilization
| Pipe through a command

DellEMC# show processes cpu management-unit

CPUID 5sec Imin 5min

CORE 0 9.54 9.92 12.82

CORE 2 10.74 11.56 14.31

Overall 10.14 10.74 13.56

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
0x00000000 45040 4504 10000 13.12% 13.20% 12.94% 0 system
0x000001ac 25750 2575 10000 2.78% 2.48% 3.40% 0 sysdlp
0x0000019a 10650 1065 10000 0.60% 1.16% 2.50% 0 sysd
0x000003a5 860 86 10000 0.40% 0.22% 0.28% 0 clish
0x000001ad 520 52 10000 0.20% 0.30% 0.16% 0 lacp
0x000004ba 330 33 10000 0.20% 0.36% 0.09% 0 clish
0x000000c9 1240 124 10000 0.20% 0.15% 0.44% 0 nvmgr
0x000000e0 530 53 10000 0.20% 0.12% 0.16% 0 igmp
0x00000132 420 42 10000 0.20% 0.10% 0.13% 0 vrrp
0x0000028d 410 41 10000 0.20% 0.05% 0.12% 0 ovsdbsvr
0x000000a9 200 20 10000 0.20% 0.03% 0.06% 0 arpm
0x00000253 100 10 10000 0.20% 0.02% 0.02% 0 otm
0x00000206 140 14 10000 0.20% 0.02% 0.03% 0 tnlmgr
0x00000012 1290 129 10000 0.00% 0.10% 0.12% 0 mount_mfs
0x0000024d 40 40 10000 0.00% 0.08% 0.14% 0 xstp
DellEMC#

Related Commands
show hardware layer? acl — displays Layer 2 ACL data for the selected stack member and stack member port-

pipe.

show hardware layerd — displays Layer 3 ACL or QoS data for the selected stack member and stack member
port-pipe.

show hardware stack-unit — displays the data plane or management plane input and output statistics of the
designated component of the designated stack member.

show hardware system-flow — displays Layer 3 ACL or QoS data for the selected stack member and stack
member port-pipe.

show interfaces stack-unit — displays information on all interfaces on a specific S-Series stack member.

show processes memory (S-Series) — displays CPU usage information based on processes running in an S-
Series.

show processes ipc flow-control

Display the single window protocol queue (SWPQ) statistics.

Syntax show processes ipc flow-control [cp]
Parameters

cp (OPTIONAL) Enter the keyword cp to view the control processor’'s SWPQ statistics.
Defaults none

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.
Version Description
910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.



Version

Description

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

8.319.0 Introduced on the S4820T.

83120 Introduced on the S4810.

8.311 Introduced on the Z9000.

8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series and E-Series.
Usage Information

Field Description

Source QID /Tx Source Service ldentifier

Process

Destination QID/Rx  Destination Service Identifier

Process

Cur Len Current number of messages enqueued

High Mark Highest number of packets in the queue at any time

#of to / Timeout

Timeout count

#of Retr /Retries Number of retransmissions

#msg Sent/Msg Number of messages sent

Sent/

#msg Ackd/Ack Number of messages acknowledged
Revd

Retr /Available
Retra

Total/ Max Retra

Important Points:

Number of retries left

Number of retries allowed

The SWP provides flow control-based reliable communication between the sending and receiving software
tasks.

A sending task engueues messages into the SWP queue3 for a receiving task and waits for an
acknowledgement.

If no response is received within a defined period of time, the SWP timeout mechanism resubmits the message
at the head of the FIFO queue.



Example

- After retrying a defined number of times, the SWP-2-NOMORETIMEOUT timeout message is generated.

- Inthe S-Series example, a retry (Retries) value of zero indicates that the SWP mechanism reached the
maximum number of retransmissions without an acknowledgement.

DellEMC# show processes ipc flow-control cp

Q Statistics on CP Processor

TxProcess
DHCPO ACLO
DHCPO IPMGRO
DHCPO IPMGR1
DHCPO IFMGRO
IPMGRO NDPMO
IFMGRO FEFDO
IFMGRO SNMPO
IFMGRO SFL_CPO
IFMGRO PORTMIRRO
IFMGRO EVENTTERMLOGO
IFMGRO IPSECMGRO
IFMGRO DHCPO
IFMGRO IPMGRO
IFMGRO IFAGT3
IFAGT3 IFMGRO
IFMGRO OFMGRO
IFMGRO ACLO
IFMGRO VRRPO
IFMGRO PIMO
IFMGRO MACMGRO
IFMGRO L2PMO
IFMGRO DIFFSERVO
IFMGRO RTMO
IFMGRO LLDPO
IFMGRO MRTMO
IFMGRO IPMGR1
IFMGRO LACPO

PORTMIRRO ACL_AGENT2
IFMGRO IGMPO
IFMGRO IFAGT2

DellEMC#
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show processes memory

Display memory usage information based on processes running in the S-Series or Z-Series system.

Syntax

Parameters

Command Modes

Command History

show processes memory {management-unit

management-unit

stack unit unit id

all

summary

- EXEC
- EXEC Privilege

ies
1

OO OO ODODODODODOODOOOHOODODODODODODODODOOOOO

RxProcess Cur High Time Retr Msg
Len

Sent

[

[\
HOoOHFENOOOOLR

Ack Aval Max
Rcvd Retra Retra
1 25 25
0 25 25
0 25 25
0 25 25
0 60 60
12 60 60
1 60 60
26 60 60
9 60 60
1 60 60
11 60 60
11 60 60
36 60 60
2 60 60
1 60 60
21 60 60
14 60 60
17 60 60
1 5 5
0 60 60
40 60 60
67 60 60
11 60 60
12 60 60
10 60 60
33 60 60
23 60 60
0 50 50
0 50 50
1 60 60

stack unit {unit-id

all

summary} }

Enter the keyword management-unit for CPU memory usage of the stack
management unit.

Enter the keyword stack unit then a stack unit ID of the member unit for which to
display memory usage on the forwarding processor.

Enter the keyword a11 for detailed memory usage on all stack members.

Enter the keyword summary for a brief summary of memory availability and usage on all
stack members.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

Networking OS Command Line Reference Guide.



Usage Information

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0) Introduced on the S3048-ON and S4048-ON.
9.7(0.0) Introduced on the S6000-ON.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

8.319.0 Introduced on the S4820T.

83120 Introduced on the S4810.

8.311 Introduced on the Z9000.

7710 Added the management-unit option.
7610 Introduced on the S-Series.

show processes Description
memory output

Field

Total: Total system memory available

MaxUsed: Total maximum memory used ever (history indicated with time stamp)
CurrentUsed: Total memory currently in use

CurrentFree: Total system memory available

SharedUsed: Total used shared memory

SharedFree: Total free shared memory

PID Process ID

Process Process Name

ResSize Actual resident size of the process in memory
Size Process test, stack, and data size

Allocs Total dynamic memory allocated

Frees Total dynamic memory freed

Max Maximum dynamic memory allocated

Current Current dynamic memory in use

The output for the show process memory command displays the memory usage statistics running on CP part
(sysd) of the system. The sysd is an aggregate task that handles all the tasks running on S-Series’ CP.

For the S-Series, the output of the show memory command and this command differ based on which Dell OS
processes are counted.

In the show memory output, the memory size is equal to the size of the application processes.



In the output of this command, the memory size is equal to the size of the application processes plus the size
of the system processes.

Example DellEMC# show processes memory stack-unit 1
Total: 268435456, MaxUsed: 2420244, CurrentUsed: 2420244, CurrentFree:
266015212
TaskName TotalAllocated TotalFreed MaxHeld CurrentHolding
tme 435406 397536 54434 37870
ipc 16652 0 16652 16652
timerMgr 33304 0 33304 33304
sysAdmTsk 33216 0 33216 33216
tFib4 1943960 0 1943960 1943960
aclAgent 90770 16564 74206 74206
ifagt 1 21318 16564 21318 4754
dsagt 6504 0 6504 6504
MacAgent 269778 0 269778 269778
DellEMC#
Example DellEMC# show processes management-unit

(management-unit)
Total : 151937024, MaxUsed : 111800320 [2/25/2008 4:18:53]
CurrentUsed: 98848768, CurrentFree: 53088256

SharedUsed : 13007848, SharedFree : 7963696

PID Process ResSize Size Allocs Frees Max Current
337 KernLrnAgMv 117927936 0 0 0 0 0
331 vrrp 5189632 249856 50572 0 50572 50572
323 frrp 5206016 241664 369238 0 369238 369238
322 xstp 7430144 2928640 38328 0 38328 38328
321 pim 5267456 823296 62168 0 62168 62168
314 igmp 4960256 380928 18588 16564 18588 2024
313 mrtm 6742016 1130496 72758 0 72758 72758
308 12mgr 5607424 552960 735214 380972 619266 354242
301 12pm 5001216 167936 1429522 1176044 286606 253478
298 arpm 4628480 217088 71092 33128 71092 37964
294 ospf 5468160 503808 724204 662560 78208 61644
288 dsm 6778880 1159168 39490 16564 39490 22926
287 rtm 5713920 602112 442280 198768 376024 243512
284 rip 4562944 258048 528 0 528 528
281 lacp 4673536 266240 221060 0 221060 221060
277 ipml 4837376 380928 83788 0 83788 83788
273 acl 5005312 512000 239564 149076 123616 90488
272 topoDPC 117927936 0 0 0 0 0
271 bcmNHOP 117927936 0 0 0 0 0
270 bcmDISC 117927936 0 0 0 0 0
269 bcmATP-RX 117927936 0 0 0 0 0
268 bcmATP-TX 117927936 0 0 0 0 0
267 bcmSTACK 117927936 0 0 0 0 0
266 bcmRX 117927936 0 0 0 0 0

0 0 0 0 0

265 bcmLINK.O 117927936
ISEESS Sanam output truncated -------------- !
DellEMCH#

show reset-reason

Display the reason for the last system reboot.
Syntax show reset-reason [stack-unit {stack-unit-number | all}]

Parameters
stack-unit unit- (OPTIONAL) Enter the keyword stack-unit and the stack unit number to view the

number reason for the last system reboot for that stack unit.



Command Modes

Command History

Usage Information

Example — User-
initiated reboot with
the reload
command

Example — System
reboot due to the
upgrade command

Example — System
reboot for unknown
reasons

Example — System
reboot due to power
loss or pressing the
power button off
and on.

Example — System
reboot due to
watchdog timeout

Example — System
reboot due to
thermal shutdown

Example — System
reboot due to BIOS
boot fail

all (OPTIONAL) Enter the keyword stack-unit and the keyword a1l to view the reason
for the last system reboot of all stack units in the stack.

EXEC
EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
914(0.0) Introduced on the S5048F-ON.
913(0.0) Introduced on the S3048—-0N, S3100 series, S4048—-0N, S4048T-ON, S5000, S6000,

S6000-0ON, S6010-0N, S6100-0ON, Z9100-0N, C9010, MXL, M-I0A, and FN-IOM.

You can use the show reset-reason without the stack-unit option to view the reason for the last system
reboot of the local system.

DellEMC#show reset-reason
Cause : Reset by User through CLI command
Reset Time: 11/05/2017-08:36

DellEMC# show reset-reason
Cause: Reboot by Software upgrade Module.
Reset Time: 8/9/2017 1:39 PM.

DellEMC# show reset-reason
Cause: N/A
Reload Time: N/A

The example shows that the last system reboot was due to warm reset.

DellEMC#show reset-reason
Cause : Warm Reset
Reset Time : N/A.

DellEMC#show reset-reason
Cause: Watchdog timeout.
Reset Time: N/A

The example shows that the last system reboot was due to thermal shutdown.

DellEMC#show reset-reason
Cause: Thermal Shutdown.
Reset Time: N/A.

The example shows the reason for the last reboot was due to BIOS boot fail.

DellEMC#show reset-reason
Cause: Reset on Boot Ok Fail.
Reset Time: N/A.



Example —
Unknown reason

Example — Reset
reason of a single
stack unit

Example — Reset
reason of all stack
units

If the reason for the last system reboot is not available, the system displays the reason as N/A.

Dell1EMC# show reload-reason
Cause: N/A
Time: N/A

DellEMC# show reset-reason stack-unit 1
Cause : Reset by User through CLI command
Reset Time: 11/05/2017-08:36

DellEMC#show reset-reason stack-unit all

Last Reset Reason:

Type Cause Time
stack-unit 1 Reboot by Software 11/05/2017-09:04
stack-unit 2 Reboot by Software 11/05/2017-09:04
stack-unit 3 Cold Reset N/A
stack-unit 4 N/A N/A
stack-unit 5 N/A N/A
stack-unit 6 N/A N/A
Display interface management (IFM) data.
Syntax show software ifm {clients [summary] | ifagt number | ifcb interface | stack-
unit unit-ID | trace-flags}
Parameters
clients Enter the keyword clients to display IFM client information.
summary (OPTIONAL) Enter the keyword summary to display brief information about IFM clients.
ifagt number Enter the keyword i fagt then the number of an interface agent to display software pipe
and IPC statistics.
ifcb interface Enter the keyword 1 fcb then one of the following interface IDs then the interface
information to display interface control block information for that interface:
For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.
For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.
stack-unit unit-ID Enter the keyword stack-unit then the stack member number to display IFM
information for that unit.
trace-flags Enter the keyword trace-flags to display IFM information for internal trace flags.
Defaults None.
Command Modes
EXEC

Command History

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Example

Version
910(0.1)
910(0.0)
910(0.0)
9.8(1.0)
9.8(0.0)
97(0.0)
9.2(1.0)
90.2.0
9000
8.319.0
83120
8311
8510
7610

Description
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the Z9100-ON.

Introduced on the S3048-ON and S4048-ON.

Introduced on the S6000-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Added support for 4-port 40G line cards on the E-Series.

Introduced for the C-Series and S-Series.

DellEMC# show software ifm clients summary
ClntType Inst svcMask

IPM
RTM
VRRP
L2PM
ACL
OSPF
PIM
IGMP
SNMP
EVTTERM
MRTM
DSM
LACP
DHCP
V6RAD

Unidentified Client0 0x006e0002 0x00000000 0x00000000 0x00000000 O

DellEMC#

show system

Display the status of all stack members or a specific member.

Syntax

Parameters

Command Modes

[cNoNoloNoloNoNoNoNoNoNoNoNe]

o

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000dfa
0x000000£3
0x000e027f
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00000433

show system [brief |

brief

stack-unit unit-id

EXEC

(OPTIONAL) Enter the keyword brief to view an abbreviated list of system information.

subSvcMask
0x00000000
0x00000000
0x00000000
0x00000000
0x00000000
0x00400098
0x00030000
0x00000000
0x00000000
0x00000000
0x00000200
0x00000000
0x00000000
0x00000000
0x00030000

tlvSvcMask
0x90ff71£3
0x800010ff
0x803330f3
O0x87ff79ff
0x867£50c3
0x00000000
0x00000000
0x00000000
0x800302c0
0x800002c0
0x81f7103f
0x80771003
0x8000383f
0x800000c2
0x00000000

stack-unit unit-id]

that stack member.

tlvSubSvc swp

0x021e0e81
0x01930000
0x00400000
0x0e032200
0x000£f0218
0x00000000
0x00000000
0x00000000
0x00000002
0x00000000
0x00000000
0x00000000
0x00000000
0x0000c000
0x00000000

31
43
39
45
44
0

0

0

30
29
38
32
35
37
0

(OPTIONAL) Enter the keywords stack-unit then the stack member ID for information on



Command History

Example (show
system brief)

Example (3048-0ON)

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC Networking

OS Command Line Reference Guide.

Added support for the disabled-ports parameter .

The brief parameter no longer displays the current Reload mode. To display Reload mode, use

the show reload-type command. Modified the show system stack-unit command

The Boot Flash field displays the code level for boot code 2.8.1.1 and newer, while older boot

Version Description
912(1.0) Introduced on the S5048F—-ON.
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
94(0.0)
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
8.3.190 Introduced on the S4820T.
8314

output to support Piece Part ID (PPID).
8.3111 Introduced on the Z9000.
8370 Introduced on the S4810.
7810

codes display as "Present".
7710 Added Master Priority field.
7610 Introduced on the S-Series.

Dell>show system stack-unit 5
-- Unit 5 --
Unit Type
Status

Next Boot
Required Type
Current Type
Master priority
Hardware Rewv
Num Ports

Up Time

Dell EMC Networking OS Version :

Jumbo Capable

: S3048-ON - 52-port GE/TE

: Management Unit

online
online
S3048-ON - 52-port GE/TE (SG-ON)
(SG-ON)

0

0.0

52

2 day, 22 hr,
9-13(0-0)

yes

25 min



POE Capable
FIPS Mode
Boot Flash
Boot Selector
Memory Size
Temperature
Voltage
Serial Number
Part Number
Vendor Id
Date Code
Country Code
Piece Part ID
PPID Revision
Service Tag
Expr Svc Code
Auto Reboot
Burned In MAC
No Of MACs

-- Power Supplies --
Unit Bay Status Type

no
disabled

3.24.2.6

3.24.0.0-9

2127638528 bytes

36C

ok

NA

087651 Rev

NA

NA

NA
CN-035GJR-77931-4BK-0003
N/A

N/A

0

enabled
74:e6:e2:£5:64:80

3

FanStatus FanSpeed Power AvgPower

AvgPowerStartTime

5 1 down UNKNOWN
down AC

-- Fan Status --

down 0 0 0
absent 0 0 0

N/A
N/A

Unit Bay TrayStatus Fanl
5 1 up up
5 2 up up
5 3 up up

Speed in RPM

show tech-support

Display a collection of data from other show commands, necessary for Dell EMC Networking technical support to perform troubleshooting.

Syntax

Parameters

Command Modes

Command History

show tech-support [stack-unit unit-id | page]

stack-unit (OPTIONAL) Enter the keywords stack-unit to view CPU memory usage for the
stack member designated by unit-id.

page (OPTIONAL) Enter the keyword page to view 24 lines of text at a time. Press the SPACE
BAR to view the next 24 lines. Press the ENTER key to view the next line of text.
When using the pipe command ( | ), enter one of these keywords to filter command
output. For details about filtering commands, refer to CLI Basics.

save Enter the keyword save to save the command output.

flash: Save to local flash drive (f1lash: //filename. A maximum of 20 characters.

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Usage Information

Version Description

914(0.0) Updated to display the show revision and show os-version command outputs.
912(1.0) Introduced on the S5048F-ON.

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.0.20 Introduced on the S6000.

83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810.

7810 Introduced save to the file options.

7610 Introduced on the S-Series.

Without the page or stack-unit option, the command output is continuous. To interrupt the command

output, use Ctrl-z.

The save option works with other filtering commands. This allows you to save specific information of a show

command. The save entry must always be the last option. For example: De11EMC#show tech-support

grep regular-expression

save flash://result

|except regular-expression

find regular-expression

This display output is an accumulation of the same information that is displayed when you execute one of the

following show commands:

show version
show os-version
show revision

show clock

show running-config

show system stack-ports

show interfaces

show process memory

show process cpu
show file system
show system

show environment

show ip traffic

show ip management route

show ip route summary

show Inventory



show log summary
show command-history (last 20 commands)

show log

Example (options DellEMC# show tech-support ?
under show tech- page Page through output
support) stack-unit Upit Number
| Pipe through a command
<cr>
DellEMC#show tech-support stack-unit 1 ?
| Pipe through a command

<cr>

DellEMC# show tech-support stack-unit 1 | ?

except Show only text that does not match a pattern
find Search for the first occurrence of a pattern
grep Show only text that matches a pattern
no-more Don't paginate output

save Save output to a file

DellEMC# show tech-support stack-unit 1 | save ?
flash: Save to local file system (flash://filename (max 20
chars) )

DellEMC# show tech-support stack-unit 1 | save flash://LauraSave
Start saving show command report .......
DellEMC#

DellEMC# dir

Directory of flash:

1 drw- 16384 Jan 01 1980 00:00:00 +00:00

2 drwx 1536 Jul 13 1996 02:38:06 +00:00

3 d--- 512 Nov 20 2007 15:46:44 +00:00 ADMIN DIR
DellEMC#

Example(show tech- pe11EMC#show tech-support
support)
——————————————————————————————————— show version
Dell EMC Real Time Operating System Software
Dell EMC Operating System Version: 2.0
Dell EMC Application Software Version: 9.14(0.0)
Copyright (c) 1999-2018 by Dell Inc. All Rights Reserved.
Build Time: Tue Jul 3 13:54:42 2018
Build Path: /work/swbuild0l 1/build02/E9-14-0/SW/SRC
Dell EMC Networking OS uptime is 3 minute (s)

System image file is "system://A"

System Type: S3048-ON
Control Processor: Intel Rangeley with 2 Gbytes (2127654912 bytes) of memory,
core(s) 2.

8G bytes of boot flash memory.

1 52-port GE/TE (SG-ON)
48 GigabitEthernet/IEEE 802.3 interface(s)
4 Ten GigabitEthernet/IEEE 802.3 interface(s)

——————————————————————————————————— show os version

Platform Version Size ReleaseTime
S-Series:SG-ON 9.14(0.0) 58005629 Jul 3 2018 13:59:38



Example(show tech-
support stack-unit)

TARGET IMAGE INFORMATION

Type Version Target checksum
runtime 9.14(0.0) Control Processor passed

BOOT IMAGE INFORMATION

Type Version Target checksum
boot flash 3.24.2.9 Control Processor passed

BOOTSEL IMAGE INFORMATION

Type Version Target checksum
boot selector 3.24.0.0-10 Control Processor passed

FPGA IMAGE INFORMATION

Card FPGA Name Version
stack-unit 1 5S3048-ON SYSTEM CPLD 9
stack-unit 1 53048-ON MODULE CPLD 7

——————————————————————————————————— show revision

-- Stack unit 1 --
S3048-ON SYSTEM CPLD : 9

S3048-0ON MODULE CPLD g 7

12:20:06.341 UTC Thu Jul 5 2018

<output truncated for brevity>

DellEMC#show tech-support page

——————————————————————————————————— show version
Dell EMC Real Time Operating System Software
Dell EMC Operating System Version: 2.0
Dell EMC Application Software Version: 9.14(0.0)
Copyright (c) 1999-2018 by Dell Inc. All Rights Reserved.
Build Time: Tue Jun 5 07:33:50 2018
Build Path: /neteng/jraghava/IMAINYFIN/SW/SRC
Dell EMC Networking OS uptime is 1 day(s), 0 hour(s), 41 minute(s)

System image file is "users/jraghava/S3000CR"

System Type: S3048-0ON

Control Processor: Intel Rangeley with 2 Gbytes (2127654912 bytes) of memory,

core(s) 2.
8G bytes of boot flash memory.

1 52-port GE/TE (SG-ON)

48 GigabitEthernet/IEEE 802.3 interface(s)

4 Ten GigabitEthernet/IEEE 802.3 interface(s)
<output truncated for brevity>

ssh-peer-stack-unit

Open an SSH connection to the peer stack-unit.

Syntax

ssh-peer-stack-unit [-1 username]



Parameters
-l username (OPTIONAL) Enter the keyword -1 then your user name. The default is the user name

associated with the terminal.

Defaults Not configured.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.7(0.0) Introduced on the S6000-ON.
9.0.00 Introduced on the Z9000.
8.3.190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3111 Introduced on the Z9000.
8.3111 Introduced on the S-Series.

telnet

Connect through Telnet to a server. The Telnet client and server in Dell EMC Networking support IPv4 and IPv6 connections. You can
establish a Telnet session directly to the router or a connection can be initiated from the router.

(O | NOTE: The Telnet server and client are VRF-aware. Using the vr£ parameter in this command, you can make a Telnet server or
client to listen to a specific VRF. This capability enables a Telent server or client to look up the correct routing table and establish

a connection.
Syntax telnet {host | ip-address | ipvé-address prefix-length | vrf vrf instance name}
[/source—-interface]
Parameters
host Enter the name of a server.
jp-address Enter the IPv4 address in dotted decimal format of the server.

jpv6-address prefix-  Enter the IPv6 address in the x:x:x:x::x format then the prefix length in the /x format. The
length range is from /0 to /128.

(q NOTE: The :: notation specifies successive hexadecimal fields of zeros.

vrf instance (Optional) Enter the keyword vr £ then the VRF instance name.



source-interface (OPTIONAL) Enter the keywords /source-interface then the interface information
to include the source interface. Enter the following keywords and the interface
information:

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a Loopback interface, enter the keyword 1oopback then a number from O to
16383.

For a Null interface, enter the keyword null then the Null interface number.
For a port channel interface, enter the keywords port-channel then a number.

For Tunnel interface types, enter the keyword tunnel then the slot/ port
information. The range is from 1 to 16383.

For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

Defaults Not configured.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810. Added support for source-interface for link-local IPv6
addressing.

8.311 Introduced on the Z9000.

8210 Introduced on the E-Series (IPv6). Increased the number of VLANSs to 4094 (was 2094).

8110 Introduced on the E-Series (IPvA4).

7910 Introduced VRF.



Version Description
7610 Introduced on the S-Series.

7510 Introduced on the C-Series and added support for IPv6 address on the E-Series only.

Usage Information  The VRF configured using this command has a higher precedence than a VRF configured using the ip telnet
vrf vrf-name command. If you do not use the VRF attribute in this command, then TELENT client uses the
VRF configured using the ip telnet vrf vrf-name command.

The source interface configured using this command has a higher precedence than the source interface configured
using the ip telnet source-interface command. If you do not configure a source interface using this
command, then the TELNET client uses the source interface configured using the ip telnet source-
interface command.

In case there is a mismatch between the VRF telnet source interface and the telnent VRF, then an error is
reported.

Example DellEMC# telnet vrf vrfl 10.10.10.2

telnet-peer-stack-unit

Open a Telnet connection to the peer stack unit.
Syntax telnet-peer-stack-unit
Defaults Not configured.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.0.20 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
83190 Introduced on the S4820T.

8312.0 Introduced on the S4810.



Version Description
8.3.111 Introduced on the Z9000.

83141 Introduced on the S-Series.

terminal length

Configure the number of lines displayed on the terminal screen.
Syntax terminal length screen-length

Parameters
screen-length Enter a number of lines. Entering zero causes the terminal to display without pausing. The

range is from O to 512.

Defaults 24 lines

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
9.0.0.0 Introduced on the Z9000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8311 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.

E-Series Original command.



traceroute

View a packet’s path to a specific device.

Syntax traceroute {host | vrf instance | ip-address | ipvé-address}
Parameters
host Enter the name of device.
vrf instance (Optional) E-Series Only: Enter the keyword vr £ then the VRF Instance name.
ip-address Enter the IP address of the device in dotted decimal format.
ipv6-address Enter the IPv6 address, in the x:x:x:x::x format, to which you are testing connectivity.

q NOTE: The :: notation specifies successive hexadecimal fields of zeros.

Defaults
Timeout = 5 seconds

Probe count = 3
30 hops max

40 byte packet size
UDP port = 33434

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
8.319.0 Introduced on the S4820T.
83120 Introduced on the S4810.

83141 Introduced on the Z9000.



Usage Information

Example (IPv4)

Example (IPv6)

Version Description

8210 Introduced on the E-Series with IPV6.

8110 Introduced on the E-Series (IPv4 only).

7910 Introduced VRF.

7610 Added support for the S-Series.

7510 Introduced on the C-Series.

7410 Added support for IPv6 address on the E-Series.
E-Series Original command.

When you enter the traceroute command without specifying an IP address (Extended Traceroute), you are
prompted for a target and source IP address, timeout (in seconds) (default is 5), a probe count (default is 3),
minimum TTL (default is 1), maximum TTL (default is 30), and port number (default is 33434). To keep the default
setting for those parameters, press the ENTER key.

For IPv6, you are prompted for a minimum hop count (default is 1) and a maximum hop count (default is 64).

DellEMC# traceroute www.Dell EMC Networking.com

Translating "www.Dell EMC Networking.com"...domain server (10.11.0.1) [OK]
Type Ctrl-C to abort.

Tracing the route to www.Dell EMC Networking.com (10.11.84.18),
30 hops max, 40 byte packets

TTL Hostname Probel Probe?2 Probe3

1 10.11.199.190 001.000 ms 001.000 ms 002.000 ms

2 gwegress—-sjc—-02.Dell EMC Networking.com (10.11.30.126) 005.000 ms 001.000
ms 001.000 ms

3 fw-sjc-01.Dell EMC Networking.com (10.11.127.254) 000.000 ms 000.000 ms
000.000 ms

4 www.Dell EMC Networking.com (10.11.84.18) 000.000 ms 000.000 ms 000.000 ms
DellEMC#

DellEMC# traceroute 100::1

Type Ctrl-C to abort.

Tracing the route to 100::1, 64 hops max, 60 byte packets

Hops Hostname Probel Probe?2 Probe3
1 100::1 000.000 ms 000.000 ms 000.000 ms

DellEMC#traceroute 3ffe:501:ffff:100:201:e8ff:£fe00:4c8b

Type Ctrl-C to abort.

Tracing the route to 3ffe:501:ff£ff:100:201:e8ff:£fe00:4c8b,
64 hops max, 60 byte packets
Hops Hostname Probel Probe?2 Probe3
1 3ffe:501:£f£f£ff:100:201:e8ff:£e00:4c8b
000.000 ms 000.000 ms 000.000 ms
DellEMC#



Related Commands
ping — tests the connectivity to a device.

undebug all

Disable all debug operations on the system.
Syntax undebug all
Defaults none

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3M1 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

Configure a virtual IP address for the active management interface. You can configure virtual addresses both for IPv4 and IPv6

independently.

Syntax virtual-ip {ipv4-address | ipvé-address}
To return to the default, use the no virtual-ip {ipv4-address | ipvé-address} command.



Parameters

ipv4-address Enter the IP address of the active management interface in a dotted decimal format
(A.BC.D.).
ipv6-address Enter an IPv6 address of the active management interface, in the x:x:x:x::x format.

q NOTE: The :: notation specifies successive hexadecimal fields of zeros.

Defaults none

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
9.0.00 Introduced on the Z9000
8.3.190 Introduced on the S4820T.
83120 Introduced on the S4810.

8110 Introduced on the E-Series.
7510 Introduced on the C-Series.
E-Series Original command.

Usage Information You can configure both IPv4 and IPv6 virtual addresses simultaneously, but only one of each. Each time this
command is issued, it replaces the previously configured address of the same family, IPv4 or IPv6. The no
virtual-ip command takes an address/prefix-length argument, so that the desired address only is removed. If
you enter the no virtual-ip command without any specified address, then both IPv4 and IPv6 virtual
addresses are removed.

Related Commands
ip address — assigns a primary and secondary IP address to the interface.



write

Copy the current configuration to either the startup-configuration file or the terminal.
Syntax write [memory [compressed] | terminal]

Parameters
memory Enter the keyword memory to copy the current running configuration to the startup
configuration file. This command is similar to the copy running-config startup-

config command.

compressed Enter the keyword compressed to write the operating configuration to the startup-
config file in the compressed mode.

terminal Enter the keyword terminal to copy the current running configuration to the terminal.
This command is similar to the show running-config command.

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3M1 Introduced on the Z9000.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
E-Series Original command.

Usage Information  The write memory command saves the running-configuration to the file labeled startup-configuration. When
using a LOCAL CONFIG FILE other than the startup-config not named “startup-configuration” (for example, you



used a specific file during the boot config command), the running-config is not saved to that file; use the
copy command to save any running-configuration changes to that local file.

When you use the write memory command to copy the running configuration to the startup configuration file
with the startup configuration verification feature enabled, the system prompts you to update the hash for the
startup configuration using the verified boot hash command.



802.1X

802X is a port-based Network Access Control (PNAC) that provides an authentication mechanism to devices wishing to attach to a LAN
or WLAN. Until the authentication, only extensible authentication protocol over LAN (EAPOL) traffic is allowed through the port to which a
client is connected. After authentication is successful, normal traffic passes through the port.

The Dell EMC Networking OS supports remote authentication dial-in service (RADIUS) and active directory environments using 802.1X
Port Authentication.

Important Points to Remember

Dell EMC Networking OS limits network access for certain users by using virtual local area network (VLAN) assignments. 802.1X with
VLAN assignment has these characteristics when configured on the switch and the RADIUS server.

If the primary RADIUS server becomes unresponsive, the authenticator begins using a secondary RADIUS server, if configured.

If no VLAN is supplied by the RADIUS server or if you disable 802.1X authorization, the port configures in its access VLAN after
successful authentication.

If you enable 802.1X authorization but the VLAN information from the RADIUS server is not valid, the port returns to the Unauthorized
state and remains in the configured access VLAN. This safeguard prevents ports from appearing unexpectedly in an inappropriate VLAN
due to a configuration error. Configuration errors create an entry in Syslog.

If you enable 802.1X authorization and all information from the RADIUS server is valid, the port is placed in the specified VLAN after
authentication.

If you enable port security on an 802.1X port with VLAN assignment, the port is placed in the RADIUS server assigned VLAN.
If you disable 802.1X on the port, it returns to the configured access VLAN.
When the port is in the Force Authorized, Force Unauthorized, or Shutdown state, it is placed in the configured access VLAN.

If an 802.1X port is authenticated and put in the RADIUS server assigned VLAN, any change to the port access VLAN configuration
does not take effect.

The 802.1X with VLAN assignment feature is not supported on trunk ports, dynamic ports, or with dynamic-access port assignment
through a VLAN membership.

Topics:

debug dot1x

dot1x auth-fail-vlan

dot1x auth-server

dotlx auth-type mab-only
dotlx authentication (Configuration)
dotlx authentication (Interface)
dotx critical-vlan

dotlx guest-vian

dot1x host-mode

dotlx mac-auth-bypass

dot1x max-eap-req

dot1x max-supplicants

dotx port-control

dotx profile

dotlx quiet-period



dotlx reauthentication

dotx reauth-max

dotlx server-timeout

dot1x static-mab

dotx supplicant-timeout

dotlx tx-period
mac

show dot1x cos-mapping interface

show dot1x interface

show dot1x profile

debug dot1x

Display 802.1X debugging information.

Syntax

Parameters

Defaults
Command Modes

Command History

debug dotlx [all

interface]

all
auth-pae-fsm
backend-fsm
eapol-pdu

interface interface

Disabled
EXEC Privilege

| auth-pae-fsm | backend-fsm | eapol-pdu] [interface

Enable all debugs in dotx.

Enable Authentication PAE FSM debugs in dot1x.
Enable Backend Auth FSM debugs in dotx.
Enable EAPOL frame trace in dot1x.

Restricts the debugging information to an interface. The interface option is available only
when the interface is either operationally up or dotx related interface configuration exists
before enabling debugging for that interface.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)
9.2(1.0)
9.0.20
9.0.00

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.



Version Description

8.319.0 Introduced on the S4820T.

83120 Introduced on the S4810.

8.311 Introduced on the Z9000.

8410 Introduced on the C-Series and S-Series.

dot1x auth-fail-vlan

Configure an authentication failure VLAN for users and devices that fail 802.1X authentication.

Syntax

Parameters

Defaults
Command Modes

Command History

dotlx auth-fail-vlan vlan-id [max-attempts number]

To delete the authentication failure VLAN, use the no dotlx auth-fail-vlan vlan-id [max-
attempts number] command.

vian-id Enter the VLAN Identifier. The range is from 1 to 4094.

max-attempts (OPTIONAL) Enter the keywords max-attempts followed number of attempts desired
number before authentication fails. The range is from 1 to 5. The default is 3.
3 attempts

CONFIGURATION (conf-if-interface-slot/port)

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
83190 Introduced on the S4820T.
83120 Introduced on the S4810.
8.3M1 Introduced on the Z9000.

8410 Introduced on the C-Series and S-Series.



Usage Information If the host responds to 802.1X with an incorrect login/password, the login fails. The switch attempts to
authenticate again until the maximum attempts configured is reached. If the authentication fails after all allowed
attempts, the interface moves to the authentication failed VLAN.

After the authentication VLAN is assigned, the port-state must be toggled to restart authentication. Authentication
occurs at the next reauthentication interval (dot1lx reauthentication).

Related Commands
dotlx port-control — enable port control on an interface

dot1x guest-vlan — configure a guest VLAN for limited access users or for devices that are not 802.1X capable.
show dotx interface — display the 802.1X configuration of an interface.

dot1x auth-server

Configure the authentication server to RADIUS.
Syntax dotlx auth-server radius
Defaults None

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.3M1 Introduced on the Z9000.

7610 Introduced on the C-Series and S-Series.

7410 Introduced on the E-Series.



dot1x auth-type mab-only

To authenticate a device with MAC authentication bypass (MAB), only use the host MAC address.

Syntax
Defaults
Command Modes

Command History

Usage Information

Related Commands

dotlx auth-type mab-only

Disabled
INTERFACE

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9020
9000
8.319.0
83120
8311
84.21

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.

Introduced on the C-Series and S-Series.

The prerequisites for enabling MAB-only authentication on a port are:

Enable 802.1X authentication globally on the switch and on the port (the dot1x authentication

command).

Enable MAC authentication bypass on the port (the dot1x mac-auth-bypass command).

In MAB-only authentication mode, a port authenticates using the host MAC address even though
802.1xauthentication is enabled. If the MAB-only authentication fails, the host is placed in the guest VLAN (if

configured).

To disable MAB-only authentication on a port, enter the no dotlx auth-type mab-only command.

dot1x mac-auth-bypass — enable MAC authentication bypass.



dot1x authentication (Configuration)

Enable dot1x globally. Enable dot1x both globally and at the interface level.

Syntax dotlx authentication

To disable dot1x on a globally, use the no dotlx authentication command.

Defaults Disabled
Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.3M1 Introduced on the Z9000.

7610 Introduced on the C-Series and S-Series.
7410 Introduced on the E-Series.

Related Commands
dotlx authentication (Interface) — enable dot1x on an interface.

dot1x authentication (Interface)

Enable dot1x on an interface. Enable dot1x both globally and at the interface level.

Syntax dotlx authentication

To disable dot1x on an interface, use the no dotlx authentication command.

Defaults Disabled



Command Modes INTERFACE

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the SB000—ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.190 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11 Introduced on the Z9000.

7610 Introduced on the C-Series and S-Series.
7410 Introduced on the E-Series.

Related Commands
dotx authentication (Configuration) — enable dot1x globally.

dot1x critical-vlan

Configure critical-VLAN for users or devices when authentication server is not reachable.

Syntax [no] dotlx critical-vlan vlan-id
Parameters

vian-id Enter the VLAN identifier. The VLAN-ID range is from 1to 4094.
Defaults Not Configured.

Command Modes INTERFACE

INTERFACE (BATCH MODE)

Command History  Thjs guide is platform-specific. For command information about other platforms, refer to the relevant Dell EMC
Networking OS Command Line Reference Guide.



Version Description

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000, S6000,
S6000-0ON, S6100-0ON, the Configuration Terminal Batch mode on C9010, Z9100-ON,
and Z9500.

9.9(0.0) Introduced on the C9000 Series.

Usage Information  The dot1x critical-vlan command configures critical VLAN for the interface. If the authentication server is

not reachable or not responding, the authenticator places the port or the supplicant in critical VLAN within the first
attempt.

Use this command in Interface Batch mode to configure critical VLAN for users in a dual-homing setup.

Example DellEMC (conf) #show dotlx interface twentyFiveGigE 1/41

802.1x information on Tf 1/41:

Dotlx Status:

Port Control:

Port Auth Status:
Re-Authentication:
Untagged VLAN id:
Guest VLAN:

Guest VLAN id:
Auth-Fail VLAN:
Auth-Fail VLAN id:

Auth-Fail Max-Attempts:

Critical VLAN:
Critical VLAN id:
Mac-Auth-Bypass:
Mac-Auth-Bypass Only:
Tx Period:

Quiet Period:
ReAuth Max:
Supplicant Timeout:
Server Timeout:
Re-Auth Interval:
Max-EAP-Req:

Host Mode:

Auth PAE State:
Backend State:

dot1x guest-vian

Configure a guest VLAN for limited access users or for devices that are not 802.1X capable.

Syntax

Parameters

Defaults

Command Modes

dotlx guest-vlan vlan-id

AUTO
AUTHORIZED (CRITICAL-VLAN)
Enable

400

Enable

400

Enable

400

3

Enable

400

Disable
Disable

30 seconds
60 seconds
2

30 seconds
30 seconds
60 seconds
2

SINGLE HOST
Authenticated
Idle

To disable the guest VLAN, use the no dotlx guest-vlan vlan-idcommand.

vlan-id

Not configured.

Enter the VLAN Identifier. The range is from 1 to 4094.

CONFIGURATION (conf-if-interface-slot/port)



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.190 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11 Introduced on the Z9000.

7610 Introduced on the C-Series, E-Series, and S-Series.

Usage Information 1 authentication is enabled when an interface is connected to the switch. If the host fails to respond within a
designated amount of time, the authenticator places the port in the guest VLAN.

If a device does not respond within 30 seconds, it is assumed that the device is not 802.1X capable. Therefore, a
guest VLAN is allocated to the interface and authentication, for the device, occurs at the next reauthentication
interval (dotlx reauthentication).

If the host fails authentication for the designated number of times, the authenticator places the port in
authentication failed VLAN (dotlx auth-fail-vlan).

NOTE: You can create the Layer 3 portion of a guest VLAN and authentication fail VLANs regardless if
the VLAN is assigned to an interface or not. After an interface is assigned a guest VLAN (which has an IP
address), routing through the guest VLAN is the same as any other traffic. However, the interface may
join/leave a VLAN dynamically.

Related Commands
dotx auth-fail-vlan — Configure an authentication failure VLAN.

dotx reauthentication — Enable periodic re-authentication of the client.
dotlx reauth-max —
Configure the maximum number of times to re-authenticate a port before it becomes unauthorized



dot1x host-mode

Enable single-host or multi-host authentication.

Syntax

Parameters

Defaults
Command Modes

Command History

Usage Information

dotlx host-mode {single-host | multi-host | multi-auth}

single-host
multi-host

multi-auth

single-host

INTERFACE

Enable single-host authentication.
Enable multi-host authentication.

Enable multi-supplicant authentication.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(01)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)
9.2(1.0)
9.0.20
9.0.00
8.3.190
8.3.12.0
8.3.11
8410
83.2.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Added the multi-auth option on the C-Series and S-Series.

Added the single-host and multi-host options on the C-Series, E-Series, and S-
Series.

Single-host mode authenticates only one host per authenticator port and drops all other traffic on the port.

Multi-host mode authenticates the first host to respond to an Identity Request and then permits all other

traffic on the port.

Multi-supplicant mode authenticates every device attempting to connect to the network on the authenticator

port.



Related Commands
show dotx interface — display the 802.1X configuration of an interface.

dot1x mac-auth-bypass

Enable MAC authentication bypass. If 802.1X times out because the host did not respond to the Identity Request frame, Dell EMC
Networking OS attempts to authenticate the host based on its MAC address.

Syntax dotlx mac-auth-bypass
To disable MAC authentication bypass on a port, use the no dotlx mac-auth-bypass command.

Defaults Disabled
Command Modes INTERFACE

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.311 Introduced on the Z9000.

8410 Introduced on the C-Series and S-Series.

Usage Information  To disable MAC authentication bypass on a port, enter the no dotlx mac-auth-bypass command.

dot1x max-eap-req

Configure the maximum number of times an extensive authentication protocol (EAP) request is transmitted before the session times out.

Syntax dotlx max-eap-req number

To return to the default, use the no dotlx max-eap-regcommand.



Parameters
number Enter the number of times an EAP request is transmitted before a session time-out. The

range is from 1 to 10. The default is 2.
Defaults 2
Command Modes INTERFACE

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.3M1 Introduced on the Z9000.

7610 Introduced on the C-Series and S-Series.
7410 Introduced on the E-Series.

dot1x max-supplicants

Restrict the number of supplicants that can be authenticated and permitted to access the network through the port. This configuration is
only takes effect in Multi-auth mode.

Syntax dotlx max-supplicants number
Parameters
number Enter the number of supplicants that can be authenticated on a single port in Multi-auth
mode. The range is from 1to 128. The default is 128.
Defaults 128 hosts can be authenticated on a single authenticator port.

Command Modes INTERFACE

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Related Commands

dot1x port-control

Enable port control on an interface.

Syntax

Parameters

Defaults
Command Modes

Command History

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
90.2.0
9000
83190
83120
8311
8410

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the Z9000.

Introduced on the C-Series and S-Series.

dot1x host-mode — enable single-host or multi-host authentication.

dotlx port-control {force-authorized | auto | force-unauthorized}

force-authorized

auto

force-unauthorized

None

Auto

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

Enter the keywords force-authorized to forcibly authorize a port.
Enter the keyword auto to authorize a port based on the 802.1X operation result.

Enter the keywords force-unauthorized to forcibly de-authorize a port.

Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.



Version Description

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
8.319.0 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.
7610 Introduced on the C-Series and S-Series.
7410 Introduced on the E-Series.

Usage Information The authenticator completes authentication only when you set port-control to auto.

dotix profile

Configure a dotx profile to define a list of trusted supplicant MAC addresses.

Syntax [no] dotlx profile profile-name
Parameters

profile-name Enter a dotlx profile-name. The profile name length is limited to 32 characters.
Defaults None

Command Modes CONFIGURATION

CONFIGURATION TERMINAL BATCH

Error Strings NONE

Command History  Thjs guide is platform-specific. For command information about other platforms, refer to the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S3100 series, S4048—-0ON, S4048-0N, S4810, S4820T, S5000, S6000,
S6000-0ON, S6100-0N, the Configuration Terminal Batch mode on C9010, Z9100-ON,
and Z9500.

9.9(0.0) Introduced on the C9010.

Usage Information  The dot1x profile command configures a dotlx profile to define a list of trusted supplicant MAC addresses.
Maximum number of dotlx profiles is limited to 10. This command launches dot1x profile mode for entering profile



Related Commands

dotlx quiet-period

related commands such as the mac command. The dot1x static-mab command assigns the dotlx profile to

an interface.

Use this command in Configuration Terminal Batch mode to configure the dotlx profile in a dual-homing setup.

dot1x static-mab

mac

Set the number of seconds that the authenticator remains quiet after a failed authentication with a client.

Syntax

Parameters

Defaults
Command Modes

Command History

dotlx quiet-period seconds

To disable quiet time, use the no dotlx quiet-time command.

seconds

60 seconds

INTERFACE

Enter the number of seconds. The range is from 1 to 65535. The default is 60.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(01)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9.0.2.0
9.0.00
8.3.190
8.3.12.0
7610
7410

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.
Introduced on the Z9100—ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the C-Series and S-Series.

Introduced on the E-Series.



dot1x reauthentication

Enable periodic reauthentication of the client.

Syntax

Parameters

Defaults
Command Modes

Command History

dot1x reauth-max

dotlx reauthentication [interval seconds]

To disable periodic reauthentication, use the no dotlx reauthentication command.

interval seconds

3600 seconds (1 hour)
INTERFACE

(Optional) Enter the keyword interval then the interval time, in seconds, after which
reauthentication is initiated. The range is from 1 to 31536000 (one year). The default is

3600 (1 hour).

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
98(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9.0.2.0
9.0.00
8.3.190
8.3.12.0
8.3.11
7610
7410

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the Z9000.

Introduced on the C-Series and S-Series.

Introduced on the E-Series.

Configure the maximum number of times a port can re-authenticate before the port becomes unauthorized.

Syntax

dotlx reauth-max number



To return to the default, use the no dotlx reauth-max command.

Parameters
number Enter the permitted number of re-authentications. The range is from 1 to 10. The default is

2.
Defaults 2
Command Modes INTERFACE

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.311 Introduced on the Z9000.

7610 Introduced on the C-Series and S-Series.
7410 Introduced on the E-Series.

dotl1x server-timeout

Configure the amount of time after which exchanges with the server time-out.

Syntax dotlx server-timeout seconds

To return to the default, use the no dotlx server-timeout command.

Parameters
seconds Enter a time-out value in seconds. The range is from 1 to 300, where 300 is

implementation dependant. The default is 30.

Defaults 30 seconds

Command Modes INTERFACE



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the SB000—ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

9.0.0.0 Introduced on the Z9000.

8.3.190 Introduced on the S4820T.

8.3.12.0 Introduced on the S4810.

8.3.11 Introduced on the Z9000.

7610 Introduced on the C-Series and S-Series.
7410 Introduced on the E-Series.

Usage Information  \when you configure the dot1x server-timeout value, take into account the communication medium used to
communicate with an authentication server and the number of RADIUS servers configured. Ideally, the dot1x
server-timeout value (in seconds) is based on the configured RADIUS-server timeout and retransmit values
and calculated according to the following formula: dot1x server-timeout seconds > (radius-server
retransmit seconds + 1) * radius-server timeout seconds.

Where the default values are as follows: dot1lx server-timeout (30 seconds), radius-server retransmit (3
seconds), and radius-server timeout (5 seconds).

Example DellEMC (conf) # radius-server host 10.11.197.105 timeout 6
DellEMC (conf) # radius-server host 10.11.197.105 retransmit 4
DellEMC (conf) # interface gigabitethernet 2/23
DellEMC (conf-if-gi-2/23)# dotlx server-timeout 40
DellEMC (conf-if-gi-2/23) #

dot1x static-mab

Enable static MAC authorization bypass (MAB) and configure static MAB profile to an interface.

Syntax [no] dotlx static-mab profile profile-name



Parameters

Defaults

Command Modes

Command History

Usage Information

Example

profile profile-name  Enter the keyword profile and the profile-name to configure the static MAB profile

name. The profile name length is limited to 32 characters.
Disabled.
INTERFACE

INTERFACE (BATCH MODE)

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S3100 series, S4048—-0ON, S4048-0N, S4810, S4820T, S5000, S6000,
S6000-0ON, S6100-0N, the Configuration Terminal Batch mode on C9010, Z9100-ON,
and Z9500.

9.9(0.0) Introduced on the C9010.

The dotlx static-mab command enables static MAB (mac auth bypass) and configures the associated profile
on a dot'x interface. Static MAB bypasses the authentication server for the supplicant MAC addresses configured
in the associated profile.

Before you enable static MAB, you must do the following:

Enable MAC authentication bypass on the port by configuring the dot1x mac-auth-bypass command.
Ensure that no configured profile exists at the time of configuring the static-mab command.

Use this command in Interface Batch Mode to enable static MAB in a dual-homing setup.

DellEMC (conf) #do show dotlx interface twentyFiveGigE 1/41

802.1x information on Tf 1/41:

Dotlx Status: Enable
Port Control: AUTO
Port Auth Status: AUTHORIZED (STATIC-MAB)
Re-Authentication: Enable
Untagged VLAN id: 400
Guest VLAN: Enable
Guest VLAN id: 400
Auth-Fail VLAN: Enable
Auth-Fail VLAN id: 400
Auth-Fail Max-Attempts: 3
Critical VLAN: Enable
Critical VLAN id: 400
Mac-Auth-Bypass: Disable
Mac-Auth-Bypass Only: Disable
Static-MAB: Enable
Static-MAB Profile: Sample

Tx Period:

Quiet Period:
ReAuth Max:
Supplicant Timeout:
Server Timeout:
Re-Auth Interval:

30 seconds
60 seconds
2

30 seconds
30 seconds
60 seconds

Max-EAP-Req: 2

Host Mode: SINGLE_ HOST
Auth PAE State: Authenticated
Backend State: Idle



dot1x supplicant-timeout

Configure the amount of time after which exchanges with the supplicant time-out.

Syntax dotlx supplicant-timeout seconds

To return to the default, use the no dotlx supplicant-timeout command.

Parameters
seconds Enter a time-out value in seconds. The range is from 1 to 300, where 300 is

implementation dependant. The default is 30.
Defaults 30 seconds

Command Modes INTERFACE

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.311 Introduced on the Z9000.

7610 Introduced on the C-Series and S-Series.
7410 Introduced on the E-Series.

dot1x tx-period

Configure the intervals at which EAPOL PDUs the Authenticator PAE transmits.

Syntax dotlx tx-period seconds

To return to the default, use the no dotlx tx-period command.



Parameters
seconds Enter the interval time, in seconds, that EAPOL PDUs are transmitted. The range is from 1

to 65535. The default is 30.
Defaults 30 seconds

Command Modes INTERFACE

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

83190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.3M1 Introduced on the Z9000.

7610 Introduced on the C-Series and S-Series.
7410 Introduced on the E-Series.

macC

Configure a list of supplicant MAC addresses for dot1x profile represented with a profile-name.

Syntax [no] mac {mac-addressl mac-addressZ2.. mac-addressb6}

Parameters
mac-addressTmac-  Enter the keyword mac and type the 48— bit MAC addresses using the H.H.H format. A
address2... mac- maximum of 6 MAC addresses are allowed.
address6

Defaults None

Command Modes  DOT1X PROFILE CONFIG (conf-dotlx-profile)

CONFIGURATION TERMINAL BATCH



Command History  This guide is platform-specific. For command information about other platforms, refer to the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S3100 series, S4048—0N, S4048-0N, S4810, S4820T, S5000, S6000,
S6000-0ON, S6100—-0N, the Configuration Terminal Batch mode on C9010, Z9100-ON,
and Z9500.

9.9(0.0) Introduced on the C9010.

Usage Information  The mac command configures a list of supplicant MAC addresses for a dotlx profile represented with a profile-
name. You can configure up to 6 MAC addresses in a single mac command. The maximum number of MAC
addresses that you can configure in a single profile is limited to 100.

Use this command in Configuration Terminal Batch mode to configure a list of supplicant MAC addresses for dot1x
profile in a dual-homing setup.

Example
DellEMC (conf) #dotlx profile mySupplicants
DellEMC (conf-dotlx-profile) #mac 00:50:56:AA:01:10 00:50:56:AA:01:11

DellEMC (conf-dotlx-profile) #show config
dotlx profile mySupplicants

mac 00:50:56:aa:01:10

mac 00:50:56:aa:01:11

DellEMC (conf-dotlx-profile) #

DellEMC (conf-dotlx-profile) ffexit

show dot1x cos-mapping interface

Display the CoS priority-mapping table the RADIUS server provides and applies to authenticated supplicants on an 802.1X-enabled system.
Syntax show dotlx cos-mapping interface interface [mac-address mac-address]

Parameters
interface Enter one of the following keywords and the interface information:

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

mac-address (Optional) MAC address of an 802.1X-authenticated supplicant.
Defaults None
Command Modes
EXEC

EXEC privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Usage Information

Example

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

9.0.00 Introduced on the Z9000.

8.3.190 Introduced on the S4820T.

83120 Introduced on the S4810.

8.3.111 Introduced on the Z9000.

84.21 Introduced on the C-Series and S-Series.

Enter a supplicant’s MAC address using the mac-address option to display CoS mapping information only for the
specified supplicant.

You can display the CoS mapping information applied to traffic from authenticated supplicants on 802.1X-enabled
ports that are in Single-Hot, Multi-Host, and Multi-Supplicant authentication modes.

DellEMC# show dotlx cos-mapping interface gigabitethernet 1/32

802.1p CoS re-map table on Gi 1/32:

Dotlp Remapped Dotlp

O oo WP O
O DNW™ U oY

ellEMC#

DellEMC# show dotlx cos-mapping interface gigabitethernet 1/32 mac-address
00:00:00:00:00:10

Supplicant Mac: 0 0 0 0 O 10 Lookup for Mac:

802.1p CoS re-map table on Gi 1/32:

802.1p CoS re-map table for Supplicant: 00:00:00:00:00:10

Dotlp Remapped Dotlp
0 7

1 6
2 5
3 4



O 3o 0o
O N W

ellEMCH#

show dot1x interface

Display the 802.1X configuration of an interface.

Syntax

Parameters

Defaults

Command Modes

Command History

show dotlx interface interface [mac-address mac-address]

interface Enter one of the following keywords and the interface information:

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.
mac-address (Optional) MAC address of a supplicant.

None

EXEC
EXEC privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
9.0.00 Introduced on the Z9000.
8.319.0 Introduced on the S4820T.
83120 Introduced on the S4810.
8.311 Introduced on the Z9000.

84.21 Added the mac-address option on the C-Series and S-Series.



Version Description

7610 Introduced on the C-Series, E-Series, and S-Series.

Usage Information If you enable 802.1X multi-supplicant authentication on a port, additional 802.1X configuration details (Port
Authentication status, Untagged VLAN ID, Authentication PAE state, and Backend state) display for each
supplicant, as shown in the following example.

Example DellEMC# show dotlx interface gigabitethernet 1/32

802.1x information on Gi 1/32:

Dotlx Status: Enable
Port Control: AUTO
Port Auth Status: AUTHORIZED (MAC-AUTH-BYPASS)
Re-Authentication: Disable
Untagged VLAN id: 400
Guest VLAN: Enable
Guest VLAN id: 100
Auth-Fail VLAN: Disable
Auth-Fail VLAN id: NONE
Auth-Fail Max-Attempts: NONE
Mac-Auth-Bypass: Enable
Mac-Auth-Bypass Only: Enable
Tx Period: 3 seconds
Quiet Period: 60 seconds
ReAuth Max: 2
Supplicant Timeout: 30 seconds
Server Timeout: 30 seconds
Re-Auth Interval: 3600 seconds
Max-EAP-Req: 2
Host Mode: SINGLE HOST
Auth PAE State: Authenticated
Backend State: Idle
DellEMCH#
Example (mac- DellEMC# show dotlx interface gigabitethernet 1/32 mac-address
address) 00:00:00:00:00:10

Supplicant Mac: 0 0 0 0 O 10 Lookup for Mac:

802.1x information on Gi 1/32:

Dotlx Status: Enable
Port Control: AUTO
Re-Authentication: Disable
Guest VLAN: Enable
Guest VLAN id: 100
Auth-Fail VLAN: Disable
Auth-Fail VLAN id: NONE
Auth-Fail Max-Attempts: NONE
Mac-Auth-Bypass: Enable
Mac-Auth-Bypass Only: Enable

Tx Period: 3 seconds
Quiet Period: 60 seconds
ReAuth Max: 2
Supplicant Timeout: 30 seconds
Server Timeout: 30 seconds
Re-Auth Interval: 3600 seconds
Max-EAP-Req: 2

Host Mode: MULTI AUTH
Max-Supplicants: 128

Port status and State info for Supplicant: 00:00:00:00:00:10

Port Auth Status: AUTHORIZED (MAC-AUTH-BYPASS)



Untagged VLAN id: 400

Auth PAE State: Authenticated
Backend State: Idle
DellEMC#

DellEMC# show dotlx interface gigabitethernet 1/32 mac-address
00:00:00:00:00:11
Supplicant Mac: 0 0 0 0 O 10 Lookup for Mac:

802.1x information on Gi 1/32:

Dotlx Status: Enable
Port Control: AUTO
Re-Authentication: Disable
Guest VLAN: Enable
Guest VLAN id: 100
Auth-Fail VLAN: Disable
Auth-Fail VLAN id: NONE
Auth-Fail Max-Attempts: NONE
Mac-Auth-Bypass: Enable
Mac-Auth-Bypass Only: Enable

Tx Period: 3 seconds
Quiet Period: 60 seconds
ReAuth Max: 2
Supplicant Timeout: 30 seconds
Server Timeout: 30 seconds
Re-Auth Interval: 3600 seconds
Max-EAP-Req: 2

Host Mode: MULTI AUTH
Max-Supplicants: 128

Port status and State info for Supplicant: 00:00:00:00:00:11

Port Auth Status: AUTHORIZED (GUEST-VLAN)
Untagged VLAN id: 100

Auth PAE State: Authenticated

Backend State: Idle

Dell1EMC#

show dot1x profile

Display all the dot1x profiles or the details of a specific profile configured in the system.

Syntax

Parameters

Defaults
Command Modes

Command History

show dotlx profile profile-name

profile-name Specify a static dot'lx profile-name. The maximum character limit for a profile name is 32
characters.

None

EXEC

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S3100 series, S4048—-0N, S4048—-0N, S4810, S4820T, S5000, S6000,

S6000-0ON, S6100-0ON, C9010, Z9100-0ON, and Z9500.



Version Description
9.9(0.0) Introduced on the C9010.

Example DellEMC#show dotlx profile

802.1x profile information
Dotlx Profile mySupplicants
Profile MACs

00:50:56:2a2:01:10 00:50:56:aa:01:

11



Commands Common to all ACL Types
Common IP ACL Commands
Standard IP ACL Commands
Extended IP ACL Commands
Common MAC Access List Commands
Standard MAC ACL Commands
Extended MAC ACL Commands

IP Prefix List Commands

Route Map Commands

AS-Path Commands

I[P Community List Commands

Topics:

Commands Common to all ACL Types
Common IP ACL Commands
Standard IP ACL Commands
Extended IP ACL Commands
Common MAC Access List Commands
Standard MAC ACL Commands
Extended MAC ACL Commands

IP Prefix List Commands

Route Map Commands

AS-Path Commands

[P Community List Commands

deny (for Standard IP ACLs)

deny (for Extended IP ACLs)

seq (for Standard IPv4 ACLs)

deny tcp (for Extended IP ACLs)
deny udp (for Extended IP ACLs)
deny arp (for Extended MAC ACLs)
deny icmp (for Extended IP ACLs)
deny ether-type (for Extended MAC ACLSs)
deny (for Standard MAC ACLs)

deny (for Extended MAC ACLs)
permit (for Standard IP ACLs)

Access Control Lists (ACL)

Access control lists (ACLs) are supported by the Dell EMC Networking OS.
Dell EMC Networking OS supports the following types of ACL, IP prefix list, and route maps:

©) | NOTE: For ACL commands that use the Trace function, see 7race List Commands section in Security.

©) | NOTE: For IPv6 ACL commands, see IPv6 Access Control Lists (IPv6 ACLs).

Access Control Lists (ACL)

201



permit arp (for Extended MAC ACLs)
permit ether-type (for Extended MAC ACLs)
permit icmp (for Extended IP ACLs)
permit udp (for Extended IP ACLs)
permit (for Extended IP ACLs)

permit (for Standard MAC ACLs)

seq (for Standard MAC ACLs)

permit tcp (for Extended IP ACLs)

seq arp (for Extended MAC ACLs)

seq ether-type (for Extended MAC ACLs)
seq (for IP ACLs)

seq (for IPv6 ACLs)

permit udp (for IPv6 ACLs)

permit tcp (for IPv6 ACLs)

permit icmp (for IPv6 ACLs)

permit (for IPv6 ACLSs)

deny udp (for IPv6 ACLs)

deny tcp (for IPv6 ACLs)

deny icmp (for Extended IPv6 ACLs)
deny (for IPv6 ACLs)

Commands Common to all ACL Types

The following commands are available within each ACL mode and do not have mode-specific options. Some commands in this chapter may
use similar names, but require different options to support the different ACL types (for example, the deny and permit commands).

remark

Enter a description for an ACL entry.

Syntax remark remark-number description

To remove a remark, use the no remark command.

Parameters
remark-number (Optional) Enter the remark number. The range is from 0 to 65535 for MAC ACL and O to
4294967290 for IP ACL.
q NOTE: You can use the same sequence number for the remark and an ACL rule.
description Enter a description of up to 80 characters.
Defaults Not configured.

Command Modes
CONFIGURATION-STANDARD-ACCESS-LIST

CONFIGURATION-EXTENDED-ACCESS-LIST
CONFIGURATION-MAC ACCESS LIST-STANDARD
CONFIGURATION-MAC ACCESS LIST-EXTENDED



Command History

Usage Information

Example

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

914(1.0) Introduced the remark number as an optional value on S4810 and S4820T.
914.00 Made the remark number as an optional value.
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.190 Introduced on the S4820T.

8.3.11 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

75.1.0 Introduced on the C-Series.

6.4.1.0 Introduced on the E-Series.

The remark command is available in each ACL mode. You can configure up to 4294967291 remarks for a given IP
ACL and 65536 remarks for a given MAC ACL.

You can include a remark with or without a remark number. If you do not enter a remark number, the remark
inherits the sequence number of the last ACL rule. If there is no ACL rule when you enter a remark, the remark
takes sequence number 5. If you configure two remarks with the same sequence number and different strings, the
second one replaces the first string. You cannot configure two or more remarks with the same string and different
sequence numbers.

To remove a remark, use the no remark command with or without the sequence number. If there is a matching
string, the system deletes the remark.

The following example shows the use of the remark command twice within CONFIGURATION-STANDARD-
ACCESS-LIST mode. The remark precedes the rule in the running configuration because it is assumed that the
remark is for the rule with the same sequence number, or the group of rules that follow the remark.

DellEMC (config-std-nacl) # remark 10 Deny rest of the traffic

DellEMC (config-std-nacl) # remark 5 Permit traffic from XYZ Inc.

DellEMC (config-std-nacl) # show config

|

ip access-list standard test



Related Commands

remark 5 Permit traffic from XYZ Inc.
seq 5 permit 1.1.1.0/24

remark 10 Deny rest of the traffic
seq 10 deny any

DellEMC (config-std-nacl) #

The following example shows adding a remark without a sequence number:

DELLEMC (config-ext-nacl) #permit ip any any
DELLEMC (config-ext-nacl) #remark permit any ip
DELLEMC (config-ext-nacl) #show c

1
ip access-list extended testac

seq 5 permit ip any any

remark 5 permit any ip

The following example shows that the system displays an error message when the same remark string is used with
different remark numbers.

DELLEMC (config-ext-nacl) #seq 100 permit ip any any
DELLEMC (config-ext-nacl) #remark 10 permit any ip
DELLEMC (config-ext-nacl) #remark permit any ip

)

DELLEMC (config-ext-nacl) #% Error : Remark string already exists

show config — display the current ACL configuration.

show config

Display the current ACL configuration.

Syntax

Command Modes

Command History

show config

CONFIGURATION-STANDARD-ACCESS-LIST
CONFIGURATION-EXTENDED-ACCESS-LIST
CONFIGURATION-MAC ACCESS LIST-STANDARD
CONFIGURATION-MAC ACCESS LIST-EXTENDED

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—ON.

9.2(1.0) Introduced on the Z9500.



Example

Version Description

9020 Introduced on the S6000.
8.311 Introduced on the Z9000.
8.319.0 Introduced on the S4820T.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
6.2.11 Introduced on the E-Series.

DellEMC (config-std-nacl) # show conf
1

ip access-list standard test

remark 5 Permit traffic from XYZ Inc.
seq 5 permit 1.1.1.0/24 count

remark 10 Deny traffic from ABC

seq 10 deny 2.1.1.0/24 count

DellEMC (config-std-nacl) #

Common IP ACL Commands

The following commands are available within both Ingress and Egress IP ACL modes (Standard and Extended) and do not have mode-
specific options. When an ACL is created without a rule and then is applied to an interface, ACL behavior reflects an implicit permit.

The platform supports both Ingress and Egress IP ACLs.

® | NOTE: Also refer to the Commands Common to all ACL Types section.

access-class

Apply a standard ACL to a terminal line.

Syntax

Parameters

Defaults
Command Modes

Command History

access-class access-list-name [ipv4 | ipv6]

To remove an ACL, use the no access-class command.

access-list-name Enter the name of a configured Standard ACL, up to 140 characters.
ipv4 Enter the keyword ipv4 to configure an IPv4 access class.
ipv6 Enter the keyword ipv6 to configure an IPv6 access class.

Not configured.
LINE

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Usage Information

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the ipv4 and ipv6 parameters to the command.
9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increase the name string to accept up to 140 characters. Prior to 7.8.1.0, names were up to

16 characters long.

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
6.2.1.1 Introduced on the E-Series.

When you use the access-class access-1ist-name command without specifying the ipv4 or ipv6
attribute, both IPv4 as well as IPv6 rules that are defined in that ACL are applied to the terminal. This method is a
generic way of configuring access restrictions.

To be able to filter access exclusively using either IPv4 or IPv6 rules, use either the ipv4 or ipv6 attribute along
with the access-class access-1ist-name command. Depending on the attribute that you specify (ipv4
or ipv6), the ACL processes either IPv4 or IPv6 rules, but not both. Using this configuration, you can set up two
different types of access classes with each class processing either IPv4 or IPV6 rules separately.

However, if you already have configured generic IP ACL on a terminal line, then you cannot further apply IPv4 or
IPv6 specific filtering on top of this configuration. Because, both IPv4 and IPv6 access classes are already
configured on this terminal line. Before applying either IPv4 or IPv6 filtering, first undo the generic configuration
using the no access-class access-1list-name command.

Similarly, if you have configured either IPv4 or IPv6 specific filtering on a terminal line, you cannot apply generic IP
ACLs on top of this configuration. Before applying the generic ACL configuration, first undo the existing
configuration using the no access-class access-list-name [ipv4 | ipv6] command.



clear counters ip access-group

Erase all counters maintained for access lists.

Syntax clear counters ip access-group [access-list-name]

Parameters
access-list-name (OPTIONAL) Enter the name of a configured access-list, up to 140 characters.

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

8.3.190 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8370 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increase the name string to accept up to 140 characters. Prior to 7.8.1.0, names were up to

16 characters long.

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
6.2.11 Introduced on the E-Series.

ip access-group

Assign an IP access list (IP ACL) to an interface.

Syntax ip access-group access-list-name {in | out} [implicit-permit] [vlan vlan-id]
[layer3] [vrf vrf-name]



Parameters

Defaults
Command Modes

Command History

To delete an IP access-group configuration, use the no ip access-group access-list-name {in |

out} [implicit-permit] [vlan vlan-id] [layer3] [vrf vrf-name] command.

access-list-name
in
out

implicit-permit

vlan vian-id

vrf vrf-name

layer3

Not enabled.

Enter the name of a configured access list, up to 140 characters.
Enter the keyword in to apply the ACL to incoming traffic.
Enter the keyword out to apply the ACL to outgoing traffic.

(OPTIONAL) Enter the keyword implicit-permit to change the default action of the
ACL from implicit-deny to implicit-permit (that is, if the traffic does not match the filters
in the ACL, the traffic is permitted instead of dropped).

(OPTIONAL) Enter the keyword v1an then the ID numbers of the VLANSs. The range is
from 1 to 4094 (you can use IDs from 1 to 4094).

(OPTIONAL) Enter the keyword vr £ then the ID numbers of the VRFs. The range is from
1to 511 (you can use IDs from 1 to 511).

NOTE: When you specify a single VRF, use the name of the VRF instead of the
VRF ID number. Use the VRF ID numbers only when you specify a range of
VRFs.

(OPTIONAL) Enter the keyword 1ayer3 to enable layer 3 mode. It ensures that all the
ACL rules in the access-group are applied only for L3 router packets.

INTERFACE/VRF MODE

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
94.(00)
9.2(1.0)
9020
83190
8311
8370
8110

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100—ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Added support for VRF.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.

Introduced on the E-Series.



Usage Information

Related Commands

Version Description

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names were up
to 16 characters long.

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
6.2.11 Introduced on the E-Series.

You can assign one ingress ACL and one egress ACL to an interface.

NOTE: This command supports Loopback interfaces EE3 and EF series route processor modules
(RPMs). This command does not support Loopback interfaces ED series RPMs and S-Series Loopback
interfaces.

NOTE: If you apply outbound(egress) IP acl on a switch port, the filter applies only for routed traffic
egressing out of that port.

To associate an access-list to a non-default VRF, use the vrf attribute of this command. You can use this
command at the interface context (physical/LAG) to apply the access-list to a range of VRFs.

The VRF MODE is not available for the default and management VRFs.

In the Dell EMC Networking OS versions prior to 913(0.0), the system does not install any of your ACL rules if the
available CAM space is lesser than what is required for your set of ACL rules. Effective with the Dell EMC
Networking OS version 9.13(0.0), the system installs your ACL rules until all the allocated CAM memory is used. If
there is no implicit permit in your rule, the Dell EMC Networking OS ensures that an implicit deny is installed at the
end of your rule. This behavior is applicable for IPv4 and IPv6 ingress and egress ACLs.

One of the usage scenarios for using the layer3 keyword at the VLAN level, is to avoid ACL being applied on the L2
traffic which comes in via ICL.

q NOTE: The usage scenario listed above is one of many other usage scenarios.

ip access-list standard — configure a standard ACL.
ip access-list extended — configure an extended ACL.

ip control-plane egress-filter

Enable egress Layer 3 ACL lookup for IPv4 CPU traffic.

Syntax
Defaults
Command Modes

Command History

ip control-plane egress-filter
Not enabled.

EXEC Privilege
This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

Networking OS Command Line Reference Guide.

Version Description
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.



Version Description

910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.

show ip accounting access-list

Display the IP access-lists created on the switch and the sequence of filters.

Syntax show ip accounting {access-list access-list-name | cam count} interface
interface [vrf vrf-name]

Parameters
access-list-name Enter the name of the ACL to be displayed.

cam_count List the count of the CAM rules for this ACL.

interface interface Enter the keyword interface then the one of the following keywords and the interface
information:

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a port channel interface, enter the keywords port-channel then a number.

For a VLAN interface, enter the keyword v1an then a number from 1to 4094.

in | out Identify whether ACL is applied on the ingress or egress side.

vrf vrf-name (Optional) Enter the keyword vrf and then the name of the VRF to view the IP
accounting information on either a default or a non-default VRF.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Usage Information

Example

Version
911(0.0)
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
94.(0.0)
9.2(1.0)
9020
83190
8311
8510
8370
7610
7510
6.2.11

Description

Updated the show command output to include monitor option.
Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.

Added support for VRF.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Added support for the 4-port 40G line cards.
Introduced on the S4810.

Introduced on the S-Series.

Introduced on the C-Series.

Introduced.

q NOTE: The vrf option is available only when VRF feature is enabled.

show ip
accounting
access-lists

Field
“Extended IP...”

“seq b..”

“order 4”

Description

Displays the name of the IP ACL.

Displays the filter. If the keywords count or byte were configured in the filter, the
number of packets or bytes the filter processes is displayed at the end of the line.

Displays the QoS order of priority for the ACL entry.

DellEMC# show ip accounting access-list L3-ACL vrf vrf3
|

Standard Ingress IP access list L3-ACL on vrf3
Total cam count 3

seq 5 permit 10.1.2.0/24 any negotiate 150 monitor 300 count

seq 10 permit 20.1.2.0/24
seq 15 permit 30.1.2.0/24

DellEMC#

(0 packets)



show ip access-lists

Display all of the IP ACLs configured in the system, whether or not they are applied to an interface, and the count of matches/mismatches
against each ACL entry displayed.

Syntax show ip access-lists [access-list-name] [interface interface] [in | out] [vrf
vrf-name]

Parameters
access-list-name Enter the name of a configured MAC ACL, up to 140 characters.

interface interface Enter the keyword interface followed by the one of the following keywords and slot/
port or number information:

For a VLAN interface, enter the keyword v1an followed by the slot/port number.

For a 1-Gigabit Ethernet interface, enter the keyword GigabitEthernet followed
by the slot/port information.

For a Port Channel interface, enter the keyword port-channel followed by a
number.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet
followed by the slot/port information.
in | out Identify whether ACL is applied on the ingress or egress side.
vrf vrf-name Enter the keyword vrf and then the name of the VRF to display the access-lists that are
configured on either the default or non-default VRFs.
Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.2(1.0) Introduced on the Z9500.

8510 Added support for the 4-port 40G line cards on the E-Series.
83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810.

Standard IP ACL Commands

When you create an ACL without any rule and then apply it to an interface, the ACL behavior reflects an implicit permit.
The platform supports both Ingress and Egress IP ACLs.

® | NOTE: Also refer to the Commands Common to all ACL Types and Common |IP ACL Commands sections.



deny

To drop packets with a certain IP address, configure a filter.

Syntax deny {source | any | host {ip-address}} [count [bytes] | log] [dscp value] [ecn
value] [fragments] [monitor] [no-drop] [order]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no deny {source [mask] | any | host ip-address} command.
Parameters

source Enter the IP address in dotted decimal format of the network from which the packet was
sent.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address Enter the keyword host and then enter the IP address to specify a host IP address only.

count (OPTIONAL) Enter the keyword count to count the packets.

bytes (OPTIONAL) Enter the keyword bytes to count the bytes.

log (OPTIONAL) Enter the keyword 1og to enter ACL matches in the log.

dscp (OPTIONAL) Enter the keyword dcsp to match the IP DSCP values. The range is from O
to 63.

ecn (OPTIONAL) Enter the keyword ecn to match the ECN bits. The range is from O to 3.

order (OPTIONAL) Enter the keyword order to specify the QoS order for the ACL entry. The
range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-order
numbers have higher priority). If you do not use the keyword order, the ACLs have the
lowest order by default (255).

monitor (OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface.

NOTE: For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.
fragments Enter the keyword fragments to use ACLs to control packet fragments.
no-drop Enter the keywords no-drop to match only the forwarded packets.
Defaults Not configured.

Command Modes CONFIGURATION-STANDARD-ACCESS-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(0.0) Removed the session—ID option from the monitor parameter.

91(0.0) Added support for session—ID to the monitor parameter.



Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.8(0.0)
97(0.0)
9.2(1.0)
90.2.0
83190
8311
8370
8310
8210
8110
7610
7510
7410
6.51.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added the no-drop parameter.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Add the DSCP value for ACL matching.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for the non-contiguous mask and added the monitor option.

Expanded to include the optional QoS order priority for the ACL entry.

Usage Information The order option is relevant in the context of the Policy QoS feature only. For more information, see the Quality
of Service section in the Dell EMC Networking OS Configuration Guide.

The software cannot count both packets and bytes; when you enter the count byte options, only bytes

increment.

Related Commands

ip access-list standard — configure a standard ACL.

permit — configure a permit filter.

ip access-list standard

Create a standard IP access list (IP ACL) to filter based on IP address.

Syntax ip access-list standard access-1list-name

To delete an access list, use the no ip access-list standard access-1ist-name command.



Parameters

Defaults
Command Modes

Command History

Usage Information

Example

Related Commands

access-list-name

Enter a string up to 140 characters long as the ACL name.

All IP access lists contain an implicit “deny any,” that is, if no match occurs, the packet is dropped.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(01)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)
9.2(1.0)
9.0.20
8.3.190
8.3.11
8.3.10.0
8110
7810
7610
7510
7410
6.51.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Introduced on the E-Series.

Increased the name string to accept up to 140 characters.
Introduced on the S-Series.

Introduced on the C-Series.

Added support for the non-contiguous mask and added the monitor option.

Expanded to include the optional QoS order priority for the ACL entry.

Dell EMC Networking OS supports one ingress and one egress |IP ACL per interface.

Prior to Dell EMC Networking OS version 7.8.1.0, names are up to 16 characters long.

The number of entries allowed per ACL is hardware-dependent. For detailed specifications on entries allowed per
ACL, refer to your line card documentation.

DellEMC (conf) # ip access-list standard TestList
DellEMC (config-std-nacl) #

ip access-list extended — create an extended access list.

show config — display the current configuration.



permit

To permit packets from a specific source IP address to leave the switch, configure a filter.

Syntax

Parameters

Defaults
Command Modes

Command History

permit {source

[mask] | any | host ip-address} [count [bytes] | log] [dscp

value] [ecn value] [fragments] [monitor ] [no-drop] [order]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no permit {source [mask] | any | host ip-address} command.

source

mask

any
host ip-address
count

bytes

log

dscp

ecn

order

monitor

fragments

no-drop

Not configured.

Enter the IP address in dotted decimal format of the network from which the packet was
sent.

(OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.

Enter the keyword any to specify that all routes are subject to the filter.

Enter the keyword host then the IP address to specify a host IP address or hostname.
(OPTIONAL) Enter the keyword count to count the packets.

(OPTIONAL) Enter the keyword bytes to count the bytes.

(OPTIONAL) Enter the keyword 1og to enter ACL matches in the log.

(OPTIONAL) Enter the keyword dcsp to match the IP DSCP values. The range is from O
to 63.

(OPTIONAL) Enter the keyword ecn to match the ECN bits. The range is from O to 3.

(OPTIONAL) Enter the keyword order to specify the QoS order for the ACL entry. The
range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-order
numbers have a higher priority). If you do not use the keyword order, the ACLs have the
lowest order by default (255).

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface.

NOTE: For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.

Enter the keyword fragments to use ACLs to control packet fragments.

Enter the keywords no-drop to match only the forwarded packets.

CONFIGURATION-STANDARD-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)

Description

Removed the session—ID option from the monitor parameter.



Version Description

911(0.0) Added support for session—ID to the monitor parameter.
910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810.

8.31.0 Add the DSCP value for ACL matching.

8210 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

7410 Added support for the non-contiguous mask and added the monitor option.
6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Usage Information  The order option is relevant in the context of the Policy QoS feature only. For more information, see the “Quality
of Service” section of the Dell EMC Networking OS Configuration Guide.

Related Commands
deny — assign a IP ACL filter to deny IP packets.

ip access-list standard — create a standard ACL.

resequence access-list

Re-assign sequence numbers to entries of an existing access-list.

Syntax resequence access-list {ipv4 | ipv6 | mac} {access-list-name StartingSeqgNum Step-to-Increment}

Parameters
ipv4 | ipv6 | mac Enter the keyword ipv4or mac to identify the access list type to resequence.

access-list-name Enter the name of a configured IP access list.



StartingSeqNum Enter the starting sequence number to resequence. The range is from O to 4294967290.

Step-to-Increment  Enter the step to increment the sequence number. The range is from 1 to 4294967290.

Defaults None

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.0.20 Introduced on the S6000.

8.3.190 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8370 Introduced on the S4810.

8210 Introduced on the E-Series (IPv6).

8110 Introduced on the E-Series (IPvA4).

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names were up

10 16 characters long.

7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
7410 Introduced on the E-Series.

Usage Information When you have exhausted all the sequence numbers, this feature permits re-assigning a new sequence number to
entries of an existing access-list.

seq

Assign a sequence number to a deny or permit filter in an IP access list while creating the filter.

Syntax seq sequence-number {deny | permit} {source [mask] | any | host ip-address}}
[count [byte] | log] [dscp value] [ecn value] [fragments] [monitor] [no-drop]
[order]



Parameters

Defaults

Command Modes

Command History

To delete a filter, use the no seq sequence-number command.

sequence-number

deny
permit

source

mask

any
host jp-address
count
bytes

log
dscp

ecn

order

monitor

fragments

no-drop

Not configured

Enter a number from 0 to 4294967290.
Enter the keyword deny to configure a filter to drop packets meeting this condition.
Enter the keyword permit to configure a filter to forward packets meeting this criteria.

Enter an IP address in dotted decimal format of the network from which the packet was
received.

(OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.

Enter the keyword any to specify that all routes are subject to the filter.

Enter the keyword host then the IP address to specify a host IP address or hostname.
(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword bytes to count bytes the filter processes.
(OPTIONAL) Enter the keyword 1og to enter ACL matches in the log.

(OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP values. The range is
from O to 63.

(OPTIONAL) Enter the keyword ecn to match to the ECN values. The range is from O to
3.

(OPTIONAL) Enter the keyword order to specify the QoS order for the ACL entry. The
range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-order
numbers have a higher priority). If you do not use the keyword order, the ACLs have the
lowest order by default (255).

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface.

NOTE: For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.

Enter the keyword fragments to use ACLs to control packet fragments.

Enter the keywords no-drop to match only the forwarded packets.

CONFIGURATION-STANDARD-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)
911(0.0)
910(0.1)
910(0.0)

Description

Removed the session—ID option from the monitor parameter.
Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.



Version
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.8(0.0)
97(0.0)
9.2(1.0)
90.2.0
8.319.0
8314
8370
8310
8210
8110
7610
7510
7410
6.5.10

Description

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added the no-drop parameter.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Add the DSCP value for ACL matching.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for the non-contiguous mask and added the monitor option.

Expanded to include the optional QoS order priority for the ACL entry.

Usage Information The order option is relevant in the context of the Policy QoS feature only. The following applies:

The seq sequence-number command is applicable only in an ACL group.

The order option works across ACL groups that are applied on an interface via the QoS policy framework.

The order option takes precedence over seq sequence-number.

If you do not configure sequence-number, the rules with the same order value are ordered according to
their configuration order.

If you configure sequence-number, the sequence-number is used as a tie breaker for rules with the same

order.

Related Commands

deny — configure a filter to drop packets.

permit — configure a filter to forward packets.

Extended IP ACL Commands

When an ACL is created without any rule and then applied to an interface, ACL behavior reflects an implicit permit.

The following commands configure extended IP ACLs, which in addition to the IP address, also examine the packet’s protocol type.



The platform supports both Ingress and Egress IP ACLs.

® | NOTE: Also refer to the Commands Common to all ACL Types and Common IP ACL Commands sections.

deny

Configure a filter that drops IP packets meeting the filter criteria.

Syntax deny {ip | ip-protocol-number} {source mask | any | host ip-address}
{destination mask | any | host ip-address} [ttl operator] [count [byte] | log]
[dscp value] [order] [monitor] [fragments] [no-drop]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usetheno deny {ip | ip-protocol-number} {source mask | any | host ip-address}

Parameters

{destination mask | any | host ip-address} command.

ip

ip-protocol-number

Enter the keyword ip to configure a generic IP access list. The keyword ip specifies that
the access list denies all IP protocols.

Enter a number from O to 255 to deny based on the protocol identified in the IP protocol
header.

source Enter the IP address of the network or host from which the packets were sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
A.B.C.D format, may be either contiguous or noncontiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address

Enter the keyword host then the IP address to specify a host IP address.

destination Enter the IP address of the network or host to which the packets are sent.
ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range is
from 1to 255.

operator Enter one of the following logical operand:
eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.
neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.
gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.
1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.
range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

count (OPTIONAL) Enter the keyword count to count packets that the filter processes.

byte (OPTIONAL) Enter the keyword byte to count bytes that the filter processes.

log (OPTIONAL, E-Series only) Enter the keyword 1og to enter ACL matches in the log.

dscp (OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP values.



Defaults
Command Modes

Command History

order

monitor

fragments

no-drop

Not configured.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL entry.
The range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-
order numbers have a higher priority). If you do not use the keyword order, the ACLs
have the lowest order by default (255).

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see Flow-based Monitoring in the Port Monitoring
section in the Dell EMC Networking OS Configuration Guide.

Enter the keyword fragments to use ACLs to control packet fragments.

Enter the keywords no-drop to match only the forwarded packets.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)

911(00)
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
98(0.0)
97(0.0)
9.2(10)
9020
83190
83111
8370
8310
8210
8110
7610
7510
7410

Description

Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added the no-drop parameter.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Add the DSCP value for ACL matching.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for the noncontiguous mask and added the monitor option.



Usage Information

Related Commands

deny icmp

Version Description
6.5.1.0 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the Quality
of Service section in the Dell EMC Networking OS Configuration Guide.

When you use the 1og option, the CP processor logs detail the packets that match. Depending on how many
packets match the log entry and at what rate, the CP may become busy as it has to log these packets’ details.

The monitor option is relevant in the context of flow-based monitoring only. For more information, see Port
Monitoring.

The C-Series and S-Series cannot count both packets and bytes, when you enter the count byte options, only
bytes are incremented.

NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display an
incorrect value. Configure packet counters with logging instead.

deny tcp — assign a filter to deny TCP packets.
deny udp — assign a filter to deny UDP packets.
ip access-list extended — create an extended ACL.

To drop all or specific internet control message protocol (ICMP) messages, configure a filter.

Syntax

Parameters

deny icmp {source mask | any | host ip-address} {destination mask | any | host
ip-address} [ttl operator] [dscp] [count [byte] [order] [fragments] [monitor]
[no-drop]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no deny icmp {source mask | any | host ip-address} {destination mask |
any | host ip-address} command.

source Enter the IP address of the network or host from which the packets were sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host jp-address Enter the keyword host then the IP address to specify a host IP address.
destination Enter the IP address of the network or host to which the packets are sent.

ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range is

from 1 to 255.

operator Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.



Defaults
Command Modes

Command History

dscp

count
byte

order

fragments

monitor

no-drop

Not configured.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

Enter this keyword dscp to deny a packet based on the DSCP value. The range is from O
to 63.

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL entry.
The range is from O to 254 (where O is the highest priority and 254 is the lowest; lower
order numbers have a higher priority) If you did not use the keyword order, the ACLs
have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see Flow-based Monitoring in the Port Monitoring
section in the Dell EMC Networking OS Configuration Guide.

Enter the keywords no-drop to match only the forwarded packets.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)

911(2.0P0)

91(00)
910(0)
910(0.0)
910(0.0)
98(2.0)
98(10)
9.8(0.0P5)
9.8(0.0P2)
98(0.0)

Description

Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

Added the type parameter to filter the ICMP packets based on the type and code on the
S6000, S6000-0ON, S6100-0ON, Z9100-ON.

Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added the no-drop parameter.



Version Description

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

8.3.190 Introduced on the S4820T.

8.3.11 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8310 Added the keyword dscp.

8210 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

8110 Introduced on the E-Series.

7410 Added support for non-contiguous mask and added the monitor option.
6.5.1.0 Expanded to include the optional QoS order priority for the ACL entry.

Usage Information  The order option is relevant in the context of the Policy QoS feature only. For more information, see the Quality
of Service section of the Dell EMC Networking OS Configuration Guide.

The monitor option is relevant in the context of flow-based monitoring only. For more information, see Port
Monitoring .

deny tcp

Configure a filter that drops transmission control protocol (TCP) packets meeting the filter criteria.

Syntax deny tcp {source mask | any | host ip-address} [bit] [operator port [port]]
{destination mask | any | host ip-address} [ttl operator] [dscp] [bit]
[operator port [port]] [count [bytes] [order] [fragments] [monitor] [no-drop]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no deny tcp {source mask | any | host ip-address} {destination mask |
any | host ip-address} command.

Parameters
source Enter the IP address of the network or host from which the packets are sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.
host ip-address Enter the keyword host then the IP address to specify a host IP address.
ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range is

from 1 to 255.

operator Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.



dscp

bit

operator

port port

destination

mask

count
byte

order

fragments

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

Enter this keyword dscp to deny a packet based on the DSCP value. The range is from O
to 63.

Enter a flag or combination of bits:

ack: acknowledgement field

fin: finish (no more data from the user)
psh: push function

rst: reset the connection

syn: synchronize sequence numbers

urg: urgent field

(OPTIONAL) Enter one of the following logical operand:

eq = equal to

neq = not equal to
gt = greater than
1t =less than

range = inclusive range of ports (you must specify two ports for the port
command)

Enter the application layer port number. Enter two port numbers if using the range logical
operand. The range is from O to 65535.

The following list includes some common TCP port numbers:

23 = Telnet
20and 21=FTP
25 = SMTP

169 = SNMP

Enter the IP address of the network or host to which the packets are sent.

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
A.B.C.D format, may be either contiguous or non-contiguous.

(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword byte to count bytes the filter processes.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL entry.
The range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-
order numbers have a higher priority) If you did not use the keyword order, the ACLs
have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.



monitor (OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see Flow-based Monitoring in the Port Monitoring
section in the Dell EMC Networking OS Configuration Guide.

no-drop Enter the keywords no-drop to match only the forwarded packets.

Defaults Not configured.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(0.0) Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

911(2.0P0) Added the established parameter on the on the S6000, S6000—-ON, S6100-ON,
Z9100-ON.

911(0.0) Added support for session—ID to the monitor parameter.

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8.3.19.0 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8.31.0 Added the keyword dscp.

8210 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

7410 Added support for non-contiguous mask and added the monitor option. Deprecated the

keyword established.

6.51.0 Expanded to include the optional QoS order priority for the ACL entry.



Usage Information

Example

Example

Related Commands

deny udp

The order option is relevant in the context of the Policy QoS feature only. For more information, see the Quality
of Service section of the Dell EMC Networking OS Configuration Guide.

The monitor option is relevant in the context of flow-based monitoring only. For more information, see the Port
Monitoring section.

The C-Series and S-Series cannot count both packets and bytes; when you enter the count byte options, only
bytes are incremented.

NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display an
incorrect value. Configure packet counters with logging instead.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port operators (for example, gt,
It, or range) may require more than one entry. The range of ports is configured in the CAM based on bit mask
boundaries; the space required depends on exactly what ports are included in the range.

An ACL rule with a TCP port range of 4000-8000 uses eight entries in the CAM.
Rule# Data Mask From To #Covered

0000111110100000 1111111111100000 4000 4031 32
0000111111000000 1111111111000000 4032 4095 64
0001000000000000 1111100000000000 4096 6143 2048
0001100000000000 1111110000000000 6144 7167 1024
0001110000000000 1111111000000000 7168 7679 512
0001111000000000 1111111100000000 7680 7935 256
0001111100000000 1111111111000000 7936 7999 64
0001111101000000 1111111111111111 8000 8000 1

O Joy Ul WN

Total Ports: 4001

An ACL rule with a TCP port It 1023 uses only one entry in the CAM.
Rule# Data Mask From To #Covered
1 0000000000000000 1111110000000000 O 1023 1024

Total Ports: 1024

deny — assign a filter to deny IP traffic.
deny udp — assign a filter to deny UDP traffic.

To drop user datagram protocol (UDP) packets meeting the filter criteria, configure a filter.

Syntax

deny udp {source mask | any | host ip-address} [operator port [port]]
{destination mask | any | host ip-address} [ttl operator] [dscp] [operator port
[port]] [count [byte] [order] [fragments] [monitor] [no-drop]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no deny udp {source mask | any | host ip-address} {destination mask |
any | host ip-address} command.



Parameters

source

mask

any
host jp-address

ttl

operator

dscp

operator

port port

destination

mask

count
byte

order

fragments

monitor

Enter the IP address of the network or host from which the packets were sent.

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
A.B.C.D format, may be either contiguous or non-contiguous.

Enter the keyword any to specify that all routes are subject to the filter.
Enter the keyword host then the IP address to specify a host IP address.

Enter the keyword tt1 to deny a packet based on the time to live value. The range is
from 1 to 255.

Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

Enter this keyword dscp to deny a packet based on the DSCP value. The range is from O
to 63.

(OPTIONAL) Enter one of the following logical operand:

eq = equal to

neq = not equal to
gt = greater than
1t =less than

range = inclusive range of ports (you must specify two ports for the port
command)

Enter the application layer port number. Enter two port numbers if using the range logical
operand. The range is from O to 65535.

Enter the IP address of the network or host to which the packets are sent.

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
A.B.C.D format, may be either contiguous or non-contiguous.

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL entry.
The range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-
order numbers have a higher priority) If you did not use the keyword order, the ACLs
have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored



no-drop

Defaults Not configured.

interface. For more information, see Flow-based Monitoring in the Port Monitoring
section in the Dell EMC Networking OS Configuration Guide.

Enter the keywords no-drop to match only the forwarded packets.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)

911(00)
910(0)
910(0.0)
910(0.0)
98(2.0)
98(10)
9.8(0.0P5)
9.8(0.0P2)
98(0.0)
97(0.0)
9.2(10)
9020
83190
83111
8370
8310
8210
8110
7610
7510
7410

6.5.1.0

Description

Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added the no-drop parameter.

Introduced on the S6000-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Added the keyword dscp.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for non-contiguous mask and added the monitor option. Deprecated the
keyword established.

Expanded to include the optional QoS order priority for the ACL entry.

Usage Information  The order option is relevant in the context of the Policy QoS feature only. For more information, see the Quality
of Service section of the Dell EMC Networking OS Configuration Guide.



Example

Example

Related Commands

The monitor option is relevant in the context of flow-based monitoring only. For more information, see the Port
Monitoring section.

The C-Series and S-Series cannot count both packets and bytes; when you enter the count byte options, only
bytes are incremented.

NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display an
incorrect value. Configure packet counters with logging instead.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port operators (for example, gt, It
or range) may require more than one entry. The range of ports is configured in the CAM based on bit mask
boundaries; the space required depends on exactly what ports are included in the range.

An ACL rule with a TCP port range of 4000—8000 uses eight entries in the CAM.

Rule# Data Mask From To #Covered

O Joy Ul W

0000111110100000
0000111111000000
0001000000000000
0001100000000000
0001110000000000
0001111000000000
0001111100000000
0001111101000000

1111111111100000
1111111111000000
1111100000000000
1111110000000000
1111111000000000
1111111100000000
1111111111000000
1111111111111111

4000 4031
4032 4095
4096 6143
6144 7167
7168 7679
7680 7935
7936 7999
8000 8000

32
64
2048
1024
512
256
64

1

Total Ports: 4001

An ACL rule with a TCP port It 1023 uses only one entry in the CAM.

Rule# Data Mask From To #Covered

1 0000000000000000 1111110000000000 0O 1023 1024

Total Ports: 1024

deny — assign a filter to deny IP traffic.
deny tcp — assign a filter to deny TCP traffic.

ip access-list extended

Name (or select) an extended IP access list (IP ACL) based on IP addresses or protocols.

Syntax

Parameters

Defaults
Command Modes

Command History

ip access-list extended access-list-name

To delete an access list, use the no ip access-list extended access-1ist-name command

access-list-name Enter a string up to 140 characters long as the access list name.

All access lists contain an implicit “deny any”; that is, if no match occurs, the packet is dropped.
CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Usage Information

Example

Related Commmands

permit

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

8.319.0 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8.3.10.0 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names were up

1o 16 characters long.

7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
6.2.11 Introduced on the E-Series.

The number of entries allowed per ACL is hardware-dependent. For detailed specification about entries allowed per
ACL, refer to your line card documentation.

Prior to 7.8.1.0, names are up to 16 characters long.

DellEMC (conf) # ip access-list extended TESTListEXTEND
DellEMC (config-ext—-nacl) #

ip access-list standard — configure a standard IP access list.
show config — display the current configuration.

To pass IP packets meeting the filter criteria, configure a filter.

Syntax

permit {source mask | any | host ip-address} {destination mask | any | host ip-
address} [ttl operator] [count [bytes]] [dscp value] [order] [fragments]
[monitor] [no-drop]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.



Use the no deny {source mask | any | host ip-address} {destination mask | any |
host ip-address} command.

Parameters
source Enter the IP address in dotted decimal format of the network from which the packet was
sent.
mask (OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.
any Enter the keyword any to specify that all routes are subject to the filter.
host jp-address Enter the keyword host then the IP address to specify a host IP address or hostname.
destination Enter the IP address of the network or host to which the packets are sent.
ttl Enter the keyword tt1 to permit a packet based on the time to live value. The range is
from 1to 255.
operator Enter one of the following logical operand:
eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.
neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.
gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.
1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.
range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.
count (OPTIONAL) Enter the keyword count to count packets processed by the filter.
bytes (OPTIONAL) Enter the keyword bytes to count bytes processed by the filter.
dscp (OPTIONAL) Enter the keyword dcsp to match to the IP DCSCP values.
order (OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL entry.
The range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-
order numbers have a higher priority). If you do not use the keyword order, the ACLs
have the lowest order by default (255).
fragments Enter the keyword fragments to use ACLs to control packet fragments.
monitor (OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see “Flow-based Monitoring” in the Port Monitoring
section of the Dell EMC Networking OS Configuration Guide.
no-drop Enter the keywords no-drop to match only the forwarded packets.
Defaults Not configured.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Usage Information

Related Commmands

Version
912(0.0)

911(00)
910(0)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
9.8(0.0P2)
98(0.0)
97(0.0)
9.2(10)
9020
83190
83111
8370
8310
8210
8110
7610
7510
7410
650

Description

Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added the no-drop parameter.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Add the DSCP value for ACL matching.

Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.

Introduced on the S-Series.

Introduced on the C-Series.

Added support for the non-contiguous mask and added the monitor option.

Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the “Quality
of Service” section of the Dell EMC Networking OS Configuration Guide.

The software cannot count both packets and bytes; when you enter the count byte options, only bytes are

incremented.

ip access-list extended — create an extended ACL.

permit tcp — assign a permit filter for TCP packets.

permit udp — assign a permit filter for UDP packets.



permit tcp

To pass TCP packets meeting the filter criteria, configure a filter.

Syntax permit tcp {source mask | any | host ip-address} [bit] [operator port [port]]
{destination mask | any | host ip-address} [bit] [ttl operator] [dscp]
[operator port [port]] [count [byte] [order] [fragments] [monitor] [no-drop]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no permit tcp {source mask | any | host ip-address} {destination mask |
any | host ip-address} command.

Parameters
source Enter the IP address of the network or host from which the packets were sent.
mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
A.B.C.D format, may be either contiguous or non-contiguous.
any Enter the keyword any to specify that all routes are subject to the filter.
host jp-address Enter the keyword host then the IP address to specify a host IP address.
bit Enter a flag or combination of bits:

ack: acknowledgement field

fin: finish (no more data from the user)
psh: push function

rst: reset the connection

syn: synchronize sequence numbers
urg: urgent field

i Enter the keyword tt1 to permit a packet based on the time to live value. The range is
from 1 to 255.

operator Enter one of the following logical operand:
eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

dscp Enter the keyword dscp to permit a packet based on the DSCP value. The range is from
0 to 63.
operator (OPTIONAL) Enter one of the following logical operand:

eq = equal to

neq = not equal to



Defaults
Command Modes

Command History

port port

destination

mask

count
byte

order

fragments

monitor

no-drop

Not configured.

gt = greater than
1t =less than
range = inclusive range of ports (you must specify two ports for the port parameter)

Enter the application layer port number. Enter two port numbers if you are using the
range logical operand. The range is from O to 65535.

The following list includes some common TCP port numbers:

23 = Telnet
20and 21=FTP
25 = SMTP

169 = SNMP

Enter the IP address of the network or host to which the packets are sent.

Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
A.B.C.D format, may be either contiguous or non-contiguous.

(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword byte to count bytes the filter processes.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL entry.
The range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-
order numbers have a higher priority). If you do not use the keyword order, the ACLs
have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see “Flow-based Monitoring” in the Port Monitoring
section of the Dell EMC Networking OS Configuration Guide.

Enter the keywords no-drop to match only the forwarded packets.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)

911(2.0P0)

911(00)
910(0)
910(0.0)
910(0.0)
98(2.0)

Description

Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

Added the established parameter on the S6000, S6000-ON, S6100-ON, Z9100—
ON.

Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.



Usage Information

Example

Version
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.8(0.0)
97(0.0)
9.2(1.0)
90.2.0
8.319.0
8314
8370
8.31.0
8.210
811.0
7610
751.0
7410

6.5.10

Description

Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Added the no-drop parameter.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Added the keyword dscp.
Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Added support for non-contiguous mask and added the monitor option. Deprecated the
keyword established

Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the “Quality
of Service” section of the Dell EMC Networking OS Configuration Guide.

NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display an
incorrect value. Configure packet counters with logging instead.

The S-Series cannot count both packets and bytes; when you enter the count byte options, only bytes increment.

The monitor option is relevant in the context of flow-based monitoring only. For more information, see the Port

Monitoring section.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port operators (for example, gt,
It, or range) may require more than one entry. The range of ports is configured in the CAM based on bit mask
boundaries; the space required depends on exactly what ports are included in the range.

An ACL rule with a TCP port range of 4000—-8000 uses eight entries in the CAM.

DellEMC# Data

Mask From To #Covered

O Joy Ul WN

0000111110100000
0000111111000000
0001000000000000
0001100000000000
0001110000000000
0001111000000000
0001111100000000
0001111101000000

1111111111100000
1111111111000000
1111100000000000
1111110000000000
1111111000000000
1111111100000000
1111111111000000
1111111111111111

4000
4032
4096
6144
7168
7680
7936
8000

4031
4095
6143
7167
7679
7935
7999
8000

32
64
2048
1024
512
256
64

1



Example

Related Commmands

Total Ports: 4001

An ACL rule with a TCP port It 1023 uses only one entry in the CAM.
DellEMC# Data Mask From To #Covered
1 0000000000000000 1111110000000000 O 1023 1024

Total Ports: 1024

ip access-list extended — create an extended ACL.
permit — assign a permit filter for IP packets.
permit udp — assign a permit filter for UDP packets.

permit udp

To pass UDP packets meeting the filter criteria, configure a filter.

Syntax

Parameters

permit udp {source mask | any | host ip-address} [operator port [port]]
{destination mask | any | host ip-address} [ttl operator] [dscp] [operator port
[port]] [count [byte] [order] [fragments] [monitor] [no-drop]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no permit udp {source mask | any | host ip-address} {destination mask |
any | host ip-addresscommand.

source Enter the IP address of the network or host from which the packets were sent.

mask Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address Enter the keyword host and then enter the IP address to specify a host IP address.

ttl Enter the keyword tt1 to permit a packet based on the time to live value. The range is

from 1 to 255.

operator Enter one of the following logical operand:
eg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.



Defaults
Command Modes

Command History

dscp

operator

port port

destination
count
byte

order

fragments

monitor

no-drop

Not configured.

Enter the keyword dscp to deny a packet based on the DSCP value. The range is from O
to 63.

(OPTIONAL) Enter one of the following logical operand:

eq = equal to

neq = not equal to
gt = greater than
1t =less than

range = inclusive range of ports (you must specify two ports for the port
parameter)

Enter the application layer port number. Enter two port numbers if you are using the
range logical operand. The range is O to 65535.

Enter the IP address of the network or host to which the packets are sent.
(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

(OPTIONAL) Enter the keyword order to specify the QoS priority for the ACL entry.
The range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-
order numbers have a higher priority). If you do not use the keyword order, the ACLs
have the lowest order by default (255).

Enter the keyword fragments to use ACLs to control packet fragments.

(OPTIONAL) Enter the keyword monitor to describe the traffic that you want to
monitor and the ACL in which you are creating the rule is applied to the monitored
interface. For more information, see “Flow-based Monitoring” in the Port Monitoring
section of the Dell EMC Networking OS Configuration Guide.

Enter the keywords no-drop to match only the forwarded packets.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)

911(00)
910(0)
910(0.0)
910(0.0)
98(2.0)
98(10)
9.8(0.0P5)
9.8(0.0P2)

Description

Introduced the tt1 parameter. Removed the session—ID option from the monitor
parameter.

Added support for session—ID to the monitor parameter.
Introduced on the S6010-ON and S4048T-ON.

Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.



Usage Information

Example

Example

Version Description

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

8.3.190 Introduced on the S4820T.

8.3.11 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8310 Added the keyword dscp.

8210 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.

8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

7410 Added support for non-contiguous mask and added the monitor option. .
6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

The order option is relevant in the context of the Policy QoS feature only. For more information, see the “Quality
of Service” section of the Dell EMC Networking OS Configuration Guide.

NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display an
incorrect value. Configure packet counters with logging instead.

The S-Series cannot count both packets and bytes; when you enter the count byte options, only bytes
increment.

The monitor option is relevant in the context of flow-based monitoring only. For more information, refer to Port
Monitoring.

Most ACL rules require one entry in the CAM. However, rules with TCP and UDP port operators (for example, gt,
It, or range) may require more than one entry. The range of ports is configured in the CAM based on bit mask

boundaries; the space required depends on exactly what ports are included in the range.

An ACL rule with a TCP port range of 4000—-8000 uses eight entries in the CAM.

DellEMC# Data

O Joy Ul WN

Total Ports:

0000111110100000
0000111111000000
0001000000000000
0001100000000000
0001110000000000
0001111000000000
0001111100000000
0001111101000000

4001

Mask

1111111111100000
1111111111000000
1111100000000000
1111110000000000
1111111000000000
1111111100000000
1111111111000000
1111111111111111

From To

4000
4032
4096
6144
7168
7680
7936
8000

4031
4095
6143
7167
7679
7935
7999
8000

#Covered

32
64
2048
1024
512
256
64

1

An ACL rule with a TCP port It 1023 uses only one entry in the CAM.

DellEMC# Data

Mask

From To

1 0000000000000000 1111110000000000 O

1023

#Covered

1024



Total Ports: 1024

Related Commands
ip access-list extended — create an extended ACL.

permit — assign a permit filter for IP packets.
permit tcp — assign a permit filter for TCP packets.

resequence access-list

Re-assign sequence numbers to entries of an existing access-list.

Syntax resequence access-list {ipv4 | mac} {access-list-name StartingSegNum Step-to-
Increment}

Parameters
ipv4 | mac Enter the keyword ipv4or mac to identify the access list type to resequence.
access-list-name Enter the name of a configured IP access list, up to 140 characters.
StartingSeqgNum Enter the starting sequence number to resequence. The range is from O to 4294967290.
Step-to-Increment  Enter the step to increment the sequence number. The range is from 1 to 4294967290.
Defaults None

Command Modes
EXEC

EXEC Privilege

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.

8311 Introduced on the Z9000.

8110 Introduced on the E-Series (IPv4).

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names were up

10 16 characters long.



Usage Information

seq

Version Description

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
7410 Introduced on the E-Series.

When all sequence numbers are exhausted, this feature permits re-assigning a new sequence number to entries of
an existing access-list.

Assign a sequence number to a deny or permit filter in an extended IP access list while creating the filter.

Syntax

Parameters

seq sequence-number {deny | permit} {ip-protocol-number | icmp | ip | tcp |
udp} {source mask | any | host ip-address} {destination mask | any | host ip-
address} [operator [portnumber ]] [ttl operator] [count [byte] | log] [dscp
value] [ecn value] [fragments] [monitor [session-ID]] [no-drop] [order]

sequence-number Enter a number from O to 4294967290.
deny Enter the keyword deny to configure a filter to drop packets meeting this condition.

permit Enter the keyword permit to configure a filter to forward packets meeting this criteria.

ip-protocol-number  Enter a number from O to 255 to filter based on the protocol identified in the IP protocol

header.
icmp Enter the keyword icmp to configure an ICMP access list filter.
ip Enter the keyword ip to configure a generic IP access list. The keyword ip specifies that

the access list permits all IP protocols.

tcp Enter the keyword tcp to configure a TCP access list filter.

udp Enter the keyword udp to configure a UDP access list filter.

source Enter an IP address in dotted decimal format of the network from which the packet was
received.

mask (OPTIONAL) Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when
specified in A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.

host ip-address Enter the keyword host and then enter the IP address to specify a host IP address or
hostname.

operator (OPTIONAL) Enter one of the following logical operands:

eq = equal to

neq = not equal to
gt = greater than
1t =less than

range = inclusive range of ports (you must specify two ports for the port
parameter.)



Defaults

Command Modes

portnumber

destination

ttl

operator

count
bytes

log
dscp

ecn

order

monitor

fragments

no-drop

Not configured

(OPTIONAL) Enter the application layer port number. Enter two port numbers if you are
using the range logical operand. The range is from O to 65535.

The following list includes some common TCP port numbers:

23 = Telnet

20 and 21 = FTP-DATA and FTP
25 = SMTP

169 = SNMP

Enter the IP address of the network or host to which the packets are sent.

Enter the keyword tt1 to permit or deny a packet based on the time to live value. The
range is from 1 to 255.

Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neqg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword count to count the packets.

(OPTIONAL) Enter the keyword bytes to count the bytes.

(OPTIONAL) Enter the keyword 1og to enter ACL matches in the log.

(OPTIONAL) Enter the keyword dcsp to match to the IP DSCP values. The range is from
0 to 63.

(OPTIONAL) Enter the keyword ecn to match to the ECN values. The range is from O to
3.

(OPTIONAL) Enter the keyword order to specify the QoS order for the ACL entry. The
range is from O to 254 (where O is the highest priority and 254 is the lowest; lower-order
numbers have a higher priority). If you do not use the keyword order, the ACLs have the
lowest order by default (255).

(OPTIONAL) Enter the keyword moni tor then the session—ID to describe the traffic
that you want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface. The session—ID range is from O to 65535.

NOTE: For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.

Enter the keyword fragments to use ACLs to control packet fragments.

Enter the keywords no-drop to match only the forwarded packets.

CONFIGURATION-EXTENDED-ACCESS-LIST



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
912(0.0) Introduced the tt1 parameter.
911(2.0P0) Included support for using logical names of a protocol to configure an IP access list in

both TCP and UDP on the S6000, S6000-0ON, S6100-0ON, Z9100—-ON.

911(0.0) Added support for session—ID to the monitor parameter.
910(01) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

8.3.190 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8370 Introduced on the S4810.

8310 Add the DSCP value for ACL matching.

8.210 Allows ACL control of fragmented packets for IP (Layer 3) ACLs.
8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

7410 Added support for the non-contiguous mask and added the monitor option. Deprecated

the keyword established.

6.5.10 Expanded to include the optional QoS order priority for the ACL entry.

Usage Information  The moni tor option is relevant in the context of flow-based monitoring only. For more information, refer to Port
Monitoring.

The order option is relevant in the context of the Policy QoS feature only. The following applies:

The seq sequence-number command is applicable only in an ACL group.
The order option works across ACL groups that are applied on an interface via the QoS policy framework.
The order option takes precedence over seq sequence-number.

If you do not configure sequence-number, the rules with the same order value are ordered according to
their configuration order.



If you configure sequence-number, the sequence-number is used as a tie breaker for rules with the same
order.

When you use the 1og option, the CP processor logs details about the packets that match. Depending on how
many packets match the log entry and at what rate, the CP may become busy as it has to log these packets’
details.

If you configure the sequence-number, the sequence-number is used as a tie breaker for rules with the
same order.

NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display an
incorrect value. Configure packet counters with logging instead.

Related Commands
deny — configure a filter to drop packets.

permit — configure a filter to forward packets.

Common MAC Access List Commands

The following commands are available within both MAC ACL modes (Standard and Extended) and do not have mode-specific options.
These commands allow you to clear, display, and assign MAC ACL configurations.

The platform supports both Ingress and Egress MAC ACLs.

The MAC ACL can be applied on Physical, Port-channel and VLAN interfaces. As per the specified rules in the ACL, the traffic on the
interface/ VLAN members or Port-channel members will be permitted or denied.

clear counters mac access-group

Clear counters for all or a specific MAC ACL.
Syntax clear counters mac access-group [mac-list-name]

Parameters
mac-list-name (OPTIONAL) Enter the name of a configured MAC access list.

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.



Version Description

9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
611.0 Introduced on the E-Series.

mac access-group

Apply a MAC ACL to traffic entering or exiting an interface. You can apply a MAC ACL on a physical, port-channel, or VLAN interface.

Syntax mac access—-group access-list-name {in [vlan vlan-range] | out}

To delete a MAC access-group, use the no mac access-group mac-1ist-name command.
Parameters
access-list-name Enter the name of a configured MAC access list, up to 140 characters.

q NOTE: This option is available only with the keyword in option.

vlan vian-range (OPTIONAL) Enter the keyword v1an and then enter a range of VLANs. The range is
from 1to 4094 (you can use IDs 1 to 4094).

q NOTE: This option is available only with the keyword in option.

optimized Enter the keyword optimi zed to enable ACL optimization.

in Enter the keyword in to configure the ACL to filter incoming traffic.

out Enter the keyword out to configure the ACL to filter outgoing traffic.

(@) NOTE:
1. If the MAC ACL is applied on VLAN, none of the VLAN members should have an access list applied for that
VLAN.

2. If the MAC ACL is applied on a Physical or Port Channel interface, the VLAN in which this port is
associated should not have an access list applied.

3. If the MAC ACL is applied on a VLAN, then that VLAN should not belong to VLAN ACL group.

4. If the MAC ACL is applied on a VLAN ACL group, then none of the VLANS in that group should have an
access list applied on it.

Defaults none



Command Modes INTERFACE

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9020
8.319.0
8311
8370
8110
7810

7610
7510
6.1.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.

Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to
16 characters long.

Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

Usage Information You can assign one ingress ACL and one egress ACL (standard or extended) to an interface.

Related Commmands

mac access-list standard — configure a standard MAC ACL.

mac access-list extended — configure an extended MAC ACL.

show mac access-lists

Display all of the Layer 2 ACLs configured in the system, whether or not they are applied to an interface, and the count of matches/

mismatches against each ACL entry displayed.

Syntax show mac access-lists [access-list-name] [interface interface] [in | out]

Parameters

access-list-name

interface interface

Enter the name of a configured MAC ACL, up to 140 characters.

Enter the keyword interface then the one of the following keywords and the interface
information:



Command Modes

Command History

in | out

EXEC Privilege

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

For a port-channel interface, enter the keywords port-channel then the port-
channel ID.

|dentify whether ACL is applied on ingress or egress side.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(01)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9020
8.319.0
8311
8370
8510
8410

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Added support for 4-port 40G line cards on the E-Series.

Introduced.

show mac accounting access-list

Display MAC access list configurations and counters (if configured).

Syntax

Parameters

show mac accounting access-list access-list-name interface interface in | out

access-list-name

interface interface

Enter the name of a configured MAC ACL, up to 140 characters.

Enter the keyword interface then the one of the following keywords and the interface
information:

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.



Command Modes

Command History

Usage Information

Example

in | out

EXEC

EXEC Privilege

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a port channel interface, enter the keywords port-channel then a number.

For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

Identify whether ACL is applied on ingress or egress side.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9.0.20
8.3.190
8.311
8.3.70
8510
8110
7810

7610
7510
6.1.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Introduced on the S6000.

Introduced on the S4820T.

Introduced on the Z9000.

Introduced on the S4810.

Added support for 4-port 40G line cards on the E-Series.
Introduced on the E-Series.

Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to
16 characters long.

Introduced on the S-Series.
Introduced on the C-Series

Introduced on the E-Series.

The ACL hit counters increment the counters for each matching rule, not just the first matching rule.

DellEMC# show mac accounting access-list TestMac interface gigabitethernet 1/8

in

Ingress Standard mac access-list TestMac on GigabitEthernet 1/89
Total cam count 2
seq 5 permit aa:aa:aa:aa:00:00 00:00:00:00:ff:ff count (0 packets)
seq 10 deny any count (20072594 packets)

DellEMC#



Standard MAC ACL Commands

When you create an access control list without any rule and then apply it to an interface, the ACL behavior reflects implicit permit. These
commands configure standard MAC ACLs and support both Ingress and Egress MAC ACLs.

0]

NOTE: For more information, also refer to the Commands Common to all ACL Types and Common MAC Access List Commands
sections.

deny

To drop packets with a the MAC address specified, configure a filter.

Syntax deny {any | mac-source-address [mac-source-address-mask]} [count [byte]] [log]
[monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no deny {any | mac-source-address mac-source-address-mask} command.

Parameters
any Enter the keyword any to specify that all routes are subject to the filter.
mac-source- Enter a MAC address in nn:nn:nn:nn:nn:nn format.
address
mac-source- (OPTIONAL) Specify which bits in the MAC address must match. If no mask is specified,
address-mask a mask of 00:00:00:00:00:00 is applied (in other words, the filter allows only MAC
addresses that match).
count (OPTIONAL) Enter the keyword count to count packets processed by the filter.
byte (OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
log (OPTIONAL, E-Series only) Enter the keyword 1og to log the packets.
monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface. For more information, see the “Flow-based Monitoring” in the Port
Monitoring section in the Dell EMC Networking OS Configuration Guide.
Defaults Not enabled.

Command Modes CONFIGURATION-MAC ACCESS LIST-STANDARD

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.



Version Description

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
7410 Added the monitor option.

Usage Information  \when you use the 1og option, the CP processor logs detail the packets that match. Depending on how many
packets match the log entry and at what rate, the CP may become busy as it has to log these packets’ details.

NOTE: When you configure ACL logging and byte counters simultaneously, byte counters may display an
incorrect value. Configure packet counters with logging instead.

Related Commands
permit — configures a MAC address filter to pass packets.

seq — configures a MAC address filter with a specified sequence number.

mac access-list standard

To configure a standard MAC ACL, name a new or existing MAC access control list (MAC ACL) and enter MAC ACCESS LIST mode. Also
refer to the Commands Common to all ACL Types section and the Common MAC Access List Commands section.

Syntax mac access-list standard mac-1list-name

To delete a MAC access list, use the no mac access-1list standard mac-1ist-name command.

Parameters ) )
mac-list-name Enter a text string as the name of the standard MAC access list (140 character

maximum).
Defaults Not configured.

Command Modes CONFIGURATION
Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC

Networking OS Command Line Reference Guide.

Version Description
910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.



Version Description

910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.
7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.

7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
6.11.0 Introduced on the E-Series.

Usage Information  pell EMC Networking OS supports one ingress and one egress MAC ACL per interface.

The number of entries allowed per ACL is hardware-dependent. For detailed specifications about entries allowed
per ACL, see your line card documentation.

q NOTE: Ingress ACLs are supported on C-Series and S-Series platforms only.

Example DellEMC (conf) # mac-access-list access-list standard TestMAC
DellEMC (config-std-macl) # permit 00:00:00:00:00:00 00:00:00:00:ff:ff count
DellEMC (config-std-macl) # deny any count
DellEMC (config-std-macl) #

permit

To forward packets from a specific source MAC address, configure a filter.

Syntax permit {any | mac-source-address [mac-source-address-mask]} [count [byte]] |
[log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no permit {any | mac-source-address mac-source-address-mask} command.

Parameters
any Enter the keyword any to forward all packets received with a MAC address.

mac-source- Enter a MAC address in nn:nn:nn:nn:nn:nn format.
address



Defaults
Command Modes

Command History

mac-source-
address-mask

count
byte

log

threshold-in msgs
count

interval minutes

monitor

Not configured.

(OPTIONAL) Specify which bits in the MAC address must match. If no mask is specified,
a mask of 00:00:00:00:00:00 is applied (in other words, the filter allows only MAC
addresses that match).

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
(OPTIONAL) Enter the keyword 1og to include ACL messages in the log.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The threshold range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface. For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.

CONFIGURATION-MAC ACCESS LIST-STANDARD

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9020
83190
8311
8370
8110
7610
7510
6110

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.



Usage Information

Related Commands

seq

When you use the 1og option, the CP processor logs details about the packets that match. Depending on how
many packets match the log entry and at what rate, the CP may become busy as it has to log these packets’

details.

an incorrect value. Configure packet counters with logging inst”ad.

q NOTE: When you configure the ACL logging and byte counters simultaneously, byte counters may display

deny — configure a MAC ACL filter to drop packets.

seq — configure a MAC ACL filter with a specified sequence number.

To a deny or permit filter in a MAC access list while creating the filter, assign a sequence number.

Syntax

Parameters

Defaults

Command Modes

deny {any | mac-source-address [mac-source-address-mask]}
[interval minutes]

[count [byte]] [log

[threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no deny {any | mac-source-address mac-source-address-mask} command.

any

mac-source-
address

mac-source-
address-mask

count
byte

log

threshold-in msgs
count

interval minutes

monitor

Not configured

Enter the keyword any to specify that all routes are subject to the filter.

Enter a MAC address in nn:nn:nn:nn:nn:nn format.

(OPTIONAL) Specify which bits in the MAC address must match. If no mask is specified,
a mask of 00:00:00:00:00:00 is applied (in other words, the filter allows only MAC
addresses that match).

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
(OPTIONAL) Enter the keyword 1og to include ACL messages in the log.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The threshold range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface. For more information, see “Flow-based Monitoring” in the Port
Monitoring section in the Dell EMC Networking OS Configuration Guide.

CONFIGURATION-MAC ACCESS LIST-STANDARD



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
9.8(2.0) Introduced on the S3100 series.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.8(0.0) Added the no-drop parameter.
9.7(0.0) Introduced on the SB000—ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.3.11 Introduced on the Z9000.
8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
7410 Added the monitor option.
611.0 Introduced on the E-Series.

Usage Information  ywhen you use the 1og option, the CP processor logs details about the packets that match. Depending on how
many packets match the log entry and at what rate, the CP may become busy as it has to log these packets’
details.

NOTE: When you configure the ACL logging and byte counters simultaneously, byte counters may display
an incorrect value. Configure packet counters with logging instead.

Related Commands
deny — configure a filter to drop packets.

permit — configure a filter to forward packets.

Extended MAC ACL Commands

When an access-list is created without any rule and then applied to an interface, ACL behavior reflects implicit permit. The following
commands configure Extended MAC ACLs.

The platform supports both Ingress and Egress MAC ACLs.

(® | NOTE: For more information, also refer to the Commands Common to all ACL Types and Common MAC Access List Commands
sections.



deny

To drop packets that match the filter criteria, configure a filter.

Syntax

Parameters

deny {any | host mac-address | mac-source-address mac-source-address-mask} {any

| host mac-address | mac-destination-address mac-destination-address-mask}

[ethertype-operator] [count [byte]] [log [interval minutes] [threshold-in-msgs

[count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no deny {any | host mac-address | mac-source-address mac-source-
address-mask} {any | host mac-address | mac-destination-address mac-
destination-address-mask} command.

any

host mac-address

mac-source-
address

mac-source-
address-mask

mac-destination-
address

mac-destination-
address-mask

ethertype operator

count
byte

log

threshold-in msgs
count

Enter the keyword any to drop all packets.

Enter the keyword host and then enter a MAC address to drop packets with that host
address.

Enter a MAC address in nn:nn:nn:nn:nn:nn format.

Specify which bits in the MAC address must match.

The MAC ACL supports an inverse mask; therefore, a mask of ff:ff.ff.ff:ff;ff allows entries
that do not match and a mask of 00:00:00:00:00:00 only allows entries that match
exactly.

Enter the destination MAC address and mask in nn:nn:nn:nn:nn:nn format.

Specify which bits in the MAC address must match.

The MAC ACL supports an inverse mask; therefore, a mask of ff:ff:ff:ff.f:ff allows entries
that do not match and a mask of 00:00:00:00:00:00 only allows entries that match
exactly.

(OPTIONAL) To filter based on protocol type, enter one of the following Ethertypes:

ev?2 - is the Ethernet Il frame format
11lc -is the IEEE 802.3 frame format
snap - is the IEEE 802.3 SNAP frame format

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.
(OPTIONAL) Enter the keyword 1og to include ACL messages in the log.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.



interval minutes

monitor

Defaults Not configured.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The threshold range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface. For more information, see “Flow-based Monitoring” in the Port
Monitoring section of the Dell EMC Networking OS Configuration Guide.

Command Modes CONFIGURATION-MAC ACCESS LIST-EXTENDED

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)
9.2(1.0)
9.0.20
8.3.190
8.3.11
8.3.70
8110
7610
7510
7410
6110

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.
Added the monitor option.

Introduced on the E-Series.

Usage Information  \when you use the 1og option, the CP processor logs detail the packets that match. Depending on how many
packets match the log entry and at what rate, the CP may become busy as it has to log these packets’ details.

NOTE: When you configure the ACL logging and byte counters simultaneously, byte counters may display
an incorrect value. Configure packet counters with logging instead.

Related Commands

permit — configure a MAC address filter to pass packets.

seq — configure a MAC address filter with a specified sequence number.



mac access-list extended

Name a new or existing extended MAC access control list (extended MAC ACL).

Syntax mac access-list extended access-list-name [cpu-gos]

To delete a MAC access list, use the no mac access-list extended access-1ist-name command.

Parameters

access-list-name Enter a text string as the MAC access list name, up to 140 characters.

Cpu-qos Enter the keywords cpu-gos to assign this ACL to control plane traffic only (CoPP).
Defaults None

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

8.319.0 Introduced on the S4820T.

8311 Introduced on the Z9000.

83100 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names were up

to 16 characters long.

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
6.11.0 Introduced on the E-Series.

Usage Information  The number of entries allowed per ACL is hardware-dependent. For detailed specifications about entries allowed
per ACL, refer to your line card documentation.



Example

Related Commmands

permit

Prior to 7.8.1.0, names are up to 16 characters long.

DellEMC (conf) # mac-access-1list access-list extended TestMATExt
DellEMC (config-ext-macl) # remark 5 IPv4

DellEMC (config-ext-macl
DellEMC (config-ext-macl
DellEMC (config-ext-macl
DellEMC (config-ext-macl
DellEMC (config-ext-macl
DellEMC (config-ext-macl

seq 10 permit any any ev2 eq 800 count bytes
remark 15 ARP

seq 20 permit any any ev2 eq 806 count bytes
remark 25 IPv6

seq 30 permit any any ev2 eq 86dd count bytes
seq 40 permit any any count bytes

) #
) #
) #
) #
) #
) #

DellEMC (config-ext-macl) # exit
DellEMC (conf) # do show mac accounting access-list snickers interface gig 1/17

in

Extended mac access-list snickers on GigabitEthernet 1/17
seq 10 permit any any ev2 eq 800 count bytes (559851886 packets 191402152148

bytes)

seq 20 permit any any ev2 eq 806 count bytes (74481486 packets 5031686754

bytes)

seq 30 permit any any ev2 eq 86dd count bytes (7751519 packets 797843521 bytes)

mac access-list standard — configure a standard MAC access list.

show mac accounting access-list — display MAC access list configurations and counters (if configured).

To pass packets matching the criteria specified, configure a filter.

Syntax

Parameters

permit {any |

host mac-address | mac-source-address mac-source-address-mask}

{any | host mac-address | mac-destination-address mac-destination-address-mask}
[ethertype operator] [count [byte]] | [log] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no permit {any | host mac-address | mac-source-address mac-source-
address-mask} {any | mac-destination-address mac-destination-address-mask}

command.

any
host

mac-source-
address

mac-source-
address-mask

mac-destination-
address

mac-destination-
address-mask

Enter the keyword any to forward all packets.
Enter the keyword host then a MAC address to forward packets with that host address.

Enter a MAC address in nn:nn:nn:nn:nn:nn format.

(OPTIONAL) Specify which bits in the MAC address must match.

The MAC ACL supports an inverse mask; therefore, a mask of ff:ff:ff:ff:ff:ff allows entries
that do not match and a mask of 00:00:00:00:00:00 only allows entries that match
exactly.

Enter the destination MAC address and mask in nn:nn:nn:nn:nn:nn format.

Specify which bits in the MAC address must be matched.



Defaults
Command Modes

Command History

ethertype operator

count
byte

log

monitor

Not configured.

The MAC ACL supports an inverse mask; therefore, a mask of ff:ff:ff:ff.ff:ff allows entries
that do not match and a mask of 00:00:00:00:00:00 only allows entries that match
exactly.

(OPTIONAL) To filter based on protocol type, enter one of the following Ethertypes:

ev?2 - is the Ethernet Il frame format
11lc -is the IEEE 802.3 frame format
snap - is the IEEE 802.3 SNAP frame format

(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword byte to count bytes the filter processes.
(OPTIONAL, E-Series only) Enter the keyword 1og to log the packets.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

NOTE: For more information, see Flow-based Monitoring in the “Port
Monitoring” section of the Dell EMC Networking OS Configuration Guide.

CONFIGURATION-MAC ACCESS LIST-EXTENDED

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(01)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)
9.2(1.0)
9.0.20
8.3.190
8.3.11
8.3.70
8110
7610
7510

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100—-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.

Introduced on the C-Series.



Version Description
7410 Added the monitor option.

6.11.0 Introduced on the E-Series.

Usage Information  \when you use the 1og option, the CP processor logs details about the packets that match. Depending on how
many packets match the log entry and at what rate, the CP may become busy as it has to log these packets’
details.

NOTE: When you configure the ACL logging and byte counters simultaneously, byte counters may display
an incorrect value. Configure packet counters with logging instead.

Related Commands
deny — configure a MAC ACL filter to drop packets.

seq — configure a MAC ACL filter with a specified sequence number.

IP Prefix List Commands

When you create an access-list without any rule and then apply it to an interface, the ACL behavior reflects implicit permit.
To configure or enable IP prefix lists, use these commands.

clear ip prefix-list

Reset the number of times traffic mets the conditions (“hit” counters) of the configured prefix lists.
Syntax clear ip prefix-list [prefix-name]
Parameters
prefix-name (OPTIONAL) Enter the name of the configured prefix list to clear only counters for that
prefix list, up to 140 characters long.
Defaults Clears “hit” counters for all prefix lists unless a prefix list is specified.

Command Modes EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0Pb) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.



Version Description

9020 Introduced on the S6000.

8.319.0 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increase the name string to accept up to 140 characters. Prior to 7.8.1.0, names were up to

16 characters long.

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
6.2.11 Introduced on the E-Series.

Related Commands
ip prefix-list — configure a prefix list.

deny

To drop packets meeting the criteria specified, configure a filter.

Syntax deny ip-prefix [ge min-prefix-length] [le max-prefix-length]

To delete a drop filter, use the no deny ip-prefixcommand.

Parameters
ip-prefix Specify an IP prefix in the network/length format. For example, 35.0.0.0/ 8 means match
the first 8 bits of address 35.0.0.0.
ge min-prefix- (OPTIONAL) Enter the keyword ge and then enter the minimum prefix length, which is a
length number from zero (0) to 32.
le max-prefix-length  (OPTIONAL) Enter the keyword 1e and then enter the maximum prefix length, which is a
number from zero (0) to 32.
Defaults Not configured.

Command Modes PREFIX-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.



Usage Information

Version
9.8(0.0P2)
97(0.0)
9.2(1.0)
90.2.0
8.319.0
8314
8370
811.0
7610
7510
611.0

Description

Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

Sequence numbers for this filter are automatically assigned starting at sequence number 5.

If you do not use the ge or 1e options, only packets with an exact match to the prefix are filtered.

ip prefix-list

Enter the PREFIX-LIST mode and configure a prefix list.

Syntax

Parameters

Command Modes

Command History

ip prefix-list prefix-name

To delete a prefix list, use the no ip prefix-list prefix-name command.

prefix-name

CONFIGURATION

Enter a string up to 16 characters long as the name of the prefix list, up to 140 characters
long.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(01)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100—-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.



Usage Information

Related Commands

seq

Version
9.2(1.0)
9.0.20
8.319.0
83111
8370
8110
7810

7610
7510
6.2.11

Description

Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.

Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to
16 characters long.

Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

Prefix lists redistribute OSPF and RIP routes meeting specific criteria.

show ip route list — display IP routes in an IP prefix list.

show ip prefix-list summary — display a summary of the configured prefix lists.

To a deny or permit filter in a prefix list while configuring the filter, assign a sequence number.

Syntax

Parameters

Defaults

seq sequence-number {deny | permit} {any} | [ip-prefix /nn {ge min-prefix-
length} {le max-prefix-length}] | [bitmask number]

To delete a specific filter, use the no seq sequence-number {deny | permit} {any} | [ip-
prefix {ge min-prefix-length} {le max-prefix-length}] | [bitmask number].

sequence-number
deny

permit

any
ip-prefix /nn
ge min-prefix-
length

le max-prefix-length

bitmask number

Not configured.

Enter a number. The range is from 1 to 4294967294.
Enter the keyword deny to configure a filter to drop packets meeting this condition..

Enter the keyword permit to configure a filter to forward packets meeting this
condition.

(OPTIONAL) Enter the keyword any to match any packets.

(OPTIONAL) Specify an IP prefix in the network/length format. For example, 35.0.0.0/8
means match the first 8 bits of address 35.0.0.0.

(OPTIONAL) Enter the keyword ge and then enter the minimum prefix length, which is a
number from zero (0) to 32.

(OPTIONAL) Enter the keyword 1e and then enter the maximum prefix length, which is a
number from zero (0) to 32.

Enter the keyword bitmask then enter a bit mask number in dotted decimal format.



Command Modes PREFIX-LIST

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.2.0 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.3.11 Introduced on the Z9000.
8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
6.31.0 Added the bit mask option.

Usage Information £ you do not use the ge or 1e options, only packets with an exact match to the prefix are filtered.

show config

Display the current PREFIX-LIST configurations.
Syntax show config

Command Modes PREFIX-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.



Version Description

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
6110 Introduced on the E-Series.
Example ?ellEMC(conf—nprefixl)# show config

ip prefix-list snickers
DellEMC (conf-nprefixl) #

show ip prefix-list detail

Display details of the configured prefix lists.
Syntax show ip prefix-list detail [prefix-name]

Parameters
prefix-name (OPTIONAL) Enter a text string as the name of the prefix list, up to 140 characters.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.



Version Description

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

8.319.0 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
6.11.0 Introduced on the E-Series.
Example DellEMC# show ip prefix-list detail

Ip Prefix-list with the last deletion/insertion: PL OSPF to RIP
ip prefix-list PL OSPF to RIP: B o
count: 3, range entries: 1, sequences: 5 - 25

seq 5 permit 1.1.1.0/24 (hit count: 0)

seq 10 deny 2.1.0.0/16 ge 23 (hit count: 0)

seq 25 permit 192.0.0.0 bitmask 192.0.0.0 (hit count: 800)
DellEMC#

show ip prefix-list summary

Display a summary of the configured prefix lists.
Syntax show ip prefix-list summary [prefix-name]

Parameters
prefix-name (OPTIONAL) Enter a text string as the name of the prefix list, up to 140 characters.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.



Example

Version Description

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.

7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
6.11.0 Introduced on the E-Series.

DellEMC# show ip prefix-list summary

Ip Prefix-list with the last deletion/insertion: PL_OSPF to RIP
ip prefix-list PL OSPF to RIP:

count: 3, range entries: 1, sequences: 5 - 25

DellEMC#

Route Map Commands

When you create an access-list without any rule and then applied to an interface, the ACL behavior reflects implicit permit.

To configure route maps and their redistribution criteria, use the following commands.

continue

To a route-map entry with a higher sequence number, configure a route-map.

Syntax

Parameters

Defaults
Command Modes

Command History

continue [sequence-number]
sequence-number (OPTIONAL) Enter the route map sequence number. The range is from 1 to 65535.

Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
9.8(1.0) Introduced on the Z9100-ON.



Usage Information

Related Commands

Version Description

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
7410 Introduced on the E-Series.

The continue feature allows movement from one route-map entry to a specific route-map entry (the sequence
number). If you do not specify the sequence number, the continue feature simply moves to the next sequence
number (also known as an implied continue). If a match clause exists, the continue feature executes only after a
successful match occurs. If there are no successful matches, the continue feature is ignored.

Match clause with Continue clause

The continue feature can exist without a match clause. A continue clause without a match clause executes and
jumps to the specified route-map entry.

With a match clause and a continue clause, the match clause executes first and the continue clause next in a
specified route map entry. The continue clause launches only after a successful match. The behavior is:

A successful match with a continue clause, the route map executes the set clauses and then goes to the
specified route map entry upon execution of the continue clause.

If the next route map entry contains a continue clause, the route map executes the continue clause if a
successful match occurs.

If the next route map entry does not contain a continue clause, the route map evaluates normally. If a match
does not occur, the route map does not continue and falls through to the next sequence number, if one exists.

Set Clause with Continue Clause

If the route-map entry contains sets with the continue clause, set actions are performed first then the continue
clause jumps to the specified route map entry.

If a set action occurs in the first route map entry and then the same set action occurs with a different value in
a subsequent route map entry, the last set of actions overrides the previous set of actions with the same set
command.

If set community additive and set as-path prepend are configure, the communities and AS
numbers are prepended.

set community — specify a COMMUNITY attribute.
set as-path — configure a filter to modify the AS path.



description

Add a description to this route map.

Syntax description {description}

To remove the description, use the no description {description} command.

Parameters o
description Enter a description to identify the route map (80 characters maximum).

Defaults None

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
83190 Introduced on the S4820T.
8.3M1 Introduced on the Z9000.
8370 Introduced on the S4810.
8110 Introduced on the E-Series.
pre-7.71.0 Introduced.

Related Commands
route-map — enable a route map.

match as-path

To match routes that have a certain AS number in their BGP path, configure a filter.

Syntax match as-path as-path-name
To delete a match AS path filter, use the no match as-path as-path-name command.

Parameters
as-path-name Enter the name of an established AS-PATH ACL, up to 140 characters.

Defaults Not configured.

Command Modes ROUTE-MAP



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the SB000—ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

83190 Introduced on the S4820T.

8311 Introduced on the Z9000.

8370 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.

7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

Related Commands
set as-path — add information to the BGP AS_PATH attribute.

match community

To match routes that have a certain COMMUNITY attribute in their BGP path, configure a filter.

Syntax match community community-list-name [exact]

To delete a community match filter, use the no match community command.

Parameters
community-list- Enter the name of a configured community list.
name
exact (OPTIONAL) Enter the keywords exact to process only those routes with this
community list name.
Defaults Not configured.

Command Modes ROUTE-MAP



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the SB000—ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
83190 Introduced on the S4820T.
8311 Introduced on the Z9000.
8370 Introduced on the S4810.

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

Related Commands
set community — specify a COMMUNITY attribute.

match interface

To match routes whose next hop is on the interface specified, configure a filter.

Syntax match interface interface

To remove a match, use the no match interface interface command.

Parameters
interface Enter the following keywords and the interface information:

For a 1-GigabitEthernet interface, enter the keyword GigabitEthernet then the
slot/port information.

For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then
the slot/port information.

For a Loopback interface, enter the keyword 1oopback then a number from O to
16383.

For a port channel interface, enter the keywords port-channel then a number.



For a VLAN interface, enter the keyword v1an then a number from 1to 4094.

Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

83190 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8370 Introduced on the S4810.

8510 Added support for 4-port 40G line cards on the E-Series.
8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

611.0 Introduced on the E-Series.

Related Commands
match ip address — redistribute routes that match an IP address.

match ip next-hop — redistribute routes that match the next-hop IP address.

match ip route-source — redistribute routes that match routes advertised by other routers.
match metric — redistribute routes that match a specific metric.

match route-type — redistribute routes that match a route type.

match tag — redistribute routes that match a specific tag.

match ip address

To match routes based on IP addresses specified in an access list, configure a filter.

Syntax match ip address prefix-list-name



To delete a match, use the no match ip address prefix-I1ist-name command.

Parameters
prefix-list-name Enter the name of configured prefix list, up to 140 characters.

Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

83190 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

Related Commands
match interface — redistribute routes that match the next-hop interface.

match ip next-hop — redistribute routes that match the next-hop IP address.

match ip route-source — redistribute routes that match routes advertised by other routers.
match metric — redistribute routes that match a specific metric.

match route-type — redistribute routes that match a route type.

match tag — redistribute routes that match a specific tag.



match ip next-hop

To match based on the next-hop IP addresses specified in an IP access list or IP prefix list, configure a filter.

Syntax

Parameters

Defaults
Command Modes

Command History

Related Commands

match ip next-hop {prefix-list prefix-list-name}

To delete a match, use the no match ip next-hop {prefix-list prefix-I1ist-name} command.

prefix-list prefix-list-

name

Not configured.

ROUTE-MAP

Enter the keywords prefix—-11ist and then enter the name of configured prefix list, up

10 140 characters.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
9.7(0.0)
9.2(1.0)
9.0.20
8.3.190
8.3.11
8.3.70
8110
7810

7.61.0
7510
pre-6.1.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.

Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to
16 characters long.

Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

match interface — redistribute routes that match the next-hop interface.

match ip address — redistribute routes that match an IP address.

match ip route-source — redistribute routes that match routes advertised by other routers.



match metric — redistribute routes that match a specific metric.
match route-type — redistribute routes that match a route type.
match tag — redistribute routes that match a specific tag.

match ip route-source

To match based on the routes advertised by routes specified in IP access lists or IP prefix lists, configure a filter.

Syntax match ip route-source {prefix-list prefix-list-name}

To delete a match, use the no match ip route-source {prefix-list prefix-list-name}
command.

Parameters
prefix-list prefix-list- Enter the keywords prefix-11ist and then enter the name of configured prefix list, up
name to 140 characters.

Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.20 Introduced on the S6000.

83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names were up

1o 16 characters long.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.

pre-6.1.1.0 Introduced on the E-Series.



Related Commands
match interface — redistribute routes that match the next-hop interface.

match ip address — redistribute routes that match an IP address.

match ip next-hop — redistribute routes that match the next-hop IP address.
match metric — redistribute routes that match a specific metric.

match route-type — redistribute routes that match a route type.

match tag — redistribute routes that match a specific tag.

match metric

To match on a specified value, configure a filter.

Syntax match metric metric-value

To delete a value, use the no match metric [metric-value] command.

Parameters
metric-value Enter a value to match. The range is from zero (0) to 4294967295.

Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8370 Introduced on the S4810.

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.

pre-6.11.0 Introduced on the E-Series.



Related Commands
match interface — redistribute routes that match the next-hop interface.

match ip address — redistribute routes that match an IP address.

match ip next-hop — redistribute routes that match the next-hop IP address.

match ip route-source — redistribute routes that match routes advertised by other routers.
match route-type — redistribute routes that match a route type.

match tag — redistribute routes that match a specific tag.

match origin

To match routes based on the value found in the BGP path ORIGIN attribute, configure a filter.

Syntax match origin {egp | igp | incomplete}
To disable matching filter, use the no match origin {igp | egp | incomplete} command.

Parameters

egp Enter the keyword egp to match routes originating outside the AS.

igp Enter the keyword igp to match routes originating within the same AS.

incomplete Enter the keyword incomplete to match routes with incomplete routing information.
Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
83190 Introduced on the S4820T.
8.3M1 Introduced on the Z9000.
8370 Introduced on the S4810.

8110 Introduced on the E-Series.

pre-61.1.0 Introduced on the E-Series.



match route-type

To match routes based on the how the route is defined, configure a filter.

Syntax match route-type {external [type-1 | type-2] | internal | level-1 | level-2 |
local}
To delete a match, use the no match route-type {local | internal | external [type-1 |
type-2] | level-1 | level-2} command.
Parameters
external [type-| Enter the keyword external then either type-1or type-2 to match only on OSPF Type 1
type-2] routes or OSPF Type 2 routes.
internal Enter the keyword internal to match only on routes generated within OSPF areas.
level-1 Enter the keyword 1level-1 to match IS-IS Level 1 routes.
level-2 Enter the keyword 1level-2 to match IS-IS Level 2 routes.
local Enter the keyword 1ocal to match only on routes generated within the switch.
Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8370 Introduced on the S4810.

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.

7510 Introduced on the C-Series.



Version Description
pre-6.1.1.0 Introduced on the E-Series.

Related Commands
match interface — redistribute routes that match the next-hop interface.

match ip address — redistribute routes that match an IP address.

match ip next-hop — redistribute routes that match the next-hop IP address.

match ip route-source — redistribute routes that match routes advertised by other routers.
match metric — redistribute routes that match a specific metric.

match tag — redistribute routes that match a specific tag.

match tag

To redistribute only routes that match a specified tag value, configure a filter.

Syntax match tag tag-value

To remove a match, use the no match tag command.

Parameters
tag-value Enter a value as the tag on which to match. The range is from zero (0) to 4294967295.

Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
83190 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8370 Introduced on the S4810.

8110 Introduced on the E-Series.

761.0 Introduced on the S-Series.



Related Commands

route-map

Version
751.0
pre-6.1.1.0

Description
Introduced on the C-Series.

Introduced on the E-Series.

match interface — redistribute routes that match the next-hop interface.

match ip address — redistribute routes that match an IP address.

match ip next-hop — redistribute routes that match the next-hop IP address.

match ip route-source — redistribute routes that match routes advertised by other routers.

match metric — redistribute routes that match a specific metric.

match route-type — redistribute routes that match a route type.

Enable a route map statement and configure its action and sequence number. This command also places you in ROUTE-MAP mode.

Syntax

Parameters

Defaults

Command Modes

Command History

route-map map-name [permit | deny] [sequence-number]

To delete a route map, use the no route-map map-name [permit | deny] [sequence-number]

command.

map-name

permit

deny

sequence-number

Not configured.

Enter a text string of up to 140 characters to name the route map for easy identification.

(OPTIONAL) Enter the keyword permit to set the route map default as permit. If you do
not specify a keyword, the default is permit.

(OPTIONAL) Enter the keyword deny to set the route map default as deny.

(OPTIONAL) Enter a number to identify the route map for editing and sequencing with
other route maps. You are prompted for a sequence number if there are multiple instances
of the route map. The range is from 1 to 65535.

If you do not define a keyword (permit or deny) for the route map, the permi t action is the default.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
98(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.



Usage Information

Example

Related Commands

Version Description

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

8.319.0 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

Use caution when you delete route maps because if you do not specify a sequence number, all route maps with the
same map-name are deleted when you use the no route-map map-name command.

DellEMC (conf) # route-map dempsey
DellEMC (config-route-map) #

show config — display the current configuration.

set as-path

To modify the AS path for border gateway protocol (BGP) routes, configure a filter.

Syntax

Parameters

Defaults
Command Modes

Command History

set as-path prepend as-number [... as—-number]

To remove an AS-Path setting, use the no set as-path {prepend as-number | tag} command.

prepend as-number  Enter the keyword prepend and then enter up to eight AS numbers to be inserted into
the BGP path information. The range is from 1 to 65535.

Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.



Version Description

9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.11.0 Introduced on the E-Series.

Usage Information  you can prepend up to eight AS numbers to a BGP route.

This command influences best path selection in BGP by inserting a tag or AS number into the AS_PATH attribute.

Related Commands
match as-path — redistribute routes that match an AS-PATH attribute.

set automatic-tag

To automatically compute the tag value of the route, configure a filter.

Syntax set automatic-tag

To return to the default, enter no set automatic-tag.

Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.



Related Commands

Version Description

9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

set level — specify the OSPF area for route redistribution.

set metric — specify the metric value assigned to redistributed routes.

set metric-type — specify the metric type assigned to redistributed routes.
set tag — specify the tag assigned to redistributed routes.

set comm-list delete

To remove the specified community list from the BGP route’s COMMUNITY attribute, configure a filter.

Syntax

Parameters

Defaults
Command Modes

Command History

set comm-list community-list-name delete

To insert the community list into the COMMUNITY attribute, use the no set comm-list community-
list-name delete command.

community-list- Enter the name of an established Community list, up to 140 characters.
name
Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.



Usage Information

Related Commands

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9020 Introduced on the S6000.

8.319.0 Introduced on the S4820T.

8.311 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.

7610 Introduced on the S-Series.
75.1.0 Introduced on the C-Series.
pre-6.11.0 Introduced on the E-Series.

The community list used in the set comm-list delete command must be configured so that each filter
contains only one community. For example, the filter deny 100:12 is acceptable, but the filter deny 120:13
140: 33 results in an error.

If the set comm-list delete command and the set community command are configured in the same
route map sequence, the deletion command (set comm-list delete) is processed before the insertion
command (set community).

match community — redistribute routes that match the COMMUNITY attribute.
set community — specify a COMMUNITY attribute.

set community

Allows you to assign a BGP COMMUNITY attribute.

Syntax

Parameters

set community {community-number | local-as | no-advertise | no-export | none}
[additive]

To delete a BGP COMMUNITY attribute assignment, use the no set community {community-number |
local-as | no-advertise | no-export | none} command.

community-number  Enter the community number in AA:NN format where AA is the AS number (2 bytes) and
NN is a value specific to that autonomous system.

local-AS Enter the keywords 1ocal-AS to drop all routes with the COMMUNITY attribute of
NO_EXPORT_SUBCONFED.



Defaults
Command Modes

Command History

no-advertise

no-export

none

additive

Not configured.
ROUTE-MAP

All routes with the NO_EXPORT_SUBCONFED (OxFFFFFF03) community attribute must
not be advertised to external BGP peers.

Enter the keywords no-advertise to drop all routes containing the well-known
community attribute of NO_ADVERTISE.

All routes with the NO_ADVERTISE (OxFFFFFFO2) community attribute must not be
advertised to other BGP peers.

Enter the keywords no-export to drop all routes containing the well-known community
attribute of NO_EXPORT.

All routes with the NO_EXPORT (OxFFFFFFO1) community attribute must not be
advertised outside a BGP confederation boundary.

Enter the keyword none to remove the community attribute from routes meeting the
route map criteria.

(OPTIONAL) Enter the keyword additive to add the communities to already existing
communities.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
9.2(1.0)
9020
8.3.19.0
8311
8370
8110
7610
7510
pre-61.1.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100-ON.
Introduced on the S3100 series.
Introduced on the Z9100-ON.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the S6000—-ON.
Introduced on the Z9500.
Introduced on the S6000.
Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.



Related Commands
match community — redistribute routes that match the COMMUNITY attribute.

show ip bgp community — display BGP community groups.

set level

To specify the IS-IS level or OSPF area to which matched routes are redistributed, configure a filter.

Syntax set level {backbone | level-1 | level-1-2 | level-2 | stub-area}

To remove a set level condition, use the no set level {backbone | level-1 | level-1-2 |
level-2 | stub-area} command.

Parameters
backbone Enter the keyword backbone to redistribute matched routes to the OSPF backbone area
(area 0.0.0.0).
level-1 Enter the keyword 1level-1 to redistribute matched routes to IS-IS Level 1.
level-1-2 Enter the keyword 1level-1-2 to redistribute matched routes to IS-IS Level 1 and Level
2.
level-2 Enter the keyword 1level-2 to redistribute matched routes to IS-IS Level 2.
stub-area Enter the keyword stub to redistributed matched routes to OSPF stub areas.
Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Dell EMC Networking OS Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
8.3.190 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8370 Introduced on the S4810.

81.1.0 Introduced on the E-Series.



Related Commands

Version Description

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

set automatic-tag — compute the tag value of the route.

set metric — specify the metric value assigned to redistributed routes.

set metric-type — specify the metric type assigned to redistributed routes.
set tag — specify the tag assigned to redistributed routes.

set local-preference

To set the BGP LOCAL_PREF attribute for routers within the local autonomous system, configure a filter.

Syntax

Parameters

Defaults
Command Modes

Command History

set local-preference value

To delete a BGP LOCAL_PREF attribute, use the no set local-preference command.

value Enter a number as the LOCAL_PREF attribute value. The range is from O to 4294967295.
Not configured.

ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
83190 Introduced on the S4820T.
8.3M1 Introduced on the Z9000.
8370 Introduced on the S4810.

811.0 Introduced on the E-Series.



Version Description

7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

Usage Information ~ The set local-preference command changes the LOCAL_PREF attribute for routes meeting the route map
criteria. To change the LOCAL_PREF for all routes, use the bgp default local-preference command.

Related Commands
bgp default local-preference — change the default LOCAL_PREF attribute for all routes.

set metric

To assign a new metric to redistributed routes, configure a filter.

Syntax set metric [+ | -] metric-value

To delete a setting, enter no set metric.

Parameters

+ (OPTIONAL) Enter + to add a metric-value to the redistributed routes.

- (OPTIONAL) Enter - to subtract a metric-value from the redistributed routes.

metric-value Enter a number as the new metric value. The range is from zero (0) to 4294967295.
Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100-ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
8.3.19.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.



Version Description

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

Related Commands
set automatic-tag — compute the tag value of the route.

set level — specify the OSPF area for route redistribution.
set metric-type — specify the route type assigned to redistributed routes.
set tag — specify the tag assigned to redistributed routes.

set metric-type

To assign a new route type for routes redistributed to OSPF, configure a filter.

Syntax set metric-type {internal | external | type-1 | type-2}

To delete a setting, use the no set metric-type command.

Parameters
internal Enter the keyword internal to assign the Interior Gateway Protocol metric of the next
hop as the route’s BGP MULTI_EXIT_DES (MED) value.
external Enter the keyword external to assign the IS-IS external metric.
type-1 Enter the keyword type-1 to assign the OSPF Type 1 metric.
type-2 Enter the keyword type-2 to assign the OSPF Type 2 metric.
Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

9.0.2.0 Introduced on the S6000.



Version Description

8.3.190 Introduced on the S4820T.

8.3.11 Introduced on the Z9000.

8.3.70 Introduced on the S4810.

8310 Implemented the keyword internal.
8110 Introduced on the E-Series.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

pre-61.1.0 Introduced on the E-Series.

Related Commands
set automatic-tag — compute the tag value of the route.

set level — specify the OSPF area for route redistribution.
set metric — specify the metric value assigned to redistributed routes.
set tag — specify the tag assigned to redistributed routes.

set next-hop

To specify an IP address as the next hop, configure a filter.

Syntax set next-hop ip-address
To delete the setting, use the no set next-hop ip-addresscommand.

Parameters
ip-address Specify an IP address in dotted decimal format.

Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.



Version Description

9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

Usage Information If you configure the set next-hop command, its configuration takes precedence over the neighbor next-
hop-self command in the ROUTER BGP mode.

If you configure the set next-hop command with the interface’s IP address (either Loopback or physical), the
software declares the route unreachable.

Related Commands
match ip next-hop — redistribute routes that match the next-hop IP address.

set origin

To manipulate the BGP ORIGIN attribute, configure a filter.

Syntax set origin {igp | egp | incomplete}

To delete an ORIGIN attribute setting, use the no set origin command.

Parameters

egp Enter the keyword egp to set routes originating from outside the local AS.

igp Enter the keyword 1gp to set routes originating within the same AS.

incomplete Enter the keyword incomplete to set routes with incomplete routing information.
Defaults Not configured.

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.



Version Description

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.11.0 Introduced on the E-Series.

set tag

To specify a tag for redistributed routes, configure a filter.

Syntax set tag tag-value
To delete a setting, use the no set tag command.

Parameters
tag-value Enter a number as the tag. The range is from zero (0) to 4294967295.

Defaults Not configured.
Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.2(1.0) Introduced on the Z9500.

90.2.0 Introduced on the S6000.



Related Commands

set weight

Version
8.3.190
8.3.11
8.3.70
8110
7610
7510
pre-6.1.1.0

Description

Introduced on the S4820T.
Introduced on the Z9000.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the S-Series.
Introduced on the C-Series.

Introduced on the E-Series.

set automatic-tag — compute the tag value of the route.

set level — specify the OSPF area for route redistribution.

set metric — specify the metric value assigned to redistributed routes.

set metric-type — specify the route type assigned to redistributed routes.

To add a non-RFC compliant attribute to the BGP route to assist with route selection, configure a filter.

Syntax

Parameters

Defaults
Defaults
Command Modes

Command History

set weight weight

To delete a weight specification, use the no set weight weight command.

weight

Enter a number as the weight used by the route meeting the route map specification. The
range is from O to 65535. The default is router-originated = 32768 and all other routes =
0.

When there are multiple routes to the same destination, the routes with a higher weight
are preferred.

router-originated = 32768; all other routes = 0

Not configured.
ROUTE-MAP

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.



Version Description

9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
8.319.0 Introduced on the S4820T.
8.311 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

Usage Information If you do not use the set weight command, router-originated paths have a weight attribute of 32768 and all
other paths have a weight attribute of zero.

show config

Display the current route map configuration.
Syntax show config

Command Modes ROUTE-MAP

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9020 Introduced on the S6000.
83190 Introduced on the S4820T.
8.311 Introduced on the Z9000.

83.70 Introduced on the S4810.



Version Description

8110 Introduced on the E-Series.
7610 Introduced on the S-Series.
7510 Introduced on the C-Series.
pre-6.1.1.0 Introduced on the E-Series.

Example DellEMC (conf-nprefixl) # show config
1

ip prefix-list PL OSPF to RIP

seq 5 permit 1.1.1.0/24

seq 10 deny 2.1.0.0/16 ge 23

seq 25 permit 192.0.0.0 bitmask 192.0.0.0
DellEMC (conf-nprefixl) #

show route-map

Display the current route map configurations.
Syntax show route-map [map-name]

Parameters
map-name (OPTIONAL) Enter the name of a configured route map, up to 140 characters.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
910(0.0) Introduced on the S6100-ON.
9.8(2.0) Introduced on the S3100 series.
9.8(1.0) Introduced on the Z9100—ON.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.7(0.0) Introduced on the S6000—-ON.
9.2(1.0) Introduced on the Z9500.
9.0.20 Introduced on the S6000.
83190 Introduced on the S4820T.
8.3M1 Introduced on the Z9000.
8370 Introduced on the S4810.

8110 Introduced on the E-Series.



Version Description

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to
16 characters long.

7610 Introduced on the S-Series.

7510 Introduced on the C-Series.

pre-6.1.1.0 Introduced on the E-Series.
Example DellEMC# show route-map

route-map firpo, permit, sequence 10
Match clauses:

Set clauses:

tag 34
DellEMCH#

Related Commmands
route-map — configure a route map.

AS-Path Commands

The following commands configure AS-Path ACLs.

ip as-path access-list

Enter AS-PATH ACL mode and configure an access control list based on the BGP AS_PATH attribute.

Syntax ip as-path access-list as-path-name
Parameters

as-path-name Enter the access-list name, up to 140 characters.
Defaults Not configured.

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.2(1.0) Introduced on the Z9500.

83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.



Version Description

pre-Version 6.11.0 Introduced on the E-Series.

Usage Information To apply the AS-PATH ACL to BGP routes, use the match as-path or neighbor filter-1ist commands.

Example DellEMC (conf) # ip as-path access-list TestPath
DellEMC (config-as-path) #

Related Commands
match as-path — match on routes contain a specific AS-PATH.

show ip as-path-access-lists

Display the all AS-PATH access lists configured on the E-Series.
Syntax show ip as-path-access-lists

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.2(1.0) Introduced on the Z9500.
8.3.190 Introduced on the S4820T.
8.3.111 Introduced on the Z9000.
8.3.70 Introduced on the S4810.
8110 Introduced on the E-Series.
pre-Version 6.11.0 Introduced on the E-Series.

Example DellEMC# show ip as-path-access-lists

ip as-path access-list acc

permit 750

deny 10
DellEMC#

IP Community List Commands

IP community list commands are supported on the Dell EMC Networking OS.



ip community-list
Enter COMMUNITY-LIST mode and create an IP community-list for BGP.

Syntax ip community-list comm-1ist-name

To delete a community-list, use the no ip community-list comm-1ist-name command.

Parameters !
comm-list-name Enter a text string as the name of the community-list, up to 140 characters.

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.2(1.0) Introduced on the Z9500.

83190 Introduced on the S4820T.

8.3M1 Introduced on the Z9000.

8370 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.

pre-Version 61.1.0 Introduced on the E-Series.

Example DellEMC (conf) # ip community-list TestComList
DellEMC (config-community-1list) #

show ip community-lists

Display configured IP community lists in alphabetic order.

Syntax show ip community-lists [name]
Parameters
name (OPTIONAL) Enter the name of the standard or extended IP community list, up to 140
characters.

Command Modes
EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.2(1.0) Introduced on the Z9500.

8.319.0 Introduced on the S4820T.

8.3.70 Introduced on the S4810.

8110 Introduced on the E-Series.

7810 Increased the name string to accept up to 140 characters. Prior to 7.8.1.0, names are up to

16 characters long.

pre-Version 6.11.0 Introduced on the E-Series.

Example DellEMC# show ip community-lists
ip community-list ABC
permit local-AS
deny no-advertise
permit no-export
DellEMCH#

deny (for Standard IP ACLs)

To drop packets with a certain IP address, configure a filter.

Syntax deny {source | any | host {ip-address}}[count [byte]] [dscp value] [order]
[fragments] [log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no deny {source [mask] | any | host ip-address} command.
Parameters
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.
threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold
range is from 1 to 100.
interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The time interval range is from 1 to 10 minutes.
monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.
Defaults By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

Command Modes CONFIGURATION-STANDARD-ACCESS-LIST



Command History

Usage Information

Related Commands

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.0) Introduced on the S6100.

910(0.0) Introduced on the S3148.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the SB000—ON.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

ip access-list standard — configure a standard ACL.
permit — configure a permit filter.

deny (for Extended IP ACLSs)

Configure a filter that drops IP packets meeting the filter criteria.

Syntax

deny {ip | ip-protocol-number} {source mask | any | host ip-address}
{destination mask | any | host ip-address} [ttl operator] [count [byte]] [dscp
value] [order] [monitor] [fragments] [log [interval minutes] [threshold-in-msgs
[count]] [monitor]

To remove this filter, you have two choices:



Parameters

Defaults

Command Modes

Command History

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no deny {ip | ip-protocol-number} {source mask | any | host ip-address}
{destination mask | any | host ip-address} command.

ttl

operator

log

threshold-in msgs
count

interval minutes

monitor

Enter the keyword tt1 to deny a packet based on the time to live value. The range is
from 1 to 255.

Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The time interval range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not

enabled.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)

Description

Introduced the tt1 parameter.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100.

Introduced on the S3100 series.

Introduced on the Z9100—-ON.



Usage Information

Related Commands

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

deny tcp — assign a filter to deny TCP packets.
deny udp — assign a filter to deny UDP packets.
ip access-list extended — create an extended ACL.

seq (for Standard IPv4 ACLs)

Assign a sequence number to a deny or permit filter in an IP access list while creating the filter.

Syntax

Parameters

seq sequence-number {deny | permit} {source [mask] | any | host ip-address}}
[count [bytes]] [dscp value] [order] [fragments] [log [interval minutes]
[threshold-in-msgs [count]] [monitor]

To delete a filter, use the no seq sequence-number command.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.



Defaults

Command Modes

Command History

Usage Information

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-STANDARD-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).



Related Commands
deny — configure a filter to drop packets.

permit — configure a filter to forward packets.

deny tcp (for Extended IP ACLs)

Configure a filter that drops transmission control protocol (TCP) packets meeting the filter criteria.

Syntax deny tcp {source mask | any | host ip-address} [bit] [operator port [port]]
{destination mask | any | host ip-address} [ttl operator] [dscp] [bit]
[operator port [port]] [count [byte]] [order] [fragments] [log [interval
minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no deny tcp {source mask | any | host ip-address} {destination mask |
any | host ip-address} command.

Parameters
ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range is

from 1 to 2565.

operator Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neqg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold range
is from 1 to 100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

Defaults By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.



Command Modes

Command History

Usage Information

Related Commands

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(0.0) Introduced the tt1 parameter.

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—ON.

94(0.0) Added the support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added the support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

deny — assign a filter to deny IP traffic.
deny udp — assign a filter to deny UDP traffic.



deny udp (for Extended IP ACLs)

To drop user datagram protocol (UDP) packets meeting the filter criteria, configure a filter.

Syntax deny udp {source mask | any | host ip-address} [operator port [port]]
{destination mask | any | host ip-address} [ttl operator] [dscp] [operator port
[port]] [count [bytel]] [order] [fragments] [log [interval minutes] [threshold-
in-msgs [count]]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no deny udp {source mask | any | host ip-address} {destination mask |
any | host ip-address} command.

Parameters
ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range is
from 1to 255.
operator Enter one of the following logical operand:
eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.
neqg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.
gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.
1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.
range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.
threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold
range is from 1 to 100.
interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The time interval range is from 1 to 10 minutes.
Defaults By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(0.0) Introduced the tt1 parameter.

9.8(0.0P5) Introduced on the S4048-ON.



Usage Information

Related Commands

Version Description
9.8(0.0P2) Introduced on the S3048-ON.
9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

deny — assign a filter to deny IP traffic.
deny tcp — assign a filter to deny TCP traffic.

deny arp (for Extended MAC ACLs)

Configure an egress filter that drops ARP packets on egress ACL supported line cards. (For more information, refer to your line card

documentation).

Syntax

Parameters

Defaults

deny arp {destination-mac-address mac-address-mask | any} vlan vlan-id {ip-
address | any | opcode code-number} [count [byte]] [order] [log [interval
minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no deny arp {destination-mac-address mac-address-mask | any} vlan vlan-
id {ip-address | any | opcode code-number} command.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The time interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.



Command Modes

Command History

Usage Information

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

97(0.0) Introduced on the SB000—ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.5(01) Introduced on the Z9500.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

deny icmp (for Extended IP ACLs)

To drop all or specific internet control message protocol (ICMP) messages, configure a filter.

(D | NOTE: Only the options that have been newly introduced in Release 9.3(0.0) and Release 9.4(0.0) are described here. For a
complete description on all of the keywords and variables that are available with this command, refer the topic of this command
discussed earlier in this guide.

Syntax

deny icmp {source mask | any | host ip-address} {destination mask | any | host
ip-address} [ttl operator] [dscp] [message-type] [count [byte]] [order]
[fragments] [log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no deny icmp {source mask | any | host ip-address} {destination mask |
any | host ip-address} command.



Parameters
ttl

operator

log

threshold-in msgs
count

interval minutes

Enter the keyword tt1 to deny a packet based on the time to live value. The range is
from 1 to 255.

Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neqg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The time interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.
Defaults By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not

enabled.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)
9.8(0.0P5)
98(0.0P2)
9.3(0.0)
94(0.0)

Description

Introduced the tt1 parameter.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

Usage Information  \when the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet



count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

deny ether-type (for Extended MAC ACLSs)

Configure an egress filter that drops specified types of Ethernet packets on egress ACL supported line cards. (For more information, refer
to your line card documentation).

Syntax

Parameters

Defaults

Command Modes

deny ether-type protocol-type-number {destination-mac-address mac-address-mask
| any} vlan vlan-id {source-mac-address mac-address-mask | any} [count [byte]]
[order] [log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no deny ether-type protocol-type-number {destination-mac-address mac-
address-mask | any} vlan vlan-id {source-mac-address mac-address-mask | any}
command.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The time interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-EXTENDED-ACCESS-LIST



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the SB000—ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

Usage Information  \when the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

deny (for Standard MAC ACLs)

To drop packets with a the MAC address specified, configure a filter.
Syntax deny {any | mac-source-address [mac-source-address-mask]} [count [byte]] [log
[interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no deny {any | mac-source-address mac-source-address-mask} command.

Parameters
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.
threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold
range is from 1 to 100.



Defaults

Command Modes

Command History

Usage Information

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The threshold range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-MAC ACCESS LIST-STANDARD

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enalble command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).



Related Commands

permit — configure a MAC address filter to pass packets.
seq — configure a MAC address filter with a specified sequence number.

deny (for Extended MAC ACLs)

To drop packets that match the filter criteria, configure a filter.

Syntax

Parameters

Defaults

Command Modes

Command History

deny {any | host mac-address | mac-source-address mac-source-address-mask} {any
| host mac-address | mac-destination-address mac-destination-address-mask}
[ethertype-operator] [count [bytel]l[log [interval minutes] [threshold-in-msgs
[count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no deny {any | host mac-address | mac-source-address mac-source-
address-mask} {any | host mac-address | mac-destination-address mac-
destination-address-mask} command.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The time interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-MAC ACCESS LIST-EXTENDED

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.



Version Description

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

Usage Information  \when the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

Related Commands
permit — configure a MAC address filter to pass packets.

seq — configure a MAC address filter with a specified sequence number.

permit (for Standard IP ACLs)

To permit packets from a specific source IP address to leave the switch, configure a filter.

Syntax permit {source [mask]| any | host ip-address} [count [byte]] [dscp value]
[order] [fragments] [log [interval minutes] [threshold-in-msgs [count]]
[monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no permit {source [mask] | any | host ip-address} command.

Parameters
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.
threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.



Defaults

Command Modes

Command History

Usage Information

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The threshold range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-STANDARD-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering theflow-based enable command
in the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing
through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress
and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all
traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2
and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This
mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The
source port is the monitored port (MD) and the destination port is the monitoring port (MG).



Related Commands
deny — assign a IP ACL filter to deny IP packets.

ip access-list standard — create a standard ACL.

permit arp (for Extended MAC ACLSs)

Configure a filter that forwards ARP packets meeting this criteria. This command is supported only on 12-port GE line cards with SFP
optics; refer to your line card documentation for specifications.

Syntax permit arp {destination-mac-address mac-address-mask | any} vlan vlan-id {ip-
address | any | opcode code-number} [count [byte]] [order] [fragments] [log
[interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the {destination-mac-address mac-address-mask | any} vlan vlan-id {ip-
address | any | opcode code-number} command.

Parameters
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.
threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.
interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.
monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.
Defaults By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.



Usage Information  \when the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the f1low-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).

permit ether-type (for Extended MAC ACLs)

Configure a filter that allows traffic with specified types of Ethernet packets. This command is supported only on 12-port GE line cards with
SFP optics. For specifications, refer to your line card documentation.

Syntax permit ether-type protocol-type-number {destination-mac-address mac-address-
mask | any} vlan vlan-id {source-mac-address mac-address-mask | any} [count
[byte]]l [order] [log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no permit ether-type protocol-type-number {destination-mac-address mac-
address-mask | any} vlan vlan-id {source-mac-address mac-address-mask | any}

command.
Parameters
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.
threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold range
is from 1 to 100.
interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.
monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.
Defaults By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.



Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

Usage Information  \when the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).

permit icmp (for Extended IP ACLs)

Configure a filter to allow all or specific ICMP messages.

Syntax permit icmp {source mask | any | host ip-address} {destination mask | any |
host ip-address} [ttl operator] [dscp] [count [byte]] [order] [fragments] [log
[interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usetheno permit icmp {source mask | any | host ip-address} {destination mask
| any | host ip-address} command.

Parameters
ttl Enter the keyword tt1 to permit a packet based on the time to live value. The range is

from 1 to 2565.

operator Enter one of the following logical operand:



Defaults

Command Modes

Command History

log

threshold-in msgs
count

interval minutes

monitor

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not

enabled.

CONFIGURATION-STANDARD-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)
910(0.1)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
98(0.0P2)
97(0.0)
94(0.0)

9.3(00)

Description

Introduced the tt1 parameter.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100.

Introduced on the S3100 series.

Introduced on the Z9100—ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.

Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.



Usage Information

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering thef Low-based enable command
in the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing
through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress
and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all
traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2
and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This
mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The
source port is the monitored port (MD) and the destination port is the monitoring port (MG).

permit udp (for Extended IP ACLs)

To pass UDP packets meeting the filter criteria, configure a filter.

Syntax

Parameters

permit udp {source mask | any | host ip-address} [operator port [port]]
{destination mask | any | host ip-address} [ttl operator] [dscp] [operator port
[port]] [count [byte]] [order] [fragments] [log [interval minutes] [threshold-
in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no permit udp {source mask | any | host ip-address} {destination mask |
any | host ip-address command.

ttl Enter the keyword tt1 to permit a packet based on the time to live value. The range is
from 1 to 255.

operator Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neqg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
count the maximum number of ACL logs that can be generated, exceeding which the generation



Defaults

Command Modes

Command History

Usage Information

of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(0.0) Introduced the ttl parameter.

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3.00 Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available



for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).

Related Commands
ip access-list extended — create an extended ACL.

permit — assign a permit filter for IP packets.
permit tcp — assign a permit filter for TCP packets.

permit (for Extended IP ACLSs)

To pass IP packets meeting the filter criteria, configure a filter.

Syntax permit {source mask | any | host ip-address} {destination mask | any | host ip-
address} [count [bytes]] [ttl operator] [dscp value] [order] [fragments] [log
[interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no deny {source mask | any | host ip-address} {destination mask | any |
host ip-address} command.

Parameters
tt Enter the keyword tt1 to permit a packet based on the time to live value. The range is

from 1 to 255.

operator Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.



Defaults

Command Modes

Command History

Usage Information

Related Commands

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(0.0) Introduced the tt1 parameter.

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added the support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added the support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, standard and extended IPv6 ACLs,
and standard and extended MAC ACLs. You can configure ACL logging only on ACLs that are applied to ingress
interfaces; you cannot enable logging for ACLs that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering thef low-based enable command
in the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing
through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress
and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all
traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2
and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This
mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The
source port is the monitored port (MD) and the destination port is the monitoring port (MG).

ip access-list extended — create an extended ACL.
permit tcp — assign a permit filter for TCP packets.
permit udp — assign a permit filter for UDP packets.



permit (for Standard MAC ACLs)

To forward packets from a specific source MAC address, configure a filter.

Syntax

Parameters

Defaults

Command History

permit {any | mac-source-address [mac-source-address-mask]} [count [byte]] |
[log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usetheno permit {any | mac-source-address mac-source-address-mask} command.

log

threshold-in msgs
count

interval minutes

monitor

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is 5 minutes. By default, flow-based monitoring is not

enabled.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
910(0.0)
9.8(2.0)
9.8(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
94(0.0)

9.3(0.0)

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100.

Introduced on the S3100 series.

Introduced on the Z9100-ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.

Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

Added support for logging of ACLs on the S4810, S4820T, and 29000 platforms.



Usage Information

Related Commands

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the f1low-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).

deny — configure a MAC ACL filter to drop packets.
seq —configure a MAC ACL filter with a specified sequence number.

seq (for Standard MAC ACLs)

To a deny or permit filter in a MAC access list while creating the filter, assign a sequence number.

Syntax

Parameters

Defaults

Command Modes

seq sequence-number {deny | permit} {any | mac-source-address [mac-source-
address-mask]} [count [byte]] [log [interval minutes] [threshold-in-msgs
[count]] [monitor]

To remove this filter, use the no seq sequence-number command.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-MAC ACCESS LIST-STANDARD



Command History

Usage Information

Related Commands

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).

deny — configure a filter to drop packets.
permit — configure a filter to forward packets.

permit tcp (for Extended IP ACLs)

To pass TCP packets meeting the filter criteria, configure a filter.

Syntax

permit tcp {source mask | any | host ip-address} [bit] [operator port [port]]
{destination mask | any | host ip-address} [bit] [ttl operator] [dscp]
[operator port [port]] [count [byte]] [order] [fragments] [log [interval
minutes] [threshold-in-msgs [count]] [monitor]



Parameters

Defaults

Command Modes

Command History

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no permit tcp {source mask | any | host ip-address} {destination mask |
any | host ip-address} command.

ttl

operator

log

threshold-in msgs
count

interval minutes

monitor

Enter the keyword tt1 to permit a packet based on the time to live value. The range is
from 1 to 255.

Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neqg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not

enabled.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)
910(0:1)
910(0.0)
910(0.0)
98(2.0)

Description

Introduced the tt1 parameter.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100-ON.

Introduced on the S3100 series.



Version Description

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

Usage Information  \when the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the f1low-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).

Related Commands
ip access-list extended — create an extended ACL.

permit — assign a permit filter for IP packets.
permit udp — assign a permit filter for UDP packets.

seq arp (for Extended MAC ACLs)

Configure an egress filter with a sequence number that filters ARP packets meeting this criteria. This command is supported only on 12-
port GE line cards with SFP optics. For specifications, refer to your line card documentation.

(O | NOTE: Only the options that have been newly introduced in Release 9.3(0.0) and Release 9.4(0.0) are described here. For a
complete description on all of the keywords and variables that are available with this command, refer the topic of this command
discussed earlier in this guide.

Syntax seq sequence-number {deny | permit} arp {destination-mac-address mac-address-
mask | any} vlan vlan-id {ip-address | any | opcode code-number} [count [byte]]
[order] [log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, use the no seq sequence-number command.

Parameters
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.



Defaults

Command Modes

Command History

Usage Information

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. You can enter a
threshold in the range of 1-100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. You can enter an interval in the range of 1-10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is 5 minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, Z9000, and

MXL 10/40GbE Switch 10 Module platforms.

9.3.00 Added support for logging of ACLs on the S4810, S4820T, Z9000, and MXL 10/40GbE
Switch 10 Module platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is reenabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is reenabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, standard and extended IPv6 ACLs,
and standard and extended MAC ACLs. You can configure ACL logging only on ACLs that are applied to ingress
interfaces; you cannot enable logging for ACLs that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).



seq ether-type (for Extended MAC ACLs)

Configure an egress filter with a specific sequence number that filters traffic with specified types of Ethernet packets. This command is
supported only on 12-port GE line cards with SFP optics. For specifications, refer to your line card documentation.

(O | NOTE: Only the options that have been newly introduced in Release 9.3(0.0) and Release 9.4(0.0) are described here. For a
complete description on all of the keywords and variables that are available with this command, refer the topic of this command
discussed earlier in this guide.

Syntax seq sequence-number {deny | permit} ether-type protocol-type-number
{destination-mac-address mac-address-mask | any} vlan vlan-id {source-mac-
address mac-address-mask | any} [count [byte]] [order] [log [interval minutes]
[threshold-in-msgs [count]] [monitor]

To remove this filter, use the no seq sequence-number command.

Parameters
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.
threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. You can enter a
threshold in the range of 1-100.
interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. You can enter an interval in the range of 1-10 minutes.
monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.
Defaults By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is 5 minutes. By default, flow-based monitoring is not
enabled.
Command Modes CONFIGURATION-EXTENDED-ACCESS-LIST

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, Z9000, and

MXL 10/40GbE Switch IO Module platforms.

9.3.00 Added support for logging of ACLs on the S4810, S4820T, Z9000, and MXL 10/40GbE
Switch 10 Module platforms.

Usage Information  \when the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet



count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is reenabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is reenabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, standard and extended IPv6 ACLs,
and standard and extended MAC ACLs. You can configure ACL logging only on ACLs that are applied to ingress
interfaces; you cannot enable logging for ACLs that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

seq (for IP ACLSs)

Assign a sequence number to a deny or permit filter in an extended IP access list while creating the filter.

Syntax

Parameters

seq sequence-number {deny | permit} {ip-protocol-number | icmp | ip | tcp |
udp} {source mask | any | host ip-address} {destination mask | any | host ip-
address} [operator port [port]] [ttl operator] [count [byte]] [dscp value]
[order] [fragments] [log [interval minutes] [threshold-in-msgs [count]]
[monitor]

tt Enter the keyword tt1 to permit or deny a packet based on the time to live value. The
range is from 1 to 255.

operator Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100..

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.



Defaults

Command Modes

Command History

Usage Information

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

CONFIGURATION-EXTENDED-ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(0.0) Introduced the tt1 parameter.

910(01) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100—-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).



Related Commands

deny — configure a filter to drop packets.

permit — configure a filter to forward packets.

seq (for IPv6 ACLs)

Assign a sequence number to a deny or permit the filter in an IPv6 access list while creating the filter.

Syntax

Parameters

seq sequence-number {deny |

udp}

| host ipvé-address}
[interval minutes]

{source address mask |

permit} {ipvé-protocol-number | icmp | ip | tcp |
host ipvé-address} {destination address |
[count [byte]]

[monitor]

any | any

[operator port [portnumber ]] [log

[threshold-in-msgs [count]]

To delete a filter, use the no seq sequence-number command

sequence-number
deny
permit

ipv6-protocol-
number

icmp

ip

tcp
udp

source

mask
any

host jpv6-address

operator

portnumber

Enter a number from O to 4294967290.
Enter the keyword deny to configure a filter to drop packets meeting this condition.
Enter the keyword permit to configure a filter to forward packets meeting this criteria.

Enter a number to filter based on the protocol identified in the IPv6 protocol header.

Enter the keyword i cmp to configure an ICMP access list filter.

Enter the keyword ip to configure a generic IP access list. The keyword ip specifies that
the access list permits all IP protocols.

Enter the keyword tcp to configure a TCP access list filter.
Enter the keyword udp to configure a UDP access list filter.

Enter an IP address in dotted decimal format of the network from which the packet was
received.

(OPTIONAL) Enter a network mask in /prefix format (/x) .
Enter the keyword any to specify that all routes are subject to the filter.

Enter the keyword host and then enter the IPv6 address to specify a host IP address or
hostname.

(OPTIONAL) Enter one of the following logical operands:

eq = equal to

neq = not equal to
gt = greater than
1t =less than

range = inclusive range of ports (you must specify two ports for the port
parameter.)

(OPTIONAL) Enter the application layer port number. Enter two port numbers if you are
using the range logical operand. The range is from O to 65535.

The following list includes some common TCP port numbers:

23 = Telnet



Defaults

Command Modes

Command History

Usage Information

destination
count
bytes

log

threshold-in msgs
count

interval minutes

monitor

20 and 21 = FTP-DATA and FTP
25 = SMTP
169 = SNMP

Enter the IP address of the network or host to which the packets are sent.
(OPTIONAL) Enter the keyword count to count the packets.

(OPTIONAL) Enter the keyword bytes to count the bytes.

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminate with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not

enabled.

ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
911(2.0P0)

910(0)
910(0.0)
910(0.0)
98(10)
97(0.0)
95(01)
94(00)

9.3(00)

Description

Included support for using logical names of a protocol to configure an IP access list in
both TCP and UDP on the S6000, S6000—-0ON, S6100-ON, Z9100-ON.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100.

Introduced on the Z9100-ON.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.



Related Commands

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the f1low-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).

permit — configure a filter to forward packets.

permit udp (for IPv6 ACLs)

Configure a filter to pass UDP packets meeting the filter criteria.

Syntax

Parameters

permit udp {source address mask | any | host ipvé-address} [operator port
[port]] {destination address | any | host ipvé-address} [operator port [port]]
[ttl operator] [count [byte]] [log [interval minutes] [threshold-in-msgs
[count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Use the no permit udp {source address mask | any | host ipvé-address}
{destination address | any | host ipvé-address} command.

ttl Enter the keyword tt1 to permit a packet based on the time to live value. The range is
from 1 to 255.

operator Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neqg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.



Defaults

Command Modes

Command History

Usage Information

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(0.0) Introduced the ttl parameter.

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.5(0.1) Introduced on the Z9500.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3.00 Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.



This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).

permit tcp (for IPv6 ACLs)

Configure a filter to pass TCP packets that match the filter criteria.

Syntax permit tcp {source address mask | any | host ipvé-address} [operator port
[port]] {destination address | any | host ipvé-address} [bit] [operator port
[port]] [ttl operator] [count [byte]] [log [interval minutes] [threshold-in-
msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no permit tcp {source address mask | any | host ipvé-address}
{destination address | any | host ipvé-address} command.

Parameters
source address Enter a network mask in /prefix format (/x).
mask
any Enter the keyword any to specify that all routes are subject to the filter.

host ipv6-address Enter the keyword host then the IP address to specify a host IP address.
destination address  Enter the IPv6 address of the network or host to which the packets are sent.

bit Enter a flag or combination of bits:

ack: acknowledgement field

fin: finish (no more data from the user)
psh: push function

rst: reset the connection

syn: synchronize sequence numbers

urg: urgent field

operator (OPTIONAL) Enter one of the following logical operand:

eq = equal to

neq = not equal to
gt = greater than
1t =less than

range = inclusive range of ports (you must specify two ports for the port parameter)

port port Enter the application layer port number. Enter two port numbers if you are using the
range logical operand. The range is from O to 65535.

The following list includes some common TCP port numbers:

23 = Telnet
20 and 21=FTP
25 = SMTP



Defaults

Command Modes

Command History

ttl

operator

count
byte

log

threshold-in msgs
count

interval minutes

monitor

169 = SNMP

Enter the keyword tt1 to permit a packet based on the time to live value. The range is
from 1to 255.

Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword byte to count bytes the filter processes.

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is 5 minutes. By default, flow-based monitoring is not

enabled.

ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)
911(2.0P0)

910(0)
910(0.0)
910(0.0)
98(2.0)

Description

Introduced the tt1 parameter.

Added the established parameter on the S6000, S6000-ON, S6100-ON, Z9100—
ON.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100.

Introduced on the S3100 series.



Usage Information

Related Commands

Version Description

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.5(0.1) Introduced on the Z9500.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the f1ow-based enable
command in the Monitor Session mode. When you enable this capability, traffic with particular flows that are
traversing through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both
the ingress and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic
instead all traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available
for Layer 2 and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists.
This mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port.
The source port is the monitored port (MD) and the destination port is the monitoring port (MG).

permit — assign a permit filter for IP packets.

permit icmp (for IPv6 ACLs)

To allow all or specific internet control message protocol (ICMP) messages, configure a filter.

Syntax

Parameters

permit icmp {source address mask | any | host ipvé-address} {destination
address | any | host ipvé-address} [message-type]l [ttl operator] [count [byte]]
[log [interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command if you know the filter's sequence number.

Usethe no permit icmp {source address mask | any | host ipvé6-address}
{destination address | any | host ipvé-address} command.

source address Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
mask A.B.C.D format, may be either contiguous or non-contiguous.

any Enter the keyword any to specify that all routes are subject to the filter.



Defaults

Command Modes

Command History

host ip-v6address
destination

ttl

operator

count
byte

log

threshold-in msgs
count

interval minutes

monitor

Enter the keyword host then the IPv6 address to specify a host IP address.
Enter the IP address of the network or host to which the packets are sent.

Enter the keyword tt1 to permit a packet based on the time to live value. The range is
from 1to 255.

Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword count to count packets processed by the filter.
(OPTIONAL) Enter the keyword byte to count bytes processed by the filter.

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not

enabled.

ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)
911(2.0P1)

910(01)
910(0.0)
910(0.0)

Description
Introduced the tt1 parameter.

Added the type parameter to filter the ICMP packets based on the type and code on the
S6000, S6000-0ON, S6100-0N, Z9100-ON.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S6100.



Version Description

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.5(0.1) Introduced on the Z9500.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

Usage Information  \when the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering thef low-based enable command
in the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing
through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress
and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all
traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2
and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This
mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The
source port is the monitored port (MD) and the destination port is the monitoring port (MG).

permit (for IPv6 ACLs)

To configure a filter that matches the filter criteria, select an IPv6 protocol number, ICMP, IPv6, TCP, or UDP.

Syntax permit {ipvé-protocol-number | icmp | ipv6 | tcp | udp} [count [byte]] [dscp
value] [order] [fragments] [log [interval minutes] [threshold-in-msgs [count]]
[monitor] [no-drop]

To remove this filter, you have two choices:

Use the no seqg sequence-number command syntax if you know the filter's sequence number

Use the no permit {ipvé6-protocol-number | icmp | ipv6 | tcp | udp} command

Parameters
log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.
threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated with the seq, permit, or deny commands. The threshold
range is from 1 to 100.



Defaults

Command Modes

Command History

Usage Information

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

no-drop Enter the keywords no-drop to match only the forwarded packets.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.5(0.1) Introduced on the Z9500.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering thef low-based enable command
in the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing
through the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress
and egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all



traffic on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2
and Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This
mechanism copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The
source port is the monitored port (MD) and the destination port is the monitoring port (MG).

deny udp (for IPv6 ACLs)

Configure a filter to drop user datagram protocol (UDP) packets meeting the filter criteria.

Syntax

Parameters

Defaults

deny udp {source address mask | any | host ipvé-address} [operator port [port]]
{destination address | any | host ipvé6-address} [operator port [port]] [ttl
operator] [count [byte]] [log [interval minutes] [threshold-in-msgs [count]]
[monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command syntax if you know the filter's sequence number

Usethe no deny udp {source address mask | any | host ipvé6-address}
{destination address | any | host ipvé-address} command

ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range is
from 1 to 2565.

operator Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold range
is from 1 to 100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The threshold range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.



Command Modes ACCESS-LIST

Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

912(0.0) Introduced the tt1 parameter.

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—ON.

9.5(0.1) Introduced on the Z9500.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, Z9000, and

MXL 10/40GbE Switch 10 Module platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, Z9000, and MXL 10/40GbE
Switch 10 Module platforms.

Usage Information  \when the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs.

You can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for
ACLs that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enalble command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

deny tcp (for IPv6 ACLs)

Configure a filter that drops TCP packets that match the filter criteria.

Syntax deny tcp {source address mask | any | host ipvé-address} [operator port [port]]
{destination address | any | host ipvé6-address} [bit] [operator port [port]]



[ttl operator] [count [byte]] [log [interval minutes] [threshold-in-msgs
[count]] [monitor]

To remove this filter, you have two choices:

Use the no seqg sequence-number command syntax if you know the filter's sequence number

Use the no deny tcp {source address mask | any | host ipvé-address}
{destination address | any | host ipv6-address} command

Parameters
source address Enter a network mask in /prefix format (/x).
mask
any Enter the keyword any to specify that all routes are subject to the filter.

host ipv6-address Enter the keyword host then the IP address to specify a host IP address.
destination address  Enter the IPv6 address of the network or host to which the packets are sent.

bit Enter a flag or combination of bits:

ack: acknowledgement field

fin: finish (no more data from the user)
psh: push function

rst: reset the connection

syn: synchronize sequence numbers

urg: urgent field

operator (OPTIONAL) Enter one of the following logical operand:

eq = equal to

neq = not equal to

gt = greater than

1t =less than

range = inclusive range of ports (you must specify two ports for the port parameter)

port port Enter the application layer port number. Enter two port numbers if you are using the
range logical operand. The range is from O to 65535.

The following list includes some common TCP port numbers:

23 = Telnet
20and 21=FTP
25 = SMTP

169 = SNMP

ttl Enter the keyword tt1 to permit a packet based on the time to live value. The range is
from 1to 255.

operator Enter one of the following logical operand:

eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.



Defaults

Command Modes

Command History

count
byte

log

threshold-in msgs
count

interval minutes

monitor

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword count to count packets the filter processes.
(OPTIONAL) Enter the keyword byte to count bytes the filter processes.

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The interval range is from 1 to 10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not

enabled.

ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)
911(2.0P0)

910(0)
910(0.0)
910(0.0)
98(2.0)
98(10)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
95(01)
94(00)

9.3(00)

Description
Introduced the tt1 parameter.

Added the established parameter on the on the S6000, S6000-ON, S6100-ON,
79100-ON.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100.

Introduced on the S3100 series.

Introduced on the Z9100—ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.

Introduced on the Z9500.

Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.



Usage Information

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

deny icmp (for Extended IPv6 ACLs)

Configure a filter to drop all or specific ICMP messages.

(D | NOTE: Only the options that have been newly introduced in Release 9.3(0.0) and Release 9.4(0.0) are described here. For a
complete description on all of the keywords and variables that are available with this command, refer the topic of this command
discussed earlier in this guide.

Syntax

Parameters

deny icmp {source address mask | any | host ipvé6-address} {destination address
| any | host ipvé-address} [message-type] [ttl operator] [count [byte]]l | [log
[interval minutes] [threshold-in-msgs [count]] [monitor]

To remove this filter, you have two choices:

Use the no seq sequence-number command syntax if you know the filter's sequence number

Usethe no deny icmp {source address mask | any | host ipvé-address}
{destination address | any | host ipvé-address} command

source address Enter a network mask in /prefix format (/x) or A.B.C.D. The mask, when specified in
mask A.B.C.D format, may be either contiguous or non-contiguous.
any Enter the keyword any to specify that all routes are subject to the filter.

host ip-v6address Enter the keyword host then the IPv6 address to specify a host IP address.
destination Enter the IP address of the network or host to which the packets are sent.

ttl Enter the keyword tt1 to deny a packet based on the time to live value. The range is
from 1 to 2565.

operator Enter one of the following logical operand:
eqg(equal to) — matches packets that contain a ttl value that is equal to the specified
ttl value.

neqg(not equal to) — matches packets that contain a ttl value that is not equal to the
specified ttl value.



Defaults

Command Modes

Command History

log

threshold-in msgs
count

interval minutes

monitor

gt(greater than) — matches packets that contain a ttl value that is greater than the
specified ttl value.

1t (less than) — matches packets that contain a ttl value that is less than the
specified ttl value.

range(inclusive range of values) — matches packets that contain a ttl value that
falls between the specified range of ttl values.

(OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

(OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate
the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. You can enter a
threshold in the range of 1-100.

(OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. You can enter an interval in the range of 1-10 minutes.

(OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is 5 minutes. By default, flow-based monitoring is not

enabled.

ACCESS-LIST

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
912(0.0)
91(2.0P0)

910(0)
910(0.0)
910(0.0)
98(2.0)
98(1.0)
9.8(0.0P5)
9.8(0.0P2)
97(0.0)
94(00)

9.5(01)
9300

Description

Introduced the ttl parameter.

Added the type parameter to filter the ICMP packets based on the type and code on the
S6000, S6000-0ON, S6100-0ON, Z9100-ON.

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S6100.

Introduced on the S3100 series.

Introduced on the Z9100—ON.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S6000—-ON.

Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

Introduced on the Z9500.
Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.



Usage Information

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).

deny (for IPv6 ACLs)

Configure a filter that drops IPv6 packets that match the filter criteria.

Syntax

Parameters

Defaults

Command Modes

deny {ipvé-protocol-number | icmp | ipv6 | tcp | udp} [count [byte]] [dscp
value] [order] [fragments] [log [interval minutes] [threshold-in-msgs [count]]
[monitor] [no-drop]

To remove this filter, you have two choices:

Use the no seq sequence-number command syntax if you know the filter's sequence number

Use the no deny {ipvé6-protocol-number | icmp | ipv6 | tcp | udp} command

log (OPTIONAL) Enter the keyword 1og to enable the triggering of ACL log messages.

threshold-in msgs (OPTIONAL) Enter the threshold-in-msgs keyword followed by a value to indicate

count the maximum number of ACL logs that can be generated, exceeding which the generation
of ACL logs is terminated. with the seq, permit, or deny commands. The threshold
range is from 1 to 100.

interval minutes (OPTIONAL) Enter the keyword interval followed by the time period in minutes at
which ACL logs must be generated. The time interval range is from 1 to 10 minutes.

monitor (OPTIONAL) Enter the keyword monitor when the rule is describing the traffic that you
want to monitor and the ACL in which you are creating the rule is applied to the
monitored interface.

no-drop Enter the keywords no-drop to match only the forwarded packets.

By default, 10 ACL logs are generated if you do not specify the threshold explicitly.

The default frequency at which ACL logs are generated is five minutes. By default, flow-based monitoring is not
enabled.

ACCESS-LIST



Command History

Usage Information

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.8(0.0) Added the no-drop parameter.

9.7(0.0) Introduced on the S6000—-ON.

9.5(01) Introduced on the Z9500.

94(0.0) Added support for flow-based monitoring on the S4810, S4820T, S6000, and Z9000
platforms.

9.3(0.0) Added support for logging of ACLs on the S4810, S4820T, and Z9000 platforms.

When the configured maximum threshold is exceeded, generation of logs is stopped. When the interval at which
ACL logs are configured to be recorded expires, the subsequent, fresh interval timer is started and the packet
count for that new interval commences from zero. If ACL logging was stopped previously because the configured
threshold is exceeded, it is re-enabled for this new interval.

If ACL logging is stopped because the configured threshold is exceeded, it is re-enabled after the logging interval
period elapses. ACL logging is supported for standard and extended IPv4 ACLs, IPv6 ACLs, and MAC ACLs. You
can configure ACL logging only on ACLs that are applied to ingress interfaces; you cannot enable logging for ACLs
that are associated with egress interfaces.

You can activate flow-based monitoring for a monitoring session by entering the flow-based enable command in
the Monitor Session mode. When you enable this capability, traffic with particular flows that are traversing through
the ingress and egress interfaces are examined and, appropriate ACLs can be applied in both the ingress and
egress direction. Flow-based monitoring conserves bandwidth by monitoring only specified traffic instead all traffic
on the interface. This feature is particularly useful when looking for malicious traffic. It is available for Layer 2 and
Layer 3 ingress and egress traffic. You may specify traffic using standard or extended access-lists. This mechanism
copies all incoming or outgoing packets on one port and forwards (mirrors) them to another port. The source port
is the monitored port (MD) and the destination port is the monitoring port (MG).
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Access Control List (ACL) VLAN Groups and
Content Addressable Memory (CAM)

This section describes the access control list (ACL) virtual local area network (VLAN) group, and content addressable memory (CAM)
enhancements.

member vian

Add VLAN members to an ACL VLAN group.
Syntax member vlan {VLAN-range}

Parameters
VLAN-range Enter the member VLANs using comma-separated VLAN IDs, a range of VLAN IDs, a
single VLAN ID, or a combination. For example:
Comma-separated: 3, 4, 6

Range: 5-10

Combination: 3, 4, 5-10, 8

Default None

Command Modes CONFIGURATION (conf-acl-vl-grp)

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.3.(0.0) Introduced on the S4810, S4820T, and Z9000 platforms.

Usage Information At a maximum, there can be only 32 VLAN members in all ACL VLAN groups. A VLAN can belong to only one
group at any given time.

You can create an ACL VLAN group and attach the ACL with the VLAN members. The optimization is applicable
only when you create an ACL VLAN group. If you apply an ACL separately on the VLAN interface, each ACL has a
mapping with the VLAN and increased CAM space utilization occurs.

Attaching an ACL individually to VLAN interfaces is similar to the behavior of ACL-VLAN mapping storage in CAM
prior to the implementation of the ACL VLAN group functionality.



Ip access-group

Apply an egress IP ACL to the ACL VLAN group.

Syntax ip access-group {group name} out implicit-permit
Parameters
group-name Enter the name of the ACL VLAN group where you want the egress IP ACLs applied, up
to 140 characters.
out Enter the keyword out to apply the ACL to outgoing traffic.
implicit-permit Enter the keyword implicit-permit to change the default action of the ACL from

implicit-deny to implicit-permit (that is, if the traffic does not match the filters in the ACL,
the traffic is permitted instead of dropped).

Default None

Command Modes CONFIGURATION (conf-acl-vl-grp)

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.3.(0.0) Introduced on the S4810, S4820T, and Z9000 platforms.

Usage Information You can apply only an egress IP ACL on an ACL VLAN group.

show acl-vlan-group

Display all the ACL VLAN groups or display a specific ACL VLAN group, identified by name.

Syntax show acl-vlan-group {group-name | detail}

Parameters
group-name (Optional) Display only the ACL VLAN group that is specified, up to 140 characters.
detail Display information in a line-by-line format to display the names in their entirety.

Without the detail option, the output displays in a table style and information may be
truncated.

Default No default behavior or values

Command Modes EXEC

EXEC Privilege



Command History

Usage Information

Examples

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.3.(0.0) Introduced on the $4810, $4820T, Z9000 and MXL platforms

When an ACL-VLAN-Group name or the Access List Group Name contains more than 30 characters, the name is
truncated in the show acl-vlan-group command output.

The following sample illustrates the output of the show acl-vlan-group command.
q NOTE: Some group names and some access list names are truncated.

DellEMC# show running-config acl-vlan-group
1
acl-vlan-group Test

member vlan 1-100

ip access-group test in
DellEMC#show acl-vlan-group

Group Name Egress IP Acl Ingress IP Acl Ingress V6 Acl Vlan
Members
Test = test = 1-100

The following sample output is displayed when using the show acl-vlan-group group-name option.
q NOTE: The access list name is truncated.

DellEMC# show acl-vlan-group TestGroupSeventeenTwenty

Group Name Egress IP Acl Ingress IP Acl Ingress IPV6 Acl
Vlan Members Test = test

= 1-100

The following sample output shows the line-by-line style display when using the show acl-vlan-group
detail option.

q NOTE: No group or access list names are truncated

DellEMC# show acl-vlan-group detail

Group Name
Test
Egress IP Acl
Ingress IP Acl
test
Ingress IPV6 Acl
Vlan Members
1-100

show cam-acl-vlan

Display the number of flow processor (FP) blocks that is allocated for the different VLAN services.

Syntax

show cam-acl-vlan



Command Modes

Command History

Usage Information

Example

EXEC Privilege

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
9.8(0.0P5)
9.8(0.0P2)
9.3.(0.0)

After CAM configuration for ACL VLAN groups is performed, you must reboot the system to enable the settings to

Description

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S4810, S4820T, Z9000 and MXL platforms

be stored in nonvolatile storage. During the initialization of CAM, the chassis manager reads the NVRAM and
allocates the dynamic VCAP regions.

The following table describes the output fields of this show command:

Field

Chassis Vlan Cam
ACL

Stack Unit
<number>

Current Settings(in
block sizes)

VlanOpenFlow

Vlanlscsi

VlanHp
VlanFcoe

VianAclOpt

Description

Details about the CAM blocks allocated for ACLs for various VLAN operations at a
system-wide, global level.

Details about the CAM blocks allocated for ACLs for various VLAN operations for a
particular stack unit.

Information about the number of FP blocks that are currently in use or allocated.

Number of FP blocks for VLAN open flow operations.

Number of FP blocks for VLAN internet small computer system interface (iSCSI)
counters.

Number of FP blocks for VLAN high performance processes.
Number of FP blocks for VLAN Fiber Channel over Ethernet (FCoE) operations.

Number of FP blocks for ACL VLAN optimzation feature.

DellEMC# show cam-acl-vlan

-— Chassis Vlan Cam ACL --
Current Settings(in block sizes)

VlanOpenFlow :
VlanIscsi
VlanAclOpt
VlanHp
VlanFcoe
DellEMCH#

cam-acl-vian

Allocate the number of flow processor (FP) blocks or entries for VLAN services and processes.

Syntax

cam-acl-vlan { default |

<0-2>

R P DNOO

vlanopenflow <0-2> | vlaniscsi <0-2> | vlanaclopt



Parameters
default Reset the number of FP blocks to default. By default, O groups are allocated for the ACL

in VCAP. ACL VLAN groups or CAM optimization is not enabled by default, and you need
to allocate the slices for CAM optimization.

vianopenfiow <0-2>  Aliocate the number of FP blocks for VLAN open flow operations.

vlaniscsi <0-2> Allocate the number of FP blocks for VLAN iSCSI counters.

vlanaclopt <0-2> Allocate the number of FP blocks for the ACL VLAN optimization feature.

Default If you use the default keyword with the cam-acl-vl1an command, the FP blocks allocated for VLAN
processes are restored to their default values. No FP blocks or dynamic VLAN Content Aware Processor (VCAP)
groups are allocated for VLAN operations by default.

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.5(0.1) Introduced on the Z9500.

9.3(0.0) Introduced on the S4810 and Z9000 platforms.

Usage Information ~ The VLAN ContentAware Processor (VCAP) application is a pre-ingress CAP that modifies the VLAN settings
before packets are forwarded. To support the ACL CAM optimization functionality, the CAM carving feature is
enhanced. A total of four VACP groups are present, of which two are for fixed groups and the other two are for
dynamic groups. Out of the total of two dynamic groups, you can allocate zero, one, or two flow processor (FP)
blocks to iISCSI Counters, OpenFlow and ACL Optimization. You can configure only two of these features at a point
in time.

show cam-usage

View the amount of CAM space available, used, and remaining in each partition (including IPv4 Flow and Layer 2 ACL sub-partitions).

Syntax show cam-usage [acl | router | switch]

Parameters
acl (OPTIONAL) Enter the keyword ac1 to display Layer 2 and Layer 3 ACL CAM usage.
router (OPTIONAL) Enter the keyword router to display Layer 3 CAM usage.
switch (OPTIONAL) Enter the keyword switch to display Layer 2 CAM usage.

Command Modes EXEC

EXEC Privilege



Command History

Usage Information

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
9.8(0.0P5)
9.8(0.0P2)
9.3.(0.0)

Description

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the S4810, S4820T, Z9000 and MXL platforms

The following regions must be provided in the show cam-usage output:

L3AclCam
L2AcICam
VBAcICam

The following table describes the output fields of this show command:

Field
StackUnit
Portpipe
CAM Partition
Total CAM
Used CAM
Available CAM

Description

The Stack unit number

The hardware path that packets follow through a system for ACL optimization
Type of area in the CAM block that is used for ACL VLAN groups

Total amount of space in the CAM block

Amount of CAM space that is currently in use

Amount of CAM space that is free and remaining to be allocated for ACLs

Example 1: Output of pe11EMC#show cam-usage

the show cam-usage Stackunit|Portpipe| CAM Partition | Total CAM | Used CAM |Available CAM
Command | | | | |
1 | 0 | IN-L2 ACL \ 1536 \ 0 | 1536
| | IN-L3 ACL \ 1024 \ 1 | 1023
| | IN-L3 FIB | 49152 | 6 | 49146
| | IN-V6 ACL \ 0 \ 0 | 0
| | IN-NLB ACL \ 0 \ 0 | 0
| | IPMAC ACL \ 0 \ 0 | 0
| | OUT-L2 ACL | 206 | 9 | 197
| | OUT-L3 ACL \ 178 \ 9 | 169
| | OUT-V6 ACL \ 178 \ 4 | 174
2 | 0 | IN-L2 ACL \ 1536 \ 0 | 1536
| | IN-L3 ACL | 1024 | 1 | 1023
| | IN-L3 FIB \ 49152 \ 6 | 49146
| | IN-V6 ACL \ 0 \ 0 | 0
| | IN-NLB ACL \ 0 \ 0 | 0
| | IPMAC ACL \ 0 \ 0 | 0
| | OUT-L2 ACL \ 206 \ 9 | 197
| | OUT-L3 ACL \ 178 \ 9 | 169
| | OUT-V6 ACL \ 178 \ 4 | 174
3 | 0 | IN-L2 ACL \ 1536 \ 0 | 1536
| | IN-L3 ACL \ 1024 \ 1 | 1023
| | IN-L3 FIB \ 49152 \ 6 | 49146
| | IN-V6 ACL \ 0 \ 0 | 0
| | IN-NLB ACL | 0 | 0 | 0
| | IPMAC ACL \ 0 \ 0 | 0
| | OUT-L2 ACL \ 206 \ 9 | 197
| | OUT-L3 ACL \ 178 \ 9 | 169
| | OUT-V6 ACL | 178 | 4 | 174

Codes: * - cam usage is above 90%.



Example 2: Output  pel1EMC#show cam-usage acl
of the show cam- Stackunit|Portpipe| CAM Partition | Total CAM | Used CAM |Available CAM

usage acl Command | | |

\ \
1 | 0 | IN-L2 ACL | 1536 | 0 | 1536
| | IN-L3 ACL | 1024 | 1 | 1023
| | IN-V6 ACL \ 0 \ 0 | 0
| | OUT-L2 ACL | 206 \ 9 | 197
| | OUT-L3 ACL | 178 | 9 | 169
| | OUT-V6 ACL | 178 | 4 | 174
2 | 0 | IN-L2 ACL | 1536 | 0 | 1536
| | IN-L3 ACL | 1024 \ 1 | 1023
| | IN-V6 ACL | 0 | 0 | 0
| | OUT-L2 ACL | 206 | 9 | 197
| | OUT-L3 ACL | 178 | 9 | 169
| | OUT-V6 ACL | 178 \ 4 | 174
3 | 0 | IN-L2 ACL | 1536 | 0 | 1536
| | IN-L3 ACL | 1024 | 1 | 1023
| | IN-V6 ACL \ 0 \ 0 | 0
| | OUT-L2 ACL | 206 \ 9 | 197
| | OUT-L3 ACL | 178 | 9 | 169
| | OUT-V6 ACL | 178 | 4 | 174
Codes: * - cam usage is above 90%.
Example 3: Output  pe11EMC#show cam-usage router
of the show cam- Stackunit|Portpipe| CAM Partition | Total CAM | Used CAM |Available CAM
usage router | ‘ ‘ ‘ |
1 | 0 | IN-L3 FIB | 49152 | 3 | 49149
Command | | IN-L3 ACL | 1024 | 1 | 1023
| | IN-V6 ACL | 0 | 0 | 0
| | OUT-L3 ACL | 178 | 9 | 169
| | OUT-V6 ACL | 178 | 4 | 174
2 | 0 | IN-L3 FIB | 49152 \ 3 | 49149
| | IN-L3 ACL | 1024 | 1 | 1023
| | IN-V6 ACL | 0 | 0 | 0
| | OUT-L3 ACL | 178 | 9 | 169
| | OUT-V6 ACL | 178 \ 4 | 174
3 | 0 | IN-L3 FIB | 49152 | 3 | 49149
| | IN-L3 ACL | 1024 | 1 | 1023
| | IN-V6 ACL \ 0 \ 0 | 0
| | OUT-L3 ACL | 178 \ 9 | 169
| | OUT-V6 ACL | 178 | 4 | 174
Codes: * - cam usage is above 90%.
Example 4: Output  pel1EMC#show cam-usage switch
of the show cam- Stackunit|Portpipe| CAM Partition | Total CAM | Used CAM |Available CAM
usage switch | | | | |
1 | 0 | IN-L2 ACL | 1536 | 0 | 1536
Command | | OUT-L2 ACL | 206 | 9 | 197
2 | 0 | IN-L2 ACL | 1536 \ 0 | 1536
| | OUT-L2 ACL | 206 | 9 | 197
3 | 0 | IN-L2 ACL | 1536 | 0 | 1536
| | OUT-L2 ACL | 206 | 9 | 197
Codes: * - cam usage is above 90%.

show running config acl-vlan-group

Display the running configuration of all or a given ACL VLAN group.

Syntax show running config acl-vlan-group group name



Parameters
group-name Display only the ACL VLAN group that is specified. The maximum group name is 140

characters.

Default None

Command Modes EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.3.(0.0) Introduced on the S4810, S4820T, Z9000 and MXL platforms
Examples The following sample output shows the line-by-line style display when using the show running-config acl-

vlan-group option. Note that no group or access list names are truncated
Dell #show running-config acl-vlan-group

|
acl-vlan-group Test

member vlan 1-100

ip access-group test in

DellEMC#show running-config acl-vlan-group Test
i

acl-vlan-group Test
member vlan 1-100

ip access-group test in
DellEMC#

acl-vlan-group

Create an ACL VLAN group.

Syntax acl-vlan-group {group name}
To remove an ACL VLAN group, use the no acl-vlan-group {group name} command.

Parameters
group-name Specify the name of the ACL VLAN group. The name can contain a maximum 140
characters.
Default No default behavior or values

Command Modes CONFIGURATION

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.



Version Description

9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.3.(0.0) Introduced on the S4810, S4820T and Z9000 platforms

Usage Information Yoy can have up to eight different ACL VLAN groups at any given time. When you configure an ACL VLAN group,
you enter the ACL VLAN Group Configuration mode.

To avoid the problem of excessive consumption of CAM area, you can configure ACL VLAN groups that combines
all the VLANSs that are applied with the same ACL in a single group. A unique identifier for each of ACL attached to
the VLAN is used as a handle or locator in the CAM area instead of the VLAN id. This method of processing
signficiantly reduces the number of entries in the CAM area and saves memory space in CAM.

You can create an ACL VLAN group and attach the ACL with the VLAN members. Optimization is applicable only
when you create an ACL VLAN group. If you apply an ACL separately on the VLAN interface, each ACL maps with
the VLAN and increased CAM space utilization occurs.

Attaching an ACL individually to VLAN interfaces is similar to the behavior of ACL-VLAN mapping storage in CAM
prior to the implementation of the ACL VLAN group functionality.

show acl-vlan-group detail

Display all the ACL VLAN Groups or display a specific ACL VLAN Group by name. To display the names in their entirety, the output displays
in a line-by-line format.

Syntax show acl-vlan-group detail

Parameters ]
detail Display information in a line-by-line format to display the names in their entirety.

Without the detail option, the output is displayed in a table style and information may be
truncated.

Default No default behavior or values

Command Modes EXEC

EXEC Privilege

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.3.(0.0) Introduced on the S4810, S4820T, Z9000 and MXL platforms

Usage Information The output for this command displays in a line-by-line format. This allows the ACL-VLAN-Group names (or the
Access List Group Names) to display in their entirety.



Examples The following sample output shows the line-by-line style display when using the show acl-vlan-group
detail option. Note that no group or access list names are truncated

DellEMC# show acl-vlan-group detail

Group Name
Test
Egress IP Acl
Ingress IP Acl
test
Ingress IPV6 Acl

Vlan Members
1-100
DellEMC#

description (ACL VLAN Group)

Add a description to the ACL VLAN group.

Syntax description description
Parameters

description Enter a description to identify the ACL VLAN group (80 characters maximum).
Default No default behavior or values

Command Modes CONFIGURATION (conf-acl-vl-grp)

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.3.(0.0) Introduced on the S4810, S4820T, and Z9000 platforms

Usage Information Enter a description for each ACL VLAN group that you create for effective and streamlined administrative and
logging purposes.



Bidirectional Forwarding Detection (BFD)

Bidirectional forwarding detection (BFD) is a detection protocol that provides fast forwarding path failure detection.

The Dell EMC Networking OS implementation is based on the standards specified in the IETF Draft draft-ietf-bfd-base-03, and supports
BFD on all Layer 3 physical interfaces including VLAN interfaces and port-channels

Topics:

bfd all-neighbors

bfd enable (Configuration)
bfd enable (Interface)

bfd interval

bfd protocol-liveness

ip route bfd

ip ospf bfd all-neighbors
ipv6 ospf bfd all-neighbors
ipv6 route bfd

isis bfd all-neighbors
neighbor bfd disable
show bfd neighbors

vrrp bfd neighbor

bfd all-neighbors

Enable BFD sessions with all neighbors discovered by Layer 3 protocols virtual router redundancy protocol (VRRP), intermediate system to
intermediate system (IS-IS), open shortest path first (OSPF), OSPFv3, or border gateway protocol (BGP) on router interfaces, and
(optionally) reconfigure the default timer values.

Syntax bfd all-neighbors [interval interval min rx min rx multiplier value role
{active | passive}]
Parameters
interval milliseconds (OPTIONAL) Enter the keyword interval to specify non-default BFD session
parameters beginning with the transmission interval. The range is from 50 to 1000. The
default is 200. Dell EMC recommends using more than 100 milliseconds.

min_rx milliseconds  Enter the keyword min_rx to specify the minimum rate at which the local system would
like to receive control packets from the remote system. The range is from 50 to 1000. The
default is 200. Dell EMC recommends using more than 100 milliseconds.

multiplier value Enter the keyword multiplier to specify the number of packets that must be missed
in order to declare a session down. The range is from 3 to 50. The default is 3.

role [active | Enter the role that the local system assumes:

passive]
Active — The active system initiates the BFD session. Both systems can be active

for the same session.



Passive — The passive system does not initiate a session. It only responds to a
request for session initialization from the active system.

The default is active.

Defaults See Parameters.

Command Modes ROUTER OSPF
ROUTER OSPFv3
ROUTER BGP
ROUTER ISIS

Command History  This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

913(0.0) Introduced support for enabling BFD on non-default VRFs for IPv4 BGP, default, and non-
default VRFs for IPv6 BGP on the S3100 series, S3048—0N, S4048-0N, S4048T-ON,
S5000, S6000, S6000—-ON, S6010-ON, S6100—-0ON, C9010, 29500, and Z9100-ON.

an(21pP1) Introduced support for enabling BFD on non-default VRFs for OSPFv2 on all the
remaining Dell EMC Networking OS platforms.

Introduced support for enabling BFD on non-default VRFs for OSPFv3 on all the Dell
EMC Networking OS platforms.

910(0.2) Introduced support for enabling BFD on non-default VRFs for OSPFv2 on the S3048—
ON, S4048-0N, S4048T-ON, S6010-ON, Z9100—ON, and S6100—ON.

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.0.20 Introduced on the S6000.

9.2(1.0) Introduced on the Z9500.

9.2.(0.0) Introduced BFD for VRRP and OSPFv3 on Z9000, S4810, and S4820T.

9.0.00 Introduced BFD for BGP on the Z9000.

83190 Introduced on the S4820T.

8.3.80 Introduced BFD for BGP on the S4810.

8413 Introduced BFD for BGP on the E-Series.



Usage Information

Version
8.21.0
7610
7510
7410

Description

Introduced BFD for OSPF and ISIS on the E-Series.
Introduced BFD for OSPF on the C-Series.
Introduced BFD for ISIS on the E-Series.
Introduced BFD for OSPF on the E-Series.

All neighbors inherit the timer values configured with the bfd neighbor command except in the following cases:

Timer values configured with the isis bfd all-neighborsorip ospf bfd all-neighbors
commands in INTERFACE mode override timer values configured with the bfd neighbor command.
Likewise, using the no bfd neighbor command does not disable BFD on an interface if you explicitly enable
BFD using the isis bfd all-neighbors command.

Neighbors that have been explicitly enabled or disabled for a BFD session with the bfd neighbor or

neighbor bfd disable commandsin ROUTER BGP mode do not inherit the global BFD enable/disable
values configured with the bfd neighbor command or configured for the peer group to which a neighbor
belongs. The neighbors inherit only the global timer values (configured with the bfd neighbor command).

You can only enable BFD for VRRP in INTERFACE command mode (vrrp bfd all-neighbors).

You can enable BFD on both default and nondefault VRFs for OSPF and BGP protocols for both IPv4 and IPv6

neighbors.

q NOTE: The bfd all-neighbors command is applicable for both IPv4 and IPv6 BGP sessions.

bfd enable (Configuration)

Enable BFD on all interfaces.

Syntax

Defaults
Command Modes

Command History

bfd enable

Disable BFD using the no bfd enable command.

BFD is disabled by default.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
9.8(2.0)
9.8(0.0P5)
9.8(0.0P2)
9.2(1.0)
9000
8.319.0

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.

Introduced on the S3100 series.

Introduced on the S4048-ON.

Introduced on the S3048-ON.

Introduced on the Z9500.

Introduced on the Z9000.

Introduced on the S4820T.



Version Description

83100 Introduced on the S4810.

8210 Introduced on the E-Series.
7610 Introduced on the C-Series.
7410 Introduced on the E-Series.

bfd enable (Interface)

Enable BFD on an interface.
Syntax bfd enable
Defaults BFD is enabled on all interfaces when you enable BFD from CONFIGURATION mode.

Command Modes INTERFACE

Command History  Thjs guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(01) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
9.8(2.0) Introduced on the S3100 series.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.2(1.0) Introduced on the Z9500.
9.0.00 Introduced on the Z9000.
8.3.190 Introduced on the S4820T.
8.3.10.0 Introduced on the S4810.
8210 Introduced on the E-Series.
7610 Introduced on the C-Series.
7410 Introduced on the E-Series.

bfd interval

Specify non-default BFD session parameters beginning with the transmission interval.
Syntax bfd interval interval min rx min rx multiplier value role {active | passive}

Parameters
interval milliseconds  Enter the keywords interval to specify non-default BFD session parameters beginning

with the transmission interval. The range is from 50 to 1000. The default is 200. Dell EMC
recommends using more than 100 milliseconds.



Defaults
Command Modes

Command History

Example

min_rx milliseconds

multiplier value

role [active |
passive]

Refer to Parameters.

INTERFACE

Enter the keywords min rx to specify the minimum rate at which the local system would
like to receive control packets from the remote system. The range is from 50 to 1000. The
default is 200. Dell EMC recommends using more than 100 milliseconds.

Enter the keywords multiplier to specify the number of packets that must be missed
in order to declare a session down. The range is from 3 to 50. The default is 3.

Enter the role that the local system assumes:

Active — The active system initiates the BFD session. Both systems can be active
for the same session.

Passive — The passive system does not initiate a session. It only responds to a
request for session initialization from the active system.

The default is Active.

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version
910(0.1)
910(0.0)
98(2.0)
9.8(0.0P5)
98(0.0P2)
9.2(1.0)
9.0.00
8.3.190
8.3.10.0
8210
7610
7410

Description

Introduced on the S6010-ON and S4048T-ON.
Introduced on the S3148.
Introduced on the S3100 series.
Introduced on the S4048-ON.
Introduced on the S3048-ON.
Introduced on the Z9500.
Introduced on the Z9000.
Introduced on the S4820T.
Introduced on the S4810.
Introduced on the E-Series.
Introduced on the C-Series.

Introduced on the E-Series.

DellEMC (conf-if-gi-1/3)# bfd interval 250 min rx 300 multiplier 4 role passive
DellEMC (conf-if-gi-1/3)#

bfd protocol-liveness

Enable the BFD protocol liveness feature.

Syntax
Defaults

Command Modes

bfd protocol-liveness

Disabled
CONFIGURATION



Command History  Ths guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

910(0.1) Introduced on the S6010-ON and S4048T-ON.
910(0.0) Introduced on the S3148.
9.8(2.0) Introduced on the S3100 series.
9.8(0.0P5) Introduced on the S4048-ON.
9.8(0.0P2) Introduced on the S3048-ON.
9.2(1.0) Introduced on the Z9500.
9.0.0.0 Introduced on the Z9000.
8319.0 Introduced on the S4820T.
83100 Introduced on the S4810.
7410 Introduced on the E-Series.

Usage Information Protocol Liveness is a feature that notifies the BFD Manager when a client protocol (for example, OSPF and ISIS)
is disabled. When a client is disabled, all BFD sessions for that protocol are torn down. Neighbors on the remote
system receive an Admin Down control packet and are placed in the Down state. Peer routers might take
corrective action by choosing alternative paths for the routes that originally pointed to this router.

ip route bfd

Enable BFD for all neighbors configured through static routes.

Syntax ip route bfd [prefix-list prefix-list-name] [interval interval min rx min rx
multiplier value role {active | passive}]
To disable BFD for all neighbors configured through static routes, use the no ip route bfd [vrf vrf-
name] [prefix-list prefix-list-name] [interval interval min rx min rx

multiplier value role {active | passive}] command.

Parameters
prefix-list prefix-list-  (Optional) Enter the keyword prefix-1ist followed by the name of the prefix list to

name enable or disable BFD on specific neighbors.

interval milliseconds (OPTIONAL) Enter the keywords interval to specify non-default BFD session
parameters beginning with the transmission interval. The range is from 50 to 1000. The
default is 200.

min_rx milliseconds  Enter the keywords min_rx to specify the minimum rate at which the local system
receives control packets from the remote system. The range is from 50 to 1000. The
default is 200.

multiplier value Enter the keywords multiplier to specify the number of packets that must be missed
in order to declare a session down. The range is from 3 to 50. The default is 3.

role [active | Enter the role that the local system assumes:

passive] ) e . :
Active — active system initiates the BFD session. Both systems can be active for

the same session.



Defaults
Command Modes

Command History

Passive — passive system does not initiate a session. It only responds to a request
for session initialization from the active system.

The default is Active.

See Parameters.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
Networking OS Command Line Reference Guide.

Version Description

913(0.0) Introduced the vr £ keyword on S3100 series, S3048—0N, S4048-0N, S4048T-ON,
S5000, S6000, S6000-ON, S6010-ON, S6100-ON, C9010, 29500, and Z9100—ON.

912(1.0) Introduced on the S5048F-ON.

9Nn(2.5) Introduced the vr £ keyword on the Z9100-ON.

911(0.0) Introduced the prefix-1ist keyword.

910(0.1) Introduced on the S6010-ON and S4048T-ON.

910(0.0) Introduced on the S3148.

910(0.0) Introduced on the S6100-ON.

9.8(2.0) Introduced on the S3100 series.

9.8(1.0) Introduced on the Z9100—ON.

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.7(0.0) Introduced on the S6000—-ON.

9.3.(0.0) Introduced on S6000.

9.2(1.0) Introduced on the Z9500.

9.2.(0.0) Introduced on Z9000, S4810, and S4820T.

8210 Introduced on the E-Series.

7610 Introduced on the C-Series.

7410 Introduced on the E-Series.

ip ospf bfd all-neighbors

Establish BFD sessions with all OSPF neighbors on a single interface or use non-default BFD session parameters.

Syntax

Parameters

ip ospf bfd all-neighbors [disable | [interval interval min rx min rx
multiplier value role {active | passive}]]

To disable all BFD sessions on an OSPF interface implicitly, use the no ip ospf bfd all-neighbors
disable command in interface mode..

disable (OPTIONAL) Enter the keyword disable to disable BFD on this interface.



interval milliseconds (OPTIONAL) Enter the keyword interval to specify non-default BFD session
parameters beginning with the transmission interval. The range is from 50 to 1000. The
default is 200.

min_rx milliseconds  Enter the keywords min_rx to specify the minimum rate at which the local system
receives control packets from the remote system. The range is from 50 to 1000. The
default is 200.

multiplier value Enter the keyword multiplier to specify the number of packets that must be missed
in order to declare a session down. The range is from 3 to 50. The default is 3.

role [active | Enter the role that the local system assumes:

passive] ) e . :
Active — active system initiates the BFD session. Both systems can be active for

the same session.

Passive — passive system does not initiate 