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Getting Started

Dell EMC Networking OS10 Enterprise Edition is a network operating system (OS) supporting multiple architectures and environments. The
networking world is moving from a monoalithic stack to a pick-your-own-world. The OS10 solution allows disaggregation of the network
functionality.

DevOps .. |.| NetOps
Mative Linux Apps 3rd Party Apps 0510 Apps
Common
Management g
Services (CMS) ]
L2/L3 Protocols - ,::_.‘
Q
B
2
Policy Control 3
Development Environment via Control Plane Services (CPS) %
2
0S10 OPEN Edition (Native Linux) —§
&
Platform Abstraction via Switch Abstraction Interface (SAl) ‘§

Solutions

Integrates enabled devices into an existing infrastructure
Provides up-to-date security fixes that supports a large community of engineers and security experts
Utilizes an open distribution to simplify customized applications or open source applications

Requirements

Open network installation environment (ONIE)-enabled Dell EMC device
OS10 software image stored on an HT TP server or universal serial bus (USB) media
Familiarity with any Linux release

Supported Hardware

The Dell EMC switches supported are:

S53048-ON

S54048-0ON, S4048T-ON

S4112F-ON, S4112T-ON

S4128F-0ON, S4128T-ON

S4148F-0ON, S4148FE-ON, S4148T-ON, S4148U-ON
S4248FB-0ON, S4248FBL-ON

S5148F-ON
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S5212F-0ON, S5224F-ON, S5232F-0ON, S5248F-ON, S5296F-ON
S6010-ON

Z9100-ON

79264F-ON

® | NOTE: Starting from release 10.4.2.1, 0S10 supports the S5148F-ON platform.

Download OS10 image and license

OS10 Enterprise Edition may come factory-loaded and is available for download from the Dell Digital Locker (DDL). A factory-loaded OS10
image includes a perpetual license. An OS10 image that you download has a 120-day trial license and requires a perpetual license to run
beyond the trial period. For more information, see the Setup Guide shipped with your device and the following FAQs:

Frequently asked Questions
My Account FAQs

Download an OS10 image and license to:

Re-install the license on a Dell EMC ONIE switch with a factory-installed OS10 image and license.
Install OS10 on a Dell EMC ONIE switch without an OS or license installed:

— A device converted from OS9 or a third-party OS after you uninstall the original OS

— A replacement device received from Dell EMC return material authorization (RMA)

Upgrade an existing OS10 image.

Your OS10 purchase allows you to download software images posted within the first 90 days of ownership. To extend the software
entitlement, you must have a Dell EMC ProSupport or ProSupport Plus contract on your hardware.

Re-install license on factory-loaded OS10

OS10 Enterprise Edition runs with a perpetual license on a device with OS10 factory-loaded. The license file is installed on the switch. If the
license becomes corrupted or wiped out, you must download the license from DDL under the purchaser's account and re-install it.

Sign in to DDL using your account credentials.

Locate the hardware product name with the entitlement ID and order number.

Check that the device service tag displays in the Assigned To: field on the Products page.
Click Key Available for Download.

Select how to receive the license key — by email or downloaded to your local device.

Click Submit.

Save the License.zip file and follow the instructions in Install license to install the license.

N OO o N NN/

Download OS10 for a switch without OS installed

You can purchase the OS10 Enterprise Edition image with an after point-of-sale (APOS) order for a Dell EMC ONIE-enabled device that
does not have a default OS or license installed. After the order is complete, you receive an email notification with a software entitlement ID,
order number, and link to the DDL.

To extend the entitled download period, bind the software entitlement to the switch service tag to be the same time as the support
contract. By default, OS10 software entitlement allows you to download OS10 software images posted before the purchase date and within
90 days of the date.

Sign into DDL using your account credentials.
Locate your entitlement ID and order number sent by email, then select the product name.
On the Product page, the Assigned To: field on the Product tab is blank. Click Key Available for Download.

DN -

Enter the device service tag you purchased the OS10 Enterprise Edition for in the Bind to: and Re—enter ID: fields. This step
binds the software entitlement to the service tag of the switch.


https://www.dell.com/support/software/us/en/19/DEFAULT/QUICKSTARTGUIDE
https://www.dell.com/support/contents/us/en/19/ARTICLE/ESUPPORT-ORDER-SUPPORT/MY-ACCOUNT
HTTPS://WWW.DELL.COM/SUPPORT/SOFTWARE/
HTTPS://WWW.DELL.COM/SUPPORT/SOFTWARE/

5 Select how to receive the license key — by email or downloaded to your local device.

6  Click Submit to download the License.zip file.

7 Select the Available Downloads tab.

8  Select the OS10 Enterprise Edition release to download, then click Download.

9  Read the Dell End User License Agreement. Scroll to the end of the agreement, then click Yes, | agree.
10 Select how to download the software files, then click Download Now.

1 After you download the OS10 Enterprise Edition image, unpack the .tar file and store the OS10 binary image on a local server. To
unpack the .tar file, follow these guidelines:

Extract the OS10 binary file from the .tar file. For example, to unpack a .tar file on a Linux server or from the ONIE prompt, enter:
tar -xf tar filename

Generate a checksum for the downloaded OS10 binary image by running the md5sum command on the image file. Ensure that the
generated checksum matches the checksum extracted from the .tar file.

md5sum image filename

Copy the OS10 image file to a local server using the copy command.

To install an OS10 Enterprise Edition image and license, see Installation using ONIE and Install OS10 license.
Download an image for OS10 upgrade
To upgrade an existing OS10 image, download a new OS10 Enterprise Edition image from DDL.

Sign into DDL using your account credentials.

Locate the entry for your entitlement ID and order number, then select the product name.

Select the Available Downloads tab on the Product page.

Select the OS10 Enterprise Edition image to download, then click Download.

Read the Dell End User License Agreement, then scroll to the end of the agreement and click Yes, | agree.
Select how to download the software files, then click Download Now.

N o o N/

After you download the OS10 Enterprise Edition image, unpack the .tar file and store the OS10 binary image on a local server. To
unpack the .tar file, follow these guidelines:

Extract the OS10 binary file from the .tar file. For example, to unpack a .tar file on a Linux server or from the ONIE prompt, enter:
tar -xf tar filename

Generate a checksum for the downloaded OS10 binary image by running the md5sum command on the image file. Ensure that the
generated checksum matches the checksum extracted from the .tar file.

md5sum image filename

8  Copy the OS10 image file to a local server using the copy command.
To upgrade OS10, follow the procedure in OS10 upgrade.
RMA replacement

A replacement switch comes without an OS or license installed. If you receive a replacement switch, you must assign the STAG of the
replacement switch to the SW entitlement in DDL and install the OS10 software and license.

To download OS10 Enterprise Edition and the license, follow the steps for an ONIE switch without an OS installed. For complete installation
and license information, see Installation and Install OS10 license.

Installation using ONIE

Following the procedure laid out in this section, will lead to wiping out of all configurations present on the switch.

If you purchase an ONIE-only switch or if you want to replace an existing OS, you can install an OS10 software image using ONIE-based
auto-discovery or a manual installation:


HTTPS://WWW.DELL.COM/SUPPORT/SOFTWARE/

Automatic installation — ONIE discovers network information including the Dynamic Host Configuration Protocol (DHCP) server,
connects to an image server, and downloads and installs an image automatically.

Manual installation — Manually configure your network information if a DHCP server is not available or if you install the OS10 software
image using USB media.

If OS10 is pre-installed on a switch, zero-touch deployment (ZTD) is enabled by default. ZTD automatically downloads and installs an OS10
image in the standby partition. For more information, see Zero-touch deployment.

System setup

Before installation, verify that the system is connected correctly:

Connect a serial cable and terminal emulator to the console serial port — serial port settings are 115200, 8 data bits, and no parity.

Connect the Management port to the network to download an image over a network. To locate the Console port and the Management
port, see the platform-specific Installation Guide at www.dell.com/support.

Install 0S10

For an ONIE-enabled switch, navigate to the ONIE boot menu. An ONIE-enabled switch boots up with pre-loaded diagnostics (DIAGs) and
ONIE software.

| *ONIE: Install OS

| ONIE: Rescue

| ONIE: Uninstall OS
| ONIE: Update ONIE
| ONIE: Embed ONIE

| ONIE: Diag ONIE

Install OS — Boots to the ONIE prompt and installs an OS10 image using the Automatic Discovery process. When ONIE installs a new
OS image, the previously installed image and OS10 configuration are deleted.

Rescue — Boots to the ONIE prompt and allows manual installation of an OS10 image or ONIE update.

Uninstall OS — Deletes the contents of all disk partitions, including the OS10 configuration, except ONIE and diagnostics.
Update ONIE — Installs a new ONIE version.

Embed ONIE — Formats an empty disk and installs ONIE.

EDA DIAG — Runs the system diagnostics.

After the ONIE process installs an OS10 image and you later reboot the switch in ONIE: Install 0S mode (default), ONIE takes
ownership of the system and remains in Install mode (ONIE Install mode is sticky) until an OS10 image successfully installs again. To boot
the switch from ONIE for any reason other than installation, select the ONIE: Rescue or ONIE: Update ONIE option from the ONIE
boot menu.

During an automatic or manual OS10 installation, if an error condition occurs that results in an unsuccessful
installation and if there is an existing OS on the device, select Uninstall OS to clear the partitions. If the problem persists,
contact Dell EMC Technical Support.

Automatic installation

You can automatically install, also known as zero-touch install, an OS10 image on a Dell EMC ONIE-enabled device. After the device
successfully boots to ONIE: Install OS, auto-discovery obtains the hostname, domain name, Management interface IP address, and the IP
address of the domain name server (DNS) on your network from the DHCP server and DHCP options. The ONIE automatic-discovery
process locates the stored software image, starts installation, then reboots the device with the new software image.

If you insert USB device, auto-discovery searches the USB storage supporting FAT or EXT2 file systems. It also searches SCP, FTF, or
TFTP servers with the default DNS of the ONIE server. DHCP options are not used to provide the server IP. Auto discovery repeats until a
successful software image installation occurs and reboots the switch.


https://www.dell.com/support/

Example for automatic installation

1 Use themv image name onie-installer command to rename the image as onie-installer
mv PKGS 0S10-Base-10.3.1B.144-installer-x86 64.bin onie-installer

2 After renaming, the system enters the ONIE: Install mode. Enter the command onie-discovery-start, which
automatically discovers the onie-installer image from the DHCP server.

ONIE:/ # onie-discovery-start

discover: installer mode detected. Running installer.

Starting: discover... done.

ONIE:/ # Info: ethO: Checking link... up.

Info: Trying DHCPv4 on interface: ethO

ONIE: Using DHCPv4 addr: ethO: 10.10.10.17 / 255.0.0.0

Info: ethl: Checking link... down.

ONIE: ethl: link down. Skipping configuration.

ONIE: Failed to configure ethl interface

ONIE: Starting ONIE Service Discovery

Info: Fetching tftp://10.10.10.2/onie-installer-x86 64-dellemc s4148fe c2338
Info: Fetching tftp://10.10.10.2/onie-installer-dellemc s4148fe c2338
Info: Fetching tftp://10.10.10.2/onie-installer-x86 64-bcm

Info: Fetching tftp://10.10.10.2/onie-installer-x86 64

Info: Fetching tftp://10.10.10.2/onie-installer .

ONIE: Executing installer: tftp://10.10.10.2/onie-installer

Press <DEL> or <F2> to enter setup.
Welcome to GRUB!

GNU GRUB version 2.02~beta2+edalfe391
0S10-B

EDA-DIAG

ONIE Booting "OS10-A'

Loading 0S10

[ 3.883826] kvm: already loaded the other module

[ 3.967628] dummy-irg: no IRQ given. Use irg=N

[ 3.973212] mic_init not running on X100 ret -19

[ 3.980168] esas2r: driver will not be loaded because no ATTO esas2r devices were found
[ 4.021676] mtdoops: mtd device (mtddev=name/number) must be supplied

[ 5.092316] 18042: No controller found

[ 5.108356] fmc write eeprom fake-design-for-testing-f001: fmc write eeprom: no busid

passed, refusing all cards

[ 5.120111] intel rapl: driver does not support CPU family 6 model 77
[ 4.226593] systemd-fsck[493]: OS10-SYSROOT1: clean, 23571/426544 files, 312838/1704960
blocks

Debian GNU/Linux 8 0S10 ttySO
Dell EMC Networking Operating System (0S10)
0S10 login:

Manual installation

If a DHCP server is not available, you can manually install an OS10 software image. If the IP address for the Management port (eth0) is
not automatically discovered, ONIE sets the IP address to 192.168. 3. 10. You must manually configure the Management port and
configure the software image file to start installation.

1 Save the OS10 software image on an SCP/TFTP/FTP server.
2 Power up the switch and select ONIE Rescue for manual installation.

3 (Optional) Stop DHCP discovery if the device boots to ONIE Install.
$ onie-discovery-stop



4 Configure the IP addresses on the Management port, where x.x.x.x represents your internal IP address. After you configure the
Management port, the response is up.

$ ifconfig eth0 x.x.x.x netmask 255.255.0.0 up

5 Install the software on the device. The installation command accesses the OS10 software from the specified SCP, TFTP, or FTP URL,
creates partitions, verifies installation, and reboots itself.

$ onie-nos-install image filename location

For example, enter

ONIE:/ # onie-nos-install ftp://a.b.c.d/PKGS 0S10-Enterprise-x.x.xx.bin

Where a.b.c.d represents the location to download the image file from, and x.x.xx represents the version number of the software to
install.

The OS10 installer image creates several partitions, including OS10-A (active and default) and OS10-B (standby). After installation
completes, the switch automatically reboots and loads OS10.

Install manually using USB drive

You can manually install the OS10 software image using a USB device. Verify that the USB device supports a FAT or EXT2 file system. For
instructions to format a USB device in FAT or EXT2 format, see the accompanying Windows documentation for FAT formatting or Linux
documentation for FAT or EXT2 formatting.

1 Plug the USB storage device into the USB storage port on the switch.
Power up the switch to automatically boot using the ONIE: Rescue option.
(Optional) Stop ONIE discovery if the device boots to ONIE: Install.
$ onie-discovery-stop
4 Create a USB mount location on the system.
$ mkdir /mnt/media
5 Identify the path to the USB drive.
$ fdisk -1
6  Mount the USB media plugged in the USB port on the device.
$ mount -t vfat usb-drive-path /mnt/media
7 Install the software from the USB, where /mnt /media specifies the path where the USB partition is mounted.
$ onie-nos-install /mnt/media/image file

The ONIE auto-discovery process discovers the image file at the specified USB path, loads the software image, and reboots the switch.
See the ONIE User Guide for more information.

Log into OS10

To log in to OS10 Enterprise Edition, power up the switch and wait for the system to perform a power-on self test (POST). Enter admin
for both the default user name and user password. For better security, change the default admin password during the first OS10 login.
The system saves the new password for future logins. After you change the password through the CLI, enter the write memory
command to save the configuration.

0S10 login: admin

Password:

Last login: Wed Mar 6 07:26:37 UTC 2019 from 10.16.127.145 on pts/0
Linux AG2 4.9.110 #1 SMP Debian 4.9.110-3+deb9u4 x86 64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.


https://opencomputeproject.github.io/onie/user-guide/index.html#user-guide
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WARNING: Cluster manager is still using default credentials
$Warning : Default password for admin account should be changed to secure the system

Install OS10 license

If OS10 is factory-loaded on your switch, you do not need to install an OS10 license. If you download OS10 on a trial basis, OS10 comes with
a 120-day trial license. To continue with uninterrupted use, purchase and install a perpetual license to avoid the OS10 device rebooting every
72 hours.

After you install OS10 and log in, install the license to run OS10 Enterprise Edition beyond the trial period. For more information, see
Download OS10 image and license. The OS10 license is installed in the /mnt/license directory.

1 Download the License.zip file from DDL as described in Download OS10 image and license.
Open the zip file and locate the license file in the Dell folder. Copy the license file to a local or remote workstation.
3 Install the license file from the workstation in EXEC mode.
license install {ftp: | http: | localfs: | scp: | sftp: | tftp: | usb:} filepath/filename
ftp://userid:passwd@hostip/filepath — Copy from a remote FTP server.
http://hostip/filepath — Copy from aremote HTTP server.
http://hostip — Send request to a remote HTTP server.
localfs://filepath — Install from a local file directory.
scp://userid:passwd@hostip/filepath — Copy from aremote SCP server.
sftp://userid:passwd@hostip/filepath — Copy from a remote SFTP server.
tftp://hostip/filepath — Copy from aremote TFTP server.
usb: //filepath — Install from a file directory on a storage device connected to the USB storage port on the switch.

filepath/filename — Enter the directory path where the license file is stored.
Install license — SCP
0S10# license install scp://user:userpwd@10.1.1.10/CFNNX42-NOSEnterprise-License.xml
License installation success.

Install license — localfs

Follow these steps to install a license from a local file directory:

1 Copy the license file from the ftp server location to the home directory on the system.
0S10# copy ftp://admin:admin@10.11.95.101//home/admin/LADF/7B90002-NOSEnterprise-License.XML
home://7B900Q2-NOSEnterprise-License.XML

2  (optional) Use the show copy-file status command to check the status of the file copy.

0S10# show copy-file status
File Transfer State: idle



State Detail: idle

Task Start: 2019-02-15T00:46:35Z
Task End: 2019-02-15T00:46:36%
Transfer Progress: 100 %

Transfer Bytes: 3795 bytes

File Size: 3795 bytes

Transfer Rate: 8 kbps

3 Verify that the license is present in the home directory of your system.
0S10# dir home

Directory contents for folder: home
Date (modified) Size (bytes) Name

2019-02-15T00:47:25Z 3795 7B900Q2-NOSEnterprise-License.XML
4 Execute the 1icense install command specifying the path to the home directory location where the license was downloaded in
step 1.

0S10# license install localfs://home/admin/7B900Q2-NOSEnterprise-License.XML
[ 5784.994389] EXT4-fs error (device dm-0): ext4 has uninit itable:3039: comm
CPS _API instanc: Inode table for bg 0 marked as needing zeroing

License installation success.

Verify license installation

0S10# show license status

System Information

Vendor Name : Dell

Product Name 3 S30480N

Hardware Version g AQ1

Platform Name 3 x86 64-dell s3000 c2338-r0
PPID : CNOBYWEFG282983APSU02

Service Tag : 7B900Q2
Product Base :

Product Serial Number:

Product Part Number

License Details

Software 3 0S10-Enterprise

Version 3 10.4.3.0

License Type : PERPETUAL

License Duration: Unlimited

License Status : Active

License location: /mnt/license/7B900Q2.1lic

Troubleshoot license installation failure

An error message displays if the installation fails.

License installation failed

1 Verify the installation path to the local or remote license location.
2 Check the log on the remote server to find out why the FTP or TFTP file transfer failed.

3 Ping the remote server from the switch — use the ping and traceroute commands to test network connectivity. Check the
following if ping fails:

If the remote server is reachable through the management route, check if the management route is configured correctly.
If the remote server is reachable through a front-panel port, check if the static or dynamic route is present.

Install the server with the license file on the same subnet as the switch.

Check if the server is up and running.



Zero-touch deployment

Zero-touch deployment (ZTD) allows OS10 users to automate switch deployment:

Upgrade an existing OS10 image.
Execute a CLI batch file to configure the switch.
Execute a post-ZTD script to perform additional functions.

ZTD is enabled by default when you boot up a switch with a factory-installed OS10 for the first time or when you perform an ONIE: 0S
Install from the ONIE boot menu. When a switch boots up in ZTD mode, it starts the DHCP client on all interfaces — management and
front-panel ports. ZTD configures all interfaces for untagged VLAN traffic. The switch obtains an IP address and a ZTD provisioning script
URL from a DHCP server running on the network, and downloads and executes the ZTD script.

ZTD is supported only in an IPv4 network. ZTD is not supported by DHCPVE.
At least one of the front-panel ports connected to the network on which the DHCP server is running must be in non-breakout mode.

After booting up in ZTD mode, if a switch receives no DHCP server response with option 240 within five minutes, it automatically exits
ZTD mode. During this time, you can abort ZTD by entering the ztd cancel command. The command unlocks the switch
configuration so that you can enter OS10 CLI commands.

When ZTD is enabled, the command-line interface is locked so that you cannot enter OS10 configuration commands. Only show
commands are available.

According to the contents of the provisioning script, ZTD performs these tasks in this sequence. Although Steps 2, 3 and 4 are each
optional, you must enter a valid URL path for at least one of the IMG_FILE, CLI CONFIG FILE, and POST SCRIPT FILE variables.
For example, if you only want to configure the switch, enter only a CLI_CONFIG_FILE URL value. In this case, ZTD does not upgrade the
0810 image and does not execute a post-ZTD script.

1 ZTD downloads the files specified in the ZTD provisioning script — OS10 image, CLI configuration batch file, and post-ZTD script.

In the provisioning script, enter the file names for the IMG FILE, CLI CONFIG FILE, and POST SCRIPT FILE variables as
shown in ZTD provisioning script.

If no file names are specified, OS10 immediately exits ZTD and returns to CLI configuration mode.
If the download of any of the specified files fails, ZTD stops. OS10 exits ZTD and unlocks the CLI configuration mode.

2 If an OS10 image is specified for IMG_FILE, ZTD installs the software image in the standby partition. If no configuration file is
specified for CLI_CONFIG_FILE, ZTD reloads the switch with the new OS10 image.

3 If an OS10 CLI batch file with configuration commands is specified for CLI_CONFIG_FILE, ZTD executes the commands in the
PRE-CONFIG and POST-CONFIG sections. After executing the PRE-CONFIG commands, the switch reloads with the new OS10
image and then executes the POST-CONFIG commands. For more information, see ZTD CLI batch file.

4 If a post-ZTD script file is specified for POST SCRIPT FILE, ZTD executes the script. For more information, see Post-ZTD script.

(D | NOTE: The ZTD process performs a single switch reboot. The switch reboot occurs only if either a new 0S10 image is installed
or if the PRE-CONFIG section of the CLI batch file has configuration commands that are executed.

ZTD prerequisites

Store the ZTD provisioning script on a server that supports HT TP connections.
Store the OS10 image, CLI batch file, and post-ZTD script on a file server that supports either HTTP, FTP, SFTP, or TFTP connections.
Configure the DHCP server to provide option 240 that returns the URL of the ZTD provisioning script.

In the ZTD provisioning script, enter the URL locations of an OS10 image, CLI batch file, and/or post-ZTD script. Enter at least one
URL, otherwise the ZTD fails and exits to CLI configuration mode.

ZTD guidelines

You can store the ZTD provisioning script, OS10 image, CLI batch file, and post-ZTD script on the same server, including the DHCP
server.

Write the ZTD provisioning script in bash.

Write the post-ZTD script in bash or Python. Enter #! /bin/bashor #!/usr/bin/python as the first line in the script. The default
python interpreter in OS10 is 2.7.



Use only common Linux commands, such as curl, and common Python language constructs. OS10 only provides a limited set of Linux
packages and Python libraries.

ZTD is disabled by default on automatically provisioned switch fabrics, such as Isilon backend, PowerEdge MX, and VxRail.

Cancel ZTD in progress

To exit ZTD mode and manually configure a switch by entering CLI commands, stop the ZTD process by entering the ztd cancel
command. You can enter ztd cancel only when ZTD is in a waiting state; that is, before it receives an answer from the DHCP server.
Otherwise, the command returns an error message; for example:

0S10# ztd cancel

o)

% Error: ZTD cancel failed. ZTD process already started and cannot be cancelled at this stage.
Disable ZTD

To disable ZTD, enter the reload command. The switch reboots in ZTD disabled mode.

Re-enable ZTD

To automatically upgrade OS10 and/or activate new configuration settings, re-enable ZTD by rebooting the switch. Enter the reload
ztd command. You are prompted to confirm the deletion of the startup configuration.

(O | NOTE: To upgrade OS10 without losing the startup configuration, back up the startup configuration before ZTD runs the
provisioning script. Then use the backup startup configuration to restore the previous system configuration.

0S10# reload ztd
This action will remove startup-config [confirm yes/no]:

View ZTD status

0S10# show ztd-status

ZTD Status : disabled

ZTD State : completed

Protocol State : idle

Reason : ZTD process completed successfully at Mon Jul 16 19:31:57 2018
ZTD logs

ZTD generates log messages about its current status.

[0osl0:notify], %Dell EMC (0S10) %ZTD-IN-PROGRESS: Zero Touch Deployment
applying post configurations.

ZTD also generates failure messages.

[0s1l0:notify], %Dell EMC (0S10) $ZTD-FAILED: Zero Touch Deployment failed to
download the image.

Troubleshoot configuration locked

When ZTD is enabled, the CLI configuration is locked. If you enter a CLI command, the error message configuration is locked
displays. To configure the switch, disable ZTD by entering the ztd cancel command.

0S10# configure terminal

o)

% Error: ZTD is in progress (configuration is locked) .
0S10# ztd cancel



ZTD DHCP server configuration

For ZTD operation, configure a DHCP server in the network by adding the required ZTD options; for example:

option domain-name "example.org";
option domain-name-servers nsl.example.org, ns2.example.org;
option ztd-provision-url code 240 = text;

default-lease-time 600;
max—-lease-time 7200;

subnet 50.0.0.0 netmask 255.255.0.0 {
range 50.0.0.10 50.0.0.254;
option routers rtr-239-0-1.example.org, rtr-239-0-2.example.org;

}

host ztd-leafl {

hardware ethernet 90:bl:1c:f4:a9:bl;
fixed-address 50.0.0.8;

option ztd-provision-url "http://50.0.0.1/ztd.sh";
}

ZTD provisioning script

Create a ZTD script file that you store on an HTTP server. Configure the URL of the script using DHCP option 240 (ztd-provision-
url) on the DHCP server.

ZTD downloads and executes the script to upgrade the OS10 image, configure the switch, and execute a post-ZTD script to perform
additional functions.

Write the ZTD provisioning script in bash. Enter # ! /bin/bash as the first line in the script. You can use the sample script in this
section as a basis.

For IMG_FILE, enter the URL path of the OS10 image to download and upgrade the switch. The image is written to the standby
partition.

For CLI_CONFIG_FILE, enter the URL path of the CLI batch file to download and execute.
For POST SCRIPT_ FILE, enter the URL path of the script to execute.
(| NOTE: Enter each ZTD file URL in the provisioning script with a Unix-style line
ending.
ZTD fails and exits to CLI configuration mode if:
— You do not specify at least one valid URL for the IMG FILE, CLI CONFIG FILE, and POST SCRIPT FILE variables.

— Anyofthe IMG FILE, CLI CONFIG FILE,and POST SCRIPT FILE entries are invalid or if specified, the files cannot be
downloaded.

For the IMG_FILE, CLI_CONFIG FILE, and POST SCRIPT FILE files, you can specify HTTP, SCP, SFTP, or TFTP URLs. For
example:

scp://userid:passwd@hostip/filepath
sftp://userid:passwd@hostip/filepath
Example

#!/bin/bash

S kR
#

#

# Example 0S10 ZTD Provisioning Script



#
#
i asasasadasatasatatatatttatatdtdditidiiidiidiiididiiiidiiddiadAdi

###4## 44444 UPDATE THE BELOW CONFIG VARIABLES ACCORDINGLY ##########4
#4#4# #4444 ATLEAST ONE OF THEM SHOULD BE FILLED #########4#4##4#4444#

IMG FILE="http://50.0.0.1/0S10.bin”
CLI _CONFIG FILE="http://50.0.0.1/cli config"
POST SCRIPT FILE="http://50.0.0.1/no_post script.py"

FHEHHF A4 HFE4HFE4HHE DO NOT MODIFY THE LINES BELOW ###### 4444444444444 4444
sudo o0sl10_ ztd start.sh "$IMG FILE" "$CLI CONFIG FILE" "SPOST SCRIPT FILE"

SEEEEEEEE R R * *END* * G

ZTD CLI batch file

Create a CLI batch file that ZTD downloads and executes to configure a switch. The ZTD CLI batch file consists of two sections: PRE-
CONFIG and POST-CONFIG.

ZTD executes the PRE-CONFIG commands first using the currently running OS10 image, not the OS10 image specified in the provisioning
script. ZTD saves the PRE-CONFIG settings to the startup configuration.

If PRE-CONF'IG commands are present, ZTD reloads the switch before executing the commands in the POST-CONFIG section. Enter
0OS10 configuration commands that require a switch reload, such as switch-port-profile, in the PRE-CONFIG section. If ZTD
installs a new OS10 image (IMG_FILE), the new image is activated after the reload.

ZTD then executes the POST-CONFIG commands and saves the new settings in the startup configuration. No additional switch reload is
performed.

POST_ CONFIG — Designed to take the entire show running config output.

Example

# PRE-CONFIG
switch-port-profile 1/1 profile-2

# POST-CONFIG

snmp-server community public ro
snmp-server contact NOC@dell.com
snmp-server location delltechworld
!

clock timezone GMT 0 O
i

hostname LEAF-1
|

ip domain-list networks.dell.com

ip name-server 8.8.8.8 1.1.1.1
I

ntp server 132.163.96.5 key 1 prefer
ntp server 129.6.15.32
|

!
logging server 10.22.0.99



Post-ZTD script

As a general guideline, use a post-ZTD script to perform any additional functions required to configure and operate the switch. In the ZTD
provisioning script, specify the post-ZTD script path for the POST SCRIPT FILE variable. You can use a script to notify an orchestration
server that the ZTD configuration is complete. The server can then configure additional settings on the switch.

For example, during the ZTD phase, you can configure only a management VLAN and IP address, then allow an Ansible orchestration server
to perform complete switch configuration. Here is a sample curl script that is included in the post-ZTD script to contact an Ansible server:

/usr/bin/curl -H "Content-Type:application/json" -k -X POST
-—-data '{"host config key":"'7d07e79ebdc8£f7c292e495daacO0feleb'"}"
-u admin:admin https://10.16.134.116/api/v2/job_templates/9/callback/

ZTD commands

reload ztd

Reboots the switch and enables ZTD after the reload.

Syntax reload ztd
Parameters None
Default ZTD is enabled.

Command Mode EXEC

Usage Information Use the reload ztd command to automatically upgrade OS10 and/or activate new configuration settings. When
you reload ZTD, you are prompted to confirm the deletion of the startup configuration.

Example 0S10# reload ztd

Supported Releases  10.4.1.0 or later

show ztd-status

Displays the current ZTD status: enabled, disabled, or canceled.

Syntax show ztd-status
Parameters None
Default None

Command Mode EXEC

Usage Information None

Examples 0S10# show ztd-status
ZTD Status : disabled
ZTD State : completed

Protocol State : idle



Reason : ZTD process completed successfully at Mon Jul 16 19:31:57 2018

ZTD Status : disabled

ZTD State : failed

Protocol State : idle

Reason : ZTD process failed to download post script file

ZTD Status — Current operational status: enabled or disabled.

ZTD State — Current ZTD state: initialized, in-progress, successfully completed, failed, or canceled while in
progress.

Protocol State — Current state of ZTD protocol: initialized, idle while waiting to enable or complete ZTD
process, waiting for DHCP post-hook callback, downloading files, installing image, executing pre-config or post-
config CLI commands, or executing post-ZTD script file.

Reason — Description of a successful or failed ZTD process.

Supported Releases  10.4.1.0 or later

ztd cancel

Stops ZTD while in progress. After you cancel ZTD, you can enter CLI commands to configure the switch.

Syntax ztd cancel
Parameters None
Default ZTD is enabled.

Command Mode EXEC

Usage Information ~ When ZTD is enabled, the command-line interface is locked. You cannot enter OS10 configuration commands. Use
the ztd cancel command to cancel the ZTD process and return to CLI configuration mode. You can enter ztd
cancel only when ZTD is in a waiting state; that is, before it receives an answer from the DHCP server.
Otherwise, the command returns an error message.

Example 0S10# ztd cancel

Supported Releases  10.4.1.0 or later

Remote access

You can remotely access the OS10 command-line interface (CLI) and the Linux shell. When you install OS10 the first time, connect to the
switch using the serial port.

Configure remote access

Configure the Management port IP address
Configure a default route to the Management port

Configure a user name and password
Remote access OS10 CLI

1 Open an SSH session using the IP address of the device. You can also use PUTTY or a similar tool to access the device remotely.

ssh admin@ip-address
password: admin



2 Enter admin for both the default user name and password to log into OS10. You are automatically placed in EXEC mode.
0S10#

Remote access Linux shell

ssh linuxadmin@ip-address
password: linuxadmin

Configure Management |IP address

To remotely access OS10, assign an IP address to the management port. The management interface is used for out-of-band (OOB)
management purposes.

1 Configure the management interface from CONFIGURATION mode.
interface mgmt 1/1/1

2 By default, DHCP client is enabled on the Management interface. Disable the DHCP client operations in INTERFACE mode.
no ip address dhcp

3 Configure an IPv4 or IPv6 address on the Management interface in INTERFACE mode.
ip address A.B.C.D/mask

ipv6 address A:B/prefix-length

4 Enable the Management interface in INTERFACE mode.
no shutdown

Configure Management interface

0s10
0s10
0s10
0S10

config)# interface mgmt 1/1/1
conf-if-ma-1/1/1)# no ip address dhcp
conf-if-ma-1/1/1)# ip address 10.1.1.10/24
conf-if-ma-1/1/1)# no shutdown

Management Route Configuration

To set up remote access to OS10, configure a management route after you assign an IPv4 or IPv6 address to the Management port. The
Management port uses the default management route to communicate with a different network. Management routes are separate from
IPv4 and IPv6 routes and are only used to manage the system through the Management port.

management route 192.168.100.0/24 1.1.1.1
ip route 192.168.200.0/24 2.2.2.2

management route 192.168.30.0/24 managementethernet
ip route 192.168.40.0/24 interface ethernet 1/1/1

Before configuring the static IPv4 address for Management port, remove the DHCP setting using the no ip address dhcp command.

Configure a management route to the network in CONFIGURATION mode. Repeat the command to configure multiple routes for the
Management port.

management route {ipv4-address/mask | ipvé6-address/prefix—-length}

{ forwarding-router-address | managementethernet}
ipvé4-address/mask — Enter an IPv4 network address in dotted-decimal format (A.B.C.D), then a subnet mask in /prefix-length
format (/x).

ipvé-address/prefix-length — Enter an IPv6 address in x:x:x:x::x format with the prefix length in /x format. The prefix range
is /0 to /128.

forwarding-router-address — Enter the next-hop IPv4/IPv6 address of a forwarding router for network traffic from the
Management port.



managementethernet — Configures the Management port as the interface for the route, and associates the route with the
Management interface.

Configure management route

0S10 (config)# management route 10.10.20.0/24 10.1.1.1
0S10 (config) # management route 172.16.0.0/16 managementethernet

Configure user name and password

To set up remote access to OS10, create a new user name and password after you configure the management port and default route. The
user role is a mandatory entry.

Enter the password in clear text. It is converted to SHA-512 format in the running configuration. A password must have at least nine
alphanumeric and special characters, and at least five different characters from the password previously used for the same username.

For backward compatibility with OS10 releases 10.3.1E and earlier, passwords entered in MD-5, SHA-256, and SHA-512 format are
supported.

To increase the required password strength, use the password-attributes command.

Create a user name and password in CONFIGURATION mode.

username username password password role role

— username username — Enter a text string. A maximum of 32 alphanumeric characters; 1 character minimum.
— password password — Enter a text string. A maximum of 32 alphanumeric characters; 9 characters minimum.
— role role — Enterauserrole;

o sysadmin — Full access to all commands in the system, exclusive access to commands that manipulate the file system, and
access to the system shell. A system administrator can create user IDs and user roles.

o secadmin — Full access to configuration commands that set security policy and system access, such as password strength,
AAA authorization, and cryptographic keys. A security administrator can display security information, such as cryptographic
keys, login statistics, and log information.

°  netadmin — Full access to configuration commands that manage traffic flowing through the switch, such as routes,
interfaces, and access control lists (ACLs). A network administrator cannot access configuration commands for security
features or view security information.

° netoperator — Access to EXEC mode to view the current configuration. A network operator cannot modify any
configuration setting on a switch.

Create user name and enter password in clear text

0S10 (config) # username user05 password alpha404! role sysadmin

CLI Basics

The OS10 CLI is the software interface you use to access a device running the software — from the console or through a network
connection. The CLI is an OS10-specific command shell that runs on top of a Linux-based OS kernel. By leveraging industry-standard tools
and utilities, the CLI provides a powerful set of commands that you can use to monitor and configure devices running OS10.

User accounts

0S10 defines two categories of user accounts — use admin for both the username and password to log into the CLI, or use
linuxadmin to log into the Linux shell.

©) | NOTE: You cannot delete the default admin and linuxadmin usernames.



Key CLI features

Consistent Commands that provide the same type of function have the same name, regardless of the portion of the system
command names on which they are operating. For example, all show commands display software information and statistics, and all
clear commands erase various types of system information.

Available commands Information about available commands is provided at each level of the CLI command hierarchy. You can enter a
question mark (?) at any level and view a list of the available commands, along with a short description of each

command.
Command Command completion for command names (keywords) and for command options is available at each level of the
completion hierarchy. To complete a command or option that you have partially entered, click the Tab key or the Spacebar. If

the partially entered letters are a string that uniquely identifies a command, the complete command name appears.
A beep indicates that you have entered an ambiguous command, and the possible completions display. Completion
also applies to other strings, such as interface names and configuration statements.

CLI command modes

The OS10 CLI has two top-level modes:

EXEC mode — Monitor, troubleshoot, check status, and network connectivity.
CONFIGURATION mode — Configure network devices.

When you enter CONFIGURATION mode, you are changing the current operating configuration, called the running configuration. By
default, all configuration changes are automatically saved to the running configuration.

You can change this default behavior by switching to the Transaction-Based Configuration mode. To switch to Transaction-Based
Configuration mode, enter the start transaction command. When you switch to the Transaction-Based Configuration mode, you
update the candidate configuration. Changes to the candidate configuration are not added to the running configuration until you commit
them, which activates the configuration. The start transaction command applies only to the current session. Changing the
configuration mode of the current session to the Transaction-Based Configuration mode does not affect the configuration mode of other
CLI sessions.

After you explicitly enter the commit command to save changes to the candidate configuration, the session switches back to the
default behavior of automatically saving the configuration changes to the running configuration.

When a session terminates while in the Transaction-Based Configuration mode, and you have not entered the commit command, the
changes are maintained in the candidate configuration. You can start a new Transaction-Based Configuration mode session and
continue with the remaining configuration changes.

All sessions in Transaction-Based Configuration mode update the same candidate configuration. When you enter the commit
command on any session in Transaction-Based Configuration mode or you make configuration changes on any session in Non-
Transaction-Based mode, you also commit the changes made to the candidate configuration in all other sessions running in the
transaction-based configuration mode. This implies that inconsistent configuration changes may be applied to the running configuration.
Dell EMC recommends only making configuration changes on a single CLI session at a time.

When you enter the 1ock command in a CLI session, configuration changes are disabled on all other sessions, whether they are in
Transaction-Based Configuration mode or Non-Transaction-Based Configuration mode. For more information, see Candidate
configuration.



CLI command hierarchy

CLI commands are organized in a hierarchy. Commands that perform a similar function are grouped together under the same level of
hierarchy. For example, all commands that display information about the system and the system software are grouped under the show
system command, and all commands that display information about the routing table are grouped under the show ip route command.

CLI command categories

There are several broad groups of CLI commands available:

copy Copies files from one location on a device to another, from a device to a remote system, or from a remote system
to a device.

configure Enters CONFIGURATION mode to configure routing protocols, interfaces, network management, and user access.

exit Moves up one command mode. To go directly to EXEC mode, use the end command.

CONFIGURATION Mode

When you initially log in to OS10, you are placed in EXEC mode. To access CONFIGURATION mode, enter the configure terminal
command. Use CONFIGURATION mode to manage interfaces, protocols, and features.

Interface mode is a sub-mode of CONFIGURATION mode. Interface mode is where you configure Layer 2 (L2) and Layer 3 (L3) protocaols,
and IPv4 and IPv6 services specific to an interface:

Physical interfaces include the Management interface and Ethernet ports
Logical interfaces include Loopback, port-channel, and virtual local area networks (VLANS)

Breakout
Configuration M—

Range
Port-Channel

Loopback

From CONFIGURATION mode, you can also configure L2 and L3 protocols with a specific protocol-configuration mode, such as Spanning-
Tree Protocol (STP) or Border Gateway Protocol (BGP).

Command help

To view a list of valid commands for any CLI mode, enter 2.



1

support-assist-activity

Enter ? to view the commands available in EXEC mode.

Support Assist related activity

system System command

terminal Set terminal settings

traceroute traceroute --help shows help

unlock Unlock candidate configuration
validate Validate candidate configuration

write Copy from current system configuration
ztd Cancel the current ZTD process.

OS10# 2
alarm Alarm commands
alias Set alias for a command
batch Batch Mode
boot Tell the system where to access the software image at bootup
clear Clear command
clock Configure the system clock
commit Commit candidate configuration
configure Enter configuration mode
copy Perform a file copy operation
crypto Cryptography commands
debug Debug command
delete Perform a file delete operation on local file system
dir Show the list of files for the specified system folder
discard Discard candidate configuration
exit Exit from the CLI
generate Command to generate executed functionality
help Display available commands
image Image commands
kill-session Kill a CLISH session
license License and digital fulfillment commands
location-led Set location LED
lock Lock candidate configuration
move Perform a file move/rename operation on local filesystem
no No commands under exec mode
ping ping -h shows help
ping6 ping6 -h shows help
reload Reboot Networking Operating System
show Show running system information
start Activate transaction based configuration

2 Enter CONFIGURATION mode.

0S10# configure terminal
0S10 (config) #

3 Enter ? to show the commands available in CONFIGURATION mode.
0S10 (config)# 2

aaa Configure AAA

alias Set alias for a command

banner Configure banners

bfd Enable bfd globally

class-map Configure class map

clock Configure clock parameters
control-plane Control-plane configuration

crypto Crypto commands

dcbx DCBX commands

default Configure default attributes

dotlx Configure dotlx global information
end Exit to the exec Mode

errdisable Configure errdisable parameters
eula-consent eula-consent configuration

evpn Ethernet Virtual Private Network (EVPN)

exec-timeout
exit

Set timeout (in seconds) for all CLI sessions
Exit from current mode

fcoe Configure FCoE
feature Enable feature
hardware Hardware specific configurations

hash-algorithm
help

Hash algorithm configurations
Display available commands



host-description

snmp-server
spanning-tree
support-assist

Set the system host description

hostname Set the system hostname

interface Select an interface

ip Global IP configuration subcommands

ipv6 Global ipv6 configuration

iscsi Enable iscsi globally

lacp LACP commands

line Configure a terminal line

link-bundle-utilization Configure link bundle utilization trigger threshold

11ldp Configure LLDP parameters

load-balancing Load balancing configurations

logging Logging commands

login Configure login parameters

mac MAC config commands

management management interface commands

monitor Create a session for monitoring traffic

no To delete / disable commands in config mode

ntp Configure NTP

nve Create a Network Virtualization Edge (NVE) instance

openflow Configure OpenFlow

password-attributes Configure the password attributes

policy-map Configure policy map

gos-map Configure QoS map

radius-server Specify radius server host and configure its communication
parameters

rest Configure rest interface

route-map Creates route-map

router Enable a routing process

scale-profile Configure scale profile

sflow Configure sflow parameters

Configure SNMP server
Spanning Tree Subsystem
Support Assist feature configuration

system System configuration

tacacs-server Specify TACACS+ server host and configure its communication
parameters

track Configure object tracking

trust Configure trust

uplink-state-group
username

userrole
virtual-network
vlt-domain

vrrp

wred

Create uplink state group

Create or modify users

Create custom user role

Create a Virtual Network

VLT domain configurations
Configure VRRP global attributes
Configure WRED profile

Check device status

Use show commands to check the status of a device and monitor activities.

Enter show ? from EXEC mode to view a list of commands to monitor a device.

0S10# show ?

acl-table-usage Show ACL table utilization

alarms Display all current alarm situation in the system
alias Show list of aliases

bfd Show bfd session commands

boot Show boot information

candidate-configuration
class-map

clock

command-history
control-plane

copy-file

crypto

diag

Current candidate configuration

Show QoS class-map configuration

Show the system date and time

Show command history of the current user

Display control-plane related informations

Show file copy operation information

Display cryptographic information

Show diagnostic information for port adapters/modules



diff Display differences between two configuration set

discovered-expanders discovered expanders info

dotlx Show dotlx information

environment Show the environmental information of the system
errdisable Show errdisable information

eula-consent Shows eula-consent for various modules

evpn Show Ethernet Virtual Private Network
exec-timeout Show the timeout value of CLI session (in seconds)
fcoe show fcoe

file Display file content in specified location

fips Show fips mode status

hardware Show hardware information

hash-algorithm Show hash algorithm information

hosts show information about DNS

image Show image information

interface Interface status and configuration

inventory Show the system inventory information

ip show IP commands

ipv6 Display IPv6 neighbor information

iscsi Show iscsi

lacp Show LACP information

license Show license and digital fulfillment related information

link-bundle-utilization Display the link-bundle utilization for the interfaces in the
bundle

11ldp Show 11ldp

load-balance Show global traffic load-balance configuration

logging Show logging messages

login Show login parameters

mac MAC forwarding table

monitor Show port monitoring sessions

network-policy Show network policy

ntp NTP associations

nve Display NVE related info

parser-tree Show parser tree

policy-map Show policy-map information

port-channel LAG status and configuration

processes Show processes statistics

gos Show ingress or egress QoS configuration

queuing Show egress QoS counters

route-map Show route map information

running-configuration Current operating configuration

sessions Show active management sessions

sflow Show sflow

snmp Display all current snmp configuration

spanning-tree Show spanning tree information

startup-configuration Contents of startup configuration

storm-control Show storm control configuration

support-assist Show information about the support assist module

switch-operating-mode Switch operating mode

system Show system status information

tech-support Collection of show commands

terminal Show terminal configurations for this session

trace Show trace messages

track Show object tracking information

uplink-state-group Display the uplink state group configurations

uptime Show the system uptime

users Show the current list of users logged into the system , and show
the session id

version Show the software version on the system

virtual-network Virtual-network info

vlan Vlan status and configuration

vlt Show VLT domain info

vrrp VRRP group status

ztd-status Show ztd status

Enter show command-history from EXEC mode to view trace messages for each executed command.

0S10# show command-history
1 Thu Apr 20 19:44:38 UTC 2017 show vlan
2 Thu Apr 20 19:47:01 UTC 2017 admin
3 Thu Apr 20 19:47:01 UTC 2017 monitor hardware-components controllers view 0



4 Thu Apr 20 19:47:03 UTC 2017 system general info system-version view
5 Thu Apr 20 19:47:16 UTC 2017 admin

6 Thu Apr 20 19:47:16 UTC 2017 terminal length O
7 Thu Apr 20 19:47:18 UTC 2017 terminal datadump
8 Thu Apr 20 19:47:20 UTC 2017 %abc

9 Thu Apr 20 19:47:22 UTC 2017 switchshow

10 Thu Apr 20 19:47:24 UTC 2017 cmsh

11 Thu Apr 20 19:47:26 UTC 2017 show version

12 Thu Apr 20 19:47:28 UTC 2017 cmsh

13 Thu Apr 20 19:47:30 UTC 2017 show version

14 Thu Apr 20 19:47:32 UTC 2017 show system

15 Fri Apr 21 12:35:31 UTC 2017 BIOS 3.20.0.3

Enter clear command-history to clear the trace messages in show command-history.

0S10# clear command-history

Check the show command-history to verify that the trace messages are cleared.

Enter show system from EXEC mode to view the system status information.

0S10# show system

Node Id 1

MAC 34:17:eb:f2:9%a:c4

Number of MACs 256

Up Time 2 days 05:57:17

-- Unit 1 --

Status up

System Identifier 1

Down Reason unknown

Digital Optical Monitoring disable

System Location LED off

Required Type 54048

Current Type 54048

Hardware Revision X01

Software Version 10.4.3.0

Physical Ports 48x10GbE, 6x40GbE

BIOS : 3.21.0.4

System CPLD 15

Master CPLD 12

Slave CPLD 5

-- Power Supplies --

PSU-ID Status Type AirFlow Fan Speed(rpm) Status

1 not-present

2 up UNKNOWN NORMAL 1 10704 up

-- Fan Status --

FanTray Status AirFlow Fan Speed (rpm) Status

1 up NORMAL 1 10108 up
2 10069 up

2 up NORMAL 1 9954 up
2 10108 up

3 up NORMAL 1 9867 up
2 9867 up

Candidate configuration

When you enter OS10 configuration commands in Transaction-Based Configuration mode, changes do not take effect immediately and are
stored in the candidate configuration. The configuration changes become active only after you commit the changes using the commi t
command. Changes in the candidate configuration are validated and applied to the running configuration.



The candidate configuration allows you to avoid introducing errors during an OS10 configuration session. You can make changes and then
check them before committing them to the active, running configuration on the network device.

To check differences between the running configuration and the candidate configuration, use the show diff command. After comparing
the two, decide if you will commit the changes to the running configuration. To delete uncommitted changes, use the discard command.

Enter show ? from EXEC mode to view a list of commands to monitor a device.
0S10# show ?

acl-table-usage Show ACL table utilization

alarms Display all current alarm situation in the system
alias Show list of aliases

bfd Show bfd session commands

boot Show boot information

candidate-configuration Current candidate configuration

class-map Show QoS class-map configuration

clock Show the system date and time

command-history Show command history of the current user
control-plane Display control-plane related informations
copy-file Show file copy operation information

crypto Display cryptographic information

diag Show diagnostic information for port adapters/modules
diff Display differences between two configuration set
discovered-expanders discovered expanders info

dotlx Show dotlx information

environment Show the environmental information of the system
errdisable Show errdisable information

eula-consent Shows eula-consent for various modules

evpn Show Ethernet Virtual Private Network
exec-timeout Show the timeout value of CLI session (in seconds)
fcoe show fcoe

file Display file content in specified location

fips Show fips mode status

hardware Show hardware information

hash-algorithm Show hash algorithm information

hosts show information about DNS

image Show image information

interface Interface status and configuration

inventory Show the system inventory information

ip show IP commands

ipv6 Display IPv6 neighbor information

iscsi Show iscsi

lacp Show LACP information

license Show license and digital fulfillment related information

link-bundle-utilization Display the link-bundle utilization for the interfaces in the
bundle

11ldp Show 1ldp

load-balance Show global traffic load-balance configuration
logging Show logging messages

login Show login parameters

mac MAC forwarding table

monitor Show port monitoring sessions
network-policy Show network policy

ntp NTP associations

nve Display NVE related info

parser-tree Show parser tree

policy-map Show policy-map information
port-channel LAG status and configuration

processes Show processes statistics

gos Show ingress or egress QoS configuration
queuing Show egress QoS counters

route-map Show route map information
running-configuration Current operating configuration
sessions Show active management sessions

sflow Show sflow

snmp Display all current snmp configuration
spanning-tree Show spanning tree information

startup-configuration Contents of startup configuration



storm-control Show storm control configuration

support-assist Show information about the support assist module

switch-operating-mode Switch operating mode

system Show system status information

tech-support Collection of show commands

terminal Show terminal configurations for this session

trace Show trace messages

track Show object tracking information

uplink-state-group Display the uplink state group configurations

uptime Show the system uptime

users Show the current list of users logged into the system , and show
the session id

version Show the software version on the system

virtual-network Virtual-network info

vlan Vlan status and configuration

vlt Show VLT domain info

vVrrp VRRP group status

ztd-status Show ztd status

Compressed configuration

0OS10 offers the show candidate-configuration compressedand show running-configuration compressed
commands that display interface-related configuration in a compressed manner. These commands group similar looking configuration. The
compression is done only for interface-related configuration (VLAN and physical interfaces).

View compressed candidate configuration

0S10# show candidate-configuration compressed
interface breakout 1/1/1 map 40g-1x
interface breakout 1/1/2 map 40g-1x
interface breakout 1/1/3 map 40g-1x
interface breakout 1/1/4 map 40g-1x
interface breakout 1/1/5 map 40g-1x
interface breakout 1/1/6 map 40g-1x
interface breakout 1/1/7 map 40g-1x
interface breakout 1/1/8 map 40g-1x
interface breakout 1/1/9 map 40g-1x
interface breakout 1/1/10 map 40g-1x
interface breakout 1/1/11 map 40g-1x
interface breakout 1/1/12 map 40g-1x
interface breakout 1/1/13 map 40g-1x
interface breakout 1/1/14 map 40g-1x
interface breakout 1/1/15 map 40g-1x
interface breakout 1/1/16 map 40g-1x
interface breakout 1/1/17 map 40g-1x
interface breakout 1/1/18 map 40g-1x
interface breakout 1/1/19 map 40g-1x
interface breakout 1/1/20 map 40g-1x
interface breakout 1/1/21 map 40g-1x
interface breakout 1/1/22 map 40g-1x
interface breakout 1/1/23 map 40g-1x
interface breakout 1/1/24 map 40g-1x
interface breakout 1/1/25 map 40g-1x
interface breakout 1/1/26 map 40g-1x
interface breakout 1/1/27 map 40g-1x
interface breakout 1/1/28 map 40g-1x
interface breakout 1/1/29 map 40g-1x
interface breakout 1/1/30 map 40g-1x
interface breakout 1/1/31 map 40g-1x
interface breakout 1/1/32 map 40g-1x
ipv6e forwarding enable

username admin password $6$g9QBeYjZzS$]fxzVqGhkxX3smxJSHIDDz7/30Jc6m5wiF8nnLD7/VKx8S1oIhp4dNoGZs0I/
UNwh8WVuxwfd9q4pWIgNsS5BKH. role sysadmin
aaa authentication local

snmp-server contact http://www.dell.com/support
I

interface range ethernet 1/1/1-1/1/32



switchport access vlan 1
no shutdown
|
interface vlan 1
no shutdown
!
interface mgmtl/1/1
ip address dhcp
no shutdown
ipv6 enable
ipv6e address autoconfig
|
support-assist
!
policy-map type application policy-iscsi
|

class-map type application class-iscsi

View compressed running configuration

0S10# show running-configuration compressed
interface breakout 1/1/1 map 40g-1x
interface breakout 1/1/2 map 40g-1x
interface breakout 1/1/3 map 40g-1x
interface breakout 1/1/4 map 40g-1x
interface breakout 1/1/5 map 40g-1x
interface breakout 1/1/6 map 40g-1x
interface breakout 1/1/7 map 40g-1x
interface breakout 1/1/8 map 40g-1x
interface breakout 1/1/9 map 40g-1x
interface breakout 1/1/10 map 40g-1x
interface breakout 1/1/11 map 40g-1x
interface breakout 1/1/12 map 40g-1x
interface breakout 1/1/13 map 40g-1x
interface breakout 1/1/14 map 40g-1x
interface breakout 1/1/15 map 40g-1x
interface breakout 1/1/16 map 40g-1x
interface breakout 1/1/17 map 40g-1x
interface breakout 1/1/18 map 40g-1x
interface breakout 1/1/19 map 40g-1x
interface breakout 1/1/20 map 40g-1x
interface breakout 1/1/21 map 40g-1x
interface breakout 1/1/22 map 40g-1x
interface breakout 1/1/23 map 40g-1x
interface breakout 1/1/24 map 40g-1x
interface breakout 1/1/25 map 40g-1x
interface breakout 1/1/26 map 40g-1x
interface breakout 1/1/27 map 40g-1x
interface breakout 1/1/28 map 40g-1x
interface breakout 1/1/29 map 40g-1x
interface breakout 1/1/30 map 40g-1x
interface breakout 1/1/31 map 40g-1x
interface breakout 1/1/32 map 40g-1x
ipv6é forwarding enable
username admin password $6$gq90QBeYjz$]fxzVqGhkxX3smxJSHIDDz7/30Jc6m5wiF8nnLD7/VKx8S1oIhp4NoGZs0I/
UNwh8WVuxwfd9g4pWIgNs5BKH. role sysadmin
aaa authentication local

snmp-server contact http://www.dell.com/support
I

interface range ethernet 1/1/1-1/1/32
switchport access vlan 1

no shutdown

I

interface vlan 1

no shutdown

I

interface mgmtl/1/1

ip address dhcp



no shutdown
ipv6 enable

ipv6e address autoconfig
i

support-assist
!

policy-map type application policy-iscsi
|
class-map type application class-iscsi

Show difference between candidate and running configurations

0S10# show diff candidate-configuration running-configuration
OS10#

(O | NOTE: If the show command does not return output, the candidate-configuration and running-configuration files
match.

Prevent configuration changes

You can prevent configuration changes on sessions other than the current CLI session using the Lock command. To respectively prevent
and allow configuration changes on other sessions, use the 1ock and unlock commands in EXEC mode. When you enter the 1ock
command on a CLI session, users cannot make configuration changes across any other active CLI sessions. When you close the CLI session
where you entered the 1ock command, configuration changes are automatically allowed on all other sessions.

Lock configuration changes

0S104# lock

Unlock configuration changes

0S10# unlock

Change to transaction-based configuration mode

To change to Transaction-Based Configuration mode for a session, enter the start transaction command.

1 Change to Transaction-Based Configuration mode in EXEC mode.
start transaction
2 Enable, for example, an interface from INTERFACE mode.

interface ethernet 1/1/1
no shutdown

3 Save the configuration.

do commit

®| NOTE: After you enter the do commit command, the current session switches back to the default behavior of
committing all configuration changes automatically.

Save configuration changes manually

0S10# start transaction

0S104# configure terminal

0S10 (config) #

0S10 (config)# interface ethernet 1/1/1
0S10 (config-if-ethl/1/1)# no shutdown
0S10 (config-if-ethl/1/1)# do commit



Copy running configuration

The running configuration contains the current OS10 system configuration and consists of a series of OS10 commands. Copy the running
configuration to a remote server or local directory as a backup or for viewing and editing. The running configuration is copied as a text file,
which you can view and edit with a text editor. To copy the running configuration to the startup configuration file, enter the copy
running-configuration startup-configuration command.

Copy running configuration to local directory or remote server

0S10# copy running-configuration {config://filepath | home://filepath |
ftp://userid:passwd@hostip/filepath | scp://userid:passwd@hostip/filepath |
sftp://userid:passwd@hostip/filepath | tftp://hostip/filepath}

0S10# copy running-configuration scp://root:calvin@l0.11.63.120/tmp/gaz.txt

Copy file to running configuration

To apply a set of commands to the current running configuration and execute them immediately, copy a text file from a remote server or
local directory. The copied commands do not replace the existing commands. If the copied command fails, the successful copied
commands before the failure is maintained.

0S10# copy {config://filepath | home://filepath |

ftp://userid:passwd@hostip/filepath | scp://userid:passwd@hostip/filepath |
sftp://userid:passwd@hostip/filepath | tftp://hostip/filepath | http://userid@hostip/filepath}
running-configuration

0S10# copy scp://root:calvin@l0.11.63.120/tmp/gaz.txt running-configuration

Restore startup configuration

The startup configuration file, startup.xml, is stored in the config system folder. To create a backup version, copy the startup
configuration to a remote server or the local config: or home : directories.

To restore a backup configuration, copy a local or remote file to the startup configuration and reload the switch. After downloading a
backup configuration, enter the reload command, otherwise the configuration does not take effect until you reboot.

Copy file to startup configuration

0S10# copy {config://filepath | home://filepath |
ftp://userid:passwd@hostip/filepath | scp://userid:passwd@hostip/filepath |
sftp://userid:passwd@hostip/filepath | tftp://hostip/filepath} config://startup.xml
Back up startup file

0S10# copy config://startup.xml config://backup-9-28.xml

Restore startup file from backup

0S10# copy config://backup-9-28.xml config://startup.xml
0S10# reload

Back up startup file to server
0S10# copy config://startup.xml scp://userid:password@hostip/backup-9-28.xml
Restore startup file from server

0S10# copy scp://admin:admin@hostip/backup-9-28.xml config://startup.xml
0S10# reload



Reload system image

Reboot the system manually using the reload command in EXEC mode. You are prompted to confirm the operation.
0S10# reload

System configuration has been modified. Save? [yes/no]:yes
Saving system configuration

Proceed to reboot the system? [confirm yes/no]:yes

To configure the OS10 image loaded at the next system boot, enter the boot system command in EXEC mode.

boot system {active | standby}

Enter active to load the primary OS10 image stored in the A partition.
Enter standby to load the secondary OS10 image stored in the B partition.

Set next boot image
0S10# boot system standby

0S10# show boot
Current system image information:

Type Boot Type Active Standby Next-Boot

Node-id 1 Flash Boot [A] 10.2.9999E [B] 10.2.9999E [B] standby

Filter show commands

You can filter show command output to view specific information, or start the command output at the first instance of a regular expression
or phrase.

display-xml Displays in XML format.

except Shows only text that does not match a pattern

find Searches for the first occurrence of a pattern and displays all the subsequent configurations
grep Shows only text that matches a pattern

no-more Does not paginate output

save Saves the output to a file

Display all output

0S10# show running-configuration | no-more

Alias command

The alias command allows you to create shortcuts for commonly used or long commands. You can also execute long commands along
with their parameters.

The alias supports the following modes:

Persistent mode — The alias is persistent and is used in other sessions. The aliases created in Configuration mode are persistent.



Non-persistent mode — The alias is used only within the current session. After you close the session, the alias is removed from the
switch. The aliases created in Exec mode are non-persistent.

(D | NOTE: You cannot use existing keywords, parameters, and short form of keywords as alias names, nor can you create a shortcut
for the alias command. The alias name is case-sensitive and can have a maximum of 20 characters.

Create an alias in EXEC or CONFIGURATION mode — EXEC mode for non-persistent and CONFIGURATION mode for persistent
aliases. The alias value is the actual command where you use $n to enter the input parameters. You can substitute $n with either
numbers ranging from 1 to 9 or with an asterisk (*) and enter the parameters while executing the commands using the alias. Use
asterisk (*) to represent any number of parameters. The maximum number of input parameters is 9.

alias alias-name alias-value

Execute the commands using the alias in the respective modes.
View the current aliases.

show alias [brief | detail]

Use the no form of the command to delete an alias.

no alias alias-name

Create alias

0S10# alias showint "show interface $*"
0S10 (config)# alias goint "interface ethernet $1"

View alias output for showint
0S10# showint status

Port Description Status Speed Duplex Mode Vlan Tagged-Vlans
Eth 1/1/1 up 40G A 1 -
Eth 1/1/2 up 40G A 1 -
Eth 1/1/3 up 406G A 1 -
Eth 1/1/4 up 40G A 1 =
Eth 1/1/5 up 40G A 1 -
Eth 1/1/6 up 40G A 1 -
Eth 1/1/7 up 406G A 1 =
Eth 1/1/8 up 40G A 1 =
Eth 1/1/9 up 40G A 1 -
Eth 1/1/10 up 40G A 1 -
Eth 1/1/11 up 406G A 1 =
Eth 1/1/12 up 40G A 1 =
Eth 1/1/13 up 40G A 1 -
Eth 1/1/14 up 40G A 1 -
Eth 1/1/15 up 406G A 1 -
Eth 1/1/16 up 40G A 1 =
Eth 1/1/17 up 40G A 1 -
Eth 1/1/18 up 40G A 1 -
Eth 1/1/19 up 406G A 1 -
Eth 1/1/20 up 40G A 1 =
Eth 1/1/21 up 40G A 1 -
Eth 1/1/22 up 40G A 1 -
Eth 1/1/23 up 406G A 1 -
Eth 1/1/24 up 40G A 1 =
Eth 1/1/25 up 40G A 1 -
Eth 1/1/26 up 40G A 1 -
Eth 1/1/27 up 406G A 1 =
Eth 1/1/28 up 40G A 1 =
Eth 1/1/29 up 40G A 1 -
Eth 1/1/30 up 40G A 1 -
Eth 1/1/31 up 406G A 1 -
Eth 1/1/32 up 40G A 1 =

View alias output for goint

0S10 (config)# goint 1/1/1
0S10 (conf-if-ethl/1/1)#



View alias information
0S10# show alias

Name Type
govlt Config
goint Config
shconfig Local
showint Local
shver Local
Number of config aliases : 2
Number of local aliases : 3

View alias information brief. Displays the first 10 characters of the alias value.
0S10# show alias brief

Name Type Value

govlt Config "vlit-domain..."
goint Config "interface ..."
shconfig Local "show runni..."
showint Local "show inter..."
shver Local "show versi..."
Number of config aliases : 2

Number of local aliases : 3

View alias information in detail. Displays the entire alias value.
0S104# show alias detail

Name Type Value

govlt Config "vlt-domain $1"

goint Config "interface ethernet $1"
shconfig Local "show running-configuration"
showint Local "show interface S$*"

shver Local "show version"

Number of config aliases : 2

Number of local aliases : 3

Delete alias

0S10# no alias showint
0S10 (config)# no alias goint

Multi-line alias

You can create a multi-line alias where you save a series of multiple commands in an alias. Multi-line alias is supported only in the
Configuration mode.

You cannot use the exiting CLI keywords as alias names. The alias name is case-sensitive and can have a maximum of 20 characters.

Create a multi-line alias in the CONFIGURATION mode. The switch enters the ALIAS mode.
alias alias-name

Enter the commands to be executed prefixed by the 1ine n command in ALIAS mode. Enter the commands in double quotes and use
$n to enter input parameters. You can substitute $n with either numbers ranging from 1to 9 or with an asterisk (*) and enter the
parameters while executing the commands using the alias. When you are using asterisk (*), you can use all the input parameters. The
maximum number of input parameters is 9.

line nn command

(Optional) You can enter the default values to use for the parameters defined as $n in ALIAS mode.
default n input-value

(Optional) Enter a description for the multi-line alias in ALIAS mode.

description string



Use the no form of the command to delete an alias in CONFIGURATION mode.

no alias alias-name

You can modify an existing multi-line alias by entering the corresponding ALIAS mode.

Create multi-line alias

0S10 (config)# alias mTest
0S10 (config-alias-mTest)# line 1 "interface $1 $2"
0S10 (config-alias-mTest)# line 2 "no shutdown"
0S10 (config-alias-mTest)# line 3 "show configuration"
0S10 (config-alias-mTest)# default 1 "ethernet"

( )# default 2 "1/1/1"

( ) # description InterfaceDetails

0S10 (config-alias-mTest
0S10 (config-alias-mTest

View alias output for mTe st with default values

0S10 (config)# mTest
0S10 (config)# interface ethernet 1/1/1
0S10 (conf-if-ethl/1/1)# no shutdown
0S10 (conf-if-ethl/1/1)# show configuration
l§

interface ethernetl/1/1

no shutdown

switchport access vlan 1

View alias output for mTest with different values

0S10 (config) # mTest ethernet 1/1/10
0S10 (config)# interface ethernet 1/1/10
0S10 (conf-if-ethl/1/10)# no shutdown
0810 (conf-if-ethl/1/10) # show configuration
|
interface ethernetl/1/10

no shutdown

switchport access vlan 1

Modify existing multi-line alias

0S10 (config)# alias mTest
0S10 (config-alias-mTest)# line 4 "exit"

View the commands saved in the multi-line alias
0S10 (config-alias-mTest)# show configuration
|

alias mTest

description InterfaceDetails
default 1 ethernet

default 2 1/1/1

line 1 "interface $1 $2"

line 2 "no shutdown"

line 3 "show configuration"

line 4 exit

View alias information
0S10# show alias

Name Type
mTest Config
Number of config aliases : 1

Number of local aliases : 0

View alias information brief. Displays the first 10 characters of each line of each alias.

0S10# show alias brief
Name Type Value



mTest Config line 1 "interface ..."
line 2 "no shutdow..."
line 3 "show confi..."
default 1 "ethernet"
default 2 "1/1/1"

Number of config aliases : 1
Number of local aliases : 0

View alias detail. Displays the entire alias value.

0S10# show alias detail

Name Type Value

mTest Config line 1 "interface $1 $2"
line 2 "no shutdown"
line 3 "show configuration"
default 1 "ethernet"
default 2 "1/1/1"

Number of config aliases : 1
Number of local aliases : 0
Delete alias

0S10 (config)# no alias mTest

Batch mode

Create and run a batch file to execute a sequence of multiple commands. A batch file is an unformatted text file that contains two or more

commands. Store the batch file in the home directory.

Use vi or any other editor to create the batch file, then use the batch command to execute the file. To execute a series of commands in
batch mode (non-interactive processing), use the batch command. OS10 automatically commits all commands in a batch file — you do

not have to enter the commit command.

If a command in the batch file fails, batch operation stops at that command. The remaining commands are not executed.

Create a batch file (for example, b . cmd) on a remote device by entering a series of commands.

interface ethernet 1/1/1

no shutdown

no switchport

ip address 172.17.4.1/24

Copy the command file to the home directory on the switch.

0S10# copy scp://oslOuser:oslOpasswd@10.11.222.1/home/0s1l0/b.cmd home://b.cmd
0S10# dir home

Directory contents for folder: home

Date (modified) Size (bytes) Name
2017-02-15T19:25:35Z 77

b.cmd

Execute the batch file using the batch /home/username/ filename command in EXEC mode.

0S10# batch /home/admin/b.cmd

Jun 26 18:29:12 0S10 dn 13 core services[723]: Node.l-Unit.l:PRI:notice [osl0O:trap],
$Dell EMC (0S10) %log-notice:IP ADDRESS ADD: IP Address add is successful.

IP 172.17.4.1/24 in VRF:default added successfully

(Optional) Verify the new commands in the running configuration.

0S10# show running-configuration interface ethernet 1/1/1
|



interface ethernetl/1/1
no shutdown

no switchport

ip address 172.17.4.1/24

Linux shell commands

You can execute a single command, or a series of commands, using a batch file from the Linux shell.

Use the -c option to run a single command.
admin@R0S10:/opt/dell/o0s10/binS clish -c "show version"

New user admin logged in at session 10

Dell EMC Networking 0S10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
OS Version: 10.4.3.0

Build Version: 10.4.3.85

Build Time: 2019-02-18T17:06:10-0800

System Type: S4048-ON

Architecture: x86 64

Up Time: 2 days 05:58:01

User admin logged out at session 10
admin@0S10:/opt/dell/osl0/bin$

Use the -B option along with a batch file to execute a series of commands.

configure terminal
router bgp 100
neighbor 100.1.1.1
remote-as 104

no shutdown

Execute the batch file.

admin@0S10:/opt/dell/o0sl0/bin$ clish -B ~/batch cfg.txt

New user admin logged in at session 15
Verify the BGP configuration executed by the batch file.

admin@0S10:/opt/dell/o0sl0/bin$ clish -c "show running-configuration bgp"
New user admin logged in at session 16
!
router bgp 100

|

neighbor 100.1.1.1

remote-as 104

no shutdown
admin@0S10:/opt/dell/osl0/bin$

User admin logged out at session 16

SSH commands

You can execute commands remotely using a secure shell (SSH) session. This is supported only for show commands.

Enter the show command along with SSH.

$ ssh admin@ip-address show-command

$ ssh admin@10.11.98.39 "show version"
admin@10.11.98.39's password:



Dell EMC Networking OS10 Enterprise

Copyright (c) 1999-2019 by Dell Inc. All Rights Reserved.
OS Version: 10.4.3.0

Build Version: 10.4.3.85

Build Time: 2019-02-18T17:06:10-0800

System Type: S4048-ON

Architecture: x86 64

Up Time: 2 days 05:58:01

0S9 environment commands

You can configure commands in an OS9 environment using the feature config-os9-style command.

VLAN Interface mode
— tagged

— no tagged

— untagged

— no untagged

Port-channel Interface mode:
— channel-member

— no channel-member

Enable the feature to configure commands in an OS9 environment in CONFIGURATION mode.

0S10 (config)# feature config-os9-style

0S10 (config)# exit

0S10# show running-configuration compressed

interface breakout 1/1/28 map 10g-4x

feature config-os9-style

After you enable this feature, you can use the OS9 format of commands only in the new session. This configuration does not take
effect in the current session.

0S10 (config)# interface vlan 11
0S10 (conf-if-v1-11)# tagged ethernet 1/1/15

0S10 (conf-if-v1-11)# show configuration
!

interface vlanll

no shutdown

tagged ethernet 1/1/15

Common commands

alias

Creates a command alias.

Syntax alias alias-name alias-value

Parameters
alias-name — Enter the name of the alias. A maximum of 20 characters.
alias-value — Enter the command to be executed within double quotes. Enter the $ followed by either
numbers ranging from 1 to 9 or with an asterisk (*) and enter the parameters while executing the commands
using the alias. Use asterisk (*) to represent any number of parameters.



Default Not configured

Command Mode EXEC

CONFIGURATION

Usage Information  {se this command to create a shortcut to long commands along with arguments. Use the numbers 1 to 9 along with
the $ to provide input parameters. The no version of this command deletes an alias.

Example In this example, when you enter showint status, note that the text on the CLI changes to show interface
status. The alias changes to the actual command that you have specified in the alias definition.

0S10# alias showint "show interface $*"
0S104# showint status

Port Description Status Speed Duplex Mode Vlan Tagged-Vlans
Eth 1/1/1 up 40G A 1 -
Eth 1/1/2 up 40G A 1 -
Eth 1/1/3 up 40G A 1 =
Eth 1/1/4 up 40G A 1 =
Eth 1/1/5 up 40G A 1 -
Eth 1/1/6 up 40G A 1 -
Eth 1/1/7 up 40G A 1 =
Eth 1/1/8 up 40G A 1 =
Eth 1/1/9 up 40G A 1 -
Eth 1/1/10 up 40G A 1 -
Eth 1/1/11 up 40G A 1 =
Eth 1/1/12 up 40G A 1 =
Eth 1/1/13 up 40G A 1 -
Eth 1/1/14 up 40G A 1 -
Eth 1/1/15 up 40G A 1 =
Eth 1/1/16 up 40G A 1 =
Eth 1/1/17 up 40G A 1 -
Eth 1/1/18 up 40G A 1 -
Eth 1/1/19 up 40G A 1 =
Eth 1/1/20 up 40G A 1 =
Eth 1/1/21 up 40G A 1 -
Eth 1/1/22 up 40G A 1 -
Eth 1/1/23 up 40G A 1 =
Eth 1/1/24 up 40G A 1 =
Eth 1/1/25 up 40G A 1 -
Eth 1/1/26 up 40G A 1 -
Eth 1/1/27 up 40G A 1 =
Eth 1/1/28 up 40G A 1 =
Eth 1/1/29 up 40G A 1 -
Eth 1/1/30 up 40G A 1 -
Eth 1/1/31 up 40G A 1 =
Eth 1/1/32 up 40G A 1 =

In this example, when you enter goint 1/1/1, note that the text on the CLI changes to interface ethernet
1/1/1.

0S10 (config)# alias goint "interface ethernet $1"
0S10 (config)# goint 1/1/1
0S10 (conf-if-ethl/1/1) #

Supported Releases  10.3.0E or later



alias (multi-line)

Creates a mulit-line command alias.

Syntax

Parameters
Default
Command Mode

Usage Information

Example

Supported Releases

batch

alias alias—-name

alias-name — Enter the name of the multi-line alias. A maximum of up to 20 characters.
Not configured
CONFIGURATION

Use this command to save a series of multiple commands in an alias. The switch enters ALIAS mode when you
create an alias. You can enter the series of commands to be executed using the 1ine command. The no version of
this command deletes an alias.

0S10 (config)# alias mTest

0S10 (config-alias-mTest)# line 1 "interface $1 $2"
0510 (config-alias-mTest)# line 2 "no shutdown"

0S10 (config-alias-mTest)# line 3 "show configuration"

10.4.0E(R1) or later

Executes a series of commands in a file in batch, non-interactive, processing.

Syntax

Parameters

Default
Command Mode

Usage Information

Example

Supported Releases

batch /home/username/filename

username — Enter the user name that was used to copy the command file.

filename — Enter the name of a batch command file.

Not configured
EXEC

Use this command to create a batch command file on a remote machine. Copy the command file to the home
directory on your switch. This command executes commands in batch mode. OS10 automatically commits all
commands in a batch file; you do not have to enter the commit command. To display the files stored in the home
directory, enter dir home. Use the dir home command to view the files stored in the home directory.

batch /home/admin/b.cmd

Jun 26 18:29:12 0S10 dn_ 13 core services([723]:
[osl0:trap],

%$Dell EMC (0S10) %log-notice:IP ADDRESS ADD: IP Address add is successful.
IP 172.17.4.1/24 in VRF:default added successfully

Node.1l-Unit.1l:PRI:notice

10.2.0E or later



boot

Configures which OS10 image to use the next time the system boots up.
Syntax boot system [active | standby]

Parameters
active — Reset the running partition as the next boot partition.

standby — Set the standby partition as the next boot partition.

Default Not configured
Command Mode EXEC

Usage Information Use this command to configure the location of the OS10 image used to reload the software at boot time. Use the
show boot command to view the configured next boot image. This command is applied immediately.

Example 0S10# boot system standby

Supported Releases  10.2.0E or later

commit

Commits changes in the candidate configuration to the running configuration.
Syntax commit

Parameters None

Default Not configured

Command Mode EXEC

Usage Information Use this command to save changes to the running configuration. Use the do commit command to save changes
in CONFIGURATION mode.

Example 0S10# commit
Example 0S10 (config) # do commit
(configuration)

Supported Releases  10.2.0E or later

configure

Enters CONFIGURATION mode from EXEC mode.

Syntax configure {terminal}
Parameters terminal — Enters CONFIGURATION mode from EXEC mode.
Default Not configured

Command Mode EXEC

Usage Information Enter conf t for auto-completion.



Example

Supported Releases

copy

0S10# configure terminal
0S10 (confiqg) #

10.2.0E or later

Copies the current running configuration to the startup configuration and transfers files between an OS10 switch and a remote device.

Syntax

Parameters

Default
Command Mode

Usage Information

Example

copy [running-configuration startup-configuration | config://filepath |
coredump://filepath | ftp://filepath | home://filepath | scp://filepath |
sftp://filepath | supportbundle://filepath | tftp://filepath | usb://filepath]

running-configuration startup-configuration — (Optional) Copy the current running
configuration file to the startup configuration file.

config://filepath — (Optional) Copy from the configuration directory.

coredump: //filepath — (Optional) Copy from the coredump directory.
ftp://userid:passwd@hostip/filepath — (Optional) Copy from a remote FTP server.
home: //username/filepath — (Optional) Copy from the home directory.
scp://userid:passwd@hostip/filepath — (Optional) Copy from a remote SCP server.
sftp://userid:passwd@hostip/filepath — (Optional) Copy from a remote SFTP server.
supportbundle: //filepath — (Optional) Copy from the support-bundle directory.
tftp://hostip/filepath — (Optional) Copy from a remote TFTP server.

usb: filepath — (Optional) Copy from a USB file system.

Not configured
EXEC

Use this command to save the running configuration to the startup configuration, transfer coredump files to a
remote location, backup the startup configuration, retrieve a previously backed-up configuration, replace the
startup configuration file, or transfer support bundles.

Dell EMC Networking recommends that you avoid using a copy command to download an
0810 image to the switch. The downloaded image occupies a large amount of disk space. Use the image
download command to download an OS10 image.

When using the scp and sftp options, always enter an absolute file path instead of a path relative to the home
directory of the user account; for example, enter:

copy config://startup.xml scp://delloslO:password@10.1.1.1/home/dellosl0/
backup.xml

0S10# dir coredump

Directory contents for folder: coredump

Date (modified) Size (bytes) Name
2017-02-15T719:05:417 12402278 core.netconfd-pro.
2017=02=15_ 19-05=09.¢z

0S10# copy coredump://core.netconfd-pro.2017-02-15 19-05-09.gz scp://
oslOuser:osl0Opasswd@10.11.222.1/home/0sl0/core.netconfd-pro.2017-02
-15 19-05-09.gz



Example (copy 08104 dir config

startup
configuration) Directorylcgntents for fglder: config
Date (modified) Size (bytes) Name

2017-02-15T20:38:12% 54525
startup.xml

0S10# copy config://startup.xml scp://oslOuser:oslOpasswd@10.11.222.1/home/0s10/
backup.xml

Example (retrieve 0S10# copy scp://oslOuser:oslOpasswd@10.11.222.1/home/0osl0/backup.xml home://
backed-up config.xml

configuration) ) i
0S10 (conf-if-ethl/1/5)# dir home
Directory contents for folder: home

Date (modified) Size (bytes) Name

2017-02-15T21:19:542 54525
config.xml

Example (replace 0S10# home://config.xml config://startup.xml
startup
configuration)

Supported Releases  10.2.0E or later

default (alias)

Configures default values for input parameters in a multi-line alias.
Syntax default n value

Parameters
n — Enter the number of the argument, from 1to 9.

value — Enter the value for the input parameter.

Default Not configured
Command Mode ALIAS

Usage Information To use special characters in the input parameter value, enclose the string in double quotes. The no version of this
command removes the default value.

Example 0810 (config)# alias mTest
0S10 (config-alias-mTest)# default 1 "ethernet 1/1/1"

Supported Releases  10.4.0E(R1) or later

delete

Removes or deletes the startup configuration file.

Syntax delete [config://filepath | coredump://filepath | home://filepath | image://
filepath | startup-configuration | supportbundle://filepath | usb://filepath]



Parameters

Default
Command Mode

Usage Information

Example

Supported Releases

config://filepath — (Optional) Delete from the configuration directory.
coredump:// filepath — (Optional) Delete from the coredump directory.

home: //filepath — (Optional) Delete from the home directory.
image://filepath — (Optional) Delete from the image directory.
startup-configuration — (Optional) Delete the startup configuration.
supportbundle://filepath — (Optional) Delete from the support-bundle directory.
usb://filepath — (Optional) Delete from the USB file system.

Not configured
EXEC

Use this command to remove a regular file, software image, or startup configuration. Removing the startup
configuration restores the system to the factory default. You need to reboot the switch using the reload
command for the operation to take effect.

@l NOTE:

Use caution when removing the startup configuration.

When the config partition has low disk space, you will see a syslog message as below:

SYS STAT LOW DISK SPACE: Warning! Configuration directory has 0.0% free.
Please delete unnecessary files from home directory.

When you see such errors, please delete unwanted files from the home directory or you may encounter
degraded system performance.

0S10# delete startup-configuration

10.2.0E or later

description (alias)

Configures a textual description for a multi-line alias.

Syntax
Parameters
Default
Command Mode

Usage Information

Example

Supported Releases

description string

string — Enter a text string for a multi-line alias description.
Not configured

ALIAS

To use special characters as a part of the description string, enclose the string in double quotes.

Spaces between characters are not preserved after entering this command unless you enclose the entire
description in quotation marks, for example, “text description.”

Enter a text string after the description command to overwrite any previous text strings that you
configured as the description.

The no version of this command removes the description.

0S10 (config)# alias mTest
0S10 (config-alias-mTest)# description "This alias configures interfaces"

10.4.0E(R1) or later



dir
Displays files stored in available directories.

Syntax dir {config | coredump | home | image | supportbundle | usb}

Parameters
config — (Optional) Folder containing configuration files.

coredump — (Optional) Folder containing coredump files.

home — (Optional) Folder containing files in user's home directory.
image — (Optional) Folder containing image files.

supportbundle — (Optional) Folder containing support bundle files.
usb — (Optional) Folder containing files on a USB drive.

Default Not configured
Command Mode EXEC

Usage Information Use the dir config command to display configuration files. This command requires at least one parameter.

Example 0S10# dir
config Folder containing configuration files
coredump Folder containing coredump files
home Folder containing files in user's home directory
image Folder containing image files

supportbundle Folder containing support bundle files

Example (config) 0S10# dir config

Directory contents for folder: config
Date (modified) Size (bytes) Name

2017-04-26T15:23:462 26704 startup.xml

Supported Releases  10.2.0E or later

discard

Discards changes made to the candidate configuration file.

Syntax discard
Parameters None
Default Not configured

Command Mode EXEC

Usage Information None

Example 0S10# discard

Supported Releases  10.2.0E or later



do

Executes most commands from all CONFIGURATION modes without returning to EXEC mode.

Syntax do command
Parameters command — Enter an EXEC-level command.
Default Not configured

Command Mode INTERFACE

Usage Information None

Example 0S10 (config)# interface ethernet 1/1/7
0S10 (conf-if-ethl/1/7)# no shutdown
0S10 (conf-if-ethl/1/7)# do show running-configuration

1
interface ethernetl/1/7

no shutdown
1

Supported Releases  10.2.0E or later

feature config-0s9-style

Configure commands in an OS9 environment.

Syntax feature config-os9-style
Parameters None
Default Not configured

Command Mode CONFIGURATION

Usage Information  After you enable the feature to configure commands in OS9 format, log out of the session. In the next session, you
can configure the commands in OS9 format. This feature does not have an impact on the show commands. Use
the no form of the command to disable the feature.

Example 0S10 (config) # feature config-os9-style
0S10# show running-configuration compressed
interface breakout 1/1/28 map 10g-4x
feature config-os9-style

Supported Releases 10.3.0E or later

exit
Returns to the next higher command mode.

Syntax exit

Parameters None



Default Not configured
Command Mode All
Usage Information None

Example 0510 (conf-if-ethl/1/1)# exit
0S10 (confiqg) #

Supported Releases  10.2.0E or later

hosthame

Sets the system host name.

Syntax hostname name
Parameters name — Enter the host name of the switch, up to 64 characters.
Default 0S10

Command Mode CONFIGURATION

Usage Information The host name is used in the OS10 command-line prompt. The no version of this command resets the host name
to 0S10.

Example 0810 (conf) # hostname R1
R1 (conf) #

Supported Releases  10.3.0E or later

license

Installs a license file from a local or remote location.

Syntax license install [ftp: | http: | localfs: | scp: | sftp: | tftp: | usb:]
filepath
Parameters
ftp: — (Optional) Install from the remote file system (ftp://userid:passwd@hostip/ filepath).
http[s]: — (Optional) Install from the remote file system (http://hostip/filepath).
http[s]: — (Optional) Request from remote server (http://hostip).

localfs: — (Optional) Install from the local file system (1localfs://filepath).
scp: — (Optional) Request from the remote file system (scp://userid:passwd@hostip/filepath).

sftp: — (Optional) Request from the remote file system (sftp://userid:passwd@hostip/
filepath).

tftp: — (Optional) Request from the remote file system (tftp://hostip/filepath).
usb: — (Optional) Request from the USB file system (usb://filepath).

Default Not configured
Command Mode EXEC

Usage Information Use this command to install the Enterprise Edition license file. For more information, see Download OS10 image and
license. OS10 requires a perpetual license to run beyond the 120-day trial period. The license file is installed in
the /mnt/license directory.



Example 0S10# license install scp://user:userpwd/10.1.1.10/CFNNX42-NOSEnterprise-
License.lic
License installation success.

Supported Releases  10.3.0E or later

line (alias)
Configures the commands to be executed in a multi-line alias.

Syntax line nn command

Parameters
nn — Enter the line number, from 1to 99. The commands are executed in the order of the line numbers.

command — Enter the command to be executed enclosed in double quotes.

Default Not configured

Command Mode ALIAS

Usage Information The no version of this command removes the line number and the corresponding command from the multi-line
alias.

Example 0510 (config)# alias mTest
0S10 (config-alias-mTest)# line 1 "interface $1 $2"
0S10 (config-alias-mTest)# line 2 "no shutdown"

0S10 (config-alias-mTest)# line 3 "show configuration"

Supported Releases  10.4.0E(R1) or later

lock

Locks the candidate configuration and prevents any configuration changes on any other CLI sessions, either in Transaction or Non-
Transaction-Based Configuration mode.

Syntax lock
Parameters None
Default Not configured

Command Mode EXEC

Usage Information The 1ock command fails if there are uncommitted changes in the candidate configuration.

Example 0S10# lock

Supported Releases  10.2.0E or later

management route

Configures an IPv4/IPv6 static route the Management port uses. Repeat the command to configure multiple management routes.

Syntax management route {ipv4-address/mask | ipvé6-address/prefix-length} {forwarding-
router-address | managementethernet}



Parameters

Default
Command Mode

Usage Information

Example (IPv4)

Example (IPv6)

Supported Releases

move

ipv4-address/mask — Enter an IPv4 network address in dotted-decimal format (A.B.C.D), then a subnet
mask in prefix-length format (/xx).

ipvé-address/prefix—-length — Enter an IPv6 address in x:x:x:x::x format with the prefix length
in /xxx format. The prefix range is /0 to /128.

forwarding-router—-address — Enter the next-hop IPv4/IPv6 address of a forwarding router
(gateway) for network traffic from the Management port.

managementethernet — Configure the Management port as the interface for the route; forces the route
to be associated with the Management interface.

Not configured

CONFIGURATION

Management routes are separate from IP routes and are only used to manage the system through the
Management port. To display the currently configured IPv4 and IPv6 management routes, enter the show ip
management-route and show ipv6 management-route commands.

0510 (config) # management route 10.10.20.0/24 10.1.1.1
0S10 (config) # management route 172.16.0.0/16 managementethernet

0S10 (config) # management route 10::/64 10::1

10.2.2E or later

Moves or renames a file on the configuration or home system directories.

Syntax

Parameters

Default
Command Mode
Usage Information

Example

Example (dir)

Supported Releases

move [config: | home: | usb:]
config: — Move from the configuration directory (config://filepath).
home : — Move from the home directory (home: // filepath).

usb: — Move from the USB file system (usb://filepath).

Not configured
EXEC

Use the dir config command to view the directory contents.

0S10# move config://startup.xml config://startup-backup.xml

O0S10# dir config

Directory contents for folder: config
Date (modified) Size (bytes) Name
2017-04-26T15:23:46% 26704 startup.xml

10.2.0E or later



no

Disables or deletes commands in EXEC mode.
Syntax no [alias | debug | support-assist-activity | terminal]

Parameters ) o
alias — Remove an alias definition.

debug — Disable debugging.
support-assist-activity — SupportAssist-related activity.

terminal — Reset terminal settings.

Default Not configured

Command Mode EXEC

Usage Information Use this command in EXEC mode to disable or remove a configuration. Use the no 2 in CONFIGURATION mode
to view available commands.

Example 0S10# no alias goint

Supported Releases  10.2.0E or later

reload

Reloads the software and reboots the ONIE-enabled device.

Syntax reload
Parameters None
Default Not configured

Command Mode EXEC

Usage Informetion q NOTE: Use caution while using this command as it reloads the OS10 image and reboots the device.

Example 0S10# reload

Proceed to reboot the system? [confirm yes/no]:y

Supported Releases  10.2.0E or later

show alias

Displays configured alias commands available in both Persistent and Non-Persistent modes.
Syntax show alias [brief | detail]

Parameters
brief — Displays brief information of the aliases.

detail — Displays detailed information of the aliases.



Default
Command Mode
Usage Information

Example

Example (brief —
displays the first 10
characters of the
alias value))

Example (detail —
displays the entire
alias value)

Supported Releases

show boot

None
EXEC

None

0S10# show alias

Name Type
govlt Config
goint Config
mTest Config
shconfig Local
showint Local
shver Local
Number of config aliases : 3
Number of local aliases : 3

0S10# show alias brief

Name Type
govlt Config
goint Config
mTest Config
shconfig Local
showint Local
shver Local
Number of config aliases : 3
Number of local aliases : 3

0S10# show alias detail

Name Type
govlt Config
goint Config
mTest Config
shconfig Local
showint Local
shver Local
Number of config aliases : 3
Number of local aliases : 3

10.3.0E or later

Displays detailed information about the boot image.

Syntax
Parameters

Default

show boot [detail]
None

Not configured

"v