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There are 2 devices in this series: GEL-1051 and GEP-1051.
The PoE function is only applicable to the GEP-1051.

Sections of this document use the GEP-1051 as an example. The other switch model differs only in panel

image, port types (non-PoE), and equipment name but functions identically.
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1 WEB MANAGEMENT - LOGIN

1.1 LOGINTO THE SWITCH MANAGEMENT PAGE WEB

The computer’s IP address and the switch IP address must be set to the same subnet (switch default IP address is
192.168.1.1, and the default subnet mask is 255.255.255.0). Using a web browser enter http://192.168.1.1 in the
address bar. Wait for the User Login page to appear and then enter the default user name and password (user name:

admin; password: admin). Click the “Login” button to directly access the web management home page.

ilevelone

- .
‘ User Login
Please input your user name and password!
User Name:

Password:

Device Name GEP-1051 Device Location Contact Name

Figure 1-1: The Login Page

After launching successfully, the switch management home page displays:

" Current User:admin
B system Home .
Model name: GEP-1051 cPu: 28% Available Memory G0MB  Available Flash:2MB Hardware Version: v1.0 Serial numcer: M41728000023
B auick Gonfiguration Date/Time: 201312.500:44:28 [ — Software Version: v1.0.0.2 Mac address: A82B.B54B.6267

» Port Management
» VLAN Management
» Fault/ Safety

» System Management
» PSE System

> QoS

» EEE

[ 10100M gy 1000M gy Disconnect gy Disable

Keyword: Search O Refresh

Porta Description Input Flow(Bps) Output Flow(Bps) Status Connection Status VLAN Trunk Port Edit

Gion 08K 15K Enabled . Connected 1 No Check the Flow Trend
G0z 0K (13 Enabled % Not Connected 1 No Check the Flow Trend
Gi 03 0K 0K Enabled % Not Connected 1 No Check the Flow Trend
Gi 0 K 0K Enabled % Not Connected 1 No Check the Flow Trend
G055 K 13 Enabled % Not Connected 1 No Check the Flow Trend
GI 06 K [13 Enabled % Not Connected 1 No Check the Flow Trend
Gilor oK 13 Enabled % Not Connected 1 No Check the Flow Trend

Figure 1-2: Web Management Home Page
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2 SYSTEM HOME

2.1 DEVICE PANEL

1. Use the system home page to get a quick understanding of the device operating state, panel information, port

status and general network management information.

L

B system Home
= Model name: GEP-1051 CPU: 26% Available Memory 50MB Available Flash:2MB Hardware Version: v1.0 Serial numcer: M41728000023

B Quick Configuration DatelTime: 2013.12500:45:58 ~ ) —-— — Software Version: ¥1.0.0.2 Mac address: A82B.B54B.6267
Port Management
VLAN Management
Fault  Safety

PSE System
Qos

»

»

»

» System Management
»

»

» EEE

{7 10100 gy 1000M gy Discomnect 2 Dissble

_ Information Flow Trend Device Configuration Port Statistics

Figure 2-1 Web View of the Switch Front Panel

2. Clicking on a specific port displays the pop-up window shown in the screenshot below and it is possible to use

the Enable/Disable radio buttons to administratively shutdown or bring up the port.

]

Current User:admin

B system Home

Model name: GEP-1051 CPU: 26% Available Memory5OMB  Availabie Flash:2MB Hardware Version: v1.0 Serial numcer: M41726000023
®, Cuick Configuration DatefTime: 2013-12-501:04:50 == — — Software Version: v1.0.0.2 Mac address: A82B.B54B.6267
Port Management
VLAN Management Port Number: 1 affic Trends
Fault / Safety Port Description:

Port Status: (3) Enable () Disable

Output Traffic: 18K
PSE System

QoS
EEE

Input Traffie: 0.35K

»
|
»
» System Management
»
|
»

C1107100M gy 1000M gy Discomneat

Port Information Flow Trend Device Configuration Port Statistics

Figure 2-2 Port Pop-Up
2.2 PORT INFORMATION

The configuration of the GEP-1051 is as follows: "System Home" "Port Information".

Gk o ™ i

Current User:admin

B system Home
= Model name: GEP-1051 cPU: 28% Available Memory GOMB  Avalable Flash:2MB Hardware Version: v1.0 Serial numcer: M41728000023

B auick Gonfiguration Date/Time: 201312.500:44:28 [ — Software Version: v1.0.0.2 Mac address: A82B.B54B.6267
Port Management
VLAN Management
Fault / Safety

»

»

»

» System Management
» PSE System

> QoS

» EEE

[ 10100M gy 1000 gy Discomnect gy Disable

Keyword:[ ] O Refresh

Porta Description InputFlow(Bps) | Output Flow{(Bps) Status Connection Status. VLAN Trunk Port Edit

Gion 08K 15K Enabled . Connected 1 No
Gioz oK oK Enabled % Not Connected 1 No
Gi03 oK oK Enabled % Not Connected 1 No
Gios o *® Enabled % Not Connected 1 No
605 oK ok Enabled % Not Connected 1 No
Gios oK oK Enabled % Not Connected 1 No
Gio7 oK oK Enabled *

Not Connected 1 No Check the Flow Trend

Figure 2-3 Port Information
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On the panel, you can see the device port, description, input flow, output flow, state of the port, connection state,

VLAN, and trunk status.

2.3 FLOW TREND

Click the device port on the panel port to view the port flow trends.

Current User:admin

B system Home
= Model name: GEP-1051 CPU: 25% Available Memory:5OMB  Available Flash:2MB Hardware Version: v1.0 Serial numcer: M41728000023

B, quick Configuration Date/Time: 2013-12-5 01:07:27 L Lo E— — Software Version: v1.0.0.2 Mac address: A82B.B54B.6267

» Port Management

» VLAN Management
» Fault/ Safety

» System Management
» PSE System

> QoS

» EEE

{51 L0100M gy 1000M gy Discomnect g8y Disable

Port Information Flow Trend Device Configuration Port Statistics

Note: Click on @ port to view the flow trend

Output Input
i3 0.75K
B T osk
2 2
=k =
H H
2 2 025k
'3 oK
01:05:30  01:05:45 01:.06:00 O01:06:15 01:06:30 01:06:45 01:07:00 01:07:15 01:05:30 01:0545 01:06:00 01:0615 01:06:30 01:0645 01:07:00 01:07:15
&= Gi 0/1 Output Flow(Bps) - Gi 0/1 Input Flow(Bps)

Figure 2-4 Viewing the Flow Trend

2.4 DEVICE CONFIGURATION

Click "Device Configuration" to view and change the configuration of the device.

B gystem
= System Home Model name: GEP-1051 CPU: 30% Available Memory 59MB  Available Flash-2MB. Hardware Version: v1.0 Serial numcer: M41728000023

B Quick Configuration DatelTime: 201312501:10:16 ~ S | —_— — Software Version: v1.0.0.2 Mac address: A828.B54B.6267
» Port Management
» VLAN Management
» Fault/ Safety
» System Management
» PSE System
» QoS
» EEE

(1 10/100M gy 1000M gy Discomnect 2} Disable

Port Information Flow Trend Device Configuration Port Statistics.

The Total Number of VLAN 1 Configuration
Port Aggregation Number 0 Configuration
Port Mirroring 0 Configuration
ARP Spoofing Disabled Configuration
Port Security Disabled Configuration
DHCP Snooping Disabled Configuration

Figure 2-5 Device Configuration
Use "Device configuration" to configure the following modules:

Total number of VLANs
Port Aggregation Number
Port Mirroring

ARP Spoofing

A A

Port Security
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6. DHCP Snooping

2.5 PORT STATISTICS

The Port Statistics page shows the number of bytes received, the number of bytes sent, the number of incomplete
packets, the number of large packets, CRC error packets, and the number of conflicts.

Bl o T 4

Current User:admin

B system Home
— Model name: GEP-1051 cPU: 8% Available Memory59MB  Available Flash:2MB Hardware Version: v1.0 Serial numcer: MA1728000023

B quick configuration Date/Time:  2013-12-501:12:15 - Lo E— — Software Version: v1.0.0.2 Mac address: AS2B.B54B.6267
» Port Management
» VLAN Management
» Fault/ Safety

» System Management
» PSE System

» Qos

» EEE

[ 10100M gy 1000M gy Discomnect 2y Disable

Porta Bytes Received Bytes Sent Incomplete Packets Large Packets CRC Errors. Conflicts
Gion 2441504 27555785 0 0 0 0
Gior 0 0 0 0 0 0
G0 0 0 [ 0 0 0
Gioa (] 0 0 0 0 0
Gios 424 2078 0 0 0 0
G0l (] 0 0 0 0 0
Gior 0 0 0 0 0 0
Gios 0 0 0 0 0 0

Model name:GEP-1051  Hardware Version: vi.0_ Soft Version: v1.0.0.2

Figure 2-6 Viewing Port Statistics
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3 QUICK CONFIGURATION

Click "Quick Configuration" to quickly configure commonly used functions, such as a VLANSs, trunk ports, port classes,
SNMP, and basic settings.

3.1 BASIC SETTING

Click "Quick Configuration" and then "Basic Settings" to display the System Settings page. The current basic system
information and management password can be configured.

- e Current User:admin

a = = = = -

B Syste e | Basic setting || VLAN Settings || PortMode |

B Quick Configuration I e ——
» PortManagement
A " Management VLAN: [vian 1 . DHCP:  Static Alocation v |*

anagement
> oot Management IP: (162, 169.1. 1 . Device Name: [EEF-1061
» System Management Subnet Mask: [256. 265. 2550 = Device Location:
» PSE System Default Gateway: [0.0.0.0 - Contact Name:
» QoS Login Timeout(s): [1500 Contact Information:
» EEE MAC: [}625. 3545, 6267
Apply

I Modiy the super user password and telnet password

0ld Password:
New Password:

Confirm New Password:

Apply | | Empty

Figure 3-1: Basic Setting
3.2 VLAN SETTINGS
Click "Quick Configuration" and then "VLAN Settings" to access the VLAN configuration page. You can view the

current VLAN information, create new VLANs, modify VLANSs, delete VLANSs, etc. When configuration is completed,

click "Next".

b T

e 3 Current User:admin

5 system Home ‘ Basic Setting H VLAN Settings H Port Mode ‘

B quick Configuration I e

» Port Management N
u] VLANID VLAN Name Tag Port Untag Port Edit
» VLAN Management
» Fault! Safety 1 default 110 2z
» System Management @ NewVLAN @ Delete VLAN First Previous [1] Next Lasit 1 1Page
» PSE System
b QoS
» EEE

Figure 3-2: VLAN Settings
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3.3 PORT MODE

Click "Quick Configuration" and then "Port Mode" to access the port settings page. You can change the port setting

to allow VLANs in trunk or hybrid mode.

@ Note: When a port is changed to trunk mode, it will be removed from any previous untagged VLAN). When

configuration is complete, click "Next".

Current User:admin Pep— o)

B system Home

‘ Basic Setting VLAN Settings PortMode |
& Quick Configuration

» Port Management Note: 1 Access: This mode port can only beiong 10 one VLAN, you can transmit packets of the VLAN . the defaull is VLAN 1, is generally used with the terminal directly connacted

2.Trunk: This mode port can beiong to multiple VLAN, can transmit multiple VLAN packets, can only transmit data frames of Tag type (Natwe VLAN to Untag type transmission ) . generally used in conjunction with ofher switches i the network
s — 3 Hybrid: Tis mode port can beiong to multiple VLAN. can transmit multipie VLAN packets, can ransmit Tag or Untag packet frame.

¥ Fault/ Safety 4 When the port is changed to Trunk mode. 1 will be removed from the previous Untag vian

» System Management

» PSE System ——
» QoS N 7 2

Selecta port to configure

» EEE
§2 Optional port §i Sesected port {77 Aggregation port {3 Trunk Port  Sedect all Select all ofhers Cancel
Port Mode: Hybrid Native VLAN: 14004
Apply

Port Port Mode Native VLAN Eait
Access 3
2 poes 2
’ 2
“ 4
s B
8 Access 2
7 Access it

Figure 3-3: Port Mode
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4 PORT MANAGEMENT

4.1 BASIC SETTINGS

4.1.1 Viewing the port configuration

On the navigation bar, click "Port Management" and then "Basic Settings" to view the current configuration of the

switch ports:

|MEVE-‘.IQR e s

B syctem Home

Basic Settings
B quick Configuration
Description: Select the port(s) you wantto configure. Click on individual ports or click and drag the mouse to select multiple ports

> PortManasemen] Note: I the parameters selected are not supported, the changes will not take effect
+ Basic Settings

MTU(1522-10240): Apply

+ Storm Contro

. Fowca Select a port to configure:

+ Port Aggregation

© 2 3 4 5 B 7 &8 g 1
PRy S Sy S v e |

+ PortMirroring

& Roitcaioy {2 Optional port 7 Fixed port ¢ Selected port 717 Aggregation port Select all Selectall others Cancel

+ Port Speed Limit

Description: Status: [DoNot oy v
» VLAN Management
2 Rate: [DoNot Mody v Duplex Mode: [Do Not body v
» Fault/ Safety
Appl
» System Management e
» PSE System ] portust
B Qo8 Port Description Status, Rate Duplex Mode MTU Edit
» EEE
Enabled Auto Auto 1522 2
2 Enabled Auto Auto 1522 z
3 Enabled Auto Auto 1522 2
4 Enabled Auto Auto 1522 Z
5 Enabled Auto Auto 1822 2
6 Enabled Auto Aute 1522 7

Figure 4-1: Viewing the Port List Data
The port list attributes show the current switch port configuration:

Port: The number of the port.
Port Description: Displays the switch port description.

Port Status: The switch port status information; enabled or disabled.

1.

2

3

4. Port Rate: Displays the switch port speed configuration; auto-negotiation or 10/100/1000.

5. Working Mode: Displays the switch port duplex configuration; auto-negotiation, full, or half duplex.
6

MTU: Indicates the maximum size of packets on the port.
4.1.2 Configuring port properties

Click the - icon to configure the selected port attributes:
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T

L] Current User:admin

B8 system Home Basic Settings

W8 Quick Configuration
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports

¥ Port Managoment Note: If the parameters selected are not supported, the changes will not take effect.

+ Basic Settings
MTU(1522-10240): [1522 Apply
+ storm Control

+ Flow Gontrol Selecta port to configure:

+ Port Aggregation é é é é é é é I%I I%I

+ PortMirroring

& Bortisoaton 7 Optional port g Fixed port g Selected port {77 Aggregation port Selectall Selectall others Cancel

+ Port Speed Limit
Description: eomputer? Status: | Enabled

» VLAN Management
2 Rate: | 100M - Duplex Mode: [ Auto

¥ Fault/ Safety

Appl
> Systom Management

b PSE System ] portuist

) Port Description Status Rate Duplex Mode MTU Edit

b EEE
1 Enabled Auto Auto 1522 j
2 Enabled Auto Auto 1522 j
3 Enabled Auto Auto 1522 74
4 Enabled Auto Auto 1522 Z
5 computer2 Enabled 100 Auto 1522 j
] Enabled Auto Auto 1522 d

Figure 4-2: Port Properties Configuration

To configure port properties:
Step 1: Click the edit icon
Step 2: In the Port Properties configuration page, fill or select the value to be configured.

Step 3: Click Apply

4.2 STORM CONTROL

4.2.1 Viewing the storm control port settings

Click "Port Management" and then "Storm Control" to view the current switch port storm control information.

L s

ile

Current User:admin

B8 system Home Storm Gontrol

B Quick Configuration
Description: Select the port(s) you want to configure. Click-on individual ports or click and drag the mouse o select muliple ports.
v Port Managemers Note: If the parameters selected are not supported, the changes wil not take effect.
+ Basic Settings

Select a port to configure:
+ Storm Control

+ Flow Control LA A A e T Be e
PR S S e R S v i |

+ Port Aggregation

* Port Mirroring "7 0ptional port R Fixed port i Selected port {17 Agaregation port Selectall Select all oiners  Cancal
+ Port lsolation

Storm Control Type: [ Disabled - Storm Control Value: (Unit: Kops, Value: muftiples of 16 between 16-1000000)
+ Port Speed Limit
Apply

» VLAN Management

» Fault/ Safety I Port List

» System Management Port Unknown.unicast Broadcast Unknown.-multicast Edit

» PSE System
1 Disabled Disabled Disabled 2

» QoS

» EEE 2 Disabled Disabled Disabled B
3 Disabled Disabled Disabled 2z
4 Disabled Disabled Disabled z
5 Disabled Disabled Disabled 2
6 Disabled Disabled Disabled 2
7 Disabled Disabled Disabled 2

Figure 4-3: Viewing the Storm Control List
The list of ports shows the current storm control property values:

1. Port: The number of the port.
2. Unknown-unicast: Unknown unicast packets control.

3. Broadcast: Broadcast packet control.
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4. Unknown-multicast: Multicast packets control.
5. When the control value setting is not a multiple of 16, the system automatically matches the closest multiple of
16.

6. The control values of unknown-unicast, broadcast, and unknown-multicast, can only be a single value.

Clicking the corresponding port on the port panel view selects the port(s) to be configured.

i

Current User:admin

B system Home

W Quick Configuration

~ Port Management

* Basic Settings

* Storm Control

* Flow Control

* Port Aggregation

« Port Miroring

* Port Isolation

* Port Speed Limit

Storm Control

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports

Note: If the parameters selected are not supported, the changes will not take effect.

Selecta port to configure:

12 3 4 5 6

RS A A )

8 o 10

7
Py |

§7J Optional port 7 Fixed port §p Selected port 7 Aggregation port Selectall Select all others  Cancel

Storm Control Type:

Unknewn-unicast v

Storm Control Value: 32

(Unit kbps, Value: mutiples of 16 between 16-1000000)

Apply

} VLAN Management

» Fault/ Safety I Port List

¥/ System Manageinesy Port Unknown-unicast Broadcast Unknown-multicast Edit

» PSE System
1 Disabled Disabled Disabled B

» Qos

W*EEE 2 Disabled Disabled Disabled B
3 Disabled Disabled Disabled 74
4 32 Disabled Disabled 74
5 Disabled Disabled Disabled 74
6 Disabled Disabled Disabled 2
7 Disabled Disabled Disabled iz

Figure 4-4: Configuring Storm Control Information

You can also select multiple ports for batch settings.

Current User:admin

i i

B system Home
B8 Quick Configuration
~ Port Management
* Basic Seftings
* Storm Control
* Flow Control
*+ Port Aggregation
*+ Port Mirroring

+ Port Isolation

storm Control

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Note: If the parameters selected are not supported, the changes will not take effect

Selecta port to configure:

2 3[4 5 6]7 8
77577 57 [ IO

s 10

"2 Optional port i Fixed port i Selected port 57 Aggregation port Selectall Select all others Cancel

Storm Control Type:| Broadcast — ] Storm Control Value: 4 (Unit kbps, Value: multiples of 16 between 16-1000000)
+ Port Speed Limit -
Apply

» mswagonare | | (I

» Fault/ Safety ] poreuist

» System Management Port Unknown-unicast Broadcast Unknown-multicast Edit

» PSE System
1 Disabled Disabled Disabled 2z

» QoS

» EEE 2 Disabled Disabled Disabled B
3 Disabled Disabled Disabled 2
4 2 64 Disabled 7
5 Disabled 54 Disabled 7
5 Disabled 64 Disabled B
7 Disabled Disabled Disabled 2z

Figure 4-5: Bulk Edit Configuration

After selecting the ports in the Storm Control port panel, set the unknown-unicast, unknown-multicast, and

broadcast values. For example, set the port 1 unknown-unicast storm control to 1009, and then click Apply.
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: s e | From 19216811 ‘ . .
' The system wil automaticall truncate your entry to the closest { :
Current User:admin muttiple of 16. " E (V)

B sysentione e |ocl]

W Cuick Cantiguration

Descrption: Select the port(s) you want to configure. Click on indwidual ports or cick and drag the mouse to select multpie ports
~ Port

Noto: If the pi selacted are the changes wil not take effect
* Bask Settings

Select a port 1o configure:
* storm Control L -

+ Fiow Control o N e e e g 1o 1
I Feiwrimini e i m|m|

* Port Aggregation

* Port Mirroring §2 Optional port 8 Fixed port 9 Selected port T Aggregaton port Salect all Select al others Cancal
* Port Isolation
Storm Control Type: | Unknown-unicast . Storm Control Value: 1009 (Unit kbps, Value: mutiptes of 16 batween 16-1000000)
+ Poct Speed Lma —
» VLAN Management (o]
» Fault/ Safety | portuist
» System Management Port Unknown-unicast Broadcast Unknown-mutticast Ean
» PSE System S 3
e 1 Disavied Disabled Disabled 2
» EEE 2 Dsabled Disabled Disatied 2z
3 Dsavied Disabled Disabled 4
4 £ 54 Disabled z
5 Dsadied 64 Disabled 74
s Disadled 54 Disabled 2
Disaiod Disatied Disabiod 2
Figure 4-6: Configuring Storm Control Information
The configuration displays as shown below:
I Port List
Port Unknown-unicast Eroadcast Unknown-multicast Edit
1 1008 Disabled Disabled 74
2 Disabled Disabled Disabled z

Figure 4-7: Configuration Successfully Storm Control Information Flow Control

4.3 FLOW CONTROL

Click "Port Management" and then "Flow Control" to view the port flow control information on the switch.

T 8
Current User:admin
B system Home Flow Control
B ouick Configuration
Description: Select the pori(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports
v PortManagemcry Note: I the parameters selected are not supported, the changes will not take effect Changing the flow control of the port will cause the port to be down and then up
+ Basic Settings
Selecta port to configure:
+ storm Control
PTm—— 12 3 4 5 6 7 8 9 10
SRR
* Port Aggregation
= Port Mirroring T3 optional port g Fixed port §# Selected port [TJAggregation port Selectall Select all others Cancel
* PortIsolation
i R —
* Port Speed Limi
Appl
-
» Fault! Safety ] poreuist
¥ SystomManagersest Port Flow Control Operation Status Edit
» PSE System
1 or of
> QoS 74
» EEE 2 of of z
3 off of 2
4 off off z
5 of of z
6 or of B
7 or of 2

Figure 4-8: Flow Control Information

4.3.1 Configuring flow control

To enable the port flow control function: Select the ports to enable traffic control, and then click "Flow Control".

Select "On" in the Flow Control Type pull down menu and click Apply.

19



urrent User:admin

', Quick Configuration

Description: Select the port(s) you want to configure. Click on individual ports or cliek and drag the mouse to select multiple: port.
~ PortManagement Note: If the parameters selected are not supported, the changes will not take effect Changing the flow control of the port will cause the port to be down and then up.
* Basic Setlings

Selecta port fo configure:
* Storm Gonirol

8 9 10

T2 3|4 5 6 1
i S S|V Iy S s I

* Flow Control ‘

* Port Aggregation

* Port Mirroring ™7 Optional port {3 Fixed port g8 Selected port § T Agaregation port  Select all Select all others Cancel

* Port Isclation

Flow Control Typef [ On v
* Port Speed Limit |

» VLAN

» Fault/ Safety | portist

» System Management o Frow Control Operation Status o

» PSE System
1 on On

» QoS 2

» EEE 2 on & B
3 on of 174
4 of on z
5 of off 2
6 of of 74
7 of of 74
8 of of 74

Figure 4-9: Open Port Flow Control Function

To enable port traffic control:

Step 1: Select the port.

Step 2: Set the Flow control Type to On.
Step 3: Click Apply.

View the port list to check that the configuration is successful:

. Quick Configuration
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple: ports.
v PortManagemeny Note: If the parameters selected are not supported, the changes will not take effect Changing the flow control of the port will cause the port to be dovn and then up.
* Basic Settings
Selecta port to configure:
« storm Control
S Fiow Contrat P2 3 4 5 6 71 8 g 1
[ e el el el e |
* Port Aggregation
» Porchraig 77 Optional port i Fixed port i Selected port § T Aggregation port  Select all Select all ofhers Cancel
* PortIsolation
Fiow Contor Type:
* Port Speed Limit
» VLAN
b Fault! Safety | portuist
¥ System Management Port Flow Control Operation Status Edit
» PSE System
1 on on
> QoS iz
» EEE 2 On off z
3 on off z
4 of of 2z
5 of or 7
5 of of &
7 off off 74
H of oft B

Figure 4-10: Port Flow Control Status

To modify the port’s flow control function: click the “ button in the Edit column of the port list.
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. auick Configuration

Description: Select the port(s) you want to configure. Click on individual ports or dlick and drag tne mouse to select multiple ports

¥ FPort Management Note: I the parameters selected are not supported, the changes will not take efiect Changing the flow control of the port will cause the port to be down and then up.

+ Basic Settings

Selecta port to configure:
+ Storm Cantrol

Flow Control 234557sgm
" Howtonto g ey i S Ry |
+ Port Aggregation
* Port Mirroring §71 Optional port {8 Fixed port g Selected port {7 Aggregation port Selectall Select all others Cancel

* PortIsolation

* Port Speed Limit
Apply

» Fault/ Safety | portuist

» System Management Port Flow Control Operation Status Edit

» PSE System
1 o on

» QoS 74

» EEE 2 on @ B
3 on or 2
e of on 2
5 o of 2z
6 oft off 2

off off z

g of off 2

Figure 4-11: Close the Port Flow Control

To turn off port flow control:

Step 1: Select a port by clicking on the desired port in the "Select a port to configure:" port panel view.
Step 2: Set the Flow Control Type drop down menu to Off.

Step 3: Click Apply.

4.4 PORT AGGREGATION

4.4.1 Viewing the port aggregation configuration

Click "Port Management"-"Port Aggregation" to view the current port aggregation configuration.

Mlevelone ...

System Home

Port Aggregation
® auick Configuration

Description: Port aggregation allows muitiple ports to be combined to form a single logical link. Each group can contain up to & ports. Member ports assume network traffic by shunting rules.
= Port Management

+ Basic Seftings Load Balancing: [mac v Apply

+ Storm Control Agaregation ID (1-8):

+ Flow Control Select a port to configure:

* Port Aggregation 12 3 45 6 7 8 9 10
e aiaia e el e

* Port Mirroring

e "2 Optional port 5 Fixed port i Selected port {17 Aggregation port Selectall Select all ofners Cancel
* Port Speed Limit
‘Aggregation Type: | Not Selected
» VLAN Management

Appl Cancel
» Fault/ Safety Py

» System Management | Avoregation uist
¥ PSE System Aggregation ID Aggregation Type Number of Ports Member Port Edit
» Qos
First Previous [1] Next Lasfi |/ 1Page
» EEE B ’

Figure 4-12: Port Aggregation Configuration
The port aggregation list shows the current port configuration:

1. Aggregation number: The link aggregation group number value.

2. Load Balancing: Displays the current link aggregation group load balancing condition.

3. Aggregate types: Displays the port aggregation protocol.

4. Member ports: The number of ports in the link aggregation group by displaying the current port link aggregation
group members.
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Configuring aggregated ports can bind a maximum of eight member ports together, and transfer data among
members of the group using network traffic shunt rules.
The port members of a port aggregation group must ensure that their port speed, duplex and port states agree

otherwise the configuration will fail when using the Apply button.

4.4.2 Configuring a port aggregation group

In the Aggregation ID field enter an aggregation ID from 1 to 8.
Select the desired ports to be aggregated in the port window.

Select the aggregation type.

AW

Click Apply.

Port Aggregation

Mflevelone ..
By
n

Description: Port aggregation allows multiple ports to be combined to form a single logical link. Each group can contain up to 8 ports. Member ports assume network traffic by shunting rules

Loas st A

Aggregation ID (18): 2

+ Flow Control Select a port to configure:

* Por regation 1 2 3 4 5 6 7 8
e i e e e T

+ Port Mirroring

+ Portisolation
§"3Optional port §d Fixed port §i# Selected port [TdAggregation port Selectall Select all otners  Cance

» VLAN Management
Apply | Cancel
> Fault/ Safety

» System Management IAnQreuanl\ List
» PSE System
» QoS

» EEE irst Previous [1]

+ Port Speed Limit

Aggregation ID Aggregation Type Number of Ports Member Port Edit

Figure 4-13: Port Aggregation Configuration Area

To add more ports to the aggregated logical:

Step 1: Select the “load the shunt” option in the Load Balancing drop down menu.
Step 2: Enter the aggregation ID number in the "Aggregation ID” field.

Step 3: Select the ports to be aggregated in the port window.

Step 4: Select the aggregation type in the “Aggregation Type” drop down menu.
Step 5: Click Apply.

4.4.3 Modifying port aggregation

In the Aggregation List click on the “ icon under Edit that corresponds to the Aggregation group that needs to be

modified:
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System Home Port Aggregation

W8 Quick Configuration
Description: Port aggregation allows multiple ports to be combined to form a single logical link. Each group can contain up to  ports. Member ports assume network traffic by shunting rules.

~ Port Management
+ Basic Sattings Load Balancing: [mac_v|| Apply
+ Storm Control Agaregation 1D (1-8):

+ Flow Gontrol Select a port to configure:

* Por regation 112 3|4 5 68 7 8 9 10
e Slaalanand

* Port Mirroring

+ Portsolation
[l Optional port g Fixed port i Selected port [T¢ Aggregation port Selectall Select all others Canel

+ Port Speed Limit
Aggregation Type: | Not Selected 2

» VLAN Management
Appiyl] [Cancel
» Fault! Safety
» System Management | Aogreation wist
» PSE System Aggregation ID Aggregation Type Number of Ports Member Port Edit
» Qos
2 Static 2 23
» EEE o X
First Previous [1] Next Lastt |/ 1Page

Figure 4-14: Modifying the Port Aggregation

Modify Link Aggregation Procedure:
Step 1: In the Aggregation List, click the Edit icon on the right that corresponds to the Aggregation group.

Step 2: In the port aggregation configuration page modify the load balancing type.
Step 3: To add a port to the aggregation group select it.

Step 4: Click Apply.
4.5 PORT MIRRORING

4.5.1 Port mirroring configuration

Click "Port Management" "- "Port Mirroring"

System Home Port Mirroring

W Quick Configuration
Description: Port miroring is used to send network trafic from multinle source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.

v Port Management Note: A port aggregation group cannot be set as a desfination or source pert. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.

+ Basic Settings
Choose the source port:(Selecting multiple seurce ports can affect the device performance. )
+ Storm Control

« achl 12 3 45 6 7 8 3 1
i jepaiainiaiwiwiainn)
* Port Aggregation
* Port Mirroring [ Optional port § Fixed port i Selected port 577 Agaregation port [§1{Mirroring Group Selectall Select all others Cancal

* FoRlcceiey Choose the destination port:(choose only one port)

* PortSpeed Limit T 5 7 5 5 7 5
» VLAN Management P e S o o i i
» Fault/ Safety
» System Management 7”3 0ptional port i Fixed port i Selected port 17 Aggregation port
» PSE System

2 Apply | Refresh Mirroring Group [ Not Selected v
» QoS
» EEE I Mirroring Port List
Mirroring Group Source Port Destination Port Edit
First Previous [1] Next Lastt /1Page

Figure 4-15: Port Mirroring Configuration Information

The Mirroring Port List at the bottom of the page shows the current port mirroring configuration.
Mirroring group: This is the ID that identifies the port mirroring (1-7).
Source Port: The port selected to forward its traffic to another port.

Destination port: The port which receives the forwarded traffic from the configured source port.

[E] Note 1: A Port aggregation port cannot be used as either a destination port or a source port.
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E] Note 2: The destination port and source port cannot be the same port.

@ Note 3: A group mirroring group can have only one destination port.

4.5.2 Adding a port mirroring group

Select the source and destination ports in the appropriate windows, select the mirroring group session ID and then

click Apply.

L ji

ile

Current User:admin

& system Home Port Mirroring

B Quick Configuration
Description: Port mirmoring is used to send network traffc from multple source ports to a destination port. Netuork analyzers can be connected to the destination port to analyze network trafiic
v Port Managemcs Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.
+ Basic Settings

Choose the source port:(Selscting multiple souce ports can affect the device performance. ).
+ Storm Control

i[2]3 4 5 6 7 8 9 10
+ Flow Control QQQQDEEDD

+ Port Aggregation

* Port Mirroring {2 0ptional port Y Fixed port g Selected port {77 Aggregation port [$1Mirroring Group  Select all Select all otners  Cancel
s Portlsgeisy Choose the dastination port:(choose only one por)

+ Port Speed Limit

1 2[3]4 5 6 7 8 g 1
» VLAN Management e ] e e e e |
» Fault/ Safety
» System Management [ Optional port i Fixed port g Selected port §7¢ Aggregation port
» PSE System

y ey | | Rt PR = —
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» EEE I Mirroring Port List
Mirroring Group Source Port Destination Port Edit
First Previous [1] Next Lastl 11Page

Figure 4-16: Adding a Port Mirroring Group
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Current Useradmin

B system Home Port Mirroring

B Quick Configuration
Description: Port mirroring is sed to send network trafic from multiple source ports to a destination port. Network analyZers can be connected to the destination port to analyze network traffic
v Port Magemert Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be sslected for this feature to work correcty.
+ Basic Settings

Choose the source port:(Selecting multiple source ports can affect the device performance. ).
+ Storm Control

.| 12 3 4 5 6 7 8 g 10
Flow Control Tl In e ialata] sl

+ Port Aggregation

* Port Mirroring 57 Optional port G Fixed port i Selected port [T Aggregation port [§4]Mirroring Group Select all Select all others  Cancel
+ Portisceing Choose the destination port:(choose only one port)

* PortSpeed Limit

1 2 3 4 5 6 7 8 9 10
» VLAN Management CE SN0
» Fault/ Safety
» System Management 571 Optional port i Fixed port i Selected port [T} Aggregation port
» PSE System

¥ Apply | | Refresh Mirroring Group [Not Selected v
» QoS
» EEE | Mirroring Port List
Mirroring Group Source Port Destination Port Edit
1 2 3 74 x
First Previous [1] Next Lasti [1Page

Figure 4-17: Adding a Port Mirroring Group Results

Port mirroring configuration steps:
Step 1: Select a Source Port.

Step 2: Select a Destination Port.
Step 3: Select a Mirroring Group.
Step 4: Click Apply.

Configuration Notes:

1. A maximum of 7 mirroring groups can be configured.

2. Aggregated ports are shown as gray in the panel —these cannot be configured for port mirroring.
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3. Additionally, ports already being used for port mirroring are also displayed as gray (grey ports are unavailable

when configuring a new port mirroring).

4.5.3 Modifying a port mirroring group

Select the group to modify, click the ~ icon under the Edit field in the Mirroring Port List and make the

modifications.

L] Current User:admin

& system Home Port Mirroring
B ouick Configuration
Description: Port mirroring is used to send network trafiic from multiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.
v Port Managencrt Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this featurs to work correctly.
+ Basic Setings

Choose the source port:(Selecting multiple source ports can affect the device performance. ).
+ Storm Control

- iz 2]4 5 6 7 8 9 10
. it fs1 3 st) g g W |
2

+ Port Aggregation

* Port Mirroring ptional pdt [ Fixed port R Selected port [T Aggregation port [§42Mirroring Group  Select all Selectall others Caneal
+ Portlsolat
" Choofe the destination port:(choose only one port)

+ Port Speed Limit

il2 3]s 5 6 7 8 9 10
» VLAN Management e, [StR 1) R R ArR W S Y |
» Fault/ Safety
» System Management "7 0ptional port I Fixed port g Selected port [T Aggregation port
» PSE Systs
ySLem Apply || Refresh Mirroring Group | Session 1 5
» Qos
» EEE I Mirroring Port List
Mirroring Group Source Port Destination Port Edit
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Figure 4-18: Modifying the Port Mirroring Group
To Modify the port mirroring configuration:

Step 1: Click the “ icon in the Mirroring Port List.
Step 2: Add or remove the ports required in the configuration panel.

Step 3: Click Apply.

4.5.4 Deleting a port mirroring group

?‘ T 7w T From 192.168.1.1
: \54 M ki ‘ Are you sure you want to delete the mirroring group?
L e Current User:admin

B syctem Home

Cancel

Port Mirroring

8 Quick Configuration
Description: Port mirroring is sed to send network traffic from multiple Source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.
v PortManagement Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a seurce and destination port must be selected for this feature to work correctly.
+ Basic Seitings

Choose the source port:(Selecting multiple source ports can affect the device performance ).
+ Storm Control

* Flow Control 12 3 4 5 6 7 8 9 10
pRg SR sTEmE Ay S |
* Port Aggregation
+ Port Mirroring 13 Otional port 2 Fixed port § Selected port 5T Aggregation port SIMirroring Group Selectall Select allothers Cancel

* Fortiserey Choose the destination port:(choose only one port)

* Port Speed Limit

1.2 3 4 5 6 7 8 9 10
» VLAN Management PRy stEsTEmE Py S |
» Fault/ Safety
» System Management 7 Optional port i Fixed port i Selected port 7] Aggregation port
» PSE System

Y Apply | | Refresh Mirroring Group [ Session 1 v
b QoS
» EEE | Mirroring Port List
Mirroring Group Source Port Destination Port Edit
« : : B

First Previous [1] Next Lasti 11Page

Figure 4-19: Deleting a Port Mirroring Group
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Current User:admin

B syetem Home

Port Mirroring

W Quick Configuration
Description: Port mirmoring is used to send netuiork traffc from multiple Source ports to a destination port. Network analyzars can be connected to the destination port to analyze network trafic.

~ Port Management Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.

+ Basic Settings

Choose the source port:(Selecting multiple source ports can affect the device performance. ).
+ Storm Control

* Flow Control LA A : LA EL
eS|
* Port Aggregation
* Port Mirroring [ Optional port 5 Fixed port # Selected port [7] Aggregation port [§1] Mirroring Group  Select all Select all others Cancel

Fortsoletion Choose the destination port:(chooss only one port)
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Figure 4-20: A Successfully Deleted Port Mirroring group
To remove a port mirroring configuration:

Step 1: Click the " icon in the appropriate Mirroring Port List row.
Step 2: In the new panel, click Cancel the source port, destination port and then click Cancel.

Step 4: Click Apply.
4.6 PORT ISOLATION

4.6.1 Port isolation configuration

Click "Port Management" - "Port Isolation"

- Current User:admin
B system Home Port Isolation
W Quick Configuration ) ) ) )
Description: First, click the 'Edit icon for the port you want to isolate from the table below. The port image will turn gray. Next, selact the port(s) you want to isolate from the port selacted. The isolated port image(s) wil be blus. Finally, click ‘Apply’. The
v Port Managament isolated ports) will now appear in the tadle.
¢ BaacSSlings Notice: You must click the 'Edit icon first to configure port isolation.
* Storm Control
Selecta port to configure:
+ Flow Control
1 2 3 4 5 6 7 8 g {0
" Pt Aggregation e b b b Ja !
+ Port Mirroring
+ Portlsolation 77 Optional port G Fixed port g8 Selected port (T Aggregation port Selectall Select all otners  Cancel
+ Port Speed Limit
Port Isolation Type: | Off v
» VLAN Management Aooly
» Fault/ Safety
» System Management | femilt
» PSE System port Isolated State Edit
s 1 Disabled
isable
» EEE 2
2 Disabled 74
3 Disabled 2
4 Disabled z
5 Disabled 1”4
6 Disabled 74
7 Disabled pa

Figure 4-21: Viewing Port Isolation Configuration

4.6.2 Configuring port isolation

Select the port(s) to configure port isolation on, then set the Port Isolation Type to On, finally click Apply.
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B system Home

Port Isolation

8 Quick Configuration
Description: Firet, click the EGIt icon for the port you want o isolate from the table below. The port image will turn gray. Next, select the port(s) you want to isolate from the port selected. The isolated port image(s) wil be blue. Finally, cick ‘Apply . The
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+ Storm Control
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+ Port Speed Limit
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» PSE System Port Isolated State Edit
RS 1 Disabled
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4 Disabled 74
5 Disabled z
5 Disabled 2z
7 Disabled 2

Figure 4-22: Enabling the Port Isolation Function

& system Home Port Isolation

& Quick Configuration
Description: First, click the ‘Edit icon for the port you want to isolate from the table below. The port image will turn gray. Next, select the port(s) you want to isolate from the port selected. The isolated port image(s) will be blue. Finally, click'Apply’. The

v PortManacenchy isolated portts) will now appear n the table

* Basic Settings Notice: You must click the 'Edit’ icon first to configure port isolation.

* storm Control

Select a port to configure:

* Flow Control
12 3 4 5 5 1 &8 g 1
° PortAcgeadiey j=3= 3 yeawiwiaiwim|m
* Port Mirroring
* Portisolation "] Optional port §A Fixed port g8 Selected port {T{ Aggregation port  Selectall Select all others Cancel

* Port Speed Limit

Port Isolation Type:

» VLAN Management
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» System Management I il

» PSE System Port Isolated State Edit

» QoS
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» EEE
2 Enabled z
3 Enabled z
4 Disabled 74
5 Disabled 74
6 Disabled 2
7 Disabled 2

Figure 4-23: Enabling Port Isolation Results

4.6.3 Modify the port isolation

In the Port List select the port to modify and click the # icon under the Edit column. Make the modifications to the

port isolation configuration.
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Description: First, click the 'Edit icon for the port you want to isolate from the table below. The port image will turn gray. Next, select the port(s) you want to isolate from the port selected. The isolated portimage(s) will be blue. Finally, click ‘Apply’. The

v PortManagemeny isolated port(s)will now appear i the table.

* Basic Settings Notice: You must dlick the 'Edit' icon first to configure port isolation.

+ Storm Control
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+ Flow Control
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+ Port Mirroring
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* Port Speed Limit
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» PSE System Port Isolated State Edit
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» EEE 2|
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Figure 4-24: Modifying the Port Isolation configuration

4.7 PORT SPEED LIMIT

4.7.1 View port rate limit

Click "Port Management" - "Port Speed Limit" to view the currently configured port speeds.
Ty L1 i | | R L

L] E ! Current User:admin . & T (e}

Description: Select (e pori(s) you want o configure. Click on indvidual ports or cick and drag the mouse to Select multple ports.
v Port Managemes Notice: 1000Kbps = TMbps
+ Basic Seltings

Select a port to configure
* Storm Control

) 1oz 3 4 5 6 7 8 9 10
Flow Control I Inin il

* Port Aggregation

* Port Mirroring 71 Optional port G Fixed port g Selected port [T Aggregation port Select all Select all others  Cancel
* Port Isolation

« Port Speed Limit

Input Speed Limit: B vaximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit

» VLAN Management

» Fault/ Safety Output Speed Limit: @ Maximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, its no speed limit

» System Management Apply

» PSE System

) Qos I Port Speed Limit List

» EEE Port Input Speed Limit Output Speed Limit Edit
1 MAX MAX z
2 MAX MAX B
3 MAX MAX 2z

Figure 4-25: Viewing the port speed configuration

The port speed limit list shows the current speed limits for each port.
Port: The number of the port;
Input limit: uplink port speed;

Output speed: port downstream rate;

4.7.2 Configuring the port access rate

In the port panel view click the port to select it and then set the speed limit value by dragging the Input and Output

Speed Limit bars.
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] Current User:admin

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select mulfiple ports.
~ Port Management
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* Storm Control
* Flow Control
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Notice: 1000Kbps = 1Mbps
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* Port Mirroring 71 Optional port I Fixed port | Selected port [T¢ Aggregation port Selectall Select all others Cancel

+ PortIsolation
* Port Speed Limit

» VLAN Management

» Fault/ Safety
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» PSE System

Input Speed Limit:

Output Speed Limif:
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Apply

I Port Speed Limit List

The left side for the Minimum speed limit value, the right end to the Maximum limit value, its no speed limit

The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit.

» QoS
» EEE Port Input Speed Limit Output Speed Limit Edit
1 MAX MAX j
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Figure 4-26: Configuring the Port Speed Limits
I Port Speed Limit List

Port Input Speed Limit Output Speed Limit Edit

1 MAX MAX 74

2 MAX MAX ‘Z

3 MAX MAX j

4 439.056Mbit/s 643 .112Mbit/s j

5 MAX MAX j

] MAX MAX _Z

7 MAX MAX _Z

Figure 4-27: Port Speed Limits Configured

To configure Port Speed Limits:

Step 1: Click the port - icon or select multiple port icons;

Step 2: Set the input and output speed limits for the port or ports selected;

Step 3: Click Apply button.

4.7.3 Removing the port speed limits

Select the port or ports to remove the speed limits from. Slide the Input and Output speed limit controls all the way

to the right and then click Apply.
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B syctem Home

8 Quick Configuration
~ Port Management

+ Basic Seftings

+ Storm Control

+ Flow Control

+ Port Aggregation

* Port Mirroring

* Fort Isolation
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b PSE System

Port Speed Limit

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Notice: 1000Kbps = TMbps

Selecta port to configure

STotS FSISISISICIT

10

T2 optional port 47 Fixed port i Selected port §77 Aggregation port Select all Select all others

I Port Speed Limit List

Cancel

* Port Speed Limit 5 .

Input Speed Limit: B vainum The left side for the Minimum speed limit value, the right end to the Maximum limit value, its no speed limit
» VLAN Management
» Fault/ Safety Output Speed Limit: B veimum The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit.
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Figure 4-28: Removing the Port Speed Limits
To remove port speed limits:

Step 1: In the port list click on the port’s -“ icon under the Edit column.
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Step 2: Slide the input and output speed limit controls all the way to the right.
Step 3: Click Apply.
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5 VLAN MANAGEMENT

5.1 VLAN MANAGEMENT

5.1.1 Showing the VLAN configuration

Click "VLAN Management" "VLAN Management" to view the VLAN settings:

VLAN Settings Port Mode

I VLAN

Y

VLAN D VLAN Name Tag Port Untag Port Edit

D NewVLAN @ Delete VLAN First Previous (1) Next Lasfi

» PSE System
» QoS
» EEE

Figure 5-1: VLAN Configuration Information

VLAN Settings Tab: shows the currently configured VLANSs. The fields are:

e VLAN ID: The VLAN ID that identifies the particular VLAN.
e VLAN Name: The configured name of the VLAN.
e VLAN IP address: Displays the switch's management IP;
e Tag Port: The VLAN’s port members that are set to tag the MAC layer with VLAN tags.
e Untag Port: Ports that are members of the VLAN — no tagging.
By default, all ports belong to VLAN 1.
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5.1.2 Adding a VLAN

Click the New VLAN button to add a new VLAN.

Current User:admin

5 system Home VLAN Settings. Port Mode

B Quick Configuration

~ Port Management -
+ Basic Saitngs o S New VLAN

+ Storm Control VLAN ID

VLAN ID(1~4084): 4054

+ Flow Control VLAN name(t 31y
+ Port Aggregation : Select a tag port to add to the VLAN:

f
+ Port Mirroring 9 10

12 3 4 5 6 7 8
EEEREREREEEEE

+ Port Isolation

* Port Speed Limit
. §7 Optional port i Fixed port i Selected port 17 Aggregation port .oy Trunk Port Selectall Select all others Cancel
~ VLAN Management

Select a untag port to add to the
* VLAN Management VLAN:

* Voice VLAN

12 3 4 5 6 7 8 g 10
+ Suvellance VLAN ST O
» Fault/ Safety
» System Management 7 Optional port 5 Fixed port [ Selected port [T Agaregation port [-J Trunk Port Selectall Select all others Cancel
» PSE System
» QoS « R

Figure 5-2: Adding a VLAN

To add a VLAN:

Step 1: Click New VLAN.

Step 2: Input a VLAN ID (1 to 4094) and a VLAN name (1 to 31 characters).
Step 3: Select the ports to add as members of the VLAN

Step 4: Click Apply.

5.1.3 Removing VLAN

5.1.3.1 Single VLAN delete

To delete a single VLAN all the port members must be deleted first. Once the VLAN has no port members click the

red X on the far right side of the VLAN list to delete the VLAN.

- From 192.168.1.1

v .
Current User:admin o (o)

8 system iome VLAN Settings. Port Mode

W Guick Contguraton [

~ Port Management
Motice: VLAN can only increase one flem once

VLANID VLAN Name Tag Port Untag Port Edit
detautt 17810 »
* Port Aggregation
e 4008 Officed 8 o %
* PortMirorng
O NewVLAN @ Delete VLAN First Previous 1] Next Lastt 1 1Page
* Poctisolation

« Port Speed Limit
~ VLAN Mansgement
* VLAN Management
* Voica VLAN
* Survedlance VLAN
» Fault/ Safety
» System Management
» PSE Systom
» QoS

» EEE

Figure 5-3: Deleting a Single VLAN
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5.1.3.2 Deleting multiple VLANs

In the VLAN list check the checkbox next to the VLANSs to be deleted in the box(s) on the left. Click the Delete VLAN

button to delete the selected VLAN(s). Note that any VLANSs that still have member ports will not be deleted.

5 o From 192.168.1.1 . _ —
lone T — | T
ilevel Cumt v 3
[ o [

B syztem bame VLAN Settings Port Mode
.- | voan
Notice: VLAN can oniy craase one fem once
VLANID VLAN Name Tag Port Untag Port Edit
1 deault 17810 .
v n Viangoz > X
@ Delete viaN Fist Pravious [1] Next Lasfs 1Page

» Fault| Safety
b Sysiem Management
» PSE System

» QoS

» EEE

Figure 5-4: Deleting Multiple VLAN

To delete multiple VLANSs:

Step 1: Check the checkbox next to the VLAN ID in the VLAN list. (you can check multiple VLANS if needed)
Step 2: Click the Delete VLAN button.

Step 3: Click OK in the confirmation window to delete the VLAN(s).

5.1.4 Editing a VLAN

5.1.4.1 Adding a port(s) to a VLAN

In the edit VLAN window click on the port panel view ports to select them as members of the VLAN.

= System Home: ‘ VLAN Settings. ‘ ‘ Port Mode
B quick Configuration

= Port Management

+ Basic Settings. Edit VLAN
+ Storm Control VLAN ID(1~4094): [2094
+ Flow Control VLAN name(1-31): Dfficsh

+ Fort Aggregation Select a tag port to add to the VLAN:

+ Port Mirroring 1.2 3 4 5 6 7 8 9 10
EENDEEREEE |:|

+ Port Isolation

+ Port Speed Limit
. "7 Optional port G Fixed port g Selected port {7 Aggregation port [ Trunk Port  Selectall Select all others Cancel

~ VLAN Management
Select a untag port to add to the

+ VLAN Management VLAN:
* Voice VLAN 12 3 4 5 6 7 8 g 10
+ Sunveilance VLAN T T 0 (| ]

» Fault/ Safety

» System Management 73 Optional port 57 Fixed port i Selected port 77 Aggregation port {7 Trunk Port  Selectall Selectall others  Gancel

» PSE System
» QoS

» e (= =

Figure 5-5: Adding a Port(s) to a VLAN

To add a port(s) to a VLAN:

Step 1: Click " icon under the edit column in the VLAN list view.

Step 2: In the port panel windows select the tagged or untagged ports to add to the VLAN.
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Step 3: Click Apply.

5.1.4.2 Removing a port(s) from a VLAN

In the Edit VLAN window click on the existing port members to deselect them from the VLAN and then click the
Apply button.

bi o T

Current User:admin

& system Home ‘ VLAN Settings ‘ ‘ Port Mode
B Quick Gonfiguration

~ Port Management

+ Basic Settings Edit VLAN =
* Flow Control VLAN namef(1-31):
+ Port Aggregation Select atag port to add to the VLAN:
+ PortMirroring iz 3 4 5 6 1 8 g 10
gy pegegegey SIS
* Portisolation
* Port Speed Limit !

77 Optional port G Fixed port ¥ Selected port §17 Aggregation port §..7 Trunk Port Selectall Select all others Cancel
~ VLAN Management

Select a untag port to add to the
* VLAN Management VLAN:

-+ Voice VLAN T2 5 s 5 T s n
+ Suneilance VLAN PR S I:I

» Fault/ Safety

» System Management

» PSE System

» QoS

|

73 Optional port G Fixed port S Selected port [17 Aggregation port {3 Trunk Port Selectall Select all others Cancel

Figure 5-6: Removing a Port(s) from a VLAN
To remove a port(s) from a VLAN:

Step 1: Click the < icon.
Step 2: Click the untagged or tagged ports to deselect them from the VLAN.
Step 3: Click Apply.

5.1.5 Viewing the VLAN port mode

Click Port Management - VLAN Management- Port Mode to view the configured VLAN port mode.

H Current User:admin
8 system Home ‘ VLAN Settings ‘ Port Mode ‘
W Quick Configuration
N " Note: 1.Access: This mode port can only belong to one VLAN, you can transmit packets of the VLAN , the defaul is VLAN 1, is generally used with the terminal directly connected
ort Management
L 2Trunk: This mode port can belong to multiple VLAN, can transmit multiole VLAN packets, can only transmit data frames of Tag type (Native VLAN to Untag type transmission ) , generally used in conjunction vith ofher switches in the network
e onegement 3 Hybrid: This mode port can belong fo muitiple VLAN, can transmit multiple VLAN packels, can transmit Tag o Unlag packet frame
BT oo 4\When the port s changed to Trunk mode, t will be removed from the previous Untag vian.
! VOeMER Select a port to configure
+ Surveillance VLAN T s i s 5 T s e
» Fault/ Safety [ e e B i |
» System Management
» PSE System "2 Optional port i Selected port [T Aggregation port {27 Trunk Port Select all Selectall others Cancel
» Qos
- Port Mode: | Hybrid 2 NativeVLAN: [ [(1-4004)
» EEE
Apply
Port Port Mode Native VLAN Edit
1 Access 1 z
2 Access 1 B
3 Access 1 z
4 Access 1 74
5 Access 1 z
5 Access 1 z
7 Access 1 2

Figure 5-7: Viewing the VLAN Port Mode

The following is displayed in the Port Mode list:
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e Port Number
e The Native VLAN the port is a member of.
e Port Mode (Trunk, Hybrid or Access)

The default setting for all ports: Native VLAN set to 1 and Port Mode set to Access.

5.1.6 Changing the port mode to trunk

Select the port and click the Port Mode drop down menu and set it to Trunk, then click Apply.

Mevél‘m R ot racnis

B system Home

‘ VLAN Settings H Fort Mode
W Quick Configuration

Note: 1.Access: This mode port can only belong to one VLAN, you can transmit packets of the VLAN , the default is VLAN 1. is generally used with the terminal directly connected.
» Port Management

2 Trunk: This mode port can belong to muftiple VLAN, can transmit multiple VLAN packets, can only transmit data frames of Tag type (Native VLAN to Untag type ). generally used in conj Jith oiner switches in the network
~ VLAN Management

* VLAN Management

3 Hybrid: This mode port can belong to multiple VLAN, can fransmit multiple VLAN packets, can transmit Tag or Untag packet frame
4When the port is changed to Trunk mode,t will be removed from the previous Untag vian.

.
Voics VA Selecta port to configure

* Surveilance VLAN

1 2 345 6 7 &8 9 10
» Fault/ Safety DDDQDDDDD
» System
» PSE System "3 0ptional port g Selected port {T] Aggregation port [ ¢ Trunk Port Selectall Selectall others Cances

»
» EEE
Apply

Port Port Mode Native VLAN Edit
Access 1 2

2 Access 2
3 Access z
4 Trunk 4094 z
5 Access z

Figure 5-8: Change the Port Mode is Trunk

Setting the Port Mode steps:

Step 1: Select one or more ports in the port panel.

Step 2: Click the Port Mode drop down menu and change the mode to: Trunk.
Step 3: Set the Native VLAN; the VLAN ID must be configured.

Step 4: Click Apply.

5.1.7 Changing the port mode to hybrid

Select the port and click the Port Mode drop down menu setting it to Hybrid, then click Apply
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Current User:admin

‘ From 192.168.1.1

Settings saved!

B system Home

VLAN Settings Port Mode

& ouick
» Port Management
~ VLAN Management
+ VLAN Management

+ Voice VLAN
+ Surveillance VLAN

» Fault/ Safety

Select a port to configure

1 2[3]4 5 8 7 &

[2] 9 10
gy = p e e ey wy |

Note: 1 Access: This mode port can only belong to one VLAN, you can transmit packets of the VLAN,, the default is VLAN 1, is generally used with the terminal directly connected

2.Trunk: This mode port can belong to multiple VLAN, can transmit multiple VLAN packets, can only transmit data frames of Tag type (Native VLAN fo Untag type transmission ) , generally used in conjunction with other switches in the network-
3 Hybrid: This mode port can belong to multiple VLAN, can transmit multiple VLAN packets, can transmit Tag or Untag packet frame -

4When the portis changed to Trunk mode,t il be removed from the previous Untag vian

b System

» PSE System §7 Optional port §gf Selected port [T] Agaregation port [ Trunk Port Select all Selectall others Cancal

Xges Port Mode: [Hybid v Native VLAN:[4094 |ft-4004)

» EEE

Port Port Mode Native VLAN Edit

1 Access 1 2
2 Access 1 2
3 Access 1 z
4 Trunk 4094 B
5 Access 1 2
6 Access 1 z
7 Access 1 2
8 Access 4094 2
9 Access 4094

Figure 5-9: Change the Port Mode is Hybrid

To set the Port Mode as hybrid:

Step 1: Select one or more ports in the port panel.

Step 2: Click the port mode list and change the mode to: Hybrid.

Step 3: Set the Native VLAN; the VLAN ID must be configured.

Step 4: Click Apply.

5.2 VOICE VLAN

5.2.1 View voice VLAN information

Click "VLAN Management" "Voice VLAN" "Voice VLAN Global" to view the switch voice VLAN configuration.

Current User:admin

B system Home
B Quick Configuration
» Port Management
~ VLAN Management
* VLAN Management
* Voice VLAN
* Surveillance VLAN
} Fault/ Safety
» System Management
» PSE System
» QoS
» EEE

| voice VLAN Giobal || Voice VLANPort || Voice VLANOUI || Voice device address |

I Voice VLAN Global

Note: Surveillance VLAN ID and Voice VLAN ID can not be the same.

Voice VLAN state: (__ (o5
Voice VLAN ID@40%4y: |
Voice VLANCoS:[5 v
Aging Time(165535)[720 | mn

Figure 5-10: View Voice VLAN Information

5.2.2 Configure voice VLAN global

Click "VLAN Management" "Voice VLAN" "Voice VLAN Global" to configure the voice VLAN.

36



Current User:admin

E System Home
B8 Quick Configuration

» Port Management
+ VLAN Management

[ Voice VLAN Global ” Voice VLAN Port ” Voice VLAN OUI ” Voice device address

I Voice VLAN Global

Note: Surveillance VLAN ID and Voice VLAN ID can not be the same.

* VLAM Management Voice VLAN Statel @)
e Voice VLAN ID(2-4094)
* Surveillance VLAN Voice VLAN CoS
¥ Fault/ Safety Aging Time:1-65535)[ min
> System M t
» PSE System \ﬂ‘
» QoS
» EEE

Figure 5-11: View Voice VLAN Information

To configure the voice VLAN global:

Step 1: Next to Voice VLAN State click the OFF slider to ON.

Step 2: In the voice VLAN ID text box, enter the ID, such as 900;

Step 3: In the voice VLAN CoS text box, choose 6;

Step 4: In the aging time text box, enter aging time, such as 1000;

Step 5: Click Apply.

5.2.3 Configuring a voice VLAN port

Click "VLAN Management" "Voice VLAN" "Voice VLAN port" to configure a voice VLAN port;

il

Current User:admin

B system Home

B Quick Configuration
» Port Management
~ VLAN Management

* VLAN Management
* Voice VLAN
* Surveilance VLAN
b Fault/ Safety
» System Management
» PSE System
» QoS
» EEE

| voice vLaNGiobal || voice vLANPort || Voice VLANOUI || Veice device adaress

I Voice VLAN Port
Note: The port must be in Layer 2 Hybrid or Trunk mode and Access mode can only be configured in manual mode.

Select a port to configure:

Tz 3 9 10

4 5 6 71 8
=4 e e e e |

§"JOptional port i Fixed port §# Selected port [TJAggregation port Select all Select all others Cancel

swtefEnabea v Mode
I voice port list
Port state
1 Enabled
2 Enabled
3 Enabled
4 Disabled
5 Disabled
6 Disabled

Mode.
Manual
Manual
Manual

AutoTag

AutoTag

AutoTag

Figure 5-12: Configure Voice VLAN Port

To configure a voice VLAN port(s):

Step 1: Select ports to configure.

Step 2: In the state text box, choose enable.

Step 3: In the mode text box, choose manual.
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Step 4: Click Apply.
5.2.4 Configure voice VLAN OUI

Click "VLAN Management" "Voice VLAN" "Voice VLAN OUI" to configure a voice VLAN OUI.

Current User:admin

i

= system Home

| voice vLANGiobal || Voice VLANPort || Voice VLANOUI || Voice device address |

W Quick Configuration I Voice VLAN OUL
» Port ——
‘ OUI Address| [00Bo. 1800, 0000 Mask] FFFF. FF00.0000 | Description{ [testour | | Apply |
~ VLAN
+ VLAN Management | Voice VLAN OUI List
+ Voice VLAN OUI Address. Mask Description Edit
* Survelizpcapt 00E0.B800.0000 FFFEFF00.0000 3com @
» Fault/ Safety
0003 5800.0000 FFFFFF00.0000 Cisco 2
» System Management
» PSE System 00E0.7500.0000 FFFFFF00.0000 Veriel "3
¥Qos 00D0.1E00.0000 FFFFFF00.0000 Pingtel @
» EEE
0001 E300.0000 FFFFFF00.0000 Siemens 3
0060.8900.0000 FFFFFF00.0000 NEC/Philips @
000FE200.0000 FFFFFF00.0000 Huawei-3COM "3
0009.5E00.0000 FFFFFF00.0000 Avaya @
00B0.1E00.0000 FFFFFF00.0000 testoul x
First Previous (1) Nex! Lasti |1Fage

Figure 5-13: Configure Voice VLAN OUI

To configure a voice VLAN OUI:

Step 1: In the OUI address text box, enter OUl address, such as 00-b0-1E-00-00-00.
Step 2: In the mask text box, enter the mask, such as FF-FF-FF-00-00-00.

Step 3: In the description text box, enter the description, such as testOUI.

Step 4: Click Apply.

5.2.5 Voice device address

Click "VLAN Management" "Voice VLAN" "Voice Device Address" to view the Voice Device Address.

i TR

B systom Home | voiceviangional |[ voicevianPort || voiceviANOUI || Voice device address
B Quick Configuration

I Voice device address List
» PortManagement N
Port \Voice Device Address Start Time
~ VLAN Management

* VLAN Management 3 00B0.1E00.0010

+ Voice VLAN First Previous [1] Nest LstPage

* Surveillance VLAN

2000-01-02 01:45:49

» Fault/ Safety

» System Management
» PSE System

» QoS

» EEE

Figure 5-14: Voice VLAN Address
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5.3 SURVEILLANCE VLAN

5.3.1 Showing the surveillance VLAN information

Click "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" to show the Surveillance VLAN information.

{8

Current User:admin

8 system Home ‘ Surveillance VLAN ‘ ‘ Port Surveillance VLAN ‘

& ouick Configuration

| survetnance vian
» Port Management

Notice: 1. Surveillance VLAN ID and Voice VLAN ID can not be the same
~ VLAN Management

* VLAN Management Surveillance VLAN: (el

+ Voice VLAN Surveillance VLAN ID: (2-4004)

+ surveillance VLAN Surveillance VLAN Cos: 5 v
» Fault/ Safety ‘Aging Time: 720 ( 165535 min)
¥ System Management Apply
» PSE System

I MAG Settings and Surveillance Device

> QoS

» EEE Tip: 1.To add more device(s) for Auto Surveillance VLAN by user-defined configuration as below.
2. Maximum User-defined OUI is 16 entries.

User-defined MAC Setting Auto Surveillance VLAN Summary

Component Type: | Video Management Server v Description: (1-8 chars)
MAC Address: (e.g. 0001.0203.0000) Mask: (e.g. FFFFFF00.0000)
Apply
Component Type Description MAC Address Mask
First Previous [1] Next Lasti [ 1Page
Model name:GEP-1051  Hardware Version: v1.0  Soft Version: v1.0.0.2

Figure 5-15: Showing the Surveillance VLAN Information

5.3.2 Configuring a surveillance VLAN

Click "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" to configure a Surveillance VLAN.

e Current User:admin
& system Home | surveillance VLAN || Port Surveillance VLAN |
B Quick Configuration
| Surveillance VLAN
» Port Management
Notice: 1. Surveillance VLAN ID and Voice VLAN ID can not be the samj
~ VLAN Management
* VLAN Management Surveillance VLAN: (@00 )
+ Voice VLAN Surveillance VLANID:[Bon |12-4094)
+ Surveillance VLAN Surveillance VLAN CoS: [5 -
» Fault/ Safety Aging Time: [720 |( 4-65535 min)
» System Management Apply
» PSE System
I MAC Settings and Surveillance Device
» QoS
» EEE Tip: 1. To add more device(s) for VLAN by as below.
2. Maximum User-defined OUI is 16 entries.
User-defined MAC Setting Auto Surveillance VLAN Summary
Component Type: | Video Management Server v Description: |(1-8 chars)
MAC Address: (e.g. 0001.0203.0000) Mask: \(e.9. FFFF.FF00.0000)
Apply
Component Type Description MAC Address Mask
First Previous [1] Next Lasti 1 1Page

Figure 5-16: Configure Surveillance VLAN

To configure a surveillance:

Step 1: In the surveillance VLAN TEXT BOX, click the ON/OFF" to "ON" (green).

Step 2: In the surveillance VLAN ID text box, enter an ID for the Surveillance VLAN for example, 500.
Step 3: In the Surveillance VLAN CoS text box, select for example, 3.

Step 4: In the aging time text box, enter the aging time in minutes (1 to 65535), for example, 500.
Step 5: Click Apply.
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5.3.3 MAC settings and the surveillance devices

Click "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" "MAC Settings and Surveillance Device" to

configure the User-defined MAC settings.

H Current User:admin
8 system Home | surveilance vLAN || Port Surveillance VLAN |
W Quick Configuration
| Surveillance VLAN
» Port Management
Notice: 1. Surveillance VLAN ID and Voice VLAN ID can not be the same

~ VLAN Management

+ VLAN Management Surveillance VLAN: (@EL0D )

+ Voice VLAN Surveillance VLAN ID: [500 (2-4004 )

+ Surveillance VLAN Surveillance VLAN Cos: [5 v
¥ Fault! Safety Aging Time: [1z0 (165535 min)
» System Management Apply
» PSE System

I MAC Settings and Surveillance Device
» Qos
» EEE Tin 1. To add more device(s) for Auto Surveillance VLAN by user-defined configuration as belov:
2. Maximum User-defined OUI s 16 enries
User-defined MAC Setting Auto Surveillance VLAN Summary
Component Type:  Video Management Server v Description: (18 chars)
MAC Address: e.0. 0001.0203.0000) Mask: (e.0. FFFRFF00.0000
Apply
Component Type Description MAC Address Mask
Video Management Server testoul 00A1.0203.0000 FFFF.FF00.0000 E'3 |
First Previous [1] Next Lasti 11Page

Figure 5-17: Configuring the User-defined MAC Settings

To configure the surveillance VLAN:

Step 1: From the component type drop down menu, choose video management server;

Step 2: In the description text box, enter type “testOUI” without the quotation marks.

Step 3: In the MAC address text box, enter the required MAC address, for example 00A1.0203.0000.
Step 4: In the mask text box, enter the required mask, for example FFFF FOO0 000.

Step 5: Click Apply.
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6 FAULT/SAFETY
6.1 ATTACK PREVENTION
6.1.1 ARP snooping

6.1.1.1 Showing the ARP Inspection configuration

Click "Fault/Safety" "Attack Prevention" "ARP Inspection" to view the ARP Inspection configuration, this feature is

turned off by default.

L1

ile

Current User:admin

B system Home ‘ ARP Inspection H Port Security H DHCF Snoaping H CPUGuard |

W8 Quick Configuration I ARP Inspaction
» Port Management
» VLAN Management
~ Fault/ Safety
* Attack Prevention

@ © After enabling ARP Inspection, you can select trusted ports.

* Port Error Disable

Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.
ARP Inspection: This feature can be used to protect equipment from ARP atiacks

+ DDOS Protection

* Loopback Detection
. TP

+ Access Control

* IGMP

* MLD

+ IEEE802.1X

. AAA

System Management
PSE System

QoS

EEE

Figure 6-1: Showing the Port ARP Inspection configuration

6.1.1.2 ARP inspection function

In the ARP Inspection configuration, click the ON/Off switch to enable this function and then select a port to apply

the ARP inspection. Select the ARP inspection parameters in the fields below the Port window and then click Apply.

e Current User:admin
& system Home ‘ ARP Inspection || Fort Security H DHCF Snooping H CPU Guard
B8 Quick Configuration I ARP Inspection
» Port Management
Description: To protect network resources, the ARP Spoofing function will biock ilegal AR messages and prevent ARP flood attacks.
»
VLAN Managemeny ARP Inspection: Thie feature can be used to protect squipment from ARP attacke.
~ Fault/ Safety
+ Attack Prevention 4
Aiter enabiing ARP Inspection, you can select trusted ports
+ Path Detection %
* PortEnebEs Select 2 0ort to confiure 2
+ DDOS Protection P S S S
+ Loopback Detection [ e v W R ey |
. SR
¢ AomeCam 77 Optional port [ Fixed port [ Selected port §1¢ Aggregation port Select all Select all others  Cancel
. IGMP Rate Limit: | Enabled v Rate Packet Limit: 50 (1-50 pps) 3
+ MLD Trust Status: | Enabled v Validate: IDstMAC  FIP DIScMAC
. Destination MAC Check: | Enabied v Source MAC Check: | Enabled 2
: v Allow Zeros: | Enabled -
e an I 1P Check: | Enabled
Apply || 4
> SystomManagoment | |L2B0Y]
» PSE System I State of the ARP table
» QoS -
g Port Trust Status Rate (pps) Source MAC Check Destination MAC Check IP Check Allow Zeros Edit
| 1 Trusted 50 Enabled Enabled Enabled Enabled 2
2 Untrusted None Disabled Disabled Disabled Disabled 7

Figure 6-2: Configuring ARP Inspection
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‘mw, R e From 192.168.1.1

Settings saved! 4
Current User:admin

= system Home

[ ARP Inspection H Port Security H DHCP Snbwpmy—]

B Quick Configuration I ARP Inspection

» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP lood attacks.
ARP Inspection: This feature can be used o protect equipment from ARP attacks

Path Detecti @I ) After enabling ARP Inspection, you can select trusted ports
+ Path Detection

+ Port EnaDec Selecta port to configure
* DDOS Pratection T2 2 4 5 5 7 % 510
* Loopback Detection [ a e e iy |
. sTP
+ Access Control "2 Optional port 5 Fixed port i Selected port 7] Aggregation port  Selectall Select all others Cancel
. IGMP Rate Limit: Enabled v | Rate PacketLimit:[50  [(1-50pps)
* WLD Trust Status: | Enabled LI} Validate: Dst-MAC  ®IP ¥ISe-MAC
& e Destination MAC Check: [Disabled v | Source MAC Check:[Enabled v |
S A IP Check: | Disabled v Allow Zeros: [Enabled |
» System [aeey ]| 3
» PSE System I State of the ARP table ‘
» QoS
i Port Trust Status Rate (pps) Source MAC Check Destination MAC Check 1P Check Allow Zeros Edit |
1 Trusted 50 Enabled Enabled Enabled Enabled ‘

Figure 6-3: Saving the ARP Inspection configuration

I State of the ARP table
Port Trust Status Rate (pps) Source MAC Check Destination MAC Check IP Check Allow Zeros Edit
| 1 Trusted 50 Enabled Disabled Enabled Enabled 2
2 Untrusted None Disabled Disabled Disabled Disabled 2z
3 Untrusted None Dizabled Disabled Disabled Disabled 74
4 Untrusted None Disabled Disabled Disabled Disabled B2

Figure 6-4: Successful configuration of ARP Inspection
6.1.1.3 Disabling ARP Inspection

In the ARP Inspection configuration table (State of the ARP table), click the edit icon. In the ARP inspection

configuration panel click the ON/OFF button to the OFF position. Click OK in the confirmation window to disable ARP

Inspection from the associated port.

”Ww,.w,.w e ' from 192.168.1.1

i Are you sure you want to disable ARP Inspection?
Current Useradmin

Cancel

B systemHome [ ARP Inspection H Port Security H DHCPSnvamg—H—wmm—'—‘

B Quick Configuration I ARP Inspection

» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

Description: To protect network resources, the ARP Spoofing function wil block illegal ARP messages and prevent ARP flood attacks.
ARP Inspection: This feature can be used to protect equipment from ARP attacks

After enabling ARP Inspection, you can select trusted ports.
* Path Detection

° Port EncDEaE Selecta port to configure
* DDOS Protection T2 3 4 5 5 7 : 5w
* Loopback Detection [ AW v S ) i |
* STP
. Acbes o 7 Optional port 55 Fixed port i Selected port {77 Aggregation port Select all Select all others  Cancel
- IGMP Rate Limit: | Enabled 2 Rate PacketLimit:50  |(-50pps)
* MLD Trust Status: [ Enabled v Validate: #DstMAC  WIP ISicMAaC
 IEEE 802.1% Destination MAC Check: | Disabled v Source MAC Check: | Enabled v
1P Check: [ Disabled v Allow Zeros: [Enabled a
. ARA
» System
» PSE System I State of the ARP table
» QoS
Port Trust Status Rate (pps) Source MAC Check Destination MAC Check 1P Check Allow Zeros Edit
» EEE
1 Trusted 50 Enabled Disabled Enabled Enabled iz
Lniusted None Disanleq Disanieg Disanieq Disanied 2

Figure 6-5: Disabling ARP Inspection
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6.1.2 Port security

6.1.2.1 Configuring port security

To configure port security click "Fault/Safety" "Attack prevention" "Port Security".

Current User:admin

=2 .

< System Home [ ARP Inspection H| Port Security | H DHCP Snooping ” CPU Guard l

B Quick Configuration I ey
» Port
} VLAN Management Description: To protect network resources, the Port Securty function wil prevent malicious attack to take up a large number of MAC address table enfries. Itwill wam and discard the message when exceed the limited port MAC number
~ Fault/ Safety

- (@E ) After enabing Port Security, you can select irusted ports

+ Attack Prevention

¢ FatiDetchn Select a port to configure:

+ Port Error Disable T 2 3 4 5 8 7 8 s 10

* DDOS Protection TR R

* Loopback Deteciion

& SIE §73 Optional port §&7 Fixed port JiP Selected port 517 Aggregation port  Selectall Select all others Cancel

* Access Gontrol Admin State: | Disabled v Max Leaming Address:[ |(1256)

i’ Apply

* IEEE 802.1X

I Port List

. AAA
——— Port Admin state Max Learning Address. Action Edit
» PSE System 1 Disabled No fimit discarg z
»

e 2 Disabled No limit discard 73
» EEE

3 Disabled No limit discard z
4 Disabled No limit discard B

Figure 6-6: Configuring port security

In the configuration page, select one or more ports, enable the admin state, configure the port max learning address

(1 to 256) and click Apply.

‘ From 192.168.1.1

Settings saved!

!mw‘ TR B

Current User:admin

B system Home

[ ARP Inspection H Port Security H DHEP Snoopmy—|

B ouick Configuration I e
» Port
} VLAN Management Description: To protect network resources, the Port Security function will prevent malicious attack to take up a large number of MAG address table entries. It wil wam and discard the message when exceed the limited port MAC number.
~ Fault/ Safety
@G ) After enabling Port Securly, you can select irusted ports
* Attack Prevention
¢ PabDasciog Select a port to configure:
+ Port Error Disable 5 a]5 & 7 5 s w0
* DDOS Protection (3§ ey i |
* Loopback Detection
. sTP {30ptional port 57 Fixed port G Selected port {17 Aggregation port Selectall Select all others  Cancel
* Access Control Admin State: | Enabled v Max Leaming Address: s |(1-256)
* 16uP Action:  Discard ]
s M Apply |
* IEEE 802.1X
I Port List
. ARA
- Port Admin State Max Learning Address Action Edit
» PSE System 1 Disabled No limit discard 2
>
s 2 Disabled No limit discara z
» EEE
3 Disabled No limit discard 2z
4 Disabled No limit discard B
5 Disabled No limit discard 7

Figure 6-7: Port Security Manual Configuration

6.1.2.2 Modifying port security

In the port list, select the port to edit and change the configured security parameters for the port (for example,

disabling the port security Admin State) and click Apply.
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s ™ T
Current User:admin
* Port Eror Disable 1 o2 3 4 5 6 7 8 9 10
+ DDOS Protection [ S R R S S R S |
+ Loopback Dataction
. st "2 Optional port 5 Fixed port §if Selected port {77 Aggregation port Selectall Select all others Cancel
+ Access Control Admin State: | Disabled v Max Leaming Address:[ | (1256
+ MLD Apply
* IEEE 802.1X
| Port List
* AAA
» System Management Port Admin State Max Learning Address Action Edit
» PSE System 1 Dizabled No limit giscard
» S
e 2 Enabled 256 discard B
> EEE
3 Enabled 256 discard z
4 Enabled 256 discard B
5 Disabled No limit discard z
6 Disabled No imit discard B
7 Disabled No imit discard 2z
8 Disabled No imit discard B

Figure 6-8: Modifying the port security configuration

6.1.3 DHCP snooping

6.1.3.1 Viewing DHCP snooping configuration

To show the DHCP snooping configuration click "Fault/Safety" "Attack Prevention" "DHCP Snooping". DHCP Snooping

is used to detect and prevent rogue DHCP servers from offering IP addresses to the network clients.

 EEEE T

Current User:admin

5 system Home [ ARP Inspection H Port Security H DHCP Snooping ” CPU Guard
W Quick Configuration

| DHCP Snooping
» Port Management
» VLAN Management

> Faut fj3ateny) @D )  Aner enabing DHCP sn00ping, you can select rusted ports
* Attack Prevention

Description: DHCP snooping will ilter untrusted DHCP messages.

+ Path Detection Global Settings.
+ Port Error Disable VIAN: s redosg)
+ DDOS Protection Remote ID: [00: 0:40:00:30:67 (163 chare) (Keep empty to Set default)
+ Loopback Detection Apply
. sTP
Port Property Binding List Option82 Circuit ID
+ Access Control
¢ IGUE Selecta portto configure:
o M 12 3 4 5 6 1T 8 g 1
RS S A i S [ |
+ IEEE302.1X
S 71 Optional port G Fixed port j# Selected port [T] Aggregation port  Selectall Select all others  Caneel
» System Management
» PSE System Trust state: | Do Not Modiy v Optiong2 State: | Do Not Modify v
» QoS Action: [ Do Not Madify i
» EEE Apply
Port Trust Status Options2 State Action Edit
1 Untrusted Dicabled arop 2z
2 Untrusted Disabled arop 2z

Figure 6-9: Viewing DHCP Snooping Configuration

6.1.3.2 Enabling DHCP snooping

Click "Fault/Safety" "Attack Prevention" "DHCP Snooping" "Port Property" and then click the ON/OFF slider to turn

on DHCP snooping.
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Current User:admin

B system Home ‘ ARP Inspection || Port Security || DHCP Snooping || CPU Guard |

& quick Configuration I DHCP Snooping

» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

Description: DHCF snooping willfilter untrusted DHCF messages

(C@EE@)  Afer enabling DHCP snooping, you can select trusted ports

* Paih Detection
* Port Error Disable
* DDOS Protection
* Loopback Detection
. sTP
* Access Control
. 1GUP
+ M
* IEEE 202
. AAA
¥ System Management
> PSE System
» Qos
» EEE

Figure 6-10: Enabling DHCP Snooping

6.1.3.3 Configuring DHCP snooping trusted ports

Select the ports to be trusted and change the Trust state to Trusted, enable option82 and the Action parameter and

then click Apply.

YR W

e Current User:admin

B system Home ‘ ARP Inspection H Port Security || DHCP Snooping H CPUGuard |

W Quick Configuration I DHCP Snooping

» Port Management
» VLAN Management

Description: DHCP snooping will filter untrusted DHCP messages.

~ Fault/ Safety @ )  After enabiing DHCP snooping, you can select trusted ports
* Attack Prevention

+ Path Detection ] stovat settngs
* Port EroDRcES VLAN: [1~4094 [(1-4094)
+ DDOS Protection Remote ID: [00:e0:42:00:30:67 _|(1-62 chare) (Keep empty to set defaut)
* Loopback Detection Apply
. sTP
Port Property Binding List Option82 Circiit ID
+ Access Gontrol
. GuP Selecta port to configure:
¥ TEAGERAAEE
+ IEEE 802.1X
. AsA

7 Optional port I Fixed port g Selected port [T{Aggregation port Selectall Select all others Cancal
» System Management

———c Trust state: [ Trusisd v Optiongz State: | Enaled B
FAMS Action:  Drop L2
» EEE Apply
Port Trust Status Optiong2 State Action Edit
1 Untrusted Disabled arop z
2 Untrusted Disabled arop >z
3 Trusted Enabled arop |
4 Unirusted Disabled arop 2

Figure 6-11: Disabling Rogue DHCP Server Functions on a DHCP Port and Enabling Option 82
When a DHCP server is connected to an access port set the Trust Status in DHCP Snooping to Trusted.
Access ports not hosting a valid DHCP server should have their Trust Status set to Untrusted.
Configure Option82 if your DHCP server supports the option to restrict the number of IP addresses that can be
assigned to the port.

6.1.3.4 Viewing the DHCP Snooping Binding Table

Click the Binding List tab to view a list of the IP addresses assigned to a port.
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Current User:admin

= system Home

B Ouick Configuration
» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

* Path Detection

+ Port Error Disable

+ DDOS Protection

* Loopback Detection
* STP

* Access Control

* IGMP

* MLD

* IEEE 802.1X

* AMA

System Management
PSE System

Qos

EEE

[ ARP Inspection ” Port Security H DHCP Snooping H CPU Guard ]

I DHCP Snooping

Description: DHCP snooping will filter untrusted DHCP messages.

[ o)

I Global Settings

After enabling DHCP snooping, you can select trusted ports.

VLAN: [1-4094 [(1-4094)
Remote ID: [00: &0:42:00:30:67 _[(1-53 chars) (Keep emply (o set default)
Apply

Port Property Optiong2 Circuit ID
Port VLAN ID MAC Address. ] Mask type. Lease Time (s)
5 1 BCEE 789AD552 1021881102  266.265.2550 7120

DHEP Snooping

First Previous [1] Next LQSDHPQQE First Previous [1] Next Last

Figure 6-12: Viewing the Binding List of a Port.

6.1.3.5 Configuring Option82 CID information

Click the Option82 Circuit ID tab to configure the CID information.

T

"

Current User:admin

8 gyctem Home

® Quick Configuration
» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

+ Path Detection

* Port Emor Disable

DDOS Protection
* Loopback Detection
. sTP
* Access Gontrol
* IoMP
+ ML
* IEEE 802.1X
+ AAA
» System Management
» PSE System
» QoS
» EEE

[ ARP Inspection H Port Security H DHCP Snooping H GPU Guard }

I DHCP Snooping

Description: DHCP snooping will filter untrusted DHCP messages

-w

I Global Settings

After enabling DHCP snooping, you can select trusted pors

T —
Remote ID: [00: <0: 40:00:30:67 (-3 chars) (Keep emply to set defautt]
Apply

Port Property

Binding List

Optiong2 Circuit ID

Select a port to configure:

1.2 3 4 5 8 7 8
eatalalaletatal &

§73 Optional port S Fixed port §ii Selected port [T Aggregation port  Select all Select all others  Cancel

VLA aaney Circuit ID: (1-63 chars)
port VLAN Circuit 1D Edit
| 9 1 1 R 3 |

First Previous [1] Next LstPage

Figure 6-13: CID Information

6.1.3.6 Disabling the DHCP snooping function

On the DHCP Snooping Page under Attack Prevention click the ON/OFF slider and click OK in the confirmation
window. The sliding switch should now display OFF.
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From 192.168.1.1

Sure you want to close?

 Current User:admin

B syctem Home [ ARP Inspection ” Port Security H DHCP Snowpmy—1y
B, ouick Configuration

I DHCP Snooping
» Port Management
Description: DHCP snooping will filter untrusted DHCP messages.
» VLAN Management

> FaultiSar @I )  Afer enabling DHCP snooping, you can select rusted poris.
* Attack Prevention

* Pain Detection I Global Settings
* Port Error Disable T
* DDOS Protection Remote ID: [00: e 40°00:30:67 __|(1-63 chars} (Keep emply to set default)

* Loopback Detection

. sTP
Port Property Binding List Optiong2 Circuit ID
« Access Control

Selecta port to configure:

- louP
- ML 12 3 4 5 6 7 8 g 10
gy = S Sur S v v
- IEEE 602.1X
v T3 optional port i Fixed port i Selected port 79 Aggregation port Selectall Select all others  Cancel
» System Management
» PSE System Truststate: Trusted v Optiong2 State: | Enabled v
S
» EEE
Port Trust Status Options2 State Action Edit
1 Untrusted Disabled drop Z
2 Untrusted Disabled drop 2z

Figure 6-14: Disabling DHCP Snooping
6.1.4 CPU Guard

Click "Fault/Safety" "Attack prevention" "CPU Guard" to view the CPU guard settings.

urrent User:admin

58 system Home [ ARP Inspection H Port Security H DHCP Snooping W CPU Guard “
B quick Configuration _

I CPU Guard

» Port Management
Description: To Configure each type of message bandwidth can inhibit high rate of attack packets in network.

» VLAN
~ Fault/ Safety
Cpu Port Bandwidth (64-500): 500 [
* Attack Prevention
Cpu Protect Manage Bandwidth (1-500): s
* Path Detection v o ( ) PE
Cpu Protect Route Bandwidth (1500 200 Jops

* Port Error Disable

Cpu Protect Protocol Bandwidth (1-500): 500 |pps

+ DDOS Protection
Loopback Detection

» SR

* Access Control

* IGMP

* MLD

* IEEE 802.1X

. AAA

System Management
PSE System

QoS

EEE

Figure 6-15: Viewing the CPU Guard Configuration

6.1.4.1 Modifying the CPU guard configuration

Set the packet per second rate for each of the traffic types and then click Apply.
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i User:admin

8 system Home [ ARP Inspection ” Port Security H DHCF Snooping H CPU Guard
B® Quick Configuration

I CPU Guard
» Port Management

» VLAN Management

Description: To Configure each type of message bandwidth can inhibit high rate of attack packets in network]

w Fault / Safety
. Cpu Port Bandwidth (64-500){ 500 |pps
+ Attack Prevention
Cpu Protect Manage Bandwidth (1-500){ 500 |pps
+ Path Detection
Cpu Protect Route Bandwidth (1-500){ 200 |pps
* Port Error Disable
Cpu Protect Protocel Bandwidth (1-500)1 500 |pps
+ DDOS Protection

+ Loopback Detection Apply

+ sTP

* Access Control

I i =

Figure 6-16: Modifying the CPU Guard Configuration
6.2 PATH DETECTION

6.2.1 Path/Tracert detection

Click "Fault/Safety" "Path Detection" "Ping Detection" or "Tracert Detection" to send pings to specified hosts or trace

the network route to a specified host.

User:admin

B system Home [ Ping Detection } [ Tracert Detection } [ Cable Detection }
& quick Gonfiguration
Description: Use the ping function to determine whether the network connection is functional and whether the host is reachable.
» Port
VAN Management
~ Fault/ Safety Start Test
* Aftack Prevention Test Results
i Faih Detecion PING 192 168.1.2 (192 166.1.2): 56 data byles
64 bytes from 192.168.1.2: icmp_seq=0 tl=128 time=1 ms
* PorEnpicase 64 bytes from 192.168.1.2: icmp_seq=1 ti=128 ime=1 ms
64 bytes from 192.168.1.2: icmp_seq=2 tti=128 time=1 ms
* DDOS Protection 64 bytes from 192.168.1.2: icmp_seq=3 th=128 fime=1 ms
* Loopback Detection - 192.168.1.2 ping statistics —
4 packets transmitted, 4 packets received, 0% packet loss
* STP round-rip min/avg/imax = 1/1/1 ms

+ Access Control
. IGMP

+ M

+ IEEE 202X
.+ Aaa

» System i

Figure 6-17: Ping Testing
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urrent User:admin

B system Home

B Quick Configuration

Port Management

» VLAN Management

Fault/ Safety
* Attack Prevention

* Path Detection

Port Error Disable

* DDOS Protection

* Loopback Detection
* STP

* Access Control

« IGMP

* MLD

* |EEE 802.1X

. AAA

System Management
PSE System

Qos

EEE

Ping Detection H Tracert Detection ” Cable Detection

Description:
Tracert detection can detect to the destination through the gateway, the function is used to detect whether can reach the destination and the path to the destination, if a destination unreachable, diagnose problems.
If the testing is a domain name, it may need to wat for a long fime (2-3 minutes), please be patient.

Destination IP or domain nam |

Test Results

Figure 6-18: Trace Route Test

6.2.2 Cable detection

Click "Fault/Safety" "Path Detection" "Cable Detection" to view Cable Detection tests:

» Port
» VLAN Management
~ Fault/ Safety

13 system Home
' Quick Configuration

[ Ping Detection ” Tracert Detection Hl cablenaw:lian”

Please select the port to detect!

Aftack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP

MLD

IEEE 802.1X.

ARA

» System Management
b PSE System

» QoS

» EEE

1 2 3 4 5 7 8
e taTa e e

71 Optional port § Fixed port g Selected port [T Aggregation port Select all Select all others  Cancel

I Detect Result
Port Test Result Cable Fault Distance (meters)
Group A: Normal Group A: 8.00
s Group B: Normal Group B: 8.00
Group C: Normal Group C: 8.00
Group D: Normal Group D: 8.00

Figure 6-19: Cable Detection Test

Only one cable (port) can be selected for the test and then click the Detect button.

& system Home

B Quick

[ Ping Detection H Tracert Detection H Cable Detection }

Please select the port to detect!

» Port
» VLAN Management
~ Fault/ Safety

Aftack Prevention
Path Detection

Port Error Disable
DDOS Protection

Loopback Detection

. sTP
« Access Control

. 16MP

MLD

|EEE 802.1X

MR

System Management
PSE System

QoS

EEE

s 10

4 5 6 1 8
T

12
P

5] Optional port G2 Fixed port g Selected port {77 Aggregation port Select all Select all others Cancel

I Detect Result
Port Test Result Cable Fault Distance (meters)
Group A: Normal Group A: 16.00
N Group B: Normal Group B: 16.00
Group G: Normal Group C: 16.00
Group D: Normal Group D: 16.00

Figure 6-20: Port Cable Detection Test Result
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6.3 PORT ERROR DISABLE

Use "Fault Safety" "Port Error Disable" to collect port disable information and set the port auto recovery time.

B system Home Port Error Disable
8 auick canfiguration I Error Disable Automatic Recovery Configuration
»
Bost Type Selection: | WIEPDU Guard iBroadeast Flood @iUnknown Murticast Fiood
»
VLAN Moragomest Punicast Flood PIPort security Violation IDHCP Rate Limit
v Faultf Safety [#IARP Rate Limit [#lLoopback Eror
e Altackisesenrop Timer Interval: | [a00 (30-86400 €)
+ Path Detaction
Apply
+ Port Error Disable
—— | error oisavie Tavie
* Loopback Detection port Error Disable Reason Time Left
s S ) Refresh First Previous[1] Next Lasti |/ 1Page

* Access Control
* IGMP
- MLD
- IEEE 802.4%
- ARA
¥ System Management
» PSE System
F QoS
» EEE

Figure 6-21: Configuring Error Disable Automatic Recovery

6.4 DDOS PROTECTION

Click "Fault/Safety" "DDOS Protection" to view DDOS protection configuration.

PEfievelone .. " T T T
L Curent User:admin s " 10}

B 5ystom Home DDOS Protection

W Cuick Configuration

Dos Type Selection: _[jLand Attack Ping Death Attack TCP Nul Scan
» Port Management TCP Xmascan TCP SYN-FIN TCP SYN Src Port Less 1024
» VLAN Management
Apply
~ Fault/ Safety

+ Attack Preventon
+ Path Detection
+ Port Ertor Disable
+ DDOS Protection
+ Loopback Detection
. 8TP
+ Access Control
. louP
* MLD
« IEEE 021X
. A
» Systom Management
» PSE System
» QoS
» EEE

Figure 6-22: Configuring DDOS Protection

To prevent different types of DoS attacks from multiple computers select the DoS type(s) to configure and then click

Apply.
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Current User:admin

B system Home

DDOS Protection
a
® quec DoS Type Selection: [ wLand Afack @Fing Dealn Atack TR Nul scan
¥ Port Management @ TCP Xmascan [ITCP SYN-FIN [JTCP SYN Src Port Less 1024
» vLAN
[C2enty ]|
~ Fault/ Safety

+ Aftack Prevention
+ Paih Detection

* PortErmor Disable

+ DDOS Protection

+ Loopback Detection
. STP

+ Access Contral

* IGMP

* MLD

+ IEEE 802.1X

+ AAA

System Management
PSE System

QoS

EEE

Model name:GEP-1051  Hardware Version: v1.0  Soft Version: v1.0.0.2

Figure 6-23: Selecting the DoS Types to Prevent
6.5 LOOP DETECTION

Click "Fault/Safety" "Loop Detection" to view the current loop detection configuration.

TR T TR

Current User:admin

& system Home

B Quick Configuration
» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention

+ Path Detection

+ Port Error Disable

+ DDOS Protection

+ Loopback Detection
. SR

+ Access Control

Loopback Detection

Loopback Detection: (__ (elaal)
Time Inferval (132767):10 e

Selecta port to configure:

12 3 4 5 6 7 8 g 1

S Sy W v i |

7 Optional port 5 Fixed port i Selected port {17 Aggregation port  Select all Select all others  Cancel

State: [Disabled -
Apply

. IGUP
¢ Mo I Loopback Detection Port
* IEEE 802.1X Port Loopback Detection State Result Edit
= ARt 1 Enabled Normal iz
» System Management 2 — r— B
» PSE System
» QoS 3 Enabled Normal Z
» EEE 4 Enabled Normal Z
5 Enabled Normal 2
6 Enabled Normal 2

Figure 6-24: Viewing Loopback Detection Configuration

6.5.1 Enabling loopback detection

Click the ON/OFF slider to ON and then configure the time interval (1 to 32767 seconds) between sending loopback

detection packets and click Apply. Select the ports to enable loopback detection on, then change the State to Enable

and click Apply.
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Current User:admin

= 5ystem Home Loopback Detection

B Ouick Configuration
Loopback Detection: (@S0 )

Time Interval (1-32767): sec

» Port Management
» VLAN Management
~ Fault/ Safety

* Attack Prevention Selecta port to configure:

+ Path Detection T2 3 4 5 5 7 5 5 o1
+ Port Error Disable A i S v iy | |

+ DDOS Protection

Optional port 37 Fixed port [ Selected port [7] Aggregation port  Select all Selectallothers Cancel
* Loopback Detection 13 Optional port 59 Fixed port 8 port T77 Aggregation px

. SR
+ Access Control
- 1GMP Apely
. MLD I Loopback Detection Port
+ IEEE802.1X Port Loopback Detection State Result Edit
B A 1 Enabled Normal 2z
b System Management B Enabied Normal B
» PSE System
» QoS 3 Enabled Narmal 2
» EEE 4 Enabled Normal B
5 Enabled Normal 2z
6 Enabled Normal B

Figure 6-25: Enabling Loopback Detection

6.5.2 Enabling/Disabling loopback detection on specified ports

In the port panel select one or more ports to enable or disable the loopback detection state. Change the state to

disabled or enabled in the State drop down menu and click Apply.

& system Home Loopback Detection

® ouick
Loopback Detection: (@1 )
» Port Management

Time Interval (13276710 sec
» VLAN Management
~ Fault/ Safety Apply.

* Attack Prevention Select a port fo configure:

12 3 4|5 8 7 8 g 10
'iiiiﬂﬂﬂﬂl:“:l

[ 1Optional port i Fixed port g Selected port [7] Aggregation port Selectall Select all ofhers  Caneel

* Path Detection

* Port Error Disable

* DDOS Protection

* Loopback Detection

+ TP
state| [Enabled v

* Access Control

« WD Loopback Detection Port

* IEEE 802.1X Port Loopback Detection State Result Edit

2 Aad 1 Enabled Normal 2z

Figure 6-26: Configuring Ports Parameter

To edit ports individually click the "Edit" icon in the edit column of the Loopback Detection Port list. Then change the

port state to either enabled or disabled.

& systemHome Loopback Detection
&, Quick Configuration
Loopback Detection: (@0 )
» Port Management §
Time Interval (132767): sec

» VLAN Management

~ Fault/ Safety

* Attack Prevention Select a port to configure:
* Path Detection 12 3 4 5 65 T 8 g 10
* Port Error Disable EOOoDnOoog

* DDOS Protection

Optional port: Fixed port Selected port | Aggregation port Selectall Select all others Cancel
* Loopback Detection T 30ptional port 50 Fixed port S port 74 Aggregation p

. sTP

State: | Disabled v

* Access Control

 toue

> PSE System

i i Loopback Detection Port
+ IEEE 802X Port Loopback Detection State Result Edit
v A 1 Disabled Normal
» System Management B — omal B

Figure 6-27: Editing Port Loopback Detection
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6.6 STP

Click "Fault/Safety" "STP" "STP Global" to view the STP global configuration.

o E |Evem Current User:admin
Systemibiony ‘ STP Global ‘ ‘ STP Port Settings ‘
8 Quick Configuration I Spanning Tree Status Set
¥ Port Management Spanning Tree State @ orr )] Apply
» VLAN Management
I bpdu Set
~ Fault/ Safety
s bpdu Set Flooging v Apply.
+ Path Detection I Spanning Tree Mode Set
+ Fort Error Disable Spanning Tree Mode RSTP v Apply
+ DDOS Prolecion ] ste raps sex
+ Loopback Detection STP New Root Trap C&ED
< st STP Topology Change Trap @ o+
+ Access Conlrol Apply
- 1eHP ] Root Brdge mtormation
.« MLD Root Bridge
Root Cost
* |EEE 802.1X
Root Maximum Age (640 Apply
. AAA
Root Forward Delay| (430 Apply
¥ System Management Hello Time 1-10) Apply
» PSE System Root Port

Figure 6-28: STP Global View

6.6.1 Enabling STP

1. Click the Spanning Tree State ON/OFF of slider to ON and then Click Apply to enable the STP global state.

2. Inthe Spanning Tree Mode drop down menu select the STP algorithm desired, for example RSTP and click Apply.

3. Under STP Traps Set use the ON/OFF sliders to turn on or off traps for STP New Root set or Topology Change.
Once the trap buttons are set correctly click Apply.

4. Set the Spanning Tree Mode priority under Priority and click Apply.

5. Set the Root Maximum Age, Root Forward Delay and Hello Time under Root Bridge Information (or leave the

default values) and click Apply.

Note:

1. Loopback detection and STP functions are mutually exclusive.

2. If LLDP PDU flooding is enabled, mSTP cannot be enabled.

System Home

[ STP Global H STP Port Settings |

-
B, Quick Configuration I Spanning Tree Status St

} Port Management

» VLAN Management
& I Spanning Tree Mode Set
~ Fault/ Safety

* Attack Prevention Spanning Tree Mode RSTP v Apply
* Path Detection I STP Traps Set

* Port Error Disable STP New Root Trap

Spanning Tree State Apply.

STP Topology Change Trap
* DDOS Frotection

+ Loopback Detection Apply
- sTp ] priosty
- IouP ] Root sriage intormation
. MLD Root Bridge 3276888:20:05.40:62.67
Root Cost
- IEEE 802X
Root Maximum Age| 20 (6-40) Apply
. Aa
Root Forward Delay 15 430 Apply
¥ System Marageners Hello Time 2 110 Apply
» PSE System Root Port 3
> fos

Figure 6-29: Enabling STP and Configuring the STP Mode and Traps
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6.6.2 STP port settings

Click "Fault/Safety" "STP" "STP Port Settings" to view the STP port configuration.
Select the port(s) in the port panel view and then select the STP settings in the pulldown menus below the port panel

to configure the port STP settings and click Apply.

i

fleve

Current User:admin

8 system Home ‘ STP Global ‘ ‘ STP Port settings

8 Quick Configuration I STP Port Settings

» Port Management
» VLAN

Select a port to configure:

i 2|3 4 5 6 7 8 9 10
~ Fault/ Safety =3~ i a el i)

* Aftack Prevention

* Falibslecion §~7 Optional port 7 Fixed port i Selected port [T Aggregation port Select all Select all others Cancel

* PortError Disable

. DDOS P port Staue: | Enabled L2 BPDU Filter: | Enzbled v
BPDU Guard: [ Enabled 2 Root Guard: | Enabled 2
* Loopback Detection
Port Fast: | Edge L2 Port Priority: 128
- TP
+ Access Control
5 ICMEe I Port List
+ WD Port Port Fast state BPDU Filter BPDU Guard Root Guard port Staue
* |EEE SI20 1 Edge Link down Enabled Enabled Ensbled enatled
. AmA
2 Edge Link down Enabled Enabled Enabled enabled
» System Management
3 Disabled Forvarding Disabled Disabled Disabled enabled
» PSE System
» QoS 4 Disabled Link down Disabled Disabled Disabled enabled
» EEE 5 Disabled Link down Disabled Disabled Disabled enabled

Figure 6-30: Port STP Configuration

6.7 ACCESS CONTROL

6.7.1 ACL access control list

6.7.1.1 View access control list

Click "Fault/Safety" "Access Control" to view the ACL configuration.

PETTcSiGRE T — )
evelor Cumvnt Useracmin ' )

AcL Apply ACL

attermpts to reach netwark resources
» Port Management

» VLAN Management

~ Fault/ Safety oty f mask s 0.0.0.0, s represent e rues for the any. And Ihe mask oplion i tne ACL page willbe a1y

New ACL Rules
| i Ack Contin

wo. Action Protocol Source IPMAC Source Mask Source Port Destination IPMAC Destnation Mask Destination Port 2

« Mo

* IEEE 802 1X

» Systom Management
» PSE Systom

» QoS

» EEE

Figure 6-31: Access Control List

6.7.1.2 Add access rules

ADDING STANDARD IP ACCESS RULES
Click "New ACL Rules" and in the pop-up dialog box:

1. List ID: Select "Standard IPV4 ACL Configuration"
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ACE ID: Select ACE 0.
Rules: Permit/Deny

IP address: Select “Any source IP address”

A

Click Apply to add the new rule:

Mevél‘m i

System Home

‘ ACL H Apply ACL
B, Quick Configuration
» Port Management
» VLAN Management New ACL Rules
~ Fault/ Safety

+ Aftack Prevention l:l Select Configuration Type: | | Configuration standard IP ACL
+ Path Detection
¢ PotEraoiEE. List ID: Standard IP ACL 0
+ DDOS Protection ACEID: ACED
* Loopback Detection Rules. Permit
. STP
1P Address ®any source IF address

£ Acoass Racinl ‘Speciy the IP address:
. IGMF
* MLD
+ IEEE 802.1X
. ARA
» System Management
» PSE System
» QoS

» e

Figure 6-32: Configuring Standard IP Access Control Lists

ADDING AN EXPANDED IP ACCESS RULE
Click "New ACL Rules" and in the pop-up dialog box:

List ID: Select "Expand IP ACL"

ACE ID: Select ACE 0.

Rules: Permit/Deny

Protocol: IP

Source IP address: Select “Any source IP address”

Destination IP address: Select “Any destination IP address”

N o v ok w N e

Click Apply to add the new rule:
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Current User:admin

B Quick Configuration

B system Home ACL Apply AGL

» Port Management
» VLAN Management
~ Fault/ Safety

New A

* Aftack Prevention Select ion Type | Gi Expand IP ACL v |
* Path Detection - . .
« Port Error Disable ListID: Expand IP ACL 10 A
No Action Protocol Source on Mas|
* DDOS Frotection ACEID: ACED A
* Loopback Deteciion Rules.
;SN Protocol
* Access Control Source IP Address’ ®any source IP address
* IGMP ~'Specify the IP address:
ol Destination P Address. @ ny destination IP address
Ospecify the IP agdress:
« IEEE 802.1X
* AAA

b System Management
} PSE System
»
»

QoS

Lo ]

Figure 6-33: Configuring an Expanded IP Access Control List
8. ADDING AN EXPAND MAC ACCESS RULES
Click "New ACL Rules" and in the pop-up dialog box:

List ID: Select " Expand MAC ACL"
ACE ID: Select ACE 0.

Rules: Permit/Deny

1

2

3

4. Source IP address: Select “Any source IP address”

5. Destination IP address: Select “Any destination IP address”
6

Click Apply to add the new rule:

Current User:admin

B system Home ACL Apply ACL

B quick Configuration

» Port Management T

» VLAN Management New ACL Rules

~ Fault/ Safety

* Aftack Prevention Select Type: Expand MACACL v

:
* Path Detection - P .
Displaying ACL Configuratiol v
+ PortErmor Disable List 1D Expand MAG ACL 20 v
No Action Protocol Source n Mask
+ DDOS Protection ACE ID: ACE 0 v
+ STP Source MAC Address: ®Any source MAC address

* Access Control JSpecify the MAC address

+ 1GMP Destination MAC Address: @ Any destination MAC address

+ MLD )Specify the MAC address

« IEEE 802.1X MAC Protocol Type: [ }<0x0600-0xifi>)(optional)
. ARA

System Management
PSE System

QoS

EEE e Apply

Figure 6-34: Configuring an Extended MAC Access Control List

@ Note 1: ACE ID is an optional rule and not required: the default is 0.

@ Note 2: For extended IP protocol access control lists, type: TCP, UDP, or IP.
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6.7.1.3 Modifying the ACL configuration

To modify the rules select the rules to be replaced, click" < " to enter the ACL rules page.
Once on the ACL rules page modify the following:

Rules: Permit or Deny

Protocol: Select the required protocol

Source or Destination IP Address: Select Any IP address or Specify the IP address and input a specific address.

O T ——
ev v Current User:admin \

AcL Apply ACL

- o
» Port Management
» VLAN Managsment Modify the ACL rules
~ Fault/ Safety

. Atta

gusation

Select Configuraton Type:

+ Loopback Detection
. g1e

+ Access Control

IoMP

« Mo

+ EEE 021X
» System Management
» PSE System

» QoS

Figure 6-35: Modifying ACL rules

6.7.1.4 Delete an ACL rule

To delete an ACL rule, select the ACL configuration type in the pull down list at the top and then click the red X in the
ACL Rules list to delete it.

PTTC2ERE T T —TT
evel Corrent User-admin g o

acL Apply ACL
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Figure 6-36: Deleting ACL Rules

To remove all the ACE rules of a specified ACL configuration, click the "Delete" button at the bottom of the ACL rules

list.
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Figure 6-37: Deleting all ACL Rules of a specified ACL configuration type

6.7.2 Applying ACLs

6.7.2.1 View applied ACLs

Click "Fault/Safety" "Access Control" "Apply ACL" to view a list of ACLs applied to the switch ports.
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Figure 6-38: View Application ACL Rules

6.7.2.2 Apply ACLs to Specified Ports

1. Select the ACL rules from the Please select the ACL List drop down menu.

2. Select the specified ports to apply the ACL rule on.

3. Click Apply.
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Figure 6-39: Applying ACL Rules to Specified Ports
6.7.2.3 Delete ACLs Applied to a Specified Port(s)

1. Select the ports to delete the applied ACL rule on.

2. Find the ACL rule in the ACL list at the bottom of the page and click the red X under the Edit column to delete the

rule from the port(s).
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Figure 6-40: Delete Application ACL

6.8 IGMP SNOOPING

6.8.1 Viewing IGMP snooping configuration

Click "Fault/Safety" "IGMP" ”"Property to view the configured multicast monitoring information.
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Figure 6-41: Viewing the IGMP Snooping Configuration
6.8.1.1 Enabling IGMP Snooping

Click "Fault/Safety" "IGMP " “Property” and click the OFF slider to ON to enable IGMP snooping.

ki s

Current User:admin

B oystem Home ‘ Property H Querier H Throttling H Router Port H Group Address H Filtering H statistics |

B8 Quick Configuration I |GMP Snooping
» Port Management
» VLAN Management

~ Fault/ Safety (@G | Enabe or disable the multicast listener, when enabled, the static routing port can be set

Description: Internet Group Management Protocol (IGMP) snooping s  feature that allows @ switch to forward multicast traffic intelligently on the switch

* Aftack Prevention
* Path Defection

* Port Error Disable
* DDOS Protection
» Loopback Detection
« STP

* Access Control

* IGMP

* MLD

* |EEE 802.1X

* AAA

System Management
PSE System

QoS

EEE

v v v w

Figure 6-42: Viewing the Multicast Listener Configuration

@ Note 1: IGMP Snooping is disabled by default.
@ Note 2: IGMP snooping VLANSs are all open by default.

@ Note 3: The switch uses IGMP v2 as default.

6.8.1.2 Disabling IGMP Snooping

Click "Fault/Safety" "IGMP Snooping" and click the "ON/OFF" slider to "OFF" to disable IGMP snooping.
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Figure 6-43: Disabling IGMP Snooping

6.8.1.3 Configuring the IGMP Version

Click "Fault/Safety" "Property", to access the IGMP version page.
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Figure 6-44: Configuring IGMP Version

To configure the IGMP version:

Step 1: Select the required version from the IGMP Version drop down menu.

Step 2: Click Apply.

6.8.1.4 Configuring an IGMP Querier

Click "Fault/Safety" "IGMP" “Querier”, to access the IGMP querier page.
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Figure 6-44: Configuring IGMP Querier
To configure an IGMP querier:
Step 1: From the drop down selection box, select the VLAN for the IGMP Querier.S
Step 2: Enable the Status from the Status selection box.
Step 3. Modify all other querier options.
Step 4. Click Apply.
6.8.1.5 Configuring IGMP Throttling
Click "Fault/Safety" "IGMP" “Throttling”, to access the IGMP throttling page.
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To configure the IGMP version:

Figure 6-46: Configuring IGMP Throttling

Step 1: From the drop down selection box, select the VLAN for the IGMP Querier.S

Step 2: Enable the Status from the Status selection box.

Step 3. Modify all other querier options.

Step 4. Click Apply.

6.8.1.6 Configuring an IGMP Router Port (Multicast Routing)

Click "Fault/Safety" "IGMP" “Router Port”, to access the IGMP Router Port page.
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1. From the VLAN drop down menu select the desired VLAN
2. Select the ports to add to the Router Port setting.
3. Click Apply.
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e Current User:admin b i 1)
& system Home [ Property H Querier H Throttiing | | Router Port ‘ Group Address H Filtering H statistics |
B ouick Configuration
Notice: 1. The default mulicast monitor is not a static routing port,if required, a stafic routing port can be set
¥ Port Managemers 2. Dynamic routing ports can not be removed manually, only slatic routing ports can be removed manualy. Dynamic routing ports wil be removed through aging.
» VLAN Management
N Selecta port to configure
+ Attack Prevention é é 5 & é é 9 10
+ Path Detection Hd
+ PortEmaBEsg 71 Optional port | Fixed port g Selected port [T Aggregation port Select all Select all others  Cancal
+ DDOS Protection
+ Loopback Detection
. TP Add Routing Port
s Ao Multicast Member Port
. lGMP
VLAN Port Status
+ WD
+ IEEE502.1X ! ! Statie x
. AAA 1 2 static x
» System Management First Previous [1] Next Lasti /1Page
b PSE System
> Qos
Figure 6-47: Configuring IGMP Router Port
6.8.1.7 Configuring IGMP Group Address
Click "Fault/Safety" "IGMP" “G Add " he IGMP G Add
IC ault/Safety roup ress”, to access the roup ress page.
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Figure 6-48: Configuring IGMP Group Address

To configure the IGMP version:
Step 1: Select the ports to be assigned the group address.
Step 2: Select the required VLAN from the VLAN drop down menu.

Step 3. Input the Group Address’s four octet fields separated by decimals in the Group Address field.
Step 4. Click Apply.

6.8.1.8 Configuring IGMP Filtering

Click "Fault/Safety" "IGMP" “Filtering”, to access the IGMP Filtering page.
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Figure 6-49: Configuring an IGMP Filtering Profile Setting

To configure an IGMP Filtering Profile Setting:

Step 1: Input a profile ID from 1 to 128

Step 2: Input a start and end address according to group addresses already configured in the tab “Group Address”.
Step 3. Set the Action drop down menu to Permit or Deny as required.

Step 4. Click Apply.
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Figure 6-50: Configuring an IGMP Filtering Binding Setting

To configure an IGMP Filtering Binding Setting:

Step 1: Select the ports to be bound to the IGMP filtering profile.

Step 2: Select the IGMP filtering profile desired from the Profile ID drop down menu.
Step 4. Click Apply.

6.8.1.9 Viewing IGMP Statistics

Click "Fault/Safety" "IGMP" “Statistics”, to access the IGMP throttling page.
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Figure 6-50: Viewing IGMP Statistics

To view the IGMP statistics:

Step 1: Select the Statistics tab in the IGMP menu item.

6.8.2 MLD

6.8.2.1 Viewing the MLD configuration

Click "Fault/Safety" "MLD" "Property" to view the configured multicast monitoring data.

2 systom Home { Property H Throttling H Router Port H Group Address H Filtering H Statistics
B8 quick Configuration

I MLD Snooping
» Port Management
» VLAN Management
~ Fault/ Safety

* Aftack Prevention
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* IEEE 802.1X
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Figure 6-51: Viewing the MLD Configuration

6.8.2.2 Enabling the multicast listener function

Click "Fault/Safety" "MLD" "Property" and then click the OFF slider to ON to enable the multicast monitoring

function.
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Figure 6-52: Enabling Multicast Listener (MLD)

@ Note 1: By default, MLD is set to OFF.
@ Note 2: For MLD all VLANs are open by default.

@ Note 3: MLD uses version 1 by default.

6.8.2.3 Disabling the multicast listener function

Click "Fault/Safety" "MLD" "Property" and then click the "ON/OFF" slider to "OFF" to disable the multicast

monitoring function.
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Figure 6-53: Disabling the Multicast Listener Function

6.8.2.4 Setting the MLD version

Click "Fault/Safety" "MLD" "Property" and then click the "ON/OFF" slider to "OFF" to disable the multicast

monitoring function.
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Figure 6-54: Setting the MLD version

6.8.2.5 Configuring MLD Throttling

1. Inthe MLD Throttling tab select the ports to apply the specified MLD throttling to.

2. Input the maximum number of multicast groups.

3. Select the throttling action mode as either Deny or Replace from the Throttling Action Mode drop down menu.
4

Click Apply.
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Figure 6-55: Configuring MLD Throttling

6.8.2.6 Configuring MLD Router Ports

1. Inthe MLD Router Port tab, select the ports that are to be associated with the MLD Router Port.
2. From the drop down VLAN menu, select a VLAN number that is to be associated with the MLD Router Port.

3. Click Add Routing Port.
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Figure 6-56: Configuring Multicast Routing

6.8.2.7 Configuring an MLD Group Address

1. Inthe MLD Group Address tab select the ports to apply the specified MLD Group Address to.
2. From the VLAN pull down menu, select the VLAN to be assigned with the Group Address.

3. Input the Group Address required in the Group Address field.

4. Click Apply.
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Figure 6-57: Configuring an MLD Group Address

6.8.2.8 Configuring MLD Filtering

1. Inthe MLD Filtering tab select the ports to apply the specified MLD filtering to.
2. Inthe Profile Settings fields input a profile ID, the start address, the end address and select the profile action
from the Action pull down menu (Permit or Deny).

3. Click Apply.
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Figure 6-58: Configuring MLD Filtering

6.8.2.9 Viewing the MLD Statistics

1. Click on the MLD Statistics tab to view the MLD statistics.
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* Access Control

Special Group Query 0
* IGMP
Source-special Group Query 0

* MLD

+ IEEE 802.1% @ Clear &) Refresh

* AAA

Figure 6-59: Viewing the MLD Statistics
6.9 IEEE 802.1X

IEEE 802.1X is a port-based authentication protocol used for authenticating clients.

Click "Fault/Safety" "IEEE 802.1X"
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& system Home IEEE 802.1X

&, Quick Configuration I IEEE 802.1X Global Setting

v

Port Management
VLAN Management @ Enable or disable the IEEE 802 1X If you want this function to take efiect please configure the 802 1X server of RADIUS first

-

w Fault/ Safety

.

Altack Prevention

.

Path Detection

.

Port Error Disable

.

DDOS Protection

Loopback Detection

. sTP

.

Access Control

.

IGMP

* MLD

.

IEEE 802.1X

* AAA

Figure 6-60: IEEE 802.1X

Click the OFF slider to ON to enable IEEE802.1X. Use the IEEE 802.1X Settings to apply individual 802.1X settings to

each port in the list.

= system Home |EEE 802.1X]

& ouick Gonfiguration I IEEE 802.1X Global Setting

» Port
» VLAN Management @I )| Enable or disable the IEEE 8021 If you want this funciion to take effect please configure the 802 1X server of RADIUS first
~ Fault/ Safety

* Aftack Prevention

I IEEE 802.1X Setting

Selecta port to configure:
* Path Detection

. 12 3 4 5 6 7 8 g 10
Port Eror Disable I e lwiwim]m

* DDOS Profection

* Loopback Detection §"7 Optional port {3 Fixed port G Selected port §77 Aggregation port Select all Select all otners  Cancel
. sTP
802.1X Authentication: | Enabied v Host Mode: | Multi-auth v
» Acossalosbny Port Control: | Disabled v
.+ IGMP =
. ML
* IEEE802.1X Port 802.1X Authentication Host Mode Port Control Edit
" A 1 Disabled Multi-auth Disabled z
» System Management
2 Disabled Multi-auth Disabled z
» PSE System
» QoS 3 Disabled Multi-auth Disabled z
v EEE 4 Disabled Multi-auth Disabled Z
.+ EEE
5 Disabled Multi-auth Disabled Z

Figure 6-45: Enabling IEEE 802.1X

6.9.1 Configuring IEEE802.1X parameters

In the port panel select the port(s) to apply the 802.1X settings on.

Set the following in the 802.1X parameter area:

802.1X Authentication: Enabled
Port Control: Auto

Host Mode: Multi-auth

Eal S

Click Apply
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i i |eveIM ERER e o

B, uick Configuration I IEEE 802.1X Global Setting

~ Port Management
+ Basic Seitings @ ) Enabie or disable the IEEE 302.1X.If you want this function fo take effect please configure the 802.1X server of RADIUS first
* Storm Control I IEEE 802.1X Setting
* Flow Control

Select a port to configure:
+ PortA
g 1[2]3 4 5 6 7 8 g 10

- Foju || e i e e e
* Portsolation
+ Port Speed Limit [~ Optional port 5 Fixed port §F Selected port [ Aggregation port  Select all Select all others  Cancel

» VLAN Management 802.1X Authentication{| Enabled v Host Mode:{ Multi-auth v

v Fault/ Safety Port Control{ | Auto v
* Aftack Prevention

Apply
+ Path Detection
* Port Eror Disable Port 802.1X Authentication Host Mode Port Control Edit
* DDOS Broteggy 1 Disabled Mult-auth Disabled 2
* Loopback Detection
2 Enabled Multi-auth Auto v
.+ STP
' At 3 Disabled Multi-auth Disabled z
. IGMP 4 Disabled Multi-auth Disabled v
: MDY 5 Disabled Mult-auth Disabled v
* IEEE 8021
6 Disabled Multi-auth Disabled v

Figure 6-62: Configuration IEEE802.1X Parameters

[E] Note: IEEE802.1x protocol is used with the AAA function.

Auto: Indicates that the initial state of the port is unauthorized. It only allows EAPOL packets to be sent and
received. It does not allow users to access network resources. If the authentication passes, the port switches to the
authorized state, allowing the user to access the network resources.

Force-auth: Indicates that the port is always authorized, allowing users to access network resources without
authorization.

Force-unauth: Indicates that the port is always in an unauthorized state and does not allow the user to authenticate.
The device does not provide authentication services to clients that pass through the port.

Single-host: This port can only connect to a single host, until authentication is complete it can only forward
authentication frames.

Multi-auth: When a port is connected to another hub/switch all the connecting hosts on the connected hub/switch
can be authenticated individually.

Multi-host: This port can be connected to multiple hosts, once a single host has passed its client authentication all

other hosts on the port can pass traffic.
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AAA RADIUS

6.9.2 AAA radius configuration

Click "Fault/Safety" "AAA"
In the AAA configuration page enter the AAA RADIUS server IP address, the Authentication Port and Key values and

then for Type select All. Click Apply to configure the AAA RADIUS configuration.

e Current Useradmin
& system Home RADIUS ‘ TACACS+ H Enable H Login ‘
B, Quick Configuration I T —
¥ PortManagement Auth Port: 1812 [(0-65535, default 1812)
» VLAN Management rEm 64 chare) Priority: (1-65534)
¥ Fauit{Safety Retry: (1-10) Timeout: (1-30)
+ Atack Prevention T =
+ Path Detection =
-Aup\y
+ Port Error Disable
+ DDOS Protsction Priority Host 1P Auth Port Key Retry Timeout type Edit
* Loopback Detection 1 192.162.2.100 1812 123 3 3 Al z X
. sTP
First Previous [1] Next Lasti I1Page
+ Access Control
« IGMP
* MLD
+ IEEE302.1X
- AAA

Figure 6-63: Configuring Radius

6.9.2.1 Configuring RADIUS Authentication
Click the Enable Authentication tab.

Input a name for the authenticating host, for example GEP-1051
In the Method 1 drop down menu select RADIUS

Click Apply

oW oNpoR

In the Enable Authentication parameters select the following drop down menu items:
SSH: GEP-1051, Telnet: GEP-1051
5. Click Apply.

Lkl T

Current User:admin

| RADIUS H TACACS+ || Enable Authentication H Login Authentication ‘
IMelPIOﬂLIEl

Method 2:| None v Method 3: [ None v

I u e =)

B syctem Home
B Quick Configuration

» Port Management

» VLAN Management

~ Fault/ Safety i
* Atftack Prevention 2oy
+ Path Detection Name Sequence Edit

* Port Error Disabl
ort Error Disable default ENABLE 2

* DDOS Protection

GEP-1051 RADIUS

z R

. sTP First Previous [1] Next Lasft

* Loopback Detection

/1Page

? Aocoe Gl I Enable Authentication
+ lemP
SsH: | defauit - Telnet: | default -
- Mo
Appl
- IEEE 802.1X i)

* AAA

Figure 6-64: Enabling Authentication
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6.9.2.2 Configuring RADIUS Login Authentication
Click the Login Authentication tab.

1. Input a name for the authenticating host, for example GEP-1051

2. Inthe Method 1 drop down menu select RADIUS

3. Click Apply

4. Inthe Enable Authentication parameters select the following drop down menu items:

SSH: GEP-1051, Telnet: GEP-1051

MEilevelone ..

& system Home \ RADIUS H TACACS+ H Enable icati H Login icati |
B Quick Configuration I T

¥ Port ManageGs Name}zchavsa Method 1] RADIUS B

b VLAN Manage Method 2: | None v Method 3: [ None v

~ Fault/ Safe
+ Attack Pr i
- Path Name Sequence Edit
+ Port Error Disable P LooaL 2
* DDOS Protection =

GEP-1051 RADIUS
* Loopback Detection "‘} x
& SIE First Previous [1] Next Lasfl I1Page
T AcosssiCRY I Login Authentication
. lemp
ssuf GeP-1051 Y Telnet|[ GEP-1051 B
* MLD
Appl

+ IEEE 802.1X
- AAA

Figure 6-65: Configuring RADIUS Login Authentication

NOTE:
To successfully authenticate with the AAA TACACS+ function, using a PC input the correct user name and password

through either telnet or SSH connection to the switch.

6.9.3 TACACS+

Click "Fault/Safety" "AAA" " TACACS+"

To configure a TACACS+ server:

Input the TACACS+ server IP address in the host field.
Input the TCP port to use (default is 49).

Input a key in the Key field.

oW opoe

Click Apply.
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Liad

L e =)

Current User:admin

& system Home ‘ RADIUS | TACACS+ ‘ Enable H Login i ‘

B8 Quick Configuration I P —

»
Port Management Hostoz oz 10 | portfs Joessasdetaut4g)
»
VLAN Management Keyfgmmm  Jodchas) Priority: (1-65534)
~ Fault/ Safety Timeout: 1-30)
+ Attack Prevention —
Apply
+ Path Detection L |
+ Port Error Disable Priority Host 1P port Key Timeout
+ DDOS Protection | B 1921622 100 a9 qazwex 5

* Loopback Detection
. TR

+ Access Control

* 1GNP

+ MLD

* IEEE 802.1X

© AAA

Edit

z R

First Previous [1] Next Last:

I1Page

Figure 6-66: Configuring TACACS+

6.9.3.1 Configuring TACACS+ Authentication
Click the Enable Authentication tab:

Input a name for the authenticating host, for example, GEP-1051-TACACS.
In the Method 1 drop down menu select RADIUS.

Click Apply.

Ll S

SSH: GEP-1051-TACACS, Telnet: GEP-1051-TACACS
5. Click Apply.

i

Current User:admin

In the Enable Authentication parameters select the following drop down menu items:

8 5ystem Home | Rrapws |[ Tacacs+ “ Enable ication | Login ication |

B Quick Configuration I Method List
» VLAN Management Method 2: [ None B Method 3: Hone B

~ Fault/ Safety
* Aftack Prevention ik
+ Path Detection Name Sequence

+ Port Error Disable

default ENABLE
+ DDOS Protection
GTP-1051 RADIUS
* Loopback Detection
GEP-1051-TACAS TACACS+

. STP

+ Access Control
+ IGMP

I Enable Authentication
*+ MLD

- - M Telnet]| GEP-1051-TACAS v
© AAA Apply

} System Management

Edit
iz
z X
z X

First Previous [1] Next Lasi1

I1Page

Figure 6-67: Configuring TACACS+ Authentication

6.9.3.2 Configuring TACACS+ Login Authentication
Click the Login Authentication tab:

Input a name for the authenticating host, for example, GEP-1051-TACACS.
In the Method 1 drop down menu select TACACS+.

Click Apply.

oW N

SSH: GEP-1051-TACACS, Telnet: GEP-1051-TACACS
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In the Enable Authentication parameters select the following drop down menu items:




5. Click Apply.

e

B sysiem tome

B Quick Configuration

» Port
» VLAN Management
~ Fault | Safety

* Attack Prevention

* Path Detection

* Port Eror Disable
* DDOS Protection
* Loopback Detection
* sTP

* Access Control

* IGMP

* MLD

* IEEE 802.1X.

* AAA

b System Management

{ RADIUS H TACACS+ H Enable H ||.ogm | ]
I Method List
Name{orr-tosi-nicss |32 chers) Method 1][TACACS~ v
Method 2: Method 3:
Name Sequence Edit
default LOCAL z
GTP-1051 RADIUS z X
GEP-1051-TACAS TACACS+ Zz X

First Previous [1] Next LasHF'age

I Login Authentication

ssH1 GEP-1051-TACAS ¥

Telnetf GEP-1051-TACAS v

Figure 6-68: Configuring TACACS+ Login Authentication

@ NOTE: To successfully authenticate with the AAA TACACS+ function, using a PC input the correct user name

and password through either telnet or SSH connection to the switch.

75




7 SYSTEM MANAGEMENT

7.1 SYSTEM SETTINGS

7.1.1 Management VLAN

7.1.1.1 Configuring basic system settings

Click "System Management" "System Settings" "Management VLAN" to view the management IP address of the

current switch configuration.

MEVE;.IKM QT Vabraci

B system Home

‘ Management VLAN H System Restart H User Management H System Log H Log Export H ARP Table H MAC Management
B Quick Configuration
Description: 1. Management VLAN parameters: IP, MAC, gateway and the user's contact details. "' denotes required field

¥ Port Management 2 The IP address and mask cannot be configured when the DHCP server is enabled

» VLAN Management
b Fault/ Safety
~ System Management
+ System Settings
* DHCP Server
* Firmware Upgrade
+ System Information
* Configuration Management
* Dual Configuration

* SNMP

I Basic System Settings

Management VLAN:
DHCP:
Management [P:
Subnet Mask:
Default Gateway:
Login Timeout(s):
Contact Name:

Contact Information:

vian 1
Static Allocation
102.168.1.1
255. 256. 265.0
192.168.1.1
36000

Billy Smith

%3358

v

MAC:
IPV6 DHCP:
Link Local Address:

IPV6 Address:

IPVG Gateway Address:

Device Name:

Device Location:

hE2E. BE4E. 6267
Static Allocation T

[£30: : saZb bEES Fedb 6267/64

GEP-1051

BaD Conms Equipnent Re

+ RMON Apply

¢ LLDES=nGS I sSystem Time Settings
* Administration
Notice: The switch time can be synchronized with the infemet ime by setting the time synchronization server [P address to the NTF or SNTP server from your selected time zone
» PSE System
» QoS
» EEE The Current System Time: [2013-12-05 01:40:32

Tip: The system wil select a default time syncronization server if no IP address is entered

Time Zone (T): | (UTC)Coordinated Universal v
Time Setting Mode: ) Auto-Sync ® Manual

Time:

Apply

Figure 7-1: Basic System Settings
To configure the switch Basic System Settings: In the DHCP text box, choose static allocation

In the Management IP text box, enter an IP address for the switch, for example 192.168.2.10.

In the Subnet Mask text box, enter a subnet mask, for example 255.255.255.0.

In the Gateway Address text box enter a gateway address, for example 192.168.2.1.

In the Device Location text box, enter a Device Location, for example “RnD Comms Equipment Room”.
In the Contact Name text box, enter a Contact Name, for example “Billy Smith”.

In the Contact Information text box, enter the Contact’s Information, for example their extension x3358.

N o v bk w N PR

Click Apply

[E] Note: For the switch management VLAN switch the default VLAN ID is 1.
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7.1.1.2 System time synchronization

L] Current User:admin

B system Home ‘ Management VLAN H System Restart H User Management H System Log H Log Export H ARP Table H MAC Management

B8 quick Configuration
Description: 1. Management VLAN parameters: IP, MAC, gateway and the user's contact details. "* denotes required field.

» Port Management
» VLAN Management
» Fault/ Safety

2. The IP address and mask cannot be configured when the DHCP server is enabled

I Basic System Settings

~ System Management Management VLAN: | vian 1 v MAC: (A28 B548. 6267
* System Settings DHCP: | Static Allocation v 1Pv6 DHCP: | Static Allocation v
* DHCP Server Management IP: [192. 168. 1.1 - Link Local Address: [E=0: - as2b: BS£F: fe4b:6267,/64
* Firmware Upgrade Subnet Mask: |#55. 255. 265.0 - 1Pv6 Address: '
* System Information Default Gateway: [192. 168.1.1 - 1PV6 Gateway Address:
« Configuration Management Login Timeout(s): 36000 Device Name: [GEF-1051
+ Dual Configuration Contact Name: [Billy Snith Device Location: [Rall Comns Equipment R
« SNWP Contact Information: (x3368
* RMON Apply

* LLDR S I System Time Setlings

* Administration
Notice: The switch time can be synchronized with the infemet time by setting the time synchronization server IP address to the NTP or SNTF server from your selected time zone.

» PSE System Tip: The system wil select a default time syncronization server if no IP address is entered
» QoS

» EEE The Current System Time: [2013-12-0¢ 22:43:36 Time Zone (T){ | (UTC-02.00)Greenland v
Time Setting Mode:| ® Auto-Sync | Manual

Figure 7-2: System Time Synchronization

To configure the system time, select NTP or SNTP and enter SNTP/NTP Server IP Address such as
203.117.180.36(local SNTP/NTP servers or internet SNTP/NTP servers). In the Time Zone (T) text box, you can choose
the time zone for your location, for example the time zone for Greenland is UTC-03:00.

The device system time can also be manually configured.

I Basic System Settings

Management VLAN: | vian 1 v MAC: |A32B. BE4E 6267
DHCP: | Static Allocation v IPvé DHCP: | Static Allocation v
Management IP: [192. 168.1. 1 . Link Local Address: [£e80: @ aa2b:b5EE: Fedb:B267/64
Subnet Mask: |255. 255, 255.0 N IPvE Address: |£280: 2201 4eff: £00:0 !
Default Gateway: [192. 168.1.1 . IPV6 Gateway Address: |£e80: :2e0:4o£f: £200:0
Login Timeout(s): |36000 Device Name: |GEF-1051
Contact Name: [Billy Snith Device Location: [Ral Comns Equipment Re

Contact Information: x3358

Apply

7.1.2 System restart

Click "System Management" "System Settings" "System Restart" to reboot the switch.
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Current User:admin

B systom Home [ Management VLAN H System Restart ]” User Management ” System Log ” Log Export H ARP Table H MAC Management ]
B Quick Configuration

Description: To restart the switch, click on the ‘restart the device immediately’ button. Please do not close the browser until the process is completed. The browser will automatically refresh when the rg

» Port Management

b VLAN Management || Restart the device immediately |

» Fault/ Safety

* System Management
* System Settings
* DHCP Server
* Firmware Upgrade
+ System Information
» Configuration Management
* Dual Configuration
* SNMP
* RMON
* LLDP Settings
* Administration

» PSE System

» QoS

» EEE

Figure 7-3: System Restart

To Restart the device:

Step 1: Click the Restart the device immediately button.

Step 2: Click OK in the dialog box that appears.

Step 3: As needed select OK or Cancel at the prompt to save the current configuration.

Step 4: After the restart once the progress bar moves to 100% the switch will be rebooted.

7.1.3 User management

Click "System Management" "System Settings" "User Management" to modify the super user password and telnet

password:

Current User:admin

B system Home { Management VLAN ” system Restart } | User Management ]H system Log } [ Log Export ” ARP Table } [ MAC Management
B, quick Configuration

I Modify the super user password and telnet password

» Port Management
Notice: After setting a new password, you must logout and login again. The password can only contain letters, numbers and underscores
» VLAN Management

¥ Fault/ Safety old Password:l:l -

« System Management New Password: I:l N
* System Settings Confirm New Password::| *
* DHCP Server

+ Firmware Upgrade
+ System Information
+ Configuration Management
*+ Dual Configuration
* SNMP
* RMON
* LLDP Settings
* Administration

» PSE System

» QoS

» EEE

Figure 7-4: Change Password

To change the password:

Step 1: Enter the old password: for example, password.
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Step 2: Enter the new password: for example, abcd123.
Step 3: Confirm new password: for example, abcd123.
Step 4: Click the Apply button;

Step 5: In the dialog box, click the "OK" button.

7.1.4 System log

Click "System Management" "System Settings" "System Log" to enter the log management interface.The log

management interface allows log queries using the search feature and all the logs can be cleared.

. " Current User:admin

B system Home | Management VLAN H System Restart || User Management H System Log " Log Export || ARP Table || MAC Management |

B Quick Configuration
Description: The system log displays system operating information
» Port Management

* VLAN Management
» Fault/ Safety

I System Flash Log

: (@ie]5d0) Aiter enabling Flash Log, the log ram will write into flash; after disabling Flash Log, the log will be recorded, but not written to flash
* System Management

* System Settings I System Memory Log
* DHCP Server
Keyword: Search Clear
* Firmware Upgrade
* System Information Log messages in bufier

5;Dec 05 2013 00:00:44;%SYSTEM-5-INFO: Logging is enabled
* Configuration Management 5;Dec 05 2013 00:00:44;%SYSTEM-5-RESTART. System restarted - Cold Start
6;Dec 05 2013 00:00:44;%SYSTEM-6-INFO: Sysinfo variable ‘reseidefaull is set to value ‘0"

* Dual Configuration 5;Dec 05 2013 00:00:46;%LINEPROTC-5-UPDOWN: Line protocol on GigabitEthernets, changed state to up
5;Dec 05 2013 00:00:47,%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernet(s3, changed state to up

* SNMP 6;Dec 05 2013 01:40:09;%SYSTEM-6-INFO: System IP is setto 192.168.1.1, NETMASK is set to 255.255.255.0
6;Dec 05 2013 01:40:09;%SYSTEM-6-INFO: System default gateway is set to 192.168.1.1

* RMON 6:Dec 05 2013 01:40:09;%SYSTEM-6-INFO: System default gateway is set to 192.168.1.1
6;Dec 05 2013 01:40:10;%SYSTEM-6-INFO: System name is set to GEP-1051

* LLDP Settings 6;Dec 05 2013 01:40:10;%SYSTEM-6-INFO: System contact name is set to

* Administration
» PSE System
» QoS
» EEE

Figure 7-5: System Log

@ Note: The Log management system WEB page shows the same logs as using the show logging command from

the CLI. Click the "Clear" button to clear the current log records in the switch.

7.1.5 Log export

Click "System Management" "System Settings" "Log Export" to export the switch log information. A TFTP server

needs to be configured to export the log information.
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B system Home { Management VLAN ” System Restart ” User Management H System Log ]" Log Export ” ARP Table H MAC Management

B quick Configuration
Description: This is a log upload to an external TFTP server.
» Port Management

» VLAN Management [ oarwon
» Fault/ Safety TFTP ServergP):| |
+ System Management File Name:| |

+ System Seftings

* DHCP Server

* Firmware Upgrade
* System Information
*+ Configuration Management
+ Dual Configuration
* SNMP
* RMON
* LLDFP Seitings
* Administration

» PSE System

* QoS

» EEE

Figure 7-6: Log Export
7.1.6 ARP table

Click "System Management" "System Settings" "ARP Table" to view the current ARP table of the switch.

i N g o BT

Current User:admin

B system Home [ Management VLAN ] { System Restart l [ User Management l [ System Log l [ Log Export M ARP Table m MAC Management
B quick Configuration

Descripiion: The table below contains the ARP entries. To clear the fable, click the 'Clear ARP Table Entries' icon.
» Port Management

» VLAN Management I ARP Table

» Fault/ Safety P MAC
w System Management 192.168.1 2 00'ED-4C:68:1479
* System Settings

@ Clear ARP Table Entries
* DHCP Server

* Firmware Upgrade
* System Information
+ Configuration Management
* Dual Cenfiguration
* SNMP
* RMON
+ LLDP Settings
* Administration
» PSE System
» QoS
» EEE

Figure 7-7: ARP Table

Click the Clear ARP Table Entries button to clear the switch’s ARP table.

7.1.7 MAC management

7.1.7.1 MAC address lookup

Click "System Management" "System Settings" "MAC Management" to view and query the switch MAC address

information.
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W ¥ i i
ile Current User:admin o o — e
S System Home ‘ Management VLAN H System Restart H User Management H System Log H Log Export ‘ ‘ ARP Table H MAG Management ‘

B8 Quick Configuration I Global Settings

» Port Management -
Aging Time(10.630): 300 sec

» VLAN Management
» Fault/ Safety Soply
+ System Management

+ System Settings I Protection Settings

+ DHCP Server Static MAC: To enhance the safety of imporiant data, add the MAC addresses of the server and offier important equipment to tne Static MAC address table.

+ Firmware Upgrade

MAC list: Al v Configure MAC Binding MAC count: 4 Clear Dynamic MAC Refresh

+ System Information

+ Contquatonpia User MAC Port Port Type VLAN Edit

+ Dual Configuration 00E0.4C68.1479 5 Dynamic 1 oo

T 2876.1007.2E72 3 Dynamic 1 (3=}

* RMON

480F.CF03.0807 8 Dynamic 1 oo
* LLDP Settings
7072.CFD1.38C2 3 Dynamic 1 oo

+ Agministration
» PSE System © Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1] Next Lasti /1Page
» QoS
» EEE

Figure 7-8: MAC address Lookup Display

The MAC address list shows the current switch port learned MAC addresses:

e User MAC: MAC address of the connected device
e Port: Switch port connected to the device MAC address;
e Port Type: How the MAC was configured on the port: Learned (Dynamic) Configured (Static)

e VLAN: The VLAN ID for the port within which the device connected.

You can query the MAC address type according to the type of MAC address (All/static/dynamic) using the drop-down
menu MAC list.
7.1.7.2 Add a static MAC address type

1. To manually bind a MAC address:
Click "Configure MAC Binding" and follow the steps below to configured a MAC address manually.

fleve

Current User:admin

B system Home f Management VLAN H System Restart H User Management H System Log H Log Export H ARP Table H MAC Management |

B Quick Configuration
» PortManagement
» VLAN Management
 Fault/ Safety

300
Configure MAC Binding

~ System Management

* System Settings
* DHCP Server
* Firmware Upgrade
+ System Information
+ Configuration Management
* Dual Gonfiguration
* SNMP
* RMON
* LLDP Seftings
+ Administration
» PSE System
» QoS
» EEE

User MAC:
VLAN ID{1-4094):

Configure MAC type:|
Selecta port bind to the MAC:

[480F. CF03. 0507

1

Static

1 2 3 4 5 8 7
iy e Y

* (format:0000.0000.0000)

") Optional port &7 Fixed port G Selected port {'T7 Aggregation port T3 Trunk Port

Figure 7-9: MAC Addresses Statically Bound Static Configuration

Configuring a MAC address manually:

Step 1: Click the Configure MAC Binding button.

Step 2: In the "User MAC" text box enter the MAC address, for example B861.6FA8.C187
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Step 3: In the VLAN ID text box enter the VLAN ID, for example the default VLAN ID 1.
Step 4: Select the port in the port panel to bind the MAC address to.

Step 5: Click Apply.
2. Usethe ““ icon to edit a MAC address binding.

In the MAC address list, find the MAC address and click the O icon to edit the Port and VLAN as necessary. Then
click check the checkbox next to the User MAC address and click the Configure MAC Binding button statically

configure the MAC address to the port and VLAN configured.

e Current User:admin
& System Home ‘ Management VLAN ‘ | System Restart ‘ ‘ User Management | ‘ System Log ‘ | Log Export | ‘ ARP Table ‘ | MAC Management
B cuick Configuration I Global Settings
» Port Management -
Aging Time(10-630): [300 sec

» VLAN Management
» Fault/ Safety e
~ System Management

+ System Settings I Protection Settings

+ DHCP Server Static MAC: To enhance the safely of Important data, a0d the MAC addresses of the server and olner important equipment fo tne static MAC address table.

+ Fimware Upgrade

MAC list: All v Configure MAG Binding MAC count: 4 Clear Dynamic MAC Refresh

+ System Information

+ Conuim User MAC Port PortType VLAN Eait

+ Dual Configuration v 00E0.4C68.1479 6 Dynamic 1

: Shik 2876.1007.2E72 3 Dynamic 1 oo

* RWON

480F.CF03.0807 8 Static 1 x
+ LLDP Settings
7072.CFD1.38C2 3 Dynamic 1 oo

- Administration
» PSE System © Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1] Next Lastt J1Page
» QoS
» EEE

Figure 7-10: MAC Address of the Static Binding Configuration

3. Using the Dynamic MAC to Static MAC button to bulk link dynamic MAC address and bind them as a static MAC

address.

1. Inthe MAC address list check the checkbox next to the Dynamic MAC address to be bound as a static MAC.
2. Click the Dynamic MAC to Static MAC button to bind the dynamic MAC address as a static address.

e Current User:admin
B system Home ‘ Management VLAN ‘ ‘ System Restart ‘ ‘ User Management H System Log ‘ ‘ Log Export ‘ ‘ ARP Table H MAC Management
B8 quick Configuration I Global Settings
» Port Management -
Aging Time(10-630): [300 sec
» VLAN Management
» Fault/ Safety Aoly
~ System Management
§ Syskm Setings I Protection Settings
* DHCP Server Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the stalic MAC address table.
+ Firmware Upgrade
MAC list{ Al v Configure MAC Binding MAC count: 4 Clear Dynamic MAC Refresh
+ System Information
+ Configuration Management Te bosd Ferlier UL 2
* Dual Configuration @ 00E0.4C68.1479 5 Dynamic 1 co
s Sty e 2876.1007.2E72 2 Dynamic 1 co
* RMON
4B0F.CF03.0807 8 Static 1 ®
* LLDP Settings
o 7072.0FD1.38C2 3 Dynamic 1 co
» PSE System @ Dynamic MAC to Static MAC| @ Delete Static MAC First Previous [1] Next Lasii 1 1Page
» QoS
» EEE

Figure 7-11: Batch-MAC Binding Dynamic Address as Static
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7.1.7.3 Batch Deleting static MAC addresses

1. Inthe MAC address list check the checkbox next to the Static MAC address(es) to be deleted.

2. Click the Delete Static MAC button to delete the MAC address(es).

Current User:admin

& system Home [ Management VLAN ” System Restart ” User Management ” System Log ” Log Export ” ARP Table H MAG Management
B Quick Configuration I Global Settings
» Port M. it

ort Menagemen Aging Time{10.630): sec

» VLAN Management

b Fault/ Safety

~ System
+ system settings I Protection Settings
+ DHCP Server Static MAC: To enhance the safety of imporiant data. add the MAC addresses of the server and other important equipment 1o the static MAC address table.
+ Fimware Upgrade
MAC list] All v| | Configure MAC Binding | MAC count: 5 Clear Dynamic MAC
+ System Information
+ Connguation =] User MAC Port Port Type VLAN Edit
+ Dual Configuration @ 00E0.4C68.1470 5 Dynamic 1 oo
s SHdE 2 2676.1007 2672 3 Dynamic 1 oo
+ RMON
7 480F.CF03.0506 7 static 1 ®
+ LLDP Settings
@ 480F.CF03.0807 8 static 1
- Administration " x
b PSE System 2 7072.CFD1.36C2 3 Dynamic 1 <)
» Qo$ @ Dynamic MAG to Static MAC | @ Delete Static MAC First Previous [1] Next La sD /1Page

» EEE

Figure 7-12: Batch MAC Address Deletion

7.1.7.4 Delete a single static MAC address

To delete a single static MAC address:
Step 1: In the MAC address list find the static MAC address binding to delete.
Step 2: Click the ® icon under the Edit column to delete the MAC address binding from the MAC list.

Current User:admin

B system Home [ Management VLAN H System Restart ” User Management ” System Log ” Log Export ” ARP Table H MAC Management
B ouick Configuration I Global Settings
» Port Management -
Aging Time(10-630): sec

» VLAN Management

» Fault/ Safety

- System
. system settings I Protection Settings
+ DHCP Server Static MAC: To enhance the safely of imporiant ala, add the MAC addresses of the server and ofher important equipment to the static MAC address lable.
+ Firmware Upgrade
MAC list: All v| [ Configure MAC Binding | MAC count: 5 Clear Dynamic MAC
+ System Information
+ Consguaion Marmammees =] User MAC Port Port Type VLAN Edit
+ Dual Configuration o 00E0.4CB8.1479 6 Dynamic 1 oo
" SHES 5] 2876.1007.2E72 3 Dynamic 1 oo
+ RMON
] 480F.CF03.0506 7 Static 1 Izl
+ LLDP Settings
@ 420F.CF03.0807 3 Static 1 x
+ Agministration
b PSE System o 7072.CFD1.38C2 3 Dynamic 1 oo
» Qo$ @ Dynamic MAC to Static MAC © Delete Static MAC First Previous [1] Next LasHPage

» EEE

Figure 7-13: MAC Address Deletion
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7.1.7.5 Delete all dynamic MAC address

In the MAC address list, click the Clear Dynamic MAC button to delete all dynamic MAC addresses bindings from the
MAC list.

mw, — From 192.168.1.1 ) :H
Are you sure want to clear dynamic mac-address lists? 4
Current User:admin ¥ (6]
Conee
B syctem Home. 1 I
Management VLAN ‘System Restart User | Y oY VY EAReIT— ] ARP Table MAC Management
B ouick Configuration I Global Settings
» Port Management
Aging Time(10-630): sec

» VLAN Management
» Fault/ Safety

~ System

I Protection Settings

+ System Settings
+ DHCP Server Static MAC: To enhance the saety of important data, add the MAC addresses of the server and ofher important equipment to the static MAC address table

+ Firmware Upgrade

MAC list: All v| [ Configure MAC Binding | MAC count: 5 Clear Dynamic MAC

+ System Information
+ Comguratbon MR [u] User MAC port Port Type VLAN Edit
+ Dual Configuration 5] 00E0.4C58.1479 6 Dynamic 1 cGo
. ShM =] 2676.1007 2E72 3 Dynamic 1 co
+ RMON

@ 480F CF03.0506 7 Static 1 '3
+ LLDF Settings

5] 480F.CF03.0807 H Static 1 »
+ Administration

» PSE System @ 7072.CFD1.38C2 3 Dynamic 1 co

» QoS
» EEE

@ Dynamic MAC to Static MAC @ Delete Static MAC

First Previous [1] Next LasHPaqe

Figure 7-14: Clear All Dynamic MAC Address

7.2 DHCP SERVER

7.2.1 DHCP server info

Click "System Management" "DHCP Server" to view and enable the DHCP Server configuration.

+ LLDP Settings

* Administration

b PSE System

T T
Current User.admin
B system Home e
B quick Configuration I DHCP Server Settings
» Port
DHCP Server: (
» VLAN Management Cu=d
1P Address: 192 168.1.1
» Fault/ Safety
o P—
~ System Management
DHCP Sever Pool: 192.168.1 -192.168.1
. o b ] R
Client Mask:
+ DHCP Server
DNs:
+ Firmware Upgrade Secondary DNS:
* Systemisienicl LeaseTime:0 12041728008
« Configuration Management Apply
+ DualC
. SNMP I DHCP Server Client Lists.
* RMON Host Name 1P Address MAC Address Lease Time ()

First Previous [1] Next LasMPaqe

Figure 7-15: Viewing the DHCP Server Configuration

7.2.2 Enabling the DHCP server

To enable the DHCP server, the DHCP IP address pool range and switch device IP must be within the same network

segment.
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hajg ... il e 0 — T
Ll ‘Current User.admin - . O

B system Home DHCP Server
B, Cuick Configuration

I DHCP Server Settings
» Port Management

DHCP Sewer-
» VLA Management

IP Address: 192.168.1.1
¥ Fault! Safety

¥ System Management

Default Gateway [152. 168. 1.93

DHCP Sever Pool] 192.168.1 -192.168.1[100
+ System Seffings

Client Maskj 255. 255. 265. 0

* DHCP Server

DNS§iB.8.8.8

' P Secondary DNS{5.8.4.4

* System Information

Lease Time{ 3600 (120-172800 5)
+ Configuration Management Apply

* Dual Configuration

5 SHME I DHCP Server Client Lists

* RMON Host Name 1P Address MAC Address Lease Time (s)

* LLDP Settings First Previous [1] Next Lasti /1Page

* Administration

Figure 7-16: Enabling the DHCP Server

When a host client connects to the switch’s network segment and sends DHCP requests, the IP assigned to the client

from the switch’s DHCP server will be displayed in the DHCP server client list.

7.3 SYSTEM UPGRADE

Click "System Management" "Firmware Upgrade" to upgrade the switch’s firmware.

T

" Lk = Current User:admin

B system Home Firmware Upgrade & Backup
B, Quick Configuration
Notice: 1. Please confirm the name and version of the upgrade file is appropriate for your switch model.

» Port Management 2. Do not refresh the page or close the upgrade process until it has completed or the upgrade wil fail

» VLAN Management 3. During the upgrade process the page may be temporarily unavailable, do not remove power or reboot the device until the upgrade process completes
» Fault/ Safety

~ System Management Backup firmware to file :| Backup
* System Settings

« DHCP Server Firmware Upgrade from file {| SN00s€ File [0 fils chosen
* Firmware Upgrade

* System Information

* Configuration Management

* Dual Configuration

* SNMP

* RMON

* LLDP Settings

* Administration

Figure 7-17: Upgrading the Switch Firmware

To upgrade the firmware:

Step 1: Click the Choose File button to select a switch upgrade file.

Step 2: Click the Upgrade button switch to execute the new firmware upgrade.

Step 3: When the upgrade progress bar is at 100%, the switch will automatically reboot. When the switch finishes

rebooting the firmware upgrade is completed.
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7.4 SYSTEM INFORMATION

7.4.1 Memory information

Click "System Management" "System Information" "Memory Information" to view the current memory allocation of

the switch.

Current User:admin

B system Home { | Memory Information| ] { CPU Information

B Quick Configuration
Description: Display system memory information

-

Port Management
VLAN Management
Fault ! Safety

w System M,

I System Memory Information

L4

-

used (BE) free (KB)  ohared(KE)  buffer (XB) cache (KE)

System Settings

n 737 a 2824 24300
DHCP Server -/+ buffers/cache: 34304
Swap: [1] ]

Firmware Upgrade

System Information

Configuration Management

Dual Configuration
* SNMP

* RMON

LLDP Settings

Administration
P PSE System
b QoS

» EEE

Figure 7-18: Viewing the System Memory Information

Click the Refresh button to update the memory allocation.

7.4.2 CPU information

Click "System Management" "System Information" "CPU Information" to view the details of the current process

execution queue of the switch.

TF il 55 m E
Current User:admin i ! 2

B system Home [ Memory Information w CPU Information “
BR Quick Configuration
Description: Display system CPU information.
» Port Management
» VLAN Management I (E5Y ST
» Fault/ Safety
w System M, S =
(s=sh 30% used, 70% free =
* System Seftings Mem: £2124¥ used, E324%K free, 0K shrd, 2624K buff, 24512K cached
Load average: 1.88, 1.64, 1.51 (State: S=sleeping R=running, W=waiting)
* DHCP Server
PID USER STATUS RSS FPID $CPU SMEM COMMAND
* Firmware Upgrade 120 root BR< 0 122.9 0.0
43 root RH< 1.9
* System Information 75 root BR< E
188 root 5 0
* Configuration Management 191 root S o
197 raot 5 0
+ Dual Configuration 186 root 3 0.0
172 root 3 0.0
* SNMP 194 root 3 0.0
1628 root 3 0.0
* RMON 190 root 3 0
294 root 3 0
* LLDP Settings 189 root 5 o
178 root 5 0
* Administration 1 root 3 ]
269 root s 0
» PSE System 182 root 3 00 @
121 root o< 2.0 0.0 Poe Ruto-Recove
» QoS 150 raot W< 0.0 0.0 IGMP Tick Threa s
» EEE -

Figure 7-19: Viewing the CPU Information
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To refresh the process execution queue, click the Refresh button.

7.5 CONFIGURATION MANAGEMENT

7.5.1 Configuration management

1. To view the switch’s current configuration:

Click "System Management" "Configuration Management" "Configuration Management", and click the View The

Current Configuration button.

B Quick Configuration

= system Home [ Configuration Management } [ Restore the Factory Settings }

» Port Management
* VLAN Management Current Configuration ——

» Fault/ Safety Save I System Version: v20181 =
o | System Name:- GEP-1051

w System Management 1 System Up Time® 0 days, 2 hours, 46 mins, 52 secs
1

* System Setlings |

o lepu-protect cpu bandwidin 500
. cou-protect sub-interface manage pps 500
cpu-protect sub-interface route pps 200
icpu-protect sub-interface protocol pps 500
usemname web admin password admin
Choose Fils wieb-login-time 36000

web-language en
* Configuration Managemen web http port 80

1

* DHCP Server

* Firmware Upgrade

* System Information

* Dual Configuration |

1
+ SNMP ip dhcpserver gate-way 192.168.199

ip dhcpserver pool 192.168.1.2-192 168.1.100
ip dhcpserver mask 255.255.255.0

p dhcpserver dns 0.0.0.0

p dhcpserver lsasetime 3600

* RMON

* LLDP Settings
p default-gateway 192 168.1.1
no ip dns lookup

no ip dns 61.139.2 69

* Administration

» PSE System noipdns 8883 &

» EEE

Figure 7-20: Viewing the Current Configuration
2. To save the current configuration of the switch:

Click "System Management" "Configuration Management" "Configuration Management", and then click the Save

button, the running configuration of the switch will be saved to the startup configuration file.

W

[ system Home

[ Configuration Management H Restore the Factory Settings l

B, Quick Configuration
Description: View, Save or export the current running configuration. Import a previously saved configuration
» Port Management
» VLAN Management I Configuration Management
» Fault/ Safety

= System Management

® import Configuration O Export Configuration
+ System Settings i o " o

Notice: 1. Do net close the page or refresh the page during the import process or the import will fail
2. After importing a configuration, the switch must be restaried in order for settings to take effect

+ DHCP Server
+ Firmware Uporade
+ System Information .
 Confiquration Managemen || PSS coauEton fom e [ Choose File | o ile shosen
+ Dual Configuration
. snmP
- RMON
+ LLDP Seftings
+ Agministration

» PSE System

» QoS

» EEE

Figure 7-21: Saving the Current Configuration

3. Toimport a new switch configuration file:
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Click "System Management" "Configuration Management" "Configuration Management"

Current User:admin

- = - - -
= System Home ‘ Configuration Management ‘ ‘ Restore the Factery Settings ‘
B Ouick Configuration

Description: View, save or export the current running configuration. Import a previously saved configuration.
» Port Management

> VLAN |
» Fault/ Safety View | | Save
~ System

[® mport | ©exponc

* System Settings
Notice: 1. Do not close the page of refresh the page during the import process or the import will fail
2. After importing a configuration, the switch must be restarted in order for seftings to take effect.

* DHCP Server

+ Firmwars Upgrads

+ System Information - .
Upgrade configuration from file | L CNo0se File [ Yo £ile chosen |mport Configuration

+ Configuration Managemen

* Dual Configuration

* SNMP

+ RMON

* LLDP Seftings

* Administration

Figure 7-22: Importing a Configuration

To import a configuration file:

Step 1: Select the Configuration Management tab.

Step 2: Click the "Choose File" button to select the configuration file to be imported from the switch’s file system.
Step 3: Click the Import Configuration button.

Step 4: In the restart confirmation dialog box, click to confirm the restart.

4. To export the current configuration file from the switch:
Select the Export Configuration radio button in the "System Management" "Configuration Management"

"Configuration Management" tab and then click the Export Configuration button.

Current User:admin

B 5ystem Home ‘ Configuration Management ‘ ‘ Restore the Factory Settings ‘

B quick Configuration
Description: View, save or export the current running configuration. Impert a previously saved configuration.
» Port Management

» VLAN Management I Configuration Management

» Fault/ Safety View Save

() Import Configuration  [® Export Configuration
+ System Settings s o

Export Configuration
* DHCP Server

* Firmware Upgrade

~ System Management

+ System Information
+ Configuration Managemen
+ Dual Configuration

+ SNMP

* RMON

+ LLDP Seftings

* Administration

Figure 7-23: Exporting the Configuration

7.5.2 Restore the factory default settings

Click "System Management" "Configuration Management" "Restore the Factory Settings" to restore the switch to

the default factory settings.
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e
& system Home ‘ Configuration Management ‘ ‘ Restore the Factory Settings ‘

B Quick Configuration

Current User:admin

Description: Click ‘Restore’ to reset the switch to the factory default settings.
» Port

» VLAN Management Restore

b Fault/ Safety

~ System Management
+ System Seftings

* DHCP Server

+ Fimware Upgrade

+ System Information

+ Configuration Managemen
+ Dual Configuration

+ SNMP

* RMOM

* LLDP Seftings

Figure 7-24: Restoring the Factory Settings

To restore the switch to factory default settings:
Step 1: Select the "Restore the Factory Settings" tab under "System Management" "Configuration Management".
Step 2: Click the Restore button and click OK in the pop-up confirmation box.

Step 3: After the switch reboots it will be restored to the factory default settings.

7.6 DUAL CONFIGURATION

7.6.1 To Backup and restore the current configuration file

The system maintains two configuration files: "default-config" and "startup-config". Further a backup configuration
file can also be created. You can use the dual configuration page to apply any current running configuration settings
to any to the startup and backup configuration files and set any of the three files as the startup configuration file.

Click "System Management" "Dual Configuration".

@ Note: Use the Configuration Copy tab to create a "backup-config" file if it does not exist on the file system.

e
£ system Home ‘ Dual Configuration H Configuration Copy

B8 quick Configuration

Current User:admin

Description: [t takes a while to set up Restore the configuration file to the current running file. Do not repeat.

b PortMaragamery Notice: Restore the configuration fie, you need to restart the device to take effect
» VLAN Management

¥ Faul LS I Configuration List

~ System Management

+ System Settings File Name File Type Start-Up Modify Time Size (bytes)
* DHCP Server default-config Config N 2013-12-05 00:00:34 2218
+ Firmware Upgrade . startup-config Config Y 2013-12-05 02:15:58 3405

+ System Information

* Configuration Management Aoply | | Delete
* Dual Configuration

* SNMP

* RMON

* LLDP Settings

1. Click the radio button in the left column and then click apply to set the file as the Start-Up configuration file
(Start-Up flag is set to Y).
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Current User:admin

2 gystem Home
B, ouick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
~ System Management
* System Setiings

* DHCP Server
* Firmware Upgrade

* System Information

* Dual Configuration
- SNMP
* RMON

* LLDP Setiings

* Configuration Management oply || [ Delete

Dual Configuration H Configuration Copy

Description: Ittakes a while to st up Restore the configuration file to the current running file. Do not repeat
Notice: Restore the configuration file, you need 1o restart the device to take effect

I Configuration List

File Name File Type Start-Up Modify Time Size (bytes)
default-config Config N 2013-12-05 00:00:34 2219
lzl startup-config Config Y 2013-12-05 02:15:58 3405

2. Further, when the Apply button is clicked, the system will update the selected file with the current running

configuration settings. Use the "Delete" button to delete the backup configuration file if it has been created.

E] Note: The "default-config" configuration file will not be updated with the current running parameters.

7.6.2 Configuration Copy

Use the "Configuration Copy" tab to copy the running configuration to either the "startup-config" file or "backup-

config" file.

E] Note: If the "backup-config" file does not exist a new file will be created.

i

Current User:admin

B system Home
B8 Quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
~ System Management
+ System Settings
* DHCP Server
* Firmware Upgrade
« System Information
* Configuration Management
+ Dual Configuration
* SNMP
+ RMON
+ LLDP Settings

* Administration

|’ Dual

| Configuration Copy

I Configuration Copy
Copy Type:| Running-Config v

File Name: | backup-config v

Apply

7.7 SNMP

Figure 7-25: Saving the Running-Config

7.7.1 Viewing the SNMP Configuration

Click "System Management" "SNMP" to view the SNMP configuration.
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T ™ : 51

Current User:admin

B8 system Home

B, Quick Configuration
» Port Management
» VLAN Management
b Fault/ Safety
~ System

[ SNMP Configuration H View ” Group H User H Community H Notification

I SNMP Configuration

‘ SNMP service: (i)

I SNMP Trap Configuration

* System Settings

* DHGP Server

SNMP TRAP Service: (@il

+ PSE System Configuration
+ PSE Port Configuration
+ PSE Timer Configuration

* QoS
* Priority Schedule

» EEE

type: [JSNMP Autnentication Trap [CJPort Link Up [TIPort Link Dewn
+ Firmware Upgrade [ICold Start [CWarm Start [ISTP Trap
+ System Information
+ Configuration Management I e
+ Dual G
+ SNMP Engine ID: B0006+520382bb54b6267)(10 - 64 Hex)
T LT I Remote Engine ID Configuration
« PSE System Address Type: SserverAddress:| |

EnginelD:[  10-64Hen)
Apply

o Server Address Engine ID

@ Remove

Delete

First Previous [1] Next LasHPage

Figure 7-26: Viewing the SNMP Configuration Information

@ Note 1: By default SNMP is disabled.

E] Note 2: The SNMP version used by external SNMP monitoring software used and the switch must be the

identical.

7.7.2 Enabling SNMP

Click "System Management" "SNMP", and then click the SNMP service OFF slider and wait for the pop-up dialog box
and Click "OK". The SNMP Service slider should change to ON.

2 Apps @ AcctonPortal FEE

[} Adobe-Web Page Bic @ TaiwanMaps & 368 Townships [l % White Paper -Your U [&) List of Taiwanese Bar [ [Information] [Enjoy

eru il L e From 192.168.1.1

i Settings soved!
Current User:admin

B system Home

B8 quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
~ System

[ SNMP Configuration H View H Group H_iu“- il il

I SNMP Configuration

‘ |sm service: () |

I SNMP Trap Configuration

* System Settings

* DHCP Server

SNMP TRAP Service: (_ (Meliah)

» QoS
» EEE

type: [JSNMP Authentication Trap [JPort Link Up [JPort Link Down
* Firmware Upgrade [JICold Start [CJwarm Start [CJSTP Trap
+ System Information Apply
+ Configuration Management
I ‘Configure Engine
* Dual C
. snmP Engine ID: 900062203 ,82kb54bezar](10 - 64 Hex)
+ RMON Apply | | Default ID
* LLDP Settings
3 I Remeote Engine ID Configuration
ipse L e e = — S —

EnginelD:[  |10-64Hex
Apply

@ Server Address Engine ID

© Remove

Delete

First Previous [1] Next LasHPage

Figure 7-27: Activation SNMP Function

7.7.3 Disabling SNMP

Click "System Management" "SNMP", and then click the SNMP service button ON and wait for the pop-up dialog box
and Click OK. The SNMP Service slider will change to OFF.
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Settings save!

B system Home

B Quick Configuration

From 192.168.1.1

[ SNMP Configuration ” View ” Group wr il

I SNMP Configuration

» Port
» VLAN Management
» Fault/ Safety

| SNMP Service: (@CLID )

I SNMP Trap Configuration

~ System
* System Seftings

SNMP TRAP Service: ([ (ela0)

» PSE System
» QoS
» EEE

e T

¢ DHGRSeey type: [JSNMP Authentication Trap [JPort Link Up [ZJPort Link Down
* Firmiware Uporade [JCoid Start [JWarm Start [JSTP Trap
« System Information
* Configuration Management I Configure Engine
- Dual
. SNMP Engine ID: 0006 «9203a82bb54b6267) (10 - B4 Hei)
* RMON
o LLDESRoE I Remote Engine ID Configuration
Address Type: Server Address: |

a Server Address

Engine ID

Delete

© Remove

First Previous [1] Next Lasty /1Page

Figure 7-28: Disable the SNMP Function

7.7.4 Enabling SNMP TRAPs

With SNMP enabled, click the OFF slider next to SNMP TRAP service and click OK in the confirmation box. the SNMP

TRAP Service slider will change to ON.

B8 system Home

B Quick Configuration

{ SNMP Configuration H View H Group H User ” Community H Notification

I SNMP Configuration

» Port

» VLAN Management
» Fault/ Safety
-

‘ SNMP Service: (LD )

I SNMP Trap Configuration

System
* System Settings

DHCP Server

Firmware Upgrade

System Information

Configuration Management

* Dual Cf

SNMP TRAP Service: (__(WeLidl)

type: [JSNMP Authentication Trap [TJPort Link Up
[JCold Start ([JWarm Start

[)Port Link Down
[ISTF Trap

I Configure Engine

* SNMP
* RMON

* LLDP Settings

Engine 10: o008 o2z Abeze 10 4 Hor)

I Remote Engine ID Configuration

» PSE System
» QoS
» EEE

nauress ype Fomame v
EnginelD:|  [10-64Hex)

o ‘ Server Address

Engine ID

Delete

@ Remove

First Previous [1] Next L 1Page

Figure 7-29: Enabling TRAPs
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7.7.5 Disabling SNMP TRAPs

Click the ON slider next to SNMP TRAP service and click OK in the confirmation box — the SNMP TRAP Service slider
will change to OFF .

MEflevelone ... .
= System Home ‘ SNMP Configuration H View H Group H User H Community H Notification
B8 Quick Configuration I SNMP Configuration
» Port Management
» VLAN Management SNMP Service: (@l )
>
Feue LS I SNMP Trap Configuration
w System Management
* System Seftings SNMP TRAP service: (@D
ype: [JSNMP Authentication Trap ort Link Up ort Link Down
s DHCESeneq t SNMP Authentication Tr Port Link U Port Link D
+ Firmware Upgrade Cold Start Warm Start STP Trap
+ System Information Apply
* Configuration Management IC e
onfigure Engine
* Dual Configuration
. NP Engine ID: [30006 15203 4A2bb54b6267) (10 - 64 Hex)
+ RMON Apply | | Default ID
* LLDP Sett
e | Remote Engine ID Configuration
* Administration
b PSE System Address Type: | Hosiname v Server Address:
o Engine ID: (1064 Hex)
» EEE Apply
Server Address Engine ID Delete
@ Remove First Previous [1] Next Lasti I1Page

Figure 7-30: Disabling TRAPs

7.7.6 Modifying the Community name and permissions

Click "System Management" "SNMP" "Community" , and in the community name text box input the community
name for example: public. Then in the radio buttons next to Permissions, select either: RO — Read Only or RW — Read

and Write and finally click the Apply button to complete the configuration.

B system Home | SNMP Configuration H View H Group H User H Community ‘ Notification

B Quick Configuration

Notice: 1. The default MIB View is all.
» Port Management

» VLAN Management | contours communiy

Vi Faukt Looteng Community Name: [frze———————1-32 chars) Accoss Mode:
= System Management B View:
* System Settings
+ DHCP Server
+ Firmware Upgrade I Community List
* System Information

Community Name Access Mode MIB View Delete

* Configuration Management
26 Read-Only viewDefau ®
+ Dual Configuration

. SNMP test Read/Write viewDefault x
* RMON @ Remove First Previous [1] Next Lastt I 1Page
* LLDP Settings
+ Administration
» PSE System
» QoS
» EEE

Figure 7-31: Modifying the Community Name and Permissions
7.7.7 Adding an SNMP View
Click "System Management" "SNMP" "View" and in the Configure View box input for example: View Name: test OID

Subtree: 1.3.6.1.4.1 View Type: Included or Excluded Mask Mode: All or Manual Mask: 0111 then click the Apply

button to complete the configuration.

@ Note: these are example settings — make sure to use the SNMP settings that apply to your view.
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O
B system Home ‘ SNMP Configuration | View ‘ Group Hivx.—ﬂ 1 |

B quick Configuration

I Configure View
» Port Management

» VLAN Management View Name] test (1-32 chars) OID Subtree: |1.3.6.1.4.1 1-61 chars)
» Fault/ Safety View Type]| Included v Mask Mode: [ All -
w System Management Mask: ((Less than the length of the OID Subtree e.g. 1110)

* System Settings

+ DHCP Server

I View List

+ Firmiare Upgrade
+ ystem Information View Name OID Subtree View Type Mask Delete
* Configuration Management viewDefault 1 ncluded A %
+ Dual Configuration © Remove First Previous [1] Next Lasty /1Page
. SNMP
+ RMON
+ LLDP Sattings
+ Administration
» PSE System
» QoS
» EEE

Figure 7-32: Adding an SNMP View

7.7.8 Adding an SNMP Group

Click "System Management" "SNMP" "Group" and in the Configure Group box input for example: Group Name:
testgroup Version: v3 (v1 and v2 supported) Security Level: no AuthNoPriv (v3 only) Read View: test Write View: test

Notify View: test then click the Apply button to complete the configuration.

@ Note: these are example settings — make sure to use the SNMP settings that apply to your group.

mgvélm Tt Utracin

& system Home [ snmp configuration || view ‘l Group |[ user |[ community |[ Notification
B Quick Configuration

Notice: 1. A SNMP group must contain at least one Read View.
» Port Management

» VLAN Management I Configure Group
» Fault/ Safety

Group Name: [testgroup (1-32 chars Version:[v3 v

v SystemManajeRenl ecurity Level: [ noAuthNoPriv v Read View:  test M

+ System Seftings

* DHCF Sewver
Appl:
* Firmware Upgrade ey

* System Information I Group List

Write View: | fest v Notify View: | test M

* Configuration Management Group Name Version Security Level Read View Write View Notify View Delete

* Dual Configuration
testgroup v3 noAuthNoPriv test test test x

* SNMP P
@ Remove First Previous [1] Next Lasti 1 1Page
* RMON
* LLDP Settings
* Administration
» PSE System
» QoS
» EEE

Figure 7-33: Adding an SNMP Group

7.7.9 Adding an SNMP User

Click "System Management" "SNMP" "User" and in the Configure User box input for example: UserName: testuser
Group Name: testgroup (as configured) Version: v3 (as corresponds with the group) Security Level: AuthPriv (for
password controlled authentication Authentication Method: MD5 or SHA Authentication Password: test1234
(minimum 8 chars.) Privacy Method: DES or none Privacy Password: test1234 (minimum 8 chars.) then click the Apply

button to complete the configuration.
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@ Note: these are example settings — make sure to use the SNMP settings that apply to your user.

T T - From 192.168.1.1 i IR . “m!
WYL LR T L —

B system Home

| SNMP Configuration ‘ | View ‘ ‘ Group ‘ | s m
B quick Configuration
Notice: 1. The version and security level of ihe SNMP user must be ihe same as the SNMP Group that it belongs fo.
» Port Management

» VLAN Management | contgure user
» Fault/ Safety

Username: testuser 1-32 chars) Group Name: | testgroup B
»  SystsmMansosmeny Version: [ v3 v Security Level: | authPriv v
+ System Settings
Authentication Method: | SHA v Authentication Password. (832 chars)
» DHCESSCRY Privacy Method: | DES v Privacy Password: oreee o (264 chars)
* Fimware Upgrade
Apply
+ System Information
+ Configuration Management I UserList
* Dual Configuration o Usemame Group Name Version security Level Authentication Method Privacy Method Delete
* SNMP @ Remove First Previous [1] Next Las{t i 1Page
+ RMON

+ LLDP Settings
+ Administration

» PSE System

» QoS

» EEE

Figure 7-34: Adding an SNMP User
7.7.10 Adding an SNMP Trap Notification
Click "System Management" "SNMP" "Notification" and in the Configure Notification box input for example:

Community/User: testuser Version: v3 (as corresponds with the group or user) Security Level: AuthPriv (for password

controlled authentication Type: Trap or Inform then click the Apply button to complete the configuration.

@ Note: these are example settings — make sure to use the SNMP settings that apply to your user.

| !
| !my‘ 5w - Fr0m192.16‘8‘1‘1 ’ g?ﬁ e %E ‘ !m‘
L [ —

5 system Home | SNMP Configuration H View H Group H_ e T

B Quick Configuration
Notice: 1. Ifthe version is SNMPV3, the name is the user name, otherwise the community name.
» Port Management

» VLAN Management I Configure Notification

»
Fault ook 1P Address: [192, 165 1. 10 UDP Port: 162 (1-65535, default 162)
¥ _System Managemss Community/User: [testuser Version: [ v3 v
+ System Setiings
4 i Security Level: | authPriv - type:| Trap -
* DHCESSeR] Retry: (1-255 defauit 3) Timeout: sec (1-3600 defautt 15)
+ Firmware Upgrade
Apply
*+ System Information
- I ification List
+ Dual Configuration o IP Address UDP Port Community/User Version Security Level type Retry Timeout Delete
* SNmP @ Remove First Previous [1] Next Las{1 11Page
- RMON

* LLDP Settings
* Administration

» PSE System

» QoS

» EEE

Figure 7-35: Adding an SNMP Trap Notification
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7.8 RMON

7.8.1 Viewing the RMON configuration

Click "System Management" "RMON", to view the RMON configuration.

.e.‘.

ki

Current User:admin

T

B syctem Home
B quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
~ System Management
* System Settings

* DHCP Server
* Firmware Upgrade
+ System Information
+ Configuration Management
* Dual Configuration
* SNMP
* RMON
+ LLDP Seftings
+ Administration

» PSE System

> QoS

» EEE

RMON

I RMON Configure

History

Configure Type: ® Alzrm  ©/Event
Selecta port to configure

12 3 4 5 6 7 8 9 10

Pl m s S vy v o |

[ Optional port G Fixed port G Selected port [T] Aggregation port Selectall Select all others Cancel

Index:

Interval:

Rising Threshold:
Falling Threshold:

Type: | Falling v
Apply
Alarm List Event List History List
Index Interval Port Variable

[(1-65535)

(1-2147483547)
(1-2147483647)
[(0-2147483648)

Statistics List

Sample Type

Variable: | Broadcast-pkls
Sample Type: [ Absolute

Rising Event Index:

Falling Event Index:

Owner:

Type Rising Threshold

Rising Event Index

(1-65535)
(1-65535)
(0-21 chars)

Falling Threshold Falling Event Index Owner

First Previous [1] Next Lastt

Delete

/1Page

Figure 7-36: Viewing the RMON Configuration

7.8.2 Configuring an RMON Alarm

To configure an RMON Alarm select the port(s) to be configured and then use the example settings in Figure 7-37:

Configuring an RMON Alarm and click the Apply button.

ileve

Eil

Current User:admin

AT

B system Home
B quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
~ System Management
* System Settings
+ DHCP Server
+ Firmware Upgrade
* System Information
+ Configuration Management
+ Dual Configuration
* SNMP
* RMON
* LLDP Setiings
* Administration
» PSE System
» QoS
» EEE

RMON

I RMON Configure

Event History
Select a port to configure
E 2 3 4 5 8 T 8 9 10
Ry e Wy W R |
7] Optional port 7 Fived port ¢ Selected port {77 Aggregation port Selectall Select all others Cancel
Index: 2 (1-65535) Variable: | Broadcast-pkls v
Interval: 2251 (1-2147483647) sample Type: | Absolute v
Rising Threshold: [20 (1-2147483647) Rising Event Index: 2 (1-55535)
Falling Threshold: 10 (0-2147483645) Falling Event Index: |2 (1-65535)
Type:  Falling v Owner: [billysni th (0-21 chars)
Apply
Event List History List Statistics List
Index | Interval | Port Variable Sample Type Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index Owner
[2 2251 1 BroadcasiPkis absolute Falling 20 2 10 2 bilysmith_|

First Previous [1] Next Lasit

Delete

X

I1Page

Figure 7-37: Configuring an RMON Alarm

[E] Note 1: To configure the RMON Alarm Rising and Falling Event Index the EVENTs should be configured first

using the Event Radio button next to Configure Type at the top of the page.

@ Note 2: The Rising Threshold must be greater than the Falling Threshold.
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7.8.3 Adding an RMON event or history

Click either the Event or History radio button in the RMON configuration page and set the configuration accordingly.

Make sure the Community parameter matches the existing SNMP Community name. Click Apply after making any

changes.

B 5ystem Home

B Quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
~ System Management
* System Settings
+ DHCP Server
+ Firmware Uporade
* System Information
+ Configuration Management

*+ Dual

RMON

I RMON Configure

Configure Type: Calarm | ®lEvent] History
Index: 2 (1-65535) Type: [ None v
Description: risins < (0127 chars) Owner: billysnith (0-31 chars))
Apply
Alarm List History List Statistics List
Index Type Community Description Owner Delete
|2 None rising billysmith x

First Previous [1] Next LasHPaqe

* SNMP

* RMON

Figure 7-38: Adding an RMON Event

bbbl ik e B

1

Current User:admin

B8 system Home

B quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
~ System Management
* System Settings
* DHCP Server

* Firmware Upgrade

RMON

I RMON Configure

Configure Type: © Alarm ~ OEvent 'Q‘sttozl

Selecta port to configure

e 10

]2 3 4 5 5 7 8
= R S i R i [

"1 Optional port [ Fixed port g Selected port [T] Aggregation port Selectall Select all others  Cancsl

* Administration
» PSE System
» QoS
» EEE

Index: 1 (1-65535) Interval: [zz61 (1-3600)
* System Information Buckets:z  150) Owner: [billysnith (0-31 characters)
* Configuration Management H Apply ‘l
* DualC
« s Alam List Event List History List Statistics List
S RMON Index Port Buckets. Interval Owner Delete
* LLDP Seftings | 1 1 513 2251 billysmith x

First Provious (1] Next Lasft |/ 1Page

When the RMON configuration is completed, click the Statistics List and choose a port to view its associated RMON

statistics.

Figure 7-39: Modifying an RMON History Configuration
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http://192.168.100.28/htm/SNMP/javascript:void(0)

» ] Current Useradmin e
¥ Por Configure Type: " Alarm Event  ®History
PIVLAN Managemesd Selecta port to configure
» Fault/ Safet
2] 12 3 4 5 6 71 8 9 10
= System Management Siatalalalwiwiniele
* System Settings
* DHCP Server §] Optional port 5 Fixed port ¢ Selected port 5T Aggregation port Select all Select all otners Cancel
* Fimware Upgrade
e Index: L (1-65535) Interval: 2251 (1-3600)
* System Information Buckets: 2 (1-50) Owner: billysni th (0-31 characters)
* Configuration Management o
* Dual Configuration
+ sl Alarm List Event List History List Statistics List
* LLDP Setiings
Received Octets 6332021 Collisions o
* Administration
Received Packets 52509 Drop Events o
» PSE System
» QoS Broadcast Packets 1845 Frames of 64 Octets 37561
PAEEE Multicast Packets 0 Frames of 65 to 127 Octels 7592
Undersize Packets 0 Frames of 128 to 255 Octets 2607
Oversize Packets 0 Frames of 256 to 511 Octets m
CRC Align Errors 0 Frames of 512 to 1023 Octets 4245
Jabbers 0 Frames of 1024 to 1518 Octets 2
Fragments 0

Figure 7-40: Viewing Port RMON Statistics

7.8.4 Deleting an RMON rule

Delete

Select the Configure Type: Alarm, Event or History and then the entry you want to delete. Click the * icon on the

right to delete the rule entry.

Event List History List Statistics List
Index | Interval | Port Variable sample Type Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index Owner Delete
2 2051 1 BroadcastPkls absolute Falling 20 2 10 2 billysmith IZ'
First Previous [1] Next Lasfl 1 1Page
Figure 7-41: Deleting an Alarm List Rule
Alarm List History List Statistics List
Index Type Community Description Owner Delete
2 Nene fising billysmith |ZI
First Previous [1] Next Lasfl [ 1Page
Figure 7-42: Deleting an Event List Rule
Alarm List Event List statistics List
Index Port Buckets Interval Owner Delete
1 1 513 2251 billysmitn Bl
First Previous [1] Next Last1 1 1Page

Figure 7-43: Deleting an History List Rule

7.9 LLDP SETTINGS

7.9.1 Viewing the LLDP Global settings

Click "System Management" "LLDP Settings" "LLDP Global Set" to view the LLDP Global settings. The LLDP Global Set
is disabled by default.
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Current User:admin

B system Home

I LLDP Global Set M LLDP Port set H Neighbor Info

B Quick Configuration I T o
» Port Management
» VLAN Management LLDP:
» Fault/ Safety Sending Interval: 30| (5-32767s) Sending Delay:z|(1-81915)
v Sysiom Mansmaaen TT Multiplier:a | (2~10) Initialization Delay:z|(1~10%)
* System Setiings
* DHGR Staveg I LLDP PDU Set
* Fimware Upgrade
+ System Information LLDP PDU
+ Configuration Management

+ Dual Configuration
« SNMP
* RMON
* LLDP Settings
* Administration

» PSE System

» QoS

» EEE

Figure 7-44: Viewing the LLDP Configuration

7.9.2 Enabling LLDP settings

In the LLDP Global Set tab click the drop down menu next to LLDP: and select enable. Then make any changes to the

Global Set parameters and click Apply.

To modify the switch action when receiving LLDP PDUs use the LLDP PDU Set drop down menu to select either

flooding, bridging or filtering.

Current User:admin

& system Home | LLoP Giobal set ” LLDP Port Set H Neighbor Info ]
B Quick Configuration

I LLDP Global Set

» Port Management

» VLAN Management LLDP: [Enabled v
¥ Fault/ Safety SendingInervalsn |(5-32767s) sendingDelayz |(t~-8191s)
~ System Management el @10 nitalization Delay:le J(1~10s)

* System Seftings Apply

* DHCF Server

I LLDP PDU Set

« Firmware Upgrade
+ System Information |LDP PDU!

+ Configuration Management Apply

+ Dual Configuration

* SNMP
* RMON
* LLDP Settings
* Administration
» PSE System
b QoS
» EEE

Figure 7-45: Enabling LLDP

7.9.3 LLDP port set

Select the LLDP Port Set tab to modify the individual LLDP port behavior to either Disabled, RX, TX or RX,TX.
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Current User:admin

B system Home
B, Quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
~ System Management
+ System Seffings
* DHCP Server
+ Firmware Upgrade

+ System Information

[ LLDP Global Set m LLDP Port Set W Neighbor Info 1

I LLDP Port Set

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multple ports
Notice: If the parameters selected are not supported, the changes will not take effect.

Select a port to configure:

2 3 4 5 6 7 8 9 10
DQDDDDDDD

[ Optional port G Fixed port G Selected port [T Aggregation port Select all Select all others  Cancel

+ Configuration Management Pﬂﬂpmpenias
+ Dual Configuration Apply
r o I Port List
* RMON
Port Port Properties. Edit
+ LLDP Settings
1 Rx,Tx.
+ Administration l
» PSE System 2 R, Tx B
» QoS 3 RiTx 2
» EEE ) -

7.9.4 Neighbor

Figure 7-46: Setting the LLDP port properties

info

When the LLDP function is enabled, neighbor information will be recorded when a neighbor device is found.

B8 system Home

B Quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
~ System Management
* System Setiings
+ DHCP Server
+ Firmware Upgrade
* System Information
+ Configuration Management
+ Dual Configuration
* SNMP
* RMON

+ LLDP Settings

+ Administration

[ LLDP Global Set H LLDP Port Set ” Neighbor Info 1

I Neighbor Info
Local Port System Name Neighbor Port Capabilities

ai5 ECS2020-10T 0ilG Bridge

Address Management

DDED.4CA5.5A00

First Previous [1] Next LasDMPege

Figure 7-47: Viewing LLDP Neighbors

7.10 ADMINISTRATION

7.10.1 Viewing the Telnet, HTTPS and SSH settings

Click "System Management" "Administration, "Administration Settings" to view the settings. Telnet is enabled by

default and HTTPS is enabled by default and SSH is disabled by default.
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T T i T
iflevelone s

= o .
£ system Home Administration

B Quick Configuration
SSH takes a long ime to open for the first time. Please be patien
» Port Management

» VLAN Management I Administration Settings

» Fault/ Safety

Teinet: (@ELID

~ System Management

System Settings

* DHCP Server

+ Firmware Upgrade
System Information

* Configuration Management
* Dual Configuration
+ SNMP
* RMON
* LLDP Settings
+ Administration

» PSE System

> QoS

» EEE

Figure 7-48: Viewing the Telnet, HTTPS, and SSH Settings

7.10.2 Enabling Telnet

Click the OFF slider next to Telnet: and click OK in the pop-up confirmation box to enable the Telnet.

levelone .

‘ lzl .
B system Home

Administration
B Quick Configuration
SSH takes a long time to open for the first time. Please be patient
» Port Management
» VLAN Management I Administration Settings

» Fault/ Safety Telnel::l

~ System Management
HTTPS:
+ System Settings
+ DHCP Senver SsH:
+ Firmware Upgrads
*+ System Information
* Configuration Management
* Dual Configuration
* SNMP
* RMON
+ LLDP Seftings

+ Administration

Figure 7-49: Enabling Telnet

EE Telnet 192.168.1.1 =&

cation Failed

Username :
» Authentication Failed

Username: admin

Passwopd: o

Figure 7-50: Telnet Login
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7.10.3 Enabling HTTPS

Click the OFF slider next to HTTPS: and click OK in the pop-up confirmation box to enable the HTTPS. Once enabled a

user can login to the Web Browser Management interface using HTTPS protocol.

‘ ]
g T From 192.168.1.1 BT TR i
m\}gm Current User:admin senesses Emg? t m§ %QH m

B system Home Administration

B8 qQuick Configuration
Notice: SSH takes a long time to open for the first time. Please be patient
» Port Management

» VLAN Management I Administration Seftings
» Fault/ Safety Tenet: (@I )
~ System Management -
HTTps: | (e
+ System Settings :>
. DHCP Serer ssv: (@D

+ Fimmware Upgrade
* System Information

+ Configuration Management
+ Dual Configuration

* SNMP

+ RMON

* LLDP Settings

+ Administration

Figure 7-51: Enabling HTTPS

¢« C | ® secure | https://192.168.1.1 /index it

filevelone

& yser Login

Figure 7-52: HTTPS login

7.10.4 Enabling SSH

Next to SSH: on the Administration Settings page click the OFF sliding button once. The first time enabling the SSH
function may take approximately one minute before the interface responds. Ignore any warnings from your browser

and wait for the confirmation box.
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B system Home

Administration

! o | Notice: SSH takes a long time to open for the first time. Please be patient
» Port
» VLAN Management I Administration Settings
» Fault/ Safety Temet: @ELID )
~ System Management :
* System Settings wrres: @
* DHCP Server ssk: @I )
* Firmware Upgrade
* System Information
* Configuration Management
* Dual Configuration
* SNMP
* RMON
* LLDP Settings
* Administration
» PSE System
» QoS
» EEE
Figure 7-53: Enabling SSH
S Ten I_.og?ing Specify the destination you want to connect to
=] Temmina
- Kevboard Host Name (or [P address) Port
- Bl [152.168.1.1 [[22 I
- Features Connection type:
= Windaow (ORaw (O Telnet () Rlogin| @ SSH| O Seral
- Appearance
g:,-}l:: ) Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection 192.168.1.1 55H |
- Colours -
Default Settings
= Connection 192.168.1.1 SSH Load
- Provey
- Teinet
- Rlogin
- S5H
- Seral

Close window on exit:

(O Mways (O Never (@ Only on clean exit
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Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 6b:dSidB:ffiddif2:3cab 1R0T:aTid 3 c 0T ficf
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abanden the
connection,

Cancel

EF 192.168.1.1 - O *

Figure 7-54: Using SSH to Login to the Switch
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8 PSE SYSTEM MANAGEMENT

8.1 PSE SYSTEM CONFIGURATION

8.1.1 Viewing the PSE system configuration

Click "PSE System Management" "PSE System Configuration" to view the PSE system configuration. Click the

"Refresh" button update the display with the latest configuration.

evel

Current User:admin

2 system Home PSE System Configuration

B® Quick Configuration
Power Supply Mode: | Energy saving mode v
» Port Management

» VLAN Management
» Fault / Safety I PSE System Information

Apply Settings Refresh

» System Management
Power supply port:
« PSE System

* PSE System Configuration Power management mode: Energy saving mode
* PSEIRariCunintaiey System total power: JoW
* PSE Timer Configuration
System power consumption: ow
» QoS
» EEE System available power: 70 W [100%)]

Figure 8-1: Viewing the PSE System Configuration

8.1.2 Configuring power supply mode

The power supply mode can be one of 3 modes either: Automatic, Static or Energy Saving mode. To set the power
supply mode click "PSE System Management" "PSE System Configuration" and then next to Power Supply Mode use
the pull down menu and select either Automatic, Static or Energy Savings Mode. Finally click the Apply Settings

button.
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3 System Home

! Quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
» System Management
w PSE System
* PSE System Configuration
* PSE Port Configuration
* PSE Timer Configuration
» QoS
» EEE

PSE System Configuration

Power Supply Mode:l Automatic mode v |

| Apply Settings || Refresh |

I PSE System Information

Power supply port:

Power management mode:
System total power: TOW

System power consumption: ow

System available power: 70 W [100%)]

Figure 8-2: Configuring the Power Supply to Automatic Mode

urrent User:admin

3 System Home

! CQuick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
» System Management

+ PSE System
* PSE System Configuration

* PSE Port Configuration
* PSE Timer Configuration

b QoS
» EEE

PSE System Configuration

power Suppy Wode:[Siaemose 7]

| Apply Settings | Refresh |

I PSE System Information

Power supply port:

Power management mode:

System total power: ow
System power consumption: ToW
System available power: 0W [0%]

Figure 8-3: Configuring the Power Supply to Static Mode
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Current User:admin

£ system Home PSE System Configuration

B Quick Configuration
Power Supply Mode: | Energy saving mode ¥
Port Management
g Apply Settings Refresh
VLAN Management

Fault | Safety I PSE System Information

System Management
PSE System

* PSE System Configuration Power management mode: Energy saving mode

* PSE Port Configuration

Fower supply port:

1 v v v «

System total power: JOW
* PSE Timer Configuration
System power consumption: ow
» QoS
» EEE System available power: 70 W [100%]

Figure 8-4: Configuring the Power Supply to Energy Saving Mode
8.2 POE PORT CONFIGURATION

Click "PSE System Management" "POE Port Configuration" to configure the power allocation on individual POE ports.

T TR AT
- e Current User:admin

8 system Home PSE Port Settings
B quick Configuration

Description: 1. When port description is empty, there is no description for that port
¥/ Port Managamet 2. When max power and distribution of power fields are empty, the port is set to defaul settings
» VLAN Management 3. When in automatic mode, max power is determined by the classification level
» Fault/ Safety

Selecta port to configure:
» System

11213 4 5 & 7 &
~ PSE System Qﬁﬁﬁﬁﬁﬁé%

* PSE System Configuration

* PSE Port C
{2 Optional port i Fixed port G Selected port {77 Aggregation port Selectall Select all others Cancel
* PSE Timer Configuration

» QoS Port:

2
» EEE Power Supply Enable| | Enabled v
Max Power]| 20 6. 11, 20, 32, 35]W
Apply || | Refresh

I PSE Port Information

Port Power Supply Enable Power Status Current Power Average Power Peak Power Voitage Max Power Distribution of Power Device Type Edit
1 Normal Detecting ow o o o ‘/W B/W NiA z
2 Normal Detecting ow ow ow ov 20w BW NIA z
E Non-PD Short ow ow ow ov B/W ow NIA z
4 Normal Detecting ow ow ow ov ‘/BW ow NIA z
5 Normal Detecting ow ow ow ov E ow NIA 2z
6 Non-PD Short ow ow ow ov B/W ow NIA B

Figure 8-5: Port PoE Power Allocation

To configure the power allocation on individual PoE Ports:
Step 1: Click a port to select it in the port selection panel

Step 2: In the power supply enable pull down menu, select "Enabled".

Step 3: In the Max Power pull down menu, select 6, 11, 20, 32 or 35 watts depending on the Powered Device

(PD) requirement and the total available switch power.
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8.2.1 Modifying a POE port

In the PSE Power Information list Click the  icon to re-configure the port’s PSE power allocation and disable or

enable the power the port’s power supply.

Current User:admin

B syctem Home

W Quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
» System

PSE Port Settings

Description: 1. When port description is empty, there is no description for that port
2. When max power and distribution of power fields are empty, the portis set to default settings.
3. When in automatic mode, max power is determined by the ciassification level.

Selecta port to configure:

~ PSE System
* PSE System Configuration

102 3 4 5 6 7 8 9 10
O EE

+ PSE Port C¢

+ PSE Timer Configuration

71 Optional port G Fixed port i Selected port [T Aggregation port  Selectall Select all others Cancel

» Qos Port:2
» EEE Power Supply Enable:(Enables v ]
MaxPower:zo  |[6\ 11,20, 32, 35
I PSE Port Information
Port Power Supply Enable Power Status. Current Power Average Power Peak Power Voltage Max Power Distribution of Power Device Type Edit
1 Normal Detecting ow ow ow o BW 3BwW NIA 74
2 Normal Detecting ow ow ow o 20w 3BwW NIA 2
3 Non-PD Short ow ow ow o BW ow NIA z
4 Normal Detecting ow ow ow o /W ow NiA B
5 Normal Detecting ow ow ow o BW ow NIA 74
8 Non-PD Short ow ow ow o BwW ow NIA 74

Figure 8-6: Modifying the Port PoE Configuration

8.3 POE TIMER CONFIGURATION

Click "PSE System Management" "PoE Timer Configuration" to configure the individual port’s automatic PoE power

ON/OFF schedule. The on and off times can be set either using a single absolute time period or a repeating periodic

schedule.

Current User:admin

B system Home

W Quick Configuration

» Port

PSE Timer Settings

Description: To configure Periodic time can be tumed on weekly and To configure absolute time can be tumed on in this time

» VLAN

Select a port to configure:

» Fault/ Safety

» System Management

~ PSE System
+ PSE System Configuration
+ PSE Port Configuration

+ PSE Timer Configuration

» EEE ® Absolute Time  Start [2018-04-25 00:00 |~ End [2018-04-25 05:00 |

6 7 8 g 1

T aTa o apaTal 1=

"7 Optional port {7 Fixed port g Selected port [T Aggregation port Selectall Select all others Cancel

Port: 5

Apply Refresh

I PSE Timer Information

Port Time Mode Start Time End Time

| 5 Absolute 2018-04-25 00:00 2018-04-25 05:00

Edit

z X

Fist Provious 1] Nex! Lasti  |/1Page

Figure 8-7: PoE Timer Absolute Time Configuration
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i

] Current User:admin

& systemome PSE Timer Settings
8 Quick Configuration
Description: To configure Periodic time can be tumed on weekly and To configure absolute time can be turned on in this time.
} Port Management
» VLAN Management Selecta port to configure:
} Fault/ Safety 12 3 4 q 6 7 8 g 1
o PR ) v b S e v |
~ PSE System
+ PSE System Configuration ™ Optional port G Fixed port g Selected port [T] Aggregation port Select all Select all others Cancel
* PSE Port Configuration Port: 5
* PSE Timer Configuration Timer: Enabled v
» QoS ® periodic Time  Start [Mon v (08 v |n:[00 ¥ |m~End[Fri_v|[18 v]n[00 v|m
» EEE Absolute Time __Start [2018-04-25 0000 — End [2015-04-25 06:00
Refresh
I PSE Timer Information
Port Time Mode Start Time End Time Edit
| 5 Periadic Every Monday to Friday 08:00 Every Monday fo Friday 18:00 z R
First Previous [1] Next Lasit /1Page

Figure 8-8: PoE Timer Periodic Time Configuration

To configure the PoE timers:

Step 1: Select a port(s) in the port panel view to configure.

Step 2: In the Timer pull down menu, select enable.

Step 3: Configure absolute time selecting from the calendar and time configuration window a start time YYYY-MM-
DD HH:MM to an end time YYYY-MM-DD HH:MM.

Step 4: -or- Configure a repeating periodic start time Day (M-S) Hour/Min to end time Day (M-S) Hour/Min using the

pull down menus.
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9 QOS

9.1 PRIORITY SCHEDULE

9.1.1 Viewing the QOS priority schedule

Click "QoS" "Priority Schedule" to view the port priority schedule.

m&gvél‘m e e i

Priority Schedule

Note 1By
» Port Management ap
» VLAN Management
» Fault/ Safety

osen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Setfings page.

detail QoS status Please go to CLI manual and check the detail

8021p v
Stict Priority v

» System Management
» PSE System
~ QoS

* Priority Schedule

Select a port to configure:

12 3 4 5 5 7 8 9 1
P WA R R i R i i i |

» EEE
77 Optional port i Fixed port ¥ Selected port {77 Aggregation port Selectall Select all others Cancel

cos:[0
Apply

I Port List

Port Scheduling algorithm cos
sP
sP
sP
sP

sP

sP

Figure 9-1: Priority Schedule

9.1.2 Configuring 802.1P QoS

9.1.2.1 Configuring 802.1P Strict Priority QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select 802.1p. In the Scheduling
algorithm pull down menu select Strict Priority. Select the port(s) to apply the QOS algorithm CoS to in the port panel
view and then select the Class of Service using the COS: pull down menu (0-7) to be applied to the selected ports.
Finally click Apply to configure the 802.1p Hybrid QOS COS on the selected ports (repeat with a new COS for the

other ports until done.
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B system Home Priority Schedule
B Quick Configuration

Note 1.By default the 802 1p is chosen.To enable DSCF mode, please select the DSCP mode and press to go to DSCF Priority Settings page.
» Port Management

» VLAN Management
> Fau T Scheduling mark 502.1p
ault] Salsty Scheduling algorithm Strict Priority
» System Management
» PSE System
- QoS 345673910
e S O

+ Priority Schedule

2.1fyou want to see more detail QoS status,Please go o CLI manual and check the detail

Selecta port to configure:

» EEE
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Port Scheduling algorithm cos
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Figure 9-2: Configuring 802.1p Strict Priority QoS
9.1.2.2 Configuring 802.1P WRR QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select 802.1p. In the Scheduling
algorithm pull down menu select WRR. Adjust the queue weights for queues 1 to 8 in the eight Queue Weight Value
Configuration boxes. Select the port(s) to apply the QOS algorithm CoS to in the port panel view and then select the
Class of Service using the COS: pull down menu (0-7) to be applied to the selected ports. Finally click Apply to
configure the 802.1p Hybrid QOS COS on the selected ports (repeat with a new COS for the other ports until done.

et Lk |evelm Euon saraamn
B system Home Priority Schedule
®, uick Configuration
Note 1.8y default the 802.1p is chosen To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Settings page
P Port Managemet 2.1fyou vant to see more detail QoS status,Please 90 to CLI manual and check the detail
» VLAN Management
Scheduling mark 802.1p v
> Fauls Safety o :
The queue weight value configuration:
» System Management aueuet i (127 queues o (120
» PSE System Scheduling algorithm WRR v queue? (127 queues 10 (1-127)
- Qos queued 4 (127 queuer [tz (1-121)
+ Priority Schedule queusd |6 (1127 queueg 14 (1-127)
Ser Selecta port to configure:
1 2 3 4 5 6 7 8 9 10
PR | i e R S i |
"3 Optional port S Fixed port i Selected port [7] Aggregation port Selectall Select all others  Cancel
cos:[4 v
Apply
I Port List
Port Scheduling algorithm cos
1 WRR 2
2 WRR 2
3 WRR 4
4 WRR 4

Figure 9-3: Configuring 802.1p WRR QoS

9.1.2.3 Configuring 802.1P Hybrid QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select 802.1p. In the Scheduling
algorithm pull down menu select Hybrid. Select WRR in the Queue Scheduling Algorithm pull down menu with the
gueues 1 to 7 to selected below and then adjust the queue weight values in the Queue’s 1 to 8 input boxes. Select

the port(s) to apply the QOS algorithm CoS to in the port panel view and then select the Class of Service using the
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COS: pull down menu (0-7) to be applied to the selected ports. Finally click Apply to configure the 802.1p Hybrid QOS

COS on the selected ports (repeat with a new COS for the other ports until done.

e Current User:admin
& system Home Priority Schedule
B8 Quick Configuration
Note 1.By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Settings page
¥’ Port Managemang 21 you want to see more detail QoS status, Please go to CLI manual and check the detai
» VLAN Management
scheduling mark 802.1p v
» Fault/ Safety
The queue scheduling algorithm; The queue weight value configuration:
¥ System Managarias WRR v quevet [t (1-127) queues [s (1-127)
» PSE System Scheduling algorithm Hybrid v queue2 z (-127) queues |10 (127
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Apply
I Port List
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1 Hybrid 7
2 Hybrid 7
3 Hybrid 7
4 Hybrid 4

Figure 9-4: Configuring 802.1p Hybrid QoS

9.1.3 Configuring DSCP QoS

9.1.3.1 Configuring DSCP Strict Priority QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select DSCP. In the Scheduling algorithm
pull down menu select Strict Priority. Click Apply and then adjust the priority of the DSCP values using the DSCP
value from (0-63) and to (0-63) pull down menus selecting the required priority (1-8) for the range. Click Apply and

repeat until all DSCP values have the required priorities.

L ji

Current User:admin

1 system Home

W Quick Configuration
» Port Management
» VLAN Management
» Fault/ Safety
» System Management
» PSE System
~ QoS

Priority Schedule

Note 1.By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press o go to DSCP Priority Setiings page.
2.1 you want to see more detail QoS status, Please go to GLI manual and check the detail
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Strict Pririty v
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+ Priority Schedule | Port List
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2 1 174
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4 1 174
5 1 174
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Next Lastt

1 TPage

Figure 9-5: Configuring DSCP Strict Priority QoS
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9.1.3.2 Configuring DSCP WRR QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select DSCP. In the Scheduling algorithm
pull down menu select WRR. Adjust the queue weights for queues 1 to 8 in the eight Queue Weight Value
Configuration boxes and click Apply. Then adjust the priority of the DSCP values using the DSCP value from (0-63)
and to (0-63) pull down menus selecting the required priority (1-8) for the range. Click Apply and repeat until all

DSCP values have the required priorities.
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B system Home Priority Schedule
B, Quick Configuration

Note 1.By default the 802 1p is chosen. To enable DSCF mode, please select the DSCF mode and press to go to DSCF Priority Seftings page.
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| From DSCP value: |6 v To DSCP value: [ 8 v Priority:[ 8 v Apply
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Figure 9-6: Configuring DSCP WRR QoS

9.1.3.3 Configuring DSCP Hybrid QoS

Click "QoS" "Priority Schedule" and in the scheduling mark pull down menu select DSCP. In the Scheduling algorithm
pull down menu select Hyrbrid. Select WRR in the Queue Scheduling Algorithm pull down menu with the queues 1
to 7 to selected below and then adjust the queue weight values in the Queue’s 1 to 8 input boxes. Click Apply and
after adjust the priority of the DSCP values using the DSCP value from (0-63) and to (0-63) pull down menus selecting

the required priority (1-8) for the range. Click Apply and repeat until all DSCP values have the required priorities.
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Figure 9-7: Configuring DSCP Hybrid QoS

9.1.4 Editing the QoS values

Click the “ icon to modify the QoS values:

From 192.168.1.1

Settings saved!

B system Home

& quick Configuration
» Port Management
» VLAN

Priority Schedule

Note 1By defauit the 802 1p is chosen. To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Settings page
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Figure 9-8: Modifying QoS parameters
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10 EEE

10.1 VIEWING THE 802.3AZ EEE SETTINGS

Click "EEE" "EEE" to view the EEE ON/OFF status.

B syctem Home 802.3az EEE settings
+ Quick Configuration

Notice: The interface will ink down and then up, when enable/disable EEE
» P

» VLAN Management I CPEHETECTD

» Fault/ Safety 202,302 EEE:

» System Management
» PSE System
> QoS
~ EEE

* EEE

Figure 10-1: Viewing the 802.3az EEE ON/OFF Status
10.2 ENABLING 802.3AZ EEE

Click "EEE" "EEE and click the "OFF" slider once and wait for it to turn to green "ON" then click Apply.

B system Home 802.3az EEE settings
B8 Quick Configuration

Notice: The interface will link down and then up, when enablefdisable EEE.
» Port

» VLAN Management I CIPETIEEE CnS

¥ Fault/ Safety 802.3az EEE: (@00 )
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Figure 10-2: Enabling 802.3az EEE
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