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Introduction

This document provides information about the manageable attributes of iDRAC and its other components like BIOS, FC, NIC,
Storage, InfiniBand, System, and Lifecycle Controller.

@ NOTE: All string values are limited to displayable ASCII characters, except where otherwise noted.

@ NOTE: Attribute information can also be accessed through the RACADM interface by running the Help command or
through Redfish interface by running GET on redfish/v1/Registries.

@ NOTE: If an attribute is not present in the Attribute Registry guide, you can refer to Redfish(redfish/v1/Registries) to get
the information.

Topics:

. New features added

New features added

NOTE: For details about the previous releases, if applicable, or to determine the most recent release for your platform, and
for latest documentation version, see KB article 00178115 available at Integrated Dell Remote Access Controller 9 Versions
and Release Notes

This section provides the list of new features added in the following releases:

Firmware version 7.10.90.00
Firmware version 7.10.70.00
Firmware version 7.10.50.00
Firmware version 7.10.30.00
Firmware version 7.00.60.00
Firmware version 7.00.30.00
Firmware version 7.00.00.00

Firmware version 7.10.90.00

Following attributes were added in this release:

Added support for BIOS.MiscSettings.AcpiFpdt

Added support for BIOS.NetworkSettings.HostNgnMode

Added support for BIOS.NetworkSettings.NvmeofHostDellNgn
Added support for BIOS.NetworkSettings.NvmeofHostUuidNgn
Added support for BIOS.ProcSettings.ProcOBrand

Added support for BIOS.ProcSettings.ProcOControlledTurbo
Added support for BIOS.ProcSettings.ProcOControlled TurboMinusBin
Added support for BIOS.ProcSettings.ProcOCores

Added support for BIOS.ProcSettings.ProcOld

Added support for BIOS.ProcSettings.ProcOL2Cache

Added support for BIOS.ProcSettings.ProcOL3Cache

Added support for BIOS.ProcSettings.ProcOMaxMemoryCapacity
Added support for BIOS.ProcSettings.ProcOMicrocode

Added support for BIOS.ProcSettings.ProcONumCores

Added support for BIOS.ProcSettings.ProcOPPIN

Added support for BIOS.ProcSettings.ProcConfigPptManual
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Added support for BIOS.ProcSettings.ProcessorActivePbf
Added support for BIOS.ProcSettings.ProcessorSstCpSetting
Added support for BIOS.ProcSettings.UmaBasedClusteringStatus

Added support for BIOS.SysInformation.MpioVersion

Added support for BIOS.SysProfileSettings.BoostFMaxManual
Added support for BIOS.SysProfileSettings.PeriodicDirectoryRinseTuning
Added support for iDRAC.SCV.FirmwareCertificateVersion

Firmware version 7.10.70.00

Following attributes were added in this release:
NetworkSettings.NvmeofHostCustomNgn attribute.
ProcSettings.PptControl attribute.

Added support for BIOS.
Added support for BIOS.
Added support for BIOS.
Added support for BIOS.
Added support for BIOS.
Added support for BIOS.
Added support for BIOS.

SysProfileSettings.

SysProfileSettings
SysProfileSettings
SysProfileSettings
SysProfileSettings

BoostFMax attribute.

.DeterminismControl attribute
.DfPstateFreqOptimizer attribute.
. Hsmp attribute.
.PowerProfileSelect attribute

Added support for iDRAC.SSH.RotateHostKeyRequested attribute

Firmware version 7.10.50.00

Following attributes were added in this release:

e Added support for BIOS.BootSettings.InteractiveMode attribute.

e Added support for BIOS.IntegratedDevices.NicAcpi attribute.

e Added support for BIOS.SysSecurity.MemoryEncryption attribute.

e Added support for iDRAC.PLDMConfiguration.PLDMLogRetrieval attribute

Firmware version 7.10.30.00

Following attributes were added in this release:

e Added support for iDRAC.PlatformCapability.SharedStorageCapable attribute

e Added support for BIOS.NetworkSettings.NvmeofEnDis attribute
e Added support for BIOS.ProcSettings.ProcAvxP1 attribute

Firmware version 7.00.60.00

Following features were added in this release:

e Added support for iDRAC.SCV.CertificateVersion attribute.
e Added support for BIOS.MemSettings.PPROnUCE attribute.

e Added support for BIOS.SysSecurity.InFieldScan attribute.

Firmware version 7.00.30.00

Following features were added in this release:

Added support for iDRAC.Logging.LCDuplicateEventEnable attribute
Added support for BIOS.ProcSettings.CpulAcpiCstC2Latency attribute
Added support for BIOS.ProcSettings.OptimizerMode attribute.

Added support for BIOS.SysProfileSettings.ProcessorScalability attribute
Added support for BIOS.SysSecurity.StrongPassword attribute.

Added support for BIOS.SysProfileSettings.CustomUncoreFrequency attribute
Added support for BIOS.SysProfileSettings.ProcessorApsRocketing attribute
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e Added support for BIOS.SysSecurity.StrongPasswordMinLength attribute.

Firmware version 7.00.00.00

Following features were added in this release:

Added support for iDRAC.ACME.CA-URL attribute.

Added support for iDRAC.ACME.Enable attribute

Added support for iDRAC.ACME.EnrollmentAction attribute.

Added support for iDRAC.ACME.EnrollmentStatus attribute.

Added support for iDRAC.ActiveDirectory.Connection attribute.

Added support for iDRAC.LDAP.Connection attribute.

Added support for iDRAC.SmartCard.CertificateValidation attribute.
Added support for iDRAC.SmartCard.SmartCardOCSPEnable attribute.
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BIOS Attributes

BIOS.BiosBootSettings.BiosBootSeq

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field tells the system where to find the operating system files needed for system startup. This field
applies only when Boot Mode is BIOS; it has no effect when Boot Mode is UEFI.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSeq

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field tells the system where to find the operating system files needed for system startup. This field
applies only when Boot Mode is BIOS; it has no effect when Boot Mode is UEFI.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSegEnDisT

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.BiosBootSettings.BootSeqgEnDis10

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSeqgEnDis11

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSeqEnDis12

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSeqEnDis14

Description

Legal Values

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
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Default Value
Write Privilege
License Required
Dependency

Notes

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSegEnDis14

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSegEnDis’1o

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSeqEnDis’16

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.BiosBootSettings.BootSegEnDis1/

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSeqEnDis18

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSeqgEnDis19

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSegEnDis2

Description

Legal Values

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.

10 BIOS Attributes



Default Value
Write Privilege
License Required
Dependency

Notes

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSegEnDis20

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSegEnDis3

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSegEnDis4

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.BiosBootSettings.BootSegEnDisb

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSegEnDis6

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSeqEnDis/

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSeqgEnDis8

Description

Legal Values

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
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Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BootSegEnDis9

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is BIOS; it has no effect when Boot Mode is UEFI.

Legal Values No information available.
Default Value None

Write Privilege N/7A

License Required N/A

Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.BootMode

Description Determines whether the BIOS attempts to boot the OS via the method defined by the Unified Extensible
Firmware Interface (UEFI) specification or via the legacy (BIOS) method. Selecting BIOS ensures
compatibility with older operating systems that do not support the UEFI method. Many newer operating
systems are UEFI-aware, and some of them may also support legacy boot methods.

Legal Values e Bios
o Uefi
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.BootSegRetry

Description This field enables or disables the Boot Sequence Retry feature or resets the system. If the last attempt
to boot has failed, the system immediately performs a cold reset or retries to boot after a 30 second
time-out period, depending on if this field is set to Reset or Enabled.

Legal Values e Enabled
e Disabled
e Reset

Default Value None

Write Privilege N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.GenericUsbBoot

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, a Generic USB Boot placeholder will be placed in the UEFI Boot Sequence, which
will map to the first bootable USB device in the boot sequence. This allows the entry to remain present
even if the USB device is not present. This is only available in UEFI Boot Mode.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.HddFailover

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When Boot Mode is BIOS, this field specifies the devices in the Hard-Disk Drive Sequence menu the BIOS
will attempt to boot. This field has no effect when Boot Mode is UEFI. When set to Disabled, the BIOS will
only attempt to boot the first Hard-Disk device in the list. When set to Enabled, the BIOS will attempt to
boot each Hard-Disk device in order until it is successful or the entire Hard-Disk Drive Sequence has been
attempted.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.HddPlaceholder

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, a Generic RAID HDD placeholder will be placed into the UEFI Boot Sequence. The
entry will remain present until an operating system or a bootable file is installed on the RAID disk. This
setting is only available in UEFI Boot Mode.

e Enabled
e Disabled

None
N/A
N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.HddSeq

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field specifies the order in which hard-disk drives will be configured in the system. The first hard
drive in the system will be the bootable C: drive in DOS/DOS-like operating systems. This field applies
only when Boot Mode is BIOS; it has no effect when Boot Mode is UEFI.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.InteractiveMode

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, if the current boot option returns with a success (zero) status, the BIOS will stop
processing further boot options and present the boot manager menu to the user. When set to Disabled,
if the current boot option returns with a success (zero) status, the BIOS will proceed to the next boot
option. This setting is only available in UEFI boot mode. This setting does not affect the behavior when
the current boot option returns with a failed (non-zero) status; in that case, BIOS will always proceed to
the next boot option.

e Enabled
e Disabled

Enabled
N/A
N/A

None

BIOS.BootSettings.SetBootOrderDis

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderDis fields specify a list of Fqdds representing the boot option. Disabled to be applied on

the next boot.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS Attributes
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BIOS.BootSettings.SetBootOrderkn

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderEnDis fields specify a list of Fqdds representing the boot option. Enable to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqdd?

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqdd10

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqdd11

Description

Legal Values
Default Value

Write Privilege

The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None

N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqdd12

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqdd13

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqdd14

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.BootSettings.SetBootOrderFqdd1o

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqddi6

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqdd?2

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqddd

Description

Legal Values
Default Value

Write Privilege

The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None

N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqgdd4

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFgddb

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFgdd6o

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.BootSettings.SetBootOrderFqdd?/

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFqdd8

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetBootOrderFgdd9

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlL.egacyHddOrderFgdd1

Description

Legal Values
Default Value

Write Privilege

The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None

N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlL.egacyHddOrderFgdd10

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlL.egacyHddOrderFgdd11

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlL.egacyHddOrderFgdd12

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.BootSettings.SetlLegacyHddOrderFgdd13

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlL.egacyHddOrderFgdd14

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.Setl.egacyHddOrderFgdd1o

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.Setl.egacyHddOrderFgdd16

Description

Legal Values
Default Value

Write Privilege

The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None

N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlLegacyHddOrderFgdd?2

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlLegacyHddOrderFgdds

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlLegacyHddOrderFgdd4

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.BootSettings.SetlL,egacyHddOrderFgddd

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.Setl.egacyHddOrderFgddo

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlL.egacyHddOrderFqdd/

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlL.egacyHddOrderFgdds

Description

Legal Values
Default Value

Write Privilege

The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None

N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SetlLegacyHddOrderFgdd9

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSettings.SysPrepClean

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to None, BIOS will do nothing. When set to Yes, BIOS will delete variables of SysPrep ####
and SysPrepOrder on next booting. This option is onetime option, will reset to none when delete variables.
This setting is only available in UEFI Boot Mode.

e None
e Yes

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.EmbServerMgmt.FrontlLcd

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field allows you to select whether to display the Default (Model name and number) or a user-defined
string in the front-panel LCD display. To modify the advanced features of the front-panel LCD, press F2
during boot to enter System Setup and then select iDRAC Settings.

e None

e UserDefined
e ModelNum
e Advanced
None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.EmbServerMgmt.UserlLcdStr

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field allows you to view/enter the User-Defined String to be displayed on the LCD. The string can be
62 characters long.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1DhcpENDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1Dns1

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1Dns?2

Description

Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1DnsDhcpENDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDevi1Gateway

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDevlinterface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC interface used for this HTTP device
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDev1Settings.HttpDevllp

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDevllpvbAddress

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Unicast address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDevllpveDnsDhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DNS information from DHCP Enable/Disable for this HTTP Device.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1Mask

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Subnet mask for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1Protocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

o |Pv4
e |Pv6

IPv4
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1Uri

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the networks DHCP server and ask it for the boot file name.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1VIanEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).

e Enabled
e Disabled

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1Vlanld

Description

When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1to 4094 inclusive.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1VIanPriority

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1voAutoConfig

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPVv6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1voDns1

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

DNS server IP address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDev1Settings.HttpDevilveDns?2

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

DNS server IP address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDevivoGateway

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Gateway for this HTTP Device.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1vePrefixLen

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Prefix Length (0~128) for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDev1voUri

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the networks DHCP server and ask it for the boot file name.

String of ASCII characters.
None
N/A
N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1TIsConfig.HttpDev1TIsMode

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field is to set the authetication mode for this HTTP device.

e None
e OneWay

None

N/A

N/A
bios.networkSettings.HttpDev1EnDis

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2DhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2Dns1

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2Dns?2

Description

Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2DnsDhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2Gateway

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2Interface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC interface for this HTTP device
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDev2Settings.HttpDev2Ip

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2lpvbAddress

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Unicast address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2lpvbDnsDhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DNS information from DHCP Enable/Disable for this HTTP Device.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2Mask

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Subnet mask for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2Protocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

o |Pv4
e |Pv6

IPv4
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2Uri

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the networks DHCP server and ask it for the boot file name.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2VIanEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).

e Enabled
e Disabled

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2Vlanild

Description

When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1to 4094 inclusive.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2VlanPriority

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2vB6AutoConfig

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPVv6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2v6Dns'

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

DNS server IP address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDev2Settings.HttpDev2vbDns?2

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

DNS server IP address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2vbGateway

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Gateway for this HTTP Device.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2vBbPrefixLen

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Prefix Length (0~128) for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2voUri

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the networks DHCP server and ask it for the boot file name.

String of ASCII characters.
None
N/A
N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2TIsConfig.HttpDev2 TIsMode

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field is to set the authetication mode for this HTTP device.

e None
e OneWay

None

N/A

N/A
bios.networkSettings.HttpDev2EnDis

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev3dSettings.HttpDev3DhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevaSettings.HttpDev3DnsT

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDev3Dns?2

Description

Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDev3DnsDhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev3dSettings.HttpDevsGateway

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDevdinterface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC interface for this HTTP device
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDevaSettings.HttpDevalp

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevaSettings.HttpDevslpvbAddress

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Unicast address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDevalpvbDnsDhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DNS information from DHCP Enable/Disable for this HTTP Device.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevaSettings.HttpDev3Mask

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Subnet mask for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDevéProtocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

o |Pv4
e |Pv6

IPv4
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevaSettings.HttpDevaUri

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the networks DHCP server and ask it for the boot file name.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev3Settings.HttpDevaVIanEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).

e Enabled
e Disabled

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDevéVlianld

Description

When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1to 4094 inclusive.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevaSettings.HttpDevsVlanPriority

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDevavbAutoConfig

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPVv6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDevavoDns1

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

DNS server IP address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDevdSettings.HttpDev4vbDns?2

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

DNS server IP address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDevdvoGateway

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Gateway for this HTTP Device.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevdSettings.HttpDev3voPrefixLen

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Prefix Length (0~128) for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevaSettings.HttpDevavoUri

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the networks DHCP server and ask it for the boot file name.

String of ASCII characters.
None
N/A
N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev3TIsConfig.HttpDevaTIsMode

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field is to set the authetication mode for this HTTP device.

e None
e OneWay

None

N/A

N/A
bios.networkSettings.HttpDev3EnDis

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4DhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4DnsT

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4Dns?2

Description

Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4DnsDhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4Gateway

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4lnterface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC interface for this HTTP device
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDev4Settings.HttpDevd4lp

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4lpvbAddress

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Unicast address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4lpvbDnsDhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DNS information from DHCP Enable/Disable for this HTTP Device.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4Mask

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Subnet mask for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4Protocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

o |Pv4
e |Pv6

IPv4
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4Uri

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the networks DHCP server and ask it for the boot file name.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4VIanEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).

e Enabled
e Disabled

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4Vlanld

Description

When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1to 4094 inclusive.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4VlanPriority

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4voAutoConfig

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPVv6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4voDns'

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

DNS server IP address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDev4Settings.HttpDev4vbDns?2

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

DNS server IP address for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4voGateway

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Gateway for this HTTP Device.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4voPrefixLen

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

IPv6 Prefix Length (0~128) for this HTTP Device.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4voUri

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.
String of ASCII characters.

None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevA4TIsConfig.HttpDev4TlsMode

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field is to set the authetication mode for this HTTP device.

e None
e OneWay

None

N/A

N/A
bios.networkSettings.HttpDev4EnDis

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.CurrentEmbVideoState

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Read-only. Indicates the current state of the Embedded Video Controller. If the Embedded Video
Controller is the only display capability in the system (that is, no add-in graphics card is installed), then
the Embedded Video Controller is automatically used as the primary display even if the Embedded Video
Controller setting is Disabled.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNicT

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the embedded NIC. NOTE: If set to Disabled (OS), the embedded NIC may still be
available for shared network access by the embedded management controller. This function must be
configured via the NIC management utilities provided with your system. There is only one onboard RJ45
port shared between BIOS and iDRAC. So it can only be enabled when iDRAC NIC selection is set to
Shared. If the iDRAC setting is Dedicated, it will be grayed out and forced to Disabled.

e Enabled
e DisabledOs

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IntegratedDevices.EmbNic1Nic2

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the OS interface of the embedded NIC1 and NIC2 controller. NOTE: If set to Disabled
(OS), the embedded NICs may still be available for shared network access by the embedded management
controller. This function must be configured via the NIC management utilities provided with your system.

e Enabled
e DisabledOs
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNic1Nic2NicsNic4

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the OS interface of the embedded NIC1, NIC2, NIC3 and NIC4 controller. NOTE: If set
to Disabled (OS), the embedded NICs may still be available for shared network access by the embedded
management controller. This function must be configured via the NIC management utilities provided with
your system.

e Enabled
e DisabledOs
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNic2

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

Enabled
EnabledPxe
EnablediScsi
Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IntegratedDevices.EmbNic3

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

Enabled
EnabledPxe
EnablediScsi
Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNic3Nic4

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the OS interface of the embedded NIC3 and NIC4 controller. NOTE: If set to Disabled
(OS), the embedded NICs may still be available for shared network access by the embedded management
controller. This function must be configured via the NIC management utilities provided with your system.

e Enabled
e DisabledOs
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNic4

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

Enabled
EnabledPxe
EnablediScsi
Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IntegratedDevices.EmbNicbNicoNic/Nic3

Description Enables or disables the OS interface of the embedded NIC5, NIC6, NIC7 and NIC8 controller. NOTE: If set
to Disabled (OS), the embedded NICs may still be available for shared network access by the embedded
management controller. This function must be configured via the NIC management utilities provided with
your system.

Legal Values e FEnabled
e DisabledOs
Default Value None

Write Privilege N/7A
License Required N/A

Dependency - Embedded LOM1 with 4 ports with FQDD NIC.Embedded.1-* to NIC.Embedded.4-*. - Embedded LOM2
with 4 ports with FQDD NIC.Embedded.5-* to NIC.Embedded.8-*.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNic9NicTONic1INic12

Description Enables or disables the OS interface of the embedded NIC9, NIC10, NIC11 and NIC12 controller. NOTE:
If set to Disabled (OS), the embedded NICs may still be available for shared network access by the
embedded management controller. This function must be configured via the NIC management utilities
provided with your system.

Legal Values e FEnabled
e DisabledOs
Default Value None

Write Privilege N/7A
License Required N/A

Dependency - Embedded LOM1 with 4 ports with FQDD NIC.Embedded.1-* to NIC.Embedded.4-*. - Embedded LOM2
with 4 ports with FQDD NIC.Embedded.5-* to NIC.Embedded.8-*. - Embedded LOMS3 with 4 ports with
FQDD NIC.Embedded.9-* to NIC.Embedded.12-*.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNicPort1BootProto

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
e None
o Pxe
e |[scsi
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNicPort2BootProto

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

o Pxe

e |[scsi
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNicPortdBootProto

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

o Pxe

e |scsi
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbNicPort4BootProto

Description

Legal Values

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None
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Default Value
Write Privilege
License Required
Dependency

Notes

o Pxe
® [scsi

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.EmbVideo

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the use of the Embedded Video Controller as the primary display. When set to
Enabled, the Embedded Video Controller will be the primary display even if add-in graphics cards are
installed. When set to Disabled, an add-in graphics card will be used as the primary display. BIOS will
output displays to both the primary add-in video and the embedded video during POST and pre-boot
environment. The embedded video will then be disabled right before the operating system boots. Note:
When there are multiple add-in graphics cards installed in the system, the first card discovered during PCI
enumeration is selected as the primary video. You may have to re-arrange the cards in the slots in order
to control which card is the primary video controller.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.GlobalSlotDriverDisable

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

If you set this field to Enabled, the BIOS will not load any legacy option ROMs (when Boot Mode is BIOS)
or UEFI drivers (when Boot Mode is UEFI) for any cards in the system slots. If the boot support for some
card is provided by the option ROM, then the system will not be able to boot from the card, nor will its
pre-boot services be available. However, the card will be available for operating system use. If you do not
want this behavior or you would like to limit which slots have this behavior, set this field to Disabled. Use
the Slot Disablement setting to limit the slots having this behavior. This option does not apply to any slot
containing a Dell RAID card.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IntegratedDevices.IntNic1Port1BootProto

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

o Pxe

® |[scsi
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntNic1Port2BootProto

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

e Pxe

e |[scsi
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntNic1Port3BootProto

Description

Legal Values

Default Value

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

o Pxe

® |scsi

None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntNic1Port4BootProto

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

o Pxe

e |[scsi
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntNic2Port1BootProto

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

o Pxe

e |[scsi
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntNic2Port2BootProto

Description

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

o Pxe

e |[scsi
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntNic2Port3BootProto

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

o Pxe

e |[scsi
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntNic2Port4BootProto

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
e None

o Pxe

e |[scsi
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IntegratedDevices.IntegratedNetwork

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the integrated network card (NDC). When set to Disabled, the NDC is not available to
the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NICs may still be available for
shared network access by iDRAC.

e DisabledOs
e Enabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntegratedNetwork?2

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the second integrated network card (NDC). When set to Disabled, the NDC is not
available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NICs may still be
available for shared network access by iDRAC.

e Enabled
e DisabledOs

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntegratedRaid

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the integrated RAID controller. When set to Disabled, the device is not visible to the
operating system (OS).

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.IntegratedSas

Description

Enables or disables the integrated SAS controller. When set to Disabled, the device is not visisble to the
operating system (OS).
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.InternalSdCard

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the internal SD Card port.

e On
o Off

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.InternalSdCardPresence

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Indicate the presence state of the Internal Dual SD module (IDSDM).

None
SdCard10nly
SdCard20nly
Both

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.InternalSdCardPrimaryCard

Description

Legal Values

Default Value

Write Privilege

When Redundancy is set to Disabled, either one of the SD card can be selected to present itself as mass
storage device by setting it to be primary card. By default primary SD card is selected to be SD Card 1. If
SD Card 1is not present, then controller will select SD Card 2 to be primary SD card.

e SdCard1
e SdCard2

None

N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.InternalSdCardRedundancy

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Configures the redundancy mode of the Internal Dual SD module (IDSDM). When set to Mirror Mode,
data is written to both SD cards. After failure of either card and replacement of the failed card, the
data of the active card is copied to the offline card during the system boot. When Redundancy is set to
disabled, only the primary SD Card is visible to the OS.

e Mirror
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.InternalUsb

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the internal USB port.

e On
o Off

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.InternalUsb?

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the internal USB port 1.

e On
o Off

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IntegratedDevices.InternalUsb?2

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the internal USB port 2.

e On
o Off

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.loNonPostedPrefetch

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the PCle throughput by enabling or disabling the PCI 10 non-posted prefetch mode. When set
to Enabled, memory reads from PCI devices are optimized. However, performance may be reduced for
writes from PCI devices.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.loatEngine

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables the I/0 Acceleration Technology (I/OAT). I/OAT is a set of DMA features designed to
accelerate network traffic and lower CPU utilization. This feature should be enabled only if the hardware
and software support |/OAT.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.MemoryMappedlOH

Description

MMIO base default is 56TB. User should not change the default value unless addressing a known issue.
When set to 12TB, the system will map MMIO base to 12TB. Enable this feature for an OS that requires
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Legal Values

Default Value
Write Privilege
License Required

Dependency

44bit PCle addressing. When set to 512GB, the system will map MMIO base to 512GB, and reduce the
maximum support for memory to less than 512GB. Enable this option only for the 4 GPU DGMA issue.

e 512GB
e 12TB
e 56TB

Disabled
N/A
N/A

None

BIOS.IntegratedDevices.MmioAbovedGb

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables support for PCle devices that require large amount of MMIO resources. Enable this option only
for 64-bit operating systems.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.IntegratedDevices.MmioLimit

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to 1TB, the system will restrict maximum MMIO space to 1TB. Enable this feature for devices
not support above 1TB addressing.

e 8TB
e 1TB

None
N/A
N/A

None

BIOS.IntegratedDevices.Ndc1Pcielink

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the integrated network card (NDC) PCle link. When set to Disabled, the NDC link is
not available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NIC may still be
available for shared network access by iDRAC.

e Enabled
e DisabledOs

None
N/A
N/A

This Attribute allows more granularity in controlling (Enabling/Disabling) NDC1 if present. This attribute is
only displayed and used when NdcPcieLinkControl internal attribute default value is set to "Individual".This
is most likey done in a PM (OEM ID).
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BIOS.IntegratedDevices.Ndc1Pcielink2

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the integrated network card (NDC) PCle link. When set to Disabled, the NDC link is
not available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NIC may still be
available for shared network access by iDRAC.

e Enabled
e DisabledOs

None
N/A
N/A

This Attribute allows more granularity in controlling (Enabling/Disabling) NDC. This attribute is only
displayed and used when NdcPcielLinkControl internal attribute default value is set to "Individual". This
is most likey done in a PM (OEM ID).

BIOS.IntegratedDevices.Ndc1Pcielink3

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the integrated network card (NDC) PCle link. When set to Disabled, the NDC link is
not available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NIC may still be
available for shared network access by iDRAC.

e Enabled
e DisabledOs

None
N/A
N/A

This Attribute allows more granularity in controlling (Enabling/Disabling) NDC. This attribute is only
displayed and used when NdcPcielLinkControl internal attribute default value is set to "Individual". This
is most likey done in a PM (OEM ID).

BIOS.IntegratedDevices.NicAcpi

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

"Enable/Disables NIC ACPI device name information. " "When set to Enabled, publish ACPI device name
for NICs on PCle slots. " "Warning: Changing this setting will cause the NIC name to change under Linux.

String of ASCII characters.
Disabled

N/A

N/A

None

BIOS.IntegratedDevices.OsWatchdogTimer

Description

Legal Values

If the system stops responding, this watchdog timer helps in the recovery of your operating system (OS).
When set to Enabled, the OS is allowed to initialize the timer. When it is set to Disabled, the timer will
have no effect on the system.

e Enabled
e Disabled
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Default Value
Write Privilege
License Required

Dependency

None
N/A
N/A

None

BIOS.IntegratedDevices.PCIRootDeviceUnhide

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

If set to Enabled, root ports of all the empty slots will be accessible to the BIOS and OS.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.IntegratedDevices.PcieBusCustomization

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Common Help Text: Provide options for customizing the allocation of PCle bus ranges to PCle slots. This
can be useful when connecting complex device sets to a slot. PCle Bus System Allocation uses the normal
rules of the system to allocate bus ranges. PCle Bus Custom Allocation Option 1 increases the bus ranges
allocated to the wider slots. PCle Bus Custom Allocation Option 2 increases the bus range allocated to
one of the wide slots more than with option 1. PCle Bus Custom Allocation Option 3 allocates the largest
bus range practical to one of the wide slots. Note that use of this option may cause insufficient resources
to be available for remaining slots and prevent the system from functioning.

e PcieBusUniform

e PcieBusCustomOpt1
e PcieBusCustomOpt2
e PcieBusCustomOpt3
None

N/A

N/A

Only available on R7920. Controlled by DPI feature: FeatureSupport.PcieBusCustomizable

BIOS.IntegratedDevices.PcieEnhancedPreferredlo

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When Enhanced Preferred 10 is enabled the LCLK speed for the root complex where Preferred 10 is
enabled will automatically be set to 600 MHz (effective 593 MHz)

e Enabled
e Disabled

None
N/A
N/A

None
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BIOS.IntegratedDevices.PciePreferredloBusVal

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

This field sets the PCI bus address that preferred |0 device resides. Bus address ranges from [0Ox0:0xFF].
Integer values.

None

N/A

N/A

None

BIOS.IntegratedDevices.PciePreferredloDevice

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

In certain platform configurations it is possible to improve the performance of an endpoint by enabling
Pcie Preferred 10 Device. To select a particular addin device, references the PCl bus/device/function
address(in decimal) of the add-in card when requesting Preferred |/0O for the device

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.IntegratedDevices.PciePreferredloDeviceBus

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

This field sets the PCI bus address that preferred |0 device resides. Bus address ranges from [0Ox0:0xFF].
Integer values.

None

N/A

N/A

None

BIOS.IntegratedDevices.PciePreferredloDeviceDev

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field sets the PCI device address that preferred IO device resides. Device address ranges from
[0x0:0x1F].

Integer values.
None
N/A
N/A

None
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BIOS.IntegratedDevices.PciePreferredloDeviceFun

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field sets the PCI function address that preferred |0 device resides. Function address ranges from
[0x0:0x7].

Integer values.
None
N/A
N/A

None

BIOS.IntegratedDevices.RipsPresence

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Indicate the presence state of the RIPS (Redundant Internal Persistent Storage).

e RipsPresenceYes
e RipsPresenceNo

None
N/A
N/A

None

BIOS.IntegratedDevices.SnoopHIdOff

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Selects the number of cycles PCI I/0 can withhold snoop requests, from the CPU, to allow time
to complete its own write to LLC. This setting can help improve performance on workloads where
throughput and latency are critical.

e Roll256Cycles
e RollI512Cycles
e RollMKCycles
e Roll2KCycles
None

N/A

N/A

None

BIOS.IntegratedDevices.SriovGlobalEnable

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the BIOS configuration of Single Root |/0O Virtualization (SR-IOV) devices. Enable this
feature if booting to a virtualization operating system that recognize SR-I0V devices.

e Disabled
e Enabled

None
N/A
N/A

None
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BIOS.IntegratedDevices.Usb3Setting

Description Controls USB 3.0 support. When set to Disabled, BIOS disables USB 3.0 mode for all the USB3.0 ports.
The USB devices operate at USB2.0 mode. When set to Enabled, BIOS operates all USB3.0 ports at
USB2.0 mode during POST, and switches them to USB3.0 mode right after the operating system (OS)
boots. You must select this option only if the operating system (such as. Windows Server 2012) has
a native USB 3.0 driver. Otherwise none of the USB devices will work after boot. The Auto option is
available only on workstation servers. If this option is selected, the BIOS leaves all USB 3.0 ports at
USB 2.0 mode, and a special OS switching driver is required to set the USB3.0 port to USB3.0 mode.
Microsoft Windows 7 has switching driver capability.

Legal Values e Auto
e Enabled
e Disabled
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.IntegratedDevices.UsbEnableFrontPortsOnly

Description This field enables/disables the front USB ports during the OS runtime when User Accessible USB Ports is
set as All Ports Off (Dynamic).

Legal Values e Enabled
e Disabled

Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes e Dynamic USB is only available on 600+ series servers and higher.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IntegratedDevices.UsbManagedPort

Description The iDRAC Direct USB port is managed by iDRAC exclusively with no host visibility. When set to OFF,
iDRAC would not detect any USB devices installed in this managed port.

Legal Values e On
o Off

Default Value On

Write Privilege N/A
License Required N/A

Dependency None
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BIOS.IntegratedDevices.UsbPorts

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

All Ports On: All USB ports are enabled. Only Back Ports On: Disables the front USB ports. All Ports Off:
Disables both front and back USB ports. All Ports Off (Dynamic): Disables both front and back USB ports
but front ports can be enabled dynamically by an authorized user using Out-of-Band interfaces without
resetting the system. Note using Out-of-Band interface to enable USB ports will be persistent setting
and remain enabled in OS until the front ports setting is disabled in either BIOS setup or Out-of-Band
interface. Note All Ports Off and All Ports Off (Dynamic) settings, all USB ports will still support USB
keyboard and mouse during system boot process.

e AlOn

e OnlyBackPortsOn

e AlOff

e AllOffDynamic

None

N/A

N/A

Blades do not support setting the Attribute UsbPorts to the value OnlyBackPortsOn.

e Dynamic USB is only available on 600+ series servers and higher.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.IscsiDevi1Con1Auth

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Authentication type for this iSCSI connection.

e None
e Chap

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.IscsiDev1Con1ChapName

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

CHAP name for this iSCSI connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IscsiDev1Con1Settings.lscsiDevi1Con1ChapSecret

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

CHAP secret for this iISCSI connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.lscsiDevi1Con1ChapType

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

CHAP type for this iSCSI connection.

e OneWay
e Mutual

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.lscsiDevi1Con1DhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DHCP Enable/Disable for this iISCSI connection.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1ConlSettings.lscsiDevi1Conl1Gateway

Description
Legal Values
Default Value
Write Privilege

License Required

Initiator Gateway for this iSCSI connection.
String of ASCII characters.

None

N/A

N/A
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Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.lscsiDeviConlinterface

Description NIC interface used for this iSCSI connection
Legal Values e *Dynamic*
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.IscsiDeviConllp

Description Initiator IP Address for this iSCSI connection.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDeviCon1Settings.IscsiDeviConisld

Description ISID for this iSCSI connection.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.IscsiDeviCon1lun

Description Target LUN for this iSCSI connection. The value format is a string containing a hexadecimal-encoded
representation of the 64-bit SCSI Logical Unit Number in the format described in the T10 SCSI
Architecture Model specification. This format consists of four 2-byte fields separated by dashes. In most
cases, the human-oriented logical unit number will be in the high-order two bytes and the low-order six
bytes will be zero. Examples are: 4752-3A4F-6b7e-2F99, 6734-9-156f-127, 4186-9 or O.

BIOS Attributes 71



Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1ConlSettings.lscsiDevi1Con1Mask

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Initiator Subnet Mask for this iSCSI connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.lscsiDeviCon1Port

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Target Port for this iSCSI connection. The standard port number for iSCSI connections is 3260.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.IscsiDevi1Con1Protocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field controls the Internet Protocol used for this iSCSI connection.

o |Pv4
e |Pv6

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IscsiDev1Con1Settings.lscsiDeviConiRetry

Description Retry Count for this iSCSI connection.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDeviCon1Settings.IscsiDeviCon1RevChapName

Description Reverse CHAP name for this iSCSI connection.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDevi1Con1Settings.IscsiDeviCon1RevChapSecret

Description Reverse CHAP secret for this iSCSI connection.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.IscsiDeviCon1Targetlp

Description Target IP Address for this iSCSI connection.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.lscsiDeviCon1TargetName

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Target name for this iISCSI connection in IQN format.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.IscsiDev1Con1TgtDhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Target DHCP Enable/Disable for this iISCSI connection.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.lscsiDeviCon1Timeout

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Timeout for this iSCSI connection in milliseconds
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.lscsiDevi1Con1VIlanEnDis

Description

Legal Values

Default Value

VLAN Enable/Disable for this iISCSI connection.

e Enabled
e Disabled

None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.lscsiDeviCon1Vianid

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

VLAN ID for this iSCSI connection
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con1Settings.lscsiDeviCon1VianPriority

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

VLAN priority for this iSCSI connection
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.IscsiDev1Con2Auth

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Authentication type for this iISCSI connection.

e None
e Chap

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.IscsiDev1Con2ChapName

Description

CHAP name for this iSCSI connection.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.IscsiDev1Con2ChapSecret

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

CHAP secret for this iISCSI connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.lscsiDev1Con2Chap Type

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

CHAP type for this iSCSI connection.

e OneWay
e Mutual

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.IscsiDev1Con2DhcpEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DHCP Enable/Disable for this iSCSI connection.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IscsiDev1Con2Settings.lscsiDev1Con2Gateway

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Initiator Gateway for this iISCSI connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.IscsiDeviCon2Interface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC interface used for this iISCSI connection
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDeviCon2Settings.IscsiDeviCon2lp

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Initiator IP Address for this iISCSI connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.lscsiDev1ConZ2isld

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

ISID for this iSCSI connection.
String of ASCII characters.
None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.IscsiDevi1Con2Lun

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Target Lun for this iSCSI connection.The value format is a string containing a hexadecimal-encoded
representation of the 64-bit SCSI Logical Unit Number in the format described in the T10 SCSI
Architecture Model specification. This format consists of four 2-byte fields separated by dashes. In most
cases, the human-oriented logical unit number will be in the high-order two bytes and the low-order six
bytes will be zero. Examples are: 4752-3A4F-6b7e-2F99, 6734-9-156f-127, 4186-9 or O.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.IscsiDev1Con2Mask

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Initiator Subnet Mask for this iSCSI connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.IscsiDevi1Con2Port

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Target Port for this iSCSI connection. The standard port number for iSCSI connections is 3260.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDev1Con2Settings.IscsiDevi1Con2Protocol

Description

Legal Values

This field controls the Internet Protocol used for this iSCSI connection.

o |Pv4
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Default Value
Write Privilege
License Required
Dependency

Notes

o |Pv6
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDeviCon2Settings.IscsiDeviCon2Retry

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Retry Count for this iSCSI connection
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDeviCon2Settings.IscsiDeviCon2RevChapName

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Reverse CHAP name for this iSCSI connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDeviCon2Settings.IscsiDeviCon2RevChapSecret

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Reverse CHAP secret for this iSCSI connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.IscsiDev1Con2Settings.IscsiDeviCon2Targetlp

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Target IP Address for this iISCSI connection.
String of ASCII characters.

None

N/A

N/A

None

BIOS.IscsiDeviCon2Settings.IscsiDeviCon2TargetName

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Target name for this iISCSI connection in IQN format.
String of ASCII characters.

None

N/A

N/A

None

BIOS.IscsiDev1Con2Settings.IscsiDeviCon2TgtDhcpENnDis

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Target DHCP Enable/Disable for this iSCSI connection.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.IscsiDeviCon2Settings.IscsiDeviCon2 Timeout

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Timeout for this iISCSI connection in milliseconds.
Integer values.

None

N/A

N/A

None

BIOS.IscsiDeviCon2Settings.IscsiDeviCon2VIanEnDis

Description

Legal Values

VLAN Enable/Disable for this iISCSI connection.
e Enabled
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e Disabled
Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.IscsiDeviCon2Settings.IscsiDeviCon2Vianld

Description VLAN ID for this iSCSI connection.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.IscsiDevi1Con2Settings.IscsiDeviCon2VlanPriority

Description VLAN priority for this iSCSI connection.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.IscsiDevicelSettings.lscsiDev1Con1EnDis

Description This field controls the configuration for this iISCSI connection.
Legal Values e Enabled

e Disabled
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDevicelSettings.lscsiDev1Con2EnDis

Description This field controls the configuration for this iISCSI connection.
Legal Values e FEnabled

e Disabled
Default Value None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.IscsiDevicelSettings.lscsiDev1ConOrder

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field controls the order for which the iSCSI connections will be attempted.

e Con1Con2
e Con2Con1

None
N/A
N/A

None

BIOS.IscsiDevicelSettings.IscsiF1F2ErrorPrompt

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field determines whether the BIOS stops and displays a prompt when iSCSI connection errors occur
during POST. The BIOS will display the prompt when this setting is Enabled; otherwise, the BIOS will
continue through POST and attempt to boot an operating system. Note: This setting will be grayed out if
F1/F2 Prompt on Error in the Miscellaneous Settings menu is Disabled.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemsSettings.AdddcSetting

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When Adaptive Double DRAM Device Correction (ADDDC) is enabled, failing DRAMs are dynamically
mapped out. This action can have some impact on system performance under certain workloads. This
feature only applies to x4 DIMMSs, and when Fault Resilient Mode (FRM) is disabled.

e Enabled
e Disabled

Enabled

N/A

N/A

Has a dependency that only x4 DIMMSs be present or item is grayed out.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemSettings.AddrBasMir

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

If the system is configured for Dell Fault Resilient Mode (FRM), controls the amount of memory for FRM
per processor. The FRM memory is located on a single memory riser per processor. Only half of the FRM
memory will be visible to the OS.

e AllMem
e 64GB
e HalfMem

None
N/A
N/A

Has a dependency where DIMM population within the system needs to support Mirror mode. Only System
R6xx and up support this feature.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.AppDirectCapacity

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Total NVDIMM size configured as AppDirect mode in the system.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.BankXor

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables Bank XORing to alleviate bank thrashing

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.BatteryStatus

Description
Legal Values

Default Value

Battery Status Present/Not Present/Ready/Not Ready.
String of ASCII characters.

None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.CECriticalSEL

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enable/Disable logging of correctable memory threshold error.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.Capacity00

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity01

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Capacity02

Description

The size of this NVDIMM.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Memsettings.Capacity03

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Capacity04

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Capacity05

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemgSettings.CapacityO6

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.CapacityQ/

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity08

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity09

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Capacity10

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity11

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity12

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity15

Description
Legal Values
Default Value

Write Privilege

The size of this NVDIMM.
String of ASCII characters.
None

N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity14

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Capacity15

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Capacity16

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity1/

Description

Legal Values

The size of this NVDIMM.
String of ASCII characters.
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Default Value
Write Privilege
License Required
Dependency

Notes

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Capacity18

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Capacity19

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Capacity20

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemSettings.Capacity?2

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity22

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Capacity23

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The size of this NVDIMM.
String of ASCII characters.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.ClusterOnDie

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the Cluster on Die feature.

e Enabled
e Disabled

None
N/A
N/A

Never released. Safe to remove?
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.CorreEccSmi

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allows the system to log ECC corrected DRAM errors into the SEL log. Logging these rare errors can help
identify marginal components; however the system will pause for a few milliseconds after an error while
the log entry is created. Latency conscious customers may wish to disable the feature. Spare Mode, and
Mirror mode require this feature to be enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Memsettings.CurrentMemOpModeState

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Read-only. Indicates the current state of the memory operating mode.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.DarkMemoryAvailableMem

Description

Legal Values

Default Value
Write Privilege

License Required

No description information available.

Disabled
DarkMemoryAvailable64
DarkMemoryAvailable128
DarkMemoryAvailable192
DarkMemoryAvailable256
DarkMemoryAvailable320
DarkMemoryAvailable384
DarkMemoryAvailable448
DarkMemoryAvailable512
DarkMemoryAvailable640
DarkMemoryAvailable768

None
N/A
N/A
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Dependency

Notes

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.DevicelL.ocatorOO

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

"Enabled"

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.DevicelL.ocator01

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

"Enabled"

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator02

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

"Enabled"

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator03

Description
Legal Values

Default Value

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

92 BIOS Attributes



Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Devicel.ocatorO4

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator05

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocatorO6

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocatorO7/

Description

The DIMM slot that this NVDIMM is being populated.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Devicel.ocatorO8

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocatorO9

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator10

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

94 BIOS Attributes



BIOS.MemSettings.Devicel.ocator11

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator12

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicelocator13

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator14

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None
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Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator1o

Description The DIMM slot that this NVDIMM is being populated.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocatori16

Description The DIMM slot that this NVDIMM is being populated.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator1/

Description The DIMM slot that this NVDIMM is being populated.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocatori13

Description The DIMM slot that this NVDIMM is being populated.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.Devicelocator19

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator20

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator?1

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.Devicel.ocator2?2

Description

Legal Values

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.
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Default Value
Write Privilege
License Required
Dependency

Notes

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.Devicel.ocator23

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The DIMM slot that this NVDIMM is being populated.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSIlot00

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSIotO]

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

Enabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemSettings.DimmSlot02

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

Enabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot03

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot04

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot05

Description

Legal Values

Default Value

Write Privilege

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Memsettings.DimmSlot06

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Memsettings.DimmSlot0/

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.DimmSlot08

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemSettings.DimmSlot09

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot10

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot11

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot12

Description

Legal Values

Default Value

Write Privilege

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.DimmSlot13

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Memsettings.DimmSlot14

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.DimmSlot15

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemSettings.DimmSlot16

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot1/

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot13

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot19

Description

Legal Values

Default Value

Write Privilege

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.DimmSlot21

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.DimmSlot22

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.DimmSlot23

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemSettings.DimmSlot24

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot25

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot26

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot2/

Description

Legal Values

Default Value

Write Privilege

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DimmSlot28

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.DimmSlot29

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Memsettings.DimmSlot30

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.

e Enabled
e Disabled

"Enabled"
N/A

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemSettings.DimmSlot31

Description When set to Enabled, the DIMM slot is enabled. When set to Disabled, the DIMM slot is disabled.
Legal Values e FEnabled

e Disabled
Default Value "Enabled"

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.DramRefreshDelay

Description By enabling the CPU memory controller to delay running the REFRESH commands, you can improve the
performance for some workloads. By minimizing the delay time, it is ensured that the memory controller
runs the REFRESH command at regular intervals. However, this setting does not affect the Intel-based
servers that are configured with DIMMs which use 16 Gb density DRAMSs.

Legal Values e Performance
e Minimum

Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FRMPercent

Description Select to define the percent of total memory size that must be used by the fault resilient mode, when
selected in the Memory Operating mode. When Fault Resilient Mode is not selected, this option is grayed
out and not used by Fault Resilient Mode.

Legal Values o 25
e 125
Default Value 25

Write Privilege N/7A
License Required N/A

Dependency This option is grayed out(read only) when "Fault Resilient Mode" is not selected in "Memory Operating
Mode". This option is only available on Intel platforms.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion00

Description The firmware revision of this NVDIMM.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Memsettings.FirmwareVersion01

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion02

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion03

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemSettings.FirmwareVersion04

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion05

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion06

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion0/

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None
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Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.FirmwareVersion08

Description The firmware revision of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion09

Description The firmware revision of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion10

Description The firmware revision of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion1

Description The firmware revision of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemgSettings.FirmwareVersion12

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion13

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion14

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion1o

Description

Legal Values

The firmware revision of this NVDIMM.

Integer values.
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Default Value
Write Privilege
License Required
Dependency

Notes

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.FirmwareVersion16

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion1/

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion18

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.MemSettings.FirmwareVersion19

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion20

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion2

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.FirmwareVersion22

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The firmware revision of this NVDIMM.
Integer values.

None

N/A

N/A

None
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Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemsSettings.FirmwareVersion23

Description The firmware revision of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.IntelPersistMemOperationTarget

Description NVDIMM region creation target in per Platform or per Socket.

Legal Values e PmPlatform
e PmSocket

Default Value PmPlatform
Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemSettings.LockStateO0

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values °
[ ]
[ ]
[ ]
[ ]
[ ]
Default Value None
Write Privilege N/A

License Required N/A

Dependency None
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BIOS.MemgSettings.LockStateO

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState02

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState03

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemgSettings.LockState04

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState05

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState06

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.LockStateO7/

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState(O8

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState09

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemgSettings.LockState10

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockStatel1

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockStatel2

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemgSettings.LockStatel13

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState14

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState15

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.LockState16

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState1/

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockStatel8

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemgSettings.LockStatel9

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState20

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState2

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.LockState2?2

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.LockState24

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values °
[ ]
[ ]
[ ]
[ ]
[ ]
Default Value None
Write Privilege N/A

License Required N/A

Dependency None

BIOS.MemSettings.MemlLowPower

Description Enables or disables the low-power mode of memory. When set to Disabled, the memory will run at full
speed. When set to Enabled, the memory will run at a reduced speed to conserve power. Default: Disabled

Legal Values e FEnabled
e Disabled
Default Value None

Write Privilege N/A
License Required N/A

Dependency Not used on 13G+.

BIOS.MemSettings.MemOpMode

Description Allows the selection of the memory operating mode. Certain options are active only if a valid
memory configuration is detected. When the Optimizer Mode is enabled, the DRAM controllers operate
independently in 64-bit mode and provide optimized memory performance. When Advanced ECC Mode
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is enabled, the two DRAM controllers are combined in 128-bit mode and provide optimized reliability.
Memory that cannot be teamed by the controllers is not reported to the Operating System. When Mirror
Mode is enabled, the system maintains two identical copies of data in the memory. This feature provides
maximum reliability and enables the system to continue running even during a high severity memory
failure. NOTE: In Mirror Mode, only half of the installed system memory is reported to the operating
system. When Spare Mode is enabled, the BIOS reserves a rank of memory as a spare. At runtime, the
memory controller can move a rank that exhibits a large number of correctable errors to the spare rank.
NOTE: In Spare Mode, the system memory size reported to the Operating System does not include the
spare portion. Spare with Advanced ECC Mode operates similarly to the Spare Mode. When this mode is
enabled, the system runs under Advanced ECC mode with a spare rank reserved in each channel. NOTE:
In Spare with Advanced ECC Mode, the system memory size reported to the Operating System does

not include the spare portion. When Dell Fault Resilient Mode is enabled, the BIOS establishes an area of
memory that is fault resilient. This mode can be used by an Operating System that supports the feature to
load critical applications or enables the Operating System kernel to maximize system availability. Default:
Optimizer Mode

Legal Values OptimizerMode
SingleRankSpareMode
MultiRankSpareMode
SpareMode

MirrorMode
AdvEccMode
SpareWithAdvEccMode
FaultResilientMode

NUMAFaultResilientMode

Default Value None
Write Privilege N/A
License Required N/A

Dependency For FRM, need platform to support Mirror mode. For NUMA FRM, need to have 2 CPU installed +
platform support Mirror mode. [MirrorMode, Lockstep] Needs identical memory configurations in channles
behind each memory controller.

BIOS.MemSettings.MemOpVoltage

Description No description information available.
Legal Values e AutoVolt

e Volt15V
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.MemOptimizer

Description When set to Disabled, the two DRAM controllers are combined in 128-bit mode and provide optimized
reliability with Advanced ECC Mode. When set to Enabled, the two DRAM controllers operate
independently in 64-bit mode and provide optimized performance without Advanced ECC Mode. Default:

Disabled
Legal Values e Enabled

e Disabled
Default Value None

Write Privilege N/A
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License Required

Dependency

N/A

Has a dependency on DIMM population where corresponding channnels for each socket (ChannelO and
Channel2, Channell and Channel 3) needs to be populated and populated idenditally. Not used on 13G+.

BIOS.Memsettings.MemTest

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Indicates whether or not the BIOS system memory tests are conducted during POST. When set to
Enabled, memory tests are performed. NOTE: Enabling this feature will result in longer boot time. The
extent of increased time depends on the size of the system memory.

e Enabled
e Disabled
e HardwareBasedTest

None
N/A
N/A

None

BIOS.MemSettings.MemTestType

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Indicates type of BIOS-based system memory test to perform during POST. When set to Hardware, the
memory tests are performed via hardware. When set to Software, the memory tests are performed via
software . Note: POST time will increase when memory test are enabled, with Software test taking longer
than Hardware test.

e Hardware
e Software

None
N/A
N/A

Never released?

BIOS.MemSettings.MemThrottlingMode

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Displays MCDRAM thermal management/throttling modes of processor(s).

o C(Cltt
e Oltt

Cltt
N/A
N/A

None

BIOS.MemSettings.MemoryCapacity

Description

Legal Values

Total NVDIMM size configured as memory mode in the system.

String of ASCII characters.
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Default Value
Write Privilege
License Required

Dependency

None
N/A
N/A

None

BIOS.Memsettings.Memorylnterleaving

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, memory interleaving is supported if a symmetric memory configuration is installed.
When set to Disabled, the system supports Non-Uniform Memory Access (NUMA) (asymmetric) memory
configurations. Operating Systems that are NUMA-aware understand the distribution of memory in a
particular system and can intelligently allocate memory in an optimal manner. Operating Systems that are
not NUMA aware could allocate memory to a processor that is not local resulting in a loss of performance.
Die and Socket Interleaving should only be enabled for Operating Systems that are not NUMA aware.

Disabled
Channellnterleaving
Dielnterleaving
SocketInterleaving
Auto

None
N/A
N/A

None

BIOS.MemSettings.Memory Training

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Fast - Use previously saved memory training parameters to train the memory subsystem when memory
configuration is not changed. System boot time is reduced when memory configurations is not changed.

If memory configuration is changed, system automatically enables REFRAIN AT NEXT BOOT to force
one-time full memory training steps, and then go back to FAST afterward. Retrain at Next Boot - Force
one-time full memory training steps at next system power on. System boot time is slowed on next boot.
Enable - Force full memory training steps on every system power on. System boot time is slowed on every
boot.

e MemoryTrainingFast
e MemoryTrainingOnce
e MemoryTrainingEnable

None
N/A
N/A

None

BIOS.MemSettings.MItRnkSpr

Description

Legal Values

If the system is configured for Spare Mode or Spare With Advanced ECC Mode, this field controls the
number of spare ranks per DDR channel. The default is one spare rank per DDR channel.
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Default Value
Write Privilege
License Required

Dependency

None
N/A
N/A

Has a dependency on DIMM population where within a channel, multi-rank DIMM needs to be populated
Not used on 13G+.

BIOS.MemsSettings.NGNFactoryResetClear

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable/Disable Factory Reset/Clear

e Disabled
e Enabled

Disabled
N/A
N/A

None

BIOS.MemsSettings.Native TrfcTiming

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Enables 16 Gb density DIMMs to operate at their programmed Row Refresh Cycle Time (tRFC). Enabling
this feature may improve system performance for some memory configurations. However, enabling this
feature will have no effect on configurations with 16 Gb 3DS/TSV DIMMs.

e Enabled, Disabled
None
N/A
N/A

None

BIOS.MemSettings.Nodelnterleave

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, memory interleaving is supported if a symmetric memory configuration is installed.
When set to Disabled, the system supports Non-Uniform Memory Access (NUMA) (asymmetric) memory
configurations. Operating Systems that are NUMA-aware understand the distribution of memory in a
particular system and can intelligently allocate memory in an optimal manner. Operating Systems that are
not NUMA aware could allocate memory to a processor that is not local resulting in a loss of performance.
Node Interleaving should only be enabled for Operating Systems that are not NUMA aware.

e Enabled
e Disabled

None
N/A
N/A

Only available if 2 or more CPUs are present.
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BIOS.MemgSettings.NvdimmFactoryDefault

Description Reset all NVDIMM-Ns to their Factory Default state, and erase all NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefaultO

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault10

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemgSettings.NvdimmFactoryDefault11

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault12

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault13

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.Memsettings.NvdimmFactoryDefault14

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.NvdimmFactoryDefault1o

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFactoryDefault16

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault1/

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault13

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemsSettings.NvdimmFactoryDefault19

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault?

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault20

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.Memsettings.NvdimmFactoryDefault21

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemsSettings.NvdimmFactoryDefault22

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault23

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault3

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFactoryDefault4

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemgSettings.NvdimmFactoryDefaultb

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefaulto

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault/

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemsSettings.NvdimmFactoryDefault8

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemsSettings.NvdimmFactoryDefault9

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFirmwareVer0O

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFirmwareVer

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFirmwareVer10

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFirmwareVer11

Description Indicates firmware version used in this NVDIMM-N.
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Legal Values
Default Value
Write Privilege
License Required

Dependency

String of ASCII characters.
None
N/A
N/A

None

BIOS.MemSettings.NvdimmFirmwareVer2

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFirmwareVer$

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFirmwareVer4

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFirmwareVero

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None
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BIOS.MemSettings.NvdimmFirmwareVer6

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFirmwareVer/

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFirmwareVer8

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFirmwareVer9

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmFreqgO

Description Indicates the clock frequency of NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.MemSettings.NvdimmFreq

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFreq10

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFreq11

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFreg2

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None
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BIOS.MemSettings.NvdimmFregd

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFreg4

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFreqgd

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFreqgb

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFreq/

Description
Legal Values

Default Value

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.MemSettings.NvdimmFreg8

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmFreq9

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimminterleaveSupport

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enabling this setting interleaves NVDIMMs on a per-processor basis. When interleaving is enabled,
Memory performance increases. However, if one NVDIMM fails, the data in all interleaved NVDIMMs
is lost. When interleaving is disabled, if one NVDIMM fails, the data in other NVDIMMSs remains intact.

e NvdimminterleaveEnable
e NvdimmlinterleaveDisable

None
N/A
N/A

None

BIOS.MemSettings.NvdimmlLocationO

Description

Legal Values
Default Value
Write Privilege

License Required

Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

String of ASCII characters.
None
N/A
N/A
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Dependency None

BIOS.MemSettings.NvdimmLocation

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmLocation10

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmLocation11

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmlLocation2

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.NvdimmLocation3

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.Nvdimmlocation4

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmLocationb

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmlLocation6

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.Nvdimmlocation/

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmLocation8

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmlLocation9

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmReadOnly

Description When set to enabled, NVDIMM-N is in write-protect mode.

Legal Values e NvdimmReadOnlyEnable
e NvdimmReadOnlyDisable:

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.NvdimmSerialNumO

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSerialNum?

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSerialNum10

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSerialNum11

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSerialNum?2

Description
Legal Values

Default Value

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.MemSettings.NvdimmSerialNuma

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSerialNum4

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmsSerialNumbo

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSerialNum6

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates firmware version used in this NVDIMM-N.
String of ASCII characters.

None

N/A

N/A

None
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BIOS.MemSettings.NvdimmSerialNum?/

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmSerialNum3

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmSerialNum9

Description Indicates firmware version used in this NVDIMM-N.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmSize0

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.NvdimmSizeT

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values String of ASCII characters.
Default Value None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.Memsettings.NvdimmSize10

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSize1

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSize?2

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSize4

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None

N/A

N/A

None
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BIOS.MemSettings.NvdimmSize4

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSizeb

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSize6

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSize/

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.NvdimmSize8

Description
Legal Values

Default Value

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.Memsettings.NvdimmSize9

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of NVDIMM-N in the DIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemgSettings.OppSrefEn

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field enables/disables opportunistic self-refresh feature.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.PPRONUCE

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

"Enable/Disable Post Package Repair(PPR) on Uncorrectable Memory Error."
No information available.

None

N/A

N/A

None

BIOS.MemSettings.PersistentMemPassphrase

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

The Persistent Memory Passphrase unlocks secured Persistent Memory DIMMs. All Persistent Memory
DIMMs are affected if the passphrase is modified. WARNING: Entering and confirming a blank passphrase

disables passphrase security in all Persistent Memory DIMMs.
String of ASCII characters.

None

N/A

N/A

None
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BIOS.MemgSettings.PersistentMemoryMode

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When Select NVDIMM-N will enable NVDIMM-N Support. When select Off, all persistent memory access
in OS will be disabled.

e NVDIMM
e PersistentMemoryOff

None
N/A
N/A

None

BIOS.MemSettings.PersistentMemoryScrubbing

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Set Persistent Memory Scrubbing mode. Auto: System automatically scrubs persistent memory during
POST when multibit errors have been detected. One Shot: System will scrub persistent memory during
POST on the entire persistent memory range once. Upon next boot, Fystem will go back to AUTO
persistent memory srcub mode. Enable: System will scrub persistent memory during POST on the entire
persistent memory range on everyboot. Note: Scrubbing persistent memory on the entire persistent
memory range could take more than 60 minutes during system POST depending on system memory
population.

e Auto
e OneShot
e Enable

None
N/A
N/A

None

BIOS.MemSettings.PersistentMemory Type

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Select the type of the persistent memory capacity to create.

e PmAppDirect
e PmAppDirectNotInterleaved

PmAppDirect
N/A
N/A

None

BIOS.MemSettings.PersistentMemory Type0

Description

Legal Values

Default Value

Write Privilege

Persistent memory type

e AppDirect
e AppDirectNotInterleaved

None

N/A
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License Required N/A

Dependency None

BIOS.MemgSettings.PersistentMemory TypeT

Description Persistent memory type

Legal Values e AppDirect
e AppDirectNotInterleaved

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.PersistentMemory TypeZ2

Description Persistent memory type

Legal Values e AppDirect
e AppDirectNotInterleaved

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.Memsettings.PersistentMemory Typed

Description Persistent memory type

Legal Values e AppDirect
e AppDirectNotinterleaved

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.PmMCRQ0S

Description CR QoS tuning recipes. Recipe 1 - Enables tuning recipe 1 for CR QoS knobs (recommended for 2-2-2
memory configuration in AD) Recipe 2 - Enables tuning recipe 2 for CR QoS knobs (recommended for
other memory configuration in AD) Recipe 3 - Enables tuning recipe 3 for CR QoS knobs (recommended
for 1 DIMM per channel config)

Legal Values o PmCRQoSRecipel, PmMCRQoSRecipe2, PmMCRQoSRecipe3, Disabled
Default Value Disabled

Write Privilege N/A

License Required N/A
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Dependency

Intel DCPMM

BIOS.MemSettings.PmControllerRevisionIDOO

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemsSettings.PmControllerRevisionIDO

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemSettings.PmControllerRevision|D0O2

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

BIOS.MemSettings.PmControllerRevisionID03

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

BIOS.MemSettings.PmControllerRevisionID04

Description

No description information available.
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Legal Values String of ASCII characters.
Default Value None
Write Privilege N/7A
License Required N/A

Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemSettings.PmControllerRevisionIDO5

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemSettings.PmControllerRevisionIDOG

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemSettings.PmControllerRevisionlDO7

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.PmControllerRevisionIDO8

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
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BIOS.MemSettings.PmControllerRevision|DO9

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemSettings.PmControllerRevisionID10

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

BIOS.MemSettings.PmControllerRevision|D11

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

BIOS.MemSettings.PmControllerRevisionlD12

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

BIOS.MemSettings.PmControllerRevisionID13

Description
Legal Values

Default Value

No description information available.
String of ASCII characters.

None
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Write Privilege N/A
License Required N/A
Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.Memsettings.PmControllerRevisionlD14

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemSettings.PmControllerRevisionlD15

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemSettings.PmControllerRevisionlD16

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

BIOS.MemSettings.PmControllerRevisionID1/

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
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BIOS.MemSettings.PmControllerRevisionlD18

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

No information available.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemSettings.PmControllerRevisionID19

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

BIOS.MemSettings.PmControllerRevisionID20

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

BIOS.MemSettings.PmControllerRevisionlD21

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.

String of ASCII characters.

None

N/A

N/A

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

BIOS.MemSettings.PmControllerRevisionlD22

Description
Legal Values

Default Value

No description information available.
String of ASCII characters.

None
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Write Privilege N/A
License Required N/A
Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemsSettings.PmControllerRevisionID24

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

BIOS.MemSettings.PmLockStateO0

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.Memsettings.PmlLockStateOT

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.PmLockState02

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.PmlLockState03

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.PmLockState(04

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.PmLockState05

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.PmlLockState06

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.PmlLockStateO/

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A
Dependency [DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
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BIOS.MemSettings.PmLockState(08

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.Memsettings.PmLockState09

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.PmlLockState10

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.PmLockStatel1

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.PmlLockState12

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.PmlLockState1d

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.PmLockState14

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.PmlLockState1o

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.PmlLockState’6

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.PmLockState1/

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemgSettings.PmlLockStatel8

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.PmlLockState19

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.PmLockState20

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.PmlLockState2

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.PmlLockState22

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.PmLockState24

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.Memsettings.PmMemoryMode

Description Set the percentage of the total capacity to use in Memory Mode(0-100). Due to platform memory
alignment requirements, the capacity will be aligned automatically.

PmPercentNone
PmPercentO
PmPercentb
PmPercent10
PmPercent15
PmPercent20
PmPercent25
Percent30
Percent35
Percent40
Percent45
Percent50
Percentbb
Percent60
Percent65
Percent70
Percent75
Percent80
Percent85
Percent90
Percent95
PmPercent100

Legal Values

Default Value PmPercentNone
Write Privilege N/A
License Required N/A

Dependency GEN>=16, then help text is as below: "Set the percentage of the total capacity to use in Memory Mode
(0% to 100% with increment of 5%). " "Due to platform memory alignment requirements, this value
will be aligned automatically. " "Note: when Persistent sets to 0%, 100% Memory Mode will be set
automatically. When Persistent sets to 100%, " "Memory Mode will be set to 0%. When Persistent sets to
X% (between 5% and 95%), Memory Mode will be set to (100-X)%."
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BIOS.MemSettings.PmNVMPerformanceSetting

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

NVM baseline performance settings depending on the workload behavior. BW Optimized - Optimized for
DDR and DDRT Bandwith. Latency Optimized - Better DDR latency in the presence. Balanced Profile -
Optimized for Memory Mode.

e PmBWOptimized, PmLatencyOptimized, PmBalancedProfile
None
N/A
N/A

None

BIOS.MemSettings.PmPersistentPercentage

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Reserve a percentage (0-100) of the requested AEP DIMM capacity that will be mapped into the system
physical address space as Persistent Memory.

PmPercentNone
PmPercentO
Percentb
Percent10
Percent15
Percent20
Percent25
Percent30
Percent35
Percent40
Percent45
Percent50
Percentbb
Percent60
Percent65
Percent70
Percent75
Percent80
Percent85
Percent90
Percent95
PmPercent100

PmPercentNone
N/A
N/A

if GEN>=16, then help text is as below: "Reserve a percentage (0% to 100% with increment of 5%)

of the requested Intel Persistent Memory DCPMM capacity " "that will be mapped into the system
physical address space as Persistent Memory. " "Due to platform memory alignment requirements, this
value will be aligned automatically. " "Note: when Persistent sets to 0%, 100% Memory Mode will be set
automatically. When Persistent sets to 100%, " "Memory Mode will be set to 0%. When Persistent sets to
X% (between 5% and 95%), Mixed Mode will be set automatically."
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BIOS.MemSettings.PmSecurekraseAll

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Secure Erase Intel Persistent Memory.

e Enabled
e Disabled

Disabled
N/A
N/A

None

BIOS.MemgSettings.PmSocketO

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

NVDIMM pool creation for socketOO

e Enabled
e Disabled

Disabled
N/A
N/A

IntelPersistMemOperationTarget==Socket

BIOS.MemSettings.PmSocket?

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

NVDIMM region creation for socketO1

e Enabled
e Disabled

Disabled
N/A
N/A

IntelPersistMemOperationTarget==Socket

BIOS.MemSettings.PmSocket?2

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

NVDIMM pool creation for socket02

e Enabled
e Disabled

Disabled
N/A
N/A

IntelPersistMemOperationTarget==Socket
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BIOS.MemgSettings.PmSocketd

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

NVDIMM pool creation for socket03

e Enabled
e Disabled

Disabled
N/A
N/A

IntelPersistMemOperationTarget==Socket

BIOS.MemSettings.PoolCapacityO

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool Capacity

String of ASCII characters.
None

N/A

N/A

None

BIOS.MemSettings.PoolCapacity

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool Capacity

String of ASCII characters.
None

N/A

N/A

None

BIOS.MemSettings.PoolCapacity?

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool Capacity

String of ASCII characters.
None

N/A

N/A

None

BIOS.MemSettings.PoolCapacity3

Description

Legal Values

Pool Capacity
String of ASCII characters.
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Default Value
Write Privilege
License Required

Dependency

None
N/A
N/A

None

BIOS.Memsettings.PoollDO

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool ID
Integer values.
None

N/A

N/A

None

BIOS.MemSettings.PoollD

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool ID
Integer values.
None

N/A

N/A

None

BIOS.MemSettings.PoollD2

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool ID
Integer values.
None

N/A

N/A

None

BIOS.MemSettings.PoollD3

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool ID
Integer values.
None

N/A

N/A

None
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BIOS.MemSettings.ProcEmbMemCachesSize

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Displays cache size of the MCDRAM
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.ProcEmbMemMode

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Displays 2LM memory modes of the processor(s). When configured as Cache mode, all the MCDRAM
memory is used as memory side cache (MSC). When configured as Flat mode, all the MCDRAM memory
is directly mapped to system address space. When configured as Hybrid mode, part of MCDRAM memory
is mapped to system address space and the rest is used as MSC.

e Memory
e (Cache
e Hybrid

Cache
N/A
N/A

None

BIOS.Memsettings.ProcEmbMemSystemsSize

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Displays flat size of the MCDRAM
String of ASCII characters.

None

N/A

N/A

None

BIOS.Memsettings.ProcEmbMemTotalSize

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Displays total size of the MCDRAM
String of ASCII characters.

None

N/A

N/A

None

168 BIOS Attributes



BIOS.MemSettings.RawCapacity

Description
Legal Values
Default Value

Write Privilege

License Required

Dependency

Total NVDIMM raw size in the system.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.RedundantMem

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the redundant memory feature. This feature can be enabled only if a valid redundant
memory configuration is detected. When Mirror Mode is enabled, the server maintains two identical
copies of data in memory. This feature allows the system to continue running even during a catastrophic
memory failure. NOTE: In Mirror Mode, only half of the memory size is reported to the OS. When Spare
Mode is enabled, certain sets of DIMMs or a portion of these DIMMSs called a Rank will be set aside as the
spare memory. When a preset threshold of correctable errors has been reached on an active DIMM rank,
the contents of that rank will be copied to the spare memory to prevent catastrophic memory failure.
Note that in Spare Mode, the memory size reported to the OS does not include the spare portion. Default:
Disabled

e Disabled

e Spare

e Mirror

e IntraNodeMirror
e DimmSpare

e Dddc

None
N/A
N/A

For Spare Mode: Has a dependency on DIMM population where within a given channel, multi-rank DIMM
or multi single rank DIMM needs to be populated. For Mirror Mode and Lockstep Mode: Has a dependency
on DIMM population where corresponding channnels for each socket (ChannelO and Channel2, Channell
and Channel 3) needs to be populated and populated idenditally. Not on 13G+.

BIOS.MemSettings.RedundantMemCfgValid

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Indicates whether the Redundant Memory Configuration is valid.

e |[nvalid
e Valid

None
N/A
N/A
Not on 13G+.
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BIOS.MemSettings.RedundantMemlInUse

Description Indicates that the Redundant Memory Configuration feature is in use.
Legal Values e NotinUse

e InUse
Default Value None

Write Privilege N/7A
License Required N/A
Dependency Not on 13G+.

BIOS.MemSettings.RemainingRatedWriteEnduranceO

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.RemainingRatedWriteEndurance?

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.RemainingRatedWriteEndurance10

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.RemainingRatedWriteEndurance11

Description Indicates remaining storage lifetime percentage of NVDIMM-N.

Legal Values Integer values.
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Default Value
Write Privilege
License Required

Dependency

None
N/A
N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance12

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance1

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance4

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurancel1o

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None
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BIOS.MemSettings.RemainingRatedWriteEndurance16

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance1/

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurances

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurancel9

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance?

Description
Legal Values

Default Value

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance20

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance21

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance2?

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance23

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None
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BIOS.MemSettings.RemainingRatedWriteEndurance3

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance4

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEnduranceb

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance6

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance/

Description
Legal Values

Default Value

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance8

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.RemainingRatedWriteEndurance9

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates remaining storage lifetime percentage of NVDIMM-N.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SanitizeStatus00

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatusO

Description

Legal Values

Default Value

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown

e NotStarted
e InProgress
e Completed

None
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Write Privilege

N/A

License Required N/A

Dependency

None

BIOS.MemSettings.SanitizeStatus02

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown
e NotStarted
e InProgress
e Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus03

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown
e NotStarted
e InProgress
e Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus04

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus05

Description

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
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Legal Values

Default Value
Write Privilege
License Required

Dependency

e Unknown

e NotStarted
e InProgress
e Completed
None

N/A

N/A

None

BIOS.MemgSettings.SanitizeStatus06

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus0/

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus08

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown

e NotStarted
e InProgress
e Completed
None

N/A

N/A

None
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BIOS.MemSettings.SanitizeStatus09

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown

e NotStarted
e InProgress
e Completed
None

N/A

N/A

None

BIOS.MemSettings.SanitizeStatus10

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus11

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown
e NotStarted
e InProgress
e Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus12

Description

Legal Values

Default Value

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
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Write Privilege

N/A

License Required N/A

Dependency

None

BIOS.MemSettings.SanitizeStatus14

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown
e NotStarted
e InProgress
e Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus14

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown
e NotStarted
e InProgress
e Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus1o

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus16

Description

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
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Legal Values

Default Value
Write Privilege
License Required

Dependency

e Unknown

e NotStarted
e InProgress
e Completed
None

N/A

N/A

None

BIOS.MemSettings.SanitizeStatus1/

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus18

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
N/A
N/A

None

BIOS.MemSettings.SanitizeStatus19

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown

e NotStarted
e InProgress
e Completed
None

N/A

N/A

None
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BIOS.MemSettings.SanitizeStatus20

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

BIOS.MemSettings.SanitizeStatus?2

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

BIOS.MemSettings.SanitizeStatus22

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

BIOS.MemSettings.SanitizeStatus24

Description

Legal Values

Default Value

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown

e NotStarted
e InProgress
e Completed
None

N/A

N/A

None

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
N/A
N/A

None

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

e Unknown
e NotStarted
e InProgress
e Completed

None
N/A
N/A

None

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.MemSettings.SecurekErase00

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemsSettings.Securekrase0?

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemsSettings.Securekrase02

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.SecureErase04

Description

Legal Values

Default Value
Write Privilege

License Required

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

182 BIOS Attributes



Dependency

None

BIOS.MemsSettings.Securekrase04

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.SecureErase05

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.Memsettings.Securekrase06

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.Securekrase0/

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None
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BIOS.MemSettings.SecurekErase08

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.SecureErase09

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemsSettings.Securekrase’10

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemsSettings.Securekrasell

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None
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BIOS.MemsSettings.Securekrasel2

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemsSettings.Securekrasels

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemsSettings.Securekrase’4

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.Securekrase1o

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None
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BIOS.MemSettings.Securekrase16

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemgSettings.Securekrasel/

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.Securekrasel8

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.Securekrase19

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None
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BIOS.MemgSettings.Securekrase?0

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemsSettings.Securekrase?1

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.Securekrase?2?

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None

BIOS.MemSettings.Securekrase?2$

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable Secure Erase Persistent Memory.

e Enabled
e Disabled

None
N/A
N/A

None
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BIOS.MemgSettings.SerialNumber00

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber(01

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber(2

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber03

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber04

Description
Legal Values

Default Value

The serial number of this NVDIMM.
String of ASCII characters.

None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.MemsSettings.SerialNumber095

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemgSettings.SerialNumberO6

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemgSettings.SerialNumberQ7/

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber08

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None
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BIOS.MemSettings.SerialNumber09

Description The serial number of this NVDIMM.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.SerialNumber10

Description The serial number of this NVDIMM.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SerialNumber11

Description The serial number of this NVDIMM.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SerialNumber12

Description The serial number of this NVDIMM.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SerialNumber14

Description The serial number of this NVDIMM.
Legal Values String of ASCII characters.
Default Value None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.MemSettings.SerialNumber14

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber15

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber16

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber1/

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None
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BIOS.MemSettings.SerialNumber18

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber19

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber20

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber?21

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SerialNumber2?2

Description
Legal Values

Default Value

The serial number of this NVDIMM.
String of ASCII characters.

None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.Memsettings.SerialNumber23

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The serial number of this NVDIMM.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SnoopkFilter

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the snoop filter option.

e Enabled
e Disabled

None
N/A
N/A
Not on 13G+.

BIOS.MemsSettings.SnoopMode

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Allows tuning of memory performances under different memory bandwidths. The optimal Snoop Mode
setting is highly dependent on workload type. Early Snoop is best used for latency sensitive workloads.
This setting offers the best balance between workload effects. Home Snoop is best used for NUMA
workloads that need maximum local and remote memory bandwidth. Cluster on Die is best used for highly
NUMA optimized workloads. This setting offers the best case local memory latency, but worst case
remote latency. Cluster On Die is only available when Node Interleaving is Disabled. Opportunistic Snoop
Broadcast, available on select processor models, works well for workloads of mixed NUMA optimization. It
offers a good balance of latency and bandwidth.

HomeSnoop

EarlySnoop

ClusterOnDie
OpportunisticSnoopBroadcast

None
N/A
N/A

* Gen >=13G * Value: COD: Proc must support COD. * Value:COD: Node Interleaving must be disalbed
(COD available in NUMA mode). * [MemPopulation] * If M830/FC830 with Haswell there is effectively
no SnoopMode option. * If M830/FC830 with Broadwell SnoopMode is available with options HomeSnoop
and ClusterOnDie (if available).
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BIOS.MemsSettings.Socket|DO

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Socket ID
Integer values.
None

N/A

N/A

None

BIOS.MemSettings.Socket|D1

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Socket ID
Integer values.
None

N/A

N/A

None

BIOS.MemSettings.Socket|D2

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Socket ID
Integer values.
None

N/A

N/A

None

BIOS.MemSettings.SocketID3

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.SpeedMHz00

Description
Legal Values

Default Value

194

Socket ID
Integer values.
None

N/A

N/A

None

The speed of this NVDIMM.
Integer values.

None
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Write Privilege N/A
License Required N/A

Dependency None

BIOS.Memsettings.SpeedMHZz01

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemgSettings.SpeedMHz0?2

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemgSettings.SpeedMHz03

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SpeedMHz04

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.SpeedMHz05

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The speed of this NVDIMM.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SpeedMHz06

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The speed of this NVDIMM.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SpeedMHz07/

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The speed of this NVDIMM.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SpeedMHz08

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The speed of this NVDIMM.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SpeedMHz09

Description
Legal Values

Default Value

The speed of this NVDIMM.
Integer values.

None
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Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SpeedMHz10

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SpeedMHZz11

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.SpeedMHz12

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SpeedMHz13

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None
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BIOS.MemSettings.SpeedMHz14

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The speed of this NVDIMM.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SpeedMHz15

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The speed of this NVDIMM.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SpeedMHZz16

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The speed of this NVDIMM.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SpeedMHz1/

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The speed of this NVDIMM.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SpeedMHz18

Description
Legal Values

Default Value

The speed of this NVDIMM.
Integer values.

None
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Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SpeedMHz19

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SpeedMHz20

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.MemSettings.SpeedMHz21

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.SpeedMHz22

Description The speed of this NVDIMM.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS Attributes

199



BIOS.MemgSettings.SpeedMHz235

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The speed of this NVDIMM.
Integer values.

None

N/A

N/A

None

BIOS.MemSettings.SysMemSize

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the amount of main memory in the system.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SysMemSpeed

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the clock frequency of the main memory.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SysMemType

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the type of main memory installed in the system.
String of ASCII characters.

None

N/A

N/A

None

BIOS.MemSettings.SysMemVolt

Description
Legal Values

Default Value

Indicates the current operating voltage of main memory.
String of ASCII characters.

None
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Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemgSettings.SystemMemoryModel

Description Displays the memory model of the processor(s) When configured as All2All, all the cores will be serviced
by all CHAs (caching/home agent - Caching architecture). When configured as SNC-2, all the CHAs,
EDCs, MCs and DRAM/memory are equally split and assigned to each cluster. When configured as
SNC-4, only the EDCs and DRAM memory are equally split and assigned to 4 clusters When configured
as Hemisphere, all the CHAs, EDCs, MCs are equally split and assigned to each cluster (system address
space is interleaved instead of split). When configured as Quadrant, all the CHAs, EDCs, MCs are equally
split and assigned to 4 clusters (system address space is interleaved instead of split).

AlI2All
SNC-2

Legal Values °
[ ]
e SNC-4
[ ]
[ ]

Hemisphere
Quadrant

Default Value Quadrant
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemsSettings.UnconfiguredCapacity

Description Total NVDIMM size that is unconfigured in the system.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.MemSettings.VideoMem

Description Indicates the total amount of video memory available to the embedded video controller.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency [Zhengyu]:Not used in 13G
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BIOS.MiscSettings.AcpiFpdt

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

"Enable/Disables ACPI FPDT information. " "When set to Enabled, publish ACPI Firmware Performance
Data Table (FPDT) for OS." "This ACPI table provide platform initialization records with data pertaining to
the boot process."

String of ASCII characters.
None
N/A
N/A

None

BIOS.MiscSettings.Asset Tag

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field displays the Asset Tag and allows you to modify it. The Asset Tag is a string assigned to a
system, usually by an administrator, for security or tracking purposes. The Asset Tag can be up to 63
printable US-ASCII characters.

String of ASCII characters.
None
N/A
N/A
None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e Using XML escape symbols such as &lt; or &gt; or &amp; as AssetTag or as a substring in the
AssetTag will

be configured as regular characters that they represent.

BIOS.MiscSettings.CapsuleFirmwareUpdate

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables BIOS update using a UEFI capsule update package. NOTE: If this option is
disabled, you will not be able to update the BIOS using services such as Windows Update. This setting has
effect only when Boot Mode is set to UEFI.

e Enabled
e Disabled

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.Daylight

Description

Legal Values

Enable/Disable Daylight Savings Time.
e FEnabled
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e Disabled
Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.DellWyseP25BIOSAccess

Description Controls remote user access to BIOS Setup via Dell Wyse P25/P45 Portal. When set to Disabled, pre-OS
keyboard and mouse access is prevented, including to Diagnostics and Boot Options. It cannot be set
back to Enabled from the P25/P45.

Legal Values e FEnabled
e Disabled
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.Disabled

Description "Enable/Disables ACPI FPDT information. " "When set to Enabled, publish ACPI Firmware Performance
Data Table (FPDT) for OS." "This ACPI table provide platform initialization records with data pertaining to
the boot process."

Legal Values String of ASCII characters.
Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.MiscSettings.ErrPrompt

Description This field determines whether the BIOS stops and displays a prompt when certain types of errors occur
during POST. The BIOS will display the prompt when this setting is Enabled; otherwise, the BIOS will
continue through POST and attempt to boot an operating system.

Legal Values e FEnabled
e Disabled
Default Value None

Write Privilege N/A
License Required N/A

Dependency None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.Forcelnt10

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

In UEFI Boot Mode, this field determines whether the system BIOS will load the legacy video (INT 10h)
option ROM from the video controller. Normally there would be no reason to do so. However, you might
need to do this in order to install certain older operating systems. During installation of these older
operating systems, you may be presented with a blank screen (no visible screen output). Setting this field
to Enabled may fix this OS installation issue. This field has no effect when Boot Mode is set to BIOS. This
field cannot be set to Enabled when Boot Mode is UEFI and Secure Boot is enabled.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.InSystemCharacterization

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When enabled, In-System Characterization (ISC) executes during POST upon detecting relevant
change(s) in system configuration to optimize system power and performance. ISC takes about 20
seconds to execute, and system reset is required for ISC results to be applied. The Enabled - No Reboot
option executes ISC and continues without applying ISC results until the next time system reset occurs.
The Enabled option executes ISC and forces an immediate system reset so that ISC results can be applied
right away. It takes the system longer to be ready due to the forced system reset. When disabled, ISC will
not execute.

e Enabled
e FastBoot
e Disabled

None
N/A
N/A
R530, R530XD, R430, T430, R330, T330, R230, and T130 do not support ISC.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.NumLock

Description

Legal Values

Default Value

Write Privilege

This field determines whether the system boots with Num Lock enabled or disabled. This does not apply
to 84-key keyboards. When Num Lock is On, the rightmost keys on the keyboard function like those on a
numeric calculator. With Num Lock Off, they function as cursor-control keys.

e On
o Off

None

N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.PowerCycleRequest

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This feature allows you to mimic a one-time AC power cycle. You will rarely need to use this feature.

You may be directed to use it by Dell support. This feature is usually set to None. When you change it

to Virtual AC, the system will do its best to mimic a temporary removal of AC power from the system
(the AC Power Recovery feature will not be triggered by this action). The effect of this action is that
some of the hardware components of the system that are always powered on when AC is present (even
when the system appears to be off) will be reset. Using this feature is much more convenient than having
to physically remove and reinsert the AC power cord, which would then trigger the AC Power Recovery
feature when the cord was reinserted.

e None
e FullPowerCycle

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.ReportKbdErr

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field sets whether keyboard-related error messages are reported at system startup.

e Report
e NoReport

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.SkHynixSmart TestEnable

Description

Legal Values

Default Value
Write Privilege

License Required

Enable - Enables memory test during normal boot. Disable - Disables this feature. Auto - Sets it to MRC
default setting; current default is Enable.

e Enabled
e Disabled
e Auto

None
N/A
N/A
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Dependency

Notes

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.SysMgmtNVByteT

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

System Management NVRAM Byte that can be used as a state flag.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.SysMgmtNVByte?

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

System Management NVRAM Byte that can be used as a state flag.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.SystemUefiShell

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables the System UEFI Shell as a UEFI boot option choice.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings. TimeZone

Description
Legal Values

Default Value

Times offset from UTC.
e Standard Global Timezones

None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.AdditionalPxeDevices

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When enabled, add 12 more PXE device.

e Disabled
e Enabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.HostNgnMode

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Choose between three options for the Host NQN. Populates Host NQN with either: Dell based value,
UUID based value, or custom user-configurable value. Dell based value follows the following format:
ngn.1988-11.com.dell:<Model Name>.<Model Number>.<Service Tag> UUID based value follows the
following format: ngn.2014-08.org.nvmexpress:uuid:<UUID String> Custom mode must be input following
the following format. ngn.yyyy-mm.<Reversed Domain Name>:<Unique String>

e HostNgnModeUuid
e HostNgnModeDell
e HostNgnModeCustom

None
N/A
N/A
16G,17G

BIOS.NetworkSettings.HttpDev1EnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When this setting is Enabled, the BIOS will create a UEFI boot option for the HTTP device.

e Enabled
e Disabled

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.NetworkSettings.HttpDev2EnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When this setting is Enabled, the BIOS will create a UEFI boot option for the HTTP device.

e Enabled
e Disabled

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.HttpDev3EnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When this setting is Enabled, the BIOS will create a UEFI boot option for the HTTP device.

e Enabled
e Disabled

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.HttpDev4EnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When this setting is Enabled, the BIOS will create a UEFI boot option for the HTTP device.

e Enabled
e Disabled

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.lscsiDevi1EnDis

Description

Legal Values

Default Value

Write Privilege

This field controls the configuration for this iSCSI device.

e Enabled
e Disabled

None

N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.IscsilnitiatorName

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field specifies the name of the iSCSI Initiator in IQN format.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.NumberOfPxeDevices

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Number of PXE devices. Valid values are 4,8,12 and 16.
Integer values.

4

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.NvmeofEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

NVMe-oF feature Enable/Disable. When enabled, it allows to configuration of the host and target
parameters needed for fabric connection.

e Enabled
e Disabled

Disabled

N/A

N/A

NVMe-oF feature is available only from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS Attributes 209



BIOS.NetworkSettings.NvmeofHostCustomNgn

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

"This field specifies the name of the NVMe-oF Host NQN. "Allowed input is in following format: "
ngn.yyyy-mm.<Reversed Domain Name>:<Unique String>"

String of ASCII characters.

None

N/A

N/A

16G,17G HostNgnMode=HostNgnModeCustom

BIOS.NetworkSettings.NvmeofHostDellNgn

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field specifies the name of the NVMe-oF Host NQN. Allowed input is in following format: ngn.yyyy-
mm.<Reversed Domain Name>:<Unique String>"

String of ASCII characters.

None

N/A

N/A

16G,17G HostNgnMode=HostNgnModeDell

BIOS.NetworkSettings.NvmeofHostld

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field specifies a 16 bytes value of NVMe-oF Host Identifier that uniquely identifies this host with

the controller in the NVM subsystem. Allowed input is a hexadecimal-encoded string in this format:
00112233-4455-6677-8899-aabbccddeeff Leave it empty to use system generated value. A value of all FF
is not allowed.

String of ASCII characters.

0

N/A

N/A

NVMe-oF feature is available only from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.NvmeofHostNgn

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field specifies the name of the NVMe-oF Host NQN. Allowed input is in following format:\ ngn.yyyy-
mm.<Reversed Domain Name>:<Unique String> Leave it empty to use system generated value with
following format: ngn.1988-11.com.dell:<Model Name>.<Model Number>.<Service Tag>

String of ASCII characters.
None
N/A
N/A

NVMe-oF feature is available only from 16G onwards only.
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.NvmeofHostSecurityPath

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field specifies the Host security key path.

String of ASCII characters.

None

N/A

N/A

NVMe-oF feature is available only from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.NvmeofHostUuidNgn

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field specifies the name of the NVMe-oF Host NQN. Allowed input is in following format: ngn.yyyy-
mm.<Reversed Domain Name>:<Unique String>

String of ASCII characters.

None

N/A

N/A

16G,17G HostNgnMode=HostNgnModeUuid

BIOS.NetworkSettings.PxeDev1EnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

PXE device Enable/Disable. When enabled, a UEFI boot option will be created for the PXE device.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.PxeDev2EnDis

Description

Legal Values

Default Value

Write Privilege

PXE device Enable/Disable. When enabled, a UEFI boot option will be created for the PXE device.

e Enabled
e Disabled

None

N/7A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.PxeDev3EnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

PXE device Enable/Disable. When enabled, a UEFI boot option will be created for the PXE device.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.PxeDev4EnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

PXE device Enable/Disable. When enabled, a UEFI boot option will be created for the PXE device.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsys1Address

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NVMe-OF subsystems IP Address for this Connection.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsys1Auth

Description

Authentication type for this NVMe-oF connection.
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

e None
e Chap

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysiConinterface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC interface used for this NVMe-oF connection.
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsys1ConProtocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field sets the value of protocol type for NVMe-oF connection. When IPv6 is selected, BIOS uses IPv6
Autoconfiguration to get the IPv6 address.

o |Pv4
e |Pv6

None

N/A

N/A
[GEN>=16]

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsys1Controllerld

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NVMe-oF subsystems Controller ID for this NVMe-oF connection.
Integer values.

0

N/A

N/A

NVMe-oF feature is available from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.NvmeOfSubSysSettings.NvmeofSubsys1EnDis

Description This field controls the parameters for NVMe-oF subsystem?1 connection.
Legal Values e FEnabled

e Disabled
Default Value None

Write Privilege N/7A
License Required N/A
Dependency NVMe-oF feature is available only from 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysTHostDhcp

Description DHCP Enable/Disable for this NVMe-oF connection.
Legal Values e FEnabled

e Disabled
Default Value None

Write Privilege N/7A
License Required N/A
Dependency NVMe-oF feature is available from 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsys1HostGateway

Description Host gateway for this NVMe-oF connection.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency NVMe-oF feature is available 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysiHostIP

Description Host IP Address for this NVMe-oF connection.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
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Dependency NVMe-oF feature is available from 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysTHostMask

Description Host Subnet Mask for this NVMe-oF connection.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency NVMe-oF feature is available only from 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysiinfoDhcp

Description NVMe-oF Subsystems DHCP Enable/Disable for this connection.
Legal Values e FEnabled

e Disabled
Default Value None

Write Privilege N/7A
License Required N/A
Dependency NVMe-oF feature is available from 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysTNameSpacel
d

Description NamespacelD(NID) for this NVMe-oF connection.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency NVMe-oF feature is available only from 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.NvmeOfSubSysSettings.NvmeofSubsysTNgn

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NVMe-oF subsystems NQN for this connection. Allowed input is in following format: ngn.yyy-
mm.<Reversed Domain Name>:<Unique String>

String of ASCII characters.

None

N/A

N/A

NVMe-oF feature is available only from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysiPort

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NVMe-oF subsystems Port for this connection.

Integer values.

4420

N/A

N/A

NVMe-oF feature is available only from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysiRetry

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Retry Count for this NVMe-oF connection.

Integer values.

3

N/A

N/A

NVMe-oF feature is available only from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysi1Security

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Security Enable/Disable for this NVMe-oF connection.

e Enabled
e Disabled

Disabled
N/A
N/A

NVMe-oF feature is available only from 16G onwards only.
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Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysiSecurityKeyP
ath

Description Security Key path for this NVMe-oF connection.
Legal Values No information available.
Default Value None

Write Privilege N/A
License Required N/A
Dependency NVMe-oF feature is available from 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysiTimeout

Description Timeout for this NVMe-oF connection.
Legal Values Integer values.
Default Value 10000(ms)

Write Privilege N/7A
License Required N/A
Dependency NVMe-oF feature is available from 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsysiTransType

Description This field sets the value of transport type for NVMe-oF connection.
Legal Values String of ASCII characters.

Default Value TCP

Write Privilege N/A

License Required N/A

Dependency NVMe-oF feature is available from 16G onwards only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsys1VianEnDis

Description VLAN Enable/Disable for this NVMe-oF connection.
Legal Values e FEnabled
e Disabled
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Default Value
Write Privilege
License Required
Dependency

Notes

Disabled

N/A

N/A

NVMe-oF feature is available from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOfSubSysSettings.NvmeofSubsys1Vianld

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

VLAN Id for this NVMe-oF connection.

Integer values.

1

N/A

N/A

NVMe-oF feature is available only from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeOTfSubSysSettings.NvmeofSubsys1VianPriority

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

VLAN priority for this NVMe-oF connection.

Integer values.

0

N/A

N/A

NVMe-oF feature is available only from 16G onwards only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeSettings.BiosNvmeDriver

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Dell Qualified NVMe drives always use the UEFI NVMe driver built into the Dell BIOS. When this option
is set to All Drives, the BIOS driver will also be used with any NVMe drives in the system that have not
been qualified by Dell. NOTE: when this option is set to All Drives and non-Dell qualified NVMe drives are
present, you have a configuration that has not been validated which may lead to unexpected behavior.

e DellQualifiedDrives : AllDrives
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.NvmeSettings.NvmeMode

Description If the system contains NVMe drives that you want to configure in a RAID array, you must set both this
field and the Embedded SATA field on the SATA Settings menu to RAID Mode. You may also need to
change the Boot Mode setting to UEFI. Otherwise, you should set this field to Non-RAID Mode.

Legal Values e NonRaid
e Raid
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.OneTimeBoot.OneTimeBiosBootSeq

Description This field determines the one-time boot device when the One-Time Boot Device List is set to BIOS Boot
Sequence Device. If Boot Mode is set to UEFI, the system temporarily switches the Boot Mode to BIOS
when attempting a one-time boot to the device.

Legal Values No information available.
Default Value None

Write Privilege N/7A

License Required N/A

Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.OneTimeBoot.OneTimeBootMode

Description This field enables the boot device list from which a boot device can be selected. After selecting the
One-Time Boot Device List, the desired boot device must be selected from the corresponding Sequence
Device field. The system will attempt to boot once to the selected device on next startup.

Disabled

OneTimeBootSeq
OneTimeHddSeq
OneTimeUefiBootSeq
OneTimeCustomBootSeqStr
OneTimeCustomHddSeqStr
OneTimeCustomUefiBootSeqStr

Legal Values

Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.OneTimeBoot.OneTimeBootModeSeq

Description No description information available.
Legal Values No information available.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.OneTimeBoot.OneTimeBootSegDev

Description This field determines the one-time boot device when the One-Time Boot Device List is set to BIOS Boot
Sequence Device. If Boot Mode is set to UEFI, the system temporarily switches the Boot Mode to BIOS
when attempting a one-time boot to the device.

Legal Values e *Dynamic*
Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.OneTimeBoot.OneTimeCustomBootStr

Description This field determines the one-time boot device when the One-Time Boot Device List is set to one of
the Custom String options. The system may temporarily switch to the correct boot mode based on the
One-Time Boot Device List setting.

Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A

License Required N/A

Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.OneTimeBoot.OneTimeHddSeq

Description This field determines the one-time boot hard disk when the One-Time Boot Device List is set to BIOS
Hard-Disk Drive Sequence Device. If Boot Mode is set to UEFI, the system temporarily switches the Boot
Mode to BIOS when attempting a one-time boot to the device.

Legal Values No information available.

Default Value None
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Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.OneTimeBoot.OneTimeHddSeqgDev

Description This field determines the one-time boot hard disk when the One-Time Boot Device List is set to BIOS
Hard-Disk Drive Sequence Device. If Boot Mode is set to UEFI, the system temporarily switches the Boot
Mode to BIOS when attempting a one-time boot to the device.

Legal Values e *Dynamic*
Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.OneTimeBoot.OneTimeUefiBootPath

Description Allows a one-time UEFI boot to the provided UEFI device path.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.OneTimeBoot.OneTimeUefiBootSeq

Description This field determines the one-time boot device when the One-Time Boot Device List is set to UEFI Boot
Sequence Device. If Boot Mode is set to BIOS, the system temporarily switches the Boot Mode to UEFI
when attempting a one-time boot to the device.

Legal Values No information available.
Default Value None

Write Privilege N/A

License Required N/A

Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.OneTimeBoot.OneTimeUefiBootSegDev

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field determines the one-time boot device when the One-Time Boot Device List is set to UEFI Boot
Sequence Device. If Boot Mode is set to BIOS, the system temporarily switches the Boot Mode to UEFI
when attempting a one-time boot to the device.

e *Dynamic*
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PowerMgmtSettings.FanPwrPerf

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

o MaxPerf
o MinPwr

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PowerMgmtSettings.MemDynamicPwr

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PowerMgmtSettings.MemPwrPerf

Description

Legal Values

No description information available.

MaxPerf
1333Mhz
1067Mhz
978Mhz
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Default Value
Write Privilege
License Required
Dependency

Notes

e 800Mhz
o MinPwr

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PowerMgmtSettings.PowerMgmt

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

e OsCtrl

e ActivePwrCtrl
e Custom

o MaxPerf
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Procsettings.AmdlohcWorkaround

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Enable the AMD IOHC workaround feature so all the "Request" traffic at the interface is temporarily
stalled (paused). It also prevents the possibility of a processor ubruptly stopping working or getting
automatically reset.

String of ASCII characters.

Disabled

N/A

N/A

Applicable only to 15G AMD platforms Rome Processor.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.AmdSpeculativeStoreMode

Description

Legal Values

Sets how quickly store intructions send out their invalidations to remote cacheline copies. Balanced/Auto:
May delay sending when cacheline is present, but not in a writeable state in the local cache. More
Speculative: Will send as soon as possible. Less Speculative: May delay sending when cacheline is not
presenting the local cache or not in a writable state in the local cache.

e Auto

e More Speculative
e |ess Speculative
e Balanced
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Default Value
Write Privilege
License Required

Dependency

Auto
N/A
N/A
Only on AMD Systems

BIOS.ProcSettings.AvxlccpPreGrantlLevel

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allows the system to select between different AVX ICCP transition levels"offered by Intel. The default
level is 128 Heavy.

e |ccpHeavy128
e lccplight256
e |ccpHeavy256
e |ccplightb12
e IccpHeavyb512
lccpHeavy128
N/A

N/A

Only in use if on AVX ICCP Pre-Grant License is Enabled. Only applicable on Intel-based platforms.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.AvxlccpPreGrantlLicense

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allows the user to enable or disable the selection of different AVX ICCP transition levels offered by Intel.
This option is set to Disabled by default.

e Enabled
e Disabled

Disabled

N/A

N/A

Intel only attribute

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CcdCores

Description

Legal Values

Enable number of Cores per CCD.

Rome = All
TWO(1+1)
FOUR(2+2)
SIX(3+3) Milan= All
OnelPlus0
Two2PlusO
Three3PlusO
Four4PlusO
Fiveb5Plus0
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Default Value
Write Privilege
License Required
Dependency

Notes

e Six6PlusO
e Seven7PlusO

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CcxAsNumaDomain

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field specifies that each CCX within the processor will be declared as a NUMA Domain.

e Enabled
e Disabled
e Auto

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Controlled Turbo

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Helps to control the turbo engagement feature. It is active when System Profile is set to Performance,
or when System Profile is set to Custom, CPU Power Management is set to Maximum Performance, and
Turbo Boost enabled.

e Enabled
e Disabled
e ControlledTurboLimitMinus1
e ControlledTurboLimitMinus2
e ControlledTurboLimitMinus3
e Custom

None
N/A
N/A

No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Controlled TurboExtended

Description

Enables control ofthe turbo limit engagement. Effective only when the Dell Controlled Turbo feature is
enabled.
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Legal Values e ControlledTurboLimitMinus1
e ControlledTurbolLimitMinus?2
e Disabled

Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Controlled TurboMinusBin

Description Enter a value from O to 12 bins. The value entered decreases the Dell AVX Scaling Technology frequency
when the Dell Controlled Turbo feature is enabled.

Legal Values Integer values.

Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CorePerfBoost

Description No description information available.
Legal Values e Enabled

e Disabled
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CpuAcpiCstC2Latency

Description "Enter in microseconds (decimal value)." "Larger C2 latency values will reduce both the number of C2
transitions and C2 residency." "Fewer transitions can help when performance is sensitive to the latency
of C2 entry and exit." "Higher residency can improve performance by allowing higher frequency boost and
reduce idle core power." "With Linux kernel 6.0 or later, the C2 transition cost is significantly reduced."
"The best value will depend on the kernel version, use case, and workload."

Legal Values Integer values.
Default Value 800
Write Privilege N/A
License Required N/A
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Dependency Only available on all 16G AMD processors.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CpuCrashLogControl

Description This field controls the Intel CPU Crash Log feature for the collection of previous crash data from Shared
SRAM of the Out-of-Band Management Services Module at post reset.

Legal Values e Enabled
e Disabled

Default Value Disabled

Write Privilege N/A
License Required N/A
Dependency Applicable to Intel CPUs only.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CpukFeatureErms

Description Enables or disables Enhanced REP MOVSB/STOSB support. This setting can affect performance,
depending on the application running on the server.

Legal Values e Enabled
e Disabled

Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CpuFeatureFsrm

Description Enables or disables Fast Short REP MOVSB support. This setting can affect performance, depending on
the application running on the server.

Legal Values e Enabled
e Disabled

Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.CpuFeatureRmss

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables REP-MOV/STOS Streaming support. This setting can affect performance, depending
on the application running on the server.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CpulnterconnectBusSpeed

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This setting governs the frequency of the communication links among the CPUs in the system. Note that
standard and basic bin processors support lower link frequencies than the advanced parts do. Maximum
Data Rate indicates that the BIOS will run the communication links at the maximum frequency supported
by the processors. You can also select specific frequencies that the processors support, which can vary.
For best performance, you should choose the Maximum Data setting. Any reduction in the communication
link frequency will affect the performance of non-local memory accesses and cache coherency traffic. In
addition, it can slow access to non-local I/0O devices from a particular CPU. However, if power saving
considerations outweigh performance, you may want to reduce the frequency of the CPU communication
links. If you do this, you should localize memory and 1/0 accesses to the nearest NUMA node to minimize
the impact to system performance.

e MaxDataRate
e 10GTps
e 9GTps

None

N/A

N/A

Only available if 2 or more CPUs are present. On 14G only MaxDataRate, 10GTps, and 9GTps

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CpuMinSevAsid

Description

Legal Values

Default Value

This field determines the number of Secure Encrypted Virtualization (SEV) ES and non-ES available
Address Space |IDs. The number specified is the dividing line between ES and non-ES ASIDs. ES -
Encrypted State - the register save state area is also encrypted along with the entire guest memory area.
The maximum number of SEV ASIDs available depends on installed CPU and memory configuration which
can either be 15, 2563 or 509. The default value is 1 and the value entered by user means the number of
non-ES ASIDs starts from the value entered and ends at the maximum number of SEV ASIDs available.

A value of 1 means there are only non-ES ASIDs available. Example 1: If the maximum number of ASIDs

is 15, the default value 1 means there are 15 SEV non-ES ASIDs and O SEV ES ASIDs. Example 2: If the
maximum number of ASIDs is 15, the value 4 means there are 12 SEV non-ES ASIDs and 3 SEV ES ASIDs.
Example 3: If the maximum number of ASIDs is 509, the value 40 means there are 470 SEV non-ES ASIDs
and 39 SEV ES ASIDs.

Integer values.

1
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.CpuPalimit

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Allows to Enable the 46 bit physical address limit. The address is 52 bit when the limit is disabled.
No information available.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.DataReuse

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, allows the processor to retain frequently used lines in all levels of cache at the
expense of some control signals between the processor and cache.

e Disabled
e Enabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.DculpPrefetcher

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables Data Cache Unit (DCU) IP Prefetcher. This setting can affect performance, depending
on the application running on the server. Recommended for High Performance Computing applications.

e Enabled
e Disabled

None
N/A
N/A
Not on Value systems.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.DcuStreamerPrefetcher

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enables or disables Data Cache Unit (DCU) Streamer Prefetcher. This setting can affect performance,
depending on the application running on the server. Recommended for High Performance Computing
applications.

e Enabled
e Disabled

None
N/A
N/A
Not on Value systems.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.DirectoryMode

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enable or Disable directory mode.

e Enabled
e Disabled

None
N/A
N/A
TBU

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.DmaVirtualization

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When enabled, additional hardware capabilities for DMA Remapping and Virtualization are available.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.DynamicCoreAllocation

Description

Logical Processor Idling (LPI) is a collaborative interface between platform and Operating System that
helps to improve the energy efficiency of a system. This feature is required in those cases where
customer has a need to go for power budgeting. It uses Operating Systems core parking algorithm and
parks some of the logical processors in the system which in turn lets the corresponding processor cores
transition into a lower power idle state. If LPI is getting used instead of throttling, better performances
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can be achieved when power budgeting is used. Setting to Disabled limits the OS capability to put the

logical processors in idling state. Note: This feature is not supported if CPU Power Management is set to

Maximum Performance.

Legal Values e Enabled
e Disabled
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/

System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.FastGoConfig

Description Select CR QoS Configuration Profiles
Legal Values e 6

e 0

o

o 2

e 3

o 4

e 5
Default Value 6

Write Privilege N/A
License Required N/A

Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/

System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.lommuSupport

Description Enable or Disable IOMMU support. Required to create IVRS ACPI Table
Legal Values e Enabled

e Disabled
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/

System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.IrgThrottle

Description Throttles local requests that are targeting a remote address.

Legal Values e 0
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DN -

Default Value 1

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.KernelDmaProtection

Description For Intel platforms: When set to Enabled, using Virtualization Technology, BIOS & Operating System
will enable direct memory access protection for DMA capable peripheral devices. Enable Virtualization
Technology to use this option. For AMD platforms: When set to Enabled, using IOMMU, BIOS & Operating
System will enable direct memory access protection for DMA capable peripheral devices. Enable IOMMU
Support to use this option.

Legal Values e Enabled
e Disabled
Default Value Disabled

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.L1Prefetcher

Description Enables or disables the L1 Prefetcher. This setting can affect performance, depending on the application
running on the server. Recommended for High Performance Computing applications.

Legal Values e Enabled
e Disabled

Default Value Enabled

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.L1RegionPrefetcher

Description When set to Enabled, the processor provides additional fetch to data along with the data access to
the given instruction for performance tuning by controlling the L1 region prefetcher setting. Use the
recommended setting, and this option will allow for optimizing overall workloads.

Legal Values e Enabled
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e Disabled
Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.L1StreamHwPrefetcher

Description When set to Enabled, the processor provides advanced performance tuning by controlling the L1 Stream
HW prefetcher setting. Use the recommended setting, and this option will allow for optimizing overall
workloads.

Legal Values e FEnabled
e Disabled

Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.L1StridePrefetcher

Description When set to Enabled, the processor provides additional fetch to the data access for an individual
instruction for performance tuning by controlling the L1 stride prefetcher setting. Use the recommended
setting and this option will allow for optimizing overall workloads.

Legal Values e FEnabled
e Disabled
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.L2Prefetcher

Description Enables or disables the L2 Prefetcher. This setting can affect performance, depending on the application
runningon the server. Recommended for High Performance Computing applications.

Legal Values e FEnabled
e Disabled
Default Value Enabled

Write Privilege N/7A
License Required N/A
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Dependency

Notes

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.L2RfoPrefetch

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enable or disable the L2 RFO(Read For Ownership) prefetch. The RFO is the process of reading a cache
line from the memory into the cache before it can be written to.

e Enabled
e Disabled

Disabled

N/A

N/A

Intel only attribute

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.L25treamHwPrefetcher

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the processor provides advanced performance tuning by controlling the hardware
prefetcher setting. Use the recommended setting, and this option will allow for optimizing overall
workloads.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.L.2UpDownPrefetcher

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the processor uses memory access to determine whether to fetch next or previous
for all memory accesses for advanced performance tuning by controlling the L2 up/down prefetcher
setting. Use the recommended setting and this option will allow for optimizing overall workloads.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.LmceEn

Description Enable or disable the LMCE feature. This is an extension of the MCA Recovery mechanism providing
the capability to deliver Uncorrected Recoverable (UCR) Software Recoverable Action Required (SRAR)
errors to one or more specific logical processor threads receiving previously poisoned or corrupted data.
When enabled, the UCR SRAR Machine Check Exception is delivered only to the affected thread rather
than broadcast to all threads in the system. The feature supports Operating System recovery for cases
of multiple,recoverable faults detected in close proximity which would otherwise result in a fatal machine
check event. The feature is available only on Advanced RAS processors.

Legal Values e FEnabled
e Disabled
Default Value "Disabled"

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.LogicalProc

Description Each processor core supports up to two logical processors. When set to Enabled, the BIOS reports all
logical processors. When set to Disabled, the BIOS only reports one logical processor per core. Generally,
higher processor count results in increased performance for most multi-threaded workloads and the
recommendation is to keep this enabled. However, there are some floating point/scientific workloads,
including HPC workloads, where disabling this feature may result in higher performance.

Legal Values e FEnabled
e Disabled
Default Value None

Write Privilege N/A
License Required N/A
Dependency Processor must support HyperThreading.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.MadtCoreEnumeration

Description This field determines how BIOS enumerates processor cores in the ACPI MADT table. When set to Round
Robin, Processor cores are enumerated in a Round Robin order to evenly distribute interrupt controllers
for the OS across all Sockets and Dies. When set to Linear, Processor cores are enumerated across all
Dies within a Socket before enumerating additional Sockets for a linear distribution of interrupt controllers

for the OS.
Legal Values e RoundRobin

e Linear
Default Value RoundRobin

Write Privilege N/7A
License Required N/A

Dependency Only visible on systems with AMD processors.
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.NumaDistanceEnum

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field determines how BIOS enumerate NUMA nodes distance in ACPI SLIT tables. When set to
physical, NUMA node distance will enumerated by physical architecture. When set to logical, the level of
NUMA node distance will simplified by logical distance for better OS capability.

e Physical
e |ogical

Physical
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.NumaNodesPerSocket

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field specifies the number of NUMA nodes per socket. The Zero option is for 2 socket configurations.
e O
o 1
o 2
o 4
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.OptimizerMode

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Manages the CPU performance based on the power management setting. Auto: Default setting. Enables
Static ICA when CPU Power Management is set to Max Performance. If Static ICA is not supported in
this system, then enables Adaptive ICA. Enabled: Enables Static ICA even if the CPU Power Management
feature is enabled. Adaptive: Please use earlier proposal? Disabled: Disables the WHICH feature.

Auto
Disabled
Enabled
Adaptive

None
N/A
N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.PROCESSOR_CCD

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Core-Complex Die, its the container of CCX

All
2
3
4
6

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.PROCESSOR_CCD_CCX

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Core Complex, all the cores in the same CCX share L3 Cache

e ALL, TWO(1+1)
e FOUR(2+2)
o SIX(3+3)

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.PerfMonitorDevices

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, Performance Monitor Devices are visible to the OS.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.PptControl

Description Enables or disables the Package Power Tracking (PPT) control. Auto: Automatically set PPT in watts
Manual: Specify a custom PPT

Legal Values e Auto, Manual

Default Value None

Write Privilege N/A
License Required N/A
Dependency Only applicable on AMD-based platforms.

BIOS.ProcSettings.ProcOBrand

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.ProcSettings.ProcOControlled Turbo

Description No description information available.
Legal Values No information available.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.ProcSettings.ProcOControlled TurboMinusBin

Description No description information available.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.ProcSettings.ProcOCores

Description No description information available.

Legal Values No information available.
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Default Value None
Write Privilege N/A
License Required N/A

Dependency None

BIOS.ProcSettings.ProcOld

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.ProcSettings.ProcOL2Cache

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.ProcSettings.ProcOL5Cache

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.ProcSettings.ProcOMaxMemoryCapacity

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None
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BIOS.ProcSettings.ProcOMicrocode

Description No description information available.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.ProcSettings.ProcONumCores

Description No description information available.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.ProcSettings.ProcOPPIN

Description No description information available.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.ProcSettings.Proc1Brand

Description This field displays the brand text provided by the processor manufacturer.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

240 BIOS Attributes



BIOS.ProcSettings.Proc1ControlledTurbo

Description Helps control the turbo engagement for processor 1. This option is active when System Profile is set
to Performance, or when System Profile is set to Custom, CPU Power Management is set to Maximum
Performance, and Turbo Boost enabled. A DPAT Pro license is needed to enable this feature.

Disabled
ControlledTurboLimit
ControlledTurboLimitMinus1
ControlledTurboLimitMinus2
ControlledTurboLimitMinus3

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect. A DPAT Pro license is needed to expose this field.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc1Controlled TurboMinusBin

Description For processor 1, when the Dell Controlled Turbo feature is enabled and set to Custom, the value entered
decreases the Dell AVX Scaling Technology frequency.

Legal Values Integer values.
Default Value None

Write Privilege N/A

License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Procsettings.Proc1Cores

Description Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Intel Turbo Boost Technology and benefit from potentially larger shared
caches if you reduce the number of enabled cores. Most computing environments tend to benefit more
from larger number of processing cores, so you must carefully weigh the disabling of cores to gain
nominal performance enhancements.

Legal Values
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Default Value
Write Privilege
License Required

Dependency

Notes

18
20
22
24
26
28

None
N/A
N/A

This setting requires the DPAT Pro license to be visible. It can be edited only if the Number of Cores per
Processor is set to Custom.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Procild

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the processors family, model, and stepping values.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc1L2Cache

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the amount of memory in the corresponding processor cache.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc1L3Cache

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Displays the amount of memory in the corresponding processor cache.
String of ASCII characters.

None

N/A

N/A

None
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Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcTMaxMemoryCapacity

Description Displays the maximum amount of system memory supported by this processor.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency Available only when "max memory capacity" data is provided by the processor.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc1Microcode

Description Indicates the microcode update signature.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes e This attribute is only configurable through performance profiles.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcINumCores

Description Displays the number of cores in the processor package.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2Brand

Description Displays the brand text provided by the processor manufacturer.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
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License Required
Dependency

Notes

N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2Controlled Turbo

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Helps control the turbo engagement for processor 2. This option is active when System Profile is set
to Performance, or when System Profile is set to Custom, CPU Power Management is set to Maximum
Performance, and Turbo Boost enabled. A DPAT Pro license is needed to enable this feature.

e Disabled

e ControlledTurboLimit

e ControlledTurboLimitMinus1
e ControlledTurbolLimitMinus?2
e ControlledTurboLimitMinus3

None
N/A
N/A

No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect. A DPAT Pro license is needed to expose this field.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2Controlled TurboMinusBin

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

For processor 2, when the Dell Controlled Turbo feature is enabled and set to Custom, the value entered
decreases the Dell AVX Scaling Technology frequency.

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2Cores

Description

Legal Values

Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Intel Turbo Boost Technology and benefit from potentially larger shared
caches if you reduce the number of enabled cores. Most computing environments tend to benefit more
from larger number of processing cores, so you must carefully weigh the disabling of cores to gain
nominal performance enhancements.

o Al
o 1
o 2
°

4
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Default Value
Write Privilege
License Required

Dependency

Notes

6

8

10
12
14
16
18
20
22
24
26
28

None
N/A
N/A

This setting requires the DPAT Pro license to be visible. It can be edited only if the Number of Cores per
Processor is set to Custom.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2ld

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the processors family, model, and stepping values.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2l.2Cache

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the amount of memory in the corresponding processor cache.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2lL.8Cache

Description

Displays the amount of memory in the corresponding processor cache.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2MaxMemoryCapacity

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the maximum amount of system memory supported by this processor.
String of ASCII characters.

None

N/A

N/A

Available only when "max memory capacity" data is provided by the processor.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2Microcode

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the microcode update signature.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc2NumCores

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the number of cores in the processor package.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.ProcdBrand

Description Displays the brand text provided by the processor manufacturer.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc3ControlledTurbo

Description Helps control the turbo engagement for processor 3. This option is active when System Profile is set
to Performance, or when System Profile is set to Custom, CPU Power Management is set to Maximum
Performance, and Turbo Boost enabled. A DPAT Pro license is needed to enable this feature.

Disabled
ControlledTurboLimit
ControlledTurboLimitMinus1
ControlledTurboLimitMinus2
ControlledTurboLimitMinus3

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect. A DPAT Pro license is needed to expose this field.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcdControlled TurboMinusBin

Description For processor 3, when the Dell Controlled Turbo feature is enabled and set to Custom, the value entered
decreases the Dell AVX Scaling Technology frequency.

Legal Values Integer values.

Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.ProcsCores

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Intel Turbo Boost Technology and benefit from potentially larger shared
caches if you reduce the number of enabled cores. Most computing environments tend to benefit more
from larger number of processing cores, so you must carefully weigh the disabling of cores to gain
nominal performance enhancements.
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None
N/A
N/A

This setting requires the DPAT Pro license to be visible. It can be edited only if the Number of Cores per
Processor is set to Custom.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Procéld

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the processors family, model, and stepping values.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcslL.2Cache

Description
Legal Values

Default Value

Displays the amount of memory in the corresponding processor cache.
String of ASCII characters.

None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcL.4Cache

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the amount of memory in the corresponding processor cache.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcdMaxMemoryCapacity

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the maximum amount of system memory supported by this processor.
String of ASCII characters.

None

N/A

N/A

Available only when "max memory capacity" data is provided by the processor.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcdMicrocode

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the microcode update signature.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcANumCores

Description

Displays the number of cores in the processor package.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Integer values.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc4Brand

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the brand text provided by the processor manufacturer.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc4ControlledTurbo

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Helps to control the turbo engagement for processor 4. This option is active when System Profile is set
to Performance, or when System Profile is set to Custom, CPU Power Management is set to Maximum
Performance, and Turbo Boost enabled. A DPAT Pro license is needed to enable this feature.

e Disabled

e ControlledTurboLimit

e ControlledTurboLimitMinus1
e ControlledTurbolLimitMinus?2
e ControlledTurboLimitMinus3

None
N/A
N/A

No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect. A DPAT Pro license is needed to expose this field.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc4Controlled TurboMinusBin

Description

Legal Values
Default Value

Write Privilege

For processor 4, when the Dell Controlled Turbo feature is enabled and set to Custom, the value entered
decreases the Dell AVX Scaling Technology frequency.

Integer values.
None

N/A
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License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc4Cores

Description Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Intel Turbo Boost Technology and benefit from potentially larger shared
caches if you reduce the number of enabled cores. Most computing environments tend to benefit more
from larger number of processing cores, so you must carefully weigh the disabling of cores to gain
nominal performance enhancements.

Legal Values

pd
o
>
®

Default Value
Write Privilege N/A
License Required N/A

Dependency This setting requires the DPAT Pro license to be visible. It can be edited only if the Number of Cores per
Processor is set to Custom.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc4ld

Description Displays the processors family, model, and stepping values.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.Proc4lL.2Cache

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field displays the amount of memory in the corresponding processor cache.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc4L.8Cache

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field displays the amount of memory in the corresponding processor cache.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc4AMaxMemoryCapacity

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the maximum amount of system memory supported by this processor.
String of ASCII characters.

None

N/A

N/A

Available only when "max memory capacity" data is provided by the processor.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc4AMicrocode

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the microcode update signature.
Integer values.

None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc4ANumCores

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field displays the number of cores in the processor package.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.Proc64bit

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates whether or not the installed processor(s) support 64-bit extensions.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcAdjCacheline

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the system is optimized for applications that require high utilization of sequential

memory access. Disable this option for applications that require high utilization of random memory access.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcAmpPrefetch

Description

Legal Values

When enabled, this option enables one of the Mid-Level Cache (MLC) AMP hardware Prefetcher.

e Disabled
e Enabled
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Default Value
Write Privilege
License Required
Dependency

Notes

Disabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcAts

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Defines the Address Translation Cache (ATC) behavior for devices to cache DMA translations. This field
provides an interface to a chipsets Address Translation and Protection Table to translate DMA addresses
to host addresses.

e Enabled
e Disabled

None
N/A
N/A

Can only be edited if Virtualization is set to Enabled. Supported on 13G, except value systems. Not
supported on 14G.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcAvxP1

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Avx P1 level selection.

e Normal
o Levell
e level2

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcBusSpeed

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Displays the bus speed of the processor(s).
String of ASCII characters.

None

N/A

N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcCcds

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enable number of CCDs per Processor.

All
2
3
4
6

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcConfigPptManual

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This option appears when PPT Control is set to Manual for customizing Package Power Tracking (PPT) in
watts (decimal). PPT should not exceed the configured TDP.

Integer values.
None
N/A
N/A

This field is grayed out if PPT Control set to Auto. It can only be set when PPT Control is set to Manual
and should not exceed the cTDP. Only applicable on AMD-based platforms.

BIOS.ProcSettings.ProcConfigTdp

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allows the reconfiguration of the processor Thermal Design Power (TDP) levels based on the power and
thermal delivery capabilities of the system. TDP refers to the maximum amount of power the cooling
system is required to dissipate. NOTE: This option is only available on certain SKUs of the processors, and
the number of alternative levels varies as well.

Nominal
Levell
Level2
Maximum
Minimum

None
N/A
N/A
Value systems only support Nominaml (effectively not configurable).

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.ProcCoreSpeed

Description Displays the rated clock speed of the processor(s).
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcCores

Description Controls the number of cores presented to the Operating System (OS) from each populated processor
socket. In general, it is uncommon to artificially reduce the core count for a given system, but under
some circumstances, limited performance improvements to Intel Turbo Boost Technology and potentially
larger shared caches may benefit some customers. Most computing environments tend to benefit more
from larger numbers of processing cores, so you must carefully weigh disabling cores to gain nominal
performance enhancements.

Legal Values Single
All
Dual

Quad

32
Custom
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Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.ProcCoresPerDie

Description Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Boost Technology and benefit from potentially larger shared caches if
you reduce the number of enabled cores. Most computing environments tend to benefit more from
larger number of processing cores, so you must carefully weigh the disabling of cores to gain nominal
performance enhancements.

Auto
Two1Plus1
Two2PlusO
Three3Plus0
Four2Plus2
Four4PlusO
Six3Plus3

Legal Values

Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcDramPrefetcher

Description When set to Enabled, turns on the DRAM prefetch unit in the Northbridge. When set to Disabled,
prevents DRAM references from triggering DRAM prefetch requests. Default: Enabled

Legal Values e Enabled
e Disabled

Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcExecuteDisable

Description A security feature designed to prevent certain types of buffer overflow attacks by enforcing specific
areas of memory that applications can execute code. In general, it is best pratice to leave this option set
to Enabled for the security benefits, as no real performance advantage has been detected by disabling
this feature in BIOS.

Legal Values e Disabled
e Enabled
Default Value None

Write Privilege N/A
License Required N/A

Dependency None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcHomelessPrefetch

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When enabled, this option allows L1 Data Cache Unit (DCU) to prefetch when the Fill Buffers (FB) is full.
Auto maps to hardware default setting.

e Auto
e Enabled
e Disabled

Auto
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcHpcMode

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcHtAssist

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When enabled, it provides filtering of broadcast probes to improve HyperTransport 1/0 Link bandwidth
and performance on multi-node systems. When set to Enabled, the probe filter is enabled if two or more
processors are installed and all processors support the probe filter. If only one processor is installed, both
nodes must have memory (at least 1067 MT/s) attached. The default is Disabled for single-processor
systems and Enabled for multi-processor systems.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.ProcHwPrefetcher

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the processor is able to prefetch extra cache lines for every memory request.
This setting can affect performance, depending on the application running on the server and memory
bandwidth utilization.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcHyper Transport

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Specifies the supported HyperTransport 1/0 Link Specification. If the system board and all installed
processors support HT 3, this field is settable to HT 3 or HT 1, else this field will become Read-Only and
set to HT 1.

o HT1
e HT3

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcSoftwarePrefetcher

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the hardware prefetcher considers software prefetches when detecting strides for
prefetch requests. When set to Disabled, prevents the hardware prefetcher from considering software
prefetches when detecting strides for prefetch requests. Default: Enabled

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.ProcSwPrefetcher

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the processor is able to prefetch extra cache lines for every memory request.
This setting can affect performance, depending on the application running on the server and memory
bandwidth utilization.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcUncoreFregRapl

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This setting controls whether the Running Average Power Limit (RAPL) balancer is enabled. If enabled, it
activates the uncore power budgeting.

e Enabled
e Disabled

Enabled
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcVirtualization

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the BIOS will enable processor Virtualization features and provide the virtualization
support to the Operating System (OS) through the DMAR table. In general, only virtualized environments
such as VMware(r) ESX(tm), Microsoft Hyper-V(r), Red Hat(r) KVM, and other virtualized operating
systems will take advantage of these features. Disabling this feature is not known to significantly alter the
performance or power characteristics of the system, so leaving this option Enabled is advised for most
cases.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.ProcSettings.ProcX2Apic

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enable or Disable x2APIC mode. Compared to the traditional xAPIC architecture, x2APIC extends
processor addressability and enhances interrupt delivery performance. BIOS will force x2APIC to be
enabled if there are 256 or more processor threads

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.ProcessorActivePbf

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Enable Intel SST-BF. It is only allowed in Performance Per Watt (OS) or Custom (when OSPM is enabled)
system profiles.

e Enabled,Disabled
None
N/A
N/A

Only active if feature is supported by all installed processors.

BIOS.ProcSettings.ProcessorSstCpSetting

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

RAPL Prioritization allows creating core groups of different priority.
e Enabled,Disabled

None

N/A

N/A

None

BIOS.ProcSettings.QpiBandwidthPriority

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Determines the number and priority of requests on the QuickPath Interconnect (QPI) bus. The QPI
connects the processor sockets. The Compute setting favors computational traffic while the 1/0 setting
is optimized for 10 intensive workloads.

e InputOutput
e Compute

None
N/A
N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.QpiSpeed

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

The Intel QuickPath Interconnect (QPI) Speed option in the Processor section governs the frequency of
the QP! links between the populated processors. The user should be aware that standard and basic bin
Intel processors of this architecture support slower QP! link speeds than the advanced parts provide.
Maximum Data Rate indicates that the BIOS will run the QPI links at the maximum frequency supported
by the processor. Specific frequencies supported by the processor, which can vary, can also be selected.
For best performance, the QPI link speed should be left at the maximized setting, for any reduction in QPI
speed will affect the performance of non-local memory accesses and cache coherency traffic. In addition,
access to non-local I/0 devices from a particular core can be slowed by the reduction of QP! link speed.
However, in some cases it may be advisable to reduce QPI speed where power considerations outweigh
the performance cost. For users considering reducing the QPI link speeds, memory and 1/0 accesses
should be localized to the nearest NUMA node to minimize the performance impact.

MaxDataRate
9GTps
8GTps
7GTps
6GTps

None
N/A
N/A
Only available if 2 or more CPUs are present.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.RtidSetting

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Manipulates Requestor Transaction IDs, which are QuickPath Interconnect (QPI) resources. Generally
should be left at Disabled, as no workloads have been identified as benefitting from the manipulation
of this feature. NOTE: Enabling this option almost always results in negative impacts to overall system
performance.

e Disabled
e Enabled

None
N/A
N/A
Supported on 13G, except value systems. Not supported on 14G.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.SubNumaCluster

Description

Legal Values

Sub NUMA Clustering (SNC) is a feature for breaking up the LLC into disjoint clusters based on address
range, with each cluster bound to a subset of the memory controllers in the system. It improves average
latency to the LLC.

e Enabled
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e Disabled
Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.UmaBasedClustering

Description UMA Based Clustering options include Disable(ALL2ALL), Hemisphere(2 cluster), and Quadrant (4
cluster). These option are only valid when SNC is disabled. If SNC is enabled, UMA-Based Clustering
is automatically disabled by BIOS.

Legal Values e Disable
e Hemisphere
e Quadrant

Default Value None
Write Privilege N/A
License Required N/A
Dependency SNC should be Disabled.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.UmaBasedClusteringStatus

Description Quadrant UMA Based Clustering is the default mode when Sub NUMA Clustering is disabled. If Sub
NUMA clustering is set to 2Way or 4Way then this setting is disabled.

Legal Values e Enabled,Disabled

Default Value None

Write Privilege N/7A
License Required N/A

Dependency Informational only

BIOS.ProcSettings.Upi3LinkCtrl

Description Set the value of UPI3 which is the QPI Link Control for the CPUs. This field is provided due to CPU issue
of crosstalk from UPI Port3 affecting Lane O Rx margins of PCle Port3 (PE3) when operating at Genb
Speed. Disabled - Disable UPI3 link and allow the PE3 port A to reach Gen 5 speed (32GT/s). Enabled -
Enable UPI3 link and limit the PE3 port A to Gen4 speed (16GT/s).

Legal Values e FEnabled
e Disabled
Default Value Disabled

Write Privilege N/A
License Required N/A

Dependency None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.UpiPrefetch

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

UPI Prefetch is a mechanism too get the memory read started early on DDR bus, the UPI Rx path will
spawn a MemSpecRd to iMC directly.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDeviSettings.PxeDeviinterface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC Interface used for this PXE device.
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev1Settings.PxeDeviProtocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field controls the PXE protocol used for this PXE device.

o |Pv4
e |Pv6

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev1Settings.PxeDev1VIianEnDis

Description

Legal Values

VLAN Enable/Disable for this PXE device.
e Enabled
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Default Value
Write Privilege
License Required
Dependency

Notes

e Disabled
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDevi1Settings.PxeDev1Vlanld

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

VLAN ID for this PXE device.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev1Settings.PxeDev1VianPriority

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

VLAN priority for this PXE device.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev2Settings.PxeDev2Interface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC Interface used for this PXE device.
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.PxeDev2Settings.PxeDev2Protocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field controls the PXE protocol used for this PXE device.

o |Pv4
e |Pv6

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev2Settings.PxeDev2VlanEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

VLAN Enable/Disable for this PXE device.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev2Settings.PxeDev2Vlanld

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

VLAN ID for this PXE device.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev2Settings.PxeDev2VianPriority

Description
Legal Values
Default Value
Write Privilege

License Required

VLAN priority for this PXE device.
Integer values.

None

N/A

N/A

266 BIOS Attributes



Dependency

Notes

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev3dSettings.PxeDevdinterface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC Interface used for this PXE device.
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev3Settings.PxeDev3Protocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field controls the PXE protocol used for this PXE device.

o |PV4
e |Pv6

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev3Settings.PxeDev3VilanEnDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

VLAN Enable/Disable for this PXE device.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev3Settings.PxeDevaVianld

Description

Legal Values

VLAN ID for this PXE device.

Integer values.
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Default Value
Write Privilege
License Required
Dependency

Notes

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDevdSettings.PxeDevaVlanPriority

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

VLAN priority for this PXE device.
Integer values.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev4Settings.PxeDev4Interface

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

NIC Interface used for this PXE device.
e *Dynamic*

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev4Settings.PxeDev4Protocol

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field controls the PXE protocol used for this PXE device.

o |PV4
e |Pv6

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.PxeDev4Settings.PxeDev4VlanEnDis

Description VLAN Enable/Disable for this PXE device.
Legal Values e FEnabled

e Disabled
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev4Settings.PxeDev4Vlanld

Description VLAN ID for this PXE device.
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev4Settings.PxeDevA4VlanPriority

Description VLAN priority for this PXE device.
Legal Values Integer values.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.RedundantOsControl.RedundantOsBoot

Description When set to Enabled, the BIOS will boot to the device specified by Redundant OS Location.
Legal Values e FEnabled

e Disabled
Default Value None

Write Privilege N/A
License Required N/A

BIOS Attributes 269



Dependency

Notes

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.RedundantOsControl.RedundantOslocation

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Specifies the backup device for the Redundant OS Control feature. When Redundant OS Boot is set to
Enabled, the BIOS will boot to this device. Note: 1) SD Card Port, Internal USB Port, M.2 cards - If a
device is set as the Redundant OS Location, then the corresponding device setting will be set based on
Redundant OS state and not be available to be changed in Integrated Devices. 2) Embedded SATA - must
be set to anything other than Off for SATA ports to show up as optional backup devices

e *Dynamic*
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.RedundantOsControl.RedundantOsState

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Hidden, the device specified by Redundant OS Location will be hidden. It will not be visible in
the Operating System or the BIOS boot sequence.

e Visible
e Hidden

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.EmbSata

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Configures the embedded SATA to be set to Off, AHCI, or RAID Mode.

o Off
e AtaMode
e RaidMode
e AhciMode
None
N/A
N/A

RAID option is suppressed if platform does not support SWRAID. Does R330 support SW RAID based on
chassis? Ata Mode was deprecated with 13G and is removed in 14G and later.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SataSettings.EmbSataShadow

Description For internal use.
Legal Values e AtaMode

e AhciMode

e RaidMode

o Off
Default Value None

Write Privilege N/A
License Required N/A
Dependency No dependency, AND should NOT be used by any teams except BIOS.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortA

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

Legal Values o Off
e Auto
Default Value None

Write Privilege N/7A
License Required N/A

Dependency This attribute is shown if platform supports at least 1 onboard SATA port. This attribute is grayed out if
Sata Mode is NOT ATA.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortACapacity

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 1 onboard SATA port.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortADrive Type

Description Indicates type of device attached to this SATA port.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 1 onboard SATA port.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortAModel

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the drive model of the selected device.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 1 onboard SATA port.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortB

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

o Off
e Auto

None
N/A
N/A

This attribute is shown if platform supports at least 2 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortBCapacity

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

String of ASCII characters.
None
N/A
N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 2 onboard SATA ports.
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Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortBDrive Type

Description Indicates type of device attached to this SATA port.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 2 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortBModel

Description Indicates the drive model of the selected device.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 2 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortC

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

Legal Values o Off
e Auto
Default Value None

Write Privilege N/7A
License Required N/A

Dependency This attribute is shown if platform supports at least 3 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SataSettings.SataPortCCapacity

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 3 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortCDrive Type

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates type of device attached to this SATA port.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 3 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortCModel

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the drive model of the selected device.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 3 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortD

Description

Legal Values

Default Value

Write Privilege

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

o Off
e Auto

None

N/A
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License Required N/A

Dependency This attribute is shown if platform supports at least 4 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortDCapacity

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 4 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortDDriveType

Description Indicates type of device attached to this SATA port.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 4 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortDModel

Description Indicates the drive model of the selected device.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 4 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SataSettings.SataPortE

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

o Off
e Auto

None
N/A
N/A

This attribute is shown if platform supports at least 5 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortECapacity

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 5 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortEDrive Type

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates type of device attached to this SATA port.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 5 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortEModel

Description
Legal Values

Default Value

Indicates the drive model of the selected device.
String of ASCII characters.

None
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Write Privilege N/A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 5 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortF

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

Legal Values o Off
e Auto
Default Value None

Write Privilege N/A
License Required N/A

Dependency This attribute is shown if platform supports at least 6 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortFCapacity

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 6 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortFDriveType

Description Indicates type of device attached to this SATA port.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 6 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SataSettings.SataPortFModel

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the drive model of the selected device.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 6 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortG

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

o Off
e Auto

None
N/A
N/A

This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortGCapacity

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortGDrive Type

Description
Legal Values

Default Value

Indicates type of device attached to this SATA port.
String of ASCII characters.

None
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Write Privilege N/A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortGModel

Description Indicates the drive model of the selected device.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortH

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

Legal Values o Off
e Auto
Default Value None

Write Privilege N/7A
License Required N/A

Dependency This attribute is shown if platform supports at least 8 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortHCapacity

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 8 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SataSettings.SataPortHDrive Type

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates type of device attached to this SATA port.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 8 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortHModel

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the drive model of the selected device.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 8 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortl

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

o Off
e Auto

None
N/A
N/A

This attribute is shown if platform supports at least 9 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortlCapacity

Description

Legal Values

Default Value

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

String of ASCII characters.

None
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Write Privilege N/A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 9 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortlDrive Type

Description This field indicates type of device attached to this SATA port.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 9 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortIModel

Description Indicates the drive model of the selected device.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 9 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortJ

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

Legal Values o Off
e Auto
Default Value None

Write Privilege N/A
License Required N/A

Dependency This attribute is shown if platform supports at least 10 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SataSettings.SataPortJCapacity

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Notes

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

String of ASCII characters.
None
N/A
N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 10 onboard SATA
ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortJDrive Type

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Notes

Indicates type of device attached to this SATA port.
String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 10 onboard SATA
ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortJModel

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Notes

Indicates the drive model of the selected device.
String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 10 onboard SATA
ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortK

Description

Legal Values

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

o Off
e Auto
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Default Value None
Write Privilege N/A
License Required N/A

Dependency This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortKCapacity

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortKDrive Type

Description Indicates type of device attached to this SATA port.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortKModel

Description Indicates the drive model of the selected device.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SataSettings.SataPortlL

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

o Off
e Auto

None
N/A
N/A

This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortlL.Capacity

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortlLDrive Type

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates type of device attached to this SATA port.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortLModel

Description
Legal Values

Default Value

Indicates the drive model of the selected device.
String of ASCII characters.

None
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Write Privilege N/A
License Required N/A
Dependency Indicates the drive model of the selected device.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortM

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

Legal Values o Off
e Auto
Default Value None

Write Privilege N/A
License Required N/A

Dependency This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortMCapacity

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

Legal Values String of ASCII characters.

Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortMDrive Type

Description Indicates type of device attached to this SATA port.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SataSettings.SataPortMModel

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the drive model of the selected device.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortN

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

o Off
e Auto

None
N/A
N/A

This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortNCapacity

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

String of ASCII characters.

None

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortNDrive Type

Description
Legal Values

Default Value

Indicates type of device attached to this SATA port.
String of ASCII characters.

None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SataPortNModel

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the drive model of the selected device.

String of ASCII characters.

SATA_MODEL

N/A

N/A

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.SecurityFreezel.ock

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the Security Freeze Lock command is sent to the Embedded SATA drives during
POST. This option is only applicable to ATA, AHCI mode, and is not applicable to RAID mode.

e Enabled
e Disabled

None
N/A
N/A
This has the value of Disabled (read-only) if Sata Mode is Raid or Off.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings. WriteCache

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Sends Enable or Disable Write Cache command to the Embedded SATA drives during POST. This option is
only applicable to ATA, AHCI mode, and is not applicable to RAID mode.

e Enabled
e Disabled

None
N/A
N/A
This has the value of Disabled (read-only) if Sata Mode is Raid or Off.
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BIOS.SataSettings.eSataPort

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

o Off
e Auto

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.eSataPort1Capacity

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

String of ASCII characters.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.eSataPort1Drive Type

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates type of device attached to this SATA port.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.eSataPortTModel

Description
Legal Values
Default Value

Write Privilege

Indicates the drive model of the selected device.
String of ASCII characters.
None

N/A

288 BIOS Attributes



License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Serial CommSettings.ConTermType

Description This field sets your remote consoles terminal type. The <Ctrl><Alt><Del> key sequence is mapped to
<ESC><R><ESC><r><ESC><R> on the Terminal. The <Ctrl><H>, <Ctrl><I>, <Ctrl><J>, <Ctrl><M> key
sequences are mapped to <ESC><CtrI><H>, <ESC><Ctrl><I>, <ESC><CtrI><J>, <ESC><CtrI><M> on
the Terminal. <Alt><x> key sequences are mapped to <ESC><X><X> on the Terminal, where x is any
letter key, and X is the upper case of that key.

Legal Values e Vt100Vt220
e Ansi
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Serial CommSettings.ExtSerial Connector

Description Use this field to associate the External Serial Connector to Serial Device 1, Serial Device 2, or the Remote
Access Device. Note: Only Serial Device 2 can be used for Serial Over LAN. Configuring the External
Serial Connector to Serial Device 1 allows independent use of Serial Device 1 while Serial Device 2 can be
used for Serial Over LAN. Please see the Users Guide for the various operating modes available.

Legal Values e Seriall
e Serial2
e RemoteAccDevice

Default Value None
Write Privilege N/A
License Required N/A
Dependency Not supported on blades.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Serial CommSettings.FailSafeBaud

Description If the BIOS fails to determine the baud rate automatically, then it will use the baud rate specified by this
field.
Legal Values e 115200
e 57600
e 19200
e 9600
Default Value None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Serial CommSettings.RedirAfterBoot

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Determines whether console redirection is enabled when the operating system is loaded.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Serial CommSettings.Serial Comm

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

This field controls the Serial Communication options.

Off
OnConRedirAuto
OnNoConRedir
OnConRedirCom1
OnConRedirCom?2
OnConRedir

None
N/A
N/A

Monolithics:Auto, Off, On without CR, On with CR via COM1, On with CR via COM2. Blades: Off, On
without CR, On with CR.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.Serial CommSettings.SerialPortAddress

Description

Legal Values

Default Value

This field sets port address for the Serial Devices. (COM1=0x3F8, COM2=0x2F8) Note: Only Serial
Device 2 can be used for Serial Over LAN (SOL). To get Console Redirection via SOL, configure the same
port address for Console Redirection and Serial Device.

SeriallCom1Serial2Com?2
SeriallCom2Serial2Com1
Com1
Com2

None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
Blades: Com1, Com2 Monolithics: SeriallCom1Serial2Com?2, SeriallCom2Serial2Com?1

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotBifurcation.DellAutoDiscovery

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allow BIOS to dynamically scan for PCle devices rather than relying strictly on system slot definitions. The
Platform Default setting will strictly follow the system slot definitions when configuring each PCle slot.
The Auto Discovery setting will analyze the installed PCle cards and determine the correct configuration
for each slot. This may include bifurcation of the slot for multiple devices. Manual Control allows the user
to override bifurcation settings for each slot. CAUTION: Improper configuration of PCle slots can prevent
the system from functioning properly!

e PlatformDefault
e AutoDiscovery
e ManualControl

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotBifurcation.Slot10Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SlotBifurcation.Slot11Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotBifurcation.Slot12Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4Ax4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SlotBifurcation.Slot13Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotBifurcation.Slot14Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4Ax4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SlotBifurcation.Slot1Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotBifurcation.Slot2Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4Ax4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

294 BIOS Attributes



BIOS.SlotBifurcation.Slot3Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotBifurcation.Slot4Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4Ax4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SlotBifurcation.SlotoBif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotBifurcation.SlotoBif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4Ax4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SlotBifurcation.Slot/Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotBifurcation.Slot8Bif

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4Ax4x8
x8x4x4

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SlotBifurcation.Slot9Bif

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

None
N/A
N/A

None

BIOS.SlotDisablement.Slot1

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot10

Description

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot11

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result,the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot12

Description

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result,the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot13

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result,the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot2

Description

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
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driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

Legal Values e Enabled
e Disabled
e BootDriverDisabled

Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot3

Description Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

Legal Values e FEnabled
e Disabled
e BootDriverDisabled

Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot4

Description Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

Legal Values e Enabled
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Default Value
Write Privilege
License Required
Dependency

Notes

e Disabled
e BootDriverDisabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slotb

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slotb

Description

Legal Values

Default Value

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

None
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Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot/

Description Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

Legal Values e Enabled
e Disabled
e BootDriverDisabled

Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot8

Description Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

Legal Values e Enabled
e Disabled
e BootDriverDisabled

Default Value None
Write Privilege N/7A
License Required N/A

Dependency None

BIOS Attributes 303



Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot9

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysInformation.AgesaVersion

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.
String of ASCII characters.

None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysInformation.DxioVersion

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Display the DXIO firmware version.
String of ASCII characters.

None

N/A

N/A

None
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Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/

System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysInformation.MpioVersion

Description Display the MPIO firmware version.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.SysInformation.SmuVersion

Description Display the SMU firmware version
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A

Dependency None

BIOS.SysInformation.SysMfrContactInfo

Description Indicates the contact information of the Original Equipment Manufacturer (OEM).
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS.SysInformation.SystemBiosVersion

Description Indicates the current version of the BIOS firmware.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A

Dependency None

BIOS Attributes

305



BIOS.SysInformation.SystemCpld2Version

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the current firmware version of CPLD.
String of ASCII characters.

None

N/A

N/A

None

BIOS.SysInformation.SystemCpldVersion

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the current firmware version of CPLD.
String of ASCII characters.

None

N/A

N/A

None

BIOS.SysInformation.SystemManufacturer

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the name of the Original Equipment Manufacturer (OEM).
String of ASCII characters.

None

N/A

N/A

None

BIOS.SysInformation.SystemMeVersion

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the current version of the Management Engine (ME) firmware.
String of ASCII characters.

None

N/A

N/A

None

BIOS.SysInformation.SystemModelName

Description
Legal Values

Default Value

Indicates the product name of the system.
String of ASCII characters.

None
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Write Privilege
License Required

Dependency

N/A
N/A

None

BIOS.SysInformation.SystemServiceTag

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the Service Tag of a system, a unique identifier assigned by the Original Equipment
Manufacturer (OEM).

String of ASCII characters.
None
N/A
N/A

None

BIOS.SysInformation.UefiComplianceVersion

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the UEFI compliance level of the system firmware.
String of ASCII characters.

None

N/A

N/A

None

BIOS.SysProfileSettings.ApbDis

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When enabled a specific hard-fused Data Fabric (SoC) P-state is forced for optimizing workloads
sensitive to latency or throughput. (For higher performance) When disabled P-states will be automatically
managed by the Application Power Management, allowing the processor to provide maximum
performance while remaining within a specified power-delivery and thermal envelope. (For power savings)

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.BoostFMax

Description
Legal Values

Default Value

Boost Fmax
e BoostFMaxManual, BoostFMaxAuto

None
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Write Privilege
License Required

Dependency

N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom.
Otherwise it is grayed out and set to Auto as Default. Only applicable on AMD-based platforms.

BIOS.SysProfileSettings.BoostFMaxManual

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the boost Fmax frequency limit to apply to all cores (MHz in decimal) O - no limit. Use the
fused values. upto OxFFFF: CPU cores limit on frequency in MHz. This will be capped by the fused part
maximum frequency. Limits should be within the parts operational range.

Integer values.
None
N/A
N/A

Has a dependency on the System Profile and Boost Fmax. it is only available if the System Profile is set to
Custom and Boost Fmax field is selected as 1 - Manual. Only applicable on AMD-based platforms.

BIOS.SysProfileSettings.CollaborativeCpuPerfCtrl

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Allows for collaboration between the operating system and the hardware to dynamically control processor
frequency for optimal power efficiency. This feature works only when CPU Power Management is set to
System DBPM (DAPC), or Hardware P States. Otherwise, changing this setting does not impact system
power or performance. Read-only unless System Profile is set to Custom.

e Enabled
e Disabled

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set to
Disabled for all the other System Profiles.. This setting is only valid if the CPU Power Management is set
to DAPC, or HWPM.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.CpulnterconnectBusLinkPower

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When enabled, CPU interconnect bus link power management is enabled

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SysProfileSettings.CustomUncorefFrequency

Description Select a customized frequency number for the Maximum mode of Processor Uncore Frequency. The
frequency options are displayed according to the supported range of the current CPU SKU.

0.5GHz
0.6GHz
0.7GHz
0.8GHz
0.9GHz
1.0GHz
1.1GHz
1.2GHz
1.3GHz
1.4GHz
1.5GHz
1.6GHz
1.7GHz
1.8GHz
1.9GHz
2.0GHz
2.1GHz
2.2GHz
2.3GHz
2.4GHz
2.5GHz
2.6GHz
2.7GHz
2.8GHz
2.9GHz
3.0GHz

Legal Values

Default Value None
Write Privilege N/A
License Required N/A
Dependency To be updated

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.DeterminismControl

Description Enables or disables the determinism settings.
Legal Values e DeterminismAuto, DeterminismManual
Default Value None

Write Privilege N/A
License Required N/A

Dependency Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom.
Otherwise it is grayed out and set to Auto as Default. Only applicable on AMD-based platforms.
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BIOS.SysProfileSettings.DeterminismSlider

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

It controls whether BIOS will enable determinism to control performance. Performance - BIOS will enable
100% deterministic performance control. Power - BIOS will not enable deterministic performance control.

e PerfDeterminism
e PowerDeterminism

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set to
Performance Determinism if the System Profile is set to Performance Per Watt (OS) and Performance.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.DfPstateFreqOptimizer

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Disabled: Disables the DF P-state CCLK effective frequency optimizer. Enabled: Enables the DF P-state
CCLK effective frequency optimizer.

e Enabled, Disabled
None
N/A
N/A

Has a dependency on the System Profile. It can only be set if the System Profile is set to Custom.
Otherwise, it is grayed out and set to Enabled as Default. Only applicable on AMD-based platforms.

BIOS.SysProfileSettings.DlwmForcedWidth

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

None

e xI16
e x8
o X2

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.DynamiclL

Description

Legal Values

Default Value

This field only applies to the package level setting to allow dynamic entering lower power link state L1.

e Disabled
e Enabled

None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.DynamicLinkWidthManagement

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

DLWM reduces the XGMI link width between sockets from x16 to x8 (default), when no traffic is
detected on the link. As with Data Fabric and Memory Pstates, this feature is optimized to trade power
between core and high I0/memory bandwidth workloads. Forced = Force link width to x16, x8, or x2.
Unforced = Link width will be managed by DLWM engine.

e Forced
e Unforced

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.EfficiencyOptimizedMode

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Efficiency Optimized Mode maximizes Performance-per-Watt by opportunistically reducing frequency/
power.This field enables/disables Efficiency Optimized Mode.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.EnablePkgcCriteria

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field enables power and system criteria for Package c state.

e Disabled
e Enabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SysProfileSettings.EnergyEfficient Turbo

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Energy Efficient Turbo (EET) is a mode of operation where a processors core frequency is adjusted within
the turbo range based on workload. Read-only unless System Profile is set to Custom.

e Enabled
e Disabled

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set
to Enabled if the System Profile is set to Performance Per Watt (DAPC), Performance Per Watt (OS),
orPerformance Per Watt (HWPM). Is set to Disabled if the System Profile is set to Performance, or
Dense.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.EnergyPerformanceBias

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

The CPU uses the setting to manipulate the internal behavior of the processor and determine whether
targeting higher performance or better power savings. Read-only unless System Profile is set to Custom.

MaxPower
BalancedPerformance
BalancedEfficiency
LowPower

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set

to Balanced Performance if the System Profile is set to Performance Per Watt (DAPC), Performance Per
Watt (OS), Performance Per Watt (HWPM), or Dense. Is set to Performance if the System Profile is set
to Performance. Only applicable on Intel-based platforms.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.FixedSocPstate

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This value defines the forced P-state when ApbDis is enabled.

FixedSocPstateO
FixedSocPstate1
FixedSocPstate2
FixedSocPstate3

None

N/A

N/A

AMD only attribute.

e This attribute is only supported on AMD platforms.
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e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.Hsmp

Description This value controls Host System Management Port (HSMP) interface to provide OS-level software with
access to system management functions via a set of mailbox registers.

Legal Values e FEnabled, Disabled, Auto

Default Value None

Write Privilege N/A
License Required N/A

Dependency Has a dependency on the System Profile. It can only be set if the System Profile is set to Custom.
Otherwise, it is grayed out and put to Enabled as Default. Only applicable on AMD-based platforms.

BIOS.SysProfileSettings.MemFrequency

Description Governs the BIOS memory frequency. The variables that govern maximum memory frequency include the
maximum rated frequency of the DIMMSs, the DIMMs per channel population, the processor choice, and
this BIOS option. Additional power savings can be achieved by reducing the memory frequency, at the
expense of reduced performance. Read-only unless System Profile is set to Custom.

MaxPerf
2666MHz
2600MHz
2400MHz
2133MHz
1866MHz
1600MHz
1333MHz
1067MHz
800MHz
MaxReliability

Legal Values

Default Value None
Write Privilege N/A
License Required N/A

Dependency Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set to
Maximum Performance for all the other System Profiles..

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.MemPatrolScrub

Description Patrol Scrubbing searches the memory for errors and repairs correctable errors to prevent the
accumulation of memory errors. When set to Disabled, no patrol scrubbing will occur. When set to
Standard Mode, the entire memory array will be scrubbed once in a 24 hour period. When set to Extended
Mode, the entire memory array will be scrubbed more frequently to further increase system reliability.
Read-only unless System Profile is set to Custom.

Legal Values e Standard
e Extended

BIOS Attributes 313



Default Value
Write Privilege
License Required

Dependency

Notes

e Disabled
None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set
to Standard if the System Profile is set to Performance Per Watt (DAPC), Performance Per Watt (OS),
Performance Per Watt (HWPM), or Performance. Is set to Extended if the System Profile is set to Dense.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.MemPwrMgmt

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, the memory can operate in Power Management Mode. Read-only unless System
Profile is set to Custom.

e Enabled
e Disabled

None
N/A
N/A
Not supported on 13G+.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.MemRefreshRate

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

The memory controller will periodically refresh the data in memory. The frequency at which memory is
normally refreshed is referred to as 1X refresh rate. When memory modules are operating at a higher than
normal temperature or to further increase system reliability, the refresh rate can be set to 2X, but may
have a negative impact on memory subsystem performance under some circumstances. Read-only unless
System Profile is set to Custom.

o Ix
e 2x

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is
set to 1X if the System Profile is set to Performance Per Watt (DAPC), Performance Per Watt (OS),
Performance Per Watt (HWPM), or Performance. Is set to 2X if the System Profile is set to Dense.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.MemVolt

Description

Sets the DIMM voltage selection. When set to Auto the system will automatically set the system voltage
to the optimal setting based upon the DIMM capability and the installed DIMM population. Also enables
setting the system DIMM voltage to a higher (1.5V) setting if the DIMMs support multiple voltages and
have been Auto set to a lower voltage. Read-only unless System Profile is set to Custom.
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Legal Values e AutoVolt
e VolIt135V
e VolIt15V

Default Value None
Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.MonitorMwait

Description Specifies whether Monitor/Mwait instructions are enabled. Read-only unless System Profile is set to
Custom.

Legal Values e FEnabled
e Disabled

Default Value None

Write Privilege N/A
License Required N/A

Dependency Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set to
Enabled for all the other System Profiles.. If the C-States are enabled, and the customer sets this field to
Disabled, MonitorMWait is changed to Enabled in the next boot. For 14G - MWAIT is read-only if C-State
is enabled. MWAIT is editable, only if C-State is disabled. For 15G - MWAIT is editable irrespective of
whether C-State is enabled/disabled.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.OsAcpiCx

Description This field sets the OS ACPI Cx to C2 or C3 state.
Legal Values e (OsCxC2

e (sCxC3
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.PackageCStates

Description This field allows enabling the package to transition to deeper C-state or limit to operational state.
Legal Values e FEnabled

e Disabled
Default Value None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

e This attribute is only configurable through performance profiles.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.PcieAspmL

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When enabled, PCle Advanced State Power Management (ASPM) can reduce overall system power a bit
while slightly reducing system performance. NOTE: Some devices may not perform properly (they may
hang or cause the system to hang) when ASPM is enabled; for this reason L1 will only be enabled for
validated qualified cards.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.PeriodicDirectoryRinse Tuning

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls PDR settings that may impact performance by workload and/or processor. Memory-Sensitive:
May accelerate high b/w scenarios Cache-Bound: May accelerate cache-bound scenarios Neutral:
Fallback option for unknown or mixed scenarios Adaptive: Adjusts based on Memory/Cache Activity

e Auto

e MemorySensitive
e CacheBound
e Neutral

e Adaptive

None
N/A
N/A

None

BIOS.SysProfileSettings.PkgCLatNeg

Description

Legal Values

Default Value
Write Privilege

License Required

This field only applies to package c state latecy negotiation when package C states is enabled.

e Disabled
e Enabled

None
N/A
N/A
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Dependency

Notes

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.PowerDelivery

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

o MaxReliability
o MinPwr

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.PowerProfileSelect

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

High Performance Mode (default): In this mode, preference is given to core performance. All DF P-States
are available in this mode and the default DF P-State and DLWM algorithms are active. Efficiency Mode:
In this mode, the system is configured for power efficiency, which limits the frequency available to cores
and restricts DF P-States available in the system. Maximum IO Performance Mode: In this mode, Data
Fabric is configured to maximize 10 sub-system performance. Balanced Memory Performance Mode: This
mode uses High Performance Mode when the system is under heavy load, and Efficiency Mode when the
system is under lighter loads. Balanced Core Performance Mode: In this mode, the memory subsystem
behavior is the same as High Performance Mode, except that the system uses excess power from the
memory subsystem to run cores at the highest possible frequency instead of using the energy budget

of inactive cores. Balanced Core Memory Performance Mode: This mode combines memory subsystem
behavior from Balanced Memory Performance Mode and core behavior from Balanced Core Performance
Mode.

e HighPerformanceMode, EfficiencyMode, MaxlOPerformanceMode, BalancedMemPerfMode,
BalancedCorePerfMode, BalancedCoreMemPerfMode

None
N/A
N/A

Has a dependency on the System Profile. It can only be set if the System Profile is set to Custom.
Otherwise, it is grayed out and set to High Performance Mode as Default. Only applicable on AMD-based
platforms.

BIOS.SysProfileSettings.PowerSaver

Description

Legal Values

Default Value
Write Privilege

License Required

When set to Enabled, maximizes power savings, at the expense of performance. Read-only unless System
Profile is set to Custom.

e Enabled
e Disabled

None
N/A
N/A
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Dependency None

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcTTurboCoreNum

Description Controls the number of Turbo Boost enabled cores for processor 1. By reducing the number of cores
enabled with Turbo Boost, the maximum turbo frequency on the cores with Turbo Boost may be higher.
Read-only unless System Profile is set to Custom, Turbo Boost is set to Enabled and CPU Power
Management is set to Maximum Performance.

Legal Values

® 6 6 6 o & o ¢ o o ¢ o o o o o
-
D

Default Value None
Write Privilege N/A
License Required N/A

Dependency Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set to
All for all the other System Profiles..

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.Proc2 TurboCoreNum

Description Controls the number of Turbo Boost enabled cores for processor 2. By reducing the number of cores
enabled with Turbo Boost, the maximum turbo frequency on the cores with Turbo Boost may be higher.
Read-only unless System Profile is set to Custom, Turbo Boost is set to Enabled and CPU Power
Management is set to Maximum Performance.

Legal Values
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Default Value
Write Privilege
License Required

Dependency

Notes

20
22
24
26
28

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set to
All for all the other System Profiles..

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.Proc3 TurboCoreNum

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

Controls the number of Turbo Boost enabled cores for processor 3. By reducing the number of cores
enabled with Turbo Boost, the maximum turbo frequency on the cores with Turbo Boost may be higher.
Read-only unless System Profile is set to Custom, Turbo Boost is set to Enabled and CPU Power
Management is set to Maximum Performance.

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set to
All for all the other System Profiles..

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.Proc4TurboCoreNum

Description

Legal Values

Controls the number of Turbo Boost enabled cores for processor 4. By reducing the number of cores
enabled with Turbo Boost, the maximum turbo frequency on the cores with Turbo Boost may be higher.
Read-only unless System Profile is set to Custom, Turbo Boost is set to Enabled and CPU Power
Management is set to Maximum Performance.

e Al
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Default Value None
Write Privilege N/7A
License Required N/A

Dependency Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set to
All for all the other System Profiles..

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcC1E

Description When set to Enabled, the processor is allowed to switch to minimum performance state when idle.
Read-only unless System Profile is set to Custom.

Legal Values e Enabled
e Disabled
Default Value None

Write Privilege N/A
License Required N/A

Dependency Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set
to Enabled if the System Profile is set to Performance Per Watt (DAPC), Performance Per Watt (OS),
Performance Per Watt (HWPM), or Dense. Is set to Disabled if the System Profile is set to Performance.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcCStates

Description C States allow the processor to enter lower power states when idle. When set to Enabled (OS controlled)
or when set to Autonomous (if Hardware controlled is supported), the processor can operate in all
available Power States to save power, but may increase memory latency and frequency jitter. Read-only
unless System Profile is set to Custom.

Legal Values e Disabled
e Enabled
e Autonomous

Default Value None

Write Privilege N/A
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License Required N/A

Dependency

Notes

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set
to Enabled if the System Profile is set to Performance Per Watt (DAPC), Performance Per Watt (OS),
Performance Per Watt (HWPM), or Dense. Is set to Disabled if the System Profile is set to Performance.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcPwrPerf

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allows selection of CPU power management methodology. System DBPM (Demand-based Power
Management) utilizes a BIOS-controlled dynamic frequency manipulation scheme to save power across

a variety of utilization levels as part of the Dell Advanced Power Control (DAPC) capability. The power
saving features of this option typically are greatest at mid-to-lower processor utilization levels. Maximum
Performance is typically selected for performance-centric workloads where it is acceptable to consume
additional power to achieve the highest possible performance for the computing environment. This mode
drives processor frequency to the maximum across all cores (although idled cores can still be frequency
reduced by C-state enforcement through BIOS or OS mechanisms if enabled). This mode also offers the
lowest latency of the CPU Power Management Mode options, so is always preferred for latency-sensitive
environments. OS DBPM is another performance-per-watt option that relies on the operating system to
dynamically control individual core frequency. Both Windows and Linux can take advantage of this mode
to reduce frequency of idled or underutilized cores in order to save power. System DBPM (Telco) is
avaliable only when Telco Workload Profiles are selected, and which sets Hardware P-States to Native
with No Legacy and EPP to disable. Read-only unless System Profile is set to Custom.

e MaxPerf

e SysDbpm

e (OsDbpm

e SysDbpmTelco

None
N/A
N/A
Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcTurboMode

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Governs the Intel Turbo Boost Technology. This feature allows the processor cores to be automatically
clocked up in frequency beyond the advertised processor speed. The amount of increased frequency (or
turbo upside) one can expect from a Xeon processor depends on the processor model, thermal limitations
of the operating environment, and in some cases power consumption. In general terms, the fewer cores
being exercised with work the higher the potential turbo upside. The potential drawbacks for Turbo Boost
are mainly centered on increased power consumption and possible frequency jitter than can affect a small
minority of latency-sensitive environments. Read-only unless System Profile is set to Custom.

e Enabled
e Disabled

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set
to Enabled if the System Profile is set to Performance Per Watt (DAPC), Performance Per Watt (OS),
Performance Per Watt (HWPM), or Performance. Is set to Disabled if the System Profile is set to Dense.
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcessorApsRocketing

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enable/Disable the rocketing mechanism in the HWP p-state selection pcode algorithm. Rocketing
enables the core ratio to jump to max turbo instantaneously as opposed to a smooth ramp up.

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcessorC1AutoDemotion

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

e Disabled
e Enabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcessorC1AutoUnDemotion

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field when enabled allows the CPU to automatically undemoted from demoted C1 state.

e Disabled
e Enabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.Processorkist

Description

This field enables or disables Processor EIST.
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

e Enabled
e Disabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcessorGpss Timer

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field allows the reduction of GPSS timer to be set from 0-500us (typical=500us)

e Qus
e 50us
e 500us

None
N/A
N/A
None

e This attribute is only configurable through performance profiles.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.ProcessorScalability

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enable/Disable Core Performance to Frequency Scalability Based Optimizations in the CPU.

e Enabled
e Disabled

None
N/A
N/A
To be updated

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.PwrPerfSwitch

Description

Legal Values

Default Value

Write Privilege

Dynamic Load Line Switch control Dynamic Link Library (DLL) is a Power Management feature, which
dynamically switches to the performance mode during periods of high CPU utilization. Read-only unless
System Profile is set to Custom.

e Enabled
e Disabled

None

N/7A
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License Required
Dependency

Notes

N/A
Only available when System Profile is set to Custom.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.SysProfile

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allows optimizing the system for a specific profile, which presets multiple sub-options, or customizing the
individual sub-options. When set to a mode other than Custom, BIOS will set each option accordingly.
When set to Custom, you can change setting of each sub-option. Performance Per Watt (DAPC)
represents an excellent mix of performance balanced with power consumption reduction. Dell Active
Power Control (or DAPC) relies on a BIOS-centric power control mechanism which offers excellent
power efficiency advantages with minimal performance impact in most environments, and is the CPU
Power Management choice for this overall System Profile. Performance-per-watt (OS), otherwise
known as OS Control, is similar to the DAPC profile for all sub-options except for the CPU Power
Management. The power management scheme used for this profile is called OS DBPM, which allows

the Operating System to manipulate processor frequencies for higher power efficiency. However, the
effectiveness of this profile for reducing overall system power consumption is based on how well the
Operating System is able to effectively control hardware resources, so the impacts are mixed across

all supported Operating Systems Performance profile provides potentially increased performance by
maximizing processor frequency and disabling certain power saving features such as C-states. Although
not optimal for all environments, this is an excellent starting point for performance optimization baseline
comparisons. Dense Configuration enhances reliability features and reduces power consumption at the
cost of considerable performance. This profile is targeted for operating environments where enhanced
reliability is desired and temperatures may exceed the thresholds encountered in less densely-packed
data centers. When set to Dense Configuration mode, Memory Performance is set one speed lower than
the Maximum Frequency to improve reliability. Under Custom mode when C states are enabled, Monitor/
Mwait must also be enabled.

PerfPerWattOptimizedOs
PerfPerWattOptimizedDapc
PerfOptimized

Custom
DenseCfgOptimized
PerfOptimizedHwp
PerfWorkStationOptimized

None
N/A
N/A
Value-class systems do not support DAPC option.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.UncoreFrequency

Description

Legal Values

Selects the Processor Uncore Frequency. Dynamic mode allows processor to optimize power resources
across the cores and uncore during runtime. The optimization of the uncore frequency to either save
power or optimize performance is influenced by the setting of the Energy Efficiency Policy. Set Dynamic
Optimized mode for possible power savings minimizing performance loss. Read-only unless System Profile
is set to Custom.

e DynamicUFS
e MaxUFS
e OptimizedUFS
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Default Value
Write Privilege
License Required

Dependency

Notes

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is set

to Dynamic if the System Profile is set to Performance Per Watt (DAPC), Performance Per Watt (OS),
Performance Per Watt (HWPM), or Dense. Is set to Maximum if the System Profile is set to Performance.
Only applicable on Intel-based platforms.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.WorkloadConfiguration

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field controls the energy perfomance BIAS settings to allow BIOS to choose a configuration that
improve performance on certain workload.

e Balance
e |oSensitive

None
N/A
N/A
None

e This attribute is only configurable through performance profiles. #To check if a BIOS attribute is Read
Only or Read and Write, perform GET on URI redfish/v1/Systems/System.Embedded.1/Bios/BiosRegistry
and find the attribute in the Attributes list.

BIOS.SysProfileSettings.WorkloadProfile

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allows optimization of performance based on the workload type. The WorkloadProfile setting is not a
state. Setting a workload profile is a one-time action that in turns modifies various BIOS settings to be
optimized for the requested workload type.

NotConfigured

HpcProfile
LowlLatencyOptimizedProfile
VtOptimizedProfile
VtPerWattOptimizedProfile
DbOptimizedProfile
DbPerWattOptimizedProfile
SdsOptimizedProfile
SdsPerWattOptimizedProfile
TelcoOptimizedProfile
NfviFpOptimizedTurboProfile
NfviFpEngBalTP

None
N/A
N/A
This field is not displayed in the Hii GUI. It can only updated using external tools such as RACADM.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.SysProfileSettings.WorkloadProfileHelper

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.

NotConfigured

HpcProfile
LowlLatencyOptimizedProfile
VtOptimizedProfile
VtPerWattOptimizedProfile
DbOptimizedProfile
DbPerWattOptimizedProfile
SdsOptimizedProfile
SdsPerWattOptimizedProfile
TelcoOptimizedProfile

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysProfileSettings.WriteDataCrc

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

When set to Enabled, DDR4 data bus faults are detected and corrected during write operations. Two
additional cycles are required for CRC bit generation which results in performance impact. Read-only
unless System Profile is set to Custom.

e Enabled
e Disabled

None
N/A
N/A

Has a dependency on the System Profile. Can only be set if the System Profile is set to Custom. Is
set to Disabled if the System Profile is set to Performance Per Watt (DAPC), Performance Per Watt
(OS), Performance Per Watt (HWPM), Performance, or Dense. This feature is available on Broadwell
processors only.

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SysSecurity. Enable TdxSeamldr

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Enable TDX SEAM loader.

e EnableTdxSeamldr

None

N/A

N/A

Applicable only to Intel platforms starting from 16G EMR.
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Notes

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. AcPwrRcvry

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Specifies how the system reacts after AC power has been restored to the system. It is especially useful
when systems are turned off with a power strip. When set to Off, the system stays off after AC power is
restored. When set to On, the system turns on after AC power is restored. When set to Last, the system
turns on if the system was on at the moment when AC power was lost. The system will remain off if the

system was turned off when AC power was lost. In case of an ungraceful shutdown, the system always
turns on.

e On
o Off
e |ast

None
N/A
N/A
None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. AcPwrRcvryDelay

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allows staggering of power up after AC power is restored to the system. When set to Immediate, there
is no delay for power-up. When set to Random, the system creates a random delay for power-up. When
set to User Defined, the system delays power-up by that amount. The system supported user defined
power-up delay is defined by the User Defined Delay field.

e |Immediate

e User

e Random

None
N/A
N/A
Not supported on blades.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.
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BIOS.SysSecurity. AcPwrRcvryUserDelay

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Controls the duration for which the power-on process is delayed after the AC power supply is restored.
The value is only effective if AC Power Recovery Delay is set to User Defined. The valid range is between
60s and 240s.

Integer values.

None

N/A

N/A

Not supported on blades.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.AesNi

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the status of the Intel Processor AES-NI feature. AES-NI improves the speed of applications by
performing encryption and decryption using the Advanced Encryption Standard Instruction Set.

String of ASCII characters.
None
N/A
N/A
None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.AuthorizeDeviceFirmware

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, this field adds the SHA-256 hash of each third-party device firmware to the
Secure Boot Authorized Signature Database. After the hashes are added, the field automatically reverts
to Disabled. Note: This field is read-only unless Secure Boot is Enabled and Secure Boot Policy is Custom.
This field is available only in secure system management consoles.

e Enabled
e Disabled

None
N/A
N/A
None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as
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TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.BiosUpdateControl

Description When set to Unlocked, all BIOS update will be allowed. When set to Limited, local BIOS updates from
DOS or UEFI shell based flash utilities, or from Lifecycle Controller User Interface are prohibited. Limited
is recommended for environments that do not require local BIOS updates. These environments include
Remote Enablement Update or executing Update Package from the OS.

Legal Values e Unlocked
e Limited
e |ocked

Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.BootmanagerPassword

Description Bootmanager password option is available only when Setup Password is enabled. If set to Always, setup
password must be entered for accessing Boot Manager. If set to Never, setup password need not be
entered for accessing Boot Manager, One-shot UEFI Boot Menu.

Legal Values e Always
e Never
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.Dfx TdxDisableTMbCmrExclude

Description Disable TDX excluding CMR below 1MB
Legal Values e DfxTdxDisableTMbCmrExclude
Default Value None

Write Privilege N/A
License Required N/A

Dependency Applicable only to Intel platforms starting from 16G EMR
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Notes

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.Enable Tdx

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Enable Intel TDX

e Enabled
e Disabled

None
N/A
N/A
Applicable only to Intel platforms starting from 16G EMR

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.Enable TmeBypass

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Allows to bypass the Intel Total Memory Encryption.
e EnableTmeBypass

None

N/A

N/A

None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.GlbMemlntegrity

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Enable/Disable Intel Global Memory Integrity.

o GlbMemintegrity

None

N/A

N/A

This attribute is applicable to INTEL only and 16G SPR onwards.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.InBandManageabilitylnterface

Description When set to Disabled, this setting will hide the Management Engines (ME) HECI devices and the systems
IPMI devices from the operating system. This prevents the operating system from changing the ME
power capping settings, and blocks access too all in-band management tools. All management must be
managed via out-of-band. Note: BIOS update requires HECI devices to be operational and DUP updates
require IPMI interface to be operational. This setting needs to be set to Enabled to avoid update errors.
Note: ePSA requires the IPMI interface to be functional for certain features. Disabling this setting will also
cause ePSA to not be fuly functional.

Legal Values e Enabled
e Disabled
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as
TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.InFieldScan

Description The Intel(R) In-field Scan feature allows software to scan processor cores for latent faults. The scan can
be performed in the field after the server is deployed. When this setting is enabled, the BIOS configures
all processors to respond to software scan requests. When this setting is disabled, the processors will not
respond to software scan requests.

Legal Values e Enabled
e Disabled
Default Value Disabled

Write Privilege N/A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.IntelSgx

Description Allows enabling or disabling of the Intel Software Guard Extension (SGX) Technology. When set to Off,
BIOS disables the SGX technology. When set to On, BIOS enables the SGX technology. When set to
Software, allows application to enable the SGX technology.

Legal Values Integer values.
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Default Value
Write Privilege
License Required
Dependency

Notes

None
N/A
N/A
Intel only attribute

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.Intel Txt

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Allows enabling or disabling of the Intel Trusted Execution Technology (TXT). To enable Intel

TXT, Virtualization Technology must be enabled, TPM Security must be set to On with Pre-boot
Measurements, and TPM Status must be Enabled, Activated. When using TPM2, the hash algorithm must
be set to SHA256.

e On
o Off

None
N/A
N/A
None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.KeySplit

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Designate the num of bits for TDX, rest will be used by TME-MK
e KeySplit

None

N/A

N/A

Applicable only to Intel platforms starting from 16G EMR

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.MemoryEncryption

Description

Allows enabling or disabling of the Intel Total Memory Encryption and Multi-Tenant (Intel TME-MT).
When set to Disable, BIOS disables both TME and TME-MT technology. When set to Single Key, BIOS
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enables the TME technology. When set to Multiple Keys, BIOS enables the TME-MT technology. The
TME-MT can be enabled only if Processor Settings -> CPU Physical Address Limit is disabled.

Legal Values o MEM_ENC_SINGLE_KEY
e MEM_ENC_OFF

Default Value None
Write Privilege N/A
License Required N/A
Dependency Applicable only to Intel, and CPU supported

BIOS.SysSecurity.NewSetupPassword

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.NewSysPassword

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.NmiButton

Description Allows enabling or disabling of the NMI button on the front panel.
Legal Values e FEnabled

e Disabled
Default Value None

Write Privilege N/A
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License Required
Dependency

Notes

N/A
Not supported on blades.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.OldSetupPassword

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.
String of ASCII characters.

None

N/A

N/A

None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.OldSysPassword

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

No description information available.
String of ASCII characters.

None

N/A

N/A

None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.PasswordStatus

Description

Legal Values

Default Value

When set to Unlocked the system password can be changed without entering the setup password.

This allows an administrator to maintain a setup password to protect against unauthorized BIOS Setup
changes, while a user can freely change the system password. When set to Locked, the setup password
must be entered to change the system password. To prevent the system password from being modified
without providing the setup password, set this option to Locked and enable the setup password.

e |ocked
e Unlocked

None
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Write Privilege N/A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.PwrButton

Description Allows enabling or disabling of the power button on the front panel.
Legal Values e FEnabled

e Disabled
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. SHA2565etupPassword

Description SHA256 hash of the setup password.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. SHA256SetupPasswordSalt

Description Salt for hash of the setup password.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
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Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.SHA256SystemPassword

Description SHA256 hash of the system password.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.SHA256SystemPasswordSalt

Description Salt for hash of the system password.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.SecureBoot

Description Allows enabling of Secure Boot, where the BIOS authenticates each component that is executed during
the boot process using the certificates in the Secure Boot Policy. The following components are validated
in the boot process: - UEFI drivers that are loaded from PCle cards - UEFI drivers and executables from
mass storage devices - Operating system boot loaders Note: Secure Boot is not available unless the Boot
Mode (in the Boot Settings menu) is set to UEFI. Note: Secure Boot is not available unless the Load
Legacy Video Option ROM setting (in the Miscellaneous Settings menu) is disabled. Note: You should
create a setup password if you enable Secure Boot.

Legal Values e Enabled
e Disabled
Default Value Disabled
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Write Privilege
License Required

Dependency

Notes

N/A
N/A

When the value of SecureBootMode is DeployedMode AND the value of SecureBoot is Enabled, BIOS
will append a ProgReadOnlyLocal modifier to SecureBoot, SecureBootPolicy, and SecureBootMode. This
means that inband system management tools will not allow users to change these attributes when these
conditions are true.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.SecureBootMode

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Notes

This field configures how the BIOS uses the Secure Boot Policy Objects (PK, KEK, db, dbx). In Setup
Mode and Audit Mode, PK is not present, and BIOS does not authenticate programmatic updates to

the policy objects. In User Mode and Deployed Mode, PK is present, and BIOS performs signature
verification on programmatic attempts to update policy objects. Deployed Mode is the most secure mode.
Use Setup, Audit, or User Mode when provisioning the system, then use Deployed Mode for normal
operation. Available mode transitions depend on the current mode and PK presence. Refer to Figure 77

in the UEFI 2.6 specification for more information on transitions between the four modes. In Audit Mode,
the BIOS performs signature verification on pre-boot images and logs results in the Image Execution
Information Table, but executes the images whether they pass or fail verification. Audit Mode is useful for
programmatically determining a working set of policy objects.

SetupMode
UserMode
AuditMode
DeployedMode

DeployedMode
N/A
N/A

When the value of SecureBootMode is DeployedMode AND the value of SecureBoot is Enabled, BIOS
will append a ProgReadOnlyLocal modifier to SecureBoot, SecureBootPolicy, and SecureBootMode. This
means that inband system management tools will not allow users to change these attributes when
these conditions are true. This attribute is always read-write in BIOS Setup and in out-of-band system
management tools.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.SecureBootPolicy

Description

Legal Values

Allows selecting the Secure Boot Policy. When set to Standard, the BIOS uses the key and certificates
from the system manufacturer to authenticate pre-boot images. When set to Linux(R) Boot, VMware(R)
Boot, or Microsoft(R) Boot, the Secure Boot Policy includes only certificates necessary for the
corresponding operating system. When set to Custom, the BIOS uses the user-customized key and
certificates. Note: If Custom mode is selected, the Secure Boot Custom Policy Settings menu is displayed.
Note: Changing the default security certificates may cause the system to fail booting from certain boot
options.

e Standard
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Custom
LinuxBoot
VmwareBoot
MicrosoftBoot

Default Value None
Write Privilege N/A
License Required N/A

Dependency When the value of SecureBootMode is DeployedMode AND the value of SecureBoot is Enabled, BIOS
will append a ProgReadOnlyLocal modifier to SecureBoot, SecureBootPolicy, and SecureBootMode. This
means that inband system management tools will not allow users to change these attributes when these
conditions are true.

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/

Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.SetupPassword

Description The setup password is the password that must be entered to change any BIOS settings. However, the
system password can be changed without entering the correct setup password if Password Status is set
to Unlocked. The password is read-only if the password jumper (PWRD_EN) is not installed in the system.

Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A

License Required N/A

Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as
TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.SignedFirmwareUpdate

Description When set to Enabled, this option supports the signed BIOS update feature. Warning! Once enabled, this
option cannot be disabled. Note: When change the item from disabled to enabled, there will pup-up a
Warning message: WARNING: This option enables the signed BIOS update feature. Once enabled, the
BIOS will no longer support rollbacks to an unsigned image.

Legal Values e FEnabled
e Disabled
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.SmmSecurityMitigation

Description This option enables or disables additional UEFI SMM Security Mitigation protections. This option is
available only in UEFI boot mode. The operating system can use this feature to help protect the secure
environment created by virtualization based security. Enabling this feature provides additional UEFI
SMM Security Mitigation protections. However, this feature may cause compatibility issues or loss of
functionality with some legacy tools or applications.

Legal Values No information available.
Default Value None

Write Privilege N/A

License Required N/A

Dependency Only available on [Intel 15g], [>= Intel 16G & AMD 16G platforms] "Disabled If(BootMode=Bios)"
"Suppress If(BootMode=Bios)"

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as
TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.StrongPassword

Description If enabled, you must set up a password that has at least one character in lowercase, uppercase, digit, and
a special character. Also, you have the option to set the minimum number of characters in both the new
passwords. If disabled, you can set a password that has any character in it but the passwords must not
have more than 32 characters. Changes made by enabling or disabling this feature become immediately

effective.
Legal Values e Enabled

e Disabled
Default Value None

Write Privilege N/A
License Required N/A
Dependency Only available on (15G-Yeti) XR12 and all 16G+ platforms

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.StrongPasswordMinLength

Description Controls the minimum number of characters used when setting a system or setup password. You can
specify 8-32 characters.

Legal Values Integer values.

Default Value None
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Write Privilege

N/A

License Required N/A

Dependency

Notes

Only available on (15G-Yeti) XR12 and all 16G platforms

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.SysPassword

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

The system password is the password that must be entered to allow the system to boot to an operating
system. The password is read-only if the password jumper (PWRD_EN) is not installed in the system.

String of ASCII characters.
None

N/A

N/A

None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. TcmActivation

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the operational state of the Trusted Cryptography Module (TCM). When set to Activate, the
TCM will be enabled and activated. When set to Deactivate, the TCM will be disabled and deactivated.
When set to No Change, the operational state of the TCM remains unaltered. This field is read-only when
TCM Security is set to Off.

e NoChange
e Activate
e Deactivate

None
N/A
N/A
None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosReqgistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.
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BIOS.SysSecurity. TecmClear

Description WARNING: Clearing the Trusted Cryptography Module (TCM) will clear all keys in the TCM. This could
affect booting to the Operating System (OS). When set to Yes, all the contents of the TCM will be
cleared. This field is Read-Only when TCM Security is set to Off.

Legal Values e Yes
e No
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. TcmSecurity

Description Controls the reporting of the Trusted Cryptography Module (TCM) in the system. When set to Off,
presence of the TCM is not reported to the Operating System (OS). When set to On, presence of the
TCM is reported to the OS.

Legal Values o Off
e On
Default Value None

Write Privilege N/7A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as
TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. Tpm2Hierarchy

Description Allows enabling, disabling, or clearing the storage and endorsement hierarchies. When set to Enabled, the
storage and endorsement hierarchies can be used. When set to Disabled, the storage and endorsement
hierarchies cannot be used. When set to Clear, the storage and endorsement hierarchies are cleared of
any values, and then reset to Enabled.

Legal Values e FEnabled
e Disabled
e Clear

Default Value None

Write Privilege N/A
License Required N/A
Dependency Requires TPM2 hardware to be installed and TPM Security set to On.
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Notes

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. TomActivation

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field allows changing the operational state of the Trusted Platform Module (TPM). When set to
Activate, the TPM will be enabled and activated. When set to Deactivate, the TPM will be disabled and
deactivated. When set to No Change, the operational state of the TPM remains unaltered. This field is
Read-Only when TPM Security is set to Off.

e NoChange
e Activate
e Deactivate

None
N/A
N/A
None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. TpmClear

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

WARNING: Clearing the Trusted Platform Module (TPM) will cause loss of all keys in the TPM. This could
affect booting to the Operating System (OS). When set to Yes, all the contents of the TPM will be
cleared. This field is read-only when TPM Security is set to Off.

e Yes
e No

None
N/A
N/A
None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. TomCommand

Description

Controls the Trusted Platform Module (TPM). When set to None, no command is sent to the TPM. When
set to Activate, the TPM will be enabled and activated. When set to Deactivate, the TPM will be disabled
and deactivated. When set to Clear, all the contents of the TPM will be cleared. WARNING: Clearing the
TPM will result in losing all keys in the TPM. This could affect booting to the OS. This field is read-only
when TPM Security is set to Off. The action requires an additional reboot before it can take effect.
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

e None

e Activate

e Deactivate
e Clear

None
N/A
N/A
None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. TomFirmware

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the firmware version of the Trusted Platform Module (TPM).
String of ASCII characters.

None

N/A

N/A

None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. Tpminfo

Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Indicates the type of Trusted Platform Module, if present.
String of ASCII characters.

None

N/A

N/A

None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. TpmSecurity

Description

Controls the reporting of the Trusted Platform Module (TPM) in the system. When set to Off, presence
of the TPM is not reported to the Operating System (OS). When set to On with Pre-boot Measurements,
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

BIOS will store Trusted Computing Group (TCG) compliant measurements to the TPM during POST.
When set to On without Pre-boot Measurements, BIOS will bypass most pre-boot measurements. When
set to On, presence of the TPM is reported to the OS and available for use.

Off
OnPbm
OnNoPbm
On

None
N/A
N/A
TPM 1.2 hardware - Off, OnPbm, OnNoPbm TPM 2.0 hardware - Off, On

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity. TomStatus

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

Displays the current status of the Trusted Platform Module (TPM), and is applicable only for TPM 1.2. If
the TPM is not present or TPM Security is set to Off, the value is set to Unknown.

String of ASCII characters.
None

N/A

N/A

None

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.UefiCaCertScope

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field specifies how Secure Boot uses the UEFI CA certificate in the Authorized Signature Database
(db). When this field is set to Device Firmware and OS, Secure Boot will apply the UEFI CA certificate

to all images, including device firmware, operating system loaders, and UEFI applications. When this field
is set to Device Firmware, Secure Boot will apply the UEFI CA certificate only to device boot firmware,
such as UEFI drivers for RAID or NIC devices. In this case, operating system loaders and UEFI| applications
will not execute if they are signed only by the UEFI CA key, even though the UEFI CA certificate is in db.
This field is configurable only when the Secure Boot Policy is Custom. Otherwise, the value of this field is
selected automatically based on the Secure Boot Policy setting.

e DeviceFirmwareAndOs
e DeviceFirmware

DeviceFirmwareAndOs
N/A
N/A

Read-only if SecureBootPolicy is not Custom.
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Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS.SysSecurity.UefiVariableAccess

Description Provides varying degrees of securing UEFI variables. When set to Standard, UEFI variables are accessible
and can be modified in the Operating System (OS) per the UEFI specification. When set to Controlled,
select UEFI variables are protected and cannot be modified in an OS environment. New UEFI boot entries
are forced to be at the end of the current boot order.

Legal Values e Standard
e Controlled

Default Value None
Write Privilege N/7A
License Required N/A
Dependency None

Notes e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

e After modifying the IntelTxt attribute value, the pending flag is enabled for the dependent attributes
such as

TpmActivation, TpmClear, and TpmSecurity.

BIOS. TpmAdvancedSettings. Tpm2Algorithm

Description Allows the user to change the cryptographic algorithms used in the Trusted Platform Module (TPM). The
available options are dependent on the TPM firmware. To enable TPM2 Algorithm Selection, Intel(R) TXT
technology must be disabled.

SHA1
SHA256
SHA384
SHA512
SM3

Legal Values

Default Value None
Write Privilege N/A
License Required N/A
Dependency To enable TPM2 Algorithm Selection, Intel(R) TXT technology must be disabled.

Notes To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS. TpmAdvancedSettings. TpmPpiBypassClear

Description When set to Enabled, allows the Operating System to bypass Physical Presence Interface (PPI) prompts
when issuing PPl Advanced Configuration and Power Interface (ACPI) clear operations.

Legal Values e Disabled
e Enabled
Default Value None
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Write Privilege
License Required
Dependency

Notes

N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS. TpmAdvancedSettings. TpomPpiBypassProvision

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

When set to Enabled, allows the Operating System to bypass Physical Presence Interface (PPI) prompts
when issuing PPl Advanced Configuration and Power Interface (ACPI) provisioning operations.

e Disabled
e Enabled

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeq

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field controls the UEFI boot order. The first option in the list will be attempted first, and if
unsuccessful, the second option will be attempted and so on. This field applies only when Boot Mode
is UEFI; it has no effect when Boot Mode is BIOS.

String of ASCII characters.
None
N/A
N/A
None

e FQDD level options are available for configuring the boot sequence. Multiple UEFI boot options using
the same hardware display the same FQDD device for each option.

e To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/
Systems/System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSegEnDisT

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A

None
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Notes

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSegENDis10

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSegENDis1

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeqgEnDis12

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.UefiBootSettings.UefiBootSeqgEnDis13

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeqEnDis14

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSegENDis15

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeqgENnDis16

Description

Legal Values

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
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Default Value
Write Privilege
License Required
Dependency

Notes

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSegENnDis1/

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeqEnDis13

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeqgEnDis19

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.UefiBootSettings.UefiBootSegENnDis2

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeqEnDis20

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSegEnDisd

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeqEnDis4

Description

Legal Values

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
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Default Value
Write Privilege
License Required
Dependency

Notes

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSegENnDisS

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSegEnDis6

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeqgEnDis/

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None

N/A

N/A

None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.UefiBootSettings.UefiBootSeqEnDis8

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiBootSeqgEnDis9

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Notes

This field enables or disables this boot option in the UEFI Boot Sequence. The system will attempt to
launch enabled boot options only; it will not launch disabled boot options. This field applies only when Boot
Mode is UEFI; it has no effect when Boot Mode is BIOS.

No information available.
None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.UefiBootSettings.UefiPxelpVersion

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Notes

This field enables you to select IPv4 PXE booting (default) or IPv6 PXE booting when in UEFI Boot Mode.
This field is disabled in BIOS Boot Mode. Changing this field will cause the PXE options in the UEFI Boot
Sequence to be replaced on the next reboot.

o |Pv4
e |Pv6

None
N/A
N/A
None

To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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FC Attributes

FC.FCDevice.BusDeviceFunction (Read Only)

Description Indicates the PCI Address of the Physical Function assigned to the port.
Legal Values String of up to 8 ASCII characters.
Default Value None

Write Privilege N/A
License Required Express License

Dependency None

FC.FCDevice.ChipMdI (Read Only)

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required Express License

Dependency None

FC.FCDevice.EFIVersion (Read Only)

Description No description information available.
Legal Values String of ASCII characters.
Default Value None

Write Privilege N/A
License Required Express License

Dependency None

FC.FCDevice.FamilyVersion (Read Only)

Description No description information available.
Legal Values String of up to 8 ASCII characters.
Default Value None

Write Privilege N/A
License Required Express License

Dependency None

FC Attributes 353



FC.FCDevice.PCIDevicelD (Read Only)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

No description information available.
String of up to 4 ASCII characters.
None

N/A

Express License

None

FC.FCTarget.BootScanSelection (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Specifies the adapter initiator behavior for booting the system from specified Fibre Channel boot
target(s) or fabric discovered target(s)

e Disabled

e Specified LUN

e First LUN

e First LUNO

e First NOT LUN O
e Fabric Discovered
Disabled

N/A

Express License

None

FC.FCTarget.FirstFCTargetLUN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specifies the LUN (Logical Unit Number) of the first Fibre Channel boot target
Integer values.

None

N/A

Express License

None

FC.FCTarget.FirstFCTargetWWPN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specifies the World Wide Port Name of the first Fibre Channel boot target
String of up to 23 ASCII characters.

None

N/A

Express License

None
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FC.FCTarget.SecondFCTargetLUN (Read or Write)

Description Specifies the LUN (Logical Unit Number) of the second Fibre Channel boot target
Legal Values Integer values.
Default Value None

Write Privilege N/7A
License Required Express License

Dependency None

FC.FCTarget.SecondFCTargetWWPN (Read or Write)

Description Specifies the World Wide Port Name of the second Fibre Channel boot target
Legal Values String of up to 23 ASCII characters.
Default Value None

Write Privilege N/A
License Required Express License

Dependency None

FC.HBAConfig.EighthNVMeTargetNQN (Read or Write)

Description Specify the eighth targets NVMe Qualified Name
Legal Values String of up to 223 ASCII characters.
Default Value None

Write Privilege N/A
License Required Not Applicable

Dependency None

FC.HBAConfig.EighthNVMeTargetWWNN (Read or Write)

Description Specify the World Wide Node Name of the eighth NVMe boot target
Legal Values String of up to 23 ASCII characters.
Default Value None

Write Privilege N/A
License Required Not Applicable

Dependency None

FC.HBAConfig.EighthNVMeTargetWWPN (Read or Write)

Description Specify the World Wide Port Name of the eighth NVMe boot target
Legal Values String of up to 23 ASCII characters.
Default Value None
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Write Privilege N/A
License Required Not Applicable

Dependency None

FC.HBAConfig.EighthNVMeTgtCntlrlD (Read or Write)

Description Specify the Controller ID of the eighth NVMe boot target.[VENDOR: specify format of value]
Legal Values String of up to 4 ASCII characters.
Default Value None

Write Privilege N/A
License Required Not Applicable

Dependency None

FC.HBAConfig.EighthNVMeTgtConn (Read or Write)

Description Setting to enable whether connection to the eighth NVMe Target is attempted
Legal Values e FEnabled

e Disabled
Default Value Disabled

Write Privilege N/7A
License Required Not Applicable

Dependency None

FC.HBAConfig.EighthNVMeTgtNSID (Read or Write)

Description Specify the Namespace ID of the eighth NVMe boot target to access.[VENDOR: specify format of value]
Legal Values String of up to 8 ASCII characters.
Default Value None

Write Privilege N/A
License Required Not Applicable

Dependency None

FC.HBAConfig.EnableNVMeBoot (Read or Write)

Description Specifies the ports behavior for booting the system from specified NVMe boot target(s)
Legal Values e Disabled

e FEnabled
Default Value Disabled

Write Privilege N/A
License Required Not Applicable

Dependency None
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FC.HBAConfig.FCTape (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Specifies the state of Fibre Channel Tape support

e Enabled
e Disabled

Disabled
N/A
Express License

None

FC.HBAConfig.FabricLoginRetryCount (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specifies the number of times the initiator will attempt to login to devices on the Storage Area Network

Integer values.
3

N/A

Express License

None

FC.HBAConfig.FabricLoginTimeout (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Specifies the time in milliseconds that the initiator waits before it tries to login to the Fibre Channel
Storage Area Network Fabric again

Integer values from 1 to 255000.
3000

N/A

Express License

None

FC.HBAConfig.FifthNVMeTargetNQN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the fifth targets NVMe Qualified Name
String of up to 223 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.FifthNVMeTargetWWNN (Read or Write)

Description

Specify the World Wide Node Name of the fifth NVMe boot target
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Legal Values
Default Value
Write Privilege
License Required

Dependency

String of up to 23 ASCII characters.
None

N/A

Not Applicable

None

FC.HBAConfig.FifthNVMeTargetWWPN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the World Wide Port Name of the fifth NVMe boot target
String of up to 23 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.FifthNVMeTgtCntlrID (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the Controller ID of the fifth NVMe boot target.[VENDOR: specify format of value]
String of up to 4 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.FifthNVMeTgtConn (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Setting to enable whether connection to the fifth NVMe Target is attempted

e Enabled
e Disabled

Disabled
N/A
Not Applicable

None

FC.HBAConfig.FifthNVMeTgtNSID (Read or Write)

Description
Legal Values
Default Value
Write Privilege

License Required

Specify the Namespace ID of the fifth NVMe boot target to access.[VENDOR: specify format of value]
String of up to 8 ASCII characters.

None

N/A

Not Applicable
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Dependency None

FC.HBAConfig.FirstNVMeTargetNQN (Read or Write)

Description Specify the first targets NVMe Qualified Name
Legal Values String of up to 223 ASCII characters.
Default Value None

Write Privilege N/7A
License Required Not Applicable

Dependency None

FC.HBAConfig.FirstNVMeTargetWWNN (Read or Write)

Description Specify the World Wide Node Name of the first NVMe boot target
Legal Values String of up to 23 ASCII characters.
Default Value None

Write Privilege N/A
License Required Not Applicable

Dependency None

FC.HBAConfig.FirstNVMeTargetWWPN (Read or Write)

Description Specify the World Wide Port Name of the first NVMe boot target
Legal Values String of up to 23 ASCII characters.
Default Value None

Write Privilege N/A
License Required Not Applicable

Dependency None

FC.HBAConfig.FirstNVMeTgtCntlrID (Read or Write)

Description Specify the Controller ID of the first NVMe boot target.[VENDOR: specify format of value]
Legal Values String of up to 4 ASCII characters.
Default Value None

Write Privilege N/A
License Required Not Applicable

Dependency None

FC.HBAConfig.FirstNVMeTgtConn (Read or Write)

Description Setting to enable whether connection to the first NVME target is attempted
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Legal Values

Default Value
Write Privilege
License Required

Dependency

e Enabled
e Disabled

Disabled
N/A
Not Applicable

None

FC.HBAConfig.FirstNVMeTgtNSID (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the Namespace ID of the first NVMe boot target to access.[VENDOR: specify format of value]
String of up to 8 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.FourthNVMeTargetNQN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the fourth targets NVMe Qualified Name
String of up to 223 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.FourthNVMeTargetWWNN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the World Wide Node Name of the fourth NVMe boot target
String of up to 23 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.FourthNVMeTargetWWPN (Read or Write)

Description
Legal Values
Default Value
Write Privilege

License Required

Specify the World Wide Port Name of the fourth NVMe boot target
String of up to 23 ASCII characters.

None

N/A

Not Applicable
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Dependency None

FC.HBAConfig.FourthNVMeTgtCntlrID (Read or Write)

Description Specify the Controller ID of the fourth NVMe boot target.[VENDOR: specify format of value]
Legal Values String of up to 4 ASCII characters.
Default Value None

Write Privilege N/7A
License Required Not Applicable

Dependency None

FC.HBAConfig.FourthNVMeTgtConn (Read or Write)

Description Setting to enable whether connection to the fourth NVMe Target is attempted
Legal Values e FEnabled

e Disabled
Default Value Disabled

Write Privilege N/7A
License Required Not Applicable

Dependency None

FC.HBAConfig.FourthNVMeTgtNSID (Read or Write)

Description Specify the Namespace ID of the fourth NVMe boot target to access.[VENDOR: specify format of value]
Legal Values String of up to 8 ASCII characters.
Default Value None

Write Privilege N/7A
License Required Not Applicable

Dependency None

FC.HBAConfig.FramePayloadSize (Read or Write)

Description Specifies the maximum Fibre Channel frame payload size in bytes

Auto
512

Legal Values °
[ ]
e 1024
[ ]
[ ]

2048
2112

Default Value Auto
Write Privilege N/A
License Required Express License

Dependency None
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FC.HBAConfig.HardZone (Read or Write)

Description Specifies the state of Fibre Channel hard zoning
Legal Values e FEnabled

e Disabled
Default Value Disabled

Write Privilege N/7A
License Required Express License

Dependency None

FC.HBAConfig.HardZoneAddress (Read or Write)

Description Specifies the Hard Zone address to be used if Fibre Channel hard zoning is enabled
Legal Values Integer values.
Default Value 0

Write Privilege N/7A
License Required Express License

Dependency None

FC.HBAConfig.LinkDownTimeout (Read or Write)

Description Specifies the number of milliseconds the Fibre Channel uplink port can be offline before the system is
notified that the SAN fabric connectivity is lost and the uplink port is marked as being down

Legal Values Integer values from 1 to 255000.
Default Value 3000

Write Privilege N/A

License Required Express License

Dependency None

FC.HBAConfig.LoopResetDelay (Read or Write)

Description Specifies the Fibre Channel Arbitrated Loop Reset Delay for the port. After resetting the loop, the
adapter firmware refrains from initiating any loop activity for the number of seconds specified in this
setting

Legal Values Integer values from O to 60.

Default Value 5

Write Privilege N/A
License Required Express License

Dependency None
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FC.HBAConfig.PortDownRetryCount (Read or Write)

Description Specifies the number of times the Fibre Channel uplink port will try reconnecting to a target port before
the port is marked as being down

Legal Values Integer values.

Default Value None

Write Privilege N/7A
License Required Express License

Dependency None

FC.HBAConfig.PortDownTimeout (Read or Write)

Description Specifies the timeout in milliseconds that the Fibre Channel uplink port will wait before trying to
reconnect to a target device port before the port is marked as down

Legal Values Integer values from 1 to 255000.
Default Value 3000

Write Privilege N/A

License Required Express License

Dependency None

FC.HBAConfig.PortLoginRetryCount (Read or Write)

Description Specifies the number of times the adapter firmware initiator will try logging into a target device port
Legal Values Integer values.
Default Value 3

Write Privilege N/A
License Required Express License

Dependency None

FC.HBAConfig.PortLoginTimeout (Read or Write)

Description Specifies the timeout in milliseconds that the initiator uses when attempting to login to the target device
port
Legal Values Integer values from 1 to 255000.

Default Value 3000
Write Privilege N/A
License Required Express License

Dependency None

FC.HBAConfig.SecondNVMeTargetNQN (Read or Write)

Description Specify the second targets NVMe Qualified Name
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Legal Values
Default Value
Write Privilege
License Required

Dependency

String of up to 223 ASCII characters.
None

N/A

Not Applicable

None

FC.HBAConfig.SecondNVMeTargetWWNN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the World Wide Node Name of the second NVMe boot target
String of up to 23 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.SecondNVMeTargetWWPN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the World Wide Port Name of the second NVMe boot target
String of up to 23 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.SecondNVMeTgtCntlrID (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the Controller ID of the second NVMe boot target. [VENDOR: specify format of value]
String of up to 4 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.SecondNVMeTgtConn (Read or Write)

Description

Legal Values

Default Value
Write Privilege

License Required

Setting to enable whether connection to the second NVMe Target is attempted

e Enabled
e Disabled

Disabled
N/A
Not Applicable
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Dependency

None

FC.HBAConfig.SecondNVMeTgtNSID (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the Namespace ID of the second NVMe boot target to access
String of up to 8 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.SeventhNVMeTargetNQN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the seventh targets NVMe Qualified Name
String of up to 223 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.SeventhNVMeTargetWWNN (Read or

Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the World Wide Node Name of the seventh NVMe boot target
String of up to 23 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.SeventhNVMeTargetWWPN (Read or

Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the World Wide Port Name of the seventh NVMe boot target
String of up to 23 ASCII characters.

None

N/A

Not Applicable

None
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FC.HBAConfig.SeventhNVMeTgtCntlrID (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the Controller ID of the seventh NVMe boot target.[VENDOR: specify format of value]
String of up to 4 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.SeventhNVMeTgtConn (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Setting to enable whether connection to the seventh NVMe Target is attempted

e Enabled
e Disabled

Disabled
N/A
Not Applicable

None

FC.HBAConfig.SeventhNVMeTgtNSID (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the Namespace ID of the seventh NVMe boot target to access.[VENDOR: specify format of
value]

String of up to 8 ASCII characters.
None

N/A

Not Applicable

None

FC.HBAConfig.SixthNVMeTargetNQN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the sixth targets NVMe Qualified Name
String of up to 223 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.SixthNVMeTargetWWNN (Read or Write)

Description

Specify the World Wide Node Name of the sixth NVMe boot target
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Legal Values String of up to 23 ASCII characters.
Default Value None

Write Privilege N/7A

License Required Not Applicable

Dependency None

FC.HBAConfig.SixthNVMeTargetWWPN (Read or Write)

Description Specify the World Wide Port Name of the sixth NVMe boot target
Legal Values String of up to 23 ASCII characters.
Default Value None

Write Privilege N/7A
License Required Not Applicable

Dependency None

FC.HBAConfig.SixthNVMeTgtCntlrlD (Read or Write)

Description Specify the Controller ID of the sixth NVMe boot target.[VENDOR: specify format of value]
Legal Values String of up to 4 ASCII characters.
Default Value None

Write Privilege N/7A
License Required Not Applicable

Dependency None

FC.HBAConfig.SixthNVMeTgtConn (Read or Write)

Description Setting to enable whether connection to the sixth NVMe Target is attempted
Legal Values e FEnabled

e Disabled
Default Value Disabled

Write Privilege N/7A
License Required Not Applicable

Dependency None

FC.HBAConfig.SixthNVMeTgtNSID (Read or Write)

Description Specify the Namespace ID of the sixth NVMe boot target to access.[VENDOR: specify format of value]
Legal Values String of up to 8 ASCII characters.
Default Value None

Write Privilege N/A

License Required Not Applicable
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Dependency

None

FC.HBAConfig. ThirdNVMeTargetNQN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the third targets NVMe Qualified Name
String of up to 223 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.ThirdNVMeTargetWWNN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the World Wide Node Name of the third NVMe boot target
String of up to 23 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig.ThirdNVMeTargetWWPN (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the World Wide Port Name of the third NVMe boot target
String of up to 23 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig. ThirdNVMeTgtCntlrID (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the Controller ID of the third NVMe boot target.[VENDOR: specify format of value]
String of up to 4 ASCII characters.

None

N/A

Not Applicable

None

FC.HBAConfig. ThirdNVMeTgtConn (Read or Write)

Description

Setting to enable whether connection to the third NVMe Target is attempted
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Legal Values

Default Value
Write Privilege
License Required

Dependency

e Enabled
e Disabled

Disabled
N/A
Not Applicable

None

FC.HBAConfig. ThirdNVMeTgtNSID (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Specify the Namespace ID of the third NVMe boot target to access.[VENDOR: specify format of value]
String of up to 8 ASCII characters.

None

N/A

Not Applicable

None

FC.PortConfig.DeviceName (Read Only)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Product name of the Fibre Channel Host Bus Adapter.
String of ASCII characters.

None

N/A

Express License

None

FC.PortConfig.PortNumber (Read Only)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

The Fibre Channel Host Bus Adapter port number as labeled externally on the adapter.
Integer values.

None

N/A

Express License

None

FC.PortConfig.PortSpeed (Read or Write)

Description

Legal Values

Specifies the data rate of the Fibre Channel Host Bus Adapter port. Value can be Automatic or specified
in Gbps.

Auto

1 Gbps

2 Gbps

4 Gbps
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Default Value
Write Privilege
License Required

Dependency

e 8 Gbps
e 16 Gbps
e 32 Gbps

Auto
N/A
Express License

None

FC.PortConfig.VirtualWWN (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Virtual Fibre Channel World Wide Node Name is used instead of the permanent World Wide Node Name
when its value is different

String of up to 23 ASCII characters.
None

N/A

Express License

None

FC.PortConfig.VirtualWWPN (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Virtual Fibre Channel World Wide Port Name of the port is used instead of the permanent World Wide
Port Name when its value is different

String of up to 23 ASCII characters.
None

N/A

Express License

None

FC.PortConfig. WWN (Read Only)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Permanent Fibre Channel World Wide Node Name assigned during manufacturing.
String of up to 23 ASCII characters.

None

N/A

Express License

None

FC.PortConfig. WWPN (Read Only)

Description
Legal Values

Default Value

Permanent Fibre Channel World Wide Port Name assigned to the port during manufacturing
String of up to 23 ASCII characters.

None
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Write Privilege N/A
License Required Express License

Dependency None
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IDRAC Attributes

IDRAC.8021XSecurity.ClientCertificate Type (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Client Certificate Type
Client Certificate Type

e DefaultDEVID - 0
e SigningLDEVID -1
e CustomLDEVID - 2

0

Configure iDRAC
Datacenter License
None

No

IDRAC.8021XSecurity.MacSecActive (Read Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

MACSec Session Active
MACSec Session Active

e No-0
e Yes-1
0

Configure iDRAC
Datacenter License
None

No

IDRAC.8021XSecurity.MacSecCapable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

MACSec Capable
MACSec Capable

e Disabled - 0
e FEnabled -1
0

Configure iDRAC
Datacenter License

None
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Is Platform
Dependent

IDRAC.8021XSecurity.Use8021XSecurity (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

No

Use802.1X Security
Use 802.1X Security

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Datacenter License
None

Yes

IDRAC.8021XSecurity.ValidateAuthenticationServerCertifica
te (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Validate Authentication Server Certificate

Validate Authentication Server Certificate

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Datacenter License
None

No

IDRAC.ACME.CA-URL (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

CA URL

Specifies the URL of the Certificate Authority.
String of up to 1024 ASCII characters.

None

Configure iDRAC

Datacenter License

None

No
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IDRAC.ACME.Enable (Read or Write)

Display Name Enable
Description Enables or disables Automated Certificate Management Environment.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Datacenter License

Dependency None
Is Platform No
Dependent

IDRAC.ACME.EnrollmentAction (Read or Write)

Display Name Enrollment Action
Description Enrollment Actions
Legal Values e Halt-0

e Monitor -1

e Enroll -2
Default Value 0

Write Privilege Configure iDRAC

License Required Datacenter License

Dependency None
Is Platform No
Dependent

IDRAC.ACME.EnrollmentStatus (Read Only)

Display Name Enrollment Status
Description Provides the enrollment status.
Legal Values e None-0

e Enrolling -1

e FEnrolled -2

e FError-3
Default Value 0

Write Privilege Configure iDRAC

License Required Datacenter License

Dependency None
Is Platform No
Dependent

374 IDRAC Attributes



IDRAC.ADGroup.Domain (Read or Write)

Display Name AD Group Domain

Description Active Directory Domain in which the Role Group resides.
Legal Values String of up to 254 ASCII characters.

Default Value None

Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.ADGroup.Name (Read or Write)

Display Name AD Role Group Name

Description Name of the Role Group as recorded in the Active Directory forest.
Legal Values String of up to 254 ASCII characters.

Default Value None

Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.ADGroup.Privilege (Read or Write)

Display Name AD Group Privilege

Description Role-based authority privileges for a Role Group
Legal Values Integer values from O to 511.
Default Value 0

Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.ASRConfig.Enable (Read or Write)

Display Name Enable
Description Status of ASR Config
Legal Values e Disabled - 0

e Enabled -1
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Default Value 1
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.ActiveBezelFilter.FilterCheckIntervalDay (Read or
Write)

Display Name Filter Check Interval Day
Description Active mode starting day. This is applicable to XR-series platforms only.

Sunday - 0
Monday - 1
Tuesday - 2
Wednesday - 3
Thursday - 4
Friday -
Saturday - 6

Legal Values

Default Value 0
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.ActiveBezelFilter.FilterChecklnterval TimeHour (Read
or Write)

Display Name Filter Check Interval Time Hour

Description Active mode starting Hour. This is applicable to XR-series platforms only.
Legal Values Integer values from O to 23.

Default Value 3

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.ActiveBezelFilter.FilterMode (Read or Write)

Display Name Filter Mode

Description Air Filter Monitoring Modes. This is applicable to XR-series platforms only.
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

e CountDownMode - 0
e ActiveSensingMode - 1

0

Configure iDRAC
Not Applicable
None

Yes

IDRAC.ActiveDirectory.AuthTimeout (Read or Write)

Display Name

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Active Directory Authentication Timeout

Specifies the number of seconds to wait for Active Directory authentication requests to complete before
timing out.

Integer values from 15 to 300.

120

Configure iDRAC, Configure Users
Enterprise License

None

No

IDRAC.ActiveDirectory.CertValidationEnable (Read or

Write)

Display Name

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Certificate Validation Enable

Enables or disables Active Directory certificate validation as a part of the Active Directory configuration
process.

e Disabled - 0
e Enabled -1
0

Configure iDRAC, Configure Users
Enterprise License
None

No

IDRAC.ActiveDirectory.Connection (Read or Write)

Display Name
Description

Legal Values

Active Directory Connection
Selects Active Directory connection protocol

e StartTLS-0
e LDAPS -1
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Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

1
Configure iDRAC, Configure Users

Enterprise License
None

No

IDRAC.ActiveDirectory.DCLookupByUserDomain (Read or

Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Domain Controller Lookup By User Domain
Chooses the way the user domain is looked up for Active Directory.

e Disabled - 0
e Enabled -1

1

Configure iDRAC, Configure Users

Enterprise License

Cannot be Disabled unless DC Lookup Domain Name is set

No

IDRAC.ActiveDirectory.DCLookupDomainName (Read or

Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Active Directory Lookup Domain Name

This is the configured search domain to use when DCLookupByUserDomain is disabled
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.ActiveDirectory.DCLookupEnable (Read or Write)

Display Name
Description

Legal Values

Default Value

Write Privilege

Domain Controller Lookup Enable

Configures iDRAC to use pre-configured domain controllers or to use DNS to find the domain controller.

e Disabled - 0
e Enabled -1
0

Configure iDRAC, Configure Users
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License Required
Dependency

Is Platform
Dependent

Enterprise License
None

No

IDRAC.ActiveDirectory.DomainController1 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Domain Controller 1

Specifies the LDAP server from which you want the iDRAC to obtain user names
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.ActiveDirectory.DomainController?2 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Domain Controller 2

Specifies the LDAP server from which you want the iDRAC to obtain user names
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.ActiveDirectory.DomainControllerd (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Domain Controller 3

Specifies the LDAP server from which you want the iDRAC to obtain user names
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No
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IDRAC.ActiveDirectory.Enable (Read or Write)

Display Name Active Directory Enable
Description Enables or disables Active Directory user authentication on iDRAC
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.ActiveDirectory.GCLookupEnable (Read or Write)

Display Name Global Catalog Server Lookup Enable
Description Determines how the global catalog server is looked up.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.ActiveDirectory.GCRootDomain (Read or Write)

Display Name Active Directory Root Domain

Description The name of the Active Directory root domain used for DNS look up, to locate Global Catalog servers.
Legal Values String of up to 254 ASCII characters.

Default Value None

Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.ActiveDirectory.GlobalCatalog1 (Read or Write)

Display Name Global Catalog 1

Description Specifies the Global Catalog server from which you want the iDRAC to obtain user names.
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Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

String of up to 254 ASCII characters.
None

Configure iDRAC, Configure Users
Enterprise License

None

No

IDRAC.ActiveDirectory.GlobalCatalog2 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Global Catalog 2

Specifies the Global Catalog server from which you want the iDRAC to obtain user names.
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.ActiveDirectory.GlobalCatalogd (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Global Catalog 3

Specifies the Global Catalog server from which you want the iDRAC to obtain user names.
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.ActiveDirectory.RSASecurlD2FAAD (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

RSA SecurlD 2FA AD

Enables or disables RSA SecurlD 2 Factor Authentication for AD users.

e Disabled - 0
e Enabled -1
0

Configure Users
LM_RSA_SECURID

Microsoft Active Directory must be Enabled prior to setting to Enabled.
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Is Platform
Dependent

No

IDRAC.ActiveDirectory.RacDomain (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Active Directory RAC Domain

Active Directory Domain in which iDRAC resides.
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.ActiveDirectory.RacName (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Active Directory RAC Name

Name of iDRAC as recorded in the Active Directory forest.
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.ActiveDirectory.SSOEnable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

SSO Enable

Enables or disables Active Directory single sign-on authentication on iDRAC.

e Disabled - 0
e Enabled -1
0

Configure iDRAC, Configure Users
Enterprise License
Cannot be Enabled unless SmartCard Logon Enable is Disabled

No

IDRAC.ActiveDirectory.Schema (Read or Write)

Display Name

Active Directory Schema Type
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Description Determines the schema type to use with Active Directory.

Legal Values e Extended Schema -1
e Standard Schema - 2

Default Value 1
Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.AutoOSLockGroup.AutoOSLockState (Read or
Write)

Display Name Auto OS Lock State
Description Enable Auto OS Lock State
Legal Values e Disabled - 0

e FEnabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Autodiscovery.EnablelPChangeAnnounce (Read or
Write)

Display Name Enable IP Change Announce
Description Enable Auto Discovery to allow 1:many consoles to discover iDRAC
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Autodiscovery.EnablelPChangeAnnounceFromDHCP
(Read or Write)

Display Name Enable IP Change Announce from DHCP
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Description Enable iDRAC to obtain list of consoles through DHCP.

Legal Values e Disabled - 0
e FEnabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Autodiscovery.EnablelPChangeAnnounceFromUnicas
tDNS (Read or Write)

Display Name Enable IP Change Announce Unicast DNS
Description Enable iDRAC to obtain list of consoles through unicast DNS.
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Autodiscovery.EnablelPChangeAnnounceFrommDNS
(Read or Write)

Display Name Enable IP Change Announce From mDNS
Description Enable iDRAC to obtain list of consoles through mDNS
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Autodiscovery.SendTestAnnouncement (Read or
Write)

Display Name Send Test Announcement
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Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IDRAC.Autodiscovery.UnsolicitedlPChangeAnnounceRate

Send an IP Change announcement for debugging purposes

e Disabled - 0
e SendOnce -1

0

Configure iDRAC
Not Applicable
None

No

(Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Unsolicited IP Change Announce Rate
Rate of periodic refresh of IP address to consoles

Disabled - O
1 hour -1

6 hours - 2
12 hours - 3
1day -4

3 days -5

1 week - 6
2 weeks - 7
4 weeks - 8
6 weeks - 9

4

Configure iDRAC
Not Applicable
None

No

IDRAC.CertificateManagement.ExpiryNotificationFrequency
(Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Expiry Notification Frequency

Expiry Notification Frequency in Days
Integer values from 1to 7.

7

Configure iDRAC

Not Applicable

None

No
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IDRAC.CertificateManagement.ExpiryNotificationInterval
(Read Only)

Display Name Expiry Notification Interval in Days
Description Expiry Notification Interval in Days
Legal Values Integer values from 1 to 100.
Default Value 30

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CertificateManagement.ExpiryNotificationSupport
(Read or Write)

Display Name Expiry Notification Support
Description Certificate Expiry Notification Support
Legal Values e Disabled - 0

e Enabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv4.Address (Read Only)

Display Name IPv4 Address

Description The current IPv4 address assigned to the iDRAC
Legal Values String of up to 16 ASCII characters.

Default Value 0.0.0.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent
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IDRAC.CurrentlPv4.DHCPENable (Read Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPv4 DHCP Enable
Specifies if DHCP is used to assign the iDRAC IPv4 address

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Not Applicable
None

No

IDRAC.CurrentlPv4.DNS1 (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

DNS Server 1

IPv4 address for DNS server 1
String of up to 16 ASCII characters.
0.0.0.0

Configure iDRAC

Not Applicable

None

No

IDRAC.CurrentlPv4.DNS2 (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

DNS Server 2

IPv4 address for DNS Server 2
String of up to 16 ASCII characters.
0.0.0.0

Configure iDRAC

Not Applicable

None

No

IDRAC.CurrentlPv4.DNSS (Read Only)

Display Name
Description

Legal Values

DNS Server 3
IPv4 address for DNS Server 3
String of up to 16 ASCII characters.
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Default Value 0.0.0.0
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv4.DNSFromDHCP (Read Only)

Display Name DNS Servers From DHCP
Description Specifies if the DNS server IPv4 addresses should be assigned from the DHCP server on the network.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Current|Pv4.DupAddrDetected (Read Only)

Display Name IPv4 Address

Description The current IPv4 address assigned to the iDRAC
Legal Values String of up to 16 ASCII characters.

Default Value 0.0.0.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv4.Enable (Read Only)

Display Name IPv4 Enable
Description Enables or Disables the iDRAC IPv4 stack
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
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Is Platform
Dependent

No

IDRAC.CurrentlPv4.Gateway (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Gateway

The gateway for the iDRAC IPv4 address
String of up to 16 ASCII characters.
0.0.0.0

Configure iDRAC

Not Applicable

None

No

IDRAC.CurrentlPv4.Netmask (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Net Mask

The subnet mask used for the iDRAC IPv4 address
String of up to 16 ASCII characters.

0.0.0.0

Configure iDRAC

Not Applicable

None

No

IDRAC.CurrentlPv6.Address? (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 1
iDRAC IPv6 Address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.Current|Pv6.Address10 (Read Only)

Display Name

IPV6 Address 10
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Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

iDRAC IPv6 tenth address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.Current|Pv6.Address11 (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 11
iDRAC IPv6 eleventh address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.Current|Pv6.Address12 (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 12
iDRAC IPv6 twelfth address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.CurrentlPv6.Address15 (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

IPV6 Address 13
iDRAC IPv6 thirteenth address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable

None
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Is Platform
Dependent

No

IDRAC.Current|Pv6.Address14 (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 14
iDRAC IPv6 fourteenth address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.Current|Pv6.Address1o (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 15
iDRAC IPv6 fifteenth address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.CurrentlPv6.Address2 (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 2
iDRAC IPv6 second address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.CurrentIPv6.Addressd (Read Only)

Display Name

IPV6 Address 3
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Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

iDRAC IPv6 third address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.Current|Pv6.Address4 (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 4
iDRAC IPv6 fourth address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.Current|Pv6.Addressbd (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 5
iDRAC IPv6 fifth address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.CurrentlPv6.Addresst (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

IPV6 Address 6
iDRAC IPv6 sixth address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable

None
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Is Platform No
Dependent

IDRAC.Current|Pv6.Address/ (Read Only)

Display Name IPV6 Address 7
Description iDRAC IPv6 seventh address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Current|Pv6.Address8 (Read Only)

Display Name IPV6 Address 8
Description iDRAC IPv6 eighth address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv6.Address9 (Read Only)

Display Name IPV6 Address 9
Description iDRAC IPv6 ninth address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv6.AddressGenerationMode (Read Only)

Display Name IPv6 Address Generation Mode
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Description IPv6 Address Generation Mode

Legal Values e StablePrivacy - 0
EUIBA -1

Default Value 0
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Current|Pv6.AutoConfig (Read Only)

Display Name IPV6 Auto Config
Description Enables or Disables the iDRAC IPv6 auto configuration option
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Current|Pv6.DHCPvBAddress (Read Only)

Display Name DHCPv6 Address
Description Specifies the iDRAC DHCPv6 Address.
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv6.DNST (Read Only)

Display Name IPV6 DNS Server1
Description IPv6 DNS Server 1 Address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable
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Dependency None

Is Platform No
Dependent

IDRAC.CurrentlPv6.DNS2 (Read Only)

Display Name IPV6 DNS Server?2
Description IPv6 DNS Server 2 Address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv6.DNSS (Read Only)

Display Name IPV6 DNS Server3
Description IPv6 DNS Server 3 Address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv6.DNSFromDHCP6 (Read Only)

Display Name DNS Server From DHCP6

Description Specifies if the DNS Server addresses are obtained from DHCP or not
Legal Values e Disabled - 0

e FEnabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent
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IDRAC.CurrentlPv6.DUID (Read Only)

Display Name IPv6 DUID

Description DHCP Unique Identifier

Legal Values String of up to 144 ASCII characters.
Default Value None

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv6.Enable (Read Only)

Display Name IPV6 Enable
Description Enables or Disables iDRAC IPv6 stack
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv6.Gateway (Read Only)

Display Name IPV6 Gateway
Description iDRAC IPv6 Gateway
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv6.IPVENumOfExtAddress (Read Only)

Display Name Total Number of Extended IP
Description Total number of extended IP
Legal Values Integer values from O to 255.
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Default Value 0
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Current|Pv6.LinkLocalAddress (Read Only)

Display Name IPV6 Link Local Address
Description iDRAC IPv6 Link Local Address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentlPv6.PrefixLength (Read Only)

Display Name IPV6 Link Local Prefix Length
Description Prefix length for the iDRAC IPv6 Address
Legal Values Integer values from 1 to 128.

Default Value 64

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.ActiveNIC (Read Only)

Display Name Active NIC
Description Currently Active iDRAC network interface

None - 0
Dedicated - 1
LOM1 -2
LOM2 - 3
LOMS3 - 4
LOM4 -5
LOMbS - 6
LOM®B6 -7
LOM7 - 8

Legal Values
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LOMS8 -9

LOM9 - 10
LOM10 - 1
LOM11 - 12
LOM12 - 13
LOM13 - 14
LOM14 - 15
LOM15 - 16
LOM16 - 17

Default Value 1
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.ActiveSharedLOM (Read Only)

Display Name Active Shared LOM
Description Currently Active iIDRAC shared network interface

None - 0
LOM1 -1
LOM2 -2
LOMS3 - 3
LOM4 - 4
LOM5 - 5
LOM®6 - 6
LOM7 -7
LOMS8 -8
LOM9 -9
LOM10 - 10
LOM1T - 11
LOM12 - 12
LOM13 - 13
LOM14 - 14
LOM15 - 15
LOM16 - 16

Legal Values

Default Value 0
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.AutoDetect (Read Only)

Display Name Auto NIC Enable

Description Enable or disable auto detection feature of iDRAC
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Legal Values e Disabled - 0
e FEnabled -1

Default Value 0
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.Autoneg (Read Only)

Display Name NIC Auto Negotiation
Description Enables autonegotiation of physical link speed and duplex
Legal Values e Disabled - 0
e FEnabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.CurrentNIC.DNSDomainFromDHCP (Read Only)

Display Name DNS Domain From DHCP
Description Specifies that the iDRAC DNS Domain Name should be assigned from the network DHCP server.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.DNSDomainName (Read Only)

Display Name DNS Domain Name

Description The DNS Domain Name

Legal Values String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required Not Applicable
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Dependency None

Is Platform No
Dependent

IDRAC.CurrentNIC.DNSRacName (Read Only)

Display Name DNS RAC Name

Description The iIDRAC name, which is iDRAC-&It;SVCTAG&gt; by default
Legal Values String of up to 63 ASCII characters.

Default Value idrac-SVCTAG

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.DNSRegister (Read Only)

Display Name DNS Register RAC
Description Registers the iDRAC name with the DNS server.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.DedicatedNICScanTime (Read Only)

Display Name Shared to Dedicated Failover Timeout
Description Shared to Dedicated Failover Timeout
Legal Values Integer values from 5 to 255.
Default Value 5

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent
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IDRAC.CurrentNIC.Duplex (Read Only)

Display Name NIC Duplex
Description Specifies the duplex setting for the iDRAC NIC
Legal Values e Half-0
e Full-1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.CurrentNIC.Enable (Read Only)

Display Name NIC Enable
Description Enables or Disables the iDRAC network interface controller.
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.CurrentNIC.Failover (Read Only)

Display Name NIC Failover
Description Specifies the NIC Failover LOM

None - 0
LOM1 -1

Legal Values °
[ ]
e LOM2-2
[ ]
[ ]
[ ]

LOMS - 3
LOMA4 - 4
ALL-5

Default Value 0
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent
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IDRAC.CurrentNIC.LinkStatus (Read Only)

Display Name Link Status
Description iDRAC Link Status.
Legal Values e No-0

o Yes-1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.MACAddress (Read Only)

Display Name MAC Address

Description The MAC Address of the iDRAC
Legal Values String of up to 17 ASCII characters.
Default Value None

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.MACAddress2 (Read Only)

Display Name MAC Address 2

Description The MAC Address 2 of the iDRAC
Legal Values String of up to 17 ASCII characters.
Default Value 00:00:00:00:00:02

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.MTU (Read Only)

Display Name NIC Maximum Transmission Unit
Description The size in bytes of the maximum transmission unit used by the iDRAC NIC
Legal Values Integer values from 576 to 1500.
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Default Value 1500
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.MgmtlfaceName (Read Only)

Display Name Management Interface Name

Description The name of the Management Network Interface
Legal Values String of up to 11 ASCII characters.

Default Value bondO

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.NumberOfLOM (Read Only)

Display Name Number of LOM

Description Number of shared LOM available for iDRAC network interface
Legal Values Integer values from O to 16.

Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.PingEnable (Read Only)

Display Name Ping Enable
Description Enables iDRAC to respond to pings
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent
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IDRAC.CurrentNIC.Selection (Read Only)

Display Name NIC Selection
Description Specifies the current mode of operation for the iIDRAC network interface controller

Dedicated - 1
LOM1 -2

Legal Values °
[ ]
e LOM2-3
[ ]
[ ]

LOMS -4
LOMA4 -5

Default Value 1
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.CurrentNIC.SharedNICScanTime (Read Only)

Display Name Dedicated to Shared Failover Timeout
Description Dedicated to Shared Failover Timeout
Legal Values Integer values from 5 to 255.
Default Value 30

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.Speed (Read Only)

Display Name NIC Speed
Description Specifies the speed for the iDRAC NIC

10-0

100 - 1
1000 - 2
2500 -3
10000 - 4
20000 - 5
25000 - 6
40000 -7
50000 - 8
100000 - 9

Legal Values

Default Value 1
Write Privilege Configure iDRAC

License Required Not Applicable
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Dependency None

Is Platform Yes
Dependent

IDRAC.CurrentNIC.VLanEnable (Read Only)

Display Name Enable VLAN
Description Enables or Disables the VLAN capabilities of the iDRAC
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.VLanID (Read Only)

Display Name VLAN ID

Description Specifies the VLAN ID for the network VLAN configuration
Legal Values Integer values from 1 to 4094.

Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.CurrentNIC.VLanPriority (Read Only)

Display Name VLAN Priority

Description Specifies the VLAN priority for the network VLAN configuration
Legal Values Integer values from O to 7.

Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent
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IDRAC.CurrentNIC.V0LanSetting (Read Only)

Display Name Auto VLan Setting
Description Auto VLAN Setting
Legal Values e Both Enable - 0

Disabled on Dedicated - 1
Disabled on share - 2

Default Value 0
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.DefaultCredentialMitigationConfigGroup.DefaultCred
entialMitigation (Read or Write)

Display Name Default Credential Mitigation
Description Enable Default Credential Mitigation
Legal Values e Disabled - 0

e FEnabled -1
Default Value 1

Write Privilege Configure Users

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.DelegatedAuth.lssuer (Read or Write)

Display Name Delegated Authentication Static Issuer

Description Issuer string "iss" value in tokens signed by the configured static key (s)
Legal Values String of up to 512 ASCII characters.

Default Value None

Write Privilege Configure iDRAC, Configure Users

License Required Datacenter License

Dependency None
Is Platform No
Dependent
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IDRAC.DelegatedAuth.Mode (Read or Write)

Display Name Delegated Authentication Service Mode
Description Mode of operation for Delegated Server instance
Legal Values e Mixed-0

e Discovery -1

e Offline - 2
Default Value 0

Write Privilege Configure iDRAC, Configure Users
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.DelegatedAuth.Name (Read or Write)

Display Name Delegated Authentication Name tag

Description Name tag for the Delegated authentication, used for configuration
Legal Values String of up to 128 ASCII characters.

Default Value None

Write Privilege Configure iDRAC, Configure Users

License Required Datacenter License

Dependency None
Is Platform No
Dependent

IDRAC.DelegatedAuth.PublicsigningKey (Read or Write)

Display Name Delegated Authentication Static Public Signing Key

Description The public signing key as defined in rfc7517 or a JWK set document as specified in rfc8414
Legal Values String of up to 3071 ASCII characters.

Default Value None

Write Privilege Configure iDRAC, Configure Users

License Required Datacenter License

Dependency None
Is Platform No
Dependent

IDRAC.DelegatedAuth.ServerURL (Read or Write)

Display Name Delegated Authentication Server Address

Description The Oauth Metadata document URL of the Authorization Server
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Legal Values String of up to 1024 ASCII characters.
Default Value None
Write Privilege Configure iDRAC, Configure Users

License Required Datacenter License

Dependency None
Is Platform No
Dependent

IDRAC.DelegatedAuth.ServiceEnabled (Read or Write)

Display Name Delegated Authentication Service Enabled
Description Enable or Disable this Delegated Server instance
Legal Values e Disabled - 0

e Enabled -1
Default Value 1

Write Privilege Configure iDRAC, Configure Users

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.DelegatedAuthConfig.JwkCacheTime (Read or
Write)

Display Name Delegated Authentication JWK Cache Time

Description Maximum time in seconds a JWK will be cached. A value of -1indicates that there is no cache timeout, O
disables the cache.

Legal Values Integer values from -1 to 604800.

Default Value 10800

Write Privilege Configure iDRAC, Configure Users

License Required Datacenter License

Dependency None
Is Platform No
Dependent

IDRAC.EmailAlert.Address (Read or Write)

Display Name Email Alert Address

Description Specifies the destination email address for email alerts
Legal Values String of up to 254 ASCII characters.

Default Value None

Write Privilege Configure iDRAC
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License Required
Dependency

Is Platform
Dependent

Express License
None

No

IDRAC.EmailAlert.CustomMsg (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Email Alert Custom Message

Specifies the custom message that forms the subject of the alert
String of up to 32 ASCII characters.

None

Configure iDRAC

Express License

None

No

IDRAC.EmailAlert.Enable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Enable Email Alerts

Enables or Disables the destination to receive alerts

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Express License
None

No

IDRAC.GUI.SecurityPolicyMessage (Read or Write)

Display Name
Description
Legal Values

Default Value

Write Privilege
License Required
Dependency

Is Platform
Dependent

Security Policy Message
Security Policy Message Displayed on the GUI login screen
String of up to 1024 ASCII characters.

By accessing this computer, you confirm that such access complies with your organization's security
policy.

Configure iDRAC
Not Applicable
None

No
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IDRAC.GroupManager.GroupName (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Group Name

GroupName is the user specified name of the iDRAC Group Manager local group.
String of up to 32 ASCII characters.

None

Configure iDRAC

Enterprise License

None

No

IDRAC.GroupManager.GroupUUID (Read Only)

Display Name

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Group UUID

GroupUUID is a universally unique identifier that is automatically generated when the iDRAC Group
Manager local group is created. This is used to track a group and remains constant for the life of the

group.
String of up to 32 ASCII characters.
None

Configure iDRAC

Enterprise License

None

No

IDRAC.GroupManager.Status (Read or Write)

Display Name

Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Feature Status

Enables or disables Group Management. iDRAC Group Manager feature offers simplified basic
management of iDRACs on the same local network using the iDRAC GUI. When enabled a link local IPv6
address is used to discover and communicate with other iDRACs.

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Enterprise License
None

No

IDRAC.IOIDOpt.I0IDOptEnable (Read or Write)

Display Name

|OIDOpt Enable
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Description Enable 10 Identity Optimization

Legal Values e Disabled - 0
e FEnabled -1
Default Value 0

Write Privilege Configure iDRAC, Server Control and Configuration

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IOIDOpt.InitiatorPersistencePolicy (Read or Write)

Display Name Initiator Persistence Policy
Description Initiator Persistence Policy
Legal Values None - 0
WarmReset - 1
ColdReset - 2

WarmReset, ColdReset - 3

ACPowerloss - 4

WarmReset, ACPowerlLoss - 5
ColdReset, ACPowerlLoss - 6
WarmReset, ColdReset, ACPowerloss - 7

Default Value 7
Write Privilege Configure iDRAC, Server Control and Configuration

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IOIDOpt.PersistencePolicyOnPartReplacement
(Read or Write)

Display Name Persistence Policy On Part Replacement
Description No description information available.
Legal Values e Disabled - 0

e Enabled -1
Default Value 1

Write Privilege Configure Users

License Required Not Applicable

Dependency None
Is Platform No
Dependent
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IDRAC.IOIDOpt.Storage TargetPersistencePolicy (Read or
Write)

Display Name Storage Target Persistence Policy
Description Storage Target Persistence Policy

None - 0

WarmReset - 1

ColdReset - 2

WarmReset, ColdReset - 3

ACPowerloss - 4

WarmReset, ACPowerloss - 5
ColdReset, ACPowerlLoss - 6
WarmReset, ColdReset, ACPowerloss - 7

Legal Values

Default Value 7
Write Privilege Configure iDRAC, Server Control and Configuration

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IOIDOpt.VirtualAddressPersistencePolicyAuxPwrd
(Read or Write)

Display Name Virtual Address Persistence Policy Auxiliary Powered
Description Virtual Address Persistence Policy Auxiliary Powered

None - 0

WarmReset - 1

ColdReset - 2

WarmReset, ColdReset - 3

ACPowerloss - 4

WarmReset, ACPowerloss - 5
ColdReset, ACPowerlLoss - 6
WarmReset, ColdReset, ACPowerloss - 7

Legal Values

Default Value 3
Write Privilege Configure iDRAC, Server Control and Configuration

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxPwr
d (Read or Write)

Display Name Virtual Address Persistence Policy Non Auxiliary Powered
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Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Virtual Address Persistence Policy Non Auxiliary Powered

None - 0

WarmReset - 1

ColdReset - 2

WarmReset, ColdReset - 3

ACPowerloss - 4

WarmReset, ACPowerloss - 5
ColdReset, ACPowerlLoss - 6
WarmReset, ColdReset, ACPowerloss - 7

1

Configure iDRAC, Server Control and Configuration
Not Applicable

None

No

IDRAC.IPBlocking.BlockEnable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Tune IP Block Enable
Enables or disables the IPv4 address blocking feature of iDRAC.

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Express License
None

No

IDRAC.IPBlocking.FailCount (Read or Write)

Display Name

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Tune IP Fail Count

Specifies the maximum number of login failures to occur within the window before login attempts from

the IP address are rejected.
Integer values from 2 to 16.
3

Configure iDRAC

Express License

None

No

IDRAC.IPBlocking.FailWindow (Read or Write)

Display Name

Tune IP Block Fail Window
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Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Defines the time span in seconds that the failed attempts are counted.
Integer values from 10 to 65535.

60

Configure iDRAC

Express License

None

No

IDRAC.IPBlocking.Penalty Time (Read or Write)

Display Name

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Tune IP Block Penalty Time

Defines the time span in seconds that session requests from an |IP address with excessive failures are
rejected.

Integer values from 2 to 65535.
60

Configure iDRAC

Express License

None

No

IDRAC.IPBlocking.RangeAddr (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Tune IP Range Address

Specifies the IPv4 address of IPv4 Address Range 1 of the IP blocking feature of iDRAC.
String of up to 16 ASCII characters.

192.168.1.1

Configure iDRAC

Express License

None

No

IDRAC.IPBlocking.RangeAddr2 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege

License Required

Tune IP Range Address 2

Specifies the IPv4 address of IPv4 Address Range 2 of the IP blocking feature of iDRAC.
String of up to 16 ASCII characters.

192.168.1.1

Configure iDRAC

Express License
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Dependency None

Is Platform No
Dependent

IDRAC.IPBlocking.RangeAddré (Read or Write)

Display Name Tune IP Range Address 3

Description Specifies the IPv4 address of IPv4 Address Range 3 of the IP blocking feature of iDRAC.
Legal Values String of up to 16 ASCII characters.

Default Value 192.168.1.1

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPBlocking.RangeAddr4 (Read or Write)

Display Name Tune IP Range Address 4

Description Specifies the IPv4 address of IPv4 Address Range 4 of the IP blocking feature of iDRAC.
Legal Values String of up to 16 ASCII characters.

Default Value 192.168.1.1

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPBlocking.RangeAddr5 (Read or Write)

Display Name Tune IP Range Address 5

Description Specifies the IPv4 address of IPv4 Address Range 5 of the IP blocking feature of iDRAC.
Legal Values String of up to 16 ASCII characters.
Default Value 192.168.1.1

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent
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IDRAC.IPBlocking.RangeEnable (Read or Write)

Display Name Tune IP Range Enable
Description Enables or disables IPv4 Address Range 1 of the IP blocking feature of iDRAC. t
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPBlocking.RangeEnable2 (Read or Write)

Display Name Tune IP Range Enable 2
Description Enables or disables IPv4 Address Range 2 of the IP blocking feature of iDRAC.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPBlocking.RangeEnabled (Read or Write)

Display Name Tune IP Range Enable 3
Description Enables or disables IPv4 Address Range 3 of the IP blocking feature of iDRAC.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPBlocking.RangeEnable4 (Read or Write)

Display Name Tune IP Range Enable 4
Description Enables or disables IPv4 Address Range 4 of the IP blocking feature of iDRAC.
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Legal Values e Disabled - 0
e FEnabled -1

Default Value 0
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPBlocking.RangeEnableb (Read or Write)

Display Name Tune IP Range Enable 5
Description Enables or disables IPv4 Address Range 5 of the IP blocking feature of iDRAC.
Legal Values e Disabled - 0
e FEnabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPBlocking.RangeMask (Read or Write)

Display Name Tune IP Range Mask

Description Specifies the IPv4 subnet mask of IPv4 Address Range 1 of the IP blocking feature of iDRAC.
Legal Values String of up to 16 ASCII characters.

Default Value 255.255.255.0

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPBlocking.RangeMask?2 (Read or Write)

Display Name Tune IP Range Mask 2

Description Specifies the IPv4 subnet mask of IPv4 Address Range 2 of the IP blocking feature of iDRAC.
Legal Values String of up to 16 ASCII characters.

Default Value 255.255.255.0

Write Privilege Configure iDRAC
License Required Express License

Dependency None
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Is Platform
Dependent

No

IDRAC.IPBlocking.RangeMask$ (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Tune IP Range Mask 3

Specifies the IPv4 subnet mask of IPv4 Address Range 3 of the IP blocking feature of iDRAC.
String of up to 16 ASCII characters.

255.255.255.0

Configure iDRAC

Express License

None

No

IDRAC.IPBlocking.RangeMask4 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Tune IP Range Mask 4

Specifies the IPv4 subnet mask of IPv4 Address Range 4 of the IP blocking feature of iDRAC.
String of up to 16 ASCII characters.

255.255.255.0

Configure iDRAC

Express License

None

No

IDRAC.IPBlocking.RangeMask5 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Tune IP Range Mask 5

Specifies the IPv4 subnet mask of IPv4 Address Range 5 of the IP blocking feature of iDRAC.
String of up to 16 ASCII characters.

255.255.255.0

Configure iDRAC

Express License

None

No

IDRAC.IPMIIPConfig.Arplnterval (Read or Write)

Display Name

Arp Interval
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Description Gratuitous ARP interval

Legal Values String of up to 2 ASCII characters.
Default Value 03

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPMIIPConfig.BackupGateway|P (Read or Write)

Display Name Backup Gateway IP

Description IP address of an alternate gateway.
Legal Values String of up to 8 ASCII characters.
Default Value 00000000

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPMIIPConfig.BackupGatewayMac (Read or Write)

Display Name Backup Gateway MAC

Description Mac address of the alternate gateway.
Legal Values String of up to 12 ASCII characters.
Default Value 000000000000

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPMIIPConfig.DefaultGatewayMAC (Read or Write)

Display Name Default gateway MAC

Description Mac address of the default gateway
Legal Values String of up to 12 ASCII characters.
Default Value 000000000000

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
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Is Platform
Dependent

No

IDRAC.IPMIIPConfig.IPHeader (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IP Header

IPMI configuration for RMCP IPV4 header parameter. Check IPMI specification for more info
String of up to 6 ASCII characters.

404010

Configure iDRAC

Not Applicable

None

No

IDRAC.IPMILan.AlertEnable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Alert Enable

Enables or Disables global email alerting

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Not Applicable
None

Yes

IDRAC.IPMILan.CommunityName (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Community Name

Specifies the SNMP community name for traps
String of up to 18 ASCII characters.

public

Configure iDRAC

Not Applicable

None

No

IDRAC.IPMILan.Enable (Read or Write)

Display Name

Enable or Disable IPMI over LAN
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Description Enables or Disables the IPMI over LAN interface

Legal Values e Disabled - 0
e FEnabled -1
Default Value 0

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.IPMILan.EncryptionKey (Read or Write)

Display Name Encryption Key
Description Specifies the IPMI Encryption key
Legal Values String of up to 40 ASCII characters.

Default Value 0000000000000000000000000000000000000000
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPMILan.PrivLimit (Read or Write)

Display Name Privilege Limit
Description Specifies the maximum privilege level for IPMI over LAN access
Legal Values e User-2

e Operator - 3
e Administrator - 4

Default Value 4
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPMIPEFSeldomFilter.FilterEntry (Read or Write)

Display Name Filter Entry

Description Attribute for FilterEntry

Legal Values String of up to 40 ASCII characters.

Default Value 0000000000000000000000000000000000000000

Write Privilege Configure iDRAC
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License Required
Dependency

Is Platform
Dependent

Not Applicable
None

No

IDRAC.IPMIPefSeldom.GlobalControl (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Global Control

Global control

String of up to 2 ASCII characters.
OF

Configure iDRAC

Not Applicable

None

No

IDRAC.IPMISOL.Accumulatelnterval (Read or Write)

Display Name

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPMI SOL Accumulate Interval

Specifies the typical amount of time that iDRAC waits before transmitting a partial SOL character data
packet

Integer values from 1 to 255.
10

Configure iDRAC

Not Applicable

None

No

IDRAC.IPMISOL.BaudRate (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPMI SOL Baud Rate
Specifies the Baud rate for serial communication over LAN

9600 - 9600
19200 - 19200
57600 - 57600
115200 - 115200

115200
Configure iDRAC

Not Applicable
None

No
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IDRAC.IPMISOL.Enable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPMI SOL Enable
Enables or disables Serial Over LAN (SOL)

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Not Applicable
None

No

IDRAC.IPMISOL.MinPrivilege (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPMI SOL Min Privilege
Specifies the minimum privilege level required for serial access

e User-2
Operator - 3
e Administrator - 4

4
Configure iDRAC

Not Applicable
None

No

IDRAC.IPMISOL.SendThreshold (Read or Write)

Display Name

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPMI SOL Send Threshold

Specifies the SOL threshold limit value and the maximum number of bytes to buffer before sending an
SOL data packet

Integer values from 1 to 255.
255

Configure iDRAC

Not Applicable

None

No

IDRAC.IPMISerial.BaudRate (Read or Write)

Display Name

|PMI Serial Baud Rate
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Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Specifies the baud rate for serial connection over IPMI

9600 - 9600
19200 - 19200
57600 - 57600
115200 - 115200

57600
Configure iDRAC

Not Applicable
None

Yes

IDRAC.IPMISerial.ChanPrivLimit (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPMI Serial Channel Privilege Limit
Specifies the maximum privilege limit allowed on the IPMI serial channel

e User-2
e Operator -3
e Administrator - 4

4

Configure iDRAC
Not Applicable
None

Yes

IDRAC.IPMISerial.ConnectionMode (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPMI Serial Connection Mode
Determines the IPMI defined mode of the serial port

e Terminal -0
e Basic -1

1

Configure iDRAC
Not Applicable
None

Yes

IDRAC.IPMISerial.DeleteControl (Read or Write)

Display Name
Description

Legal Values

IPMI Serial Delete Control
Enables or Disables delete control on the IPMI serial interface

e Disabled - 0
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e FEnabled -1
Default Value 0
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.IPMISerial.EchoControl (Read or Write)

Display Name IPMI Serial Echo Control
Description Enables or Disables echo control on the IPMI serial interface
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.IPMISerial.FlowControl (Read or Write)

Display Name IPMI Serial Flow Control
Description Specifies the Flow Control setting for IPMI serial port
Legal Values e None-0
e RTS/CTS -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.IPMISerial.HandshakeControl (Read or Write)

Display Name IPMI Serial Handshake Control
Description Enables or Disables the IPMI terminal mode handshake control
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable
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Dependency None

Is Platform Yes
Dependent

IDRAC.IPMISerial.InputNewLineSeq (Read or Write)

Display Name IPMI Serial Input New Line Sequence
Description Specifies the input new line sequence for the IPMI serial interface
Legal Values e Enter-1
e Null-2
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.IPMISerial.LineEdit (Read or Write)

Display Name IPMI Serial Line Edit
Description Enables or Disables line editing on the IPMI serial interface
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.IPMISerial.NewLineSeq (Read or Write)

Display Name IPMI Serial New Line Sequence
Description Specifies the new line sequence for the IPMI serial interface
Legal Values e None-0
e CR-LF-1
e NULL-2
e CR-3
e |F-CR-4
e LF-5
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
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Is Platform
Dependent

Yes

IDRAC.IPv4.Address (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPv4 Address

The current IPv4 address assigned to the iDRAC
String of up to 16 ASCII characters.
192.168.0.120

Configure iDRAC

Not Applicable

None

Yes

IDRAC.IPv4.DHCPENable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPv4 DHCP Enable
Specifies if DHCP is used to assign the iDRAC IPv4 address

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Not Applicable
None

Yes

IDRAC.IPv4A.DNS1 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

DNS Server 1

IPv4 address for DNS server 1
String of up to 16 ASCII characters.
0.0.0.0

Configure iDRAC

Not Applicable

None

No

IDRAC.IPVA.DNS2 (Read or Write)

Display Name

DNS Server 2
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Description IPv4 address for DNS Server 2
Legal Values String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv4.DNSS (Read or Write)

Display Name DNS Server 3

Description IPv4 address for DNS Server 3
Legal Values String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv4.DNSFromDHCP (Read or Write)

Display Name DNS Servers From DHCP
Description Specifies if the DNS server IPv4 addresses should be assigned from the DHCP server on the network.
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv4.Enable (Read or Write)

Display Name IPv4 Enable
Description Enables or Disables the iDRAC IPv4 stack
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable
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Dependency None

Is Platform No
Dependent

IDRAC.IPv4.Gateway (Read or Write)

Display Name Gateway

Description The gateway for the iDRAC IPv4 address
Legal Values String of up to 16 ASCII characters.
Default Value 192.168.0.1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.IPv4.Netmask (Read or Write)

Display Name Net Mask

Description The subnet mask used for the iDRAC IPv4 address
Legal Values String of up to 16 ASCII characters.

Default Value 255.255.255.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv4Static.Address (Read or Write)

Display Name IPv4 Address

Description iDRAC static IPv4 address (can be configured even when DHCP is enabled)
Legal Values String of up to 16 ASCII characters.

Default Value 192.168.0.120

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform Yes
Dependent
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IDRAC.IPv4Static.DNST (Read or Write)

Display Name DNS Server 1

Description Statically configurable DNS Server 1
Legal Values String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv4Static.DNS2 (Read or Write)

Display Name DNS Server 2

Description Statically configurable DNS Server 2
Legal Values String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPvA4Static.DNSS (Read or Write)

Display Name DNS Server 3

Description Statically configurable DNS Server 3
Legal Values String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv4Static. DNSFromDHCP (Read or Write)

Display Name DNS Servers From DHCP

Description Specifies if the DNS server IPv4 addresses should be assigned from the DHCP server on the network.
Legal Values e Disabled - 0
e FEnabled -1
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Default Value 1
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv4Static.Gateway (Read or Write)

Display Name Gateway

Description iDRAC static IPv4 gateway (can be configured even when DHCP is enabled)
Legal Values String of up to 16 ASCII characters.

Default Value 192.168.0.1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.IPv4Static.Netmask (Read or Write)

Display Name Net Mask

Description iDRAC static IPv4 subnet mask(can be configured even when DHCP is enabled)
Legal Values String of up to 16 ASCII characters.

Default Value 255.2565.255.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address1 (Read or Write)

Display Name IPV6 Address 1
Description iDRAC IPv6 Address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent
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IDRAC.IPv6.Address10 (Read Only)

Display Name IPV6 Address 10
Description iDRAC IPv6 tenth address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address11 (Read Only)

Display Name IPV6 Address 11
Description iDRAC IPv6 eleventh address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address12 (Read Only)

Display Name IPV6 Address 12
Description iDRAC IPv6 twelfth address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address14 (Read Only)

Display Name IPV6 Address 13
Description iDRAC IPv6 thirteenth address
Legal Values String of up to 63 ASCII characters.

Default Value
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Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address14 (Read Only)

Display Name IPV6 Address 14
Description iDRAC IPv6 fourteenth address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address15 (Read Only)

Display Name IPV6 Address 15
Description iDRAC IPv6 fifteenth address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address2 (Read Only)

Display Name IPV6 Address 2
Description iDRAC IPv6 second address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent
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IDRAC.IPv6.Addresss (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 3
iDRAC IPv6 third address
String of up to 63 ASCII characters.

Configure iDRAC
Express License
None

No

IDRAC.IPv6.Address4 (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 4
iDRAC IPv6 fourth address
String of up to 63 ASCII characters.

Configure iDRAC
Express License
None

No

IDRAC.IPv6.Addressd (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Address 5
iDRAC IPv6 fifth address
String of up to 63 ASCII characters.

Configure iDRAC
Express License
None

No

IDRAC.IPv6.Addresst (Read Only)

Display Name
Description
Legal Values

Default Value

IPV6 Address 6
iDRAC IPv6 sixth address
String of up to 63 ASCII characters.
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Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address/ (Read Only)

Display Name IPV6 Address 7
Description iDRAC IPv6 seventh address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address8 (Read Only)

Display Name IPV6 Address 8
Description iDRAC IPv6 eighth address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Address9 (Read Only)

Display Name IPV6 Address 9
Description iDRAC IPv6 ninth address
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent
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IDRAC.IPv6.AddressGenerationMode (Read or Write)

Display Name IPv6 Address Generation Mode
Description IPv6 Address Generation Mode
Legal Values e StablePrivacy - 0

e EUIGS -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.AddressState (Read Only)

Display Name Address State
Description IPV6 Address State
Legal Values e Active -0

e Disabled -1

e Pending - 2

e Failed -3

e [Deprecated - 4

e Invalid -5
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.AutoConfig (Read or Write)

Display Name IPV6 Auto Config
Description Enables or Disables the iDRAC IPv6 auto configuration option
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent
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IDRAC.IPv6.DNS1 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 DNS Server1
IPv6 DNS Server 1 Address
String of up to 63 ASCII characters.

Configure iDRAC
Express License
None

No

IDRAC.IPvE.DNS2 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 DNS Server2
IPv6 DNS Server 2 Address
String of up to 63 ASCII characters.

Configure iDRAC
Express License
None

No

IDRAC.IPv6.DNS3 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 DNS Server3
IPv6 DNS Server 3 Address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.IPVE.DNSFromDHCP6 (Read or Write)

Display Name
Description

Legal Values

DNS Server From DHCP6
Specifies if the DNS Server addresses are obtained from DHCP or not

e Disabled - 0
e FEnabled -1
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Default Value 1
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.IPvB.DUID (Read Only)

Display Name IPV6 DUID

Description DHCP Unique Identifier

Legal Values String of up to 144 ASCII characters.
Default Value None

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Enable (Read or Write)

Display Name IPV6 Enable
Description Enables or Disables iDRAC IPv6 stack
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv6.Gateway (Read or Write)

Display Name IPV6 Gateway
Description iDRAC IPv6 Gateway
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent
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IDRAC.IPvE.LinkLocalAddress (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Link Local Address
iDRAC IPv6 Link Local Address
String of up to 63 ASCII characters.

Configure iDRAC
Express License
None

No

IDRAC.IPv6.PrefixLength (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPV6 Link Local Prefix Length

Prefix length for the iDRAC IPv6 Address
Integer values from 1 to 128.

64

Configure iDRAC

Express License

None

No

IDRAC.IPvbStatic.Address? (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPv6 Address 1
iDRAC static IPv6 address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

IDRAC.IPvE6Static. DNS1 (Read or Write)

Display Name
Description
Legal Values

Default Value

IPV6 DNS Server 1
Statically configurable DNS Server 1
String of up to 63 ASCII characters.
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Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv6Static. DNS2 (Read or Write)

Display Name IPv6 DNS Server 2
Description Statically configurable DNS Server 1
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv6Static. DNSS (Read or Write)

Display Name IPV6 DNS Server 3
Description Statically configurable DNS Server 3
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPvEStatic. DNSFromDHCPG6 (Read or Write)

Display Name DNS Server From DHCP6

Description Specifies if the DNS server IPv6 addresses should be assigned from the DHCP server on the network.
Legal Values e Disabled - 0

e FEnabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent
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IDRAC.IPv6Static.Gateway (Read or Write)

Display Name IPv6 Gateway
Description iDRAC static IPv6 gateway
Legal Values String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPv6Static.PrefixLength (Read or Write)

Display Name IPV6 Link Local Prefix Length
Description Prefix length for the iDRAC IPv6 Address
Legal Values Integer values from 1 to 128.

Default Value 64

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IPVBURL.URL (Read Only)

Display Name iDRAC IPv6 URL

Description Provides the IPv6 URL for the iDRAC.
Legal Values String of up to 80 ASCII characters.
Default Value None

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.Info.Build (Read Only)

Display Name iDRAC Build Information

Description String containing the current product build version
Legal Values String of up to 16 ASCII characters.

Default Value 25
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Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Info.CPLDVersion (Read Only)

Display Name CPLD Version

Description Specifies the CPLD firmware version of the server.
Legal Values String of up to 8 ASCII characters.

Default Value 0.0.0

Write Privilege Server Control and Configuration

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Info.Description (Read Only)

Display Name iDRAC Description Information

Description Text description of the iDRAC

Legal Values String of up to 512 ASCII characters.

Default Value This system component provides a complete set of remote management functions for Dell PowerEdge
Server.

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Info.HWModel (Read Only)

Display Name iDRAC Hardware Model Information
Description Specifies the iDRAC Hardware Model
Legal Values String of up to 10 ASCII characters.
Default Value iDRAC 9

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent
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IDRAC.Info.HWRev (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

iDRAC Hardware Revision

Specifies the iDRAC hardware revision.
String of up to 256 ASCII characters.
.01

Configure iDRAC

Not Applicable

None

No

IDRAC.Info.IPMIVersion (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IPMI Version

Current IPMI Version supported on iDRAC
String of up to 20 ASCII characters.

2.0

Server Control and Configuration

Not Applicable

None

No

IDRAC.Info.Name (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

iDRAC Name

User assigned name identifying this controller
String of up to 15 ASCII characters.

iDRAC

Configure iDRAC

Not Applicable

None

No

IDRAC.Info.Product (Read Only)

Display Name
Description
Legal Values

Default Value

iDRAC Product Information
String identifying the Product
String of up to 71 ASCII characters.

Integrated Dell Remote Access Controller
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Write Privilege
License Required
Dependency

Is Platform
Dependent

Configure iDRAC
Not Applicable
None

No

IDRAC.Info.RollbackBuild (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

iDRAC Rollback Build Number

Specifies the iDRAC rollback build number.
String of up to 256 ASCII characters.

0

Configure iDRAC

Not Applicable

None

No

IDRAC.Info.RollbackVersion (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

iDRAC Rollback Version

Specifies the iDRAC rollback version.
String of up to 256 ASCII characters.
0

Configure iDRAC

Not Applicable

None

No

IDRAC.Info.ServerGen (Read Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Server Generation
String containing the current server generation

12G -1
13G - 2
14G - 3
15G - 4
16G - 5

3
Configure iDRAC
Not Applicable

None
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Is Platform Yes
Dependent

IDRAC.Info.Type (Read Only)

Display Name iDRAC Type
Description Identifies the remote access controller type as iDRAC

12G/13G/14G/15G - 0
Other -1

Unknown - 2

12G Monolithic - 16
12G Modular - 17
13G Monolithic - 32
13G Modular - 33
12G DCS - 21

183G DCS - 34

14G Monolithic - 48
14G Modular - 49
14G DCS - 50

15G Monolithic - 64
15G Modular - 65
15G DCS - 66

Legal Values

Default Value 1
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.Info.Version (Read Only)

Display Name iDRAC Version Information

Description String containing the current product firmware version
Legal Values String of up to 63 ASCII characters.

Default Value None

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.IntegratedDatacenter.DiscoveryEnable (Read or
Write)

Display Name Enable Autodiscovery
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Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Enable Autodiscovery

e Disabled - 0
e FEnabled -1
0

Configure iDRAC
Not Applicable
None

No

IDRAC.InventoryHash.HWInventoryHash (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Hardware Inventory Hash

Provides hash value for available hardware inventory.
String of up to 256 ASCII characters.

None

Configure iDRAC

Not Applicable

None

No

IDRAC.InventoryHash.HashCalculationinterval (Read or

Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Hash Calculation Interval

Set hash value generation interval
Integer values from 15 to 1440.

15

Configure iDRAC

Enterprise License

None

No

IDRAC.InventoryHash.SWInventoryHash (Read Only)

Display Name
Description
Legal Values
Default Value

Write Privilege

Software Inventory Hash

Provides hash value for available software inventory
String of up to 256 ASCII characters.

None

Configure iDRAC
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License Required Not Applicable

Dependency

Is Platform
Dependent

None

No

IDRAC.InventoryHash.SystemConfigHash (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

System Configuration Hash

Provides hash value for current server configuration
String of up to 256 ASCII characters.

None

Configure iDRAC

Enterprise License

None

No

IDRAC.KMS.KMIPPortNumber (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Key Management Server KMIP Port Number

Specifies the KMIP Port Number for the Primary and Redundant Key Management Server.
Integer values from O to 65535.

5696

Configure iDRAC, Server Control and Configuration

SEKM License

None

No

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.PrimaryServerAddress (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Primary Server Address

Specifies the FQDN, IPv4 address or IPv6 address of the Primary Key Management Server.
String of up to 254 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No
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Notes

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.RedundantKMIPPortNumber (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Redundant KMIP Port Number

Specifies the KMIP Port Number for the Redundant Server.
Integer values from O to 65535.

5696

Configure iDRAC, Server Control and Configuration

SEKM License

None

No

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.RedundantServerAddress1 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

First Redundant Server Address

Specifies the FQDN, IPv4 address or IPv6 address of the first Redundant Key Management Server.
String of up to 254 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.RedundantServerAddress? (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent
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Second Redundant Server Address

Specifies the FQDN, IPv4 address or IPv6 address of the second Redundant Key Management Server.
String of up to 254 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No
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Notes

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.RedundantServerAddressd (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Third Redundant Server Address

Specifies the FQDN, IPv4 address or IPv6 address of the third Redundant Key Management Server.
String of up to 254 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.RedundantServerAddress4 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Fourth Redundant Server Address

Specifies the FQDN, IPv4 address or IPv6 address of the fourth Redundant Key Management Server.
String of up to 254 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.RedundantServerAddressd (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Fifth Redundant Server Address

Specifies the FQDN, IPv4 address or IPv6 address of the fifth Redundant Key Management Server.
String of up to 254 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No
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Notes

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.RedundantServerAddresst (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Sixth Redundant Server Address

Specifies the FQDN, IPv4 address or IPv6 address of the sixth Redundant Key Management Server.
String of up to 254 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.RedundantServerAddress/ (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Seventh Redundant Server Address

Specifies the FQDN, IPv4 address or IPv6 address of the seventh Redundant Key Management Server.
String of up to 254 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.RedundantServerAddress8 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent
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Eighth Redundant Server Address

Specifies the FQDN, IPv4 address or IPv6 address of the eighth Redundant Key Management Server.
String of up to 254 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No
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Notes

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS. Timeout (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

SSL Connection Timeout

Specifies the SSL connection timeout value in seconds.
Integer values from O to 300.

10

Configure iDRAC, Server Control and Configuration
SEKM License

None

No

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.IDRACPassword (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

iDRAC Password

Specifies the password for the iDRAC account on the Key Management server.
String of up to 256 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.KMS.IDRACUserName (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

iDRAC User Name

Specifies the User Id on the Key Management server for this iDRAC.
String of up to 64 ASCII characters.

None

Configure iDRAC, Server Control and Configuration

SEKM License

None

No
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Notes

Run the racadm sekm enable command after changing any iDRAC KMS attributes. This action validates if
the changes are valid and iDRAC can communicate with the KMS.

IDRAC.LDAP.BaseDN (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

LDAP Base Domain Name

The Domain Name of the branch of the directory where all searches should start from.
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.LDAP.BindDN (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

LDAP Bind User Distinguished Name

The distinguished name of a user used to bind to the server when searching for the login user&#39;s DN.
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.LDAP.BindPassword (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

LDAP Bind Password

A bind password to use in conjunction with the bindDN.
String of up to 254 ASCII characters.

None

Configure iDRAC, Configure Users

Enterprise License

None

No

IDRAC.LDAP.CertValidationEnable (Read or Write)

Display Name

Enable LDAP Certificate Validation
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Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Controls certificate validation during SSL handshake.

e Disabled - 0
e FEnabled -1

1

Configure iDRAC, Configure Users
Enterprise License

None

No

IDRAC.LDAP.Connection (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

LDAP Connection
Selects LDAP connection protocol

e StartTLS-0
e LDAPS -1

1

Configure iDRAC, Configure Users
Enterprise License

None

No

IDRAC.LDAP.Enable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IDRAC.LDAP.GroupAttribute (Read or Write)

Display Name
Description
Legal Values
Default Value

Write Privilege

Enable LDAP

Turns LDAP service on or off.

e Disabled - 0
e Enabled -1
0

Configure iDRAC, Configure Users
Enterprise License
None

No

LDAP Group Attribute

Specifies which LDAP attribute is used to check for group membership.

String of up to 254 ASCII characters.
None

Configure iDRAC, Configure Users
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License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.LDAP.GroupAttributelsDN (Read or Write)

Display Name LDAP Group Attribute Is Domain Name

Description Specifies whether the user domain name should be used from the LDAP server or from what was
provided by user at login

Legal Values e Disabled - 0
e Enabled -1

Default Value 1

Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.LDAP.Port (Read or Write)

Display Name LDAP Port

Description Port of LDAP over SSL.

Legal Values Integer values from 1 to 65535.
Default Value 636

Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.LDAP.RSASecurlD2FALDAP (Read or Write)

Display Name RSA SecurlD 2FA LDAP
Description Enables or disables RSA SecurlD 2 Factor Authentication for LDAP users.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure Users

License Required |LM_RSA_SECURID

Dependency Generic LDAP must be Enabled prior to setting to Enabled.
Is Platform No
Dependent
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IDRAC.LDAP.SearchFilter (Read or Write)

Display Name

Description

Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

LDAP Search Filter

A valid LDAP search filter to be used if the user attribute cannot uniquely identify the login user within the

chosen baseDN.

String of up to 1024 ASCII characters.
None

Configure iDRAC, Configure Users
Enterprise License

None

No

IDRAC.LDAP.Server (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

LDAP Server

Configures the address of the LDAP Server
String of up to 1024 ASCII characters.
None

Configure iDRAC, Configure Users
Enterprise License

None

No

IDRAC.LDAP.UserAttribute (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

LDAP User Attribute

Specifies the user attribute to search for.
String of up to 254 ASCII characters.
None

Configure iDRAC, Configure Users
Enterprise License

None

No

IDRAC.LDAPRoleGroup.DN (Read or Write)

Display Name
Description

Legal Values

LDAP Role Group Domain Name
This is the Domain Name of the group.

String of up to 1024 ASCII characters.
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Default Value None
Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.LDAPRoleGroup.Privilege (Read or Write)

Display Name LDAP Role Group Privilege

Description A bit-mask defining the privileges associated with this particular group.
Legal Values Integer values from O to 511.

Default Value 0

Write Privilege Configure iDRAC, Configure Users

License Required Enterprise License

Dependency None
Is Platform No
Dependent

IDRAC.LocalSecurity.LocalConfig (Read or Write)

Display Name Local Config
Description Enable local security
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.LocalSecurity.PrebootConfig (Read or Write)

Display Name Preboot Config
Description Enables or disables the ability of the local user to configure iDRAC from the BIOS POST option-ROM.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
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Is Platform No
Dependent

IDRAC.Lockdown.SystemlLockdown (Read or Write)

Display Name System Lockdown
Description Specifies if the System Lockdown is enabled or disabled
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC, Server Control and Configuration
License Required LM_LOCKDOWN_MODE

Dependency None
Is Platform No
Dependent

IDRAC.Logging.LCDuplicateEventEnable (Read or Write)

Display Name LCDuplicateEventEnable
Description Lifecycle Log Duplicate Entry
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege N/A

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Logging.LCLogAggregation (Read or Write)

Display Name LCLogAggregation
Description Lifecycle Log aggregation
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent
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IDRAC.Logging.LCLogAggregationTimeout (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

LCLogAggregationTimeout
LCLoggingAggregationTimeout in Minutes
Integer values from 1 to 1440.

60

Configure iDRAC

Not Applicable

None

No

IDRAC.Logging.SELBufferType (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Control SEL Buffer Type
Configurable attribute to modify the SEL behavior to make it linear instead of default circular.

e Circular -0
e Linear -1

0

Configure iDRAC
Not Applicable
None

No

IDRAC.Logging.SELOEMEventFilterEnable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

SEL OEM Event Filter Enable
Enable SEL OEM Event Filter

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Not Applicable
None

No

IDRAC.NIC.AutoConfig (Read or Write)

Display Name

Description

Auto Configuration enable

Enable Auto Configuration
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Legal Values e Disabled - 0
Enable Once - 1
Enable Once After Reset - 2

Default Value 0
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.NIC.AutoDetect (Read or Write)

Display Name Auto NIC Enable

Description Enable or disable auto detection feature of iDRAC
Legal Values e Disabled - 0

e FEnabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform Yes
Dependent

IDRAC.NIC.Autoneg (Read or Write)

Display Name NIC Auto Negotiation
Description Enables autonegotiation of physical link speed and duplex
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.NIC.DNSDomainFromDHCP (Read or Write)

Display Name DNS Domain From DHCP

Description Specifies that the iIDRAC DNS Domain Name should be assigned from the network DHCP server.
Legal Values e Disabled - 0

e Enabled -1
Default Value 1
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Write Privilege

Configure iDRAC

License Required Express License

Dependency

Is Platform
Dependent

None

No

IDRAC.NIC.DNSDomainName (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

DNS Domain Name

The DNS Domain Name

String of up to 254 ASCII characters.
None

Configure iDRAC

Not Applicable

None

No

IDRAC.NIC.DNSDomainNameFromDHCP (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

DNS Domain Name from DHCP
Specifies that the iDRAC DNS Domain Name should be assigned from the network DHCP server.

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Express License
None

No

IDRAC.NIC.DNSRacName (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

DNS RAC Name

The iDRAC name, which is iDRAC-<SVCTAG> by default
String of up to 63 ASCII characters.

idrac-SVCTAG

Configure iDRAC

Express License

None

No
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IDRAC.NIC.DNSRegister (Read or Write)

Display Name DNS Register RAC
Description Registers the iDRAC name with the DNS server.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.NIC.DNSRegisterinterval (Read or Write)

Display Name DNS Registration Interval

Description Specifies the DNS registration refresh interval. Valid values are O or 60 to 7776000.
Legal Values Integer values from 60 to 7776000.

Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.NIC.DedicatedNICScanTime (Read or Write)

Display Name Shared to Dedicated Failover Timeout

Description Wait time for the iDRAC to switch from dedicated mode to shared mode.
Legal Values Integer values from 5 to 255.

Default Value 5

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform Yes
Dependent

IDRAC.NIC.DiscoverylLLDP (Read or Write)

Display Name Discovery LLDP
Description Enables LLDP over active NIC Interface.
Legal Values e Disabled - 0
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Dedicated - 1
SharedLOM - 2
Enabled - 3

Default Value 0
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.NIC.Duplex (Read or Write)

Display Name NIC Duplex

Description Specifies the duplex setting for the iDRAC NIC
Legal Values e Half-0

e Full-1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.NIC.Enable (Read or Write)

Display Name NIC Enable

Description Enables or Disables the iDRAC network interface controller.
Legal Values e Disabled - 0

e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.NIC.Failover (Read or Write)

Display Name NIC Failover
Description Specifies the NIC Failover LOM.
Legal Values e None-0

o LOM1-1

o LOM2-2

o LOM3-3
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e LOM4 -4
o All-5

Default Value 0
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.NIC.MACAddress (Read Only)

Display Name MAC Address

Description The MAC Address of the iDRAC
Legal Values String of up to 17 ASCII characters.
Default Value None

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.NIC.MTU (Read or Write)

Display Name NIC Maximum Transmission Unit

Description The size in bytes of the maximum transmission unit used by the iDRAC NIC
Legal Values Integer values from 576 to 1500.

Default Value 1500

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.NIC.PingEnable (Read or Write)

Display Name Ping Enable
Description Enables iDRAC to respond to pings
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
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Is Platform No
Dependent

IDRAC.NIC.Selection (Read or Write)

Display Name NIC Selection
Description Specifies the current mode of operation for the iDRAC network interface controller

Dedicated - 1
LOM1 -2

Legal Values °
[ ]
e LOM2-3
[ ]
[ ]

LOMS - 4
LOMA4 -5

Default Value 1
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.NIC.SharedNICScanTime (Read or Write)

Display Name Dedicated to Shared Failover Timeout

Description Wait time for the iDRAC to switch from shared mode to dedicated mode.
Legal Values Integer values from 5 to 255.

Default Value 30

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform Yes
Dependent

IDRAC.NIC.Speed (Read or Write)

Display Name NIC Speed
Description Specifies the speed for the iDRAC NIC

10-0

100 -1
1000 - 2
2500 -3
10000 - 4
20000 - 5
25000 - 6
40000 - 7
50000 - 8
100000 - 9

Legal Values
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Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

1

Configure iDRAC
Not Applicable
None

Yes

IDRAC.NIC.SwitchConnection (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Switch Connection

Specifies the Chassis ID extracted from LLDP packet
String of up to 512 ASCII characters.

None

Configure iDRAC

Not Applicable

None

No

IDRAC.NIC.SwitchPortConnection (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Switch Port Connection

Specifies the Port ID extracted from LLDP packet.
String of up to 512 ASCII characters.

None

Configure iDRAC

Not Applicable

None

No

IDRAC.NIC.TopologylLldp (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

TopologylLLDP
Enable/Disable LLDP topology information

e Disabled - 0
e Enabled -1

0

Configure iDRAC
Not Applicable
None

Yes
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IDRAC.NIC.VLanEnable (Read or Write)

Display Name Enable VLAN
Description Enables or Disables the VLAN capabilities of the iDRAC
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.NIC.VLanID (Read or Write)

Display Name VLAN ID

Description Specifies the VLAN ID for the network VLAN configuration
Legal Values Integer values from 1 to 4094.

Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.NIC.VLanPort (Read or Write)

Display Name VLan Port
Description VLAN Port
Legal Values e Both-0

Dedicated port only - 1
e |OM portsonly -2

Default Value 0
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.NIC.VLanPriority (Read or Write)

Display Name VLAN Priority

Description Specifies the VLAN priority for the network VLAN configuration
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Legal Values Integer values from O to 7.
Default Value 0
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.NICStatic. DNSDomainFromDHCP (Read or Write)

Display Name DNS Domain From DHCP
Description Specifies that the iIDRAC DNS Domain Name should be assigned from the network DHCP server.
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent
Notes The following objects are not valid for modular systems:
e Auto negotiation
e Auto dedicated NIC
e Network speed
e Duplex
e Dedicated NIC scan time
e Shared NIC scan time

IDRAC.NICStatic. DNSDomainName (Read or Write)

Display Name DNS Domain Name

Description The DNS Domain Name

Legal Values String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None

Is Platform No

Dependent

Notes The following objects are not valid for modular systems:

Auto negotiation

Auto dedicated NIC
Network speed

Duplex

Dedicated NIC scan time
Shared NIC scan time
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IDRAC.NTPConfigGroup.NTP1 (Read or Write)

Display Name NTP Server 1

Description Name of NTP Server 1

Legal Values String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.NTPConfigGroup.NTP1SecurityKey (Read or Write)

Display Name Security Key for NTP Server 1
Description Security Key for NTP Server 1
Legal Values String of up to 64 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.NTPConfigGroup.NTP1SecurityKeyNumber (Read or
Write)

Display Name Security Key Number for NTP Server 1
Description Security Key Number for NTP Server 1
Legal Values Integer values from 1 to 65535.
Default Value 1

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.NTPConfigGroup.NTP1Security Type (Read or Write)

Display Name Security Type for NTP Server 1

Description Security type for NTP server 1
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IDRAC.NTPConfigGroup.NTP2 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

e Disabled - 0
MD5 -1
SHAT- 2

0
Configure iDRAC

Express License
None

No

NTP Server 2
Name of NTP Server 2

String of up to 255 ASCII characters.

None
Configure iDRAC
Express License
None

No

IDRAC.NTPConfigGroup.NTP2SecurityKey (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Security Key for NTP Server 2
Security Key for NTP Server 2
String of up to 64 ASCII characters.

Configure iDRAC
Express License
None

No

IDRAC.NTPConfigGroup.NTP2SecurityKeyNumber (Read or

Write)

Display Name
Description
Legal Values
Default Value

Write Privilege

Security Key Number for NTP Server 2
Security Key Number for NTP Server 2
Integer values from 1 to 65535.

1

Configure iDRAC
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License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.NTPConfigGroup.NTP2Security Type (Read or
Write)

Display Name Security Type for NTP Server 2
Description Security type for NTP server 2
Legal Values e Disabled - 0

e MD5-1

e SHAT1-2
Default Value 0

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.NTPConfigGroup.NTP3 (Read or Write)

Display Name NTP Server 3

Description Name of NTP Server 3
Legal Values String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.NTPConfigGroup.NTP3SecurityKey (Read or Write)

Display Name Security Key for NTP Server 3
Description Security Key for NTP Server 3
Legal Values String of up to 64 ASCII characters.

Default Value
Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent
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IDRAC.NTPConfigGroup.NTP3SecurityKeyNumber (Read or

Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Security Key Number for NTP Server 3
Security Key Number for NTP Server 3

Integer values from 1 to 65535.
1

Configure iDRAC

Express License

None

No

IDRAC.NTPConfigGroup.NTP3Security Type (Read or

Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Security Type for NTP Server 3
Security type for NTP server 3

Disabled - 0
e MD5-1
e SHA1-2

0
Configure iDRAC

Express License
None

No

IDRAC.NTPConfigGroup.NTPEnable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

NTP Enable

Enable Network Time Protocol

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Express License
None

Yes
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IDRAC.NTPConfigGroup.NTPMaxDist (Read or Write)

Display Name NTP Maximum Distance
Description NTP Maximum Distance
Legal Values Integer values from 1 to 128.
Default Value 16

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.OS-BMC.AdminState (Read or Write)

Display Name LC and Host Private Channel State
Description Manages the administrative state of the IMC.
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None

Is Platform No

Dependent

Notes In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

IDRAC.OS-BMC.OslpAddress (Read or Write)

Display Name OS-BMC PT HOST IP Address

Description 0OS-BMC Passthrough Host IP Address. Enter a valid IPv4 address.
Legal Values String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None

Is Platform No

Dependent

Notes In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

IDRAC.0S-BMC.PTCapability (Read Only)

Display Name 0OS-BMC Pass Through Capability
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Description OS-BMC Pass Through Capability

Legal Values e Not Capable - O
e Capable - 1
e Unavailable - 2

Default Value 0
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None

Is Platform No

Dependent

Notes In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

IDRAC.OS-BMC.PTMode (Read or Write)

Display Name 0OS-BMC PT Mode

Description Specifies the OS-BMC Passthrough mode. Note: Starting in iDRAC9 4.00, lom-p2p is not supported when
NIC Selection is set to Dedicated.

Legal Values e lom-p2p-0
e usb-p2p -1

Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency OS-BMC.PTCompatibility must be set to Capable.

Is Platform No

Dependent

Notes In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

IDRAC.OS-BMC.UsbNiclpAddress (Read or Write)

Display Name USB NIC IP Address

Description Specifies the USB NIC IP Address. Enter a valid IPv4 address.
Legal Values String of up to 16 ASCII characters.
Default Value 169.254.1.1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None

Is Platform No

Dependent

Notes In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

IDRAC.OS-BMC.UsbNiclpNetmask (Read or Write)

Display Name USB NIC IP Netmask
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Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

USB NIC IP Netmask

String of up to 16 ASCII characters.
255.2565.255.0

Configure iDRAC

Not Applicable

None

No

In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

IDRAC.OS-BMC.UsbNiclpV6Address (Read Only)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

USB NIC IPv6 Address
USB NIC IPv6 Address
String of up to 63 ASCII characters.

Configure iDRAC
Not Applicable
None

No

In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

IDRAC.OS-BMC.UsbNiclpv4AddressSupport (Read or

Write)

Display Name

Description

Legal Values

Default Value

Write Privilege

USB NIC IPv4 Address Support

Specifies whether the USB NIC IP Address can support IPv4 or NOT. Select Enabled to allow IPv4
address.

e Disabled - 0
e Enabled -1

1
Configure iDRAC

License Required Not Applicable

Dependency

Is Platform
Dependent

Notes

None

No

In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

IDRAC.OS-BMC.UsbNicULA (Read or Write)

Display Name

USB-NIC IPv6 Unique Local Address
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Description Specifies the USB-NIC IPv6 unique local address. Address cannot be in the ranges
fde1:53ba:e9a0:del12::/64, fdel:53ba:e9a0:de13::/64, fdel:53ba:e9a0:del14::/64, fdel:53ba:e9a0:de15::/64
and fde1:53ba:e9a0:de16::/64.

Legal Values String of up to 63 ASCII characters.
Default Value fde1:53ba:e9a0:de11::1
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None

Is Platform No

Dependent

Notes In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

IDRAC.PCleVDM.AllowFQDD (Read or Write)

Display Name AllowFQDD

Description FQDD of the device to enable PCle VDM communication when the device supports PCle VDM.
Legal Values String of up to 512 ASCII characters.

Default Value None

Write Privilege N/A

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PCleVDM.BroadcastEnable (Read or Write)

Display Name BroadcastEnable

Description BroadcastEnable enforces iDRAC to discover PCle VDM capable devices by broadcasting discovery
commands from PCle root complex. If disabled then iDRAC uses unicast (P2P) method to discover PCle
VDM devices.

Legal Values e Disabled - 0
e FEnabled -1

Default Value 0

Write Privilege N/7A

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PCleVDM.CheckPCIID (Read or Write)

Display Name CheckPCIID
Description Check the status of PCI ID for PCle VDM
Legal Values String of up to 20 ASCII characters.

IDRAC Attributes 475



Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

None
N/A
Not Applicable
None

No

IDRAC.PCleVDM.DenyFQDD (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

DenyFQDD

FQDD of the device to disable PCle VDM communication when the device supports PCle VDM.
String of up to 512 ASCII characters.

None

N/A

Not Applicable

None

No

IDRAC.PCleVDM.Enable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

PCle VDM Enable
Enable/Disable the PCle VDM capability.

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Not Applicable
None

No

IDRAC.PCleVDM.FQDDDenyList (Read or Write)

Display Name

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

FQDDDenyList

iDRAC will not issue P2P PCle VDM commands to the device in FQDDDenyList even if the device
supports PCle VDM.

String of up to 4096 ASCII characters.
None

N/A

Not Applicable

None
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Is Platform
Dependent

No

IDRAC.PCleVDM.NVMeHotplugEnable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

NVMeHotplugEnable
NVMeHotplugEnable enforces iDRAC to discover NVMe Hotplug devices over PCle VDM

e Disabled - 0
e Enabled -1
1

N/A

Not Applicable
None

No

IDRAC.PCIleVDM.PCIIDAllowOnlyList (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

PCIIDAllowOnlyList

PCIIDs in this List are only allowed for PCle VDM communication and rest of all other PCIlIDs are denied.
String of up to 4000 ASCII characters.

None

N/A

Not Applicable

None

No

IDRAC.PCIleVDM.PCIIDDenyList (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

PCIIDDenyList

PCIID Deny List for PCle VDM

String of up to 4000 ASCII characters.
None

N/A

Not Applicable

None

No

IDRAC.PCleVDM.PCIIDExtendedList (Read or Write)

Display Name

PCIlIDExtendedList
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Description Extended list for the default list of allowed PCIIDs of iDRAC for PCle VDM devices.
Legal Values String of up to 4000 ASCII characters.

Default Value None

Write Privilege N/A

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PCleVDM.PCIIDList1 (Read or Write)

Display Name PCIIDList1

Description List of PCI IDs allowed for PCle VDM
Legal Values String of up to 4000 ASCII characters.
Default Value None

Write Privilege N/A

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PCIleVDM.PCIIDList2 (Read or Write)

Display Name PCIIDList2

Description List of PCI IDs allowed for PCle VDM
Legal Values String of up to 4000 ASCII characters.
Default Value None

Write Privilege N/7A

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PCleVDM.PCIIDList3 (Read or Write)

Display Name PCIIDList3

Description List of PCI IDs allowed for PCle VDM
Legal Values String of up to 4000 ASCII characters.
Default Value None

Write Privilege N/A
License Required Not Applicable

Dependency None
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Is Platform
Dependent

IDRAC.PCleVDM.PCIIDList4 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IDRAC.PCleVDM.PCIIDList5 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IDRAC.PCIleVDM.PCIIDList6 (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

IDRAC.PCIleVDM.PCIIDList/ (Read or Write)

Display Name

No

PCIIDList4

List of PCI IDs allowed for PCle VDM
String of up to 4000 ASCII characters.
None

N/A

Not Applicable

None

No

PCIIDList5

List of PCI IDs allowed for PCle VDM
String of up to 4000 ASCII characters.
None

N/A

Not Applicable

None

No

PCIIDList6

List of PCI IDs allowed for PCle VDM
String of up to 4000 ASCII characters.
None

N/A

Not Applicable

None

No

PCIIDList7
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Description List of PCI IDs allowed for PCle VDM
Legal Values String of up to 4000 ASCII characters.
Default Value None

Write Privilege N/A

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PCleVDM.PCIIDList8 (Read or Write)

Display Name PCIIDList8

Description List of PCI IDs allowed for PCle VDM
Legal Values String of up to 4000 ASCII characters.
Default Value None

Write Privilege N/A

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PLDMConfiguration.PLDMLogRetrieval (Read or
Write)

Display Name PLDM Log Retrieval
Description Enable/disable PLDM log retrieval feature for GPUs
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PlatformCapability. ASHRAECapable (Read Only)

Display Name ASHRAE Capable
Description Indicates if system is ASHRAE capable.
Legal Values e Disabled - 0
e Enabled -1
Default Value 1
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Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability.AirFilterCapable (Read Only)

Display Name AirFilter Capable
Description Air Filter supported or not
Legal Values e NofFilter - 0

PassiveFilter - 1
ActiveFilter - 2

Default Value 0
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability.BackupRestoreCapable (Read
Only)

Display Name BackupRestore Capable
Description Indicates if Backup and Restore is supported.
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability. CUPSCapable (Read Only)

Display Name CUPS Capable

Description Indicates hardware is CUPS capable
Legal Values e Disabled - 0

e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable
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Dependency None

Is Platform Yes
Dependent

IDRAC.PlatformCapability.ExtendedInfoCapable (Read Only)

Display Name Extended Information Capable
Description Heater Manager Extendated Information Capable
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability.FrontPanelCapable (Read Only)

Display Name Front Panel Capable
Description Indicates hardware is front panel capable
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability.FrontPanelUSBCapable (Read
Only)

Display Name Front Panel USB Capable
Description Indicates hardware is Front Panel USB capable
Legal Values e Disabled - 0
e FEnabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform Yes
Dependent
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IDRAC.PlatformCapability.FrontPortUSBConfiguration
(Read Only)

Display Name Front Port USB Configuration

Description When BIOS is configured as "All Ports Off (Dynamic)" the above capability attribute will be set to true,
otherwise false.

Legal Values e Disabled - 0
e FEnabled -1

Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None

Is Platform No

Dependent

Notes Dynamic USB is only available on 600+ series servers and higher.

IDRAC.PlatformCapability. GridCurrentCapCapable (Read
Only)

Display Name GridCurrentCapCapable
Description System current cap capability
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PlatformCapability.LCDCapable (Read Only)

Display Name LCD Capable
Description Indicates platform is LCD capable
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC Attributes 483



IDRAC.PlatformCapability.LiveScanCapable (Read Only)

Display Name Live Scan Capable
Description Indicates if Live Scan is supported.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability.NICRoTCapable (Read Only)

Display Name NIC Root of Trust Capable
Description No description information available.
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability.NicVLANCapable (Read Only)

Display Name NIC VLAN Capable
Description Indicates Platform support for VLAN in Dedicated and/or Shared

None - 0

Legal Values °
e Dedicated - 1
[ )
[ ]

SharedLOM - 2
Both - 3

Default Value 3
Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent
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IDRAC.PlatformCapability.NvidiaGPUBaseboardMgtEnable
(Read Only)

Display Name Nvidia GPU Baseboard Management Enable
Description Enable or disable NVIDIA GPU baseboard management
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability.PDBPresence (Read Only)

Display Name PDBPresence
Description Indicates PDB Presence
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability. PMBUSCapablePSU (Read Only)

Display Name PMBUS Capable PSU

Description Indicates PMBUS PSU Capable
Legal Values e Disabled - 0

e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent
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IDRAC.PlatformCapability.PowerBudgetCapable (Read
Only)

Display Name Power Budget Capable
Description Indicates hardware is Power Budgetcapable
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability.PowerMonitoringCapable (Read
Only)

Display Name Power Monitoring Capable
Description Indicates hardware is Power Monitoring capable
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability.SDPMCapable (Read Only)

Display Name SDPM Capable
Description Indicates whether the system is capable to support Software Defined Persistent Memory.
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

486 IDRAC Attributes



IDRAC.PlatformCapability.Serial DB9PCapable (Read Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Serial DB9 Capable
Indicates if hardware is Serial DB9 Capable.

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Not Applicable
None

Yes

IDRAC.PlatformCapability.ServerAllocationCapable (Read

Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Server Allocation Capable

Indicates whether the ServerAllocation field in HW inventory is used or not.

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Not Applicable
None

Yes

IDRAC.PlatformCapability.SharedStorageCapable (Read

Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Shared Storage Capable

Indicates whether Platform is capable of supporting shared storage

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Not Applicable
None

Yes
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IDRAC.PlatformCapability.SystemCurrentCapCapable (Read
Only)

Display Name SystemCurrentCapCapable
Description Grid current cap capability
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PlatformCapability. Telco-EdgeCapable (Read Only)

Display Name Telco-Edge Capable
Description Telco-Edge features supported or not
Legal Values e Disabled - 0
e Enabled -1
Default Value 0

Write Privilege N/A

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.PlatformCapability. UserPowerCapBoundCapable
(Read Only)

Display Name User Power cap Boundary Capable
Description Indicated User Power Cap boundary Capable
Legal Values e Disabled - 0

e Enabled -1
Default Value 0

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform Yes
Dependent
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IDRAC.PlatformCapability.UserPowerCapCapable (Read

Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

User Power Cap Capable

Indicates User Power cap Capable

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Not Applicable
None

Yes

IDRAC.PlatformCapability.

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

WiFi Capable
Indicates hardware is WiFi capable

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Not Applicable
None

Yes

WiFiCapable (Read Only)

IDRAC.PlatformCapability. WitnessCapable (Read Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Witness Capable

Witness Sled supported or not

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Not Applicable
None

Yes

IDRAC Attributes

489



IDRAC.PlatformCapability.thermalmanagedbyparent (Read
Only)

Display Name thermal managed by parent
Description Gives info on whether it is Self Powered or Powered By Chassis
Legal Values e SelfPowered - 0

e PoweredByChassis - 1
e Unknown - 2565

Default Value 255
Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.PlatformCapability.vFlashCapable (Read Only)

Display Name vFlash Capable
Description Indicates hardware is vFlash capable
Legal Values e Disabled - 0
e FEnabled -1
Default Value 1

Write Privilege Configure iDRAC
License Required Not Applicable

Dependency None
Is Platform Yes
Dependent

IDRAC.RFS.AttachMode (Read or Write)

Display Name Media Attach Mode
Description RFS Media attach mode
Legal Values e Detached - 0

e Attached -1

Auto Attach - 2
Default Value 2
Write Privilege Configure iDRAC

License Required Enterprise License

Dependency None
Is Platform No
Dependent
Notes e To perform the complete workflow for RFS and set attributes, refer to remoteimage.
e RFS now supports two instances, use iDRAC.RFS.1 and iDRAC.RFS.2 to reference the first and
second
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instance respectively.

IDRAC.RFS.Enable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Enable
RFS Enable State

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Enterprise License
None

No

e To perform the complete workflow for RFS and set attributes, refer to remoteimage.

e RFS now supports two instances, use iDRAC.RFS.1 and iDRAC.RFS.2 to reference the first and
second

instance respectively.

IDRAC.RFS.IgnoreCertWarning (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Ignore Certificate Warning
Ignore certificate warning message

e No-0
e Yes-1

1

Configure iDRAC
Enterprise License
None

No

e To perform the complete workflow for RFS and set attributes, refer to remoteimage.

e RFS now supports two instances, use iDRAC.RFS.1 and iDRAC.RFS.2 to reference the first and
second

instance respectively.

IDRAC.RFS.Image (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege

License Required

iDRAC Remote File Share Image Path
RFS Image path

String of up to 511 ASCII characters.
None

Server Control and Configuration

Enterprise License
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Dependency

Is Platform
Dependent

Notes

None

No

e To perform the complete workflow for RFS and set attributes, refer to remoteimage.

e RFS now supports two instances, use iDRAC.RFS.1 and iDRAC.RFS.2 to reference the first and
second

instance respectively.

IDRAC.RFS.MediaAttachState (Read Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Media Attach State
RFS Media attach state

e Detached - 0
e Attached -1

0

Configure iDRAC
Not Applicable
None

No

e To perform the complete workflow for RFS and set attributes, refer to remoteimage.

e RFS now supports two instances, use iDRAC.RFS.1 and iDRAC.RFS.2 to reference the first and
second

instance respectively.

IDRAC.RFS.Password (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Remote File Share Password

Specifies the remote file share password.
String of up to 255 ASCII characters.
None

Configure iDRAC

Enterprise License

None

No

e To perform the complete workflow for RFS and set attributes, refer to remoteimage.

e RFS now supports two instances, use iDRAC.RFS.1 and iDRAC.RFS.2 to reference the first and
second

instance respectively.

IDRAC.RFS.Status (Read or Write)

Display Name

Description
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Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

e Done-0
Pending - 1
e FError-2

0

Configure iDRAC

Enterprise License
None

No

e To perform the complete workflow for RFS and set attributes, refer to remoteimage.

e RFS now supports two instances, use iDRAC.RFS.1 and iDRAC.RFS.2 to reference the first and
second

instance respectively.

IDRAC.RFS.User (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

Remote File Share User

Specifies the remote file share user.
String of up to 255 ASCII characters.
None

Configure iDRAC

Enterprise License

None

No

e To perform the complete workflow for RFS and set attributes, refer to remoteimage.

e RFS now supports two instances, use iDRAC.RFS.1 and iDRAC.RFS.2 to reference the first and
second

instance respectively.

IDRAC.RFS.WriteProtected (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Notes

iDRAC Remote File Share Write protected
RFS Write Protection

e Read Only -0
e Read Write -1

0

Server Control and Configuration
Enterprise License

None

No

e To perform the complete workflow for RFS and set attributes, refer to remoteimage.

e RFS now supports two instances, use iDRAC.RFS.1 and iDRAC.RFS.2 to reference the first and
second

instance respectively.
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IDRAC.RSASecurlD2FA.RSASecurlDAccessKey (Read or
Write)

Display Name RSA SecurlD Authentication Access IDRSA SecurlD Authentication Access Key
Description Displays the RSA Authentication Key

Legal Values String of up to 255 ASCII characters.

Default Value None

Write Privilege Configure iDRAC
License Required |M_RSA_SECURID

Dependency None
Is Platform No
Dependent

iIDRAC.RSASecurlD2FA.RSASecurlDAuthenticationServer
(Read or Write)

Display Name RSA SecurlD Authentication Server
Description Displays the RSA Authentication server URL
Legal Values String of up to 2048 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required | M_RSA_SECURID

Dependency None
Is Platform No
Dependent

IDRAC.RSASecurlD2FA.RSASecurlDClientID (Read or
Write)

Display Name RSA SecurlD Authentication Client ID
Description Displays the RSA Authentication Key
Legal Values String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required | M_RSA_SECURID

Dependency None
Is Platform No
Dependent
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IDRAC.Racadm.Enable (Read or Write)

Display Name Remote Racadm Enable
Description Enables or disables the Remote Racadm interface.
Legal Values e Disabled - 0
e Enabled -1
Default Value 1

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Racadm.MaxSessions (Read Only)

Display Name Remote Racadm Maximum Sessions

Description Specifies the maximum number of active Remote Racadm sessions allowed.
Legal Values Integer values from O to 8.

Default Value 2

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Racadm.Timeout (Read or Write)

Display Name Remote Racadm Timeout

Description Defines the idle timeout in seconds of the Remote Racadm interface.
Legal Values Integer values from 10 to 1920.

Default Value 60

Write Privilege Configure iDRAC

License Required Not Applicable

Dependency None
Is Platform No
Dependent

IDRAC.Redfish.Enable (Read or Write)

Display Name Enable
Description Redfish Enable
Legal Values e Disabled - 0
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Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

e Enabled -1

1
Configure iDRAC

Not Applicable
None

No

IDRAC.Redfish.NumericDynamicSegmentsEnable (Read or

Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

NumericDynamicSegmentsEnable

Set this attribute to Enabled to enable the Numeric Dynamic Segments feature. Default is Disabled.

e Disabled - 0
e Enabled -1
0

Configure iDRAC
Express License
None

No

IDRAC.Redfish.iDRACRebootInProgress (Read Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

iDRAC Reboot in progress
To check for iDRAC reboot status

e False-0
e True-1

0

N/A

Not Applicable
None

No

IDRAC.RedfishEventing.DeliveryRetryAttempts (Read or

Write)

Display Name
Description
Legal Values

Default Value

Delivery Retry Attempts
This is the number of attempts an event posting is retried before the subscription is terminated.
Integer values from O to 5.

3
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Write Privilege
License Required
Dependency

Is Platform
Dependent

Configure iDRAC
Not Applicable
None

No

IDRAC.RedfishEventing.DeliveryRetrylntervallnSeconds
(Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Delivery Retry Interval In Seconds

This represents the number of seconds between retry attempts for sending any given Event.
Integer values from 5 to 60.

5

Configure iDRAC

Not Applicable

None

No

IDRAC.RedfishEventing.EventEnable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Enable Redfish Eventing
Indicates if Redfish Eventing is enabled or disabled on iDRAC.

e Disabled - 0
e Enabled -1

1

Configure iDRAC
Not Applicable
None

No

IDRAC.RedfishEventing.lgnoreCertificatekrrors (Read or

Write)

Display Name
Description

Legal Values

Default Value
Write Privilege

License Required

Ignore Certificate Errors
To ignore any SSL certificate warnings that may arise during SSL handshake with Event Listener.

e No-0
e Yes-1

1
Configure iDRAC
Not Applicable
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Dependency

Is Platform
Dependent

None

No

IDRAC.RemoteHosts.ConnectionkEncryption (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Connection Encryption
Specifies how encryption on the connection to the SMTP server will be configured.

e None-0
SSL/TLS -1
STARTTLS - 2

2

Configure iDRAC
Express License
None

No

IDRAC.RemoteHosts.MessageSubjectPrefix (Read or Write)

Display Name
Description
Legal Values
Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Message Subject Prefix

Specifies a custom message subject prefix for email alert messages.
String of up to 32 ASCII characters.

None

Configure iDRAC

Express License

None

No

IDRAC.RemoteHosts.SMTPAuthentication (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

SMTP Authentication
Enable SMTP Authentication

e Disabled - 0
e Enabled -1
0

Configure iDRAC, Server Control and Configuration
Express License
None

No
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IDRAC.RemoteHosts.SMTPPassword (Read or Write)

Display Name SMTP Password

Description SMTP Password

Legal Values String of up to 50 ASCII characters.
Default Value None

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.RemoteHosts.SMTPPort (Read or Write)

Display Name SMTP Port

Description Specifies the SMTP Port
Legal Values Integer values from 1 to 65535.
Default Value 25

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.RemoteHosts.SMTPServerlPAddress (Read or
Write)

Display Name SMTP Server |IP Address

Description Address of the network SMTP server
Legal Values String of up to 254 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.RemoteHosts.SMTPUserName (Read or Write)

Display Name SMTP UserName
Description SMTP User Name
Legal Values String of up to 50 ASCII characters.
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Default Value None
Write Privilege Configure iDRAC, Server Control and Configuration

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.RemoteHosts.SenderkEmail (Read or Write)

Display Name Sender Email Address

Description Specifies the address of emails sent by iDRAC
Legal Values String of up to 254 ASCII characters.

Default Value None

Write Privilege Configure iDRAC

License Required Express License

Dependency None
Is Platform No
Dependent

IDRAC.SCEP.CA-URL (Read or Write)

Display Name Certificate Authority URL

Description Specifies the URL of the Certificate Authority.
Legal Values String of up to 1024 ASCII characters.
Default Value None

Write Privilege Configure iDRAC

License Required Datacenter License

Dependency None
Is Platform No
Dependent

IDRAC.SCEP.ChallengePassword (Read or Write)

Display Name Challenge Password

Description Specifies the challenge password for the Certificate Authority.
Legal Values String of up to 128 ASCII characters.

Default Value None

Write Privilege Configure iDRAC

License Required Datacenter License

Dependency None
Is Platform No
Dependent
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IDRAC.SCEP.Enable (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Enable

Enables or disables Simple Certificate Enrollment.

e Disabled - 0
e Enabled -1
0

Configure iDRAC

Datacenter License

SCEP CA-URL must be configured before SCEP can be enabled.
No

IDRAC.SCEP.EnrollmentAction (Read or Write)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Enrollment Action
Enrollment Actions

e Halt-0
Monitor - 1
Enroll - 2

0

Configure iDRAC
Datacenter License
None

No

IDRAC.SCEP.EnrollmentStatus (Read Only)

Display Name
Description

Legal Values

Default Value
Write Privilege
License Required
Dependency

Is Platform
Dependent

Enrollment Status
Provides the enrollment status.

None - 0
Enrolling - 1
Enrolled -