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IDRAC Property Database Group and Object
Descriptions

The iDRAC property database contains the configuration information for iDRAC. Associated object is organizing data, and object
group is organizing object. The IDs for the groups and objects that the property database supports are listed in this guide. To
configure iDRAC, use the group and object IDs.

All string values are limited to displayable ASCII characters, except where otherwise noted.

®

NOTE: You can configure a setting that does not have a hash symbol (#) as the prefix in its output name. To modify a
configurable object, use the -o option.

@lNOTE: Attribute information can also be accessed through the RACADM interface by running the Help command.
Topics:

. New features added

New features added

NOTE: For details about the previous releases, if applicable, or to determine the most recent release for your platform, and
for latest documentation version, see KB article 00178115 available at https://www.dell.com/support/article/sIin308699

This section provides the list of new features added in the following releases:

Firmware version 6.00.02.00
Firmware version 6.00.30.00
Firmware version 6.10.00.00
Firmware version 6.10.30.00
Firmware version 6.10.85.00

Firmware version 6.10.85.00

Following features were added in this release:

Added support for BIOS.ProcSettings.AmdIohcWorkaround attribute.
Added support for BIOS.SysSecurity.DfxTdxDisablelMbCmrExclude attribute.
Added support for BIOS.SysSecurity.EnableTdx attribute.

Added support for BIOS.SysSecurity.EnableTdxSeamldr attribute.
Added support for BIOS.SysSecurity.GlbMemIntegrity attribute.
Added support for BIOS.SysSecurity.KeySplit attribute.

Added support for BIOS.SysSecurity.UefiCaCertScope attribute.
Added support for iDRAC.SPDM.DevicelList attribute.

Added support for iDRAC.SPDM.Enable attribute.

Added support for iDRAC.SPDM. ListType attribute.

Firmware version 6.10.30.00

Following features were added in this release:
e Added support for BIOS.ProcSettings.ProcAmpPrefetch attribute.
e Added support for BIOS.ProcSettings.ProcHomelessPrefetch attribute
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Added support for BIOS.ProcSettings.ProcUncoreFreqRapl attribute
Added support for BIOS.ProcSettings.UmaBasedClustering attribute
Added support for BIOS.SysProfileSettings.PwrPerfSwitch attribute
Added support for iDRAC.SNMP.CustomEngineID attribute.

Added support for System

.Job.JobTimeout attribute.

Firmware version 6.10.00.00

Following features were added in this release:
Added support for BIOS.ProcSettings.AvxIccpPreGrantLev attribute.

Added support for BIOS.ProcSettings.AvxIccpPreGrantLicense attribute

Added support for BIOS.IntegratedDevices.EmbNic5Nic6Nic7Nic8 attribute.
Added support for BIOS.IntegratedDevices.EmbNic9Nicl0ONicl1lNicl2 attribute
Added support for BIOS.ProcSettings.Upi3LinkCtrl attribute.

Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for 1DRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.

CertificateManagement.ExpiryNotificationFrequency attribute

CertificateManagement.ExpiryNotificationInterval attribute

CertificateManagement.ExpiryNotificationSupport attribute.
DelegatedAuth.Mode attribute
DelegatedAuth.ServiceEnabled attribute

SecurityCertificate.ExpiryState attribute.

Telemetry.EnableMetricInjection attribute.

Firmware version 6.00.30.00

Following features were added in this release:
BootstrapUsers.Password attribute.
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Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.

Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.

BootstrapUsers.UserName

attribute.

PCIeVDM.BroadcastEnable attribute.
PCIeVDM.PCIIDAllowOnlyList attribute
PCIeVDM.PCIIDDenyList attribute.
PCIeVDM.PCIIDExtendedList attribute.
VirtualConsole.CrashVideoCaptureEnable attribute.

DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration
DPUGlobalConfiguration.
DPUGlobalConfiguration.

PCISlot.DPUFQDD attribute.

DPUBarrierEnabled attribute
DPUBootStatusArray attribute

.DPUDiscoveryCount attribute.

DPUDiscoveryState attribute.
DPUFQDDList attribute.
DPUInventoryCount attribute
DPUInventoryState attribute.
DPUOSReadyCount attribute.
InventoryDPUFQDDList attribute

.0SInstallationTimeout attribute

OverallDPUOSReady attribute
OverallDPUOSReadyTimeout attribute

PCISlot.DPUBootStatus attribute.
PCISlot.DPUBootSynchronization attribute.

PCISlot.DPUOSReady attribute.
PCISlot.DPUOSReadyTimeout attribute
PCISlot.DPUPresent attribute.
PCISlot.DPUTrust attribute.
PCISlot.FWFileURI attribute
PCISlot.FWLocAlias attribute
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e Added support for System.PCISlot.IsProxyReloaded attribute.
e Added support for System.PCISlot.OSFileURI attribute.
e Added support for System.PCISlot.VendorType attribute.

Firmware version 6.00.02.00

Following features were added in this release:
Added support for BIOS.ProcSettings.CpuPalLimit attribute.
BIOS.SysSecurity.EnableTmeBypass attribute

Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for

iDRAC
iDRAC

iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.

.Loggin
.Loggin
Redfis

Servic

Users.
Users.
Users.

Users.

SysLog.
SysLog.
SysLog.
SysLog.

g.LCLogAggregation attribute
g.LCLogAggregationTimeout attribute.
h.NumericDynamicSegmentsEnable attribute
eModule.SoftwareRAIDSupported attribute.
SecureClientAuth attribute.

SecurePort attribute

SecureServerl attribute
SecureSysLogEnable attribute
EnableSNMPv3Passphrase attribute
SNMPv3AuthenticationPassphrase attribute
SNMPv3PrivacyPassphrase attribute
SourceIPTimeout attribute

Added support for NIC.VndrConfigPage.SocketDirect attribute.
Added support for NIC.VndrConfigPage.SocketDirectState attribute.

iDRAC Property Database Group and Object Descriptions
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This section provides details about the BIOS attribute groups and objects.

Topics:
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BIOS.BiosBootSettings
BIOS.BootSegEnDis
BIOS.DellControlledTurbo
BIOS.EmbServerMgmt
BIOS.HttpDev1Settings
BIOS.HttpDev2Settings
BIOS.HttpDev3Settings
BIOS.HttpDev4Settings
BIOS.HttpDev1TIsConfig
BIOS.HttpDev2TIsConfig
BIOS.HttpDev3TIsConfig
BIOS.HttpDevA4TIsConfig
BIOS.IntegratedDevices

BIOS.IscsiDev1Con1Settings
BIOS.IscsiDevi1Con2Settings

BIOS.IscsiDevicelSettings
BIOS.MemSettings
BIOS.MiscSettings
BIOS.NetworkSettings
BIOS.NVMeSettings
BIOS.OneTimeBoot
BIOS.ProcSettings
BIOS.PowerMgmtSettings
BIOS.PxeDeviSettings
BIOS.PxeDev2Settings
BIOS.PxeDev3Settings
BIOS.PxeDev4Settings
BIOS.PxeDevbSettings
BIOS.PxeDev6Settings
BIOS.PxeDev7Settings
BIOS.PxeDev8Settings
BIOS.PxeDev9Settings
BIOS.PxeDev10Settings
BIOS.PxeDev11Settings
BIOS.PxeDev12Settings
BIOS.PxeDev13Settings
BIOS.PxeDev14Settings
BIOS.PxeDev15Settings
BIOS.PxeDev16Settings

BIOS.RedundantOsControl

BIOS.SataSettings
BIOS.SerialCommSettings
BIOS.SlotBifurcation
BIOS.SlotDisablement
BIOS.SysInformation
BIOS.SysProfileSettings

BIOS Attributes

BIOS Attributes



. BIOS.SysSecurity

*  BIOS.TpmAdvancedSettings
*  BIOS.UefiBootSegEnDis

«  BIOS.UefiBootSettings

BIOS.BiosBootSettings

You can manage the BIOS start settings using the objects in this group.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BiosBootSeq (Read or Write)

Description This field tells the system where to find the operating system files needed for system startup. This field
applies only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI'".

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BiosBootSettings (Read or Write)

Description This field controls system boot settings when Boot Mode is set to 'BIOS'. This field has no effect when
Boot Mode is set to 'UEFI".

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootMode (Read or Write)

Description Determines whether the BIOS attempts to boot the OS via the method defined by the Unified Extensible
Firmware Interface (UEFI) specification or via the legacy (BIOS) method. Selecting BIOS ensures
compatibility with older operating systems that do not support the UEFI method. Many newer operating
systems are UEFI-aware, and some of them may also support legacy boot methods.

Legal Values e Bios
o Uefi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BiosBootSettings.BootSeq (Read or Write)

Description This field tells the system where to find the operating system files needed for system startup. This field
applies only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI'".

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.BiosBootSettings.BootSeqEnDis1 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e frue
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis2 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e frue
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis3 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e frue
e false
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis4 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis5 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis6 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis7 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
e false
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Default Value

Write Privilege

License Required

Dependency

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.BootSeqEnDis8 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

e true
e false

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.BootSeqEnDis9 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

e true
e false

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.BootSeqEnDis10 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

e true
e false

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.BiosBootSettings.BootSeqEnDis11 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.BiosBootSettings.BootSeqEnDis12 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis13 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis14 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis15 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis16 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis17 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis18 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".
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Legal Values e true
e false

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis19 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis20 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
o false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDisRef (Read or Write)

Description

Legal Values e BootSeqEnDis

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.BiosBootSettings.BootSeqRetry (Read or Write)

Description This field enables or disables the Boot Sequence Retry feature or resets the system. If the last attempt
to boot has failed, the system immediately performs a cold reset or retries to boot after a 30 second
time-out period, depending on if this field is set to Reset or Enabled.

Legal Values e FEnabled

e Disabled

e Reset
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.GenericUsbBoot (Read or Write)

Description When set to Enabled, a Generic USB Boot placeholder will be placed in the UEFI Boot Sequence, which
will map to the first bootable USB device in the boot sequence. This allows the entry to remain present
even if the USB device is not present. This is only available in UEFI Boot Mode.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.HddPlaceholder (Read or Write)

Description When set to Enabled, a Generic RAID HDD placeholder will be placed into the UEFI Boot Sequence. The
entry will remain present until an operating system or a bootable file is installed on the RAID disk. This
setting is only available in UEFI Boot Mode.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.HddSeq (Read or Write)

Description This field specifies the order in which hard-disk drives will be configured in the system. The first hard
drive in the system will be the bootable C: drive in DOS/DOS-like operating systems. This field applies
only when Boot Mode is 'BIOS"; it has no effect when Boot Mode is 'UEFI'.

Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderDis (Read or Write)

Description "The SetBootOrderDis fields specify a list of Fgdds representing the boot Option Disabled to be applied on
the next boot."

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderEn (Read or Write)

Description "The SetBootOrderEnDis fields specify a list of Fqdds representing the boot " "Option Enable to be
applied on the next boot."

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SysPrepClean (Read or Write)

Description When set to None, BIOS will do nothing. When set to Yes, BIOS will delete variables of SysPrep #### and
SysPrepOrder on next booting. This option is onetime option, will reset to none when delete variables."
&nbsp; This setting is only available in UEFI Boot Mode.

Legal Values e None
o Yes
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.HddFailover (Read or Write)

Description When Boot Mode is BIOS, this field specifies the devices in the Hard-Disk Drive Sequence menu the BIOS
will attempt to boot. This field has no effect when Boot Mode is UEFI. When set to Disabled, the BIOS will
only attempt to boot the first Hard-Disk device in the list. When set to Enabled, the BIOS will attempt to
boot each Hard-Disk device in order until it is successful or the entire Hard-Disk Drive Sequence has been
attempted.

Legal Values e Enabled
e Disabled
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.OneTimeBootRef (Read or Write)

Description This field supports a one-time boot to a specified device.
Legal Values e OneTimeBoot
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd1 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd2 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd3 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd4 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd5 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd6 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd7 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetBootOrderFqdd8 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd9 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd10 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd11 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetBootOrderFqdd12 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd13 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd14 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd15 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetBootOrderFqdd16 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd1 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd2 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd3 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd4 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd5 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd6 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd7 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd8 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd9 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd10 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd11 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd12 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd13 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd14 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd15 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd16 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.BiosBootSettingsRef (Read or Write)

Description This field controls system boot settings when Boot Mode is set to 'BIOS'. This field has no effect when
Boot Mode is set to 'UEFI".

Legal Values e BiosBootSettings

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.UefiBootSettingsRef (Read or Write)

Description This field controls system boot settings when Boot Mode is set to 'UEFI'. This field has no effect when
Boot Mode is set to 'BIOS".

Legal Values e UefiBootSettings

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.UefiBootSeq (Read or Write)

Description Indicates the UEFI boot sequence
@ NOTE: FQDD level options are available for configuring the boot sequence. Multiple UEFI boot
options using the same hardware display the same FQDD device for each option.
Legal Values e None
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency This field has no effect when Boot Mode is set to 'BIOS".
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BIOS.BootSeqEnDis

This group contains the attributes that provide details about BIOS.BootSegEnDis.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSeqEnDis.BootSeqEnDis (Read or Write)

Description This field allows a boot option to be enabled or disabled. When disabled, the device will be skipped in the
boot sequence when booting to the OS.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DellControlledTurbo

This group contains the attributes that provide details about BIOS.DellControlledTurbo.
NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.DellControlledTurbo.ControlledTurbo (Read or Write)

Description Helps to control the turbo engagement feature. It is active when System Profile is set to Performance,
or when System Profile is set to Custom, CPU Power Management is set to Maximum Performance, and
Turbo Boost enabled.

No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect.

Enabled

Disabled
ControlledTurboLimitMinus1
ControlledTurboLimitMinus2
ControlledTurboLimitMinus3
Custom

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DellControlledTurbo.ControlledTurboMinusBin (Read Only)

Description Enter a value from O to 12 bins. The value entered decreases the Dell AVX Scaling Technology frequency
when the Dell Controlled Turbo feature is enabled.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt

This group contains the attributes that provide details about BIOS.EmbServerMgmnt.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.EmbServerMgmt.EmbServerMgmt (Read or Write)

Description

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.FrontLcd (Read or Write)

Description This field allows you to select whether to display the Default (Model name and number) or a user-defined
string in the front-panel LCD display. To modify the advanced features of the front-panel LCD, press F2
during boot to enter System Setup and then select iDRAC Settings.

Legal Values e None
e UserDefined
e ModelNum
e Advanced
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.UserLcdStr (Read or Write)

Description This field allows you to view/enter the User-Defined String to be displayed on the LCD. The string can be
62 characters long.

Legal Values o N/A
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.HttpDev1Settings

This group contains the attributes that provide details about BIOS.HttpDevlSettings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDeviDhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviDns1 (Read Only)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviDns2 (Read Only)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviDnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.
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Legal Values e Enabled
e Disabled

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviGateway (Read Only)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDevilinterface (Read or Write)

Description NIC interface used for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1lp (Read Only)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDevllpv6Address (Read or Write)

Description IPv6 Unicast address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency

Not applicable

BIOS.HttpDev1Settings.HttpDev1lpv6DnsDhcpEnDis (Read or

Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

DNS information from DHCP Enable/Disable for this HTTP Device.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDev1Settings.HttpDeviMask (Read Only)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Subnet mask for this HTTP Device.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDev1Settings.HttpDevi1Protocol (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol

version 6 (the newest version) is used for this device.

o |Pv4
e |Pv6

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDev1Settings.HttpDev1Settings (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field controls the configuration for this HTTP device

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.HttpDev1Settings.HttpDevi1TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1Uri (Read Only)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6AutoConfig (Read or Write)

Description IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPV6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6Dns1 (Read Only)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev1Settings.HttpDeviv6Dns2 (Read Only)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6Gateway (Read Only)

Description Gateway for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6PrefixLen (Read Only)

Description IPvB Prefix Length (0~128) for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6Uri (Read Only)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1VlianEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).

Legal Values e Enabled
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e Disabled
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1Vilanid (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1 to 4094 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1VlanPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings

This group contains the attributes that provide details about BIOS.HttpDev2Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2Settings.HttpDev2DhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2Dns1 (Read Only)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Dns2 (Read Only)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv8, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2DnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Gateway (Read Only)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2interface (Read or Write)

Description NIC interface for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2lp (Read Only)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2lpv6Address (Read or Write)

Description IPv6 Unicast address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2lpv6DnsDhcpEnDis (Read or
Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Mask (Read Only)

Description Subnet mask for this HTTP Device.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Protocol (Read or Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

Legal Values o |Pv4
e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Settings (Read or Write)

Description This field controls the configuration for this HTTP device
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration. ?
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Uri (Read Only)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6AutoConfig (Read or Write)

Description IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPv6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6Dns1 (Read Only)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6Dns2 (Read Only)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6Gateway (Read Only)

Description Gateway for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2v6PrefixLen (Read Only)

Description IPvB Prefix Length (0~128) for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6Uri (Read Only)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2VianEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Vlanld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1 to 4094 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2VlanPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration. ?
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings

This group contains the attributes that provide details about BIOS.HttpDev3Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on UR|l redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev3Settings.HttpDev3DhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Dns1 (Read Only)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Dns2 (Read Only)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3DnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Gateway (Read Only)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3interface (Read or Write)

Description NIC interface for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev3Settings.HttpDev3lp (Read Only)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3lpv6Address (Read or Write)

Description IPv6 Unicast address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3lpv6DnsDhcpEnDis (Read or
Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Mask (Read Only)

Description Subnet mask for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev3Settings.HttpDev3Protocol (Read or Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

Legal Values o |Pv4
e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Settings (Read or Write)

Description This field controls the configuration for this HTTP device
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Uri (Read Only)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev3Settings.HttpDev3v6AutoConfig (Read or Write)

Description IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPv6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3v6Dns1 (Read Only)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3v6Dns2 (Read Only)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3v6Gateway (Read Only)

Description Gateway for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3v6PrefixLen (Read Only)

Description IPvB Prefix Length (0~128) for this HTTP Device.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3v6Uri (Read Only)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3VianEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Vlanld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1to 4094 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3VlanPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Legal Values None

Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings

This group contains the attributes that provide details about BIOS.HttpDev4Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4Settings.HttpDev4DhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Dns1 (Read Only)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Dns2 (Read Only)

Description Secondary DNS server |P address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev4Settings.HttpDev4DnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Gateway (Read Only)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4interface (Read or Write)

Description NIC interface for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4lp (Read Only)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4lpv6Address (Read or Write)

Description IPv6 Unicast address for this HTTP Device.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4lpv6DnsDhcpEnDis (Read or
Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Mask (Read Only)

Description Subnet mask for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Protocol (Read or Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

Legal Values o |Pv4
o |PvB
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Settings (Read or Write)

Description This field controls the configuration for this HTTP device
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Uri (Read Only)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4v6AutoConfig (Read or Write)

Description IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPv6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4v6Dns1 (Read Only)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4v6Dns2 (Read Only)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4v6Gateway (Read Only)

Description Gateway for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4v6PrefixLen (Read Only)

Description IPvB Prefix Length (0~128) for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4v6Uri (Read Only)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4VianEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
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Legal Values e Enabled
e Disabled

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Vianld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1 to 4094 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4VianPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1TIsConfig

This group contains the attributes that provide details about BIOS.HttpDev1TlsConfig.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDevi1TIsConfig.HttpDev1TIsConfig (Read or Write)

Description This field controls the authentication configuration for this HTTP device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDevi1TIsConfig.HttpDeviTIsMode (Read or Write)

Description This field is to set the authetication mode for this HTTP device.
bios.networkSettings.HttpDev1EnDis

Legal Values e "None", "OneWay"

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.HttpDev2TIsConfig

This group contains the attributes that provide details about BIOS.HttpDev2T1lsConfig.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev2TIsConfig.HttpDev2TIsConfig (Read or Write)

Description This field controls the authentication configuration for this HTTP device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2TIsConfig.HttpDev2TIsMode (Read or Write)

Description This field is to set the authetication mode for this HTTP device.

bios.networkSettings.HttpDev2EnDis

Legal Values e "None", "OneWay"

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3TIsConfig

This group contains the attributes that provide details about BIOS.HttpDev3TlsConfig.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URl redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDev3TIsConfig.HttpDev3TIsConfig (Read or Write)

Description This field controls the authentication configuration for this HTTP device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3TIsConfig.HttpDev3TisMode (Read or Write)

Description This field is to set the authetication mode for this HTTP device.
bios.networkSettings.HttpDev3EnDis

Legal Values e "None", "OneWay"

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.HttpDev4TIsConfig

This group contains the attributes that provide details about BIOS.HttpDev4TlsConfig.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev4TIsConfig.HttpDev4TIsConfig (Read or Write)

Description This field controls the authentication configuration for this HTTP device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4TIsConfig.HttpDev4TIsMode (Read or Write)

Description This field is to set the authetication mode for this HTTP device.

bios.networkSettings.HttpDev4EnDis

Legal Values e "None", "OneWay"
Default Value Not Applicable
Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices

This group contains the attributes that provide details about BIOS.IntegratedDevices.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BlIOS.IntegratedDevices.CurrentEmbVideoState (Read Only)

Description Read-only. Indicates the current state of the Embedded Video Controller. If the Embedded Video
Controller is the only display capability in the system (that is, no add-in graphics card is installed), then
the Embedded Video Controller is automatically used as the primary display even if the Embedded Video
Controller setting is Disabled.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.EmbNic1 (Read or Write)

Description Enables or disables the embedded NIC. NOTE: If set to Disabled (OS), the embedded NIC may still be
available for shared network access by the embedded management controller. This function must be
configured via the NIC management utilities provided with your system. There is only one onboard RJ45
port shared between BIOS and iDRAC. So it can only be enabled when iDRAC NIC selection is set to
Shared. If the iDRAC setting is Dedicated, it will be grayed out and forced to Disabled.

Legal Values e Enabled
e DisabledOs
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.EmbNic1Nic2 (Read or Write)

Description Enables or disables the OS interface of the embedded NIC1 and NIC2 controller. NOTE: If set to Disabled
(0S), the embedded NICs may still be available for shared network access by the embedded management
controller. This function must be configured via the NIC management utilities provided with your system.

Legal Values e Enabled
e DisabledOs
e Disabled
Default Value Not Applicable

Write Privilege Server Control
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License Required

Dependency

iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.EmbNicINic2Nic3Nic4 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the OS interface of the embedded NIC1, NIC2, NIC3 and NIC4 controller. NOTE: If set
to Disabled (OS), the embedded NICs may still be available for shared network access by the embedded
management controller. This function must be configured via the NIC management utilities provided with
your system.

e Enabled
e DisabledOs
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNic2 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enabled
EnabledPxe
EnablediScsi
Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNic3 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enabled
EnabledPxe
EnablediScsi
Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BlOS.IntegratedDevices.EmbNic3Nic4 (Read or Write)

Description Enables or disables the OS interface of the embedded NIC3 and NIC4 controller. NOTE: If set to Disabled
(OS), the embedded NICs may still be available for shared network access by the embedded management
controller. This function must be configured via the NIC management utilities provided with your system.

Legal Values e FEnabled
e DisabledOs
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.EmbNic4 (Read or Write)

Description

Legal Values e Enabled
e FEnabledPxe
e EnablediScsi
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.EmbNic5Nic6Nic7Nic8 (Read or Write)

Description Enables or disables the OS interface of the embedded NIC5, NIC6, NIC7 and NIC8 controller.

NOTE: If set to Disabled (OS), the embedded NICs may still be available for shared network access by
the embedded management controller. This function must be configured via the NIC management utilities
provided with your system.

Legal Values e FEnabled
e Disabled (0OS)

Default Value Not Applicable
Write Privilege Server Control

Attribute Display Embedded NIC5, NIC6, NIC7 and NIC8
Name

License Required None

Dependency - Embedded LOM1 with 4 ports with FQDD NIC.Embedded.1-* to NIC.Embedded.4-*.
- Embedded LOM?2 with 4 ports with FQDD NIC.Embedded.5-* to NIC.Embedded.8-*.

BlIOS.IntegratedDevices.EmbNic9Nic10Nic11Nic12 (Read or Write)

Description Enables or disables the OS interface of the embedded NIC9, NIC10, NIC11 and NIC12 controller.
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Legal Values

Default Values
Write Privilege

Attribute Display
Name

License Required

Dependency

NOTE: If set to Disabled (OS), the embedded NICs may still be available for shared network access by
the embedded management controller. This function must be configured via the NIC management utilities
provided with your system.

e Enabled
e Disabled (OS)

Not Applicable
Server Control

Embedded NIC9, NIC10, NIC11 and NIC12

None

- Embedded LOM1 with 4 ports with FQDD NIC.Embedded.1-* to NIC.Embedded.4-*.
- Embedded LOM2 with 4 ports with FQDD NIC.Embedded.5-* to NIC.Embedded.8-*.
- Embedded LOM3 with 4 ports with FQDD NIC.Embedded.9-* to NIC.Embedded.12-*.

BlOS.IntegratedDevices.EmbNicPort1BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown

e None

e Pxe

® |[scsi

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BlOS.IntegratedDevices.EmbNicPort2BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown

e None

e Pxe

e |[scsi

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable
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BlOS.IntegratedDevices.EmbNicPort3BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

Unknown
None
Pxe

Iscsi

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNicPort4BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown

e None

e Pxe

e |[scsi

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.IntegratedDevices.EmbVideo (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the use of the Embedded Video Controller as the primary display. When set to
Enabled, the Embedded Video Controller will be the primary display even if add-in graphics cards are
installed. When set to Disabled, an add-in graphics card will be used as the primary display. BIOS will
output displays to both the primary add-in video and the embedded video during POST and pre-boot
environment. The embedded video will then be disabled right before the operating system boots. Note:
When there are multiple add-in graphics cards installed in the system, the first card discovered during PClI
enumeration is selected as the primary video. You may have to re-arrange the cards in the slots in order
to control which card is the primary video controller.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BlOS.IntegratedDevices.GlobalSlotDriverDisable (Read or Write)

Description If you set this field to Enabled, the BIOS will not load any legacy option ROMs (when Boot Mode is BIOS)
or UEFI drivers (when Boot Mode is UEFI) for any cards in the system slots. If the boot support for some
card is provided by the option ROM, then the system will not be able to boot from the card, nor will its
pre-boot services be available. However, the card will be available for operating system use. If you do not
want this behavior or you would like to limit which slots have this behavior, set this field to Disabled. Use
the Slot Disablement setting to limit the slots having this behavior. This option does not apply to any slot
containing a Dell RAID card.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.IntegratedDevices (Read or Write)

Description Configuration menu for devices integrated on the system board.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntegratedNetwork1 (Read or Write)

Description Enables or disables the integrated network card (NDC). When set to Disabled, the NDC is not available to
the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NICs may still be available for
shared network access by iDRAC.

Legal Values e DisabledOs
e FEnabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntegratedNetwork2 (Read or Write)

Description Enables or disables the second integrated network card (NDC). When set to Disabled, the NDC is not
available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NICs may still be
available for shared network access by iDRAC.

Legal Values e FEnabled
e DisabledOs
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.IntegratedRaid (Read or Write)

Description Enables or disables the integrated RAID controller. When set to Disabled, the device is not visible to the
operating system (OS).

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntegratedSas (Read or Write)

Description Enables or disables the integrated SAS controller. When set to Disabled, the device is not visisble to the
operating system (OS).

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalSdCard (Read or Write)

Description Enables or disables the internal SD Card port.
Legal Values e On

o Off
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalSdCardPresence (Read or Write)

Description Indicate the presence state of the Internal Dual SD module (IDSDM).
Legal Values e None

e SdCard10nly

e SdCard20nly

e Both
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalSdCardPrimaryCard (Read or
Write)

Description When Redundancy is set to Disabled, either one of the SD card can be selected to present itself as mass
storage device by setting it to be primary card. By default primary SD card is selected to be SD Card 1. If

SD Card 1is not present, then controller will select SD Card 2 to be primary SD card.

Legal Values e SdCard1
e SdCard2
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalSdCardRedundancy (Read or
Write)

Description Configures the redundancy mode of the Internal Dual SD module (IDSDM). When set to Mirror Mode,
data is written to both SD cards. After failure of either card and replacement of the failed card, the
data of the active card is copied to the offline card during the system boot. When Redundancy is set to
disabled, only the primary SD Card is visible to the OS.

Legal Values e Mirror
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalUsb (Read or Write)

Description Enables or disables the internal USB port.
Legal Values e On
o Off
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.IntegratedDevices.InternalUsb1 (Read or Write)

Description Enables or disables the internal USB port 1.
Legal Values e On

o Off
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalUsb2 (Read or Write)

Description Enables or disables the internal USB port 2.
Legal Values e On

o Off
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntNic1Port1BootProto (Read or Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
e None
e Pxe
® |[scsi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntNic1Port2BootProto (Read or Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
e None
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o Pxe
® [scsi

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntNic1Port3BootProto (Read or Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
e None
e Pxe
e |[scsi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntNic1Port4BootProto (Read or Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
e None
o Pxe
® |[scsi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntNic2Port1BootProto (Read or Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
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Default Value
Write Privilege
License Required

Dependency

e None
o Pxe
e |[scsi

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.IntegratedDevices.IntNic2Port2BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown

e None

e Pxe

® |scsi

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BlIOS.IntegratedDevices.IntNic2Port3BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

Unknown
None
Pxe

Iscsi

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.IntNic2Port4BootProto (Read or Write)

Description

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.
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Legal Values

Default Value
Write Privilege
License Required

Dependency

e Unknown

e None

e Pxe

e |[scsi

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.IntegratedDevices.loatEngine (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the I/0 Acceleration Technology (I/OAT). I/OAT is a set of DMA features designed to
accelerate network traffic and lower CPU utilization. This feature should be enabled only if the hardware

and software support |/OAT.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.loNonPostedPrefetch (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the PCle throughput by enabling or disabling the PCI 10 non-posted prefetch mode. When set
to Enabled, memory reads from PCI devices are optimized. However, performance may be reduced for
writes from PCI devices.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.MemoryMappedlOH (Read or Write)

Description

Legal Values

Default Value
Write Privilege

License Required

MMIO base default is 56TB. User should not change the default value unless addressing a known issue.
When set to 12TB, the system will map MMIO base to 12TB. Enable this feature for an OS that requires
44bit PCle addressing. When set to 512GB, the system will map MMIO base to 512GB, and reduce the
maximum support for memory to less than 512GB. Enable this option only for the 4 GPU DGMA issue.

e 512GB
e 12TB
e 56TB

Not Applicable
Server Control

iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BlIOS.IntegratedDevices.MmioAbove4Gb (Read or Write)

Description Enables support for PCle devices that require large amount of MMIO resources. Enable this option only
for 64-bit operating systems.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.MmioLimit (Read or Write)

Description When set to 1TB, the system will restrict maximum MMIO space to 1TB. Enable this feature for devices
not support above 1TB addressing.

Legal Values e 38TB
e 1TB
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.Ndc1PcielLink1 (Read or Write)

Description Enables or disables the integrated network card (NDC) PCle link. When set to Disabled, the NDC link is
not available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NIC may still be
available for shared network access by iDRAC.

This Attribute allows more granularity in controlling (Enabling/Disabling) NDC1 if present. This attribute is
only displayed and used when NdcPcieLinkControl internal attribute default value is set to "Individual".This
is most likey done in a PM (OEM ID).

Legal Values e FEnabled
e DisabledOs
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.Ndc1PcielLink2 (Read or Write)

Description Enables or disables the integrated network card (NDC) PCle link. When set to Disabled, the NDC link is
not available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NIC may still be
available for shared network access by iDRAC.
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Legal Values

Default Value
Write Privilege
License Required

Dependency

This Attribute allows more granularity in controlling (Enabling/Disabling) NDC. This attribute is only
displayed and used when NdcPcieLinkControl internal attribute default value is set to "Individual". This
is most likey done in a PM (OEM ID).

e Enabled
e DisabledOs

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.Ndc1PcielLink3 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the integrated network card (NDC) PCle link. When set to Disabled, the NDC link is
not available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NIC may still be
available for shared network access by iDRAC.

This Attribute allows more granularity in controlling (Enabling/Disabling) NDC. This attribute is only
displayed and used when NdcPcielLinkControl internal attribute default value is set to "Individual". This
is most likey done in a PM (OEM ID).

e Enabled
e DisabledOs

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.OsWatchdogTimer (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

If the system stops responding, this watchdog timer helps in the recovery of your operating system (OS).
When set to Enabled, the OS is allowed to initialize the timer. When it is set to Disabled, the timer will
have no effect on the system.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.PcieBusCustomization (Read or Write)

Description

"Provide options for customizing the allocation of PCle bus ranges to " "PCle slots. This can be useful
when connecting complex device sets " "to a slot.n" "n" "PCle Bus System Allocation uses the normal
rules of the system to " "allocate bus ranges.n" "n" "PCle Bus Custom Allocation Option 1 increases the
bus ranges allocated " "to the wider slots.n" "n" "PCle Bus Custom Allocation Option 2 increases the bus
range allocated " "to one of the wide slots more than with option 1.n" "n" "PCle Bus Custom Allocation
Option 3 allocates the largest bus range " "practical to one of the wide slots.n" "n" "Note that use of this
option may cause insufficient resources to be " "available for remaining slots and prevent the system from
functioning.n" "n"
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Only available on R7920. Controlled by DPI feature: FeatureSupport.PcieBusCustomizable

Legal Values e PcieBusUniform
e PcieBusCustomOpt1
e PcieBusCustomOpt2
e PcieBusCustomOpt3
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.PcieEnhancedPreferredlo (Read or Write)

Description When Enhanced Preferred |0 is enabled the LCLK speed for the root complex where Preferred 10 is
enabled will automatically be set to 600 MHz (effective 593 MHz)

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.PciePreferredloBusVal (Read or Write)

Description This field sets the PCI bus address that preferred IO device resides. Bus address ranges from [0x0:0xFF].
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.PciePreferredloDevice (Read or Write)

Description In certain platform configurations it is possible to improve the performance of an endpoint by enabling
Pcie Preferred 10 Device. To select a particular addin device, references the PCl bus/device/function
address(in decimal) of the add-in card when requesting Preferred |/0O for the device

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.IntegratedDevices.PciePreferredloDeviceBus (Read or Write)

Description This field sets the PCI bus address that preferred IO device resides. Bus address ranges from [Ox0:0xFF].
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.PciePreferredloDeviceDev (Read or Write)

Description This field sets the PCI device address that preferred |O device resides. Device address ranges from
[0x0:0x1F].

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.PciePreferredloDeviceFun (Read or Write)

Description This field sets the PCI function address that preferred |0 device resides. Function address ranges from
[0x0:0x7].

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.PCIRootDeviceUnhide (Read or Write)

Description If set to Enabled, root ports of all the empty slots will be accessible to the BIOS and OS.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.RipsPresence (Read or Write)

Description Indicate the presence state of the RIPS (Redundant Internal Persistent Storage).
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Legal Values

Default Value
Write Privilege
License Required

Dependency

e RipsPresenceYes
e RipsPresenceNo

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.SlotDisablementRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Controls the configuration of PCle cards installed in the specified slot. Only slots that are present on the
system will be available for control.

e SlotDisablement

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.IntegratedDevices.SnoopHIdOff (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Selects the number of cycles PCI I/0 can withhold snoop requests, from the CPU, to allow time
to complete its own write to LLC. This setting can help improve performance on workloads where
throughput and latency are critical.

e Roll256Cycles

e RollI512Cycles

e RolllKCycles

e Roll2KCycles

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.IntegratedDevices.SriovGlobalEnable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the BIOS configuration of Single Root I/0 Virtualization (SR-I0OV) devices. Enable this
feature if booting to a virtualization operating system that recognize SR-I0OV devices.

e Disabled
e Enabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BlOS.IntegratedDevices.Usb3Setting (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls USB 3.0 support. When set to Disabled, BIOS disables USB 3.0 mode for all the USB3.0 ports.
The USB devices operate at USB2.0 mode. When set to Enabled, BIOS operates all USB3.0 ports at
USB2.0 mode during POST, and switches them to USB3.0 mode right after the operating system (OS)
boots. You must select this option only if the operating system (such as. Windows Server 2012) has

a native USB 3.0 driver. Otherwise none of the USB devices will work after boot. The Auto option is
available only on workstation servers. If this option is selected, the BIOS leaves all USB 3.0 ports at
USB 2.0 mode, and a special OS switching driver is required to set the USB3.0 port to USB3.0 mode.
Microsoft Windows 7 has switching driver capability.

e Auto
e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.UsbEnableFrontPortsOnly (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field enables/disables the front USB ports during the OS runtime when User Accessible USB Ports is
set as All Ports Off (Dynamic).

®| NOTE: Dynamic USB is only available on 600+ series servers and higher.
e Enabled

e Disabled

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BlOS.IntegratedDevices.UsbManagedPort (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

The iDRAC Direct USB port is managed by iDRAC exclusively with no host visibility. When set to OFF,
iDRAC would not detect any USB devices installed in this managed port.

e On
o Off

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.UsbPorts (Read or Write)

Description

Configure the User Accessible USB Ports. Selecting Only Back Ports On disables the front USB ports;
selecting All Ports Off disables all front and back USB ports. The USB keyboard and mouse will still
function in certain USB ports during the boot process, depending on the selection. After the boot process
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is complete, the USB ports will be enabled or disabled as per the setting. Note: Selecting Only Back
Ports On and All Ports Off will disable the USB management port and restrict access to the iDRAC USB
management port features.

Blades do not support setting the Attribute UsbPorts to the value OnlyBackPortsOn.
®| NOTE: Dynamic USB is only available on 600+ series servers and higher.

Legal Values e AlOn
e OnlyBackPortsOn
e AlOff
e AllOffDynamic
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IscsiDeviCon1Settings

This group contains the attributes that provide details about BIOS.IscsiDevlConlSettings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Auth (Read or Write)

Description Authentication type for this iSCSI connection.
Legal Values e None

e Chap
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.lscsiDeviCon1ChapName (Read or
Write)

Description CHAP name for this iISCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1ChapSecret (Read or
Write)

Description CHAP secret for this iISCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1ChapType (Read or
Write)

Description CHAP type for this iSCSI connection.
Legal Values e OneWay

e Mutual
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1DhcpEnDis (Read or
Write)

Description DHCP Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.lscsiDeviCon1Gateway (Read or
Write)

Description Initiator Gateway for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1linterface (Read or
Write)

Description NIC interface used for this iISCSI connection
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.lscsiDeviCon1lp (Read or Write)

Description Initiator IP Address for this iISCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1isld (Read or Write)

Description ISID for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1Lun (Read or Write)

Description Target LUN for this iSCSI connection. The value format is a string containing a hexadecimal-encoded
representation of the 64-bit SCSI Logical Unit Number in the format described in the T10 SCSI
Architecture Model specification. This format consists of four 2-byte fields separated by dashes. In most
cases, the human-oriented logical unit number will be in the high-order two bytes and the low-order six
bytes will be zero. Examples are: 4752-3A4F-6b7e-2F99, 6734-9-156f-127, 4186-9 or 0.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Mask (Read or Write)

Description Initiator Subnet Mask for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1Port (Read or Write)

Description Target Port for this iSCSI connection. The standard port number for iSCSI connections is 3260.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.lscsiDeviCon1Protocol (Read or
Write)

Description This field controls the Internet Protocol used for this iSCSI connection.
Legal Values o |Pv4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1Retry (Read or Write)

Description Retry Count for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS Attributes

141



BlOS.IscsiDeviCon1Settings.IscsiDeviCon1RevChapName (Read or
Write)

Description Reverse CHAP name for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1RevChapSecret (Read
or Write)

Description Reverse CHAP secret for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Settings (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Targetlp (Read or
Write)

Description Target IP Address for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable
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BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1TargetName (Read or
Write)

Description Target name for this iSCSI connection in IQN format.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1TgtDhcpEnDis (Read or
Write)

Description Target DHCP Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Timeout (Read or
Write)

Description Timeout for this iSCSI connection in milliseconds.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.lscsiDeviCon1VianEnDis (Read or
Write)

Description VLAN Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Vilanid (Read or Write)

Description VLAN ID for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.lscsiDeviCon1VianPriority (Read or
Write)

Description VLAN priority for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IscsiDeviCon2Settings

This group contains the attributes that provide details about BIOS.IscsiDevlCon2Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on UR|l redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2Auth (Read or Write)

Description Authentication type for this iSCSI connection.
Legal Values e None

e Chap
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2ChapName (Read or
Write)

Description CHAP name for this iSCSI connection.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2ChapSecret (Read or
Write)

Description CHAP secret for this iISCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2ChapType (Read or
Write)

Description CHAP type for this iSCSI connection.
Legal Values e OneWay

e Mutual
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2DhcpEnDis (Read or
Write)

Description DHCP Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Gateway (Read or
Write)

Description Initiator Gateway for this iSCSI| connection.

Legal Values None
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2interface (Read or
Write)

Description NIC interface used for this iISCSI connection
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2lp (Read or Write)

Description Initiator IP Address for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2isld (Read or Write)

Description ISID for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2Lun (Read or Write)

Description Target Lun for this iSCSI connection.The value format is a string containing a hexadecimal-encoded
representation of the 64-bit SCSI Logical Unit Number in the format described in the T10 SCSI
Architecture Model specification. This format consists of four 2-byte fields separated by dashes. In most
cases, the human-oriented logical unit number will be in the high-order two bytes and the low-order six
bytes will be zero. Examples are: 4752-3A4F-6b7e-2F99, 6734-9-156f-127, 4186-9 or O.

Legal Values None

Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2Mask (Read or Write)

Description Initiator Subnet Mask for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Port (Read or Write)

Description Target Port for this iSCSI connection. The standard port number for iSCSI connections is 3260.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Protocol (Read or
Write)

Description This field controls the Internet Protocol used for this iSCSI connection.
Legal Values e |PV4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2Retry (Read or Write)

Description Retry Count for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS Attributes

147



BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2RevChapName (Read
or Write)

Description Reverse CHAP name for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2RevChapSecret (Read
or Write)

Description Reverse CHAP secret for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Settings (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Targetlp (Read or
Write)

Description Target IP Address for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable
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BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2TargetName (Read or
Write)

Description Target name for this iSCSI connection in IQN format.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2TgtDhcpEnDis (Read or
Write)

Description Target DHCP Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Timeout (Read or
Write)

Description Timeout for this iSCSI connection in milliseconds.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2VIanEnDis (Read or
Write)

Description VLAN Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.IscsiDeviCon2Settings.IscsiDeviCon2Vlanld (Read or Write)

Description VLAN ID for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2VIlanPriority (Read or
Write)

Description VLAN priority for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IscsiDevice1Settings

This group contains the attributes that provide details about BIOS.IscsiDevicelSettings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on UR|l redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BlIOS.IscsiDev1Settings.IscsiDeviCon1EnDis (Read or Write)

Description This field controls the configuration for this iISCSI connection.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDev1Settings.IscsiDeviCon2EnDis (Read or Write)

Description This field controls the configuration for this iISCSI connection.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDev1Settings.IscsiDeviConOrder (Read or Write)

Description This field controls the order for which the iSCSI connections will be attempted.
Legal Values e (Con1Con2

e Con2Con1
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDevice1Settings.IscsiDeviCon1SettingsRef (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDevice1Settings.IscsiDeviCon2SettingsRef (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDevice1Settings.IscsiDevi1Settings (Read or Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS Attributes

151



BlIOS.IscsiDevice1Settings.IscsiDeviCon2SettingsRef (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDevice1Settings.IscsiDeviCon1SettingsRef (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings

To manage memory-related configuration settings, use the objects in this group.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MemoryMapOut.DimmSIlot00 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.MemoryMapOut.DimmSlot01 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
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License Required

Dependency

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemoryMapOut.DimmSlot02 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

"When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
e "Enabled", "Disabled"

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.MemoryMapOut.DimmSlot03 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

"When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
e "Enabled", "Disabled"

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.MemSettings.AdddcSetting (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When Adaptive Double DRAM Device Correction (ADDDC) is enabled, failing DRAMs are dynamically
mapped out. This action can have some impact on system performance under certain workloads. This
feature only applies to x4 DIMMSs, and when Fault Resilient Mode (FRM) is disabled.

Has a dependency that only x4 DIMM's be present or item is grayed out.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.AddrBasMir (Read or Write)

Description

Legal Values

If the system is configured for Dell Fault Resilient Mode (FRM), controls the amount of memory for FRM
per processor. The FRM memory is located on a single memory riser per processor. Only half of the FRM
memory will be visible to the OS.

Has a dependency where DIMM population within the system needs to support Mirror mode. Only System
R6xx and up support this feature.

e AllMem
e 64GB
e HalfMem
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.AppDirectCapacity (Read or Write)

Description Total NVDIMM size configured as AppDirect mode in the system.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.BankXor (Read or Write)

Description Enables Bank XORing to alleviate bank thrashing
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.BatteryStatus (Read or Write)

Description Battery Status Present/Not Present/Ready/Not Ready.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity0O (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.Capacity01 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity02 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity03 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity04 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity05 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.CapacityO06 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity07 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity08 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity09 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.Capacity10 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity11 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity12 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity13 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity14 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity15 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity16 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity17 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity18 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.Capacity19 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity20 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity21 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity22 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity23 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.CECriticalSEL (Read or Write)

Description Enable/Disable logging of correctable memory threshold error.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.ClusterOnDie (Read or Write)

Description Enables or disables the Cluster on Die feature.

Never released. Safe to remove?

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.CorrEccSmi (Read or Write)

Description Allows the system to log ECC corrected DRAM errors into the SEL log. Logging these rare errors can help
identify marginal components; however the system will pause for a few milliseconds after an error while
the log entry is created. Latency conscious customers may wish to disable the feature. Spare Mode, and
Mirror mode require this feature to be enabled.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.CreateGoalConfig (Read or Write)

Description Create goal configuration of Intel Persistent Memory pools.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.CurrentMemOpModeState (Read Only)

Description Read-only. Indicates the current state of the memory operating mode.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DarkMemoryAvailableMem (Read or Write)

Description

Disabled
DarkMemoryAvailable64
DarkMemoryAvailable128
DarkMemoryAvailable192
DarkMemoryAvailable256
DarkMemoryAvailable320
DarkMemoryAvailable384
DarkMemoryAvailable448
DarkMemoryAvailable512
DarkMemoryAvailable640
DarkMemoryAvailable768

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocatorO0O (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator01 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator02 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator03 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator0O4 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator05 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DeviceLocator06 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator07 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator08 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator09 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator10 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DevicelLocator11 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator12 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator13 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator14 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DeviceLocator15 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DevicelLocator16 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator17 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator18 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DevicelLocator19 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator20 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator21 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator22 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DevicelLocator23 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DimmSlot04 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot05 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot06 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot07 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot08 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot09 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot10 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot11 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot12 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DimmSlot13 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSiot14 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot15 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot16 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot17 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot18 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot19 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot21 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot22 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DimmSlot23 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot24 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot25 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot26 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot27 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIiot28 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot29 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot30 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot31 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DramRefreshDelay (Read or Write)

Description By enabling the CPU memory controller to delay running the REFRESH commands, you can improve the
performance for some workloads. By minimizing the delay time, it is ensured that the memory controller
runs the REFRESH command at regular intervals. However, this setting does not affect the Intel-based
servers that are configured with DIMMs which use 16 Gb density DRAMSs.

Legal Values e "Performance", "Minimum"
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion00 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion01 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion02 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion03 (Read or Write)

Description The firmware revision of this NVDIMM.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion04 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion05 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion06 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion07 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.FirmwareVersion08 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion09 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion10 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion11 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion12 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion13 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion14 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion15 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion16 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.FirmwareVersion17 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion18 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion19 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion20 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion21 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion22 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion23 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FRMPercent (Read or Write)

Description Select to define the percent of total memory size that must be used by the fault resilient mode, when
selected in the Memory Operating mode. When Fault Resilient Mode is not selected, this option is grayed
out and not used by Fault Resilient Mode.

This option is grayed out(read only) when "Fault Resilient Mode" is not selected in "Memory Operating
Mode". This option is only available on Intel platforms.

Legal Values e 25
e 125
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.IntelPersistentMemories (Read or Write)

Description View and configure installed Intel Persistent Memories.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
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License Required

Dependency

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.MemSettings.IntelPersistMemOperationTarget (Read or

Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

BIOS.MemSettings.LockState00 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

BIOS.MemSettings.LockState01 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

NVDIMM region creation target in per Platform or per Socket.

e PmPlatform
e PmSocket

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and

not supported.

Unknown
Disabled
Unlocked
Locked
Frozen

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and

not supported.

e Unknown
e Disabled
e Unlocked
e |ocked
e Frozen

[ )

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

NotSupported

NotSupported
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BIOS.MemSettings.LockState02 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.LockState03 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.LockState04 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

180 BIOS Attributes



BIOS.MemSettings.LockState05 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.LockState06 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.LockState07 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.LockState08 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.LockState09 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.LockState10 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.LockState11 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.LockState12 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.LockState13 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.LockState14 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.LockState15 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.LockState16 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.LockState17 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.LockState18 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.LockState19 (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.LockState20 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.LockState21 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.LockState22 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.LockState23 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Unknown
Disabled
Unlocked
Locked
Frozen
NotSupported

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.MemLowPower (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the low-power mode of memory. When set to Disabled, the memory will run at full
speed. When set to Enabled, the memory will run at a reduced speed to conserve power. Default: Disabled

Not used on 13G+.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.MemOpMode (Read or Write)

Description

Allows the selection of the memory operating mode. Certain options are active only if a valid

memory configuration is detected. When the Optimizer Mode is enabled, the DRAM controllers operate
independently in 64-bit mode and provide optimized memory performance. When Advanced ECC Mode
is enabled, the two DRAM controllers are combined in 128-bit mode and provide optimized reliability.
Memory that cannot be teamed by the controllers is not reported to the Operating System. When Mirror
Mode is enabled, the system maintains two identical copies of data in the memory. This feature provides
maximum reliability and enables the system to continue running even during a high severity memory
failure. NOTE: In Mirror Mode, only half of the installed system memory is reported to the operating
system. When Spare Mode is enabled, the BIOS reserves a rank of memory as a spare. At runtime, the
memory controller can move a rank that exhibits a large number of correctable errors to the spare rank.
NOTE: In Spare Mode, the system memory size reported to the Operating System does not include the
spare portion. Spare with Advanced ECC Mode operates similarly to the Spare Mode. When this mode is
enabled, the system runs under Advanced ECC mode with a spare rank reserved in each channel. NOTE:
In Spare with Advanced ECC Mode, the system memory size reported to the Operating System does
not include the spare portion. When Dell Fault Resilient Mode is enabled, the BIOS establishes an area of
memory that is fault resilient. This mode can be used by an Operating System that supports the feature to
load critical applications or enables the Operating System kernel to maximize system availability. Default:
Optimizer Mode

For FRM, need platform to support Mirror mode. For NUMA FRM, need to have 2 CPU installed +
platform support Mirror mode. [MirrorMode, Lockstep] Needs identical memory configurations in channles
behind each memory controller.
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Legal Values OptimizerMode
SingleRankSpareMode
MultiRankSpareMode
SpareMode

MirrorMode
AdvEccMode
SpareWithAdvEccMode
FaultResilientMode

NUMAFaultResilientMode

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemOptimizer (Read or Write)

Description When set to Disabled, the two DRAM controllers are combined in 128-bit mode and provide optimized
reliability with Advanced ECC Mode. When set to Enabled, the two DRAM controllers operate

independently in 64-bit mode and provide optimized performance without Advanced ECC Mode. Default:

Disabled

Has a dependency on DIMM population where corresponding channnels for each socket (ChannelO and
Channel2, Channell and Channel 3) needs to be populated and populated idenditally. Not used on 13G+.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemOpVoltage (Read or Write)

Description
Legal Values e AutoVolt

e Volt15V
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemoryCapacity (Read or Write)

Description Total NVDIMM size configured as memory mode in the system.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Memoryinterleaving (Read or Write)

Description When set to Enabled, memory interleaving is supported if a symmetric memory configuration is installed.

When set to Disabled, the system " supports Non-Uniform Memory Access (NUMA) (asymmetric)

memory configurations. Operating Systems that are NUMA-aware understand the distribution of memory

in a particular system and can intelligently allocate memory in an optimal manner. Operating Systems
that are not NUMA aware could allocate memory to a processor that is not local resulting in a loss of
performance. Die and Socket Interleaving should only be enabled for Operating Systems that are not
NUMA aware.

Disabled
Channellnterleaving

Legal Values °
[ ]
e Dielnterleaving
[ ]
[ ]

SocketInterleaving
Auto

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemoryMapOut (Read or Write)

Description

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemoryMapOutRef (Read or Write)

Description This field controls DIMMs slots on the system.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemoryTraining (Read or Write)

Description

Fast - Use previously saved memory training parameters to train the memory subsystem when memory
configuration is not changed. System boot time is reduced when memory configurations is not changed. If
memory configuration is changed, system automatically enables "Retrain at Next Boot" to force one-time
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full memory training steps, and then go back to "Fast" afterward. Retrain at Next Boot - Force one-time
full memory training steps at next system power on. System boot time is slowed on next boot. Enable -
Force full memory training steps on every system power on. System boot time is slowed on every boot.

Legal Values e "MemoryTrainingFast"
e "MemoryTrainingOnce"
e "MemoryTrainingEnable"

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemSettings (Read or Write)

Description This page controls the system memory settings.

Not used on 13G+.
Legal Values o N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemTest (Read or Write)

Description Indicates whether or not the BIOS system memory tests are conducted during POST. When set to
Enabled, memory tests are performed. NOTE: Enabling this feature will result in longer boot time. The
extent of increased time depends on the size of the system memory.

Legal Values e FEnabled
e Disabled
e HardwareBasedTest

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemTestType (Read or Write)

Description Indicates type of BIOS-based system memory test to perform during POST. When set to Hardware, the
memory tests are performed via hardware. When set to Software, the memory tests are performed via
software . Note: POST time will increase when memory test are enabled, with Software test taking longer
than Hardware test.

Never released?

Legal Values e Hardware
e Software
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MemThrottlingMode (Read or Write)

Description Displays MCDRAM thermal management/throttling modes of processor(s).
Legal Values o C(Cltt

e Oltt
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.MItRnkSpr (Read or Write)

Description If the system is configured for Spare Mode or Spare With Advanced ECC Mode, this field controls the
number of spare ranks per DDR channel. The default is one spare rank per DDR channel.

Has a dependency on DIMM population where within a channel, multi-rank DIMM needs to be populated
Not used on 13G+.

Legal Values o 1

o 2

e 3

e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NativeTrfcTiming (Read or Write)

Description Enables 16 Gb density DIMMs to operate at their programmed Row Refresh Cycle Time (tRFC). Enabling

this feature may improve system performance for some memory configurations. However, enabling this
feature will have no effect on configurations with 16 Gb 3DS/TSV DIMMs.

Legal Values e Enabled, Disabled

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NGNFactoryResetClear (Read or Write)

Description EnableDisable Factory Reset/Clear

Legal Values e "Disabled", "Enabled"

BIOS Attributes

191



Default Value
Write Privilege
License Required

Dependency

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.Nodelnterleave (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, memory interleaving is supported if a symmetric memory configuration is installed.
When set to Disabled, the system supports Non-Uniform Memory Access (NUMA) (asymmetric) memory
configurations. Operating Systems that are NUMA-aware understand the distribution of memory in a
particular system and can intelligently allocate memory in an optimal manner. Operating Systems that are
not NUMA aware could allocate memory to a processor that is not local resulting in a loss of performance.
Node Interleaving should only be enabled for Operating Systems that are not NUMA aware.

Only available if 2 or more CPUs are present.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.NvdimmFactoryDefault (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Reset all NVDIMM-Ns to their Factory Default state, and erase all NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.NvdimmFactoryDefaultO (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.NvdimmFactoryDefault1 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault2 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault3 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault4 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmFactoryDefault5 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefaulté (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault7 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault8 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmFactoryDefault9 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault10 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault11 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault12 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmFactoryDefault13 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault14 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault15 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault16 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmFactoryDefault17 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault18 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault19 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault20 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmFactoryDefault21 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault22 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFactoryDefault23 (Read or Write)

Description Reset an NVDIMM-N to its Factory Default state, and erase the NVDIMM-N data. WARNING: All
contents in NVDIMM-N will be lost if changes are saved when exiting BIOS!

Legal Values e NvdimmFactoryDefaultEnable
e NvdimmFactoryDefaultDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVerO (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmFirmwareVer1 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVer2 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVer3 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVer4 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVer5 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVer6 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVer7 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVer8 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVer9 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmFirmwareVer10 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFirmwareVer11 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreqO (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreq1 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreq2 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreq3 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreq4 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreqb (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreq6 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmFreq7 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreq8 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreq9 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreq10 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmFreq11 (Read or Write)

Description Indicates the clock frequency of NVDIMM-N.
Legal Values None
Default Value Not Applicable

BIOS Attributes 203



Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmIinterleaveSupport (Read or Write)

Description Enabling this setting interleaves NVDIMMs on a per-processor basis. When interleaving is enabled,
Memory performance increases. However, if one NVDIMM fails, the data in all interleaved NVDIMMs
is lost. When interleaving is disabled, if one NVDIMM fails, the data in other NVDIMMSs remains intact."

Legal Values e NvdimminterleaveEnable
e NvdimmlnterleaveDisable

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation0 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation1 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation2 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation3 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation4 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation5 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation6 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmLocation7 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation8 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation9 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmLocation10 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmLocation11 (Read or Write)

Description Indicates the slot location of the NVDIMM-N. This location is printed right next to each DIMM slot on the
main system board.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmReadOnly (Read or Write)

Description When set to enabled, NVDIMM-N is in write-protect mode.

Legal Values e NvdimmReadOnlyEnable
e NvdimmReadOnlyDisable:

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNumO (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum1 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum2 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum3 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum4 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum5 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum6 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmSerialNum?7 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum8 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum9 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum10 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSerialNum11 (Read or Write)

Description Indicates firmware version used in this NVDIMM-N.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSizeO (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize1 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize2 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize3 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.NvdimmSizeq4 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize5 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize6 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize7 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize8 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

BIOS Attributes

21



Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize9 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize10 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.NvdimmSize11 (Read or Write)

Description Indicates the amount of NVDIMM-N in the DIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.OppSrefEn (Read or Write)

Description This field enables/disables opportunistic self-refresh feature.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.PersistentMemoryMode (Read or Write)

Description When Select NVDIMM-N will enable NVDIMM-N Support. When select Off, all persistent memory access
in OS will be disabled.

Legal Values e NVDIMM
e PersistentMemoryOff

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PersistentMemoryScrubbing (Read or Write)

Description Set Persistent Memory Scrubbing mode. Auto: System automatically scrubs persistent memory during
POST when multibit errors have been detected. One Shot: System will scrub persistent memory during
POST on the entire persistent memory range once. Upon next boot, Fystem will go back to "Auto"
persistent memory srcub mode. Enable: System will scrub persistent memory during POST on the entire
persistent memory range on everyboot. Note: Scrubbing persistent memory on the entire persistent
memory range could take more than 60 minutes during system POST depending on system memory

population.
Legal Values e Auto

e OneShot

e FEnable
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PersistentMemoryType (Read or Write)

Description Select the type of the persistent memory capacity to create.

Legal Values e PmAppDirect
e PmAppDirectNotInterleaved

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PersistentMemoryTypeO (Read or Write)

Description Persistent memory type

Legal Values e AppDirect
e AppDirectNotInterleaved

Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PersistentMemoryType1 (Read or Write)

Description Persistent memory type

Legal Values e AppDirect
e AppDirectNotInterleaved

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PersistentMemoryType2 (Read or Write)

Description Persistent memory type

Legal Values e AppDirect
e AppDirectNotInterleaved

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PersistentMemoryType3 (Read or Write)

Description Persistent memory type

Legal Values e AppDirect
e AppDirectNotinterleaved

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PersistentMemPassphrase (Read or Write)

Description The Persistent Memory Passphrase unlocks secured Persistent Memory DIMMs. All Persistent Memory
DIMMs are affected if the passphrase is modified. WARNING: Entering and confirming a blank passphrase
disables passphrase security in all Persistent Memory DIMMs.

Legal Values None
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionIDOO (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniID01 (Read or Write)

Description
[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionID02 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionID03 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.PmControllerRevisionID04 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionIDO5 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionID06 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniID0O7 (Read or Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionID0O8 (Read or Write)

Description
[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

Legal Values None
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniID10 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionlD11 (Read or Write)

Description
[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniD12 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniD13 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.PmControllerRevisionID14 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniD15 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniD16 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniD17 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniD18 (Read or Write)

Description
[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniD19 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionlID20 (Read or Write)

Description
[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisioniD21 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionlD22 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.PmControllerRevisionlD23 (Read or Write)

Description

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmCRQ@o0S (Read or Write)

Description CR QoS tuning recipes. Recipe 1 - Enables tuning recipe 1 for CR QoS knobs (recommended for 2-2-2
memory configuration in AD) Recipe 2 - Enables tuning recipe 2 for CR QoS knobs (recommended for
other memory configuration in AD) Recipe 3 - Enables tuning recipe 3 for CR QoS knobs (recommended
for 1 DIMM per channel config)

Intel DCPMM
Legal Values o PmCRQoSRecipel, PMCRQoSRecipe2, PmMCRQoSRecipe3, Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimmOOInfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimmO1infoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.PmDimmO02InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimmO3InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimmO04InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimmO5InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimmO6InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimmO7InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimmO8InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimmO09InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm10InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.PmDimm11infoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm12IinfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm13InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm14infoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm15infoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

BIOS Attributes

223



Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm16infoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm17InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm18InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm19InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.PmDimm20InfoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm21infoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm22infoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmDimm23infoRef (Read or Write)

Description View Intel Persistent Memory details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState00 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and

not supported.

Legal Values e PmlockStateUnknown
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PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState01 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState02 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState03 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

226 BIOS Attributes



Legal Values

Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.PmLockState04 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.PmLockState05 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and

not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmlLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and

not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.PmLockState06 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState07 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

[DimmCapabilities==NVDIMM] [DimmCapabilities==AEP] [DimmCapabilities==PMEM)]

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState08 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.PmLockState09 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState10 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmlLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState11 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatel.ocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable

Write Privilege Server Control

BIOS Attributes 229



License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState12 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState13 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState14 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatel.ocked
PmlLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState15 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState16 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState17 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatel.ocked
PmlLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState18 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState19 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState20 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatel.ocked
PmLockStateFrozen

Legal Values
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e PmlLockStateNotSupported
e PmlLockStateExceeded

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState21 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelLocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState22 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

PmLockStateUnknown
PmLockStateDisabled
PmLockStateUnlocked
PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmLockState23 (Read or Write)

Description The security state of this NVDIMM as unknown, disabled, unlocked, locked, frozen, max password, and
not supported.

Legal Values e PmLockStateUnknown
e PmlLockStateDisabled
e PmlLockStateUnlocked
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PmLockStatelocked
PmLockStateFrozen
PmLockStateNotSupported
PmLockStateExceeded

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmMemoryMode (Read or Write)

Description Set the percentage of the total capacity to use in Memory Mode(0-100). Due to platform memory
alignment requirements, the capacity will be aligned automatically.

PmPercentNone
PmPercent0O
PmPercentb
PmPercent10
PmPercent15
PmPercent20
PmPercent25
Percent30
Percent35
Percent40
Percent45
Percentb0
Percentbb
Percent60
Percent65
Percent70
Percent75
Percent80
Percent85
Percent90
Percent95
PmPercent100

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmNVMPerformanceSetting (Read or Write)

Description NVM baseline performance settings depending on the workload behavior. BW Optimized - Optimized for
DDR and DDRT Bandwith. Latency Optimized - Better DDR latency in the presence. Balanced Profile -
Optimized for Memory Mode.

Legal Values e PmBWOptimized, PmLatencyOptimized, PmBalancedProfile
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmPersistentPercentage (Read or Write)

Description Reserve a percentage (0-100) of the requested AEP DIMM capacity that will be mapped into the system
physical address space as Persistent Memory.

PmPercentNone
PmPercent0O
Percentb
Percent10
Percent15
Percent20
Percent25
Percent30
Percent35
Percent40
Percent45
Percent50
Percentbb
Percent60
Percent65
Percent70
Percent75
Percent80
Percent85
Percent90
Percent95
PmPercent100

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion00InfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegionO1InfoRef (Read or Write)

Description View region details.

Legal Values None
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Default Value
Write Privilege
License Required

Dependency

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PmRegion02infoRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

View region details.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PmRegion03InfoRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

View region details.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PmRegion04infoRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

View region details.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PmRegion05InfoRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency
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View region details.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.PmRegion06InfoRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

View region details.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PmRegion0O7InfoRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

View region details.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PmRegion08InfoRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

View region details.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PmRegion09InfoRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

View region details.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PmRegion10InfoRef (Read or Write)

Description

Legal Values

Default Value

View region details.

None

Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion11infoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion12IinfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion13IinfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion14infoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.PmRegion15InfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion16infoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion17InfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion18InfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion19InfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion20InfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion21infoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion22InfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmRegion23InfoRef (Read or Write)

Description View region details.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.PmSecureEraseAll (Read or Write)

Description Secure Erase Intel Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmSocket0O (Read or Write)

Description NVDIMM pool creation for socket00

IntelPersistMemOperationTarget==Socket

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmSocket1 (Read or Write)

Description NVDIMM region creation for socket01

IntelPersistMemOperationTarget==Socket

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.PmSocket2 (Read or Write)

Description NVDIMM pool creation for socket02

IntelPersistMemOperationTarget==Socket

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.PmSocket3 (Read or Write)

Description NVDIMM pool creation for socket03

IntelPersistMemOperationTarget==Socket

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Pool00 (Read or Write)

Description

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Pool01 (Read or Write)

Description

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Pool02 (Read or Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Pool03 (Read or Write)

Description

Legal Values None

242 BIOS Attributes



Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Pool04 (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.PoolCapacityO (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.PoolCapacity1 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.PoolCapacity2 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

Pool Capacity

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

Pool Capacity

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

Pool Capacity

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.PoolCapacity3 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool Capacity

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PoollIDO (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool ID

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PoollID1 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool ID

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PoollID2 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Pool ID

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.PoollID3 (Read or Write)

Description

Legal Values

Default Value
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None

Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.ProcEmbMemCacheSize (Read or Write)

Description Displays cache size of the MCDRAM
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.ProcEmbMemMode (Read or Write)

Description Displays 2LM memory modes of the processor(s). When configured as Cache mode, all the MCDRAM
memory is used as memory side cache (MSC). When configured as Flat mode, all the MCDRAM memory
is directly mapped to system address space. When configured as Hybrid mode, part of MCDRAM memory
is mapped to system address space and the rest is used as MSC.

Legal Values e Memory

e Cache

e Hybrid
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.ProcEmbMemSystemSize (Read or Write)

Description Displays flat size of the MCDRAM
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.ProcEmbMemTotalSize (Read or Write)

Description Displays total size of the MCDRAM
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RawCapacity (Read or Write)

Description Total NVDIMM raw size in the system.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RedundantMem (Read or Write)

Description Enables or disables the redundant memory feature. This feature can be enabled only if a valid redundant
memory configuration is detected. When Mirror Mode is enabled, the server maintains two identical
copies of data in memory. This feature allows the system to continue running even during a catastrophic
memory failure. NOTE: In Mirror Mode, only half of the memory size is reported to the OS. When Spare
Mode is enabled, certain sets of DIMMs or a portion of these DIMMSs called a Rank will be set aside as the
spare memory. When a preset threshold of correctable errors has been reached on an active DIMM rank,
the contents of that rank will be copied to the spare memory to prevent catastrophic memory failure.
Note that in Spare Mode, the memory size reported to the OS does not include the spare portion. Default:
Disabled

For Spare Mode: Has a dependency on DIMM population where within a given channel, multi-rank DIMM
or multi single rank DIMM needs to be populated. For Mirror Mode and Lockstep Mode: Has a dependency
on DIMM population where corresponding channnels for each socket (ChannelO and Channel2, Channell
and Channel 3) needs to be populated and populated idenditally. Not on 13G+.

Disabled

Spare

Mirror
IntraNodeMirror
DimmSpare
Dddc

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RedundantMemCfgValid (Read or Write)

Description Indicates whether the Redundant Memory Configuration is valid.
Not on 13G+.

Legal Values e |[nvalid
e Valid

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.RedundantMeminUse (Read or Write)

Description Indicates that the Redundant Memory Configuration feature is in use.
Not on 13G+.

Legal Values e NotinUse
e InUse

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEnduranceO (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance1 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance2 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance3 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance4 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance5 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance6 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance?7 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance8 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance9 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance10 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance11 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance12 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance13 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance14 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance15 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance16 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance17 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance18 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance19 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance20 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance21 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance22 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.MemSettings.RemainingRatedWriteEndurance23 (Read or
Write)

Description Indicates remaining storage lifetime percentage of NVDIMM-N.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus00 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus01 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus02 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus03 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus04 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus05 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SanitizeStatus06 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus07 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus08 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus09 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus10 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus11 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus12 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus13 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
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Legal Values e Unknown
e NotStarted
e InProgress
e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus14 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus15 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus16 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SanitizeStatus17 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus18 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus19 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SanitizeStatus20 (Read or Write)

Description The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.
Legal Values e Unknown

e NotStarted

e InProgress

e Completed
Default Value Not Applicable

258 BIOS Attributes



Write Privilege
License Required

Dependency

BIOS.MemSettings.SanitizeStatus21 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.SanitizeStatus22 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.SanitizeStatus23 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.SecureErase00 (Read or Write)

Description

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown
NotStarted
InProgress
Completed

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The sanitize status of this NVDIMM as unknown, not started, in progress, and completed.

Unknown

NotStarted
InProgress
Completed

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

Enable or Disable Secure Erase Persistent Memory.
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Legal Values e Enabled
e Disabled

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase01 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase02 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase03 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase04 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled
e Disabled
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase05 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase06 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase07 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase08 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase09 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase10 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase11 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase12 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SecureErase13 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase14 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase15 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase16 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SecureErase17 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase18 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase19 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase20 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SecureErase21 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase22 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SecureErase23 (Read or Write)

Description Enable or Disable Secure Erase Persistent Memory.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber00 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber01 (Read or Write)

Description The serial number of this NVDIMM.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber02 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber03 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber04 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber05 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SerialNumber06 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber07 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber08 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber09 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber10 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber11 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber12 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber13 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumberi14 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SerialNumber15 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber16 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber17 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber18 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber19 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

BIOS Attributes

269



Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber20 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber21 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber22 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SerialNumber23 (Read or Write)

Description The serial number of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SnoopFilter (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the snoop filter option.
Not on 13G+.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.SnoopMode (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Allows tuning of memory performances under different memory bandwidths. The optimal Snoop Mode
setting is highly dependent on workload type. Early Snoop is best used for latency sensitive workloads.
This setting offers the best balance between workload effects. Home Snoop is best used for NUMA
workloads that need maximum local and remote memory bandwidth. Cluster on Die is best used for highly
NUMA optimized workloads. This setting offers the best case local memory latency, but worst case
remote latency. Cluster On Die is only available when Node Interleaving is Disabled. Opportunistic Snoop
Broadcast, available on select processor models, works well for workloads of mixed NUMA optimization. It
offers a good balance of latency and bandwidth.

* Gen >=13G * Value: COD: Proc must support COD. * Value:COD: Node Interleaving must be disalbed
(COD available in NUMA mode). * [MemPopulation] * If M830/FC830 with Haswell there is effectively
no SnoopMode option. * If M830/FC830 with Broadwell SnoopMode is available with options HomeSnoop
and ClusterOnDie (if available).

HomeSnoop

EarlySnoop

ClusterOnDie
OpportunisticSnoopBroadcast

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.SocketIDO (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Socket ID

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.SocketID1 (Read or Write)

Description

Socket ID
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SocketID2 (Read or Write)

Description Socket ID
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SocketID3 (Read or Write)

Description Socket ID
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz00 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz01 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SpeedMHz02 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz03 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz04 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz05 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz06 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz07 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz08 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz09 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz10 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SpeedMHz11 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMH2z12 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz13 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz14 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz15 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz16 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz17 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz18 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMH2z19 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.SpeedMHz20 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz21 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz22 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SpeedMHz23 (Read or Write)

Description The speed of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SysMemSize (Read Only)

Description Indicates the amount of main memory in the system.
Legal Values e N/A
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SysMemSpeed (Read Only)

Description Indicates the clock frequency of the main memory.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SysMemType (Read Only)

Description Indicates the type of main memory installed in the system.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SysMemVolt (Read Only)

Description Indicates the current operating voltage of main memory.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.SystemMemoryModel (Read or Write)

Description Displays the memory model of the processor(s) When configured as AllI2All, all the cores will be serviced
by all CHAs (caching/home agent - Caching architecture). When configured as SNC-2, all the CHAs,
EDCs, MCs and DRAM/memory are equally split and assigned to each cluster. When configured as
SNC-4, only the EDCs and DRAM memory are equally split and assigned to 4 clusters When configured
as Hemisphere, all the CHAs, EDCs, MCs are equally split and assigned to each cluster (system address
space is interleaved instead of split). When configured as Quadrant, all the CHAs, EDCs, MCs are equally
split and assigned to 4 clusters (system address space is interleaved instead of split).

AlIRAI
SNC-2
SNC-4
Hemisphere

Legal Values
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e Quadrant
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.UnconfiguredCapacity (Read or Write)

Description Total NVDIMM size that is unconfigured in the system.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.MemSettings.VideoMem (Read Only)

Description Indicates the total amount of video memory available to the embedded video controller.
[Zhengyu]:Not used in 13G

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.MiscSettings

To manage the miscellaneous objects settings, use the object in this group.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.MiscSettings.AssetTag (Read or Write)

Description This field displays the Asset Tag and allows you to modify it. The Asset Tag is a string assigned to a
system, usually by an administrator, for security or tracking purposes. The Asset Tag can be up to 63
printable US-ASCII characters.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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@ NOTE: Using XML escape symbols such as &1t; or &gt; or &amp; as AssetTag or as a substring in the AssetTag will
be configured as regular characters that they represent.

BIOS.MiscSettings.CapsuleFirmwareUpdate (Read or Write)

Description This field enables or disables BIOS update using a UEFI capsule update package. NOTE: If this option is
disabled, you will not be able to update the BIOS using services such as Windows Update. This setting has
effect only when Boot Mode is set to 'UEFI".

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MiscSettings.DellWyseP25BIOSAccess (Read or Write)

Description Controls remote user access to BIOS Setup via Dell Wyse P25/P45 Portal. When set to Disabled, pre-OS
keyboard and mouse access is prevented, including to Diagnostics and Boot Options. It cannot be set
back to Enabled from the P25/P45.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MiscSettings.ErrPrompt (Read or Write)

Description This field determines whether the BIOS stops and displays a prompt when certain types of errors occur
during POST. The BIOS will display the prompt when this setting is Enabled; otherwise, the BIOS will
continue through POST and attempt to boot an operating system.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MiscSettings.Forcelnt10 (Read or Write)

Description In UEFI Boot Mode, this field determines whether the system BIOS will load the legacy video (INT 10h)
option ROM from the video controller. Normally there would be no reason to do so. However, you might
need to do this in order to install certain older operating systems. During installation of these older
operating systems, you may be presented with a blank screen (no visible screen output). Setting this field
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Legal Values

Default Value
Write Privilege
License Required

Dependency

to Enabled may fix this OS installation issue. This field has no effect when Boot Mode is set to BIOS. This
field cannot be set to Enabled when Boot Mode is UEFI and Secure Boot is enabled.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MiscSettings.InSystemCharacterization (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When enabled, In-System Characterization (ISC) executes during POST upon detecting relevant
change(s) in system configuration to optimize system power and performance. ISC takes about 20
seconds to execute, and system reset is required for ISC results to be applied. The Enabled - No Reboot
option executes ISC and continues without applying ISC results until the next time system reset occurs.
The Enabled option executes ISC and forces an immediate system reset so that ISC results can be applied
right away. It takes the system longer to be ready due to the forced system reset. When disabled, ISC will
not execute.

R530, R530XD, R430, T430, R330, T330, R230, and T130 do not support ISC.

e Enabled
e FastBoot
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MiscSettings.MiscSettings (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field controls some miscellaneous system settings.
o N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.MiscSettings.NumLock (Read or Write)

Description

Legal Values

Default Value

Write Privilege

This field determines whether the system boots with Num Lock enabled or disabled. This does not apply
to 84-key keyboards. When Num Lock is On, the rightmost keys on the keyboard function like those on a
numeric calculator. With Num Lock Off, they function as cursor-control keys.

e On
o Off

Not Applicable

Server Control
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License Required

Dependency

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MiscSettings.PowerCycleRequest (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This feature allows you to mimic a one-time AC power cycle. You will rarely need to use this feature.

You may be directed to use it by Dell support. This feature is usually set to None. When you change it

to Virtual AC, the system will do its best to mimic a temporary removal of AC power from the system
(the AC Power Recovery feature will not be triggered by this action). The effect of this action is that
some of the hardware components of the system that are always powered on when AC is present (even
when the system appears to be off) will be reset. Using this feature is much more convenient than having
to physically remove and reinsert the AC power cord, which would then trigger the AC Power Recovery
feature when the cord was reinserted.

e None
e FullPowerCycle

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MiscSettings.ReportKbdErr (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field sets whether keyboard-related error messages are reported at system startup.

e Report
e NoReport

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MiscSettings.SysMgmtNVByte1 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

System Management NVRAM Byte that can be used as a state flag.
o N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.MiscSettings.SysMgmtNVByte2 (Read or Write)

Description

Legal Values

Default Value

System Management NVRAM Byte that can be used as a state flag.

o N/A
Not Applicable

282 BIOS Attributes



Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MiscSettings.SystemUefiShell (Read or Write)

Description This field enables or disables the System UEFI Shell as a UEFI boot option choice.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings

This group contains the attributes that provide details about BIOS.NetworkSettings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NetworkSettings.AdditionalPxeDevices (Read or Write)

Description When enabled, add 12 more PXE device.
Legal Values e Disabled

e FEnabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.HttpDev1EnDis (Read or Write)

Description When this setting is Enabled, the BIOS will create a UEFI boot option for the HTTP device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.NetworkSettings.HttpDevi1SettingsRef (Read or Write)

Description View and/or modify this device's boot configuration.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.HttpDev2EnDis (Read or Write)

Description When this setting is Enabled, the BIOS will create a UEFI boot option for the HTTP device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.HttpDev2SettingsRef (Read or Write)

Description View and/or modify this device's boot configuration.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.HttpDev3EnDis (Read or Write)

Description When this setting is Enabled, the BIOS will create a UEFI boot option for the HTTP device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.HttpDev3SettingsRef (Read or Write)

Description View and/or modify this device's boot configuration.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.HttpDev4EnDis (Read or Write)

Description When this setting is Enabled, the BIOS will create a UEFI boot option for the HTTP device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.HttpDev4SettingsRef (Read or Write)

Description View and/or modify this device's boot configuration.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.lscsiDeviEnDis (Read or Write)

Description This field controls the configuration for this iISCSI device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.IscsilnitiatorName (Read or Write)

Description This field specifies the name of the iSCSI Initiator in IQN format.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

BIOS Attributes

285



License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.PxeDev1EnDis (Read or Write)

Description PXE device Enable/Disable. When enabled, a UEF| boot option will be created for the PXE device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.PxeDev2EnDis (Read or Write)

Description PXE device Enable/Disable. When enabled, a UEF| boot option will be created for the PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.PxeDev3EnDis (Read or Write)

Description PXE device Enable/Disable. When enabled, a UEF| boot option will be created for the PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NetworkSettings.PxeDev4EnDis (Read or Write)

Description PXE device Enable/Disable. When enabled, a UEF| boot option will be created for the PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.NVMeSettings

This group contains the attributes that provide details about BIOS.NVMeSettings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.NvmeSettings.BiosNvmeDriver (Read or Write)

Description Dell Qualified NVMe drives always use the UEFI NVMe driver built into the Dell BIOS. When this option
is set to 'All Drives', the BIOS driver will also be used with any NVMe drives in the system that have not
been qualified by Dell. NOTE: when this option is set to 'All Drives' and non-Dell qualified NVMe drives are
present, you have a configuration that has not been validated which may lead to unexpected behavior.

Legal Values e DellQualifiedDrives : AllDrives
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NvmeSettings.NvmeMode (Read or Write)

Description If the system contains NVMe drives that you want to configure in a RAID array, you must set both this
field and the Embedded SATA field on the SATA Settings menu to RAID Mode. You may also need to
change the Boot Mode setting to UEFI. Otherwise, you should set this field to Non-RAID Mode.

Legal Values e NonRaid
e Raid
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NVMeSettings.NvmeSettings (Read or Write)

Description
Legal Values e NA
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.NVMeSettings.NvmeSettingsRef (Read or Write)

Description This field sets the NVMe drive mode.

Legal Values e NA
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot

You can manage the one time boot settings using the objects in this group.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.OneTimeBoot.OneTimeBiosBootSeq (Read or Write)

Description This field determines the one-time boot device when the One-Time Boot Device List is set to BIOS Boot
Sequence Device. If Boot Mode is set to UEFI, the system temporarily switches the Boot Mode to BIOS
when attempting a one-time boot to the device.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeBoot (Read or Write)

Description This field supports a one-time boot to a specified device.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeBootMode (Read or Write)

Description This field enables the boot device list from which a boot device can be selected. After selecting the
One-Time Boot Device List, the desired boot device must be selected from the corresponding Sequence
Device field. The system will attempt to boot once to the selected device on next startup.

Disabled

OneTimeBootSeq
OneTimeHddSeq
OneTimeUefiBootSeq
OneTimeCustomBootSeqStr
OneTimeCustomHddSeqStr
OneTimeCustomUefiBootSeqStr

Legal Values

Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeBootModeSeq (Read or Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeBootSeqDev (Read or Write)

Description This field determines the one-time boot device when the One-Time Boot Device List is set to BIOS Boot
Sequence Device. If Boot Mode is set to UEFI, the system temporarily switches the Boot Mode to BIOS
when attempting a one-time boot to the device.

Legal Values e *Dynamic*
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeCustomBootStr (Read or Write)

Description This field determines the one-time boot device when the One-Time Boot Device List is set to one of
the Custom String options. The system may temporarily switch to the correct boot mode based on the
One-Time Boot Device List setting.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeHddSeq (Read or Write)

Description This field determines the one-time boot hard disk when the One-Time Boot Device List is set to BIOS
Hard-Disk Drive Sequence Device. If Boot Mode is set to UEFI, the system temporarily switches the Boot
Mode to BIOS when attempting a one-time boot to the device.

Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeHddSeqDev (Read or Write)

Description This field determines the one-time boot hard disk when the One-Time Boot Device List is set to BIOS
Hard-Disk Drive Sequence Device. If Boot Mode is set to UEFI, the system temporarily switches the Boot
Mode to BIOS when attempting a one-time boot to the device.

Legal Values e *Dynamic*
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeUefiBootPath (Read or Write)

Description Allows a one-time UEFI boot to the provided UEFI device path.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeUefiBootSeq (Read or Write)

Description This field determines the one-time boot device when the One-Time Boot Device List is set to UEFI Boot
Sequence Device. If Boot Mode is set to BIOS, the system temporarily switches the Boot Mode to UEFI
when attempting a one-time boot to the device.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.OneTimeBoot.OneTimeUefiBootSeqDev (Read or Write)

Description This field determines the one-time boot device when the One-Time Boot Device List is set to UEFI Boot
Sequence Device. If Boot Mode is set to BIOS, the system temporarily switches the Boot Mode to UEFI
when attempting a one-time boot to the device.

Legal Values e *Dynamic*
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.ProcSettings

To configure the processor settings, use the objects in this group.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.ProcSettings.AmdlohcWorkaround (Read or Write)

Description
Enables or disables AMD IOHC workaround.
This workaround enables a stall on all 'Request' traffic at the |IOS interface and prevents potential
processor hang or reset.

Legal Values e Enabled

e Disabled
Default Values Not Applicable
Write Privilege Server Control

Attribute Display AMD IOHC Workaround
Name

License Required None

Dependency Applicable only to 15G AMD platforms Rome Processor.

BIOS.ProcSettings.AvxlccpPreGrantLevel (Read or Write)

Description Allows the system to select between different AVX ICCP transition levels offered by Intel.

The default level is 128 Heavy.

Legal Values lccpHeavy128
Iceplight256
lccpHeavy256
Iceplight512

lccpHeavy512

Default Values lccpHeavy128
Write Privilege Server Control

Attribute Display AVXICCP Pre-Grant Level
Name

License Required None

Dependency Only in use if on AVX ICCP Pre-Grant License is Enabled.

Only applicable on Intel-based platforms.

BIOS.ProcSettings.AvxlccpPreGrantLicense (Read or Write)

Description Allows the user to enable or disable the selection of different AVX ICCP transition levels offered by Intel.

This option is set to Disabled by default.

BIOS Attributes

291



Legal Values e Enabled
e Disabled

Default Values Disabled
Write Privilege Server Control

Attribute Display AVX ICCP Pre-Grant License
Name

License Required None

Dependency Intel only attribute

BIOS.ProcSettings.CcdCores (Read or Write)

Description Enable number of Cores per CCD.

Rome = All
TWO(1+1)
FOUR(2+2)
SIX(3+3) Milan= All
One1PlusO
Two2PlusO
Three3PlusO
FourdPlusO
FivebPlus0
Six6Plus0
Seven7PlusO

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.CcxAsNumaDomain (Read or Write)

Description This field specifies that each CCX within the processor will be declared as a NUMA Domain.
Legal Values e Enabled

e Disabled

e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.ControlledTurboExtended (Read or Write)

Description Enables control of the turbo limit engagement. Effective only when the Dell Controlled Turbo feature is
enabled.

Legal Values e ControlledTurboLimitMinus1
e ControlledTurboLimitMinus2
e Disabled
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.CorePerfBoost (Read or Write)

Description
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.CpuFeatureErms (Read or Write)

Description Enables or disables Enhanced REP MOVSB/STOSB support. This setting can affect performance,
depending on the application running on the server.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.CpuFeatureFsrm (Read or Write)

Description Enables or disables Fast Short REP MOVSB support. This setting can affect performance, depending on
the application running on the server.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.CpuFeatureRmss (Read or Write)

Description Enables or disables REP-MOV/STOS Streaming support. This setting can affect performance, depending
on the application running on the server.

Legal Values e Enabled
e Disabled
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Default Value
Write Privilege
License Required

Dependency

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.CpulnterconnectBusSpeed (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This setting governs the frequency of the communication links among the CPUs in the system. Note that
standard and basic bin processors support lower link frequencies than the advanced parts do. Maximum
Data Rate indicates that the BIOS will run the communication links at the maximum frequency supported
by the processors. You can also select specific frequencies that the processors support, which can vary.
For best performance, you should choose the Maximum Data setting. Any reduction in the communication
link frequency will affect the performance of non-local memory accesses and cache coherency traffic. In
addition, it can slow access to non-local I/0O devices from a particular CPU. However, if power saving
considerations outweigh performance, you may want to reduce the frequency of the CPU communication
links. If you do this, you should localize memory and 1/0 accesses to the nearest NUMA node to minimize
the impact to system performance.

Only available if 2 or more CPUs are present. On 14G only MaxDataRate, 10GTps, and 9GTps

e MaxDataRate
e 10GTps
e 9GTps

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.CpuMinSevAsid (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field determines the number of Secure Encrypted Virtualization (SEV) ES and non-ES available
Address Space IDs. The number specified is the dividing line between ES and non-ES ASIDs. ES -
Encrypted State - the register save state area is also encrypted along with the entire guest memory area.
The maximum number of SEV ASIDs available depends on installed CPU and memory configuration which
can either be 15, 253 or 509. The default value is 1 and the value entered by user means the number of
non-ES ASIDs starts from the value entered and ends at the maximum number of SEV ASIDs available.

A value of 1 means there are only non-ES ASIDs available. Example 1: If the maximum number of ASIDs

is 19, the default value 1 means there are 15 SEV non-ES ASIDs and 0 SEV ES ASIDs. Example 2: If the
maximum number of ASIDs is 15, the value 4 means there are 12 SEV non-ES ASIDs and 3 SEV ES ASIDs.
Example 3: If the maximum number of ASIDs is 509, the value 40 means there are 470 SEV non-ES ASIDs
and 39 SEV ES ASIDs.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.CpuPaLimit (Read or Write)

Description

Allows to Enable the 46 bit physical address limit. The address is 52 bit when the limit is disabled.
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Legal Values
Default Value
Write Privilege

Attribute Display
Name

License Required

Dependency

o NA
Not Applicable
Server Control

CpuPalimit

None

Not applicable

BIOS.ProcSettings.DataReuse (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, allows the processor to retain frequently used lines in all levels of cache at the
expense of some control signals between the processor and cache.

e Disabled
e Enabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.DculpPrefetcher (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables Data Cache Unit (DCU) IP Prefetcher. This setting can affect performance, depending
on the application running on the server. Recommended for High Performance Computing applications.

Not on Value systems.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.DcuStreamerPrefetcher (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables Data Cache Unit (DCU) Streamer Prefetcher. This setting can affect performance,
depending on the application running on the server. Recommended for High Performance Computing
applications.

Not on Value systems.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BlIOS.ProcSettings.DeadLinelLlcAlloc (Read or Write)

Description Enabled - opportunistically fill dead lines in LLC.

Disabled - never fill dead lines in LLC.

Legal Values e Disabled
e FEnabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.DirectoryAtoS (Read or Write)

Description AtoS optimization reduces remote read latencies for repeat read accesses without intervening writes.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.DmaVirtualization (Read or Write)

Description When enabled, additional hardware capabilities for DMA Remapping and Virtualization are available.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.DynamicCoreAllocation (Read or Write)

Description Logical Processor Idling (LPI) is a collaborative interface between platform and Operating System that
helps to improve the energy efficiency of a system. This feature is required in those cases where
customer has a need to go for power budgeting. It uses Operating Systems core parking algorithm and
parks some of the logical processors in the system which in turn lets the corresponding processor cores
transition into a lower power idle state. If LPI is getting used instead of throttling, better performances
can be achieved when power budgeting is used. Setting to Disabled limits the OS capability to put the
logical processors in idling state. Note: This feature is not supported if CPU Power Management is set to
Maximum Performance.

Legal Values e Enabled
e Disabled
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.FastGoConfig (Read or Write)

Description ? Select CR QoS Configuration Profiles
Legal Values e 6

e O

o

o 2

e 3

o 4

e 5
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.lommuSupport (Read or Write)

Description Enable or Disable IOMMU support. Required to create IVRS ACPI Table
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.IlrqThrottle (Read or Write)

Description Throttles local requests that are targeting a remote address."
Legal Values e O

[ ]

o 2

e 3

o 4
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.ProcSettings.KernelDmaProtection (Read or Write)

Description For Intel platforms: "When set to Enabled, using Virtualization Technology, BIOS & Operating System
will enable direct memory access protection for DMA capable peripheral devices. Enable Virtualization
Technology to use this option." For AMD platforms: "When set to Enabled, using IOMMU, BIOS &
Operating System will enable direct memory access protection for DMA capable peripheral devices.
Enable IOMMU Support to use this option."

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.L1Prefetcher (Read or Write)

Description Enables or disables the L1 Prefetcher. This setting can affect performance, depending on the application
running on the server. Recommended for High Performance Computing applications.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.L1RegionPrefetcher (Read or Write)

Description When set to Enabled, the processor provides additional fetch to data along with the data access to
the given instruction for performance tuning by controlling the L1 region prefetcher setting. Use the
recommended setting, and this option will allow for optimizing overall workloads.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.L1StreamHwPrefetcher (Read or Write)

Description When set to Enabled, the processor provides advanced performance tuning by controlling the L1 Stream
HW prefetcher setting. Use the recommended setting, and this option will allow for optimizing overall
workloads.

Legal Values e Enabled
e Disabled

Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.L1StridePrefetcher (Read or Write)

Description When set to Enabled, the processor provides additional fetch to the data access for an individual
instruction for performance tuning by controlling the L1 stride prefetcher setting. Use the recommended
setting and this option will allow for optimizing overall workloads.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.L2Prefetcher (Read or Write)

Description Enables or disables the L2 Prefetcher. This setting can affect performance, depending on the application
runningon the server. Recommended for High Performance Computing applications.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.L2RfoPrefetch (Read or Write)

Description Enable or disable the L2 RFO(Read For Ownership) prefetch. The RFO is the process of reading a cache
line from the memory into the cache before it can be written to.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.L2StreamHwPrefetcher (Read or Write)

Description When set to Enabled, the processor provides advanced performance tuning by controlling the hardware
prefetcher setting. Use the recommended setting, and this option will allow for optimizing overall
workloads.

Legal Values e Enabled
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Default Value
Write Privilege
License Required

Dependency

e Disabled

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.L2UpDownPrefetcher (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, the processor uses memory access to determine whether to fetch next or previous
for all memory accesses for advanced performance tuning by controlling the L2 up/down prefetcher
setting. Use the recommended setting and this option will allow for optimizing overall workloads.

e FEnabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.LIcPrefetch (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable/Disable LLC Prefetch on all threads.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.LmceEn (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Enable or disable the LMCE feature. This is an extension of the MCA Recovery mechanism providing

the capability to deliver Uncorrected Recoverable (UCR) Software Recoverable Action Required (SRAR)
errors to one or more specific logical processor threads receiving previously poisoned or corrupted data.
When enabled, the UCR SRAR Machine Check Exception is delivered only to the affected thread rather
than broadcast to all threads in the system. The feature supports Operating System recovery for cases
of multiple,recoverable faults detected in close proximity which would otherwise result in a fatal machine
check event. The feature is available only on Advanced RAS processors.

e "Enabled","Disabled"

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.ProcSettings.LogicalProc (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Each processor core supports up to two logical processors. When set to Enabled, the BIOS reports all
logical processors. When set to Disabled, the BIOS only reports one logical processor per core. Generally,
higher processor count results in increased performance for most multi-threaded workloads and the
recommendation is to keep this enabled. However, there are some floating point/scientific workloads,
including HPC workloads, where disabling this feature may result in higher performance.

Processor must support HyperThreading.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.MadtCoreEnumeration (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field determines how BIOS enumerates processor cores in the ACPI MADT table. When set to Round
Robin, Processor cores are enumerated in a Round Robin order to evenly distribute interrupt controllers
for the OS across all Sockets and Dies. When set to Linear, Processor cores are enumerated across all
Dies within a Socket before enumerating additional Sockets for a linear distribution of interrupt controllers
for the OS.

Only visible on systems with AMD processors.

e RoundRobin
e Linear

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.NumaDistanceEnum (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field determines how BIOS enumerate NUMA nodes distance in ACPI SLIT tables. When set to
physical, NUMA node distance will enumerated by physical architecture. When set to logical, the level of
NUMA node distance will simplified by logical distance for better OS capability.

e Physical
e |ogical

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.NumaNodesPerSocket (Read or Write)

Description

This field specifies the number of NUMA nodes per socket. The Zero option is for 2 socket configurations.
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Legal Values e O
o 1
o 2
o 1
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.PerfMonitorDevices (Read or Write)

Description When set to Enabled, Performance Monitor Devices are visible to the OS.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.Proc1Brand (Read Only)

Description This field displays the brand text provided by the processor manufacturer.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Brand
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc1ControlledTurbo (Read or Write)

Description Helps control the turbo engagement for processor 1. This option is active when System Profile is set
to Performance, or when System Profile is set to Custom, CPU Power Management is set to Maximum
Performance, and Turbo Boost enabled. A DPAT Pro license is needed to enable this feature.

No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect. A DPAT Pro license is needed to expose this field.

Disabled
ControlledTurboLimit

Legal Values °
[ ]
e ControlledTurboLimitMinus1
[ ]
[ )

ControlledTurboLimitMinus2
ControlledTurboLimitMinus3

Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.Proc1ControlledTurboMinusBin (Read Only)

Description For processor 1, when the Dell Controlled Turbo feature is enabled and set to Custom, the value entered
decreases the Dell AVX Scaling Technology frequency.

Legal Values None
Default Value Not Applicable
Write Privilege Server Control

Attribute Display Processor 1 Controlled Turbo Scaling
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc1Cores (Read or Write)

Description Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Intel Turbo Boost Technology and benefit from potentially larger shared
caches if you reduce the number of enabled cores. Most computing environments tend to benefit more
from larger number of processing cores, so you must carefully weigh the disabling of cores to gain
nominal performance enhancements.

This setting requires the DPAT Pro license to be visible. It can be edited only if the Number of Cores per
Processor is set to Custom.

Legal Values

e 6 6 6 o6 ¢ o o ¢ o©o o o o o o o
-
N

28
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.ProcSettings.Proclld (Read Only)

Description Displays the processor's family, model, and stepping values.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Family-Model-Stepping
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc1L2Cache (Read Only)

Description Displays the amount of memory in the corresponding processor cache.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Level 2 Cache
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc1L3Cache (Read Only)

Description Displays the amount of memory in the corresponding processor cache.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Level 3 Cache
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.ProciMaxMemoryCapacity (Read Only)

Description Displays the maximum amount of system memory supported by this processor.
Available only when "max memory capacity" data is provided by the processor.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

Attribute Display Maximum Memory Capacity
Name
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License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc1Microcode (Read Only)

®| NOTE: This attribute is only configurable through performance profiles.

Description Indicates the microcode update signature.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Microcode
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.ProcINumCores (Read Only)

Description Displays the number of cores in the processor package.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Number of Cores
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc2Brand (Read Only)

Description Displays the brand text provided by the processor manufacturer.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Brand
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc2ControlledTurbo (Read or Write)

Description Helps control the turbo engagement for processor 2. This option is active when System Profile is set
to Performance, or when System Profile is set to Custom, CPU Power Management is set to Maximum
Performance, and Turbo Boost enabled. A DPAT Pro license is needed to enable this feature.
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Legal Values

Default Value
Write Privilege
License Required

Dependency

No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect. A DPAT Pro license is needed to expose this field.

e Disabled

e ControlledTurboLimit

e ControlledTurboLimitMinus1
e ControlledTurboLimitMinus2
e ControlledTurboLimitMinus3

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.Proc2ControlledTurboMinusBin (Read Only)

Description

Legal Values
Default Value
Write Privilege

Attribute Display
Name

License Required

Dependency

For processor 2, when the Dell Controlled Turbo feature is enabled and set to Custom, the value entered
decreases the Dell AVX Scaling Technology frequency.

None
Not Applicable
Server Control

Processor 2 Controlled Turbo Scaling

None

Not applicable

BIOS.ProcSettings.Proc2Cores (Read or Write)

Description

Legal Values

Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Intel Turbo Boost Technology and benefit from potentially larger shared
caches if you reduce the number of enabled cores. Most computing environments tend to benefit more
from larger number of processing cores, so you must carefully weigh the disabling of cores to gain
nominal performance enhancements.

This setting requires the DPAT Pro license to be visible. It can be edited only if the Number of Cores per
Processor is set to Custom.

e 6 6 6 06 o o o ¢ o ¢ o o o o
-
N
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e 28
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.Proc2ld (Read Only)

Description Displays the processor's family, model, and stepping values.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Family-Model-Stepping
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc2L2Cache (Read Only)

Description Displays the amount of memory in the corresponding processor cache.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Level 2 Cache
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc2L3Cache (Read Only)

Description Displays the amount of memory in the corresponding processor cache.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Level 3 Cache
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc2MaxMemoryCapacity (Read Only)

Description Displays the maximum amount of system memory supported by this processor.
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Available only when "max memory capacity" data is provided by the processor.

Legal Values None
Default Value Not Applicable
Write Privilege Server Control

Attribute Display Maximum Memory Capacity
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc2Microcode (Read Only)

Description Indicates the microcode update signature.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Microcode
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc2NumCores (Read Only)

Description Displays the number of cores in the processor package.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Number of Cores
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc3Brand (Read Only)

Description Displays the brand text provided by the processor manufacturer.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Brand
Name

License Required None

Dependency Not applicable
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BIOS.ProcSettings.Proc3ControlledTurbo (Read or Write)

Description Helps control the turbo engagement for processor 3. This option is active when System Profile is set
to Performance, or when System Profile is set to Custom, CPU Power Management is set to Maximum
Performance, and Turbo Boost enabled. A DPAT Pro license is needed to enable this feature.

No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect. A DPAT Pro license is needed to expose this field.

Disabled
ControlledTurboLimit
ControlledTurboLimitMinus1
ControlledTurboLimitMinus2
ControlledTurboLimitMinus3

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.Proc3ControlledTurboMinusBin (Read Only)

Description For processor 3, when the Dell Controlled Turbo feature is enabled and set to Custom, the value entered
decreases the Dell AVX Scaling Technology frequency.

Legal Values None
Default Value Not Applicable
Write Privilege Server Control

Attribute Display Processor 3 Controlled Turbo Scaling
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc3Cores (Read or Write)

Description Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Intel Turbo Boost Technology and benefit from potentially larger shared
caches if you reduce the number of enabled cores. Most computing environments tend to benefit more
from larger number of processing cores, so you must carefully weigh the disabling of cores to gain
nominal performance enhancements.

This setting requires the DPAT Pro license to be visible. It can be edited only if the Number of Cores per
Processor is set to Custom.

Legal Values
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18
20
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26
28

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.Proc3ld (Read Only)

Description Displays the processor's family, model, and stepping values.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Family-Model-Stepping
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc3L2Cache (Read Only)

Description Displays the amount of memory in the corresponding processor cache.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Level 2 Cache
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc3L3Cache (Read Only)

Description Displays the amount of memory in the corresponding processor cache.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Level 3 Cache
Name

License Required None

Dependency Not applicable
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BlIOS.ProcSettings.Proc3MaxMemoryCapacity (Read Only)

Description Displays the maximum amount of system memory supported by this processor.
Available only when "max memory capacity" data is provided by the processor.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

Attribute Display Maximum Memory Capacity
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc3Microcode (Read Only)

Description Indicates the microcode update signature.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Microcode
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc3NumCores (Read Only)

Description Displays the number of cores in the processor package.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Number of Cores
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc4Brand (Read Only)

Description Displays the brand text provided by the processor manufacturer.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Brand
Name
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License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc4ControlledTurbo (Read or Write)

Description Helps to control the turbo engagement for processor 4. This option is active when System Profile is set
to Performance, or when System Profile is set to Custom, CPU Power Management is set to Maximum
Performance, and Turbo Boost enabled. A DPAT Pro license is needed to enable this feature.

No dependency, however this setting is only valid when the CPU Power Management is set to Maximum
Performance.If the CPU Power Management is not set to Maximum Performance, the customer can still
change it but it will have no effect. A DPAT Pro license is needed to expose this field.

Disabled
ControlledTurboLimit
ControlledTurboLimitMinus1
ControlledTurboLimitMinus2
ControlledTurboLimitMinus3

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.Proc4ControlledTurboMinusBin (Read Only)

Description For processor 4, when the Dell Controlled Turbo feature is enabled and set to Custom, the value entered
decreases the Dell AVX Scaling Technology frequency.

Legal Values None
Default Value Not Applicable
Write Privilege Server Control

Attribute Display Processor 4 Controlled Turbo Scaling
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc4Cores (Read or Write)

Description Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Intel Turbo Boost Technology and benefit from potentially larger shared
caches if you reduce the number of enabled cores. Most computing environments tend to benefit more
from larger number of processing cores, so you must carefully weigh the disabling of cores to gain
nominal performance enhancements.

This setting requires the DPAT Pro license to be visible. It can be edited only if the Number of Cores per
Processor is set to Custom.

Legal Values All

1

2
4
6
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.Proc4ld (Read Only)

Description Displays the processor's family, model, and stepping values.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Family-Model-Stepping
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc4L2Cache (Read Only)

Description This field displays the amount of memory in the corresponding processor cache.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Level 2 Cache
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc4L3Cache (Read Only)

Description This field displays the amount of memory in the corresponding processor cache.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control
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Attribute Display Level 3 Cache
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc4MaxMemoryCapacity (Read Only)

Description Displays the maximum amount of system memory supported by this processor.
Available only when "max memory capacity" data is provided by the processor.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

Attribute Display Maximum Memory Capacity
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc4Microcode (Read Only)

Description Indicates the microcode update signature.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Microcode
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc4NumCores (Read Only)

Description This field displays the number of cores in the processor package.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Number of Cores
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.Proc64bit (Read or Write)

Description Indicates whether or not the installed processor(s) support 64-bit extensions.
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Legal Values
Default Value
Write Privilege
License Required

Dependency

e N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.ProcAdjCachelLine (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, the system is optimized for applications that require high utilization of sequential
memory access. Disable this option for applications that require high utilization of random memory access.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.ProcAmpPrefetch (Read or Write)

Description

Legal Values

Default Values
Write Privilege

Attribute Display
Name

License Required

Dependency

When enabled, this option enables one of the Mid-Level Cache (MLC) AMP hardware Prefetcher.

e Disabled
e Enabled

Not Applicable
Server Control

AMP Prefetch

None

Not applicable

BIOS.ProcSettings.ProcAts (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Defines the Address Translation Cache (ATC) behavior for devices to cache DMA translations. This field
provides an interface to a chipset's Address Translation and Protection Table to translate DMA addresses
to host addresses.

Can only be edited if Virtualization is set to Enabled. Supported on 13G, except value systems. Not
supported on 14G.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.ProcSettings.ProcBusSpeed (Read Only)

Description Displays the bus speed of the processor(s).
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Processor Bus Speed
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.ProcCcds (Read or Write)

Description Enable number of CCDs per Processor.

Legal Values All

e o6 o o o
D D NN

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.ProcConfigTdp (Read or Write)

Description Allows the reconfiguration of the processor Thermal Design Power (TDP) levels based on the power and
thermal delivery capabilities of the system. TDP refers to the maximum amount of power the cooling
system is required to dissipate. NOTE: This option is only available on certain SKUs of the processors, and
the number of alternative levels varies as well.

Value systems only support Nominaml (effectively not configurable).

Nominal
Levell
Level2
Maximum
Minimum

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.ProcCores (Read or Write)

Description Controls the number of cores presented to the Operating System (OS) from each populated processor
socket. In general, it is uncommon to artificially reduce the core count for a given system, but under
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some circumstances, limited performance improvements to Intel Turbo Boost Technology and potentially
larger shared caches may benefit some customers. Most computing environments tend to benefit more
from larger numbers of processing cores, so you must carefully weigh disabling cores to gain nominal
performance enhancements.

Legal Values Single
All
Dual

Quad

32
Custom

e 6 6 6 06 ¢ o o ¢ o ¢ o o o o O O o o o o
-
N

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.ProcCoreSpeed (Read Only)

Description Displays the rated clock speed of the processor(s).
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control

Attribute Display Processor Core Speed
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.ProcCoresPerDie (Read or Write)

Description Controls the number of enabled cores in the processor. Under certain circumstances, you may see limited
performance improvements to Boost Technology and benefit from potentially larger shared caches if
you reduce the number of enabled cores. Most computing environments tend to benefit more from
larger number of processing cores, so you must carefully weigh the disabling of cores to gain nominal
performance enhancements.

Legal Values e Auto
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Default Value
Write Privilege
License Required

Dependency

TwolPlus1
Two2PlusO
Three3PlusO
Four2Plus2
Four4PlusO
Six3Plus3

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.ProcDramPrefetcher (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, turns on the DRAM prefetch unit in the Northbridge. When set to Disabled,
prevents DRAM references from triggering DRAM prefetch requests. Default: Enabled

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.PROCESSOR_CCD (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Core-Complex Die, it's the container of CCX

o All
o 2
e 3
o 4
e 6
Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.PROCESSOR_CCD_CCX (Read or Write)

Description

Legal Values

Default Value
Write Privilege

License Required

Core Complex, all the cores in the same CCX share L3 Cache

e ALL, TWO(1+1)
e FOUR(2+2)
o SIX(3+3)

Not Applicable
Server Control

iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.ProcSettings.ProcExecuteDisable (Read or Write)

Description A security feature designed to prevent certain types of buffer overflow attacks by enforcing specific
areas of memory that applications can execute code. In general, it is best pratice to leave this option set
to Enabled for the security benefits, as no real performance advantage has been detected by disabling
this feature in BIOS.

Legal Values e Disabled
e FEnabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.ProcHomelessPrefetch (Read or Write)

Description When enabled, this option allows L1 Data Cache Unit (DCU) to prefetch when the Fill Buffers (FB) is full.

Auto maps to hardware default setting.

Legal Values e Auto
e Enabled
e Disabled

Default Values Not Applicable
Write Privilege Server Control

Attribute Display Homeless Prefetch
Name

License Required None

Dependency Not applicable

BIOS.ProcSettings.ProcHpcMode (Read or Write)

Description
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.ProcHtAssist (Read or Write)

Description When enabled, it provides filtering of broadcast probes to improve HyperTransport 1/0 Link bandwidth
and performance on multi-node systems. When set to Enabled, the probe filter is enabled if two or more
processors are installed and all processors support the probe filter. If only one processor is installed, both
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Legal Values

Default Value
Write Privilege
License Required

Dependency

nodes must have memory (at least 1067 MT/s) attached. The default is Disabled for single-processor
systems and Enabled for multi-processor systems.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.ProcHwPrefetcher (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, the processor is able to prefetch extra cache lines for every memory request.
This setting can affect performance, depending on the application running on the server and memory
bandwidth utilization.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.ProcHyperTransport (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Specifies the supported HyperTransport I/0 Link Specification. If the system board and all installed
processors support HT 3, this field is settable to HT 3 or HT 1, else this field will become Read-Only and
set to HT 1.

o HT1
e HT3

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.ProcSettings (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Enables you to control the processor(s) settings.
e N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable
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BIOS.ProcSettings.ProcSoftwarePrefetcher (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, the hardware prefetcher considers software prefetches when detecting strides for
prefetch requests. When set to Disabled, prevents the hardware prefetcher from considering software
prefetches when detecting strides for prefetch requests. Default: Enabled

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.ProcSwPrefetcher (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, the processor is able to prefetch extra cache lines for every memory request.
This setting can affect performance, depending on the application running on the server and memory
bandwidth utilization.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.ProcUncoreFreqRapl (Read or Write)

Description

Legal Values

Default Values
Write Privilege

Attribute Display
Name

License Required

Dependency

This setting controls whether the Running Average Power Limit (RAPL) balancer is enabled.

If enabled, it activates the uncore power budgeting.

e Enabled
e Disabled

Not Applicable
Server Control

Uncore Frequency RAPL

None

Not applicable

BIOS.ProcSettings.ProcVirtualization (Read or Write)

Description

When set to Enabled, the BIOS will enable processor Virtualization features and provide the virtualization
support to the Operating System (OS) through the DMAR table. In general, only virtualized environments
such as VMware(r) ESX(tm), Microsoft Hyper-V(r), Red Hat(r) KVM, and other virtualized operating
systems will take advantage of these features. Disabling this feature is not known to significantly alter the
performance or power characteristics of the system, so leaving this option Enabled is advised for most
cases.
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Legal Values

Default Value
Write Privilege
License Required

Dependency

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.ProcX2Apic (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable or Disable x2APIC mode. Compared to the traditional xAPIC architecture, x2APIC extends
processor addressability and enhances interrupt delivery performance. BIOS will force x2APIC to be
enabled if there are 256 or more processor threads

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.QpiBandwidthPriority (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Determines the number and priority of requests on the QuickPath Interconnect (QPI) bus. The QPI
connects the processor sockets. The Compute setting favors computational traffic while the I/0 setting
is optimized for 10 intensive workloads.

e InputOutput
e Compute

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.ProcSettings.QpiSpeed (Read or Write)

Description

Legal Values

The Intel QuickPath Interconnect (QPI) Speed option in the Processor section governs the frequency of
the QP! links between the populated processors. The user should be aware that standard and basic bin
Intel processors of this architecture support slower QPI link speeds than the advanced parts provide.
Maximum Data Rate indicates that the BIOS will run the QPI links at the maximum frequency supported
by the processor. Specific frequencies supported by the processor, which can vary, can also be selected.
For best performance, the QPI link speed should be left at the maximized setting, for any reduction in QPI
speed will affect the performance of non-local memory accesses and cache coherency traffic. In addition,
access to non-local I/0 devices from a particular core can be slowed by the reduction of QPI link speed.
However, in some cases it may be advisable to reduce QPI speed where power considerations outweigh
the performance cost. For users considering reducing the QPI link speeds, memory and 1/0 accesses
should be localized to the nearest NUMA node to minimize the performance impact.

Only available if 2 or more CPUs are present.

e MaxDataRate
e 9OGTps
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e 8GTps
o 7/GTps
e 6GTps

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.RtidSetting (Read or Write)

Description Manipulates Requestor Transaction IDs, which are QuickPath Interconnect (QPI) resources. Generally
should be left at Disabled, as no workloads have been identified as benefitting from the manipulation
of this feature. NOTE: Enabling this option almost always results in negative impacts to overall system
performance.

Supported on 13G, except value systems. Not supported on 14G.

Legal Values e Disabled
e FEnabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.SubNumaCluster (Read or Write)

Description Sub NUMA Clustering (SNC) is a feature for breaking up the LLC into disjoint clusters based on address
range, with each cluster bound to a subset of the memory controllers in the system. It improves average
latency to the LLC.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.ProcSettings.UmaBasedClustering (Read or Write)

Description UMA Based Clustering options include Disable(ALL2ALL), Hemisphere(2 cluster), and Quadrant (4
cluster). These option are only valid when SNC is disabled. If SNC is enabled, UMA-Based Clustering
is automatically disabled by BIOS.

Legal Values e Disable
e Hemisphere
e Quadrant

Default Values Not Applicable
Write Privilege Server Control

Attribute Display UMA Based Clustering
Name
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License Required

Dependency

None

SNC should be Disabled.

BIOS.ProcSettings.Upi3LinkCtrl (Read or Write)

Description

Legal Values

Default Values
Write Privilege

Attribute Display
Name

License Required

Dependency

Set the value of UPI3 which is the QPI Link Control for the CPU's.

This field is provided due to CPU issue of crosstalk from UPI Port3 affecting Lane O Rx margins of PCle
Port3 (PE3) when operating at Genb Speed.

Disabled - Disable UPI3 link and allow the PE3 port A to reach Gen 5 speed (32GT/s).
Enabled - Enable UPI3 link and limit the PE3 port A to Gen4 speed (16GT/s).

e Enabled
e Disabled

Not Applicable
Server Control

UPI3 Link Control

None

Not applicable

BIOS.ProcSettings.UpiPrefetch (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

UPI Prefetch is a mechanism too get the memory read started early on DDR bus, the UPI Rx path will
spawn a MemSpecRd to iMC directly.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.PowerMgmtSettings

You can manage the power management settings using the objects in this group.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PowerMgmtSettings.FanPwrPerf (Read or Write)

Description

Legal Values

Default Value

Write Privilege

License Required

o MaxPerf
o MinPwr

Not Applicable
Server Control

iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.PowerMgmtSettings.MemDynamicPwr (Read or Write)

Description
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PowerMgmtSettings.MemPwrPerf (Read or Write)

Description

MaxPerf
1333Mhz
1067Mhz
978Mhz
800Mhz
MinPwr

Legal Values °
[ ]
[ ]
[ ]
[ ]
[ ]
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PowerMgmtSettings.PowerMgmt (Read or Write)

Description
Legal Values e (OsCtrl
e ActivePwrCtrl
e Custom
e MaxPerf
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PowerMgmtSettings.PowerMgmtSettings (Read or Write)

Description This field controls the power management settings.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDevi1Settings

This group contains the attributes that provide details about BIOS.PxeDevlSettings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev1Settings.PxeDevilinterface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev1Settings.PxeDeviProtocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev1Settings.PxeDev1VianEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev1Settings.PxeDev1Vianld (Read or Write)

Description VLAN ID for this PXE device.

Legal Values None
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev1Settings.PxeDev1VianPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev2Settings

This group contains the attributes that provide details about BIOS.PxeDev2SettingsBIOS.PowerManagement.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev2Settings.PxeDev2interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev2Settings.PxeDev2Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

o |PvB
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.PxeDev2Settings.PxeDev2VIlanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev2Settings.PxeDev2Vianld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev2Settings.PxeDev2VilanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev3Settings

This group contains the attributes that provide details about BIOS. PxeDev3Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev3Settings.PxeDev3interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.PxeDev3Settings.PxeDev3Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev3Settings.PxeDev3VIlanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev3Settings.PxeDev3Vlanld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev3Settings.PxeDev3VlanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.PxeDev4Settings

This group contains the attributes that provide details about BIOS.PxeDev4Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev4Settings.PxeDev4interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev4Settings.PxeDev4Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |PV4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev4Settings.PxeDev4VlanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev4Settings.PxeDev4Vianld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.PxeDev4Settings.PxeDev4VlanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev5Settings

This group contains the attributes that provide details about BIOS.PxeDev5Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev5Settings.PxeDev5Iinterface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev5Settings.PxeDev5Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev5Settings.PxeDev5VIlanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev5Settings.PxeDev5Vlanld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev5Settings.PxeDev5VlanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev6Settings

This group contains the attributes that provide details about BIOS.PxeDevé6Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev6Settings.PxeDev6interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev6Settings.PxeDev6Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.

Legal Values e |PV4
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o |Pv6
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev6Settings.PxeDev6VlanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev6Settings.PxeDev6Vlanld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev6Settings.PxeDev6VianPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev7Settings

This group contains the attributes that provide details about BIOS. PxeDev7Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.PxeDev7Settings.PxeDev7Interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev7Settings.PxeDev7Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values e |Pv4

o |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev7Settings.PxeDev7VianEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev7Settings.PxeDev7Vianld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev7Settings.PxeDev7VlanPriority (Read or Write)

Description VLAN priority for this PXE device.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev8Settings

This group contains the attributes that provide details about BIOS. PxeDev8Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev8Settings.PxeDev8Interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev8Settings.PxeDev8Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev8Settings.PxeDev8VIanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.PxeDev8Settings.PxeDev8Vianld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev8Settings.PxeDev8VlanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev9Settings

This group contains the attributes that provide details about BIOS.PxeDev9Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev9Settings.PxeDev9Ilnterface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev9Settings.PxeDev9Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

o |Pv6
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.PxeDev9Settings.PxeDev9VianEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev9Settings.PxeDev9Vianld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev9Settings.PxeDev9VlanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev10Settings

This group contains the attributes that provide details about BIOS.PxeDev10Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev10Settings.PxeDev10Interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev10Settings.PxeDev10Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev10Settings.PxeDev10VianEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev10Settings.PxeDev10Vilanld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev10Settings.PxeDev10VilanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.PxeDev11Settings

This group contains the attributes that provide details about BIOS.PxeDevllSettings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev11Settings.PxeDev1linterface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev11Settings.PxeDev11Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |PV4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev11Settings.PxeDev11VIlanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev11Settings.PxeDev11Vianld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.PxeDev11Settings.PxeDev11VianPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev12Settings

This group contains the attributes that provide details about BIOS.PxeDev12Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev12Settings.PxeDev12interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev12Settings.PxeDev12Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev12Settings.PxeDev12VIanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev12Settings.PxeDev12Vlanld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev12Settings.PxeDev12VianPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev13Settings

This group contains the attributes that provide details about BIOS.PxeDev13Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev13Settings.PxeDevi13interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev13Settings.PxeDev13Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.

Legal Values e |PV4
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o |Pv6
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.PxeDev13Settings.PxeDev13VIanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev13Settings.PxeDev13Vilanld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.PxeDev13Settings.PxeDev13VIanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.PxeDev14Settings

This group contains the attributes that provide details about BIOS.PxeDevl14Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.PxeDev14Settings.PxeDev14interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev14Settings.PxeDev14Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values e |Pv4

o |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev14Settings.PxeDev14VianEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev14Settings.PxeDev14Vianid (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev14Settings.PxeDevi14VlanPriority (Read or Write)

Description VLAN priority for this PXE device.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev15Settings

This group contains the attributes that provide details about BIOS.PxeDev15Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev15Settings.PxeDev15interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev15Settings.PxeDev15Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev15Settings.PxeDev15VIanEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

344 BIOS Attributes



BIOS.PxeDev15Settings.PxeDev15VIanild (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev15Settings.PxeDev15VIanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev16Settings

This group contains the attributes that provide details about BIOS.PxeDev16Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.PxeDev16Settings.PxeDev16interface (Read or Write)

Description NIC Interface used for this PXE device.
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev16Settings.PxeDev16Protocol (Read or Write)

Description This field controls the PXE protocol used for this PXE device.
Legal Values o |Pv4

o |Pv6
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.PxeDev16Settings.PxeDev16VianEnDis (Read or Write)

Description VLAN Enable/Disable for this PXE device.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev16Settings.PxeDev16Vianld (Read or Write)

Description VLAN ID for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.PxeDev16Settings.PxeDev16VlanPriority (Read or Write)

Description VLAN priority for this PXE device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.RedundantOsControl

This group contains the attributes that provide details about BIOS.RedundantOsControl.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.RedundantOsControl.RedundantOsBoot (Read or Write)

Description When set to Enabled, the BIOS will boot to the device specified by Redundant OS Location.
Legal Values e Enabled

e Disabled
Default Value Not Applicable
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Write Privilege
License Required

Dependency

Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.RedundantOsControl.RedundantOsLocation (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Specifies the backup device for the Redundant OS Control feature. When Redundant OS Boot is set to
Enabled, the BIOS will boot to this device. Note: 1) SD Card Port, Internal USB Port, M.2 cards - If a
device is set as the Redundant OS Location, then the corresponding device setting will be set based on
Redundant OS state and not be available to be changed in Integrated Devices. 2) Embedded SATA - must
be set to anything other than Off for SATA ports to show up as optional backup devices

e *Dynamic*
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.RedundantOsControl.RedundantOsState (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Hidden, the device specified by Redundant OS Location will be hidden. It will not be visible in
the Operating System or the BIOS boot sequence.

e Visible
e Hidden

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.SataSettings

Use the objects in this group to configure the BIOS SATA settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SataSettings.EmbSata (Read or Write)

Description

Legal Values

Default Value

Write Privilege

Configures the embedded SATA to be set to Off, AHCI, or RAID Mode.

RAID option is suppressed if platform does not support SWRAID. Does R330 support SW RAID based on
chassis? Ata Mode was deprecated with 13G and is removed in 14G and later.

Off
AtaMode
RaidMode
AhciMode

Not Applicable

Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.EmbSataShadow (Read or Write)

Description For internal use.

No dependency, AND should NOT be used by any teams except BIOS.

Legal Values e AtaMode
e AhciMode
e RaidMode
o Off

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.eSataPort1 (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

NA
Legal Values o Off

e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.eSataPort1Capacity (Read or Write)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.
NA

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.eSataPort1DriveType (Read or Write)

Description Indicates type of device attached to this SATA port.
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NA
Legal Values o N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.eSataPort1Model (Read or Write)

Description Indicates the drive model of the selected device.
NA

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortA (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 1 onboard SATA port. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortACapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 1 onboard SATA port.
Legal Values e N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.SataSettings.SataPortADriveType (Read Only)

Description Indicates type of device attached to this SATA port.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 1 onboard SATA port.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortAModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 1 onboard SATA port.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortB (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 2 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortBCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 2 onboard SATA ports.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortBDriveType (Read Only)

Description Indicates type of device attached to this SATA port.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 2 onboard SATA ports.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortBModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 2 onboard SATA ports.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortC (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 3 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values e Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortCCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 3 onboard SATA ports.
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Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortCDriveType (Read Only)

Description Indicates type of device attached to this SATA port.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 3 onboard SATA ports.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortCModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 3 onboard SATA ports.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortD (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 4 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.SataSettings.SataPortDCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 4 onboard SATA ports.
Legal Values e N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.SataSettings.SataPortDDriveType (Read Only)

Description Indicates type of device attached to this SATA port.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 4 onboard SATA ports.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortDModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 4 onboard SATA ports.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortE (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 5 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values e Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortECapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 5 onboard SATA ports.
Legal Values e N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortEDriveType (Read Only)

Description Indicates type of device attached to this SATA port.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 5 onboard SATA ports.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortEModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 5 onboard SATA ports.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortF (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 6 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
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e Auto
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortFCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 6 onboard SATA ports.
Legal Values e N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortFDriveType (Read Only)

Description Indicates type of device attached to this SATA port.
This attribute is supressed if Sata Mode is RAID or the platform supports less than 6 onboard SATA ports.
Legal Values e N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortFModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 6 onboard SATA ports.
Legal Values e N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.SataSettings.SataPortG (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.
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Legal Values

Default Value
Write Privilege
License Required

Dependency

This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

o Off
e Auto

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.SataSettings.SataPortGCapacity (Read Only)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.
e N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.SataSettings.SataPortGDriveType (Read Only)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates type of device attached to this SATA port.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.
e N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.SataSettings.SataPortGModel (Read Only)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.
o N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable
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BIOS.SataSettings.SataPortH (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 8 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortHCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 8 onboard SATA ports.
Legal Values o N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortHDriveType (Read Only)

Description Indicates type of device attached to this SATA port.
This attribute is supressed if Sata Mode is RAID or the platform supports less than 8 onboard SATA ports.
Legal Values o N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortHModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 8 onboard SATA ports.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortl (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 9 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortlCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 9 onboard SATA ports.
Legal Values o N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortIDriveType (Read Only)

Description This field indicates type of device attached to this SATA port.
This attribute is supressed if Sata Mode is RAID or the platform supports less than 9 onboard SATA ports.
Legal Values o N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortIModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 9 onboard SATA ports.
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Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortJ (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 10 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortJCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 10 onboard SATA

ports.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortJDriveType (Read Only)

Description Indicates type of device attached to this SATA port.
This attribute is supressed if Sata Mode is RAID or the platform supports less than 10 onboard SATA
ports.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.SataSettings.SataPortJModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 10 onboard SATA

ports.
Legal Values e N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortK (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortKCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.
Legal Values o N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortKDriveType (Read Only)

Description Indicates type of device attached to this SATA port.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Legal Values o N/A
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortKModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortL (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortLCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortLDriveType (Read Only)

Description Indicates type of device attached to this SATA port.

BIOS Attributes 361



Legal Values
Default Value
Write Privilege
License Required

Dependency

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.
e N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.SataSettings.SataPortLModel (Read Only)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the drive model of the selected device.
Indicates the drive model of the selected device.
e N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.SataSettings.SataPortM (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

o Off
e Auto

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.SataSettings.SataPortMCapacity (Read Only)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.
o N/A

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable
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BIOS.SataSettings.SataPortMDriveType (Read Only)

Description Indicates type of device attached to this SATA port.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortMModel (Read Only)

Description Indicates the drive model of the selected device.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortN (Read or Write)

Description Sets the drive type of the selected device. When the Embedded SATA setting is ATA Mode, set this field
to Auto to enable BIOS support for the device. Select Off to turn off BIOS support for the device. When
the Embedded SATA setting is AHCI Mode or RAID Mode, BIOS always enables support for the device
and this field is read-only.

This attribute is shown if platform supports at least 7 onboard SATA ports. This attribute is grayed out if
Sata Mode is NOT ATA.

Legal Values o Off
e Auto
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortNCapacity (Read Only)

Description Indicates the total capacity of a hard-disk drive. This field is undefined for removable-media devices such
as optical drives.

This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortNDriveType (Read Only)

Description Indicates type of device attached to this SATA port.
This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.
Legal Values e N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataPortNModel (Read Only)

Description Indicates the drive model of the selected device.
This attribute is supressed if Sata Mode is RAID or the platform supports less than 7 onboard SATA ports.
Legal Values o N/A
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SataSettings (Read or Write)

Description Controls embedded SATA settings.
None

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.SecurityFreezeLock (Read or Write)

Description When set to Enabled, the Security Freeze Lock command is sent to the Embedded SATA drives during
POST. This option is only applicable to ATA, AHCI mode, and is not applicable to RAID mode.

This has the value of Disabled (read-only) if Sata Mode is Raid or Off.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SataSettings.WriteCache (Read or Write)

Description Sends Enable or Disable Write Cache command to the Embedded SATA drives during POST. This option is
only applicable to ATA, AHCI mode, and is not applicable to RAID mode.

This has the value of Disabled (read-only) if Sata Mode is Raid or Off.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SerialCommSettings

To manage the serial port settings, use the objects in the group.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SerialCommSettings.ConTermType (Read or Write)

Description This field sets your remote console's terminal type. The <Ctrl><Alt><Del> key sequence is mapped to
<ESC><R><ESC><r><ESC><R> on the Terminal. The <Ctrl><H>, <Ctrl><l>, <CtrI><J>, <Ctrl><M> key
sequences are mapped to <ESC><Ctrl><H>, <ESC><Ctrl><l>, <ESC><CtrI><J>, <ESC><CtrI><M> on
the Terminal. <Alt><x> key sequences are mapped to <ESC><X><X> on the Terminal, where x is any
letter key, and X is the upper case of that key.

Legal Values e Vt100Vt220
e Ansi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.SerialCommSettings.ExtSerialConnector (Read or Write)

Description Use this field to associate the External Serial Connector to Serial Device 1, Serial Device 2, or the Remote
Access Device. Note: Only Serial Device 2 can be used for Serial Over LAN. Configuring the External
Serial Connector to Serial Device 1 allows independent use of Serial Device 1 while Serial Device 2 can be
used for Serial Over LAN. Please see the User's Guide for the various operating modes available.

Not supported on blades.

Legal Values e Seriall
e Serial2
e RemoteAccDevice
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SerialCommSettings.FailSafeBaud (Read or Write)

Description If the BIOS fails to determine the baud rate automatically, then it will use the baud rate specified by this
field.
Legal Values e 115200
e 57600
e 19200
e 9600
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.SerialCommSettings.RedirAfterBoot (Read or Write)

Description Determines whether console redirection is enabled when the operating system is loaded.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SerialCommSettings.SerialComm (Read or Write)

Description This field controls the Serial Communication options.

Monolithics:Auto, Off, On without CR, On with CR via COM1, On with CR via COM2. Blades: Off, On
without CR, On with CR.

Off
OnConRedirAuto
OnNoConRedir
OnConRedirCom1
OnConRedirCom?2
OnConRedir

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.SerialCommSettings.SerialCommSettings (Read or Write)

Description This field controls the Serial Communication options.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SerialCommSettings.SerialPortAddress (Read or Write)

Description This field sets port address for the Serial Devices. (COM1=0x3F8, COM2=0x2F8) Note: Only Serial
Device 2 can be used for Serial Over LAN (SOL). To get Console Redirection via SOL, configure the same
port address for Console Redirection and Serial Device.

Blades: Com1, Com2 Monolithics: SeriallCom1Serial2Com2, SeriallCom2Serial2Com1

Legal Values e SeriallCom1Serial2Com?2
e SeriallCom2Serial2Com1
e Coml
e Com2

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.SlotBifurcation

This group contains the attributes that provide details about BIOS.SlotBifurcation.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotBifurcation.DellAutoDiscovery (Read or Write)

Description Allow BIOS to dynamically scan for PCle devices rather than relying strictly on system slot definitions. The
Platform Default setting will strictly follow the system slot definitions when configuring each PCle slot.
The Auto Discovery setting will analyze the installed PCle cards and determine the correct configuration
for each slot. This may include bifurcation of the slot for multiple devices. Manual Control allows the user
to override bifurcation settings for each slot. CAUTION: Improper configuration of PCle slots can prevent
the system from functioning properly!

Legal Values e PlatformDefault
e AutoDiscovery
e ManualControl

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.SlotBifurcation.Slot10Bif (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.SlotBifurcation.Slot11Bif (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4Ax4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.SlotBifurcation.Slot12Bif (Read or Write)

Description

368

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
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Legal Values

Default Value
Write Privilege
License Required

Dependency

x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.SlotBifurcation.Slot13Bif (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.SlotBifurcation.Slot14Bif (Read or Write)

Description

Legal Values

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

o Allx16
o Allx8
o Allx4
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x4

x16

x8
x4x4x8
x8x4x4

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SlotBifurcation.Slot1Bif (Read or Write)

Description Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Legal Values

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.SlotBifurcation.Slot2Bif (Read or Write)

Description Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Legal Values

Default Value Not Applicable
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Write Privilege
License Required

Dependency

Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.SlotBifurcation.Slot3Bif (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.SlotBifurcation.Slot4Bif (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BlIOS.SlotBifurcation.Slot5Bif (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.SlotBifurcation.Slot6Bif (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4Ax4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.SlotBifurcation.Slot7Bif (Read or Write)

Description
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Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
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Legal Values

Default Value
Write Privilege
License Required

Dependency

x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.SlotBifurcation.Slot8Bif (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

Allx16
Allx8
Allx4
x4

x16

x8
x4x4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.SlotBifurcation.Slot9Bif (Read or Write)

Description

Legal Values

Controls the bifurcation of PCle cards installed in the specified slot. When set to default, the slot will
operate at the default bifurcation for that slot. When set to x4 All Bifurcation, the slot will bifurcate to
either two or four x4 links depending on the slot capability. When set to x8 All Bifurcation the slot will
bifurcate to two x8 links. When set to x16 All Bifurcation the slot will bifurcate to x16 links. When set to x4
x4 x8 Bifurcation the slot will bifurcate to two 4 links plus a x8 link When set to x8 x4 x4 Bifurcation the
slot will bifurcate x8 link plus two x4 links NOTE: Only bifurcation options that the slot can support will be
shown.

o Allx16
o Allx8
o Allx4
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Default Value
Write Privilege
License Required

Dependency

x4

x16

x8
x4x4x8
x8x4x4

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.SlotBifurcation.SlotBifurcation (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Controls the bifurcation of the specified slot. Only slots that are present on the system will be available
for control.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.SlotDisablement

To manage the slot disablement settings, use the objects in this group.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.SlotDisablement.Slot1 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.SlotDisablement.Slot2 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEF!I
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.SlotDisablement.Slot3 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated device versions such as NDCs).

e Enabled
e Disabled
e BootDriverDisabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.SlotDisablement.Slot4 (Read or Write)

Description

Controls the configuration of PCle cards installed in the specified slot. Slot disablement must be used
only when the installed peripheral card is preventing booting into the operating system or causing delays
or lockups in system startup. When set to Disabled, both the Option ROM and UEFI driver are disabled,
the card is not enumerated on the PCI bus, and will not be available to the operating system. When set
to Boot Driver Disabled, the Option ROM and UEFI driver from that slot will not run during POST. As a
result, the system will not boot from the card, and its pre-boot services will not be available. However,
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Legal Values

Default Value
Write Privilege
License Required

Dependency

the card is available to the operating system. Note: This option is not available if the slot contains a Dell
PowerEdge RAID card (PERC). This option is not available if the slot contains the primary video display
adapter. Note: Some PCle device manufacturers implement a master boot driver that can initialize and
manage all the similar devices in the system. In this case, to make sure that the Option ROM and UEFI
driver do not run, you must select Boot Driver Disabled for all the cards from the same manufacturer
(including its integrated