Red Hat Enterprise Linux 9 Installation

Lenovo ThinkStation P3 Tower, Ultra, Tiny
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Overview

The purpose of this document is to provide high-level guidance for users to
adequately install a Red Hat Enterprise Linux 9 operating system on the new
ThinkStation P3 Family platforms.




Section 1 — BIOS Setup

The first step before installing Linux is to make sure the system BIOS is setup
correctly.

e Boot into BIOS by pressing the function F1 key at the “Lenovo” splash
screen.




Tab over to the Security tab and select “Secure Boot”.

LNO| - Flasn BLUS L0 @ Previous Of CUITeNnt version 1s alowea

Windows UEFI Firmware Update |Enab|ed v|
This option enables or disables windows UEFI firmware update feature.
[Enabled] Allow windows UEFI firmware update.
[Disabled] BIOS will skip windows UEFT firmware update.
Smart USB Protection | Disabled v |
Sta rt MenU Smart USB Protection could block copying data from the computer to the
USB storage device in Windows
@ Main Read Only mode: the user can copy data from USB storage device to the
Computer but cannot copy data from the computer to USB storage device
No Access mode: the user cannot use USB storage device in Windows
4 Devices
secure wipe Disabled )
')F Advanced [Enabled] Display the "secure wipe" option on the F12 BIOS Startup Menu.
Users can select this option to securely erase HDD data
™ Power [Disabled] Hidden the "secure wipe" option on the F12 BIOS Startup Menu.
g& Startup
> TCG Feature Setu
E) Exit I
Contains TCG security features.
> System Event Log
View or clear the system event log
Lenovo > Secare Boot
Customizable Secure Boot settings
F1  Help N Select Item +/-  Change Values F9  Setup Defaults
ESC  Exit €3> Select Menu Enter  Select > Sub-Menu F10  Save and Exit
Version 2.21.0052. Copyright (C) 2021 AMI1
Ensure that Secure Boot option is set to “Disabled”.
Secure Boot
System Mode Deployed Mode
Start Menu
@ Main Secure Boot Enabled v
[Enabled] Enables Secure Boot,BIOS will prevent un-authorised OS be
@ Devices loadad; Enabled
¥ Advanced
O Power > Restore Factory Keys
_ Restore Factory Keys will put secure boot into factory defaults.
ég Startup > Reset Platform to Setup Mode
Reset to setup mode will move secure boot to setup mode.
B Exit

Lenovo.

Exit Deployed Mode

Transition between Deployment and User Mode.

Key Management

Enables users to modify Secure Boot Policy variables

F1  Help
ESC  Exit

N Select Item +/-  Change Values
€>  Select Menu Enter  Select > Sub-Menu

Version 2.21.0052. Copyright (€) 2022 AMI

F9
10

Setup Defaults
Save and Exit




Save changes by pressing F10 function key.

Save & Reset

() save configuration and rese
o/

t?

No




Section 2 — RHEL 9 Installation

Here are some step-by-step instructions on how to get a Red Hat Enterprise Linux
9 operating system installed on the new ThinkStation P3 Family platforms.

1. Obtain a copy of the RHEL 9 installation media. Itis recommended to use
Fedora Media Writer to make an installation USB with the appropriate
RHEL 9 installation media.

2. Insert the USB memory key into one of the USB ports on the system and
power on the system.

3. Atthe Lenovo splash screen, press the function F12 key to enter the BIOS
startup menu and select the USB installation media from the list.

Thi“kSla““" Startup Device Menu

Uefi Boot Options:

. i 1219-LM]
USB HDD 1-[UEFI: Samsung Flash Drive 1100, Partition 1]

@ App Menu

N Select Item €>  Select Menu Enter Select > Sub-Menu ESC  Exit
Delete key to enter Deployment Boot Mode

Note: Legacy boot is not supported on P3 platforms. Only UEFI bootable
options will be available.



4. Select the ‘Install Red Hat Enterprise Linux 9.0’ option from the GRUB boot
menu and press ‘Enter’.

Install Red Hat Enterprise Linux 3.0

11 2d Hat Enterprise 1L

5. The Red Hat Enterprise Linux Welcome screen should appear. Select the
appropriate language from the list of options, and select ‘Continue’.

RED HAT ENTERPRISE LINUX 2.0 INSTALLATION
. Helpt

WELCOME TO RED HAT ENTERPRISE LINUX9.0.

Wht angusg

English English Engishaitedseates |

it Engish United Kingdom}

Engih (Indis)
Engish (Australe)
English (Camada)
Engish (Denmark)
English (helen
Engiish (New Zealani)
Engiish (Nigeris)

Frgiish Zimbabwe)
Engiah (6otawens)

Englsh (Antigua & Barbudal
Engish fkracl)
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6. Adjust the ‘Keyboard’, ‘Language Support’, and ‘Time & Date’ accordingly

by selecting each one.

- INSTALLATION SUMMARY

LOCALIZATION
E Keyboard
English (US)

Language Support

English (United States)

Time & Date

Americas/New York timezone

LOCALIZATION

RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
8o el

7. Select the ‘Software Selection’ and choose the type of software to install.

- INSTALLATION SUMMARY

SOFTWARE

x Connect to Red Hat

Not registered

Installation Source
Local media

Software Selection <«

Server with GU!

= e

SYSTEM
Installstion Destinstion
KDUMP

P Network & Host Name

RED HAT ENTERPRISE LINUX 2.0 INSTALLATION
B el




8. Select the type of ‘Base Environment’ as well as each additional software
packages to install.
In this example, ‘Workstation’ was selected for the ‘Base Environment’ and
all additional software tools were selected.

Base Environment

Server with GUI

An integrated, easy-to-manage server with a graphical interface.
Server

An integrated, easy-to-mfainage server.

Minimal Install

Basic functionality.

Workstation

Workstation is a user-friendly desktop system for laptops and PCs.

Custom Operating System

Basic building block for a custom RHEL system.
Virtualization Host

Minimal virtualization host.

Additional software for Selected Environment

Backup Client

Client tools for connecting to a backup server and doing backups.
GNOME Applications

A set of commonly used GNOME Applications.
Headless Management

Tools for managing the system without an attached graphical console.
Internet Applications

Email, chat, and video conferencing software.
Office Suite and Productivity

A full-purpose office suite, and other productivity tools.
Remote Desktop Clients

Smart Card Support
Support for using smart card authentication.

Legacy UNIX Compatibility
Compatibility programs for migration from or working with legacy UNIX environments.
Console Internet Tools
Console internet access tools, often used by administrators.
Container Management
Tools for managing Linux containers
Development Tools
A basic development environment.
.NET Development
Tools to develop andfor run .NET applications.
Graphical Administration Tools
Graphical system administration tools for managing many aspects of a system.
Network Servers
These packages include network-based servers such as DHCP, Kerberos and NIS.
RPM Development Tools
Tools used for building RPMs, such as rpmbuild.
Scientific Support
Tools for mathematical and scientific computations, and parallel computing.
a Security Tools
Security tools for integrity and trust verification.

+ System Tools

This group is a collection of various tools for the system, such as the client for connecting to SMB shares and tools to monitor network traffic.




9. Select ‘Installation Destination’.

4“ INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
aw el

@ Installation Destination
'

Automatic partitioning selected

KDUMP
Kdump is enabled

=» Network & Host Name
(- Not connected

a Security Profile

No profile selected

10. Select the device on where to install the operating system.

INSTALLATION DESTINATION

Local Standard Disks
1.86 TiB

&

SAMSUNG MZVL22TOHBLB-00BL7
nvmeOnl / 1.86TiB free
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11. Select ‘Root Password'.

INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
aw el

USERSETTINGS

Root Password
Root account is disabled < i e ns

® User Creation
Ne user will be created

12.Enter a root password in both boxes below and select ‘Done’ in the upper
left.

The root account is used for administering the system. Enter a password for the root user.

Root Password: | | o
empty password
Confirm: &

Lock root account

Allow root S5H Login with password
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13. Select ‘User Creation’.

INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
aw el

LOCALIZATION SOFTWARE SYSTEM

USERSETTINGS

Root Password PR
Root account is disabled

® UserCreation «

No user will be created

14.Fill in the appropriate boxes below and select ‘Done’ in the upper left.

CREATE USER

Full name
User name
Make this user administrator
Require a password to use this account
Password o
empty password
Confirm password B
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15. Select ‘Begin Installation’ to start the installation.

INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 9.0 INSTALLATION
aw el

& securtyProfile

Quit Begin Installation *

eke tnkld VoL k ‘Baain Installation
K5 LN ol CINCK Dengin Sialia LI

16.0nce the installation completes, select ‘Reboot System’ at the bottom right.

INSTALLATIONPROGRESS RED HAT ENTERPRISE LINUX .0 INSTALLATION
B

Red Hat Enterprise Linux is now successfully installed and ready for you to use!
Go ahead and reboot your system to start using it!

Reboot System
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17.Select the user icon and log in using the user credentials created above.

18.Red Hat Enterprise Linux 9 Desktop screen.

RedHat
Enterprise Linux
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Section 3 — Install Device Drivers

Most of the standard building blocks used in the ThinkStation P3 platform are
native to the Red Hat Enterprise Linux 9 base kernel. Users may consider
installing a proprietary graphics driver to get optimal performance from the
graphics card. This section provides step-by-step instructions on how to install a
proprietary Nvidia graphics driver in Red Hat Enterprise Linux.

Note 1: Most commands need to be executed with superuser privileges in the
following sections. All commands that require superuser privileges, start with the #
sign in this document.

Note 2: Non-native drivers need to be manually installed. Refer to the vendor’s
documentation for a detailed process of obtaining and installing drivers.

Note 3: Registering the system to the Red Hat subscription will allow for easy
Linux updates. The commands below will allow users to easily register and
subscribe to the Red Hat subscription repositories. Registering the system to the
Red Hat subscription requires a network connection.

From within the Linux desktop, open a terminal window and run the following
Linux commands:

# subscription-manager register
o This will require a valid Red Hat username and password.

# subscription-manager attach
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Section 4 — Install Nvidia Proprietary
Drivers

The step-by-step instructions below show how to install Nvidia proprietary drivers.

1.

Download the appropriate Nvidia graphics driver from the Lenovo support
portal.

Blacklist the Linux Nouveau driver.

e # nano /etc/modprobe.d/blacklist.conf
e Add the following line, ‘blacklist nouveau’, save and exit the file.

GNU nano 5.6.1
blacklist nouveau_

Update the initramfs file and reboot the system.
e # dracut --force
e #reboot now

[root@localhost Desktopl#t dracut --force
[rootPlocalhost Desktopli

Once the system reboots to the Linux desktop screen, run the following
command as superuser from a terminal window to exit X-windows.
e #init3

17



5. Login as root (superuser).

ed Hat Enterprise Linux 9.8 (Plow)
iernel 5.14.8-78.13.1.e19_8.x86_64 on an x86_64

ctivate the web console with: systemctl enable --now cockpit.socket

localhost login: root
Password :

ast login: Thu Nov 3 B86:35:43 on ttyl
[root@localhost ~1# _

6. Browse to the directory to where the Nvidia driver installation file is located
and run the following command. In this example, the driver file is in the
Linux desktop directory.

e # bash NVIDIA*

ed Hat Enterprise Linux 9.8 (Plow)
Kernel 5.14.8-78.13.1.e€19 B.x86_64 on an x86_64

Activate the web console with: systemctl enable --now cockpit.socket

localhost login: root

assword :

Last login: Thu Nov 3 B86:35:43 on ttyl

[root@localhost 7 1# cd ~home~slenovo-Desktop/

[root@Plocalhost Desktopl# ls

UIDIA-Linux—>86_64-515.76 .run

[root@localhost Desktopl# bash NUIDIA-Linux-x86_64-515.76.run _

7. Note the driver should start to install.

Building kernel modules

18



8. The driver will ask whether to install NVIDIA’s 32-bit compatibility libraries.
In this example, ‘yes’ was selected.

Install NUIDIA's 32-bit compatibility libraries?

Yes

9. Select ‘OK’ on the following warning message.

WARNING: Unable to determine the path to install the libglund EGL vendor library config files.
Check that you have pke mf ig and the libglund development libraries installed, or
specify a path with --glvnd-egl-config-path.

OK]

10.The driver should continue to install.

Installing "NUIDIA Accelerated Graphics Driver for Linux-x86_64"

Installing: ~rusr~-1libb4-1libnuvidia-nvum.s0.515.76

19



11.Select “Yes’ to update the x-configuration file.

Would you like to run the nvidia-xconfig utility to automatically update uy : onf iguration
file so that the NUIDIA X driver will be used when you r x7? Any pre-existing X
conf iguration file will be backed up.

Yes

12.Select ‘OK’ to acknowledge that the x-configuration file has successfully
been updated.

i X conf iguration file has been fully updated. Install of the NUIDIA Accelerated
Graphics Driver for Linux-x86_64 (uve 515.76) is now complete.

OK

13.Run the following command to verify the Nvidia driver has been installed
and loaded properly, then reboot the system.

# nvidia-smi

[root@localhost Desktopl# nvidia-smi
hu Nov 3 86:42:35 2822

NUIDIA-SMI 515.76 Driver Uersion: 515.76 CuUbA Version: 11.7

+
GPU Name Persistence-MIl Bus-Id Disp.A Uolatile Uncorr. ECC
Fan Temp Perf Puwr :Usage-Cap | Memory-Usage GPU-Util Compute M.
I MIG M.

NUIDIA T488 4GB Ooff | BBBBBYB0B :27:88.8 Off N-A
44C rPa N-oA ~ 31U | BMiB - 4896MiB Default
I N-/A

Processes:
GPU GI > PID Type Process GPU Memory
Usage

found

[root@localhost Desktopls
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