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NAXN Q'V0I ININND NINTRNN ANTan QXN NX V9N ,IT NNYOKN A'¥N7 D Nvn
JNTENN ANTan v NINYoK

®

Unobtrusive Mode

[IONX VSN — NDIWYNA NTAN NI'NYWORX .44 "0

[lonx

SATA/NVMe n'721yo

SATA a10n 271Wnn N'YUEN 2150 172 79 N71V9N 2¥N DR 1'Tan SATA/NVMe n'7iye
mion 7yom RAID nnwoxn ,7Thn n1M2ad

.02INN 0N 120 7Y YT'AN DX AN |IONX PUnn

N2 IX7 MNIIDV79] KXNIY N12MN [7NNN 7WNN DX A'Xn M.2 PCle SSD-0

Smart Reporting

.DON NI'T N2U90 NNWOXN DX N'awn IX 7'won
JNAYIN DIN NPT N2Y90 NNWOXRD ,7Thn 112D

NAXN §'Y021 ININND NNTPNN ATTAN 23N NK W90 ,IT NNWOKR 7 ' nwa|(§)
JDNTPNN NNTAN 7W NIFNWON

DoN NPT N7yoNn

.D1171UNN DDIDN 7Y YTNN DX A'¥N
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AX UMI9N — IDWNA NTAD NINYWORN .45 n'7av

ax

AXn NNl

.N7710 NIY¥NXA 7V19 AWNNN TWRD 10NN NN DX 1 TaNY7 TWONN

.N7710 NIy¥nXa W19 awnnn Awxd 50-7 N1Tam Jonn nNha L7 TNn 1NN

®
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N7710 NIy¥nXa n71Yy91 nna

AC NN NIYYNXA V19 2UNNN TWXD 1010 NN DK 1TANYT TWONN

AC nnn niyyxnxa w19 awnnn Wwxd 100-7 namam jonn nNNa L 7Thn N0

®

NAXN QYOI ININND MINTPNRN ANTAaN XN NX V9N ,IT NNWON A'¥N7 T NN
JNTRNRN ANTan ¢ NI'NYOKN

AC nnna nin'na

AN 0N NNYSKX DX N'avn IR 7'von

N%U9IN Yyana J0n NAYORA 7T N2
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NAXN §'Y02 ININAD ANTPAN 2VTAN 2¥N NIX 70N ,IT NNWOK A'¥N7 T2 NN
JNTPNA NN 7W NIPNYOKN]

van jon

NUX¥I7IT7 NAXIN NINNN DX X710 0N2 1217 A'¥n'7 AWNNN NNYOKX DX N'awn IR '7'won
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NN X' Jon2 117 NNWOKRN 7Thn 1NN
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NAXN 9'VOL ININND NNTENN AVTAN A¥N DX 7V9N ,IT NNWOK A'¥N7 1D A
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(X' Yona 1a17) Full Screen Logo

212'N V9N - N2YNN NTAN NI'NYOKX .46 n'7a0
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nuAn 2 MIXN

DY 172 7Y Anawn I 7WoN

.nmion PXE oy 7y9m nnwoxn ,7Thn n1Md

Integrated NIC

Wireless Device Enable

.nnon WLAN-n [pnn 7w nnawn I n72von WLAN
n72vom WLAN nnwoxn ,771hn nnnad

.n1901 WWAN-N |pnn 7w nnawn I n7von WWAN/GPS
n7wom WWAN/GPS ninwoxn ,7Thn n1Mad
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.N7vom Bluetooth nnwoxn ,7Thn n1Mad

.D'NdNN 0'0'VIdN [PNN NX NN IX 7'von
.n7voin NFC/yan X477 non 0'v1d NNWOKXN ,7Thn N1

NAXN QYOI ININND NINTPNRN ANTAN XN NX V9N ,IT NNWON A'¥N7 T NN @
JNTRNN ANTan 7Y NI'NWON

NFC / yan X77 n'mbdn n'o'v1d X1y

.namn LAN-n 172 v'2ivr UEF nwan nnmy nfawn Ik 7'won

.NINION N'VNIVIX 7Y9IN NNWOXRN 7T 1NN
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(UEFI nun
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NAXN QYOI IXNINND MINTPNRN ANTAN AXN NX V90 ,IT NNWOK A'¥N7 *TD N
JNTRNN ANTan 7Y NI'NWON
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Wireless Radio Control

ANy WLAN-D ' [7Din IR N'awn DN NKR71E, DR TWA7 2UNnn 1IN 79 INT 1YONN
UTNN 17091' NNV 1I'TIN ENN  NUIRD DYINN DIZNINNN INKY

nnavim WLAN 1'mTa iy nnwosxn ,7Tnn 1Mo

®

NAXN QYO ININND NINTPNRN ANTan AXN NX V9N ,IT NNWON A'¥N7 T NN
JNTRNN ANTan ¢ NI'NYOKN

(WLAN 1T nmja) Control WLAN Radio
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nnavin WWAN 112 ui7w nnwoxn ,7Thn n1Mad
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(WWAN 17 nmjpa) Control WWAN Radio
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NNNIXAN NMI0V7I2N N'NINN NNA0NA NIN'ION NNIXNA DWWIX'AN
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HTTP(s) Boot
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HTTP(s) Boot
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JNTPNN NN 79 NITNWON]
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AIYRN DR 7NN IR D7D
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JDNTPNN DYTAN 7Y NIFNWON
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T2 ,NY'R NINNNIN 21'YO NY'YY 171011 N'YIR TINKNIN 21'YL N7NNA 07101 YNnwn
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nnTRNN MIXN

ATANY DT (AT 2197 TV DM N7'NNN 9710 N1'WO 7Y NATENN NNIXN NNTAN 1WOXN
N3N N 197100 NI'EN DR NNOPAN NNTENN 17710 N1'WL ,N7U9IN NNYORN TWND
.NTIAYN 01 170N 2'on win'wa

ninTan) Advanced Battery Charge Configuration 7yon ninwoxn ,7Tnn n1Mad
Jnavim (277100 N1'YL Y NINTENN ANIXN

TAXN §'VOQ ININND ANTENN ANTAN 2¥N NIX V9N L,IT NNWOK A'X¥N'7 T N @
NTENN NN 7W NITNWON

Enable Advanced Battery Charge
Configuration

Type-C 7anna nnn

.Type-C-n nannn 1Nx7 N1v n'2nn ‘Mmwunn Nd>1NX DX 1 Tan? 17 T7WoNn

ONI 7.5 :2Thn nMa W

Type-C 7anna nnn

Peak Shift

S7nwn 7Y DN N>MIY NIYY 17002 07710 NIYYNRA TIAY7 2UNN7 TWOKRN K7 IN WWONN
N7y9m (X'w ndX niywa [1Do'n 7y9n) Enable Peak Shift nnwoxn ,71hn N1

NAXN QY01 ININND NNTENN ANTan QXN NKX V9N ,IT NNYOKN A'¥N7 D Nvn @
JNTENN ANTan 2V NI'NYOKN

N>"MX NIy [1D0'N WWOKR) Enable Peak Shift
(NN

USB PowerShare

.awnna USB PowerShare 7w nnawn Ix n7yon

.nnawin USB PowerShare ninwosxin ,7Thn n1Mad

USB PowerShare 7von

Yyan ,noaynn WIX' NX |]ID'7 T> TAYNN DIN DX 70101, xnn [11'X X N'AWN IX 7'von
.MILABNLNI

.DITINA DWINAL WY ,NI019107 NI7'AY NNTAN .NINI0N A0INA NNWOKRN ,2Thn 1NN

mIn 71nna

USB Wake Support

a¥nn awvnnn NX X'x¥m Dell 7w USB-C 2101 n2'ay NINN 12N ,N'7usim IT NNWOKNYD
12D 2¥NN IX NI'Y Q¥ L, NINNn

N1'ayn NINN N1'w axnn ax'x') Wake on Dell USB-C Dock nnwoxn ,7Thn N1
N%vom (Dell w USB-C 112'na

TNAXN §'VOQ ININND ANTENN ANTAN 2¥N NIX V9N ,IT NNWOK A'¥N'7 T N @
NTPNN NN 7W NITNWON

n1'w axnn nr'x') Wake on Dell USB-C Dock
(Dell 7w USB-C 112N n1avn ninna

.N7uonN Nd>wna (S3 2¥n) N1'w ax¥n? 013'N7 AWNNN NINWOX X NV IX 7'von Block Sleep
NAVYIN N'Y DION NNWOKXN 77NN 11N
Intel Rapid Start NNWOXN ,N1'W 1¥N7 0101 X7 AWNNN ,N7U9IN NNYONNWD Ny @
N'N DX NP N72YONN MDA 7W Munn Nd>NX NNWOKIL'UNIVIX [DIN] NNAYIN
N1'Y ax¥NY DTN
NAXN V01 ININND NATENA ATTAN 2¥N DX W90 ,IT NNWON 1¥n7 "1 nwa|(7)
NTPNN DTN 7Y NIMNYOKN
Lid Switch

.N02NN ANN NX N'awn IX 7'von

N72Y911 102NN ANN NNWOKXN ,7Thn 11N

noon ann n7von

,N72vu9m NNWoRNW) Intel Speed Shift N*a1711502 N>'NN 7w NNAWN IX N7V9N TWONN
JUNIVIR 91K DM'RNNN TAYNN 'WIXA IR NN N7V90N Ndwn

.N7vom Intel Speed Shift nuar'dv nNwoxn 71NN N2
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NANLVAX V"IN — NDYNA NNTAN NI'NYWOX .48 n7av
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aAUNNN T 72V N¥NY NINNO5A [0NXAN NNVAKX [PNn RIN (TPM) Trusted Platform Module TPM 2.0 Security
.Remote Attestation ,Virtual Secure Mode ,BitLocker [122 NN N19X¥N NIXY?

.n7vom TPM 2.0 Security nnwoxn ,7Tnn n1Mad

Trusted Platform Module nx 1'kwin? nx"mn Dell Technologies ,noo11 nnVaX IXY
N 91X 71p97 07X NNLAN N7V WOKRYT T uom (TPM)

.TPM-n 7w nnawn IX n7von nwie TPM 2.0 Security
.N7vom n7vis TPM 2.0 Security nnwoxn ,7TNn N2

AWOXY? ' 2wom TPM nx 'kwn? nx*mn Dell Technologies ,noon nnvax iIx?
N1 |91X2 71¥97 07X NNLAX NIA7ID0Y
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NAXN 9'VOQ ININND NNTENN ANTAN A¥N DX 7V9N ,IT NNWOK A'¥N7 ' TD A
JNTPNN NN 79 NITNWON]

MNYIX AWOX NNYWOXRN NN .TPM 7w ndMnin N1 NU7IY YK AWOR NNYOKRN n7voIn Attestation
.DNIYR 7Y N0 T n'nn Y7 TPM-2 win'w nyain

JD72yom (NwR "'wox) Attestation Enable nnwoxn ,71nn nnnad
N7VUDIN MWK AWOR NNYWORN NX 1'RUN7 nx'mn Dell Technologies ,noon nnvax X7
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[lonx? nwnwnn ,TPM 7w [IoNkN 12112 NUZIYV NINNSN [IONK N7Y90 NINWORN 2y9In 12NN [I0NKN
TPM 7w n'715'n X 0'7'22an NINNON [IONK N'72Y90 NNYORN NNAYN 070" T NINNON
.0"7y2N 2IM1 DX |ONXY

D%v9m (7voIn '™Inn jlIonkn) Key Storage Enable ninwoxn ,7Tnn n1Mad

[IonX N7Y90 NNWOKRN NIX 1'RWin? nx'7nn Dell Technologies ,n9011 nnVax Ix7?
.N7u9I NINNSN
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NI'ArYI9 [TAIX? IN DIN'RN NI'YAY DM2AY7 0717V XD, NNAVIN IT NIIDN TWKRD N
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JN'Y NIFNYOR AXN V0L IXRINND NN'Y NI'NYOKX V90 ,IT NNYWON A'¥n7 D nwn|@

TPM-n1 BIOS-n ,n7y9im nnwoxrn Twrd .SHA-256-2 TPM 7w win'wa nu'7w 1worn SHA-256
TPM PCRs-n N7 nimnn nX 2'Nin%? * 1 SHA-256 a1on Hash bnnia7xa o'wnnwn
DNA7NA 0'wnnwn TPM-n1 BIOS-n ,nnawin nnworn Wwxd .BIOS-n 72InnX 717nna
.BIOS-n 2innk 17nna TPM PCRs-n in'? nimmin nx 2'nin'? *1 SHA-1a10n Hash

.N7voin SHA-256 nnwoxn ,7TNn N1Mad

N7v9m SHA-256 nnwoxn nr 1'Rkwn? nx'7nn Dell Technologies ,n®011 nNVAX IX?

DN NITNWORK AN Y01 IXRINNAD NN'Y NIFNWOKR 7V90 L,IT NNWOK A'¥N7 ' T mun|@

J0wnn BIOS-n ax'y' AnX? TPM-2 amwin vy nzan ' NNWOKRND ,N7YU9IN X' UKD (nj) Clear
.WUTNN 7u9IN AWNNN AWK NAYIN Ax¥NY7 NTIN IT NNWOKR
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1IN1 DX N7 )IX WIWKRD 721 1R NNWORND NI 7'wonY? nx'7nn Dell Technologies
TPM-n

NA¥N 'YOI ININND MNTFNA AVTAN 2¥N DX Y9N ,IT NNWOR x0T 1 nwa|(§)
JNTPNN NN 79 NITNWON|

n'n'ion 0'V2'N 77 N7wonn Ndwn'? nworn PPl Bypass for Clear Command ninwoxn PPI Bypass for Clear Command
PTT-n nixna omion 0"1'w YWUK? Upann X7 ,n7wosin NNwsknwd PTT v

.nnawin PPl Bypass for Clear Command ninwosxin ,7Thn 1M
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. Taynn 7w N3N N19¥N NN 7¥ NNAvN I N7Y9n 16 TY) NINNSn-nann N'771d 1Nd'7 N19¥N
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Chassis Intrusion
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TINNY DTN NNWOKRN DX 1'RUN7 n¥*mn Dell Technologies ,no011 nnvax X7
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NAXN 9'VOL ININND NNTENN ANTAN A¥N DX 7V9N LIT NNWOK A'¥N7 "1 i
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Data Wipe on Next Boot

JIONKX [PNAN VTN DRNINY NNLVAIKN Ap'Nn N71Yy9 X' D1IM np'nn
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Start Data Wipe
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JNTRNN ANTan v NI'NWoN

a'm nnvax) UEFI Boot Path Security
(UEFI innx

7¥ "N wnnuNn DX YT 1T NIDN .ANYIPN [7NNA 0720 1N'T N1IdNA NV TWONN
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‘This option controls the TPM Physical Presence Interface (PPI). When enabled, this setting will allow the OS to skip BIOS PP user prompts when issuing the Clear command. When disabled,

this setting wil equire user physical presence interaction to follow instruction from BIOS.
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Intel® Total Memory Encryption

Multi-Key Total Memory Encryption (Up to 16 keys)
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Total Memory Encryption (TME) is used to protect memory from physical attacks including freeze spray, probing DDR to read the cycles, and others. Al of system mermory s encrypted by
the TME block attached to the memory controller. Up to 16 different encryption keys are supported for use of OSVMM.
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Chassis Intrusion

Chassis Intrusion

This field controls the chassis intrusion feature.

Disabled
Disable the intrusion detection feature

®© Enabled
Enable the intrusion detection feature and report
Intrusions during POST

Block Boot Until Cleared

© on-Silent

Enable the intrusion detection featurebut do not
display any detected intrusion during POST

When the *Block Boot Until Cleared" setting is enabled, you willnot be able to boot until retumning to this page to clear the warning. If an Admin Password is set, you will need to unlock Setup

to clear the warning.
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PPI Bypass for Clear Commands

‘This option controls the TPM Physical Presence Interface (PP1). When enabled, this setting will allow the OS to skp BIOS PPl user prompts when issuing the Clear command. When disabled,
this setting will require user physical presence interaction to follow instruction from BIOS.
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MultiKey Total Memory Encrypion (Up to 16 keys)

Total Memory Encryption (TME) is used to protect memory from physical attacks including freeze spray, probing DDR to read the cycles, and others. Al of system mermory s encrypted by
the TME block attached to the memory controller. Up to 16 different encryption keys are supported for use of OSVMM.
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‘This field controls the chassis intrusion feature.
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