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Notes, cautions, and warnings

@ NOTE: A NOTE indicates important information that helps you make better use of your product.

CAUTION: A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid

the problem.

A WARNING: A WARNING indicates a potential for property damage, personal injury, or death.

© 2025 Dell Inc. or its subsidiaries. All rights reserved. Dell Technologies, Dell, and other trademarks are trademarks of Dell Inc. or its
subsidiaries. Other trademarks may be trademarks of their respective owners.
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Installation overview

CAUTION: This reimaging guide is designed for system administrators. Do not attempt to reimage your
computer if you are not an administrator or if you are unsure of the procedures. Failure to follow instructions
may result in permanent data loss.

NOTE: The information that is provided in this guide is only applicable to computers with the Windows 11 loT Enterprise
LTSC 2024 operating system installed.

NOTE: Dell Technologies recommends that you download and install the device drivers from the Dell Drivers & Downloads
website. Installing device drivers from a non-Dell website can cause computer performance issues or corrupt operating
system files. It can also cause blue screen errors, unexpected shutdowns, or infect your computer with malicious software.

Use the Dell OS Recovery Tool to create a USB recovery drive that can be used to reinstall the version of operating system
installed in the computer.

Installation overview


https://www.dell.com/support/home/?app=drivers

Introduction

CAUTION: This reimaging guide is designed for system administrators. Do not attempt to reimage your
computer if you are not an administrator or are unsure of the procedures. Failure to follow instructions may
result in permanent data loss.

NOTE: The information that is provided in this guide is only applicable to computers with Windows11 loT Enterprise LTSC
2024 operating system installed.

Reimaging is the process of removing all software on the computer and reinstalling the removed software. Reimaging is required
when software in the computer is corrupted or damaged. It can also be used as a means of removing harmful and malicious
software in your computer. This reimaging guide provides the steps that are required for reimaging your computer.

This guide assists you in installing Dell Technologies-recommended software stack and settings, drivers, and applications, which
are tested and validated on the computer. The installation of the listed drivers and applications as described in the guide
enhances the optimal performance of your computer.

Dell Technologies also provides drivers and applications that are not included with the operating system. These drivers are
required to enable the following solid-state drives (SSDs):

256 GB PCle SSD

512 GB PCle SSD

1024 GB PCle SSD

2048 GB PCle SSD and larger capacity size PCle SSDs

It is always recommended to reimage on a newly installed operating system and not from any previous image-build. Ensure that
the BIOS settings, including SATA configurations and modes, are set appropriately and use the latest drivers and applications
when reimaging the computer.
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Updating or resetting the BIOS
Clearing CMOS settings

If flashing your computer with the latest BIOS update results in your computer being unable to boot, a BIOS reset is necessary.
Clearing the CMOS settings will reset the BIOS to factory settings. For more information about clearing the CMOS settings, go
to Dell Support Site and see your computer's Owner's Manual.

Trusted Platform Module (TPM) security

TPM must be enabled in the BIOS setup program for it to be deployed on the computer. Follow these steps to enable and
configure the TPM:

1. Turn on or restart your computer.

2. Press F2 when the Dell Technologies logo is displayed on the screen to enter the BIOS setup program.
The BIOS setup program is displayed.

8. On the left pane, select Security.
4. Select or clear any of the following options to enable or disable it, respectively:

e TPM state (Enabled or Disabled):

o Enabled: The BIOS will enable the TPM during Power-On-Self-Test (POST), and it can be accessed by the operating
system.

o Disabled: The BIOS will not enable the TPM during Power-On-Self-Test (POST), and it cannot be accessed by the
operating system.

e TPM 2.0 security On: The TPM is enabled and activated.
e Clear: The BIOS clears the information that is stored in the TPM.

5. Save the settings and exit.

6 Updating or resetting the BIOS


https://www.dell.com/support

Steps to configure USB key for ISO Imaging

Pre-requisites for ISO Imaging

1

Download the appropriate Windows 11 loT Enterprise LTSC 2024 operating system ISO image from Dell Support Site page.

@ NOTE: Download the .zip file and extract the iso file out of the .zip file. Make sure that the iso file is unlocked before
configuring the USB Key.

Download and install the Dell OS Recovery Tool, available for Microsoft Windows only.

A USB flash drive with a minimum of 32 GB of available space.

Administrator user rights and at least 64 GB of available hard drive space to download the Dell operating system recovery
image.

A wired network connection for network stability is recommended.

It is recommended to disable any anti-virus software during the download.

Download and install the Dell OS Recovery Tool

1

Launch the Dell OS Recovery Tool and click INSTALL.

Co,’ Dell Update Package

Dell USB Recovery Tool Application D

Vv (A00)

Install or update your system with this software
Only extract contents of software update EXTRACT

© 2008 - 2021 Dell Inc. All rights reserved.

Figure 1. Dell USB Recovery Tool Application

2. Click CLOSE and launch the application from the desktop shortcut.

Steps to configure USB key for ISO Imaging 7


https://www.dell.com/support
https://www.dell.com/support/home/en-us/drivers/osiso/recoverytool

@ Dell Update Package

Dell USB Recovery Tool Application
v (~00) NN

The update installer operation is successful.

®© 2009 - 2021 Dell Inc. All rights reserved.

View Installation Log CLOSE

Figure 2. Dell USB Recovery Tool Application

3. Select SWITCH TO ADVANCED RECOVERY displayed at the bottom of the tool.

OS Recovery Tool

Automated Recovery Step 1: Select a computer

Welcome, Admin This computer Another computer

) g .
Having trouble with your system? N @ service Tag/Express Service Code

Start by selecting the computer you'd like

to recover. € No 0S images defined for the product.

NOTE:

You'll need a USB with 16 GB of
space available. Existing content
will be deleted.

@ 33 SWITCH TO ADVANCED RECOVERY

Figure 3. OS Recovery Tool

4. In Select an OS image, browse to the downloaded ISO image and click NEXT.

8 Steps to configure USB key for ISO Imaging




OS Recovery Tool

Advanced Recovery

Welcome, Dell. This app will help you
recover and install your OS Image.

Select preference

Select an OS image

Browse

Select from available OS images

O For this computer

>\Users\DeNDeskiop\ Thn0OS 10

Get started by selecting which device 1is0 Q O For another computer
you want to create a recovery key to

support.

3¢ SWITCH TO AUTOMATED RECOVERY “

Figure 4. Upload the ISO file

5. Click BURN OS.

OS Recovery Tool

Advanced Recovery Step 1: Select USB drive

We'll walk you through the process of USB drive
downloading and saving the software D: Samsung Type-C USB Device, DELLRESTORE, 3268 v

Il ni ver m| T
you'll need to recover your compute: Partition Style

Insert a rewriteable USB drive with 16 GB MBR v

of space available.
I understand that the selected drive will be reformatted and existing data will be deleted.

Recovery Image C:\Users\Admin\Desktop\DellWyse_OptiPlex_3000_OSRI_USBImage_Feb2022.1SO

GO BACK

BURN 0S

@ 3¢ SWITCH TO AUTOMATED RECOVERY

Figure 5. Burn OS

6. Wait for the image registration to complete and click Close.

Steps to configure USB key for ISO Imaging



OS Recovery Tool

Advanced Recovery Step 2: Save local OS image for recovery

SupportAssist OS Recovery will

automatically download and save to your Start extract iso. 8 minutes, 50 seconds remaining
USB drive.
Recovery Image C:\Users\Admin\Desktop\DellWyse_OptiPlex_3000_OSRI_USBImage_Feb2022.1SO
Destination D:DELLRESTORE-32GB
—® -

Figure 6. Image registration

©

OS Recovery Tool

STEP 2: DOWNLOAD AND SAVE Saving %0 USS drive

SupportAssist 05 Recovery will
Ver tyre e

ol s R Y T
USE drive

Recovery image Custom image
Destnation Senluk Dual Orive USH Device. 5060

°_© CANCEL

Figure 7. Image registration

7. This completes the Recovery USB drive creation. Remove the USB drive.
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Reimaging or Deploying the recovery image
created in a USB drive

Insert the Windows11 1oT OS Recovery USB Key into the USB port of the designated computer.
Power on the computer.

Press F2 to enter BIOS setup.

Enter the BIOS admin password for any required changes. The default password is “Fireport”.

AN o2

@ NOTE: The screenshots depict an example of the BIOS screen on a different platform. The version information varies
depending on the application used for installation. The screens may also differ slightly based on the BIOS version of your
device.

5. Navigate to the Integrated Devices section on the BIOS menu and ensure that Enable USB Boot Support is enabled. This
option is enabled by default.

BIOS Setup

Integrated Devices

Advanced Help Text Admin
Setup Password =
€ n € o
Camera
Overview

Enable Camera

Boot Configuration Click the checkbox to enable the Camera.

I Integrated Devices

Storage
Display Audio
Connection Enable Audio
Power
SK‘;Y Use this setting to switch allntegrated audio On/Off, or enable/disable the microphone and the intemal speaker separately
Passwords @ on
Update Recovery .
Syt et Enable Microphone Enable Internal Speaker
Keyboard
Pre-boot Behavior .
it - USB Configuration
Performance When USB Boot Support is enabled, bootable USB mass storage devices (such as HDD, flash drive, CD/DVD) can boot through the boot sequence or boot menu. USB ports are also
SystemLogs functional in an OS environment. If disabled, the bootable USB mass storage devices are prevented from booting through the boot sequence and boot menu, but USB ports are
functional in an OS environment. h‘
Enable External USB Ports Enable USB Boot Support
Unobtrusive Mode
Enable Unobtrusive Mode
When the feature is enabled, this option will turn off all system light and sound.
Toggling <Fi hift>+<B> enters and exits d ¥
About

LOAD DEFAULTS [ APPLY CHANGES | MRS chongeswere made EXIT

Figure 8. Enable USB boot support

6. Navigate to the Storage section on the BIOS menu and enable the RAID On option under SATA/NVMe Operations is
enabled. This option is enabled by default.

Reimaging or Deploying the recovery image created in a USB drive 1"



D%LL BIOS Setup

Storage
VIEWALL
Advanced Help Text Admin
Setup Password SATA/NVMe Operation -
oN

COx  «© SATA/NVMe Operation

Set the operating mode of the integrated storage device controller.
Overview
Boot Configuration Disabled AHCI/NVMe ® RAIDOn
Integrated Devices Allintegrated storage devices are Storage device is configured for Storage device is configured to support

disabled. AHCI/NVMe mode RAID functions with VMD Controller.
SIC0 When enabled, all \VMe and SATA
Display devices would be mapped under VMD
Connection controller. Windows RST (Intel® Rapid
— Storage Technology) driver or Linux
Security kernel VMD driver must be loaded in
order to boot the OS.
Passwords
Update.Recovery
tem Management

Syvam Mansy Storage Interface
Keyboard
Pre-boot Behavior Port Enablement
Virtualization Support Select onboard drives to enable:
D This page allows you to select the onboard drives you would like to enable.
Sisantone M.2 PCle SSD

@ on

SMART Reporting

Enable SMART Reporting

If SMART (Self-Monitoring, Analysis, and Reporting is enabled, the BIOS analytical from integrated drives and send notifications during startup about

possible future failure of the hard drive. <
About

LOAD DEFAULTS APPLY CHANGES hanges were made N EXIT

Figure 9. Enable RAID On option

7. Navigate to the VirtualizationSupport section on the BIOS menu. Under DMA Protection, set Enable Pre-Boot DMA
Support and Enable OS Kernel DMA Support options to OFF.

BIOS Setup ) 96%

Virtualization Supp

iew aLL
Adverced Help Text Admin
Setup Password Intel® Virtualization Technology A
on :
©Ox |© Enable Intel® Virtualzation Technology (V)
When ON, the system will be able to run a virtual machine monitor (VMM).
Overview
Boot Configuration @ oN
Integrated Devices
Storage
Display VT for Direct I/0
Camcin Enable Intek® VT for Direct /0
Power
ety When On, the system will be able to perform Virtualization Technology for Directed 1/0 (VT-d). VT-d is an Intel method that provides virtualization for memory map 1/0.
Passwords () ON
Update, Recovery
System Management
Keyboard DMA Protection
Pre-boot Behavior
I e st These settings control the BIOS support for Preboot and Kernel DMA protections. The settings are provided for compatibility purposes, since some older hardware is not DMA
capable.It is recommended that these settings are set to enabled and are only disabled if there is an issue with specific hardware.
Performance
SystemLogs Enable Pre-Boot DMA Support
This setting controls Preboot DMA protection for both Internal and External ports.
@ orr
Enable 0OS Kernel DMA Support
This setting controls Kernel DMA protection for both Internal and External ports. This setting does not directly enable DMA protection in the OS. However, for OS's that support DMA
protection, the setting will indicate to the OS that the BIOS supports the feature.
D oFF v
About

changes were made BT

LOAD DEFAULTS APPLY CHANGES

Figure 10. VirtualizationSupport

8. Select APPLY CHANGES and then click EXIT.

9. When the computer reboots, press F12 to trigger the Boot Menu and select the bootable Windows 11 loT OS Recovery
USB Key and then press Enter.

12 Reimaging or Deploying the recovery image created in a USB drive



One-Time Boot Settings
flow for SRecove

NOTE

Once a system and/or admin passwordis set, the
system will always prompt for system and/or admin
password during boot

UEFI Boot Devices

@
{2 Meriin Non-Pxe
G uerik

ws Boot Manager

XEJ26 1

UEFI JetFlash Mass Storage Device
092NNIEVHOJVBFH3

& UEFIHTTPs Boot (M.

Figure 11. Boot Menu

|l Imaging Mana

Figure 12. Dell Imaging Manager

50ZNS256G NVMe KIOXIA 256GB

Pre-Boot Tasks

BIOS SETUP

Configure BIOS options and control how you

em functions.

SupportAssist OS Recovery

Analyze, repair and restore your system

Reimaging or Deploying the recovery image created in a USB drive

Change important BIOS settings on your system configure how your device works and troubleshoot issues us

BIC

BIOS and Fimware Upda

10. The computer boots up and launches the Dell Imaging Manager. Click Apply Image.

309GB

11. Select the Windows 11 loT Enterprise LTSC 2024 image. Click Apply Image.

Flash Update - Remote

SERVICETAG BIOSREVISION

wvoIvi

BIOS updates

Device Configuration

Configure de
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Dell Imaging Man

309GB

1
Apply Image

WIE11Dell_Pro_14_March2025

Figure 13. Windows 11 loT Enterprise LTSC 2024 image

®| NOTE: The image displayed above is an example. The screen will show the image you created on the USB key.

12. The Confirm Applying New System Image window appears. Click Yes, Proceed.

Confirm Applying New System Image X

Applying a new Image to your device is an irreversible process. Are you sure
you want to proceed?

roceed

Figure 14. Confirm Applying New System Image

13. The computer enters recovery mode and displays progress indicators for the image application process.
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/\ Do not Remove the USB until this process is done.

N’

Preparing for Push

Figure 15. Recovery mode

14. A message will prompt you to remove the USB key. Please remove the USB key.

48 Dell Imaging Manager

USB Imaging Tool Initiated

al: Please remove all the

Figure 16. Remove the USB Key

15. The postimaging process begins after a short period.

Reimaging or Deploying the recovery image created in a USB drive 15



Tasks are being executed....Please wait

Figure 17. Post-imaging process

16. Once the installation is complete, the device boots to the desktop.

16 Reimaging or Deploying the recovery image created in a USB drive



Capturing an image to the created USB drive

1. Log in to the device as an administrator.
2. Disable the Write Filter:

a. Double-click the Dell Wyse WF Disable icon on the desktop.
b. The Write Filter is disabled and the device restarts.

Log in as an administrator again.

Insert the Windows 11 loT Recovery USB Key into the USB port of the designated computer.
Go to This PC. Double-click the partition of the Windows11 loT OS Recovery USB Key.
Inside the partition, double-click the DIM_USB folder.

o o oo

= DELLRESTORE (D)

“ A C D > ThisPC > DEURESTORE(D) >

WVA2025 758 P

B Tha PC

> w= DELLRESTORE (C

B Network

640 AV

B Q sexch | 5 _: v A @ADL

Figure 18. DIM_USB

7. Launch the DIM.USBImaging.exe file to open the Dell Imaging Manager screen.

Capturing an image to the created USB drive
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DIM_UsB S

< v} ) This PC

@ New

YHome

* DIM. dll
Ry Gallery DIM.Common.

¥ DIM.ImagerLib.dil

DELLRESTORE (D:) > DIM_USB Search DIM_USE

W N = View

Date modified

AN

4% DIM.USBImaging

2/14/2025 12:37 AM

B Desktop R
+| NewtonsoftJson.dll

B3 Downloads « WinloTUlLib.dil
£ Documents
PR Pictures

B Music

K2 Videos

M This PC

w= DELLRESTORE (C

3 Network

512:37 AM

AM

Disable Sitems 1item selected 407 KB

2R Q search

Figure 19. Launch Dell Imaging Manager screen

8. Click Capture Image.
)

Dell Imaging Manager

WESWJP6RHY

.

Apply Image Capture Image

BE Q search

Figure 20. Capture Image

9. Click Create a system image.

18 Capturing an image to the created USB drive
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Dell Imaging Manager

WESWJP6RHY

.

Apply Image Capture Image

terface.
C 2024 admin guide at

™ = 6:41 AM
BR Q search E = & ARV s

Figure 21. Create a system image

10. In Select Drive and Capture Image screen, click Yes, Proceed.

Select Drive & Capture Image

1 To capture an image of this device, select a drive from the options below.
Click ‘Confirm’ to start capturing the image.

Figure 22. Select Drive and Capture Image

11. Select a removable drive for capturing and click Confirm.

Capturing an image to the created USB drive 19



Select Drive & Capture Image

To capture an image of this device, select a drive from the options below.
Click ‘Confirm’ to start capturing the image.

@ Drive D: v Selected

L

Figure 23. Select drive and capture image

12. The Create a new System Image screen appears. Click Capture Image.

Application Del

Control C. ; Create a new System

ImageSource

uss

Update Password

Join a Domain

Cancel || Capture Image

K2 Videos

> Ml This PC
> e DELLRESTORE (O

> WlNetviork

Sitems 1item selected 407 KB

- 6:43 AM
mm Q Search E = {“_@ ~ABND s

Figure 24. Create a new System Image

13. The device reboots and initiates the pre-sysprep process. Once the post-sysprep process is complete, it successfully
captures the image to the USB Key.

20 Capturing an image to the created USB drive



Tasks are being executed....Please wait

/A\ Do not tum off the system until this pr

Preparing for Capture Task Progression
Preparing for Capture
Executing Sysprep

Finalizing

Figure 25. pre-sysprep process

Capturing an image to the created USB drive 21
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Reinstalling drivers and applications

Drivers and applications are software that enable operating systems to communicate with the hardware devices and software in
your computer. Devices such as video and sound cards require drivers to function correctly, and enable users to adjust hardware
settings.

Device-specific drivers may have to be downloaded and installed separately. Dell Technologies recommends that you download
the device drivers for your Dell Technologies computer from Drivers & Downloads.

Applications must be downloaded and installed separately. Dell Technologies recommends that you download the required
applications for your Dell Technologies computer from the Dell Download Center.

Displaying drivers and applications on your computer

1. Turn on your computer.
2. Go to Dell Support Site.

3. In the Search support field, enter the Service Tag, Serial Number, Service Request, Model, or Keyword of your computer,
and then click Search.

@ NOTE: If you do not have the Service Tag, Serial Number, Service Request, Model, or Keyword, use the SupportAssist
feature to automatically identify your computer. You can also click Browse all products to manually browse for your
computer.

4, Click Drivers & downloads.

5. In the Operating system drop-down, select the operating system that is installed on your computer to get a list of the
drivers and applications available for your computer.

22 Reinstalling drivers and applications
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Getting help and contacting Dell

Self-help resources

You can get information and help on Dell products and services using these self-help resources:

Table 1. Self-help resources

Self-help resources

Resource location

Information about Dell products and services

Dell Site

Tips

Contact Support

In Windows search, type Contact Support, and press
Enter.

Online help for operating system

Windows Support Site
Linux Support Site

Windows loT Enterprise

Access top solutions, diagnostics, drivers and downloads, and
learn more about your computer through videos, manuals, and
documents.

Your Dell computer is uniquely identified using a Service Tag
or Express Service Code. To view relevant support resources
for your Dell computer, enter the Service Tag or Express
Service Code at Dell Support Site.

For more information about how to find the Service Tag for
your computer, see Locate the Service Tag on your computer.

Dell knowledge base articles

1. Go to Dell Support Site.

2. On the menu bar at the top of the Support page, select
Support > Support Library.

3. In the Search field on the Support Library page, type the
keyword, topic, or model number, and then click or tap the
search icon to view the related articles.

Contacting Dell

To contact Dell for sales, technical support, or customer service issues, see Dell Support Site.

@l NOTE: Availability of the services may vary depending on the country or region, and product.

slip, bill, or Dell product catalog.

NOTE: If you do not have an active Internet connection, you can find contact information in your purchase invoice, packing

Getting help and contacting Dell 23
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