- _________________________________________
@ BROADCOM

Brocade® Fabric OS® Web Tools User Guide, 9.2.x

User Guide
April 28, 2023

FOS-92x-WebTools-UG100
April 28, 2023



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

Table of Contents

INErOAUCTION.....cccceee e 8
Supported Hardware and SOFtWAre.......... . mm e e e s s e s mmmn e e e e e e s s e n e nnnn 8
Contacting Technical Support for Your Brocade® ProduCt..........ccceceueueueueueucesesesesesessssssssssessssssssssssssssssssssssssssssssssaes 8
DocUMENt FEEADACK.......cciiieiitiir it r R R R a e n e ar e 9

Getting Started with Web ToOlS..........iiirrr - 10
Launching Web TOOIS........oo it s s e s e nme e e e e e e e s e mmn e e e e e e e e n s nnnn 10

510 T oTo] g dl fo Tl B =15 1Y, Lo T L= TN I 0 =T 0 o -SSR 11
Overview of the Web Tools User INterface........ .. 12
Configuring @ NEeW SWItCR.........coiiiiieeccrr e s s s s e s sn e ee s ne e ee s mn e e ea s snneeeasanneenansnneeeassnnnennanan 14

LiCeNSING OVEIVIEW.....ccoiiiiiiiiismnsrr s s s s s s ss s e s e e s s s s s s mmmmnn e e n e e e e e eesenn s s nnnnnnnnns 15
X o 11T - T I e 5 = - 15
REMOVING @ LICENSE......ceee e e e e e e s e m s R e e e e e e e e s e anmm e e e e e ee s e a e mmnnn e e e e e s 17

T o L PP 18
Access Control List Policy Configuration..........ccccciiiiiiimiiniiis s ssanes 18

Creating and Activating an SCC, a DCC, or @an FCS POlICY.........couiiiiiiiieiiiiie et 18
Configuring an SCC, @ DCC, O @n FCS POlICY....ccuiiiiiiiiiiiiieee ettt e e e e e e e s e st e e e e e e e e e s s ennnraaeees 19
Deleting an SCC, a DCC, and an FCS POIICY.......cci ittt e e e e e e e e e s e e eeeeaeee e s 21
Distributing an SCC, @ DCC, 0OF @N FCS POlICY.......cuuuiiiiiiiiiie ettt e e s s e e e snereeesasaaeeesannneeens 21
Fabric Wide Consistency Policy Configuration............ccccceiiiicciciimmininii s sssecsses s s s ssssssssssss s se s ssssssssssssssesseessnsssssnns 22
Authentication Policy Configuration............ccciiiiiiniii s —————— 23
Configuring and Distributing an Authentication Policy for E_ Ports and F_Ports..........cccccciiiiiiii e 24
Setting @ Shared SECIret KEY Pail..........uuiiiiiiiii i e e e e e e e s e e e e e e e e e e e asanraeeeeaeeeeeaaaanns 25
Modifying @ Shared SeCret KeY Paim..........oooi it e e e e neneee s 26

L L= 1 =T F= T T=T 4= o 27
(070 a1iTo 0 a1 aTe 1l 11 (=Y RS 27
Distributing @n [P FIlter POHCY .......coouiiiieiee et e et e et e e s e e e e e e nnbe e e e e annes 29
Deleting @n 1P FIltEr POIICY ... ... ettt ettt e e e e e e ettt e e e e e e e e e s e nbe et e e e eaaeeeaaannbeeaeeeaaaeeeas 29
Enabling an IP Filter DisStriDUtiON POJICY.......c.ciii ittt e e e e e e e e e e e e s e eeaaaeeeaenaans 30
Remote Authentication and AUtROriZation............. e e 30
Remote Authentication Configuration Using @ RADIUS SEIVET...........oiiiiiiiieeiiiiiee et eeieee et e e siaeea e sneaeaa e 31
Configuring and Enabling Remote Authentication Using a RADIUS Server......cccccccooiiiiiiiieeeie e 31
REMOVING @ RADIUS SEIVET ..ottt e e bttt e e e b et e s e bt e e s abe e e e e snbe e e e e anneeeas 32

Remote Authentication Configuration Using @ TACACS* SEIVET.......ccuuiiiiiiiiiie ittt 32
Configuring and Enabling Remote Authentication Using @ TACACS+ SEeIVer.......cccveeiiiiiciiiieeieeee e 33
REMOVING @ TACACSH SEIVEN ... .ottt ettt e e e bt e e e e a bt e e e s bb e e e e e aabee e e e anbeeeeeannees 34

Remote Authentication Configuration Using @an LDAP SEIVET..........cuiiiiiiiiiiiiiie et 34

FOS-92x-WebTools-UG100
2



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

Configuring and Enabling Remote Authentication Using an LDAP Server.........cccoccvoveeiiiieee e 35
REMOVING @GN LDAP SEIVET .....ciiii ittt ettt e e e e e e sttt e e e e e e s s st e taeeeaaaeeesaassstaaeeaeaeeeeeannsnbanneaaaens 36
Mapping LDAP RoIes t0 SWItCh ROIES. ... et e e e e e e e e e e e e e e e e e e e e ennneeeeeeas 36
Modifying an EXiSting LDAP ROIE.........oiiiiiiiie ittt et et e e e et e e e et te e e e e nbae e e e anreeeeennneeas 38
RemMOVING AN LDAP ROIE.........eeieiiiiee ettt e e e e e e e e e e e s e s e aeeeeeaeeessaassstaaeeeeaeeeaeaannennnees 39

User and Role ManagemeENnt...........coiuiiiiiiiiiiieis i s s n e e a R e e e e am R e e e s an e e e e nnn e 40
(0L T oY 1V F= T =T =T o T o | PR UERPPR 40
Creating User-DefiNe@d ACCOUNTS........ccoi ittt ettt e e e e e e et e e e e e e e e e e st aeeeaaaeeesaanssbaseeeeaeeeeeaannnseees 41
MOAiIfYING USEI ACCOUNTS. .....coiiiiiiii et e et e e e bt e e e ab b et e e e ab b e e e s e nbe e e e e annbeeeeeannees 42

Deleting UsSer-DefiNEd ACCOUNES. ......cicuuiiiie ittt ettt e et e e e ettt e e e ettt e e s s asbeeeeeansteeeeeansteeeeeanseeeeeennnes 45
USEI-DEfiNEd ROIES. ...ttt b et s bt e e bt e e he e e st e e e aar e e e ssn e e nbe e e s ne e e nnee e 46
GUIdeliNes aNd ReESIIICHONS. ...t e e e et e e e b e e e e e anb e e e e e nbe e e e e nnnes 46
Creating @ User-DefiNed ROIE...........oiiiiiiiii ettt e ettt e e e sttt e e e s anta e e e e sasbeeeeesseeeeeeanseneaeanns 47

Editing @ USEr-DefiNe@d ROIE........c.cii ittt e e e e e e e e e e e e s e e st e e e e e eaaaeeesannnsraneees 47
Deleting @ User-Defined ROIE........ooo et e e e e 48

L T = T YT T o= EoTo T o] o L= 49
Setting RUIES fOr PASSWOIAS.......cuiiiiii it e e e e e e e e e s et e e e e e eaeeea e s sntasaeeeaaaeeesananssraaneeeaeeeanan 50
Setting @ Password as EXPIFEA. ..o e e e e e e n e 50

(8] 0] oot (1 g JE= Tl =TT Yo o PP 51
Monitoring the Web Tools Dashboard...............ciiiiiimiiccriir s s 52
0T T e T T T o o 53
0T T o g T IR Y=Y o 53
Monitoring SwitCh Health............ .. e e s s s s amn e e e e e s e e s s s sanmnere e e eesen s snnnnnnennens 54
Monitoring Switch Utilization..........ccooiiiic e ——————————— 56
LCT=Y 1T =11 ¢ Vo = RS Lo o T 20T o o o 57
SV o3 g Y {1 P T = T 1= 4 o o SO 58
T o T LY 58
Displaying FabriC PrOPertIES. ... ... o ittt et e e e e e ettt e et e e e e e e s e naebeeeeeaaeeeaaannnbeseeeaaaeaaean 59
Editing the Switch Name and Network Configuration...............ooei i 60
Initiating a Reboot or Fast Boot of the SWItCh..........o.eeii e 60
Enabling and Disabling @ SWITCh..........oii i e e et e e e et e e e e e e e enneeas 61
Configuring Switch and Chassis BEACONS............uuiiiiiiiiiiie e e e e e e e s e e e e e e e s s eannreaeees 62
Displaying Name Server INfOrmMation...........ueoi i e e e e e neeas 63
Displaying Zone Members fOr @ DEVICE..........oiiiiiiiiie ettt e e et e e e e s e e e s enbee e e e enbeeeeennneeas 65

Using Switch High Availability FEATUIES.........ciiiiii it e e e e e e e e e s e e e e e aaeeeaean 66
Synchronizing Services between Control ProCeSSOrS. ........uuiii i 67
LaT1 = (g Yo = T O e =110 Y= SRR URRE 67

40 T 11 T 0 A=Y 7 PSR 67
Y= g o F= o o] 1= S PR PPP 68

FOS-92x-WebTools-UG100
3



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

PBEI ZONES... ...ttt e e e e e e e e ata bt e et e eee e e e e e e aheeeeeeeeeeeeeaaaanbeeeeeeaeeeeeaaaannreeeaeaaeeeaaan 68
LSAN ZONES...ce ettt ettt b e h et h Rt R e e e e R et e R et e e R Rt e e Re e e e R e e e e E et e ann e e e re e e nre e e nree e 68
(IS NN T o] o U= S PSPPI 69
Creating and EditiNg ZONE AlI@SES.........cooiiiuiiieiiiiiie ettt e ettt e e e sttt e e e e st aeeeeaastaeaeeasteeaeeanseeeeeaansaeeeeanens 69

(O (=T= (] alo J= T o) o 1Y Y L= 3P PEERR 69

Editing an EXiStING ZONE AlI@S........coiiiiiiiii ettt e e e e e e e 70
Creating and EdItiNg ZONES..........ooiiiiiiiiiiiiii ettt e et e e e et e e e et et e e e s bte e e e e nbae e e e anreeeeeannaeeeeeannes 70

(@7 (=T i o [ o] o1 RSP 70

Editing @n EXISHNG ZONE........ooi ittt e et e e e et e e e e e b e e e b e e e 72

CloniNg @n EXIiSHING ZONE......coo ittt ettt e s e e e et e e e e e nbe e e e e bt e e e e e nntaeeeeanraeeeeenees 72

(07 ] a1iTe 0Ly aTo 7o T =Y. SRR 73
Creating and Activating a Zone Configuration..............coouiiiiiiiiii e 74

Cloning an Existing Zone ConfiQUIation...............oiiiiiiiiiiiie ettt et e e s e e e s e e s snseeeeeennneeeens 74
Modifying an Existing Zone Configuration.............ceuiiii i r e e e e e e s ar e e e e e e e e e ennnes 75

Deleting @ Zone CONfIGUIAtION. ..o i et e e e b et e e e b e e e e nbre e e e e nnees 76

ST i1 g T o o 1o Y =) 1= =Y (o= S 77

(@70] aliTe 8] aTe JIK= e o 11aTo N o] [T V7P SEEPRR 77
Configuring the Zone Fabric-Lock Failsafe TImMer...........oiiiiiiii e 78
Clearing the Zone Database...........cocuuiiiiiiiiiie ettt e et e e et te e e s et e e e e e steeeeesnnteeeeennseeeeeannees 78
Performing @ Firmware UPGrade...........ciccccciceimmiiiiiisiisssseeesessssssssssssssssssesesssssssssssssssssssssssssssssssssssssssesssssssnnnsssnsnsssnnans 79
IP Address ManagemeENnt.........cccueiiiiimiiiiiiiis i r e Ean e RS R R R EA R R Ra R E R e a R naan 81
LCT=Y 1= = LI 0o 3T 10T = ' o 84
Setting the PrinCIPal SWILCN.........uiiiiiiiiee e e e e e e e s e e e e eae e s e s s st s teeeeaeeeesaanssrrnneeaaees 84
Configuring the Domain NaME SEIVET..........oo et e e e e s enbe e e e e annes 85
Configuring Packet Data Transmission Data for @ FabriC...........coooiiiiiiiiiiiie e 85
Configuring the System Read LiNK STatUS..........cooiiiiiiiiiiiiie e e e e e e e e s nraaeeees 87
Setting CSCTL QOS MOGE..... ..ottt e et e e et e e e e a bttt e e e e a s be e e e enbb e e e e anbeeeeeannbeeaeeanneeas 87
Establishing Credit Stalled Device QUAarantine.............coceiiiiiiiiiie e 88
Configuring @ DYNamiC PoOrt NAME........cooiiiiiieiiie ettt e e e e e e e e e e e e e e e e s st e aeeeaaaeessasnnnraaneeeaens 88
Port Management - Switch Port Overview...........cccoiissrrr s 91
L =T T T ) oo T 1Y o1 92
=] 4 =10 010 Vo T o O 95
Enabling or Disabling PoOrtS.........ciiiiiiiiii i n e 96
Viewing Error StatiStiCs. .. ...ccoviiiiiiiirciii i e s s e e mn e e s e e san e e e an e e e mn e e e e nnn e e e e nnnnn s 97
LR L=TT=] V] Vo T o oY I T Y o TSP 98
R = YT T B oo o A T LT o 929
LD E=3 o] 44145 Lo TR0 T 117 43T 1= SRS 100
X AV TaTeT=Yo [ o oT o 020 o o [ =1 o o N PR 100
1O7e] o) iTe U g1 aTe Il =1 o7 Y o] 1 o] o O PRSPPI 101

1070 ] a1 o [¥ 4T aTe I @] 4] 014 =111 o] o USRS 102

FOS-92x-WebTools-UG100
4



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

1070 1To 18 4T aTo T 1 = SRR 103
(00T a1iTe 0Ly TaTe [ ot =X - T I T PREERR 104
CoNfIGUIING NPTV POIES. ...ttt et e e e b bt e e e e a b e et e e ann b e e e e e anbe e e e e annbeeeeeannes 105

10T 1o 18 TaTaTe T\ Lo AV 1Y = G oo 1o TS 106

(0] a1iTe 8Ly TaTe O3] O I H 1Yo o [ SRS 107
Enabling or Disabling CSCTL MOUE..........uuiiiiiiiieie ettt e e eb e e e et e e e e nnnes 108

1070 T a1 iTo U g1 aTe [l o Ty d = T=T=Teto] o 1= SRR 108
Configuring Port PEEr BEACONING.........cciiiiiiiieiie e ettt e e e e e e s e e e e e e e e e e s e e e eeeaaeeesaasnsbeaneeaaeeeeesannsnsanneees 109

107e] a1 iTe U qTaTe T I 18] 011 o T TR PR RR 111

1070 T oo 18 lgTaTe [l o Tu =11 aTe 10 Tc TR RSRR 112
Configuring Target Driven ZoNiNg MOGE..........ccuuuiiiiiiiie ettt e e e s e e e e e e e e e s st ta e e e aaaeeessaannraeaeeeeaaeeeesannnnes 113

1070 ] a1 iTe U TqTaTe I =1 = T 07 (=T || S PP PRP 114
BTN g T T o o I 7Y - 115
Configuring AIOWEA POrt TYPES...ciii ittt e e e e e e e s et eeeeaaeeeseaansbaaaeeeeaaeeesasnsnntanneeaaeeeaaas 120
Configuring Speed COMDINATIONS. .......oi.uiiiie ettt e e e et e e s a bt e e e e s see e e e e abeeeeesannneeeas 120

R T gL o1 (o= 14 o [l o o - TR 120
Enabling or Disabling Application Header SUPPOIt.............uuiiiiiieiiiiiceeeee e e e e e e e e e e e ennreaeees 121
Configuring INVestigation IMOAE...........ooi ittt e e st e e s e nbe e e e sbee e e e e nees 123
VAL g T I o O o Ty S = 1] (o TSR 125
VIeWiNg GIgE PoOrt SatiStiCS. ... e e e e e e e e e e e e e e e s et taeeeaaae e e e e aanrrrreees 127
Viewing VE Port and Tunnel StatiStCS. .......ooiuiiiiiiii e 128
Viewing FCIP TUNNEIS @Nd CIrCUILS........uiiiiiiiiiieeiiiiiee ettt s et e e st e e e sttt eesseae e e e ssnsaeeeesssseeeeannseeeesannseeaesn 131
VALY aTe = T U ] 1= 1 = T ) o SRR 133
VAL T = T O = 1 =T o] o 1 PSPPSR 134

I T 1 T 137
L1 ¢=Y= 1o T I U T g 1S ] 0TV o1 P RERRR 137
MOAIfYING TIUNK GrOUPS. ... itteeie ettt ettt e e ettt e e e e bttt e e e o bt e e e e s aabe e e e e ebbe e e e e abbeeeeeanbeeeeesanreeeaeans 139

DElEtiNg TrUNK GrOUPS. ... .iiiiieiiiiiie ittt e e ettt e et e e st e e sttt e e e aneeeeeeanbeeeeaansteeaeaansseeeeansseeesanseeeesanntanaeannnees 139

Fault Management: Displaying and Filtering Events..........cc.coiiimicciiiirecccrr e 140
SNMP ConfigUrations.......cciiciiiiiiciii s r e nr e e e an e s e nn e e e e ane e e e e e 144
SN LY V2 T @7 ] 1o [0 = 11 o) o PSRRI 144
Configuring @n SNIMPVU3 USET.......cciiiiiiieeit et e e e e e e e s st e e e e aeeesesaasbaaeeeeaeeeeesansnsenneees 145
Modifying an SNMPV3 User Configuration.............cooiiiiioiii e 146
Configuring SNMPV3 Trap RECIPIENTS........coiiiiiiiii ettt e st e e e s e e e ssneeeesannneeens 147
Modifying SNMPV3 Trap RECIPIENES.......uuiiiiiiee i e e e e e e e rer e e e e e e s e e raaeeaeaes 148
REMOVING @N SINIMPV3 TIaP. . .eeeiiiiiiiie ettt ettt e e bt e e e st e e e s ab et e e e snne e e e e abneeeesannneeeas 149

SN LAYV B 7T 1 o [0 = 11 ) o SRR 149
Configuring an SNIMPV1T COMMUNILY.....coiiiiiiiiiiieii e e e e e s e e e e e e e s e s te e e e eaaaeessasnnrraaeeeaaaeeean 150
Modifying an SNMPVT COMMUNILY.......cooiiiiiiiii e e e st e e e nbe e e e anes 150
Removing an SNMPVT COMMUINILY.......ueiiiiiiiiieeiiiiiee et ee e e st e e e s sttt e e e s sttt e e e steeeaessteeeaesantaeeaesastaeaessnseeeeesanes 151

FOS-92x-WebTools-UG100
5



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

Configuring an SNMPVT Trap RECIPIENT........ooiiiiiiiie ettt e e e e e stee e e e e nree e e e ennees 151
Modifying an SNMPV1 Trap ReECIDIENT......... . e e e e e e e e e e e e s raereeeaaeeaeaans 152
Removing an SNMPV1 Trap RECIDIENT.....ccoi oot e e e e e e e e e e e eeeeeaeeeean 153
Configuring @n SINIMP AGENL......coiiiiiiie ittt e e e et e e s e ee e e s e atee e e s e steeeeaasseeeesasbeeeeaanntaeeeeansseeeeaansseeeeennsees 153
Access Control List Configurations.........ccciiiiicciieciminiiiiisccccsssemsr s s sssesr s s s s s s ssmn s e e e e s se s s s ssnmne s e e e e esnnnssannnnne 154
AdAING AN ACCESS HOST. ...ttt ettt e e sttt e e s b b et e e s e b e e e e e s anbre e e e anneeee s 154
MOIfYING @8N ACCESS HOS.....oci ettt e e e ettt e e e ettt e e e sttt eeeeentaeeeeeasteeeeessteeaesasseeaeeanseeeeeanns 154
RemMOVING @N ACCESS HOST......e e aa e e e e e e e e e e e aaeas 155
Traffic Management - Routing PoliCies.........cccceiiiiiiiiiniiinnierrr s 156
Displaying and Configuring Routing PoOlICIes......c.c..cceciriiiiecierirecre e escmre s cse s sme e s smn e e e e e 157
Using Access Gateway MOdE.........cccccmmmmimiiiiiiiiiiisssssnsrs s sssms s e s s s s e s s s s s s ssnns 160
Viewing the Switch Explorer for Access Gateway Mode..........cooiiiiiiiiiiimriir s amnees 160
Enabling or Disabling Access Gateway MOdE............cccereerrrrrrrirrnnsserrrsss e s e s ssre s s s sme e s s s ssne e e s s smme e e s s s smnenessssmnenes 161
(2o Q02T ¢1iTe TUT =T 1ToT ¢ = 10 Lo I F= T o o1 T T 162
10T a1 T 8Ty 1T JIE= TN o o S PSRRI 162
107 (=T (T aTo o Ty €1 (o100 1RSSR 163
=T [T pTo I o) G € THT o X TR PPRPRN 165
Defining Custom Primary and Secondary F-N Port Mappings...........coeiiiaiiiiiiiiieie e e e 167
Configuring and Removing Custom Primary and Secondary F-N Port Mappings.........ccccccvveviiiiveeeniieee e, 167
Defining Custom Static F-N POrt Mappings.......ccuoiiiiiiieiiiie ettt et et e e e e e s nbee e e e eneeas 168
Configuring and Removing Custom Static F-N Port Mappings. ..o 169
Defining Custom Primary and Secondary WWN-N Port Mappings.........cccouciiiiiiiiiire s 170
Configuring and Removing Custom Primary and Secondary WWN-N Port Mappings........ccccccoeeveeniiiieeennnnee 170
Advanced Device SeCUritY POlICY... ...t ms e s s e mmmn e e e e e e e s s e mmnn e e e e e e nan 171
Enabling and Disabling the ADS POICY........cciiiiiiiiiiiie ettt e e e e e etee e e e s sbe e e e e snae e e e eenreeeeenneeas 171
ConfiGUrING thE ADS POlICY.....cciiuiiiiiiiiiiie ettt e sttt e e sttt e e sttt e e e e s seteeesasseeeeesanseeeeeansseeeesaneeeeeas 172
Administering FICON CUP FabriCs........ccciiiiiemmiriririi s 174
Enabling or Disabling FICON Management Server Mode............cccuieiimmrnnimernnsssmerssssmnesssssssessssssseesssssssessssssmnenes 175
FMS Parameter OVEIVIEW........cccciiiiiiiiriicsere st s s sss s s sa s s e s mn e e e e m e e s e s san e e e e s an e e e e s mn e e e e amn e e e s snmnene s snnns 175
Configuring FMS Mode Parameters.........cccciiiiiiiniinsii s s s s s s s s s ssssmss s s ssanes 176
Displaying EBCDIC Code Page INformation.........cccccccemireiimmnnnccir e e ssssece s s mee s e s sme e s s e e s smme e s e s 177
Viewing the Control DeVICe State.........cccccciiiiiiiiiciiiciiirr s srssssee s rs s sssss s e e e s s s s s s smnns e e e e e essass s s smmeneeenessnsnsssnnnne 177
Allow/Prohibit Configuration MatriX..........ccccueiiiiimmiiiir i ———— 177
Viewing Allow/Prohibit Configuration MatriCES.........cocuuiiiiiiiiiee e e e e e e e enree e e e neeas 178
Modifying Allow/Prohibit Configuration MatriCES..........cciiuuiiiiiiiie e a e e e aaee s 178
Activating an Allow/Prohibit Configuration MatriX............oocueeiiiii e 180
Copying an Allow/Prohibit Configuration IMatriX............c..eeiiiiiiieeiiiiee et e e e s sneee e e s saeeeeessreeeaeaanes 181
Deleting an Allow/Prohibit Configuration MatriX...........cccuuuiiiiiiie i e e e e e e e e e e s eeeeas 181
CUP Logical Path Configuration...........cccucciiiiiiiniie s 181

FOS-92x-WebTools-UG100
6



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

Viewing CUP Logical Path Configurations............cueiiiiiiiiiie e eeee et e et e e e e e st e e e s snnsaeeesanneeeaean 181
Configuring CUP LOGICal PatNS.......coiiiiiiiiiieiii ettt e e e e e e st e e e e e e e e s e sannbraaeeeaaaeeesannnsreanees 182

Link Incident Registered Recipient Configuration.............cccccriniiiiiiiic 182
Viewing LIRR CONfIQUIAtiONS. ... ....ooiiiiiiii ittt e ettt e e e sttt e e s sttt e e e s asteeeeessteeeessnsaeeeeeantaeeeeanssaneeeanes 182

1070 a1 iTe 0 L1 aTe I I | S PPRRRRR 182
Displaying Request Node Identification Data............ccceeimiiiiiiiiiinii 182
7 F= T 1 (=Y P T Lo =3=T 0 Lo ST U o o Yo o 184
Switch Configuration Backup and ReStOre........iiiiiiicciieciiiri s scsscenr s s s s s sssss s s e s s s s s s s smss s e s e e e s s s s s smmnmnnnnnees 184
(O o7 T [T 4T 4T N 1 ey LU T o 185
HOW @ Trace DUMP IS USEA.......ooieiiiiiiiiiiiitie e s e e e e e e s et et e e e e e e e e e e e e e e e ee e e e et e ee ettt eeeeeeeeaeaesesessssssnsnsnsnnnnnnnnnnnnnann 186
Setting Up Automatic Trace DUMP TraNSTEIS.......cuiii it e e e e e e e e e e e e e annraaeeees 186
SPECITYING @ REMOLIE SEIVET ...ttt et e e ettt e sttt e e s naae e e e annneeas 186
Enabling Automatic Transfer of TraCe DUMPS.........oii it e ettt e e e st e e e s et e e e s snteeeessnsaeeaessseeeeeeans 187

L'4'L=] o T oY ESRRSTUT o o XoT g 1 F= 1 = T 0o | L= o3 4 T ) o S SP 188
ReVISION HiStOrY ... 189
Documentation Legal NOLICE.........coeeee i r s s e s s s e e e n s e e e e nnmnnen 190

FOS-92x-WebTools-UG100
7



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

Introduction

Brocade® Web Tools is a graphical user interface (GUI) embedded in the Fabric OS® firmware that enables administrators
to monitor and manage single or small fabrics, switches, and ports.

Web Tools is launched directly from a Web browser or from the SANnav" Management Portal. This document contains
the system requirements and features of Web Tools.

Supported Hardware and Software

The following hardware platforms are supported by Brocade Fabric OS v9.2.x.

Brocade Gen 7 (64G) Fixed-Port Switches

¢ Brocade G720 Switch
¢ Brocade G730 Switch
¢ Brocade 7850 Extension Switch

Brocade Gen 7 (64G) Directors

¢ Brocade X7-4 Director
¢ Brocade X7-8 Director

Brocade Gen 6 (32G) Fixed-Port Switches

¢ Brocade G610 Switch

* Brocade G620 Switch

* Brocade G630 Switch

¢ Brocade 7810 Extension Switch

* Brocade G648 Blade Server SAN I/0O Module

* Brocade MXG610 Blade Server SAN I/O Module

Brocade Gen 6 (32G) Directors

¢ Brocade X6-4 Director
¢ Brocade X6-8 Director

Contacting Technical Support for Your Brocade® Product

If you purchased Brocade® product support from a Broadcom® OEM or solution provider, contact your OEM or solution
provider for all your product support needs.

e OEM and solution providers are trained and certified by Broadcom to support Brocade products.
* Broadcom provides backline support for issues that cannot be resolved by the OEM or solution provider.

e Brocade Supplemental Support augments your existing OEM support contract, providing direct access to Brocade
expertise. For more information on this option, contact Broadcom or your OEM.

* For questions regarding service levels and response times, contact your OEM or solution provider.

FOS-92x-WebTools-UG100
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If you purchased Brocade product support directly from Broadcom, use one of the following methods to contact the
Technical Assistance Center 24x7. For product support information and the latest information on contacting the Technical
Assistance Center, go to www.broadcom.com/support/fibre-channel-networking/contact-brocade-support.

Online

Telephone

For nonurgent issues, the preferred method is to log on to the
Support portal at support.broadcom.com. (You must initially
register to gain access to the Support portal.) Once registered, log
on and then select Brocade Products. You can now navigate to
the following sites:

* Case Management

* Software Downloads

* Licensing

* SAN Reports

* Brocade Support Link

e Training & Education

For Severity 1 (critical) issues, call Brocade Fibre Channel
Networking Global Support at one of the phone numbers listed at
www.broadcom.com/support/fibre-channel-networking/contact-
brocade-support.

Document Feedback

Quality is our first concern. We have made every effort to ensure the accuracy and completeness of this document.
However, if you find an error or an omission or if you think that a topic needs further development, we want to hear from
you. Send your feedback to documentation.pdi@broadcom.com. Provide the publication title; topic heading; publication
number and page number (for PDF documents); URL (for HTML documents); and as much detail as possible.

FOS-92x-WebTools-UG100

9


http://www.broadcom.com/support/fibre-channel-networking/contact-brocade-support
http://support.broadcom.com
http://www.broadcom.com/support/fibre-channel-networking/contact-brocade-support
http://www.broadcom.com/support/fibre-channel-networking/contact-brocade-support
mailto:documentation.pdl@broadcom.com

FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

Getting Started with Web Tools

Brocade Web Tools is an embedded graphical user interface (GUI) that enables administrators to monitor and manage
single or small fabrics, switches, and ports. Before launching Web Tools, verify that your workstation uses a supported
operating system and Web browser.

Web Tools does not require a license. It is installed on the switch when you install Fabric OS.

Supported Operating Systems

Web Tools supports the following operating systems:

Red Hat Enterprise Linux
Windows 10 Pro
Windows 2019

Supported Web Browsers

The following browsers can be used to access Web Tools:

Firefox version 95 and later
Chrome version 96 and later
MS Edge version 97 and later

NOTE
Web Tools shows the U.S. English language irrespective of the language setting of the browser or operating
system.

Launching Web Tools

Web Tools is launched directly from a web browser or from SANnav Management Portal. You can launch Web Tools on
any workstation with a compatible OS and web browser installed.

If the switch is configured with logical fabrics, you can log in to any of the logical fabrics for which you have permission.

1.

Launch Web Tools directly from a browser or from SANnav Management Portal.

NOTE
To ensure that the latest version of Web Tools is loaded in the browser, close the previous version of Web
Tools (browser) and clear the browser cache before launching the new version of Web Tools.

* To launch directly from a web browser, open your browser, enter HTTP or HTTPS followed by the IP address of the
switch.

For example: http://10.77.77.77 Or https://10.77.77.77

* To launch from SANnav Management Portal, locate the switch on the SANnav Inventory page, click the down
arrow to the right of the switch, and select View in Web Tools from the action menu.

NOTE
You can also launch Web Tools from SANnav Management Portal (Health Summary dashboard). For
detailed information, refer to the Brocade SANnav Management Portal User Guide.

Figure 1: Launching Web Tools from SANnav Management Portal

FOS-92x-WebTools-UG100
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@ DashboadGReporls  Topology | Imemtory  Faut  Zoning  SANnw  Q
Switches ~  Flows  ISLTrunks ~  Outputs Switches (31)
Q AllFabrics = =
Name Type Logic WWN P Address FID Fabric Health Model Firmuware ~ PortCou  Location
switch 27.121 Switch Logical 10:00:C4 F57CADER 27 BRM_PIL27 Degraded  BrocadeG520  v8.0.1b 2 End User Premise.
switch 103 switch Logical 10:00:08:1F CCAEAD; 108 Untilled NewF..  Poor Brocade X7:8 vo0.1c 1 End User Premise.
swa7711 Switch Defaut 10:0008:1F-CC4E4D: 128 MAPS 6542  Degraded  BrocadeX73 volc 193 End User Premise.
w0 Switch Logical 10.00:88:9471.7F-7268 128 MAPS 6542 Poor Brocade X6:8 v301c 0
swo Switch Logical 10:00:D8:1F-CC:66:79: 128 MAPS_65_42 Poor Brocade G720 v9.1.0_bld33 0
View
SUMAPS FID103TY..  Switch Logical 10:00:08:1FCC0432... 108 Untilled NewF..  Poor BrocadeG630  v9.1.0_bid36 3 End User Premise. Showin Topology
Run CLI Commands
[View in web Tools
swdT7 Switch Logical 10:00:08:1F-CC:30:32 128 MAPS 6542 Poor Brocade X7-4 ¥9.1.0_6id36 0

Note the firmware version of the switch. The corresponding version of Web Tools launches, which might
not be a version that is supported by this guide.

2. Enter the user name, password, and logical switch name or fabric ID (FID).

For the behavior of launching Web Tools (SSO or non-SSO) from SANnav, refer to the Brocade SANnav Management
Portal User Guide.

If you are logging in to a Virtual Fabrics-enabled platform and you do not specify a logical switch, you are logged in to
the default FID of the switch.

If you launch from SANnav Management Portal, you might not be required to log in, depending on the SANnav single
sign-on configuration.

Lol
A
' A
Web Tools
Element Manager
admin
Default FID

3. Click Login.

Support for Dark Mode Theme

From Fabric v9.2.0, support for the dark mode theme is provided. This feature reduces the light that is emitted by device
screens while maintaining the minimum color contrast ratios required for readability.

You can click the toggle button to select the dark mode theme as per your preference.

FOS-92x-WebTools-UG100
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Figure 2: Dark Mode Toggle option

. admin
Dark Theme
7 y

Logout

Once the option is selected, the dark mode theme changes the style of all scrollbars, chart backgrounds, legends & labels,
investigation view, dropdown, pop over, filters, tables related to all the activities and text colors, and so on. The applied
theme is reflected immediately; there is no needs to start a new session.

NOTE
The exported files, such as PDF or HTML files, will remain in a classic view format.

Overview of the Web Tools User Interface
Once familiar with the basic components of Web Tools, you can quickly start monitoring and managing your switch.
The following screenshot shows the basic layout of the Web Tools user interface.

Figure 3: Web Tools User Interface

48 Web Tools - ficl x  + - X

eb Tools - fid128.19 /10.155.46.191/#/switchOverview?fid=128 2 % » & 0 Q( Update
Overview High Availability Name Server fid128_1917 - Overview

Edit

Switch Details
Name fid128_191 e

status Critical

Fabric OS v9.2.0_bld65

Domain 0] 6(0x06)

SwitchType  179.0
State Online

(

:

Role Subordinate q
o B ===E
q -

{

HIF Mode off

BaseSwitch  No

Default Sw Yes

FICON Swi No

Allow XisL. off

1. Navigation bar. Contains links to feature pages.
2. Profile menu. Displays the link for logging out.
3. Subnavigation bar. Provides the page title and includes buttons and menus to take action within the page.

NOTE
From Fabric OS v9.2.0, the browser’s title bar displays the switch name and switch IP address.

In addition, some pages include a filter bar for searching and filtering the displayed content.
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Figure 4: Filter Bar

iy
_‘.G Dashboard SWITCh Uvervie! SWIICN Forts Events £oning =ellings

Logical Switch : 128

- swtest123 (Default)

6 4024
& 025
() 4026
@ ESM-2801 4027
© ESm-2801 4028

Number =

Count

Apr27,2

Apr27, 2019 07:34:00..

The Settings page contains navigation options on the left side of the page. Clicking each item on the left navigation
bar displays additional options. For example, to configure user accounts, click Settings > Security Policies > User

Management.

Figure 5: Settings Page

Configuration
Event Management
Security Policies

Services

Tables

Some tables have an action menu that you can access by clicking the down arrow in the rightmost column. Click this
arrow to display additional actions that you can perform on the associated object.

Figure 6: Using the Down Arrow to Display Additional Actions
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Detail Pages

Clicking View in the action menu opens a detail page for that object. You can also open the detail page by clicking
the name of the object in the table. The detail page displays additional information about the object and may contain

additional actions that you can perform.

Figure 7: Detail Page for a Switch Port

__|{IE} Dashboard Switch Overvie Switch Ports Events  Zoning
slot4 port5

RUN S I S )
1

Configuring a New Switch
To configure a new switch, perform the following steps:

1. Assign an IP address.

2. Launch Web Tools directly from a Web browser or from SANnav Management Portal. For detailed information, see

Launching Web Tools.

3. Enter the user name, password, and logical switch name or fabric ID (FID) to log in to the switch.

4. Install the required license.
For detailed information, see Adding a License.

FOS-92x-WebTools-UG100
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Licensing Overview

The License tab allows you to view the licenses installed on the switch with the feature name, serial number, supported
count, and expiry date details. It allows you to set and manage the licenses.

Licenses that are required for accessing specific Fabric OS features are known as feature licenses. The following table
lists the platforms and the supported license types:

Platforms License Types
Gen7 Certificate
Gen 6+ or Gen 7 upgraded Certificate/Key
Gen 6 Key

NOTE
The serial number field is applicable only for Gen 6+ and Gen 7 platforms.

Web Tools supports the following license types:

* Universal time-based licensing

Web Tools supports universal time-based licensing. Each universal key is for a single feature, and the key can be used
on any product that supports the feature for a defined trial period. At the end of the trial period, the feature is disabled.
You can extend the universal key license. For time-based licenses, Expiry Date displays in the License Management
table.

The following features are supported for universal time-based licensing:

* Extended Fabric

* Fabric Vision

FICON Management Server (CUP)
* Trunking

¢ Capacity-based licensing
This license type is for a feature that has a scale or count parameter such as the count of additional ports or towers
allowed. The capacity-based license that is installed is overwritten by any new license for the same feature that is

subsequently installed. For capacity-based licenses, Supported Count displays in the License Management table
and shows the number of supported ports.

The following features are supported for capacity-based licensing:

* Ports on demand

* Double density ports on demand

* Qflex license

* Integrated Routing (IR) ports on demand license

For detailed information on licensing, refer to the Brocade Fabric OS Software Licensing User Guide.

Adding a License
This section explains the process of adding a license in the License Management window.

You can add a license in the License Management window either by importing it from a file or by entering the license key.
Refer to the Brocade Fabric OS Software Licensing User Guide for the type of license that a platform accepts.

FOS-92x-WebTools-UG100
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To add a license, perform the following steps:

1. Click Settings from the navigation bar, and then select License from the Services tab. The License Management

window is displayed.
-ié Dashboard Switch Overview SwitchPorts  Events  Zoning Settings o
License Management o [=]
tems
Feature Name Serial Number Supported Count Expiry Date
Q-Flex Ports on Demand FOS-87-0-01-11201674 16 NA
ntegrated Routing,Fabric Vision and 10 Insight FO! 4-11201663 NA
Trunking FO! 3-11201664 NA
Extended Fabric FOS-86-0-03-11201661 _ NA
Ports on Demand FOS-86-0-02-11201662 24 NA

displayed.

a) Import from file
To import a license certificate from a file, perform the following steps:

1. Select the Import from file option.

2. Enter the host IP address, login credentials (SCP, SFTP, or FTP login credentials) and protocol type (SCP,
SFTP, or FTP).

3. Enter the file path. In a Linux-based system, provide the full path of the SCP or SFTP root directory. For
example, /home/userl is the root directory for SCP running on a Linux host logged in with user1; if the
license is present in /home/userl/licenses/licensel.xml, then enter the file path as /home/userl/
licenses/licensel.xml. In a Windows-based system, enter the file path after the FTP root directory.
For example, if a Windows FTP root folder is c: /users/userl/ftproot/ and the license is present
in c:/users/userl/ftproot/licenses/licensel.xml, then enter the file path as /1icenses/

1
F

icensel.xml.

igure 8: Add License

Click the plus sign ( + ) icon on the top-right corner of the License Management window. The Add License window is

Select any one of the options (Import from file / Enter License Key) to add a license.

© Import from file

Enter License Key

Switch Mame  swOTt

Switch WwWN - 10:00:88:94.71:91:53:6b
Hos

Username admin

Fassword

Frotocal Type File Transfer Protocol|
File Path licenses/license1.xml

Cancel

ETHE)
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b) Enter License Key
To enter a license key, perform the following steps:

1. Select the Enter License Key option.
2. Enter the license key in the Enter License Key field.

4. Click OK.

The license is added and displayed under the License Management window.

Removing a License

To remove a license, perform the following steps:

1. Click Settings from the navigation bar, and then select the License Management from the Services tab. The

License Management window is displayed.

2. Click the () icon next to the license that you want to remove, and then click Remove License. The Delete License
window is displayed.
._!é Dashboard  Switch Overviey Switch Ports Events Zaoning Settings
License Management
Feature Name Supported Count Expiry Date
Ports on Demand 24 1A

Extended Fabric

[Trunking

ntegrated Routing Fabric Vision and 10 Insight FO -04-11201663 _ NA

O-Flex Ports on Demand FOS-87-0-01-11201674 16 MA

3. Click OK. The license is removed from the License Management window.
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Security

This section describes various configuration policies such as the access control list policy, fabric wide consistency policy,
and authentication policy. This section also includes IP filter management, remote authentication and authorization, and
user and password management.

Access Control List Policy Configuration

Access control lists (ACLs) are filters that allow you to control which routing packets are permitted or denied. The reason
to configure ACLs is to provide security for your network.

Each supported ACL policy is identified by a specific name, and only one policy of each type can exist, except for DCC
policies. Policy names are case-sensitive and must be entered in all uppercase.

The following are the supported ACL policies in Fibre Channel networking.

Fabric configuration server (FCS) policy — This policy decides which switch can change the configuration of the fabric.
Device connection control (DCC) policy — This policy decides which Fibre Channel device ports can connect to the
respective Fibre Channel switch ports.

Switch connection control (SCC) policy — This policy decides the connection between switches.

Creating and Activating an SCC, a DCC, or an FCS Policy

1.

Select Settings > Security Policies, and then select Access Control List Policy. The Access Control List Policy
window is displayed.

Click the ( ) icon next to the Defined ACL Policy, and then select View. The Defined ACL Policy window is
displayed.

:!@ Dashboard Switch Overvie Switch Ports Events Zoning
Access Control List Policy ) [ actions

Active ACL Policy

Defined ACL Policy

You can create SCC, DCC, and FCS policies in the Defined ACL Policy window. To create these policies, perform the
following steps:
a) In Switch Connection Control Policy, select Create SCC policy having all switches in fabric to include all
the switches in the fabric, or click Add to select a particular switch in a fabric. You can add the switches either by
selecting them from the available list or by manually entering them.

b) In the Device Connection Control Policy, select Create unique policy for each port to include all ports, or click
Add to select a particular port. Enter a name for the device connection control policy. You can add the WWN ports
either by selecting them from the available list or by manually entering them.

NOTE

* You must prefix the name of the device connection control policy with DCC_Policy_.

* The device connection control name must be unique.

* For the DCC policy, the Domain, Port Index type is supported only for local ports on the switch that is
managed by Web Tools.

FOS-92x-WebTools-UG100
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c) In Fabric Configuration Server Policy, select Create FCS policy having all switches in fabric to include
all switches in the fabric, or click Add to select a particular switch in fabric. You can add the switches either by
selecting them from the available list or by manually entering them.

NOTE
If a policy is already created or exists in the switch database, you cannot automatically create an SCC, a

DCC, or an FCC policy.

4. Select Accept Distribution to distribute the SCC, DCC, or FCS policies to the FOS switches. You can distribute a
policy to a fabric after a policy is created or modified.

Defined ACL Policy

Switch Connection Control Policy

cy having all switches in fabric

Accept Distribution

Device Connection Control Policy

olicy for each port

Fabric Configuration Server Policy

L4 Create FCS policy having all switches in fabric
Accept Distribution
Activate
NOTE

» All the policies can be distributed from a primary FCS only when the FCS policy is enabled.
* You must select Accept Distribution to distribute a policy from the Active ACL Policy window.

5. Select Activate to activate all the policies. You can view the active policies under the Active ACL Policy window.

6. Click Save.
Configuring an SCC, a DCC, or an FCS Policy

1. Click Settings in the navigation bar, and then select Security Policies > Access Control List Policy. The Access
Control List Policy window is displayed.

2. Click the ( ) icon next to the Defined ACL Policy, and then select View. The Defined ACL Policy window is
displayed.
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'—'G Dashboard  Switch Overviey Switch Ports ~ Events  Zoning | Settings %
Access Control List Policy [ Actons -
Policy

Active ACL Palicy

Defined ACL Policy

3. Perform the following steps to configure an ACL policy.

NOTE
You cannot configure an SCC policy.

a) To configure a DCC policy, click the ( ) icon next to a DCC policy, and then select Configure. The Edit Member
Set window is displayed. Make the changes based on your requirements.

Edit Member Set x

Name DCC_POLICY_

Selected Members

WWN Device Name Member Type

“ pancel

NOTE
You cannot rename a DCC policy.
b) To configure an FCS policy, click the ( ) icon next to an FCS policy, and then select Configure. The Change
Switch Position window is displayed. You can change the position of a switch in a fabric by selecting the position
from the Switch Position to Move drop-down.

Change Switch Position

NOTE

¢ The total number of switch positions is based on the number of configured switches in the FCS policy.
* You can move the position of a primary switch in the FCS policy.

You can remove the switches, member set, and fabric from an SCC, a DCC, and an FCS policy respectively by
selecting the Remove option.
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4. Click OK.

Deleting an SCC, a DCC, and an FCS Policy

NOTE
You cannot delete the FCS policy from non-primary or non-FCS switches.

To delete ACL policies, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > Access Control List Policy. The Access
Control List Policy window is displayed.

2. Select Clear All from the Actions menu. This option deletes all the ACL policies.

Access Control List Policy - =D

Distributing an SCC, a DCC, or an FCS Policy

You can distribute an SCC, a DCC, or an FCS policy from the Active ACL Policy window. You must select the Accept
Distribution option in the Defined ACL Policy window to distribute the SCC, DCC, or FCS policies to the Fabric OS
switches.

1. Click Settings in the navigation bar, and then select Security Policies > Access Control List Policy. The Access
Control List Policy window is displayed.

2. Click the () icon next to the Active ACL Policy, and then select View. The Active ACL Policy window is
displayed.

S 1o

Access Control List Policy ) (_actions

Defined ACL Policy
NOTE
The SCC and DCC policies can be distributed only for a primary switch.
3. Select Distribute from the SCC, DCC, or FCS policy.
4. Select the switches to which you want to distribute the ACL policy.
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Mame =

SWOL e 10:00:00:27:8:f4:09:00

Cancel

5. Click OK.

Fabric Wide Consistency Policy Configuration

The Fabric Wide Consistency Policy (FWCP) configures the fabric-wide consistency behavior for the activated access
control list (ACL) policies. The FWCP ensures that all switches in the fabric enforce the same policies. You can set either
the strict or Tolerant FWCP policy for each SCC, DCC, and FCS policy. If a fabric-wide consistency policy is not set,

the policies are managed on a per-switch basis.

To set the FWCP for an SCC, a DCC, or an FCS policy, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > Fabric Wide Consistency Policy. The

Fabric Wide Consistency Policy window is displayed.

2. Select Absent, Strict, or Tolerant consistency behavior for each policy and click Save.

Fabric Wide Consistency Policy

-_;{la Dashboard Switch Overview Switch Ports Events Zoning Settings

5 Strict i
DCC Tolerant i
Fes Absent 6
Save Close
NOTE

You must select strict consistency behavior for FICON.
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Authentication Policy Configuration

You can configure an authentication protocol policy for E_Ports and F_Ports and can distribute the policy to other switches
in the fabric. You may set shared keys for configured authentication policies.

The following table describes the switch authentication policy parameters that are configured for different ports.

Policy Mode Description
Authentication Type The following authentication types are allowed:
e FCAP, DHCHAP
* DHCHAP
* FCAP
Hash Type The hash functions, such as SHA1 , SHA256 , or MD5 , are used for authentication.
D_H Group Type The following D_H group types are allowed:
* 01,234

* 0 (DH Null option)
e 1 (1024-bit key)
e 2 (1280-bit key)
* 3 (1563-bit key)
* 4 (2048-bit key)

Switch Authentication Policy Mode The following switch authentication policy modes are allowed:

* Passive — The switch does not initiate authentication but participates if the connecting
switch initiates an authentication.

¢ Active — The switch is more tolerant and can be connected to a switch with any type
of policy. During switch initialization, authentication is initiated on all E_Ports, but the
port is not disabled if the connecting switch does not support the authentication or the
authentication policy is turned off.

* On - A strict authentication is enforced on all E_Ports. The authentication handshaking
is performed before the switches exchange the fabric parameters (EFP) for E_Port.
Regardless of the policy, E_Port is disabled if the DHCHAP or FCAP protocol fails to
authenticate each other.

* Off — The switch does not support the authentication. Any authentication negotiation is
rejected.

Device Authentication Policy Mode The following device authentication policy modes are allowed:

e Passive — The device does not initiate authentication but participates if the connecting
device initiates an authentication.

¢ On - A strict authentication is enforced on all devices.

* Off — The device does not support authentication. Any authentication negotiation is
rejected.
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Configuring and Distributing an Authentication Policy for E_ Ports and F_Ports

1. Click Settings in the navigation bar, and then select Security Policies > Connection Authentication Policy. The
Connection Authentication Policy window is displayed.

2. To configure an authentication policy for E_Ports, perform the following steps:
a) Select Authentication Type as FCAP or DHCHAP.
b) Select values for the Hash Type and D_H Group Type parameters.
c) Select Switch Authentication Policy Mode as Passive or Active or On or Off.
d) Select Device Authentication Policy Mode either as Off or as Passive.

T
jm Dashboard  Switch Overview  Switch Ports  Events  Zoning Settings

Logical Switch : 128 - swtest123 (Default) =
Connection Authentication Policy Shared Secret Keys ConneCUOH Authent\cat\on PO“Cy Distribute

Authentication Type FCAP, DHCHAP -
Hash Type SHA256, SHA1, MD5 -
D_H Group Type 0,1,2,34 -
Switch Authentication Policy Active -
Mode

Device Authentication Policy on -

Mode

Accept Distribution

3. To configure an authentication policy for F_Ports, perform the following steps:
a) Select Authentication Type as DHCHAP.
b) Select values for the Hash Type and D_H Group Type parameters.
c) Select Switch Authentication Policy Mode either as Passive or as Off.
d) Select Device Authentication Policy Mode as Passive or On or Off.
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i-lﬁ Dashboard  Switch Overview  Switch Ports  Events  Zoning Settings Logical Switch : 128 - swtest123 (Default) = %
Connection Authentication Policy Shared Secret Keys CO nnect|on Authent|cat [onN POl |Cy « Distribute

Authentication Type DHCHAP -
Hash Type SHA256, SHA1, MD5 -
D_H Group Type 0,1,2,3.4 -
Switch Authentication Policy off -
Mode

Device Authentication Policy on -

Mode

Accept Distribution

4. Select Accept Distribution to distribute the policy to the Fabric OS switches.
5. Click Save.

6. Select Distribute to distribute the authentication policy to the selected switches. The Distribute window is displayed.

Authentication policies are distributed only if all selected switches accept the distribution. Only the policy mode is
distributed to the selected switches. The switch that initiates the distribution must accept the distribution.

Distribute X

Nama + WWHN

swl. 10:00:00:27:f8:f4:09:00

Cancel

7. Select the switch, and then click OK.
Setting a Shared Secret Key Pair

A shared secret key is data that is known to only the entities that are involved in communication so that any party's
possession of that data can be provided as proof of identity for authentication. DHCHAP requires a shared secret key
pair between two entities to authenticate with each other. A key pair consists of a local secret and peer secret keys. The
local secret key identifies the local switch, and the peer secret key identifies the entity to which the local switch may
authenticate.

NOTE
Web Tools does not support adding DHCHAP secret key for a switch that is not present in the regular fabric
such as an edge fabric. In this scenario, you must use the secAuthSecret -set CLI command.
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To set a shared secret key pair, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > Authentication. The Authentication Policy

window is displayed.

2. Select the Shared Secret Keys tab.

3. Click Add. The Add Switch window is displayed. The Add Switch window displays the switches that are available in

the fabric.
4. Select the switch, and then click Next.

In the Add Switch window, perform the following steps:

a) Enter a value for Peer Secret key and Confirm Peer Secret Key fields.
b) Enter a value for Local Secret key and Confirm Local Secret Key fields.

c) Click OK.

Add Switch X

Peer Secret Key
Confirm Peer Secret Key
Local Secret Key

Confirm Local Secret Key

Back Cancel

Modifying a Shared Secret Key Pair
You can modify the secret key pairs in the switch.

To modify a shared secret key pair, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > Connection Authentication Policy. The

Connection Authentication Policy window is displayed.

2. Click the Shared Secret Keys tab.

T
-IQ Dashboard  Switch Overview  Switch Ports  Events  Zoning Settings

1 Item Switches
Name = WWN Domain ID
swiest123 10:00:00:27:18:f4:09:00 12

Close

Connection Authentication Policy Shared Secret Keys S h a red SeC ret KeyS

Logical Switch : 128 - swtest123 (Default) =

Add

3. Click the ( ~ ) icon next to a switch, and then select Configure.

The Edit Secret Keys window is displayed.
4. Make the appropriate changes and click OK.
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Edit Secret Keys X

Pesr SecretKey | seeeeeeeees

Confirm Peer Secret ey | sesssesmnins
Local SecretKey | reeeeeesseeeseees

Confirm Local Secret Key | sesssssrrrresess

Cancel

IP Filter Management

The IP filter policy sets up a packet filtering firewall to provide access control on the management IP interface. It allows
you to manage and configure the IP filters. The IPv4 and IPv6 policies are either in the defined configuration or in the
active configuration.

Configuring IP Filters
To configure IP filters, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > IP Filters Management.

I
-|¢ Dashboard Switch Overview  Switch Ports  Events Zoning Settings
policies Distribution Policy |P F||ter PO||C|eS (6) <
Name = Type Status
active_123 IPv4 Defined
active_123_1 IPvd Defined
default_ipv4 IPv4 Active
default_ipvé IPv6 Active
test IPva Defined
test30 1Pv4 Defined

The IP Filter Policies window is displayed.

2. In the Policies tab, click the ( + ) icon on the top-right corner of the window. The Create New Policy window is
displayed.

3. In the Create New Policy window, perform the following steps:
a) Enter the policy Name and select a policy Type (IPv4 or IPv6).
b) Click Add to add the rules to create an IP filter. The Add Rules window is displayed.

c) Enter the rule Order, Source IP Address, and Destination IP Address. Select the rule Destination, Protocol,
and Action. Select Destination either as Service or as Port.
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Add Rules X

Create

Rule Selected Rules

Order

Source IP Address

Destination IP Address

Destination

Protocol TcP

NOTE

The order must be unique and in an incremental order.
Only the source IP address is required for the input rule type.
The rules are processed in a top-down sequence when the policy is activated.

d) Click the ( > ) icon to move the rules to the Selected Rules area.
e) Click OK. The new rules are added under the Rules table.

Click Save to create an IP filter policy.

e Distribution Policy

Name | testFite

Create New Policy

The IP filter policy is saved under the IP Filters Policies window with the Defined status.

Select the IP filter policy that you want to activate, and then select the Active checkbox.

q owow oviorovees
Policies

Name

&

testFilter

Distribution Policy

testFlter

To delete a rule, click the (

) icon next to a rule, and then select the Remove option.
NOTE

The following actions are supported while adding or deleting IP filter policy rules:
— You can add one or more rules in a single operation.
— You can delete only one rule at a time.

You cannot add and delete rules at the same time. If a combination of add and delete operations are
required, you must perform the following:
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— Group all the add operations together.
— Delete each operation individually.

NOTE

* You can activate only one IP filter policy per IPv4 and IPv6.

* There can be a maximum of six policies in the defined configuration and one policy per IPv4 and IPv6
type in the active configuration apart from the default policies.

* The policy to be activated replaces the existing active policy of the same type.

6. Click Save from the Save drop-down. The active IP filter policy is displayed under the IP Filters Policies window with
the Active status. You can enforce the IP filters only after activating them.

NOTE
By using the Save As option from the Save drop-down, you can do the following:

* Create an IP filter policy from the already existing policies.
» Clone a policy by renaming it.
Distributing an IP Filter Policy

IP filters are rules that are defined to either discard or permit packets through a switch or a fabric. IP filtering matches a
filter rule to data traffic based on any combination of IP source or destination. IP filtering can control traffic being routed to
a switch or fabric.

To distribute an IP filter policy, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > IP Filters Management. The IP Filter
Policies window is displayed.

2. Select the IP filter policies that you want to distribute. You can distribute only active IP filter policies.
g : wznvore cvs 2oy (8
Policies  Distribution Policy |P F||ter PO||C|eS (7)

default_ipvd_1 Py Active

testfilter_test Pya Defined

3. Select Distribute from the Actions menu. The Distribute window is displayed.

4. Select the switch to which you want to distribute the policy, and then click OK. The IP filter policy is distributed to the
switch.

Deleting an IP Filter Policy

You can delete an IP filter policy that you created. You cannot delete a default IP filter policy. Deleting an IP filter policy
removes it from the temporary buffer.
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To delete an IP filter policy, perform the following steps:

1.

4.

Click Settings in the navigation bar, and then select Security Policies > IP Filters Management. The IP Filter
Policies window is displayed.

Select the IP filter policies that you want to delete.

NOTE
You cannot delete an active IP filter policy.

Select Delete from the Actions menu.

Policies  Distribution Policy ||D F||ter PO||C|eS (7)

testfilter pya Defined

testfiltter_modifed Pvd Defined

The Delete window is displayed.
Click OK. The IP filter policies are deleted.

Enabling an IP Filter Distribution Policy

The IP filter distribution policy is used to set the policy to accept or reject distributions of an IP filter policy.

To enable the distribution of an IP filter policy, perform the following steps:

1.

Click Settings in the navigation bar, and then select Security Policies > IP Filters Management. The IP Filter
Policies window is displayed.

Click the Distribution Policy tab. The IP Filter Distribution Policy window is displayed.

roicies  Disvibutionpolicy | P Filter Distribution Policy

Accept Distribution

3. Select the Accept Distribution checkbox, and then click Save.

Remote Authentication and Authorization

You can configure Web Tools to use an external server for authentication of user names and passwords. Web Tools
supports the following types of external servers for authentication and authorization:

RADIUS
LDAP
TACACS+
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Remote Authentication Configuration Using a RADIUS Server

Fabric OS supports the RADIUS authentication, authorization, and accounting (AAA) service. When configured for
RADIUS, the switch becomes a network access server (NAS) that acts as a RADIUS client. The switch sends all AAA
service requests to the authentication server. The authentication server receives the request, validates it, and sends
its response back to the switch. In this configuration, authentication records are stored in the RADIUS authentication
server. Login and logout account name, assigned role, and time accounting records are also stored on the RADIUS
authentication server.

You must set up the RADIUS authentication server through SSH to protect the shared secret.
The following are the three choices in the drop-down when RADIUS is selected as the primary service:

« Switch Database when RADIUS authentication failed — When selected, the switch user login database is used for
authentication whenever RADIUS authentication fails.

* Switch Database when RADIUS Timeout — The switch user login database is checked only if the physical connection
to the RADIUS authentication server fails.

* None — The switch user login database is never used for authentication. Only a RADIUS authentication server can be
used for authentication.

If the switch database is selected as primary, there is no secondary option. The RADIUS authentication server cannot be
configured as a backup for the switch user login database.

When the RADIUS login fails, even though the RADIUS authentication server is available, the additional service allows
you the option to use the switch database as a backup authentication service. Alternatively, you can have no secondary
AAA service, which means that only the primary service is used for authentication.

Configuring and Enabling Remote Authentication Using a RADIUS Server

The configuration of remote authentication using RADIUS is chassis-based, so it applies to all logical switches (domains)
on the switch, and it is replicated on a standby CP if one is present. The configuration is saved in a configuration upload,

and it can be applied to other switches in a configuration download. You should configure at least two RADIUS servers so
that if one fails, the other server assumes the service. At least one RADIUS server must be configured before you enable
the RADIUS server.

You can configure five RADIUS servers. You must be logged in as admin, switchadmin, or securityadmin to configure a
RADIUS server.

To configure and enable remote authentication using RADIUS, perform the following steps:
1. Click Settings from the navigation bar, and then select Security Policies > Authentication and Authorization.
2. Select RADIUS Server as the Primary Authentication.

3. Select Switch Database when RADIUS authentication failed, Switch Database when RADIUS Timeout, or None
from the Secondary Authentication list.

The RADIUS Server list is displayed.
4. Click Add.

The Add Server window is displayed. You can configure up to five RADIUS servers. If all five RADIUS servers are
already configured, the Add button is disabled.

5. In the Add Server window, perform the following:
a) Enter the Host name.

The host name must be a valid IP address (in either IPv4 or IPv6 format) or an FQDN string. Each RADIUS server
must have a unique IP address or DNS name.
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b) Enter the Port number, the Timeout(s) in seconds, and Secret String.

By default, the port number is 1812, timeout is 3 seconds, and secret string is sharedsecret.

c) Select CHAP, PAP, or PEAP-MSCHAPV2 as the authentication protocol.

By default, the value is CHAP.

Authentication and Authorization

Primary Authentication RADIUS Server

2 ltems RADIUS Server

You can rearrange the RADIUS servers by clicking the up arrow or down arrow in the Order column.

d) Click OK to return to the RADIUS Server window.
6. Click Save to enable the RADIUS server.
NOTE

* To modify an already configured RADIUS server, click the down arrow next to a server, and then select

Configure.

» To disable RADIUS, select Switch Database from the Primary Authentication list.

Removing a RADIUS Server

To remove a RADIUS server, perform the following steps:

1. Click Settings from the navigation bar, and then select Security Policies > Authentication and Authorization.
. Select RADIUS Server as the Primary Authentication. The RADIUS Server list is displayed.

2
3. Click the ( ~ ) icon next to a RADIUS server from the RADIUS Server list.
4

. Click Delete.

If there is no RADIUS server that is configured, the Delete button is disabled.

A confirmation dialog is displayed asking whether you want to remove the RADIUS server.

5. Click OK to delete the RADIUS server.

Remote Authentication Configuration Using a TACACS+ Server

Fabric OS can authenticate users with a remote server using the Terminal Access Controller Access-Control System Plus
(TACACSH+) protocol. This protocol is used in AAA server environments consisting of a centralized authentication server
and multiple network access servers (NASs) or clients. When configured to use TACACS+, a Brocade switch acts as a

NAS.

The following are the three choices in the drop-down when TACACS is selected as the primary service:
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« Switch Database when TACACS authentication failed — When selected, the switch user login database is used for
authentication whenever TACACS authentication fails.

» Switch Database when TACACS Timeout — The switch user login database is checked only if the physical
connection to the TACACS authentication server fails.

* None — The switch user login database is never used for authentication. Only a TACACS authentication server can be
used for authentication.

The following authentication protocols are supported by the TACACS+ server for the user authentication:

» Password Authentication Protocol (PAP)
¢ Challenge Handshake Authentication Protocol (CHAP)

Configuring and Enabling Remote Authentication Using a TACACS+ Server
At least one TACACS+ server must be configured before you can enable TACACS+.

NOTE
The TACACS+ password expiration message is not displayed during the login from Web Tools.

To configure and enable TACACS+, perform the following steps:
1. Click Settings from the navigation bar, and then select Security Policies > Authentication and Authorization.
2. Select TACACS+ Server as the Primary Authentication.

3. Select Switch Database when TACACS authentication failed, Switch Database when TACACS Timeout, or None
from the Secondary Authentication list.

The TACACS+ Server list is displayed.
4. Click Add.

The Add Server window is displayed. You can configure up to five TACACS+ servers. If all five TACACS+ servers are
already configured, the Add button is disabled.

5. In the Add Server window, perform the following:
a) Enter the Host name.

The host name can be a valid IP address (in either IPv4 or IPv6 format) or an FQDN string. Each TACACS+ server
must have a unique IP address or DNS name.

b) Enter the Port number, Timeout(s) in seconds, and Secret String.

By default, the port number is 49, the timeout is 3 seconds, and the secret string is sharedsecret.
c) Select either CHAP or PAP as the authentication protocol.

By default, the value is CHAP.
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Authentication and Authorization

Primary Authentication TACACS

condary Authentication

You can rearrange the order of the TACACS+ servers by clicking the up or down arrow in the Order column.
d) Click OK to return to the TACACS+ Server window.

6. Click Save to enable the TACACS+ server.

NOTE
* To modify an already configured TACACS+ server, click the down-arrow next to a server, and then select
Configure.

* To disable TACACSH+, select Switch Database from the Primary Authentication list.

Removing a TACACS+ Server

To remove a TACACS+ server, perform the following steps:
1. Click Settings from the navigation bar, and then select Security Policies > Authentication and Authorization.
2. Select TACACS+ Server as the Primary Authentication.
3. Click the ( ) icon next to a TACACS+ server from the TACACS+ Server list.
4. Click Delete.
If there is no TACACS+ server that is configured, the Delete button is disabled.
A confirmation dialog is displayed asking whether you want to remove the TACACS+ server.
5. Click OK to delete the TACACS+ server.

Remote Authentication Configuration Using an LDAP Server

LDAP provides user authentication and authorization using the Microsoft Active Directory service or using OpenLDAP.
This section describes the configuration of authentication and authorization using the Active Directory service.

The following are the three choices in the drop-down when LDAP is selected as the primary service:

* Switch Database when LDAP authentication failed — When selected, the switch user login database is used for
authentication whenever LDAP authentication fails.

» Switch Database when LDAP Timeout — The switch user login database is checked only if the physical connection to
the LDAP authentication server fails.

* None — The switch user login database is never used for authentication. Only an LDAP authentication server can be
used for authentication.

If the switch database is selected as primary, there is no secondary option. The LDAP authentication server cannot be
configured as a backup for the switch user login database.
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Configuring and Enabling Remote Authentication Using an LDAP Server

To add a new LDAP server, you must provide the server IP address, port number, timeout value, and base domain,
and you must choose LDAP as the authentication protocol. The server IP address may be in either IPv4 or IPv6 format
or FQDN format. By default, the LDAP connections are unencrypted. To encrypt LDAP connections, FOS uses the
STARTTLS or LDAPS parameters. The STARTTLS parameter unencrypts an LDAP connection by upgrading the
unencrypted connection by wrapping it with TLS during or after the connection. The LDAPS (LDAP over TLS or SSL)
parameter encrypts the entire connection from start to finish. A secure connection is established before communicating
with the LDAP server.

NOTE

* STARTTLS and LDAPS connections are supported from Fabric OS v9.0.1 onward.
» STARTTLS and LDAPS connections are supported on all port configurations.
* By default, the designated STARTTLS port is 389 and the LDAPS port is 636.

To configure and enable the LDAP server, perform the following steps:
1. Click Settings from the navigation bar, and then select Security Policies > Authentication and Authorization.
2. Select LDAP Server as the Primary Authentication.

3. Select Switch Database when LDAP authentication failed, Switch Database when LDAP Timeout, or None from
the Secondary Authentication list.

The LDAP Server list is displayed.
4. Click Add.
The Add LDAP Server window is displayed.
5. In the Add LDAP Server window, perform the following steps:

Add LDAP Server X

Domain abc. bsnlab.broadcom net

Cancel

a) Enter the Host name.

The host name can be a valid IP address (in either IPv4 or IPv6 format) or an FQDN string. Each LDAP server
must have a unique IP address or DNS name.

b) Select the TLS Mode. By default, the TLS mode is selected as STARTTLS and the port is 389. If you select the
TLS mode as LDAPS, the port is populated with 636.

c) Enter the Timeout(s) in seconds and the Domain.

By default, the timeout is 3 seconds.
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d) Click OK to return to the LDAP Server list.
Click Save to enable the LDAP server.

5 5
Authentication and Authorization

Primary Authenticaticn LDAP Server

NOTE

* You can rearrange the LDAP servers by clicking the up arrow or down arrow in the Order column.

» To modify an already configured LDAP server, click the down arrow next to a server, and then select
Configure.

» To disable LDAP, select Switch Database from the Primary Authentication list.

* From Fabric OS v9.2.0, you can view the selected TLS Mode option in the LDAP server screen.

Removing an LDAP Server

To remove an LDAP server, perform the following steps:

1.

2
3.
4

5.

Click Settings from the navigation bar, and then select Security Policies > Authentication and Authorization.

. Select LDAP Server as the Primary Authentication.
Click the ( ) icon next to an LDAP server from the LDAP Server list.
. Click Delete.

If there is no LDAP server that is configured, the Delete button is disabled.
A confirmation dialog is displayed asking whether you want to remove the LDAP server.
Click OK to delete the LDAP server.

Mapping LDAP Roles to Switch Roles

Web Tools supports mapping LDAP roles for VF-enabled switches to the switch role, chassis access role, and Home
LFID. You can map LDAP roles for non-VF-enabled switches only to the switch role.

To map an LDAP role, perform the following steps:

1.

Click Settings from the navigation bar, and then select Security Policies > Authentication and Authorization >
LDAP Roles.

The LDAP Roles window displays.

Click the ( +) icon from the top-right corner.
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e
-I"B Dashboard  Switch Overview  Switch Ports  Events  Zoning Settings

Authentication & Authorization LDAP Roles I_DAP ROIeS € I:I

0 ltems

Name Switch Role

No roles have been created

The Create New LDAP Role window displays.

3. Enter the LDAP role name and select the switch role, chassis role, and home LFID values from the respective drop-
downs. For a non-VF switch, enter the LDAP role name and select the switch role from the drop-down. For switches
running Fabric OS (FOS) 9.1.0 or higher, LDAP role names may contain underscore (_).

i
ia Dashboard  Switch Overview  Switch Ports Events  Zoning Settings

Authentication & Authorization LDAP Roles Create NeW LDAP Ro|e

LDAP Role Name LDAP_test_role
Switch Role admin -

Chassis Role admin -

Home LFID 128 -
0 lterms LFID Associations
Logical Fabric ID ~ Logical Switch Role Add
Delete
No associations have been added

The Chassis Role and Home LFID parameters are optional.

4. Select Add from the LFID Associations table to associate the logical fabric ID to a logical switch role.
The Add LFID Associations window displays.

5. Enter the logical fabric ID and then associate it with a logical switch role.

6. Move the logical fabric ID to the Selected Associations table, and then click OK.

Add LFID Associations X

Create Association Selected Associations Select

Logical Fabric ID « Logical Switch Role
Logical Fabric ID |

128 admin
Logical Switch Role admin -

o Close

NOTE
Once you associate the LFID switch role, you cannot select the switch role from the drop-down.
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The logical fabric ID with the associated logical switch role is placed in the LFID Associations table.

ﬂé Dashboard ~ Switch Overview — Switch Ports  Events  Zoning  Seftings
Authentication & Authorization LDAP Roles Create NeW LDAP Role

LDAP Role Name  LDAP_test_role
Switch Role

Chassis Role admin

Home LFID 128
1tem LFID Associations
Logical Fabric ID = Logical Switch Role Add
128 admin
Remove
7. Click Save.

The LDAP role is configured and listed in the LDAP Roles window.

Modifying an Existing LDAP Role

Web Tools supports modifying an existing LDAP role. To modify an existing LDAP role, perform the following steps:

1. Click Settings from the navigation bar, and then select Security Policies > Authentication and Authorization >

LDAP Roles.
The LDAP Roles window displays.

2. Select View next to an LDAP role that you want to modify.
The selected LDAP role appears.

3. Make the required changes. You can update the chassis role and home LFID options. Also, you can remove LFID

associations from an LDAP role and can add LFID associations to an LDAP role.
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oD
.|‘a Dashboard ~ Switch Overview  Switch Ports  Events  Zoning Settings
Authentication & Authorization LDAP Roles testld a p W 3 6

LDAP Role Name testidap136

Switch Role

Chassis Role admin

Home LFID 128

2items LFID Associations
Logical Fabric ID = Logical Switch Role Add
@ Delete Cancel

*  Web Tools does not support modifying LDAP role name. Web Tools supports modifying the switch role if
the LFID Associations table is empty.

*  Web Tools supports removing single or multiple LFID associations from an LDAP role. To remove a
single LFID association, select Remove from an LFID that you want to remove. To remove multiple LFID
associations, select the LFIDs and then select the Delete option next to the LFID Associations table.

* To add an LFID association, see Mapping LDAP Roles to Switch Roles.

4. Click Save.

Removing an LDAP Role
To delete an LDAP role, perform the following steps:

1. Click Settings from the navigation bar, and then select Security Policies > Authentication and Authorization >
LDAP Roles.

The LDAP Roles window displays. You can remove an LDAP role either from the LDAP Roles window or by drilling
down to the LDAP role that you want to remove.

2. From the LDAP Roles window, select Delete for the LDAP role that you want to remove. A warning message displays.
Click Ok to remove the LDAP role.
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[
-|.{9 Dashbeoard Switch Overview  Switch Ports Events Zoning Settings
Authentication & Authorization LDAP Roles I_ DA P RO | es (‘1 3]
13 ltems
Name Chassis Role Switch Role Home LFID
Idap444 _ admin - |
Idap3211 _ user=1-128 - View
|
Idap321 user admin 5

3. From the LDAP Roles window, drill down to the LDAP role that you want to remove. The selected LDAP role is
displayed. Click Delete.

e
ia Dashboard Switch Overview  Switch Ports Events Zoning Settings
g

Authentication & Autharization LDAP Roles test | d a p 1 3 6

LDAP Role Mame testldap136

Switch Role Select -
Chassis Role admin -
Home LFID 128 -
1 term LFID Associations
Logical Fabric ID = Logical Switch Role Add

128 user

Save Cancel

User and Role Management

Access to Web Tools is controlled by the authentication and authorization of users. Authentication is the process of
validating user names and passwords. Authorization is the process of validating the roles and areas of responsibility
(AORs) for each user. You can configure Web Tools to perform authentication and authorization locally or by using an
external server (such as LDAP, RADIUS, or TACACS+).

User Management

In addition to the default accounts (admin, maintenance and user), Fabric OS supports up to 256 user-defined accounts
in each logical switch (domain). These accounts expand your ability to track account access and audit administrative
activities.

When Virtual Fabrics capability is enabled, each user-defined account is associated with the following:
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« Virtual fabric ID — Specifies the accessible virtual fabric for a user account.
* Home virtual fabric — Specifies the default virtual fabric for a user account.
* Role — Determines the functional access level within the virtual fabric.

NOTE
The admin user IDs cannot be used to log in from Web Tools.

The access right for any user session is determined by the user's role. You can create and manage accounts depending
on your role. The roles and permissions are listed in the following table.

Role Permissions

admin Create and manage all predefined accounts and user-defined accounts.

operator Change your own password but cannot create, modify, or view predefined or user-defined
accounts.

securityadmin Create and manage all security roles.

switchadmin Change your own password but cannot create, modify, or view predefined or user-defined
accounts.

zoneadmin Change your own password but cannot create, modify, or view predefined or user-defined
accounts.

fabricadmin Change your own password but cannot create, modify, or view predefined or user-defined
accounts.

basicswitchadmin Change your own password but cannot create, modify, or view predefined or user-defined
accounts.

user Change your own password but cannot create, modify, or view predefined or user-defined
accounts.

Creating User-Defined Accounts
An admin can create a new user with any of the default or user-defined roles.
To create user-defined accounts, perform the following steps:

1. Select Settings in the navigation bar, and then select Security Policies > User Management. The Users window is
displayed. You can view a list of default and user-defined accounts in the Users window.

1‘@ Dashboard ~ Switch Cvervie Switch Ports ~ Events  Zoning Settings Logical Switch: 128- s
Users Roles Users (4) “

Username = Home LF R... Chassis Access Status Expiration Date Lockout
admin admin admin ENABLED
maintenance maintenance maintenance DISABLED

root root root DISABLED

2. Click the ( + ) icon on the top-right corner of the window. The Create New User window is displayed.
3. In the Create New User window, perform the following steps:
a) Enter the Username.

The username must begin with an alphabetic character. The name can be up to 40 characters long. It is case-
sensitive and contains alphabetic and numeric characters, the period (.), and the underscore (_). It must be
different from all other account names on the logical switch.
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b)

e)

f)

Enter the Password for the account. Retype the password in the Confirm Password field.

The password must be from 8 to 40 characters. The password can include alphanumeric characters, the period (.),
and the underscore (_) and is case-sensitive.

Passwords must also meet any additional password rules that are set earlier. (See the procedure Setting Rules for
Passwords for more information.)

Enter the description of the new user in the Description field. This field is optional.

Select the role of the user from the Chassis Role drop-down. The Chassis Role drop-down displays the default
roles (admin, user, switchadmin, operator, zoneadmin, fabricadmin, securityadmin, and basicswitchadmin) and the
user-defined roles.

The Logical Fabric ID table displays the logical fabric IDs with assigned user roles. Click Add to enter the role that
you want to assign to each FID present in the switch.

* For virtual fabrics, all logical fabric IDs (1-128) are displayed even if they are not created.
* In switches with multiple logical fabrics, users are created with a role for each logical fabric.
Select Home Logical Fabric ID from the drop-down. The default home logical fabric ID is 128.

jé Dashboard switch Overvie Switch Ports Events Zoning Settings
Create New User

- Logical Fabric ID

Legical Fabric ID + User Role Add

4. Select Active to enable the user.
5. Click Save.

Modifying User Accounts

An admin can configure user accounts to do the following:
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¢ Change the password for any user.

* Modify the role of user-defined accounts.

* Add or remove the logical fabric IDs for user-defined accounts.

* Activate or deactivate the user-defined and maintenance accounts.

1. Click Settings in the navigation bar, and then select Security Policies > User Management. The Users window is
displayed.

2. Click the () icon next to a user account, and then select Configure from the available options. The user account is
displayed.

3. To change the password for a user account, perform the following steps:

NOTE
An admin can enforce the password expiry for an account.

a) Select the Change Password option under the Username field. The Change Password window is displayed.

Change Password X

Old Password | seeeesesees
MNew Password

Confirmn Password | seesresnens

Save Cancse

b) Enter the old password and the new password, and confirm the new password.
c) Click Save.

For more information on setting a password rule, see Setting Rules for Passwords.
4. To modify the role and add or remove the logical fabric IDs of a user-defined account, perform the following steps:

NOTE
An admin cannot modify the role and logical fabric ID of a default account.

a) Select the role from the Chassis Role drop-down.
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test123

Qg oo o
Users Roles
Username 5t12:
Descriptiol
C s Role usai
Logical |

Save Delete Can

Logical Fabric ID

Remove

b) Add or remove the logical fabric ID from the Logical Fabric ID table.
c) Modify the Home Logical Fabric ID based on your requirements.

d) Click Save.

5. To activate or deactivate the user-defined and maintenance accounts, perform the following steps:
a) Enable or disable the Active checkbox.
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Users  Roles maintenance

128items  Logical Fabric ID

Logical Fabric ID = User Role

maintenance

2 maintenance

3 maintenance

Home Legical Fabric ID

AcTive

b) Click Save.

Deleting User-Defined Accounts

To delete a user account, perform the following steps:

1. Select Settings in the navigation bar, and then select Security Policies > User Management. The Users window

displays the list of default and user-defined accounts.

2. Select the user-defined account that you want to remove. An admin cannot delete default accounts.
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:!é Dashboard Switch Overvie Switch Ports Events Zoning
Users Roles test? 23

3. Click Delete, and then click OK.

User-Defined Roles

User-defined roles provide the ability to dynamically create roles on the switch. The default roles are defined based on
individual permissions for different features or by restricting access to various features. The default roles cannot be edited
for assigning different privileges to a particular user. However, user-defined roles provide the ability to create new roles
and define permissions for the role-based access control (RBAC) class.

Guidelines and Restrictions

The following points must be noted before creating and configuring user-defined roles:

To edit the Port Admin and FCR configuration, you must assign the SwitchPortManagement and
SwitchPortConfiguration privileges to the user-defined role.
To set the fabric ID, you must assign the FabricRouting and SwitchConfiguration privileges to the user-defined role.

To view reports, you must assign the SwitchManagement, SwitchConfiguration, and FRUManagement privileges to the
user-defined role.

For some functionality and operations that need chassis-level access, the user-defined role privileges must be assigned at
both the chassis level and the logical fabric level to have the corresponding tab enabled.

To access CPU Utilization and Memory Utilization under the Dashboard tab, you must assign the read/write MAPS
permission and the CHASSIS CONTEXT context type to a user-defined account.

To access the Settings > Configuration tab, you must assign the ConfigManagement, SwitchConfiguration, or
Configure privileges to the user-defined role, which is applied at the logical fabric level. Any of these three privileges is
sufficient.

To access the Security Policies tab, you must assign the Authentication, FabricDistribution, Security, IPSec, AG,

or IPfilter privileges to the user-defined role, which is applied at the logical fabric level. Any of these six privileges is
sufficient.

To access the Switch Ports tab, you must assign the SwitchConfiguration, SwitchManagement, FRUManagement,
AG, or Configure privileges to the user-defined role, which is applied at the logical fabric level. Any of these five
privileges is sufficient.
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Creating a User-Defined Role

To add a user-defined role, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > User Management.

. Click the Roles tab. The Roles window is displayed.

2
3. Click the ( + ) icon on the top-right corner of the window. The Create New Role window is displayed.
4

In the Create New Role window, perform the following steps:
a) Enter the Name. The role name must contain 4 to 16 alphabetic characters.

b) Enter the description of the new role in the Description field. This field is optional.
c) In the Privileges section, select the privileges that you want to assign to the new role. Each privilege is selected

with either the Read mode or the Read & Write mode.

i{é Dashboard Switch Overvie Switch Ports Events Zaoning
Users  Roles Create New Role
Mame es
Descriptio For test purpose of
e
2items  Privileges
Mame = Frivilege
Blade O Rea
ChassisConfiguration Rea
O Res
Read
Canfigure 0 Res
DCE O Res
d) Click Save.

Editing a User-Defined Role

To edit a user-defined role, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > User Management.

2. Click the Roles tab. The Roles window displays the list of configured roles.

3. Click the ( ~ )icon next to a role, and click Configure. The window displays the role name as the title.
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;!"l& Dashboard Switch Overvie Switch Ports Events Zoning e
Users  Roles ROleS (2)
Mame + Description

4. In the Privileges section, edit the privileges for the role. You can add new privileges or remove existing privileges, or

you can switch between the Read and Read & Write option.

Users Roles tESt
Name test
Description
P
62 ltems Privileges
Name * Privilege
AG Read @ Read & Write
Audit Read @ Read
Authentication Read @ Read & Write
Blade © Rezc Read & Write
ChassisConfiguration 0 Rez
m Delete Cancel
NOTE

You can edit the privileges section only in the role window.

5. Click Save.

Deleting a User-Defined Role

To delete a user-defined role, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > User Management.

2. Click the Roles tab. The Roles window displays the list of configured roles.

3. Click the ( ~ )icon next to a role, and click Configure. The window displays the role name as the title.
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._!é Dashboard Switch Overview Switch Ports Events
Users Roles ROleS (2)
Mame Description

Users Roles test
MName tes
Description
P
62 ltems Privi eges
Name = Privilege
AG
Au 0 Reac Read &
Authentication © =eac Fead &
Blade © Rea Read &
ChassisConfiguration O =eac Read &
Fhaceickfnnanornant A Dan Daad 2

@

5. Click OK to delete the role.

Maintaining Passwords

When you log in after the password is expired, Web Tools allows you to provide a new password.

A password is locked if you exceed the maximum number of failed login attempts. To unlock a password, see Unlocking a

Password for more information.
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Setting Rules for Passwords
To set rules for passwords, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > Password Policy. The Password Policy
window is displayed.

2. Fill out the Password Policy window for the password rules that you want to enforce.

The table below describes the password rule parameters:

Password Rule Parameter Description

Minimum Length Minimum password length (8—40 characters).

Uppercase Letters Minimum number of uppercase characters required.

Lowercase Letters Minimum number of lowercase characters required.

Numbers Minimum number of digits required.

Special Characters Minimum number of punctuation characters required.

Maximum Repeat The maximum number of repeated characters in the password.

Maximum Sequence The maximum sequence of characters in the password.

Password Age Minimum number of days (0-999) before you can change the password again.

Warning Period Number of days to warn a user before a password is expired (0-999).

Password History Number of password changes before you can reuse a password.

Lockout After Number of failed login attempts (0—-999) before the password is locked from further change attempts and
the amount of time for which the password is locked (0-99999 minutes).

Lockout Duration Number of failed login attempts (0—999) before the password is locked from further change attempts and
the amount of time for which the password is locked (0-99999 minutes).

Min Difference Number of characters that must differ between the current password and the new password.

3. Select Reserve Password to prevent reusing a recently used password.
4. Select Lockout Admin to enable lockout configurations for an admin.

* The account lockout policy disables a user account when the user exceeds a configurable number of failed login
attempts.
* If you do not enable the Lockout Admin option, an admin is never locked out of the system.

5. Click Save to save your changes.

Setting a Password as Expired
The password expiration policy forces expiration of a password after a specified period of time.
To set a password as expired, perform the following steps:

1. Click Settings in the navigation bar, and then select Security Policies > User Management. The Users window is
displayed with a list of the default and user-defined accounts.

2. Click the () icon next to a user account, and then select Expire Password from the available options. The button is
disabled for the expired password.
The expired(admin enforced) status is displayed in the Expiration Date column. In the next login, the expire dialog is
displayed to change the password.
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L)L
._|$ ard tch O e Ports Events Zoning Settings

Users  Role U Sers (7)
Username = Home LF RCle Chassis Access Status Expiration Date Lockout
admin admin admin EMNABLED _ Mo
maintenance maintenance - EMABLED _ Mo
rogt roct root ENABLED _ No
sures admin admin DISABLED - Mo
test123 admin admin ENABLED _ No
IteSther admin admin EMNABLED expired(admin enforced) Mo
user user ENABLED No

Unlocking a Password

To unlock a password, perform the following steps:

1.

Click Settings in the navigation bar, and then select Security Policies > User Management. The Users window is

displayed with a list of the default and user-defined accounts.

2. Click the (
If the button is disabled, the password is already unlocked or not locked out.

) icon next to a user account, and then select Unlock Password from the available options.
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Monitoring the Web Tools Dashboard

The Web Tools dashboard provides a quick glance of switch ports, health, and utilization. From the dashboard, you can
quickly see the overall health and status of the switch.

ié Dashboard

@ 164 Avaliable
@ 2Used

Fan

@ 2 Healthy

Port Health

Power

Healthy

Alert S
T 73
I
e
[ B
o o

Events  Zoning  Settings 1

CID-ENG-X6-4-74-4

Switch Events Memaory Utilization CPU Utilization

— 30/0

Temperature
oF ¢

Ha enablad 4
Heartbeat Up
Synchronize:
Days

High Availability

Switch Up Time

The dashboard consists of 10 widgets that provide information about switch and port status. Some of the widgets show
information for a logical switch, and some show information for a physical switch.

Widget Name Switch Description
Ports Logical Number of ports that are available and in use for the logical switch.
Port Health Logical Health status of the ports in the logical switch.
Switch Events Logical Number of events, organized by severity, for the logical switch.
Memory Utilization Physical Percentage of memory that is currently being utilized on the switch.
CPU Utilization Physical Percentage of the CPU that is currently being utilized on the switch.
Fan Physical Overall status of the fans in the chassis.
Power Physical Overall status of the power supplies in the chassis.
Temperature Physical Temperature of the chassis on a per-slot (director) or per-sensor (switch) basis.
High Availability Physical (For directors only) Status of high availability (HA) features on the director.
Switch Up Time Physical Length of time for which the switch has been in operation since the last reboot.
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Monitoring Ports

The Web Tools Ports widget displays the number of ports that are available and in the use for the logical switch. The Port
Health widget displays the health status of the ports for the logical switch.

Note that the Port Health widget is displayed only if the Fabric Vision® license is installed on the switch.

1. Click Dashboard in the navigation bar.

2. View the Ports widget to see the number of ports available and the number of ports in use for the logical switch.
If the port status is "Online", ports are indicated as "Used."

3. View the Port Health widget to see the overall health status for the ports in the logical switch.

The widget displays the data in a bar graph, with one bar for each of the following health states:

* Healthy
* Offline

* Marginal
e Error

Hover over a bar in the graph to display the number of ports with that health

Ports Port Health

@ 164Avaliable @ 1 Used W@

status

Monitoring Events

The Web Tools Switch Events widget displays all events for the logical switch. Events are characterized by severity level.

1. Click Dashboard in the navigation bar.

2. View the Switch Events widget, which shows the number of events in a bar graph, organized by severity.

3. Hover over a bar in the graph to display the number of events with that severity.

Switch Events

[T
[
w3

=)

./I.. @
[
[
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4. Click a bar in the graph to display the list of events with that severity.

You can adjust the Event Status column widths to display longer messages. Hover over messages that are too long

for the table column in order to display a tool tip with the complete message.

Event Status - Warning X

Message ID Message

MAPS-1020 Switch wide status has changed from HEALT...
MAPS-1027 RuleMame

HIL-1517 Fan speed of all the fan FRUs changing to 100...
RAS-1002

MAPS-1020 environmental specifications.

MAPS-1027 RuleMame
HIL-1517 Fan speed of all the fan FRUs changing to 100...
Close

Fan spesd of all the fan FRUs changing to 10000 RPM as per

Service

Switch

Switch

Switch

Chassis

is

Chassis

Number Count
4023 1
4022 1
4050 1
4034 1
4057 1
4035 1
4177 ]

Last Occurred +
Apr 27,
Apr 27,
Apr 27,

Apr 27,

Apr 27,

Apr 27,2019 07:39:0..

Apr 27,2019 08:07:4..

Refer to the Brocade Fabric OS Message Reference Manual for the probable cause and recommended action for each

message.

The Events page displays the events in a table that you can filter and sort. See Fault Management: Displaying and
Filtering Events for additional information about monitoring events from the Events page.

Monitoring Switch Health

The Web Tools dashboard provides several widgets with which you can monitor the physical health of the switch.

Fan Power

® 2 Healthy ® 1Healthy @ 1Faulty

Fahrenheit

Temperature

1. Click Dashboard in the navigation bar.

2. View the Fan widget to see the number of healthy, faulty, and absent fans in the chassis.

Click the widget to display detailed information about the fans.
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Fan Status - Healthy X

Fan Number Speed (RPM) Airflow Direction
1 7001 Non-portside Intaks
2 6952 Non-portside Intaks

Close

In this table, the Fan Number column indicates either the fan number or the fan FRU number, depending on the switch
model. A fan FRU can contain one or more fans.

3. View the Power widget to see the number of healthy, faulty, and absent power supplies in the chassis.

Click the widget to display additional information about the power supplies. For example, clicking the red section of the
widget displays information about the faulty power supplies.

Power Status - Faulty X

Power Supply « Type Temperature Fan Direction

2 AC Mon-portside Intake

Close

4. View the Temperature widget to display the overall temperature of the chassis, in Fahrenheit or Celsius.

* For directors, the temperature is calculated on a per-slot basis, with each slot indicated in a separate bar in the
graph. The temperature displayed is the highest of all the thermal sensors in that slot.

* For switches, each bar in the graph represents a single thermal sensor.
Hover over a bar in the graph to display the exact temperature.

Click a bar in the graph to display detailed information about the temperature status.
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Temperature Status X
Slot 4
Thermal Sensor « Sensor Index Temperature State
2 0 84°F Ok
3 1 86°F ok
4 2 09°F ok
5 3 13F Ok
Close

Monitoring Switch Utilization

The Web Tools dashboard provides two widgets for monitoring memory and CPU utilization on the physical switch.

Memory Utilization CPU Utilization

' 25% —_— 2%

0 100 0 100

1. Click Dashboard in the navigation bar.

2. View the Memory Utilization widget to see the percentage of memory that is currently utilized on the switch.

Click the blue section of the chart to display additional memory usage details.

Memory Usage X

Memory Utilization 25.08%

Teotal Memory 1822 MB
Used Memory 457 MB

Palling Interval 120 sec

No of Retries 3

Free Memory 1365MB

Close

3. View the CPU Utilization widget to see the CPU usage as a percentage of available CPU resources on the switch.

Click the blue section of the chart to display additional CPU usage details.
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CPU Usage X

CPU Utilization 2.0%
Polling Interval 120 sec

Mo of Retries 3

Close

Generating a Switch Report

From the Web Tools Switch Overview page, you can generate a report of all switch-related information.

The report consists of the following sections:

e List of Switches

e Current Switch Information
e List of Inter-Switch Links

e List of Ports

* Name Server

e Zoning Information

¢ SFP Serial ID Information

To generate the switch report, perform the following steps:

1. Select Switch Overview from the navigation bar.

2. From the Actions menu in the upper-right corner of the page, select Generate Report.

L)
]
| GenerzizReport |

10i0]  WGMT SERVI

& A

Actien P

= e

TTNM CHWITH AT MWEE T 454 3|
fad SF0F SO00 F000 Gddd o)

AT AT AT AT AT AT

Backup Configuration
Restare Configuration
Enable Switch Beacon
Enable Chassis Beacon
hMount USE Drive
Disable Switch
Fastbact

Repboot

3. When finished viewing the report, scroll to the bottom and click Close.
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Switch Management

Using Web Tools, you can configure several features on your switches.

» Switch configuration

e Zone configuration

e Firmware upgrade

* |Pv4 and IPv6 configuration

Switch Overview

TheSwitch Overview tab allows you to edit the switch information, perform various switch actions, and initiate CP failover.
The Switch Overview tab displays an image of the switch and allows you to perform the following tasks:

» Display detailed switch, network, and fabric information.

« Edit the switch name, IP network parameters, and switch settings, such as Access Gateway mode and FCR.
» Perform switch actions, such as reboot, fast boot, and switch disable/enable.

* Display information on all Name Server entries in the fabric.

 Initiate a CP failover (for products that support high availability).

* Change the logical switch context.

Figure 9: Switch Overview Tab

'—_ll'é Dashboard Switch Overview Switch Ports  Evenis  Zoning Settings e Logical Switch : 127 - switch_127(Base) = 6
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1. Switch name
2. Logical switch context
3. Switch actions menu
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4. Click to edit switch details
5. Click to display more or fewer switch details

Note that the logical switch context is not displayed if you launched Web Tools from SANnav Management Portal.

Hover the mouse over different elements in the switch image to display a tool tip with details about that element. Note that
blade model numbers are displayed in the image for Gen 7 blades. For Gen 6 blades, you can see the model numbers in
the tool tip by hovering over the blades.

Displaying Fabric Properties
From the Switch Overview page, you can display additional details about the other members of the fabric.

1. Select the Switch Overview tab in the navigation bar.

2. Click the magnifying glass icon next to the Fabric Members detail to display all of the fabric members.

i

Overview Name Server

Switch Details Edit

Name switch_50
Status Healthy
Fabric O3 version v9.0.0_bld92
Domain ID

Available License 5.

3. Click Show Properties in the action menu to view additional properties for each switch.

Fabric Member X

Pvd Addrass
0.155.34.48
10.155.34.4
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Editing the Switch Name and Network Configuration

You can edit the switch name and network configuration and persistently disable the switch from the Switch Overview
page.

1. Select Switch Overview from the navigation bar.

2. Click Edit next to the Switch Details heading to display the Edit Switch Details dialog.

__|{'s} Dashboard Switch Overvie SwitchPorts ~ Events  Zoning  Settings Logical Switch : 128 - swi

Overvew  Name Server Edit Switch Details o
Disable
g P

3. Update the fields that you want to change.

NOTE
Domain ID cannot be edited. To edit a Domain ID, you must disable the switch.

4. Select the Disable checkbox to disable the switch.
If the Disable checkbox is already selected, clearing the checkbox enables the switch.

5. Select the Persist checkbox to persistently disable the switch.

"Persistent disable" means that the switch is set to a disabled state without being disabled. When the switch reboots, it
is disabled and must be enabled.

6. Click Save to save the changes to the switch.

Initiating a Reboot or Fast Boot of the Switch

A reboot or fast boot restarts the switch immediately. A fast boot reduces boot time significantly by bypassing the power-
on self-test (POST); although traffic will be interrupted, frames are not dropped.

Ensure that there are no traffic or management processes occurring on the switch before you perform these actions. Be
sure to save any configuration changes before the restart because any changes not saved will be lost.
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To perform a switch reboot or fast boot, perform the following steps:
1. Select Switch Overview from the navigation bar.

2. From the Actions menu in the upper-right corner of the page, select Fastboot or Reboot.

ool

;‘.’dé a

0 [
L |

]
2

v mwre suon nwe

R IIREIEE]
fSE EEEH EEEH EEEE SR B

SN [ I [ oy | -

3. Select OK in the confirmation dialog.

Enabling and Disabling a Switch

By default, the switch is enabled after power is applied and diagnostics and switch initialization routines have finished. You
can disable and re-enable the switch as necessary.

When you enable or disable a switch, the affected ports depend on whether Virtual Fabrics is enabled. The following table
describes which ports are affected for each type of enable or disable operation.

Operation Virtual Fabrics Enabled Virtual Fabrics Not Enabled
Enable switch Enables all ports on the logical switch Enables all ports on the physical chassis
Enable chassis Enables all ports on the physical chassis Not allowed
Disable switch Disables all ports on the logical switch Disables all ports on the physical chassis
Disable chassis Disables all ports on the physical chassis Not allowed

To enable or disable a switch, perform the following steps:
1. Select Switch Overview from the navigation bar.
2. From the Actions menu in the upper-right corner of the page, select Enable Switch or Disable Switch.

If the switch is enabled, the Disable Switch option displays on the Actions menu. If the switch is disabled, Enable
Switch is displayed.
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3. Select OK in the confirmation dialog.

Configuring Switch and Chassis Beacons

Enable switch or chassis beaconing to locate a failing unit. When beaconing is enabled, the port LEDs flash green at
various rates across the chassis. The beaconing continues until you turn it off.

Switch beaconing enables or disables beaconing on all ports in the current logical switch. Chassis beaconing enables or
disables beaconing on all ports in the chassis.

In addition to switch and chassis beaconing, port and port peer beaconing are also supported. See Advanced Port
Configuration for more information about configuring beaconing at the port level.

Only one beaconing mode can be active at a time. For example, if you want to enable switch beaconing, you must first
disable chassis or port beaconing.

1. Select Switch Overview from the navigation bar.
2. From the Actions menu in the upper-right corner of the page, select one of the beacon options.

* Enable (or Disable) Switch Beacon
* Enable (or Disable) Chassis Beacon

3. Click OK in the confirmation dialog.
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Displaying Name Server Information

Display a table of name server entries in the Simple Name Server Database. The table includes all Name Server entries
for the fabric, not just those related to the local domain. Each row in the table represents a different device.

1. Click the Name Server tab on the Switch Overview page.

You can click the arrows in the column headings to sort in ascending and descending order.

is
+igh Arokoblty | Narne Sener Name Server(2) e
1. Search box.
2. Table of name server entries.
3. Hamburger icon to manage table columns (see list below).

4. Action menu to view the accessible devices associated with this name server.

2. Customize the display of columns and data using the following methods:

* To sort the entries by the specific column, click the column header. Click the head again to reverse the sort.
* To resize a column, drag a column divider.

on
[
=]
[
[
(]

L)
=9
"

* To display a checklist of possible columns for the table, click the hamburger icon = in the top-right corner and
select Columns.
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| @ FC Address polumn:
#| Port Index
#| Device Port WWHN
#| Device Role
#| Member Of Aliases
Member Of Zones L\\T
Switch Port Mame
Switch Port r
#| Sequence Mumber
¢ Tag

Device Mode WWHM

Device Mame
FDMI Host Mame
Vendar Name
Meode

Add or remove columns by selecting or deselecting a checkbox in the checklist.

3. Display specific device rows by entering known device information in the search box at the upper left of the table.
For example, to display a device with a port WWN of 10:00:00:10:9b:1c:2a:e0, enter that WWN in the search box.
Similarly, to display all devices with the initiator role, enter "initiator" in the search box.

4. View the zone-accessible devices by selecting Accessible Devices from the action menu.

The Zone Accessible Devices window is displayed.
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Zone Accessible Devices for 7(0x7) X

Device Node WWN Device Name

Domain User Port # Port ID Port Type

00000:1090:

Displaying Zone Members for a Device

Use the following steps to display information on zone members for a specific device listed in the Name Server tab.

1. Click the Name Server tab on the Switch Overview page.
2. Click the actions menu icon ( - ) at the end of the device row.

3. Select Accessible Devices.

Accessible Devices

The Zone Accessible Devices window is displayed. Here you will find information about all accessible zone members
for the device, such as the domain, user port number, port ID, port type, device port WWN, device name, and WWN

company ID.

Zone Accessible Devices for 7(0x7)

Device Node WWN Device Name
20:04:00:11:0d:c5:b7.00
20:04:00:11:0d:c5:b7:0

20:04:00:11:0d:cS5:b7:02

20:04.00:

3(0x3 9(0x; 0:00:c4:

0(0x6. 6(0x10 0:00:c4f57

0(0x6.. 4(0x4 2004880947 -

0(0x6. 0xg 00:00:10: [76] "Emulex LP.
«©
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Using Switch High Availability Features

High availability (HA) features provide maximum reliability and nondisruptive replacement of key hardware and software
modules. High availability is available only on modular chassis director products.

Select the High Availability tab on the Switch Overview page to display information about the status of the HA feature
on each control processor (CP) in the switch and to perform the following tasks:

* Synchronize all services between both CPs. A nondisruptive CP failover is possible only when all services are
synchronized.
e Initiate a CP failover.

Figure 10: High Availability Tab

L]
-—IQ Dashboard Switch Overview Switch Ports Events Zoning Settings
Overview High Availability Name Server H |g h AV a| |a b| | |ty m
CPO Status nitiats Failover
Role Active
Slot
Typs 75
Fabric 0% 9.0.0_bldse F4 enabled
Heartbeat Up
Status Warm Recovered Synchronized
Event Arbitration
Event Time FriJan 3 22:17:51 2020
CP1
Raole Standby
Slot 2
Type 75
Fabric © §.0.0_bldeg
Status Healthy
Event
Event Time

Information about CP0 and CP1 displays on the left side of the page, including whether the CP has a standby or active
status, the chassis slot where the CP is installed, and the Fabric OS firmware installed on the CP.

The background color of the HA Status icon indicates the overall status of high availability on the switch.

¢ Green — Healthy. The HA status is HA enabled, the heartbeat is up, and the HA state is synchronized.
* Yellow — Disruptive mode. The HA status is HA enabled, the heartbeat is up, and the HA state is not synchronized.
¢ Red - HA is unavailable, and the HA status is not enabled.

Click the Actions menu in the upper-right corner of the page to synchronize all services between both CPs and initiate a
CP failover.
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Synchronizing Services between Control Processors

Before you can initiate a nondisruptive CP failover, all services must be synchronized between both CPs.

1. Click Switch Overview in the navigation bar, and then select the High Availability tab.

2. Verify that services need to be synchronized by checking the color of the HA Status icon.
If the color is green, services are already synchronized between the CPs.

If the HA status is not synchronized, click the Actions button in the top-right corner and select Synchronize.

4. Click OK in the confirmation dialog and wait for the CPs to synchronize the services.

When the HA Status button is green, indicating that the HA status is enabled, the heartbeat is up, and the HA state is
synchronized, you can initiate a failover.

Initiating a CP Failover

A CP failover forces the standby CP to become the active CP.

Initiate a CP failover through the action menu on the Switch Overview page, High Availability tab.

1. Click Switch Overview in the navigation bar, and then click the High Availability tab.

2. Verify that the HA Status icon is green, indicating that the HA status is HA enabled and the heartbeat is up.
3. Click the action button in the top-right corner, and select Initiate Failover.
4

. Click OK in the confirmation message.

A nondisruptive failover might take about 30 seconds to complete. During the failover, your Web Tools session expires
and the login page is displayed. You must log in to Web Tools again to determine the HA status.

Zoning Overview

This chapter describes zoning and provides the procedures to manage zones. An administrator can partition the network
into logical groups of devices through zoning. This partition allows the devices to interconnect and prevent access from
other devices outside the group, thereby providing increased network security and stability.

Zoning also relieves the network from registered state change notification (RSCN) storms created due to multiple device
interactions. The information in the Zone Configurations window is collected from the selected switch. Using the Zoning
tab in the Web Tools Element Manager navigation bar, you can perform the following tasks:

* Create zone aliases

* Create zones

¢ Create standard zones

* Create peer zones

* Create LSAN zones

¢ Create LSAN peer zones

¢ Create zone configurations

* Configure the fabric-lock timeout

For details, refer to the Brocade Fabric OS Administration Guide.

Zone Database Size

The zone database size for fabric is:

e 4 MB per fabric and logical switch
* 16 MB per chassis (combined size of all zone databases across all logical switches)
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The 4-MB configuration size is allowed only if all switches in the fabric are running Fabric OS v9.0.0 or later. The 16-MB
zone database limit is chassis wide, and hence on virtual-fabric enabled systems, the sum of the zone database size

of all partitions cannot exceed 16 MB. You can create and save a defined configuration up to 4 MB in the fabric and the
compressed configuration size must not exceed 2 MB during config save or enable operation. You can configure a larger
number of zone configurations, zones, and zone aliases in the fabric; in multiple logical switches existing in the virtual
fabric configuration on the same chassis.

Naming Conventions

Zone objects, such as the zone configuration name, zone name, and alias name, can have the following characters, if all
switches in the fabric and both CPs in a chassis system are running Fabric OS 8.1.0 or later.

» Start with a number or a letter.

¢ Contain a hyphen (-) other than the first character.

¢ Contain an underscore (_) other than the first character.
» Contain a dollar sign ($) other than the first character.

¢ Contain a caret (*) other than the first character.

You can use these characters in the zone object names while creating them and subsequently on add, remove, delete,
show, enable, copy, rename, and expunge commands related to zone objects.

Standard Zones

Standard zoning enables you to partition a storage area network (SAN) into logical groups of devices that can access
each other. For example, you can partition a SAN into two zones, winzone and unixzone, so that the Windows servers and
storage do not interact with the UNIX servers and storage. Zones can be configured dynamically. They can vary in size,
depending on the number of fabric-connected devices, and devices can belong to more than one zone. Because zone
members can access only other members of the same zone, a device not included in a zone is not available to members
of that zone.

Peer Zones

Peer zoning introduces the concept of principal zone members and nonprincipal peer members that are defined within a
single zone. A peer zone can be created with one or more devices designated as a principal device for that zone. Peer
zoning allows the principal zone members to communicate with nonprincipal peer members. Within a zone, principal
and peer members can communicate with one another. However, peer members cannot communicate with other peer
members, and principal members cannot communicate with other principal members. If multiple principal members are
present within the same peer zone, they will not be visible to one another, nor will they be able to communicate with one
another. Peer zoning supports LSAN and QoS peer zoning. In Fabric OS v8.1.0 and later, you can add aliases to a peer
zone. However, you cannot move a mixed-type alias to a peer zone. The alias members must be of the same type as
the existing peer zone members. For example, if a peer zone is of type Domain, Port Index, the alias must also be of
the Domain, Port Index type. If the switches in the fabric are not compatible with the configuration, an error message is
displayed.

LSAN Zones

An LSAN zone enables device connectivity between fabrics that are connected in Fibre Channel Routing (FCR) without
forcing you to merge fabrics. Extension switches provide multiple mechanisms to manage inter-fabric device connectivity.
Zones that contain hosts and targets that are shared between the two fabrics must be explicitly coordinated. To share
devices between any two fabrics, you must create an LSAN zone in both the fabrics. The name of an LSAN zone must
begin with the prefix LSAN_. The prefix is not case-sensitive.
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LSAN Peer Zones

An LSAN peer zone combines the properties of both LSAN zoning and peer zoning. You can select any edge fabrics or
backbone fabric to create an LSAN peer zone. The name of an LSAN peer zone must begin with the prefix LSAN_. The
prefix is not case-sensitive.

Creating and Editing Zone Aliases

A zone alias is a logical group of the domain, port index numbers, or WWNs. Zone aliases facilitate zone configuration by
using the alias instead of selecting individual WWNs or domain, port index numbers.

Creating a Zone Alias

To create zone aliases, perform the following steps:
1. Click Zoning in the navigation bar, and then select the Zone Aliases tab. The Zone Aliases window is displayed.
2. Click the ( + ) icon on the top-right corner of the window.

3. Enter the zone alias name in the Name field. As a best practice, use a unique alias name for a member.

4. Add members to the zone alias.

1. Click the Add button.

ja Dashbeard Switch Overvie Switch Ports Events Zoning Settings Logical Switch : 128 - sw03

Zone Configurations Zones Zone Aliases Preferences zoneAlias A

0 ltems Members

Type Members Add

2. Select either Select discovered Devices/Ports to choose the members from a list or Enter manually to type
them in yourself.

3. Select the type of the zone member (WWN or Domain, Port Index) from the drop-down.

4. Select the discovered members or type the name of the offline members, and then click ( ? ) to move them to the
Selected Members list.

FOS-92x-WebTools-UG100
69



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

5. Click OK to add the members to the zone alias.

6. Click Save to save the zone alias.

Editing an Existing Zone Alias
To edit an existing zone alias, perform the following steps:

1. Click Zoning in the navigation bar, and then select the Zone Aliases tab. The Zone Aliases window is displayed.

2. Select the (" )icon next to the zone alias that you want to edit, and then click View.

3. Select Save As from the Save drop-down and perform the required changes. You can re-name the alias or modify the
existing zone alias with the same name.

You can remove the selected members by selecting Remove button.
4. Click Save.

Creating and Editing Zones

You can create new zones for a fabric. If you want to create a different type of zone, you can select from any of the zone
types. You can create any of the four types of zones such as standard zones, peer zones, LSAN Zones, and LSAN peer
zones.

Creating Zones
To create a zone, perform the following steps:
1. Click Zoning in the navigation bar, and then select the Zones tab.

2. Click the ( +) icon on the top-right corner of the window.

3. Enter the name of the zone, and then select zone type from the Type drop-down.

1é Dashboard  Switch Overvie Switch Ports ~ Events Zoning Settings Logical Switch : 128 - sw03

Zone Configurations Zones Zone Aliases Preferences Zonel

0 ltems Members

7_:: o Members Add

No data to display.

4. Add members to the zone:
a) Click the Add button. The Add Members window is displayed.
b) Select the type of the zone member (WWN; Domain, Port Index; or Alias) from the drop-down.
c) Select either Select discovered Devices/Ports to choose the members from a list or Enter manually to type

them in yourself, and then click ()) to move them to the Selected Members list.
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Add Members X

© select discovered Devices/Ports
Enter manually

Domain, PortIndex Selected Members

Members Members Type
1.2 0 DPI
13 11 DP

For a peer zone and an LSAN peer zone, click the (+I*) icon to add a selected member as a principal member in

the zone. At least one principal member must be present in a peer zone or in an LSAN peer zone.

* The nonselected members are present as peer members of the principal members in the zone.

¢ When configuring an LSAN zone, Web Tools does not support members of the same name as the same
member already present in the other edge fabric. Newly created peer zones are automatically activated in the
fabrics based on the devices selected. For example, if a host that has ports in fabrics A and B is chosen and
target ports from fabrics A and B are selected, LSAN peer zones are created and activated in both fabrics A and

B.

Add Members X

© Select discovered Devices/Ports
Enter manually
Selected Members

Domain, Port Index  w i . L
Click '+ icon to choose a Prinicipal Member

Members Members Type
13 A 10 DR
14 1 oP
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Editing an Existing Zone
To edit an existing zone, perform the following steps:

1. Click Zoning in the navigation bar, and then select the Zones tab.

2. Select the (

) icon next to the zone that you want to edit, and then click View.

3. Select Save As from the Save drop-down and perform the required changes. You can re-name the zone or modify the

existing zone with the same name.

Zone Configurations Zones Zone Aliases Preferences

2 Herms Members

zone_test1_edit

Members
10:00:8¢c:7c:ff:00:05:01

20:07:c4:f5:7¢:00:59:40

Cancel

Type

5]

]

(]
5]

You can remove the selected members by selecting the Remove button.

4. Click Save.

Cloning an Existing Zone
To clone an existing zone, perform the following steps:
1. Click Zoning in the navigation bar, and then select the Zones tab.

2. Select the () icon next to the zone that you want to clone, and then click View.

3. Click Save As from the Save drop-down to clone the zone with a different name.
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j'ﬁ} Dashboard  Switch Overvie Switch Ports  Events Zoning Settings
Zons Configurations ~ Zones  ZoneAliases  Preferences 20N e2
lame | zone2
Type Standard
2 Items Members
Members Type Add
6,9 DP emove
6,16 OF
m Delete Cance

4. Enter a name, and then click Save.

Zone Configurations Zones Zone Aliases Preferences Zon ez_mOd |ﬂ Ed

Name zone2_maodified
Type Standard
2 ltems Members
Members Type Add
659 DP 2 e
6,16 DF

@ cance

5. Click OK.
The cloned zone is saved under the Zones window.

Configuring Zones

A zone configuration is a group of one or more zones. A zone can be included in more than one zone configuration. When
a zone configuration is activated, all zones that are members of that configuration are in effect.
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Creating and Activating a Zone Configuration

To create and activate a zone configuration, perform the following steps:

Click Zoning in the navigation bar. By default, the Zone Configurations window is displayed.

Click the ( +) icon on the top-right corner of the Zone Configurations window.

Enter a name for the zone configuration.

Click Add to add one or more zones to the zone configuration. The Add Members window is displayed.

Select the existing zones to add to the zone configuration.

2

Click OK to add the zones to the zone configurations.

Add Members X

Name * Type Member Count
LSAN_peerZonel Peer 2
LSAN_Zone3 Standard 2
Zone2 Peer
zone123 Standard 4
Zone_one Standard 3
zonetest Standard

7. Click Active to activate the zone configuration, and then click Save.

NOTE
You can have only one active zone configuration in a fabric.

Cloning an Existing Zone Configuration
To clone a zone configuration, perform the following steps:
1. Click Zoning in the navigation bar. By default, the Zone Configurations window is displayed.

2. To clone a zone configuration, select an existing zone configuration. The selected zone configuration is displayed. You
can clone both Active and InActive zone configurations.

3. Click Save As from the Save drop-down to clone the configuration with a different name.
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_|$ Dashboard ~ Switch Overview  Switch Ports  Events Zoning  Settings Logical Switch - 128 - sw03
Zone Configurations Zones Zone Aliases Preferences Cfg_‘l 23
Name cfg_123
1 item Members
Name * Type Member Count
zone123 Standard 4
Ac

4. Enter a name, and then click Save.

I Dashboard ~ Switch Overview ~ SwitchPorts ~ Events | Zoming = Settings Logical Switch

Zone Configurations Zones Zone Aliases Preferences Cfg_"\ 23_modified

Name cfg_123_modified

1 ttem Members
Name * Type Viember Count Add
zone123 Standard 4
Active
5. Click OK.

The cloned zone configuration is saved under the Zone Configurations window.

Modifying an Existing Zone Configuration

NOTE

You cannot modify an active zone configuration directly. To modify an active zone configuration, you must clone
the zone configuration with a different name.

To modify an existing zone configuration, perform the following steps:
1. Click Zoning in the navigation bar. By default, the Zone Configurations window is displayed.

2. Select the desired zone configuration with the InActive status. The selected zone configuration is displayed. Modify
(add, remove, or both) as required.

1. To add a zone, click the Add button, select the desired zone in the Add Members window, and then click OK.
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Zone Configurations Zones Zone Aliases Preferences

zone123 Standard

Save ¥ Delete Close

4‘5 Dashboard Switch Overvie! Switch Ports Events Zoning

cfg_123

11tem Members

Vember Count

4

Add

2. To remove a zone, select the zone that you want to remove, and then click Remove. The zone is removed from the

Members list.

Zone Configurations Zones Zone Aliases Preferences
Name 12!
1 tem
Name * Type Member Count
zone123 Standard 4
Active

Delete Close

1{5 Dashboard  Switch Overvie Switch Ports  Events Zoning

Members

cfg_123

Removing a zone from the zone configuration deletes all the references of that zone from that zone configuration.

3. Click the Save button, and then click either Save or Save As if you want to save the configuration with a different

name.

4. Click OK in the confirmation dialog to save the changes.

Deleting a Zone Configuration
NOTE

* The last zone member of the active zone configuration cannot be deleted. Any attempt to delete the last zone

results in an error message indicating that the zone was not found.
* You cannot delete an active zone configuration from the fabric.

To delete a zone configuration, perform the following steps:

1. Click the zone configuration that you want to delete.
The selected zone configuration is displayed.

2. Click Delete button. The Delete button appears only for the inactive zone configurations.
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il@' Dashboard Switch Overview Switch Ports  Events Zoning Settings Logical Switch : 128 - sw03

Zone Configurations ~ Zones Zone Aliases Preferences Cfg_'] 23

1 Itemn Members

Name * Type Viember Count Add

Close

The Delete Zone Configuration message is displayed.
3. Click OK.

The selected zone configuration is deleted from the Zone Configurations window.
Setting Zone Preferences

You can configure the zoning policy and the zone fabric-lock failsafe timer using the Preferences tab. You can also clear
zones from the Preferences tab.

Configuring a Zoning Policy
The zoning policy controls device access when there is no effective zone configuration. The zoning policy has two options:

» Enable (All Access) — All devices within the fabric can communicate with all other devices.
* Disable (No Access) — Devices in the fabric cannot access any other device in the fabric.

The zoning policy applies to the entire fabric, regardless of the switch model. The default setting is Enable (All Access).
When you disable the zoning configuration in a large fabric with thousands of devices, the name server indicates to

all hosts that they can communicate with each other. Each host can receive an enormous list of PIDs and ultimately
cause other hosts to run out of memory or crash. To ensure that all devices in a fabric do not see each other during a
configuration disable operation, set the zoning policy to Disable (No Access).

To configure a zoning policy, perform the following steps:

1. Click Zoning in the navigation bar, and then select Preferences. The Preferences window is displayed.
2. Click Edit next to the Zoning Policy option. The Zoning Policy window is displayed.

3. Select either Disable (No Access) or Enable (All Access) from the Policy drop-down.

4. Click Save.
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Zone Configurations Zones Zone Aliases Preferences ZOH |ng POl |Cy

Configuring the Zone Fabric-Lock Failsafe Timer

Fabric OS provides fabric-level detection support that warns you if a transaction is open on a remote switch. However, it
does not prevent you from committing changes if the current transaction exists across the fabric. The Zone Fabric Locking
feature is extended to all switches in the fabric. This feature is enabled by default. If a zone edit or commit command

is occurring in a fabric, you cannot perform a zone edit or commit on the same or another switch for a default timeout
period of 5 minutes. A lock request is sent at the beginning of a zone edit operation. The Fabric Lock Failsafe Timer

is configurable and it is a fabric-wide setting. When a zone fabric lock is active, a failsafe timer is started on all remote
switches. When the failsafe timer expires, the open zone transaction is not aborted. If the same user attempts to resume
the transaction by performing another edit or commit operation after the zone fabric lock has expired, the transaction

is allowed and the fabric lock is restarted. If a different user attempts to start a new transaction after the first user's
transaction timer has expired, the transaction is allowed and the first user's transaction is aborted before the second
user's transaction starts.

To configure the zone fabric-lock failsafe timer, perform the following steps:

1. Click Zoning in the navigation bar, and then select Preferences. The Preferences window is displayed.
2. Click Edit next to the Transaction Timeout option. The Transaction Timeout window is displayed.

3. Provide a timeout value in the Timeout field. By default, the timeout value is set to 5 minutes.

Ziggy  Dastboard  Switch Overvie Switch Ports ~ Events |~ Zoning  Settings Logical Switch : 128 - sw03

Zone Configurations Zones Zone Aliases Preferences Transaction Timeout

Timeout 5 Minutes (5- 30

Save Cancel

4. Click Save.

Clearing the Zone Database

The Clear All option disables the zoning on the fabric and deletes the entire zone database. It clears all aliases, zones,
and configurations in the defined configuration. The Clear All option sets the policy to default zoning policy.

1. Click Zoning in the navigation bar, and then select Preferences. The Preferences window is displayed.

2. From the top-right corner of the window, select Clear All from the Actions menu. The Clear All window is displayed.
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3. Click OK.

eZong =:=]’\:Q\J\a’. on

n this fabric

OK Cancel

Performing a Firmware Upgrade

Upgrading the Fabric OS firmware involves a firmware download and swapping the partitions to upgrade.

During a firmware download, the switch restarts, and the browser temporarily loses connection with the switch. When the
connection is restored, the new software version is installed and activated on the switch. You must close all Web Tools
windows and log in again to avoid a firmware version mismatch. Note that for chassis-based switches, you might get
pop-up messages that imply that the loss of connection is temporary and will soon be resolved. You must still close all
windows and log in again.

NOTE

If you are upgrading the firmware using Web Tools versions Fabric OS v8.2.1c and earlier or versions Fabric
OS v8.2.2 to Fabric OS v9.0.0 and later, use the Fabric OS command line interface (CLI) or SANnav. Ensure
that the end-user license agreement is accepted during the firmware download. You can also use Web Tools to
upgrade firmware from Fabric OS v9.0.0 and later.

When you request a firmware download, the system first checks the size of the file being downloaded. If the compact flash
does not have enough space, Web Tools displays a message and the download does not occur. In such cases, contact
your switch support supplier.

To upgrade to a new firmware version, perform the following steps:

1. Click Settings in the navigation bar, and then select FOS Version Management. The FOS Version Management
window is displayed.

1‘& Dashboard ~ Switch Overview — Switch Ports ~ Events  Settings

FOS Version Management “

FOS Version - Update
Primary Partition 9.0.0_bld88

Secondary Partition 9.0.0_bld88

Close
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For a chassis, you can view the firmware version of the primary and secondary partition of both the active and standby
CPs.

'_!.‘Q Dashboard - Switch Qvende Switch Ports  Events  Zoning \QERrEmg Logical Switch - 128 - sw1_test_snmp
FOS Version Management “

FOS Version - Update

Active CP

Primary Partition

2. Click the Update link. The Update Firmware dialog is displayed.
3. Perform any one of the following:
a) Download the firmware from the network source.
If you are downloading the firmware from the network source, perform the following steps:

1. Select Network from the Select Source drop-down.

2. Enter the host name or IP address, user name, password, and a fully qualified path to the firmware folder. You
can enter the IP address in either IPv4 or IPv6 format.

3. Select the type of protocol in the Protocol Type field : Secure Copy Protocol (SCP), Secure File Transfer
Protocol (SFTP), or File Transfer Protocol (FTP).

4. Enter the path name in the Path field in the following structure: //<directory>/
<fos version directory> . In this syntax, <directory> is the path up to the entry point of
<fos version directory>,and <fos version directory> is where the unzipped version of Fabric
OS is located, for example: //directory/FW directory/v9.2.0.

Update Firmware X

Select Source Network

Host 10.123.11.12

Username admin

Password

Protocol Type Secure File Transfer Protocol(SFTP)

Path test/bsn/Nightly/fos/fos_9.0.0_dev/fos_9.0.0

b) Download the firmware from the USB.
If you are downloading the firmware from the USB, perform the following steps:

1. Click USB from the Select Source drop-down.
2. Specify only the fully qualified directory path as the firmware file path.
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4. Click OK to proceed with the firmware download.

5. Read the terms and conditions of the end-user license agreement, and then click Agree. The firmware download
begins with a warning message that specifies the time it will take to complete. If you try to initiate the download when
a download is in progress, a warning message is displayed. A reboot is required to activate the newly downloaded
firmware. This reboot is done automatically. Web Tools invalidates all windows because the upfront login is always
enabled and cannot be disabled.

6. Close all Web Tools applications and log in again.

When Web Tools reports that the firmware download has completed successfully, this indicates that a basic confidence
check, package retrieval, package unloading, and verification are successful. The firmware is downloaded to the
secondary partition and then the partitions are swapped, so the secondary partition becomes the primary partition.

IP Address Management

The IP Address Management feature allows you to manage the IPv4 and IPv6 configuration for the switch that you
launched through Web Tools. IP Address Management comprises Advanced, Auto IP Configurations, and Syslog IP
Configurations.

Before proceeding, collect all the information that you need to configure the Ethernet IP interface: the subnet mask,
gateway IP address, IPFC, and subnet mask for your system.

NOTE
When you configure or change any of these items, you typically lose the network connection to the switch. To
remedy this situation, close all current windows and restart Web Tools with the new IP address.

To configure IP address management, perform the following steps:

1. Select the Configuration > IP Address Management on the Settings page.

IPV4 Address

IPV6 Address

Vio AOOress

Enable Auto Configuration

]

I}
(=]
0

(]
T
[=]
=

onfiguration

Syslog IP's Configuration
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The IPFC address is specific for each logical switch and is set to FCO for switches that do not support Virtual Fabrics.

2. Enter values for IP Address, Mask, Gateway, IPFC Net IP Address, IPFC Net Mask, and DHCP under IPV4

Address. For this example, values have been entered.

3. Specify an IPv6 address. For this example, the field is left blank.

4. Check Enable Auto Configuration to enable automatic configuration of the IPv6 addresses. This displays a list of

autoconfigured IPv6 addresses.

Eight autoconfigured addresses are created per switch, and up to 24 addresses are created for a DCX® chassis or X6

chassis (eight per chassis and eight per each installed CP).

5. To display a list of current IPv6 gateways, scroll down the IP Address Management page and click the down arrow for

IPv6 Gateways.

6. To view or configure the IPV4 and IPv6 address of both CP0O and CP1 that are available on the chassis-based system,

click the down arrow for Advanced Configuration.

Advanced Configuration

IPV4 Address
CPO Etf

IPV6 Address

For an IPv4 address, you can configure a subnet mask along with the Ethernet IP address.
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7. Click the down arrow for Syslog IP's Configuration. This allows you to add new syslog trap recipients.

Advanced Configuration

Syslog IP's Configuration

IP Addresses

F . IP Address Add
101247227

2 10124745355

= 10.124.73.109

4 10.124.71.18

5 0.155.44.25 -

You can also delete an existing recipient and its managing server IP by checking the appropriate box and clicking
Remove.

8. If you want to add a new IP address, click the Add button.

You can click the Add button to add a new IP Address for a maximum of six recipients.

Configure X

New P | 10.124.71.22 |

Enter an IP address and click OK. The new IP is displayed in the IP Addresses table.

If you want to delete an address, check the appropriate box and click Remove.
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9. Click Save at the bottom of the IP Address Management window to preserve all the configuration changes.

General Configuration
General configuration enables you to set the basic switch-based configurations.

Figure 11: General Configurations Window

i{'E} Dashboard  Switch Overview  Switch Borts  Events  Zoning
General Configurations
Principal Switch
DNS Configuration
e
System
CSCTL QoS Mode
Credit Stalled Device Quarantine
Dynamic Port Name

Setting the Principal Switch

In a fabric with one or more switches interconnected by an inter-switch link (ISL) or inter-chassis links (ICLs), a principal
switch is automatically elected. This switch maintains time (the clock) for the entire fabric and manages domain ID
assignments within the fabric.

The Principal Switch feature allows you to set the preference for a switch to become the next principal switch in the fabric.
To set the preference, perform the following steps:

1. Select Settings > Configuration > General Configuration, and then click Principal Switch.

Principal Switch
Set as preferred prinicipal switch
Rebuild Fabric after setting preferred prinicipal switch
Priority | O (1-FF)
NOTE

The principal switch can be configured only when the switch is disabled.
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2. Select Set as preferred principal switch to establish the switch as the principal switch in the next fabric rebuild.
3. Assign a priority for the switch in the text box.

4. Select Rebuild Fabric after setting preferred principal switch to apply the changes with the principal switch and
trigger a rebuild forcefully.

5. Click Save to preserve those changes for the switch in which it is configured.

Configuring the Domain Name Server

The DNS Configuration feature allows you to view and configure the DNS (Domain Name Server) IP address and Domain
Name information for the switch in which you are logged in through Web Tools.

To configure the DNS IP address and domain name, perform the following steps:

1. Select Settings > Configuration > General Configuration, and then click DNS Configuration.
Initially, the fields for DNS Server 1 and 2 are blank. After you click each field, it is populated with default values.

DNS Configuration
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2. Enter the DNS server IP address with the specified format.

3. Enter a value for the Domain Name.

4. Disable the switch. This applies the configuration to the switch.
5. Click Save to apply the updates to the switch.

Configuring Packet Data Transmission Data for a Fabric
The Fabric feature allows you to configure the values for packet data transmission on the switch.

NOTE
Before applying these configuration settings, you must first disable the switch. Otherwise, Web Tools will not
allow you to change these fields.
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To configure the transmission data, perform the following steps:

1. Select Settings > Configuration > General Configuration, and then click Fabric.

Fabric

BB Credit Sequence Level Switching

R_A_TOV e Sis

m
-
|
(=)
]
k)
5
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2. Specify the BB Credit.
This is the number of buffers (that is, BB credits) available to attached devices for frame receipt.
Values can range from 1 through 27. The default is 16.

3. Specify R_A_TOV.

This variable, the resource allocation timeout value, works with E_D_TOV to determine switch actions when an error
condition exists.

The default is 10000 milliseconds. Values can range from (2*E_D_TOV) through 120000 and must be multiples of
1000.

4. Specify E_D_TOV.

This timer, the error detect timeout value, is used to flag a potential error condition when an expected response is not
received within a given time.

The default is 10000 milliseconds. Values can range from 1000 through (R_A_TOV/2) and must be multiples of 1000.
5. Specify Datafield Size.

This value specifies the largest possible data field size (in bytes).

Values can range from 256 through 2112.
6. Specify Address Mode.

This represents the currently configured addressing mode in the switch.
7. Select Sequence-Level Switching to enable frames of a particular group to be transmitted together.

If this option is not selected, frames are transmitted interleaved among multiple sequences.

Typically, sequence-level switching is disabled for better performance. However, some host adapters have issues
when receiving interleaved frames among multiple sequences.

8. Select Disable Device Probing to ensure that devices not registered with the Name Server are not present in the
Name Server database.

NOTE
You can configure this mode only if the switch N_Port discovery process (that is, PLOGI, PRLI, and
INQUIRY) causes an attached device to fail.
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9. Select Per-Frame Routing Priority to enable you to configure per-frame routing priority.
When this option is enabled, the virtual channel ID and the frame header together form the final virtual channel ID.

10. Select Suppress Class F Traffic to disable translate addressing and allow private devices to communicate with public
devices.

NOTE
This configuration is applicable only if VC-encoded address mode is also set.

11. Select Insistent Domain ID Mode to make the current domain ID insistent across reboots, power cycles, and
failovers.

NOTE
This mode is required fabric-wide to transmit FICON data.

Configuring the System Read Link Status
The System feature enables you to disable or enable read link status (RLS) probing for F_Ports and FL_Ports.

If device probing is enabled, an embedded port performs a PLOGI and attempts a PRLI into the device to retrieve
information to enter into the Name Server (NS). Successful probing reveals the probing status of the device along with the
error stats.

To configure RLS probing, perform the following steps:

1. Select Settings > Configuration > General Configuration, and then click System.

System

Disable RLS Fr::::%;

2. Select Disable RLS Probing to disable probing.

3. Click Save to apply this configuration to the switch.

Setting CSCTL QoS Mode

The CSCTL QoS Mode feature enables you to configure switch-level Class-Specific Control (CSCTL) Quality of Service
(QoS).

After the CSCTL mode is enabled on an F_Port or FL_Port, the CSCTL value in the frame header of all the incoming
frames on that port is used to index into the ASIC's CSCTL database table to compute the VC number. This number
defines the frame's flow priority throughout its life in the fabric until it exits the fabric through another F_Port to FL_Port.

The QoS links (inter-switch links [ISLs]) preserve this classification during the frame's transit across all the hops in the
fabric.

To manage the traffic priority between specified host-target pairs, you might configure QoS zones to assign pairs high,
medium, or low QoS-level priority for that level, and then identify those pairs as members of the appropriate zone. When
both CSCTL mode and QoS zones are enabled, QoS zones lose priority to CSCTL mode.

To configure CSCTL Quality of Service mode, perform the following steps:

1. Select Settings > Configuration > General Configuration, and then click CSCTL QoS Mode.

CSCTL QoS Mode
© Default

AUTD
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2. Click the Default radio button to clear the previously configured CS_CTL to VC_mapping and set one-to-one mapping
between the CS_CTL value and the VC number.

3. Click the Auto radio button to allow for both one-to-one mapping and mapping to more than one virtual channel.
4. Before applying the changes for this configuration, consider the following:

* If the product type is a director, turn on the blade power off and then power.
* If product type is a switch, reboot the product.

5. Click Save to apply these configurations to the switch.

Once the change is applied and before the change is configured, a switch reboot warning message is displayed.

Establishing Credit Stalled Device Quarantine

The Credit Stalled Device Quarantine (CSDQ) feature enables you to reduce unnecessary side effects, such as
backpressure caused by a slow draining device. The CSDQ-supported switches quarantine such devices by restricting or
moving them. Because this impacts switch CPU performance, quarantine is limited to 32 devices and is configurable.

NOTE
CSDQ is a chassis-level configuration, and so this number is for the entire chassis (including all switches in the
VF environment).

To set CSDQ, perform the following steps:

1. Select Settings > Configuration > General Configuration, and then click Credit Stalled Device Quarantine.

Credit Stalled Device Quaraniine
nan Credit Stalled Device Quarantine (aka
Quarantne Limit e SDDQ limit canfiguration is non-disrupt

2. Set the Credit Stalled Device Quarantine limit.

3. Click Save to apply this configuration to the switch.

Configuring a Dynamic Port Name
The Dynamic Port Name feature allows you to display any available field as part of the port name.

By default, the supported list includes Switch Name, Port Type, Port Index, and Slot Number. You must select at least one
field in this list to set the dynamic port name format.

The supported separators are the dot (.), dash (-), and underscore (_; default).

NOTE
You can configure the Dynamic Port Name feature even if the switch is enabled.
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To configure the Dynamic Port Name, perform the following steps:

1. Select Settings > Configuration > General Configuration, and then click Dynamic Port Name.

2. Check Enable.

Dynamic Port Name
Snable

MName Switch Name
Port Type
Port Inde
F-Port Alias (applicable only for F-Ports)

Separator . {Dot)

Evample: 5w - (Und- ort Index.F Port Alias
- (Dast

Restore | (Dot

By default, the name string Switch_Port Type_Port Index_Slot Number is generated.

3. If you do not accept the default string, you have two options:

Dynamic Port Name

=nable
Nams Switch Name
Slot Mumber / Port Mumber (applicable only for chassi..
FOMI Host Mame (applicable only for F-Parts)
Remote Switch Name (applicable only for E-Ports)

Switch Mame

Separator . (Dot)

Example: Switch.Port Type.Pert Index.F Port Alias

Restare Defaults

You can select an available field from the drop-down for any of the existing name fields.

The name in the field changes and the new field replaces the old one in the name string.

* Alternatively, you can add + Add or delete x from the string as needed.

Through the + Add option, you can expand the list of available fields to include the F-Port alias, remote switch
name, and FDMI host name, and this field is appended to your name string. These fields are visible when you click

the down arrow for any of the current fields.
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Dynamic Port Name
Enable
Nams Switch Name
Port Type
Port Index
F-Port Alias (applicable only for F-Ports)
Slot Mumber / Port Mumber (applicable only for chassi.. Add
Separator Dot
tch.Port Type.Port Index.F Port Alias.Slot Mumber
Restore Defaults

Typically, there is a common field to separate each field of the dynamic port name. So if you were to use the
default fields, you could generate the field name string Switch_Port Type_Port Index_Slot Number (for example,
sw0_port1_01_10).

If you delete a name field, it is dropped from the name string and made available in each of the drop-downs during
the next + Add action. So, if you dropped Port Type, it would disappear from the name string.

Dynamic Port Name k

nabl

o

MNam

[i5

Port Index

F-Port Alias (applicable only for F-Ports)

Slot Mumber / Port Mumber (applicable only for chassi.. Add
Separator . (Dot)
Example: Switch.Port Index_F Port Alias Slot Number

Restore Defaults

4. Click Save to apply this new port name to the switch.
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Port Management - Switch Port Overview

This section describes managing port configurations and performing advanced configurations for multiple ports.
You can perform the following functionalities with the Switch Ports window.

* Manage the port configurations with the real-time information on the switch ports

* View basic port information and statistics

* View error statistics of the ports and statistical information of the frames

* Perform advanced configurations for multiple ports

* Perform the bulk actions, such as renaming, enabling or disabling the ports, and editing port action settings

To view the Switch Ports window, click the Switch Ports tab from the Web Tools GUI.

1-@ Dashboard ~ Switch Overview Switch Ports Events  Zoning  Settings | ggical Switch: 128 - sw

o Switch Ports (137) ©
@ (3

]
U
o

Name * Port# FC Address WWN Type Speed (Gb/s) Status e S
bbbbb123 2(0x2) 0x010200 20:02:00:27:f8:f4:09:00 F-Port N8 Online
£Ceeess 1(0x1) 0x010100 20:01:00:27:f8:f4:09:00 U-Port N10 Disabled
frfffffffsw 5(0x5) 0x010500 20:05:00:27:f8:f4:09:00 U-Port N10 No_Light
1. Switch Name (with port count)
2. Search Bar
3. Port Type Selection
4. Columns
5. Actions

The Switch Ports window lists a table of ports with detailed information in a tabular format depending on the type of port
and columns selected in the switch. The Switch Ports window is refreshed automatically for every 60 seconds and is
refreshed immediately when you make any changes to the port through the Web Tools interface.

To manage ports, you must be logged in with the role of switchadmin, admin, basicswitchadmin, operator, or fabricadmin.
If you are logged in with a user, securityadmin, or zoneadmin role, you can only view the port information.

The Switch Ports window allows you to perform the following tasks:

* Filtering Port Type

* Renaming Ports

» Enabling or Disabling Ports

* Viewing Error Statistics

* Reserving Port Licenses

* Releasing Port Licenses

* Customizing Columns

* Performing Advanced Port Configurations
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Filtering by Port Type
The Switch Ports window displays the following category of ports:

¢ FC - Displays all FC ports on the switch including the physical FC ports and logical ports.
* ICL - Displays the inter-chassis link (ICL) switch ports for end devices in the fabric.

* VE - Displays the Virtual E (VE) ports that are used for an extension tunnel.

* ETH (CEE) — Displays the Converged Enhanced Ethernet (CEE) ports.

¢ FCoE — Displays the Fibre Channel over Ethernet (FCoE) ports.

* GigE — Displays all Gigabit Ethernet (GigE) ports.

To select the desired port category, click the Switch Ports tab and select the drop-down on the right side of the Switch
Ports window.

Actions

FC Ports

LI

Yeg

Yes

Yes

FC Ports
ICL Ports
VE Ports
ETH Ports
FCoE Po..
GigE Ports

Yes

The available columns in the table may vary depends on the category of the port selected. You can customize the
columns as required. For more information on customizing columns, see Customizing Columns. The following columns

are available for the FC port category:
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* Name

* Port#

* FC Address

« WWN

* Type

* Speed (Gb/s)
¢ Slot

e Status

¢ Health

* Licensed

* Remote Port

* Remote Node

e PortID

¢ Port Index

¢ Additional Port Info
e Controllable

e FEC

e FECviaTTS

« NPIV

The following columns are available for the ICL port category:
¢ Name

¢ Port#

¢ Slot

* Type

¢ Speed (Gb/s)

* Licensed

e Status

¢ Health

¢ Additional Port Info
e Portld

¢ Port Index

« FEC

e FECviaTTS

¢ Remote Port
¢ Remote Node

The following columns are available for the VE port category:
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e PortID

* Name

e Port#

¢ Slot

* Type

* Speed (Gb/s)
e Status

* Health

¢ Controllable

* Additional Port Info
* Remote Port

* Remote Node

The following columns are available for the ETH port category:

* Name
¢ MAC Address
e Status

e Operational Status
e Speed (Gb/s)

¢ Port Channel Name
* FCoE Provisioned

e LLDP Status

e LLDP Profile

* DCBX Version

The following columns are available for the FCoE port category:

¢ Name
* Type
« WWN
e Status
e State

The following columns are available for the GIigE port category:

¢ Slot

* Port#

« MAC Address
* Media Type

NOTE
This is supported only on the 7810 platform.

* Speed (Gb/s)

e Status
« State
* Mode
* Type
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Renaming Ports

You can rename an individual port or multiple ports at once to facilitate port management, port grouping, and identification.
This feature is optional. Using the Actions menu in the Switch Ports window, you can assign unique port names to
rename the automatically assigned numeric port names.

NOTE
You can rename the ports pertaining to all port categories except the GigE port category.

NOTE

You can assign the alphanumeric port names up to 128 characters. The duplicate port names are not allowed.
The special characters such as the comma (,), semicolon (;), and (@) symbol are not allowed in the port names.

To rename the switch ports, perform the following steps:

1. Click Switch Ports from the navigation bar, and select one or more ports that you want to rename from the Switch

Ports window.

2. Click the Actions menu on the top-right corner, and then select Rename from the drop-down.
The Rename Ports window appears.

- {s} Dashboard Switch Overview Switch Ports Events Zoning Settings
Switch Ports (63)
| Rename

Name “ FC Address WWN Type  Disable

22 0x014000 20:40:c4157c66:e448  Upoy oY Statistics
Advanced Action

22 0x014100 20:41:c4:f57c:66:e4:48 F-Por.
47 0x016f00 20:6f.c4:f5:7c:66:e4:48 U-Port

slot4 port2 0x014200 20:42:c4:f5:7c:66:e4:48 U-Port

slot4 portd 0x014400 20:44:c4:f5:7c:66:e4:48 U-Port

slot4 port5 0x014500 20:45:c4:f5:7c.66:e4:48 U-Port

slot4 port6 0x014600 20:46:c4:5:7c:66:24:48 U-Port

3. From the Rename Ports window, enter the naming values in the New Name field.
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Rename Ports X

Slot ~ Port Name WWN New Name

3 3 aaaald 20:03:00:27 f8:f4 port_k35¢

Cancel

4. Click OK to apply this new port name to the switch.

Enabling or Disabling Ports
This feature allows the ports to remain enabled or disabled across power cycles, switch reboots, and switch enables.

NOTE
You cannot enable the unlicensed ports. Ensure that the appropriate license is installed before enabling a port.

To enable a switch port, perform the following steps:

1. Click Switch Ports from the navigation bar, and select one or more ports that you want to enable from the Switch
Ports window.

2. Click the Actions menu on the top-right corner, and then select Enable from the drop-down.
A prompt appears to enable the selected ports.
NOTE

* If you select multiple ports that are in both the enabled and disabled states, both the Enable or Disable
options are available. The selected action is applied to all selected ports.

» If the Enable or Disable options are not available, this means that the port is already in the enabled or
disabled state.

i

-] Dashboard Switch Overview Switch Ports Evenis Zoning Settings 1

1% g

Switch Ports (63)
Rename
Name + FC Address WWHN Type S

slot4 portd 0x014000 20:40.04 f57c:66:0448 U-Port g, Error Statistics
Advanced Action

slot4 port] 0x014100 20:41:c4157c:66:24:48 U-Port 3.

slot4 portZ 0x014200 20:42:c4:f57c:66:e4:48 U-Port 32

slot4 port4 0x014400 20:44:c457c:66:24:48 U-Port 32

slot4 ports 0x014500 20:45:c4f57c:66:24:48 U-Port 32
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3. Click OK to enable the selected ports to the switch.

4. Follow the same steps above and select the Disable option in the Actions button to disable the selected ports. When
you disable a port that is online, a message that warns about the possible traffic disruption. Click OK to proceed.

NOTE
If you disable a switch port that was connected to a device, that device cannot be accessed from the fabric.

Viewing Error Statistics

The Error Statistics feature presents the detailed error statistics information of each port or multiple selected ports. The
Error Statistics window shows the errors related to the health of the physical link between the switch and the host HBA,
CRC errors, frames, inbound, and outbound links.

The Error Statistics window displays the following columns in the tabular format:

* Name

e Link Failure

* Loss of Sync

* Loss of Signal

e Protocol Error

¢ Invalid Transmitted Word
e Delimiter Error

* Address Error

* Inbound Link Reset

¢ Qutbound Link Reset

¢ Inbound Offline Sequence
* Outbound Offline Sequence
¢ Frames Transmitted

e CRC Error

* Frames Received

* Long Frames

¢ Bad End-of-Frames

¢ Encd Errs Outside Frames
¢ C3 Frames Discarded

* Frames Rejected

¢ Frames Busied

* Tx Discarded Frames

* Rx Discarded Frames

* FEC Uncorrected

The Error Statistics window displays the error information in tabular format.
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Error Statistics X
Name = Link Failure Loss of 5. Loss of Si.. Protocol E... Inwvalid Tr... Delimiter... Address E..
Slot0 Port4 139 19 T7E14 v} ] o o
Sloto Port11 o o o o o o o
Slot0 Port12 0 0 155694 0 0 o 0
Slotd Port13 ] o 4 o 4294967295 o ]
L4 >
Close Reset Counter

To view the error statistics for the selected ports, perform the following steps:

1. Click Switch Ports from the navigation bar, select one or more ports for which you want to view the error
statistics from the Switch Ports window.

2. Click the Actions menu on the top-right corner, and then select Error Statistics from the drop-down.
The Error Statistics window appears.

3. To reset the statistics information, click the Reset Counter button. The error data starts from 0.

Reserving Port Licenses

The Dynamic Ports on Demand (DPOD) feature automatically assigns the Ports on Demand (POD) licenses from the pool
of available licenses based on the server blade or switch installation.

For the blade server SAN 1/0 modules, Dynamic POD detects and assigns ports to a POD license only if the server
blade is installed with an HBA. A server blade that does not have a functioning HBA is treated as an inactive link during
the initial POD port assignment. Dynamic POD assigns ports to the POD license when they come online. Typically,
assignments are sequential, starting with the lowest port number. However, variations in the equipment attached to the
ports can cause the ports to come online at different times. This means that the port assignment order is not guaranteed.

The license assigned to the ports is determined by the total number of ports and the licenses available on the license pool.
You can reserve the license to single or multiple ports with the allocated license keys with the admin access.
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i

Switch Ports (24) Actions ~

Mame « FC Address WWN Type Speed (Gb/s) Status Health Licensed

port0 0x0710000 20:00:88:94:71:74:55e0 U-Port 32 Disabled OFFLINE Mo A
m port1 0x010100 20:01:88:94:71:74.:55:20 U-Paort 32 Disabled QOFFLINE Mo

port2 Ox010200 20002:88:94:71:74:55:e0 U-Port 3z Disabled QOFFLINE MNo View

port3 Ox010300 20:03:88:94:71:74:55:e0 U-Port 32 Disabled OFFLINE MNo Investigate

- P - - [ — - . - _ Resarve License

port4 Ox010400 20:04:88:94.71.74:55:e0 U-Port 3z Disabled OFFLINE No

ports 0x010500 20:0588:94:71:74:55e0 U-Port 32 Disabled OFFLINE Mo Enable

porté 0x0710600 20:06:88:94:71:74:55e0 U-Port a2 Disabled OFFLINE Mo

port? 0x010700 20:07.88:94.71.74:55.e0 U-Part 32 Disabled OFFLINE No

To reserve the licenses for ports, perform the following steps:
1. Click Switch Ports from the navigation bar, and select one or more logical ports to which the licenses to be reserved.

2. Click the Actions menu on the top-right corner, and then select Reserve License from the drop-down. The ports
reserved with a license can be identified by the state of the Licensed column in the Switch Ports window and it is
displayed as Yes. The Licensed column displays the state as No for the ports on which the licenses are not reserved.

NOTE
The port must be in the disabled state before reserving the license.

Releasing Port Licenses

You can release a license on a single port or multiple ports that are activated with the DPOD feature. You must be logged
in as Admin to release licenses. Releasing a port removes it from the POD set.

Before releasing a license, you must disable the port and release the license. After a port is assigned to the POD set, the
port is licensed until it is manually removed from the POD port set. When a port is released from its POD port set (base,
single, or double), a vacancy is created in that port set.

1% B2 *
Switch Ports (24) Actions
Mame « FC Address WWN Type Speed (Gb/s) Status Health Licensed
port0 20:00:B88:94:71:74:55:e0 U-Port 32 Disabled OFFLINE No Al
m portl 0x010100 20:01:88:94:71:74,55e0 U-Port 32 Disabled QFFLINE Yes
port2 20:02:88:94:71.74:55.e0 U-Part 3z Disabled OFFLINE No View
port3 20:03:88:94.71:74:55:e0 U-Port az Disabled OFFLINE Mo Investigate
portd 0x010400 20:04:88:94:71:74:55:e0 U-Part 32 Disabled OFFLINE Mo
Release License
ports 0x010500 20:05:88:94.71.74:55:e0 U-Port 32 Disabled OFFLINE No Enable
porté 2006:88:94.71.74:55:20 U-Port 32 Disabled OFFLINE Mo
port 20:07.88:94.71,74.55.e0 U-Port 32 Disabled OFFLINE No
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To release the licenses from ports, perform the following steps:

1. Click Switch Ports from the navigation bar, and select one or more logical ports to which the licenses are
released. You can identify the ports with reserved licenses by the Licensed column that is displayed as Yes.

2. Click the Actions menu on the top-right corner, and then select Release License from the drop-down. The ports with
licenses released to POD can be identified by the state of the Licensed column in the Switch Ports window that is
displayed as No.

Customizing Columns

Web Tools displays a default list of columns depends on the selected port with the real-time information. You can
customize the columns that you want to display in the Switch Ports window.

To customize the displayed columns, perform the following steps:

1. Click Switch Ports in the navigation bar, and then select the hamburger (= ) icon on the right-side corner. The
Columns button appears.

2. Click the Columns button and check the names of the columns that you want to display in the view.

¥ FC Address

] Type

¥ spead (Gb/s)
M slet

¥ status

¥ Health

M Licensed

M port id

™ port Index
M additional Port Info
M controllable
M Fec

M FEC via TTS
M nprv

3. Based on the names of the columns that you selected, the selected set of columns for the selected FC ports are
displayed in the Switch Ports window.

NOTE
The available columns may vary based on the category of the port selected.

Advanced Port Configuration

The Actions drop-down contains options for all tasks that you can perform on the selected ports. If you select multiple
ports, options are available for only those tasks that you can perform on all of the selected ports. Options are unavailable
if they are not applicable to the selected ports.
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e
-_|$ Dashboard Switch Overview tch Ports Events  Zoning ettings
Switch Ports (63)
Renamea

N.. = = v T 3 s 3 I L P P A C Disable

97 0x... 20 - 16 4 No. OF..  Yes ox. 84(.  _ yg__ Error Statistics

22 Ox 20: F- 16 4 On HE Yes Dx 65( _ Yel — —

47 Ox... 20:. U-.. 32 4 No... OF... Yes Ox... 1. _ Yes En.. Dis...
slotd.. 0x... 20:. U-.. 3z 4 No... OF.. Yes 0x... 66(... _ Yes En.. Dis...
slotd.. Ox... 20:. - 32 4 MNao... OF.. Yes Ox... 68(... _ Yes En.. Dis...
slotd.. Ox... 20:. U-.. 32 4 Nao... OF.. Yes 0x... 69(... _ Yes En.. Dis...
slotd Ox 20: U- 32 4 No OF. Yes Ox 70 - Yes En Dis
slotd.. Ox.. 20:. U 32 4 Dis... OF.. Yes Ox... Cales Lo. Yes En.. Dis...
slotd.. Ox... 20:. U-. 32 4 No... OF.. es 0x... 72(. _ Yes En.. Dis...
slotd.. Ox... 20:. - 32 4 No... OF.. Yes Ox... 73(. _ Yes En.. Dis...

The Advanced Action option under the Actions menu is available only for the FC and VE ports category. The different
advanced port configuration options are displayed for the selected port category. You can use the Advanced Action
features to perform the following advanced configuration tasks for multiple ports.

Configuring Encryption
Configuring Compression
Configuring FEC

Configuring FEC via TTS
Configuring NPIV Ports
Configuring NPIV Max Login
Configuring CSCTL Mode
Configuring Port Beacons
Configuring Port Peer Beacons
Configuring Trunking
Configuring Port Binding
Configuring Target Driven Zoning Mode
Configuring BB Credit

Configuring Encryption

The Encryption feature allows frames to be encrypted at the egress point of an ISL between two Brocade switches and
then to be decrypted or decompressed at the ingress point of the ISL. Frames are in the decrypted state when delivered
to an end device. The encryption is port-based encryption, and you can enable the in-flight encryption feature for both
E_Ports and EX_Ports on a per-port basis. By default, this feature is initially disabled for all ports on a switch.

NOTE

For directors, the total bandwidth supported per blade for encryption is 64G. For a fixed-port switch, the total
bandwidth for encryption is 64G.

NOTE
The Encryption feature is not supported in the Access Gateway mode.

To enable or disable encryption on a port, the following requirements must be met.
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* The Authentication policy must be activated.
* DH Group must be setto 0, 1, 2, 3, 4, or all.

To enable encryption, perform the following steps:
1. Click Switch Ports in the navigation bar, and then select FC Ports type from the drop-down.
2. From the list of ports, select a port on which encryption is to be configured.

3. Select Actions > Advanced Action. The Advanced Port Actions window appears.

Advanced Port Actions X

Port Peer Beacon

Trunking

Bind PID

Target Driven Zoning Mode
NPIV Max Login

QoS Status Salect

BB Cradit

Cancel

4. Select the Encryption option, and then click OK. By default, the Encryption option is disabled.

Configuring Compression

The Compression feature provides better bandwidth use on the ISLs, especially over long distance. The in-flight
compression feature allows frames to be compressed at the egress point of an ISL between two Brocade switches, and
then to be decompressed at the ingress point of the ISL. Frames are never left in an encrypted or compressed state
when delivered to an end device. These features use port-based compression. You can enable the in-flight compression
features for both E_Ports and EX_Ports on a per-port basis. By default, this feature is initially disabled for all ports on a
switch.

NOTE

No license is required to configure and enable in-flight compression. Both ends of the ISL must terminate in
16G-capable or 32G-capable FC ports. Encryption and compression can be enabled at the same time, or you
can enable either encryption or compression selectively.

To enable compression, perform the following steps:
1. Click Switch Ports in the navigation bar, and then select FC Ports type from the drop-down.
2. From the list of ports, select a port on which compression is to be configured.

3. Select Actions > Advanced Action. The Advanced Port Actions window appears.
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Advanced Port Actions X

Persistent Disable

FECviaTTS

\\ :||'.‘.-'

E Port Cradit

CSCTL Mode

Port Beacon

Port Peer Beacon

Trunking

Bind PID

Target Driven Zoning Mode

NPIV Max Login
QoS Status Select

BB Credit

Cancel

4. Select the Compression option, and then click OK. By default, the Compression option is disabled.

Configuring FEC

Forward error correction (FEC) provides a data transmission error control method by including redundant data (error-
correcting code) to ensure the error-free transmission on a specified port or a range of ports. FEC allows the recovery of
error bits in a 10, 16, 32, or 64G data stream. This feature is enabled by default on all ISLs and ICLs of 64G FC platforms
on Gen 7 platforms. FEC is supported in the Access Gateway mode.

NOTE
Enabling FEC is disruptive to traffic. FEC can be enabled or disabled only at 16G or at 10G on E_Ports with
octet mode 2 or 3 on Gen 6 and Gen 7 devices. The FEC is always enabled at 64G by default on Gen 7 devices.

To configure the FEC, perform the following steps:

1. Click Switch Ports in the navigation bar, and then select FC Ports or ICL Ports type from the drop-down.
2. From the list of ports, select a port or multiple ports to which the FEC to be configured.

3. Select Actions > Advanced Action. The Advanced Port Actions window appears.
4

. Select the Forward Error Correction checkbox.
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5.

Advanced Port Actions X

Persistent Disable
Encryption

Compression

Forward Error Correction

FECwiaTTS
NPIV
E Port Credit
CSCTL Mode
Port Beacon
Port Peer Beacon
Trunking
Bind PID
Target Driven Zoning Mode

NPIV Max Login
QoS Status Select

BB Credit

“ Cancel

Click OK.

By default, FEC is enabled. To disable the FEC, unselect the Forward Error Correction checkbox if it is
already selected. Generally, any of the following FEC statuses are displayed on the port details page.

* Enabled (Active) — FEC is enabled on a port, and the configuration is Active.

* Enabled (Inactive) — FEC is enabled on a port, and the configuration is Inactive.
* Disabled — FEC is not enabled on a port.

* NA - FEC is not supported.

Configuring FEC via TTS

Forward Error Correction (FEC) provides a mechanism to reduce the data transmission error by including redundant data
(error-correcting code) to ensure an error-free transmission on a specified port or port range. If the FEC via Transmitter
Training Signal (TTS) mode is enabled, the port negotiates FEC through TTS. The 16G TTS is not compatible with the
more commonly used 16G 64B/66B. Thus, the FEC via TTS mode should be enabled only if a similarly TTS-capable and
enabled device is connected to the port.

NOTE
FEC via TTS must be disabled on all E_Ports. E_Port connectivity is not supported when FEC via TTS is
enabled on the switch port.

To configure FEC via TTS, perform the following steps:

1.

Click Switch Ports in the navigation bar, and then select FC Ports type from the drop-down.

2. From the list of ports, select a port on which the FEC via TTS is to be configured.
3.
4. Select the FEC via TTS option, and then click OK. By default, FEC via TTS is disabled.

Select Actions > Advanced Action. The Advanced Port Actions window appears.
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Advanced Port Actions X

Persistent Disable

Forward Error Correction
FECviaTTS
NPIV
E Port Credit
CSCTL Mode
Port Beacon
Port Peer Beacon
Trunking
Bind PID
Target Driven Zoning Mode
NPIV Max Login

QoS Status Select

BB Credit

Configuring NPIV Ports

N_Port ID Virtualization (NPIV) enables a single FC port to appear as multiple, distinct ports, providing separate port
identification within the fabric for each operating system image behind the port (as if each operating system image had
its unique physical port). NPIV assigns a different virtual port ID to each FC device. NPIV is designed to enable you

to allocate virtual addresses without affecting your existing hardware implementation. The virtual port has the same
properties as a N_Port, and it is capable of registering with all the services of the fabric. For detailed information about
understanding and configuring NPIV ports, refer to the Brocade Fabric OS Administration Guide.

NOTE
The NPIV feature cannot be disabled when the Access Gateway mode is enabled.

To enable an NPIV port, perform the following steps:

1. Click Switch Ports in the navigation bar, and then select FC Ports type from the drop-down.
2. From the list of ports, select one or more logical ports to be configured.

3. Click Actions > Advanced Port Actions. The Advanced Port Actions window is displayed.
4. Select the NPIV checkbox, and then click OK.
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Advanced Port Actions X

Persistent Disable
Encryption
Compression

Forward Error Correction
FECviaTTS

NPIV

E Port Credit
CSCTL Mode
Port Beacon
Port Peer Beacon
Trunking
Bind PID
Target Driven Zoning Mode

NPIV Max Login

QoS Status Select

BB Credit

“ Cancel

Configuring NPIV Max Login

The NPIV Max Login enables the maximum number of permitted logins per NPIV port. Each NPIV port can support up to
255 logins. The range of valid values is from 1 through 255 logins per port. The default value is 126 logins.

The NPIV feature supports virtual switches, but not on physical switches. Each port can have a different NPIV login limit
value in each logical switch. The NPIV Max Login column displays the value assigned to each port.

To configure the maximum number of logins to be allowed for the selected NPIV ports, perform the following steps:

1.
2.
3.

Click Switch Ports in the navigation bar, and then select FC Ports type from the drop-down.

From the list of ports, select one or more logical ports to be configured.

Click Actions > Advanced Port Actions.
The Advanced Port Actions window is displayed.

Enter the maximum number of logins in the NPIV Max Login field and, then click OK.
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Advanced Port Actions X

Persistent Disable

ard Error Correction
FEC via TTS

NPV

E Port Credit

CSCTL Mode

Port Beacon

Port Peer Beacon
Trunking

Bind PID

Target Driven Zoning Mode

|‘-P \ Max Login

QoS Status Select

BB Credit

Configuring CSCTL Mode

Class-Specific Control (CSCTL) enables the same SID/DID pair exchange frames with different priorities, unlike the QoS
zone-based FC flow prioritization method.

To prioritize a frame flow between two end nodes, Fabric OS supports up to 32 virtual channels (VCs) per port. This
categorizes the frames that enter a fabric based on the preset behavior that is defined with these VCs, and it conserves
the frame’s behavior until it is transmitted out of the fabric. However, of the 32 VCs for each external port, only 16 are
used.

With the CSCTL method of prioritization, there is no need to have explicit traffic segregation, such as QOS_H, QOS_M,
and QOS_L. The classification is based entirely upon the CSCTL database that is programmed into the ASIC. As the
name suggests, CSCTL bits in each frame are used to define the VC number on the transmit port. To achieve this kind of
classification, Fabric OS provides a CSCTL database table on each chip, which is capable of storing 256 entries. Each
entry in the database table is populated with a VC number that, if this feature is enabled, is retrieved by indexing the
CSCTL value into the table for each frame that enters the fabric. Irrespective of the type of frame classification method
used, the flow priority of a frame is primarily determined by the VC number that is used to transmit the frames across the
ISL ports. In both methods of classification, the VC number for a frame is determined at the ingress Fabric port (F_Port)
or Fabric Loop port (FL_Port) when the frame enters the fabric for the first time. To maintain the same flow priority for a
frame across all ISL hops in a fabric, the same VC number is used while transmitting the frame at the egress E_Port until
it leaves the fabric through an F_Port or FL_Port.

The main difference between the QoS zone method of classification and the CSCTL VC-based method of classification is
how the VC number is computed when the frame enters the fabric through an F_Port or FL_Port port and, of course, the
manner of setting up these two frame classification methods.

Once CSCTL mode is enabled on an F_Port or FL_Port in a switch, the CSCTL value in the frame header of all incoming
frames on that F_Port or FL_Port is used to index into the ASIC’s CSCTL database table to compute the VC number. The
VC number defines the frame’s flow priority throughout its life in the fabric until it exits the fabric through another F_Port or
FL_Port. The QoS links (ISLs) preserve this classification during the frame’s traversal across all hops in the fabric.

NOTE
When CSCTL mode and QoS zones are enabled, QoS zones lose the priority to CSCTL mode.
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NOTE
When the QoS zone is configured as the default, CSCTL mode is disabled.

Enabling or Disabling CSCTL Mode

To enable CSCTL mode, perform the following steps:
1. Click Switch Ports in the navigation bar, and then select FC Ports type from the drop-down.
2. From the list of ports, select a port or multiple ports for which CSCTL mode is to be enabled.

3. Select Actions > Advanced Action.
The Advanced Port Actions window appears.

Advanced Port Actions X

Persistent Disable
Encryption

Compression

Forward Error Correction
FECvia TTS

NPIV

E Port Credit

CSCTL Mode

Port Beacon
Port Peer Beacon
Trunking
Bind PID
Target Driven Zoning Mode

NPIV Max Login 220

QoS Status Select A

BB Credit

4. Select the CSCTL Mode checkbox.
5. Click OK. To disable CSCTL mode, unselect the CSCTL Mode checkbox if it is already selected.

Configuring Port Beacons

Individual FC ports can be set to beacon using the Ports Listing window from the Switch Ports tab. The Switch
Overview tab displays the port beaconing status by flashing the port amber and green for 2.5 seconds each, in an
alternating pattern.
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Advanced Port Actions X

Persistent Disable

Encryption

Compression

Forward Error Correction
FECviaTTS

NPV

E Port Credit

CSCTL Mode

I Port Beacon

Port Peer Beacon
Trunking
Bind PID

Target Driven Zoning Mode

NPIV Max Login 220

QoS Status Select

BB Credit

Cancel

To configure beaconing for an FC port, perform the following steps:
1. Click Switch Ports in the navigation bar, and then select FC Ports type from the drop-down.
2. From the list of ports, select a port or multiple ports on which the beaconing is to be enabled.

3. Select Actions > Advanced Action.
The Advanced Port Actions window appears.

4. Select Port Beacon checkbox, and then click OK.

NOTE
You may select all ports on the switch, but if you select a port that is not valid for beaconing, the Port
Beacon option is disabled.

While enabling port beacon, an error message appears under the following conditions:

¢ |f switch beacon or chassis beacon is enabled on the switch.
* If the Port Peer Beacon feature is enabled on the port.

Configuring Port Peer Beaconing

You can use the Port Peer Beacon option to turn on or off the port peer beaconing to physically identify the
interconnections between FC ports. Using this configuration, the administrator can turn on the beaconing on both ends of
the link and physically search the other switches or devices for the beacon pattern to find the peer port. The beaconing
pattern is alternating green and amber LEDs every 1.2 seconds.

In the case of the trunk ports, the entire trunk group is beaconed. The Port Peer Beacon configuration is supported for
one port or trunk only. Newly added trunk ports are automatically included in to beacon. Similarly, disabling the port peer
beacon on a trunk port disables beaconing on the entire trunk group.
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NOTE
The Port Peer Beacon configuration is supported in the native switch mode and in the Access Gateway mode.

Advanced Port Actions X

Persistent Disable
Encryption
Compression

Forward Error Correction
FEC via TTS

NPIV

E Port Credit

CSCTL Mode

Port Beacon

Port Peer Beacon

Trunking
Bind PID
Target Driven Zoning Mode

NPIV Max Login 220

QoS Status Select

BB Credit

The port peer beacon configuration is not supported in the following cases:

*« OnICL, VE, and GigE ports.
e Ifaportis faulty or disabled.
» If diagnostic tests are running on the port.

NOTE
Port peer beaconing is disabled when a port is disconnected, toggled, or disabled.

To configure port peer beaconing for an FC port, perform the following steps.

1. Click Switch Ports in the navigation bar, and then select FC Ports type from the drop-down.
2. From the list of ports, select a port or multiple ports on which the beaconing is to be enabled.
3. Select Actions > Advanced Action. The Advanced Port Actions window appears.

4. Select the Port Peer Beacon checkbox, and then click OK.

NOTE
You may select all ports on the switch, but if you select a port that is not valid for peer beaconing, an error
message is displayed.

NOTE
You can configure the Port Peer Beacon configuration only for a single AE_Port.

While enabling port peer beacon, an error message is displayed if the switch beacon or chassis beacon is enabled on
the switch.
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Configuring Trunking

The trunking configuration optimizes network performance by forming trunking groups that can distribute traffic between
switches across a shared bandwidth. Trunking is configured on an inter-switch link (ISL) between two Fabric OS switches
and applies only to E_Ports. Trunking is enabled by default for a port, which enables an ISL connected from the same port
group to form a trunk.

The ISL trunking license is required on each switch that participates in the trunk. After activating the ISL trunking license,
trunking is enabled automatically by default across all eligible ports. You must re-initialize the ports that are used for ISL
trunking to ensure that these ports recognize that the trunking is enabled.

NOTE
Trunking is not supported on the ICL, VE, and GigE port types.

To manually enable the trunking configuration on a port, perform the following steps:
1. Click Switch Ports in the navigation bar, and then select port type from the drop-down.
2. From the list of ports, select a port or multiple ports on which the trunking is to be enabled.

3. Select Actions > Advanced Action.
The Advanced Port Actions window appears.

4. Select the Trunking checkbox.

Advanced Port Actions X

Persistent Disable

Encryption

Compression

Forward Error Correction

FEC via TTS

\‘13 \’,’

E Port Credit

CSCTL Mode

Port Beacon

Port Peer Beacon
Trunking

Bind PID

Target Driven Zoning Mode

NPIV Max Login 220

QoS Status Select

BB Credit

Cancel

5. Click OK.
To disable the trunking configuration, unselect the Trunking checkbox if it is already selected.
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Configuring Port Binding

The Port Binding option allows you to prevent unauthorized devices from joining a fabric and to restrict host or storage
devices that connect to particular switch ports. The Port Binding option allows you to configure a PID persistently using
a device WWN. When the device logs in to the switch, the PID is bound to the device WWN. If the device is moved to
another port in the same switch, or a new blade is hot-plugged, the device receives the same PID (area) at its next login.
Once WWN-based PID assignment is enabled, you must manually enter the WWN-based PID assignments through the
CLI for any existing devices. For more information on WWN-based PID assignments, refer to the Brocade Fabric OS
Administration Guide.

PID assignments are supported for a maximum of 4096 devices; this includes both point-to-point and NPIV devices. The
number of point-to-point devices that are supported depends on the areas available. For example, 448 areas are available
on Directors and 256 areas are available on switches. When the number of entries in the WWN-based PID database
reaches 4096 areas that are used up, the oldest unused entry is purged from the database to free up the reserved area
for the new FLOGI.

NOTE
The total number of ports in the default switch must be 256 or less.

NOTE
When the WWN-based PID assignment feature is enabled, and a new blade is plugged into the director, the
ports for which the area is not available are disabled.

To bind a port or multiple ports, perform the following steps:
1. Click Switch Ports in the navigation bar, and then select FC Ports type from the drop-down.
2. From the list of ports, select a port or multiple ports on which the port binding is to be enabled.

3. Select Actions > Advanced Action.
The Advanced Port Actions window appears.

4. Select the Bind PID checkbox. The FC Address field with the option to enter the middle byte to be set appears.
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Advanced Port Actions b 4

Persistent Disable

Encryption

Compression

Forward Error Correction

FECviaTTS

NPIV

E Port Credit

CSCTL Mode

Port Beacon

Port Peer Beacon

Trunking

Auto

FC Address  0x01

Target Driven Zoning Mode

NPIV Max Login 220

QoS Status Select

5. Enter the middle byte and for the selected ports, the middle bytes are assigned sequentially.
6. Click OK.

NOTE
A warning message is displayed if the port is already bound.

NOTE
To unbind a port or ports that are already bound, unselect the Bind PID checkbox if it is already selected.

Configuring Target Driven Zoning Mode

A target-driven peer zone is a peer zone that is configured in a fabric through a target. Target-driven zoning is a variant
of peer zoning wherein a device, usually a target, can manage peer zones by itself. Where a regular peer zone is defined
by a user-specified configuration, the target device must be the principal device of the peer zone. This device is usually a
storage device, but not always. To permit a target-driven peer zone, target-driven zoning must be enabled on the F_Port
that connects the principal device to the fabric.

The Target Driven Zoning mode can be used only in read-only mode. You can read, delete, activate, or deactivate only the
members present in the target-driven peer zone. The principal and non-principal members should be only the WWN type.
You can view the target-driven peer zones in the Zone Administration window. You can configure Target Driven Zoning
mode on multiple devices that are connected to the target-driven peer-zone-enabled ports.

NOTE
Target-driven zones are allowed to have aliases as members. Aliases that are members of target-driven zones
are not allowed to be edited from Web Tools.

You can enable Target Driven Zoning mode for target-driven peer-zone-enabled ports.

FOS-92x-WebTools-UG100
113



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

To enable Target Driven Zoning mode on a port, perform the following steps:
1. Click Switch Ports in the navigation bar, and then select the FC Ports type from the drop-down.
2. From the list of ports, select a port or multiple ports on which Target Driven Zoning mode is to be enabled.

3. Select Actions > Advanced Action.
The Advanced Port Actions window is displayed.

4. Select the Target Driven Zoning Mode checkbox.

Advanced Port Actions X

Persistent Disable

Encryption

Forward Error Correction
FECvia TTS

NPIV

E Port Credit

CSCTL Mode

Port Beacon

Port Peer Beacon
Trunking

Bind PID

Target Driven Zoning Mode

NPIV Max Login
QoS Status Select

BB Credit

5. Click OK.
Configuring BB Credit

The buffer-to-buffer credit (BB credit) is the number of buffers available to the attached devices for frame receipt. The
default BB credit is 8. The range of valid values is from 5 through 160.

To prevent the dropping of frames in the fabric, a device can never send frames without the receiving device being able to
receive them, so an end-to-end flow control is used on the switch. Flow control in Fibre Channel uses BB credits, which
are distributed by the switch. When all BB credits are utilized, a device waits for a VC_RDY or an R_RDY primitive from
the destination switch before resuming 1/0O. The primitive is dependent on whether you have R_RDYs enabled on your
switch. When a device logs in to a fabric, it typically requests from two to 16 buffer credits from the switch, depending

on the device type, driver version, and configuration. This determines the maximum number of frames that the port can
transmit before receiving an acknowledgment from the receiving device.

NOTE
BB credit is not applicable for VE and ICL ports.
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Advanced Port Actions X

Persistent Disable
Encryption
Compression
Forward Error Correction
FECvia TTS
NPIV
E Port Credit
CSCTL Mode
Port Beacon
Port Peer Beacon
Trunking
Bind PID
Target Driven Zoning Mode

NPIV Max Login 220

QoS Status Select

BB Credit 55

“ Cancel

To configure the BB credits value on a F_Port, perform the following steps:

1. Click Switch Ports in the navigation bar, and then select the FC Ports type from the drop-down.

From the list of ports, select a port or multiple ports on which the BB credit value is to be entered.

2

3. Select Actions > Advanced Action. The Advanced Port Actions window is displayed.
4. Enter the BB credit value for the selected ports in the BB Credit text box.
5

. Click OK. If you do not enter the credit value, the default value is selected.

Viewing Port Details

You can view the configuration details of selected ports from the Switch Ports window. The Switch Ports window
allows you to view the configuration properties of the selected port. You can view the details that are related to the
port, speed, and port configuration properties depending on the type of the selected port. Also, you can edit the port
configuration properties, such as Port Beacon, Encryption, FEC, NPIV, CSCTL, QOS, SFP, Statistics, Investigate, and

enabling and disabling ports.

The following table describes the port configuration properties that are displayed in the Switch Ports window for the

selected port type.

Field Name Description
Name Displays the name that is assigned to the port. You can rename the port,
using this field. For more information on renaming a port, see Renaming
Ports.
WWN Displays the World Wide Name of the port which is a 64-bit unique identifier.
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Field Name Description

Protocol Displays the type of protocol that is used on the port.

Port # Displays the location of the port in a physical-location format.

Port Index Displays whether a port was swapped with other ports. For ports that were
swapped, the attribute name displays as Port Index Value (Swapped). For
example, 5(0x5) (Swapped).

FC Address Displays the address of the FC port.

Media Displays information about the type of media that are installed or connected
to the port.

Type Displays the actual or current port type. If the port is offline, this value is
the allowed types (or U_Port, if no type constraint is specified). If the port is
online, this value is the configured port type.

Health Displays the health status of the ports in the logical switch.

Speed (Gb/s)

Displays the actual speed at which the port is connected. The speed is set
with the options 4, 8, 16, or 32G, or with auto-negotiate, which sets the
highest possible port speed.

Configured Speed

Displays the value as AUTO for the auto negotiated speed or the fixed
speed if configured.

Authentication

Displays the authentication type and associated parameters if configured.

Allowed Port Types

Displays the allowed or configurable port types for the specific port. The
allowed port types indicate any constraints on what types the port can be
configured when it comes online.

Speed Combinations

Displays the options to set the port octet speed combination.

Speed

Displays the speed at which the port is configured. You can configure a 4G,
8G, 16G, or 32G port speed or set the port to auto-negotiate the highest
possible port speed. The Auto Max options are displayed only when you set
the port speed as auto-negotiation, and these options allow you to set the
speed limit that the port can auto-negotiate. The following Auto Max speed
levels are supported:

e Auto Max 4G

* Auto Max 8G

* Auto Max 16G

¢ Auto Max 32G

Long Distance

Displays the long-distance settings and identifies which settings require
a Brocade Extended Fabrics license. To set the long-distance mode, the
default is LO (Normal); as per distance, LE<10 kms, L0.5<25 kms, L1<50
kms, L2<100 kms, LD=auto, LS=Static will display.

Desired Distance (km)

Displays the recommended buffer value changes according to the
current port configuration. When the number of buffers that are needed is
configured for a port, the recommended buffer value is set to N/A for the
same port.

This field cannot be configured when the Buffers Needed value is
specified.

Frame Size

Displays the size of the frame. When you edit the Frame Size value,
the desired distance value can also be changed for LD and LS modes
(configured in Long Distance) and in reverse. Frame Size cannot be
configured when the Buffers Needed value is specified.
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Field Name

Description

Buffers Needed

Displays the number of buffers needed. The Desired Distance value is set to
Not Applicable when the Buffer Needed is configured for the selected port.

Recommended Buffer

Displays the number of recommended buffers. The recommended buffer
value is non-editable. When you change Frame Size and Desired Distance
(km), the recommended buffer value changes according to the current port
configuration. When the number of buffers that are needed is configured for
a port, the recommended buffer value is set to Not Applicable for the same
port.

Remaining Buffer

Displays the number of remaining buffers. The remaining buffer value is
non-editable.

VC Link Init

Displays the fill words used on long-distance links. When set to IDLE (0)
mode, the link uses IDLE fill words. When set to ARB (1) mode, the link
uses the default ARB fill words.

Persistent Disable

Enables or disables a port so that it remains enabled or disabled across
switch restarts.

Encryption

Enables or disables in-flight encryption for both E_Ports and EX_Ports on
a per-port basis. By default, these features are disabled for all ports on a
switch.

Compression

Enables or disables the in-flight compression, which allows better bandwidth
utilization over long distance.

Forward Error Correction

Enables or disables forward error correction (FEC) on all ISLs and ICLs of
32G FC platforms.

FEC via TTS

Enables or disables FEC through Transmitter Training Signal (TTS). All
devices that support FEC-via-TTS have it enabled by default; however,
not all devices that support 16G support FEC-via-TTS. FEC-via-TTS is
negotiated during speed negotiation when a link comes up. Any HBA or
device connection that supports 16G but not FEC-via-TTS auto-negotiates
to 8G. Therefore, FEC-via-TTS must be enabled only on switch ports that
are intended for connections to HBAs and devices that support FEC-via-
TTS. A Brocade-to-Brocade ISL connection does not use TTS to enable
FEC; consequently, FEC-via-TTS must be disabled on all E_Ports.

NPIV

Enables or disables NP1V for a port.

E Port Credit

Enables or disables the E_Port credit. The allowed range is 5 to 160.

CSCTL Mode

Enables the same SID/DID pair exchange frames with different priorities,
unlike the QoS zone-based FC flow prioritization method.

Port Beacon

Displays the individual FC ports that can be set to beacon using the Port
Beacon option. While enabling port beaconing, an error message is
displayed, if the Port Beacon feature is enabled on the port.

Port Peer Beacon

The Port Peer Beacon feature allows you to physically identify the
interconnections between FC ports.

You can configure the Port Peer Beacon feature for a single port or for
multiple ports. The Port Peer Beacon feature is supported on E_Ports,
EX_Ports, F_Ports, N_Ports, AE_Ports, and trunk ports. When you enable
the port peer beacon configuration on any port that is part of a trunk group,
it enables port peer beaconing on all trunk ports in the same trunk. The
Port Peer Beacon feature is supported in native switch mode and in Access
Gateway mode.

Trunking

Enables or disables the trunking.
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Field Name

Description

Target Driven Zoning Mode

Enables or disables Target Driven Zoning mode for target-driven peer-zone-
enabled ports.

NPIV Max Login

Configures the maximum number of permitted logins per NPIV port. Each
NPIV port can support up to 255 logins. The range of valid values is from 1
through 255 logins per port. The default value is 126 logins.

QoS Status Displays the QoS status of the FC port. Since CSCTL mode is already
enabled, even if QoS zone flows are enabled, CSCTL mode has the highest
priority.

BB Credit Displays the buffer-to-buffer credit, that is the number of buffers available to
attached devices for frame receipt.

SFP Displays information about the small form-factor pluggable (SFP) optical

transceivers that plug into the SFP port of a network switch and connect to
Fibre Channel and Gigabit Ethernet (GigE) optical fiber cables at the other
end. The SFP option is applicable only for the physical ports such as FC,
ETH, and GigE.

The SFP section displays the following SFP port-related information:

* Vendor Name

e Vendor OUI

¢ Vendor PN

¢ Vendor Rev

e Serial No

e Data Code

¢ Media Form Factor
e Connector

* FC Speed (Gb/s)

¢ Distance

* Voltage

e Current

* Wave Length
* Encoding

* Max Case Temperature
e Temperature

e TX Power

¢ RX Power

* Power On Time
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Field Name Description

SFP DD The SFP DD section displays the following port-related information:
¢ Vendor Name
¢ Vendor OUI
* Vendor PN
* Vendor Rev
e Serial No
e Data Code

* Media Form Factor
¢ Connector

* FC Speed (Gb/s)

e Distance

¢ Unit Number

¢ Channel Index

* Device Technology

* \Voltage

e Current

* Wave Length
* Encoding

* Max Case Temperature
* Temperature

e TX Power

e RX Power

e Power On Time

QSFP Displays information about the quad small form-factor pluggable (QSFP)
optical transceivers. The QSFP port is applicable only for the FC and ICL
Ports.

The QSFP section displays the following port-related information:

* Vendor Name

¢ Vendor OUI

¢ Vendor PN

* Vendor Rev

e Serial No

¢ Data Code

* Media Form Factor
e Connector

* FC Speed (Gb/s)

¢ Distance

e Unit Number

e Channel Index

* Device Technology

* Voltage

e Current

* Wave Length
* Encoding

¢ Max Case Temperature
e Temperature

e TX Power

¢ RX Power

¢ Power On Time

FOS-92x-WebTools-UG100
119



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

Field Name Description
Extension Tunnels Displays the FCIP tunnels and FCIP circuit details.
IP Route Displays the IP route information that is applicable to the FCIP platforms.

This option is applicable only to GigE ports.

IP Interfaces Displays the status of the IP interface and the configuration of all interfaces
or a specific interface that is applicable for the FCIP-supported switch. This
option is applicable only to GigE ports.

Disable Port Disables the port on selection.

Configuring Allowed Port Types

The Allowed Port Type option displays the allowed port types for the physical ports. The Allowed Port Type option
appears on the port details page. The allowed port types indicate any constraints on what types the port can be configured
with when it comes online. For normal (that is, non-EX_Port) ports, the following port types are allowed:

e L_Port— The port can be used to connect a loop device.
* F_Port - The port can be used to connect a non-loop device.
* E_Port — The port can be used to connect to another switch.

e U_Port - For a physical FC port, the port can be an E_Port, F_Port, or L_Port. For a logical FC port, the port can be a
VE_Port.

When the Allowed Port Type option prompts you to select allowed port types, if all of these boxes are selected, there are
no constraints on the port type. The port negotiates to its preferred type when the switch comes up, depending on what
type of device or switch it is connected.

Clearing a checkbox guarantees that the port does not attempt to function as a port of the unchecked type. At least one
type must remain selected. An FC port cannot be configured as an E_Port or L_Port.

NOTE
To configure a port as an EX_Port, the switch must be capable of supporting FCR features. The EX_Port option
is disabled in the Allowed Port Type option if the switch does not meet this requirement.

Configuring Speed Combinations

You can change the octet combination of a director or switch. The octet speed must be set consistently across all
members of the port octet. The following port octet speed combinations are available on the port details page.

Port Octet in Combination Available Port Speeds within the Octet
1 Auto or Fixed 32G|16G|8G|4G
2 Auto or Fixed 10G|8G|4G

The default speed mode is 1, which means that any port in the eight-port group octet can operate either at 32, 16, 8, or
4G, utilizing 32G SFP+ optics, or at 16, 8, 4, or 2G, utilizing 16G SFP+ optics. Speed combination mode 2 enables any
port in the octet to operate at a 10G line rate, but it also specifically requires 10G SFP+ optics. These are also available in
SWL and LWL models.

Re-Authenticating Ports

You can re-authenticate the switches connected by F_Port or E_Port if the DH-CHAP group, hash type, or shared secret
between a pair of switches is set with the switch level security policy. The re-authentication can be initiated by the user
who has configured the policy parameters and only if the switch was previously authenticated. You can establish a secure

FOS-92x-WebTools-UG100
120



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

connection by authenticating the remote and peer secret keys. If the authentication fails because shared keys do not
match, the port is disabled.

For more information on configuring authentication protocols, see Authentication Policy Configuration.

L
=l {a’ Dashboard Switch Overview Switch Ports Events  Zoning Settings

Slot0 Port#0

. CEED

WWHN 20:00:88:94:71:74:55:e0
Protocel FC
Port # 0(0xQ)
Port Index 0(0x0)
FC Address Auto
0x01| 00 |00
Media
Type U-Port
Health OFFLINE
Speed (Gb/s) 32

Allowed Part Types @ Normal Port

E Port
F Port
Ex Port
NOTE
The re-authentication does not work on loop, NPIV, and FICON devices or on ports configured for in-flight
encryption.

Enabling or Disabling Application Header Support

Web Tools supports spoofing application header support on a target or storage port so that end-to-end VM metrics can
be captured even on targets, which do not support the application header. You can enable or disable application header
support.

NOTE

* You can enable or disable the application header support only for Gen 7 platforms.

* For a VF-enabled switch, you can configure application header support for four ports per logical switch. For
a non-VF chassis, a maximum of 64 ports can be configured with this configuration. Whereas, for a non-VF
switch, a maximum of 16 ports can be configured with this configuration.

» Firmware Downgrade to pre Fabric OS (FOS) 9.1.0 version is not supported if application header support is
enabled on any port of the chassis or switch.

* You cannot configure application header support on Access Gateway and FICON modes.
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To enable or disable application header support, perform the following steps:

1.
2.

Click Switch Ports in the navigation bar, and then select the FC Ports type from the drop-down.

Drill down to the port for which you want to enable or disable application header support.
The port details window appears.

To enable application header support, select Enable Application Header option from the more icon on the top-right
corner of the window. To disable application header support, select Disable Application Header option.

Ta
-I-@ Dashboard  Switch Overview Switch Ports Events  Zoning  Settings | ogical Switch : 128 - swOtest (Default) -
-n

swOtest..0... <« C

Re-Authenticate

Unbind PID

Name switest..0.. Enable Application Header |

WWN 20:00:c4:f5:7c:02:51 48
Protocol FC

Port# 0(0x0)

Port Index 0(0x0)

FC Address 0x01 90 00
Media

Type U-Port

Health OFFLINE

Speed (Gh/s) NB4
Configured Speed AUTO(HW)
Authentication Mone

Allowed Port Types © Normal Port
E Port
F Port
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Name switest..0...

WWN
Protocol
Port#
Port Index

FC Address

Media

Type

Health

Speed (Gh/s)
Configured Speed

Authentication

E Port

F Port

Allowed Port Types © normal Port

swQtest..O...

20:00:c4:f5:7¢:02:51:48
FC
0(0x0)

0(0x0)

0x01| 90 00

Unknown
OFFLINE
MN&4
AUTOHW)

None

LR
_|¢ Dashboard Switch Overview Switch Ports Events Zoning Settings Logical Switch : 128 - swOtest (Default) v

Re-Authenticate

Unbind PID

Disable Application I—eacIE'l

Configuring Investigation Mode

The Investigation mode feature provides monitoring capabilities and presents real-time data in detailed performance
graphs. The performance graph allows you to investigate the information about basic performance measures such as port
throughput, port utilization, and port error rate over a given timeframe using the performance graphs.

The following list describes the measures of the selected ports that are plotted in the performance graphs:

1. Rx % Utilization — Displays the percentage of the selected port bandwidth that is used for receiving traffic at the time

the sampling is done.

2. Tx % Utilization — Displays the percentage of the selected port bandwidth that is used for transmitting traffic at the

time the sampling is done.

3. Rx Bytes (Mb/Sec) — Displays the traffic information including the number of bytes and frames that are received for

the selected interval.

4. Tx Bytes (Mb/Sec) — Displays the traffic information including the number of bytes and frames that are transmitted for

the selected interval.

5. CRC Errors — Displays the count of cyclic redundancy check (CRC) errors for a given port for the configured polling

period.

Pause on a data point to view data about the selected measure. Data includes name, type, utilization, traffic, and the
maximum or average for the selected measures, and the data collection date and time.

NOTE

The port % utilization is not displayed for VE ports.

The X-axis displays the date and time. The bottom right displays the port performance in a table format.
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* Name: The port name.

*  WWN: The world wide name of the port.

e Type: The port type.

e Status: The status of the port (such as No_Light).

All performance graphs for the selected measures are displayed in a single combined graph in the Investigation Mode
window. The graph in the Investigation Mode window is updated every 30 seconds. When you first view the graph

or if you modify the graph (such as to add additional ports), you might have to wait up to 30 seconds before the new
values are displayed. You can export the performance graphs by using the hamburger ( =) icon at the right corner of the
Investigation Mode window as an HTML file to the desired location.

15} Dashboard  Switch Overvie, SwitchPorts ~ Events  Zoning  Settings
Investigation Mode

v | @ (>}

Rx Utilization

Export

Tx Utilization

' \
.
. . T, P e

Tx Bytes

CRC Errors O

0483184
0245414

5..Nov 10 01:41:00...Nov 10 el 15.. Nov 10 01:41:30..No 41:45..Nov 10 01:42:00..No 4215..Nov 10 01:42:30..No 42:45..Nov 10 01:43:00..No 4315...Nov 10 01:4330.

o e| U S ———

Name « NWN Type Status

port8 20:08:88:94:71:44:25:10 FC Online

Measures

Export menu
Selected measures
Port information

Pobd-=~

You can access the Investigation Mode window with the performance graph for the following ports:

« FC
* ICL
* GigE
« ETH

NOTE
The users with the zone admin or security admin privileges cannot access the Investigate options.

To view a real-time performance graph in the Investigation Mode window for a port, perform the following steps:
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-_!{Is} Dashboard  Switch Overvie Switch Ports Events Zoning  Settings Logical Switch 128 - CID-ENG-X6-4...
Switch Ports (63) Actions
Mame * FC Addr... WWHN Ty.. Spee. Slot Status F
22 0x014000 20:40:c4f57c66e4: . U-Port 16 4 Mo_Module C -
22 0x014100 20:41c4f57c66e4.  FPot 16 4 Online Ho view
47 0x016f00 20:6fcaf5Te66ed..  U-Port 32 4 Mo_Module (| Investigate
slot4 port2 0x0714200 204ZcAT5Tob8ed U-Port 32 4 Mo_Module C Disable
slot4 portd 0074400 2044cAfsTobed U-Port 32 4 Mo_Module C
slotd ports 020143500 20:45cafsTcoted.. U-Part 32 4 Mo_Module C
slotd porté 0x0145600 20-46caf5Tcb8ed U-Part 32 4 Mo_Light C
slot4 port? 0x014700 20:47:cATETc66ed U-Port 32 4 Disabled C
slot4 port8 0x014800 20:48:c4757c66ed U-Part 32 4 No_Maodule C
slotd port 0x0714900 2049 cA TS T b8ed U-Port 32 4 Mo_Module C
slot8 portd 0x01c000 20cOcd 3 7eb0ed:. U-Port 32 8 Mo_Module C

1. Click Switch Ports in the navigation bar, and then select port type from the drop-down on which the investigation is to
be done.

2. Click the ( ) icon on the right side of the selected port.

3. Select the Investigate option from the drop-down.
The Investigation Mode window appears.

4. Select the parameters from the Measures section on the left. The graph appears on the right side based on the
selected parameters. The time intervals are on the X axis and plotted against the selected parameters on the Y axis in
the performance graph.

Viewing FC Port Statistics

The FC statistics section provides various statistics such as in bytes (MB), out bytes (MB), word received, word
transmitted, in frames, and out frames.

To view FC port statistics, perform the following steps:

1. Click Switch Ports from the navigation bar, and then select FC Ports from the drop-down.

2. Click the ( ~ )icon for a selected port, and then select View from the available options.
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.|.¢ Dashboard Switch Overview Switch Ports Events Zoning Settings

o
[

Switch Ports (12)

FC Ports v =
Name * Port# FC Address WWN Type Speed (Gb/s) Status Health Licensed

port7axsdDdd 7(0x7) 0x030700 20:07:88:94:71:42:d5:07 F-Port N32 online HEALTHY Yes

swotest..8. B(0x8) 0x030800 20:08:88:94:71:42:d5:07 U-Port N32 No_Light OFFLINE Yes

swotest.F_PORT.9.test123 9(0x9) 0x030900 20:09:88:94:71:42:d5:07 F-Port N16 online HEALTHY Yes

swotest..10 10(0xA) 0x030a00 20:0a:88:94:71:42:d5:07 U-Port N32 No_Light OFFLINE Yes

Investigate

swotest..11. 11(0xB) 0x030000 20:00:88:94:71:42:d5.07 U-Port N32 No_Light OFFLINE Yes

Release License

Disable

The port details window appears.

3. Expand the FC Statistics option to view the port statistics.
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FC Statistics
In Bytes(ME) D
Out Bytes(ME) 0
Words Received 17856
Words Transmitted 901
In Frames 93
Out Frames 93
Frames Busied 0
Frames Rejected 0
C2 Frames Received a
C3 Frames Received 0
C3 Frames Discarded 0
Link Contrel Frames Received 32
Mcast Frames Received 0
Mcast Timeouts 0
Mcast Frames Transmitted 0
Time R_RDY Priority 0
Time BB_Credit Zero 0
Encd Errs Inside Frames 0
Encd Errs Outside Frames 0
CRC Error with Good EOF 0
Short Frames 0
Long Frames 0
Bad End-of-Frames 0
Total Errors 0
Reset Counter

The port statistics data are not refreshed automatically. To reset the statistics to zero, you must click the Reset
Counter option.

Viewing GigE Port Statistics

The GigE port statistics section provides various statistical information such as In Bytes, Out Bytes, In Frames, and Out
Frames.

To view GigE port statistics, perform the following steps:

1. Click Switch Ports from the navigation bar, and then select GigE Ports from the drop-down.

2. Click the (  )icon, and then select View from the available options. The port details window appears.
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T
Switch Ports (8)
Port# + Al Media Typ: Gb tat tat
Copper Enabled Online
Copper Enabled Offline
s Disabled  Offine
15U Disabled Offline
Optical Ei Offline
3. Select Statistics to view the port statistics.
'—"E? Dashboard Switch Overviev Switch Ports Eve Fil g ettings
Slot0 Port0
Media Type Copper
Statistics
n Bytes (MB} 605
n Frames 224075322
Out Bytes (MB 2041159
Out Frame 282527739
Out Unicast Frames 273731505
Out Multicast Frame 0

Out Broadcast Frames

Out VLAN Frames

Out Pause Frames u

n Unicast Frames 1426156256
n Multicast Frames 0
n Broadcast Frames 9797919066

Reset Counter

The port statistics data is not refreshed automatically. To reset the statistics to zero, you must select the Reset

Counter option from the port details window.

Viewing VE Port and Tunnel Statistics

The VE port statistics section provides statistical information such as in bytes, out bytes, in frames, out frames, words
received, and words transmitted. The tunnel statistics section provides information such as FCIP aggregate, FCIP QoS,

and FCIP TCP statistics of the selected VE port.

To view VE port and tunnel statistics, perform the following steps:

1. Click Switch Ports from the navigation bar, and then select VE Ports from the drop-down.

2. Click the ( ~ )icon, and then select View from the available options. The port details window appears.
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LR
-] C oard Switch Overvie tch Ports Events Zoning Settings &
B304
Actions
( ) E Ports =
Mams = Ports Type Speed (Gb/s) Status Health Additional Port Info
port13 13(0x=D) VE-Port = Online Unmonitored -
port14 14{0xE) VE-Port - Online Unmaonitored _
port15 15(0%F) VE-Port - Offline Unmonitored _ Investigate
Disable
port312 12(0xC) VE-Port - online Unmaonitored _

3. Select Statistics to view the port statistics.

Statistics

n Bytes(MB) 22353
Out Bytes(MB) 0.03
Words Received 1374320
Words Transmitted 261229

n Frames

Qut Frames

Frames Busised 0
Frames Rejectad 0
C2 Frames Receved 0

C3 Frames Received

C3 Frames Discarded 0
Link Control Frames Received 0
Mcast Frames Received 0
Mcast Timeouts 0
Mcast Frames Transmitted 0
Time R_RDY Pricrity 0
Time BB_Credit Zero 0
Encd Errs Inside Frames 0
Encd Errs Qutside Frames 0

n
o
E
m
b
=
)
n
(%)
m
1
I
=}

Short Frames 0
Long Frames 0
Bad End-of-Framsas 0

Reset Counter

The port statistics data is not refreshed automatically. To reset the statistics to zero, you must select the Reset
Counter option from the port details window.

4. Select Tunnel Statistics to view the tunnel statistics.
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Tunnel Statistics

FCIP QOS Stats

Bytes To772
Bytes Bps Avg
| Facke G488
Out Bytes 80056
L Qut Bytes Bps Avg
Out Packets 9488

qqqqq

The Tunnel Statistics table displays the following information:

* FCIP Statistics (aggregate)
— Compressed Bytes (MB)
— UnCompressed Bytes (MB)
* FCIP QOS Stats
— Bytes
— Bytes Bps Avg
— In Packets
— Out Bytes
— Out Bytes Bps Avg
— Out Packets
* FCIP TCP Stats
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— Circuits Number

— TCP Priority

— Out Packets

— Out Bytes

— In Packets

— In Bytes

— Sender Smothed Round Trip

— Sender Variance

— Sender Congestion Window

— Sender Operation Mode

— Sender Queued Packages

— Sender Queued Packages Seq Min

— Sender Queued Packages Seq Max

— Sender Queued Packages Seq NXT

— Sender In Fight Packets

— Sender Variance High

— Sender UnAcknowledged Seq No

— Sender Retransmit Timeout(ms)

— Sender ReTransmit

— Sender Duplicate ACKs

— Sender Max ReTransmits

— Sender Fast Retransmits

— Receiver Advertised Window Max

— Receiver Negotiated Window Scale

— Receiver Queued Packets

— Receiver Queued Packets Next Seq No
— Receiver Queued Out of Order Packets
— Keep Alive Since Last Act(sec)

— Keep Alive Idle Connection Probe Interval(sec)
— FCIP TCP Runtime Control Stats

Viewing FCIP Tunnels and Circuits

An FCIP tunnel is a transport entity that allows communication between two geographically distributed entities. An FCIP
tunnel acts like a Fibre Channel inter-switch link (ISL) over an IP network. An FCIP tunnel consists of two endpoints that
are characterized by their IP addresses. Each FCIP tunnel between two FCIP entities may contain one or more TCP
endpoints in the IP-based network. An FCIP tunnel is used by applications such as remote backup and disaster recovery.
An FCIP tunnel emulates FC ports on the extension switch or blade at each end of the tunnel. When FCIP tunnels are
configured, and the TCP connections are established for a complete FCIP circuit, a logical ISL is activated between the
switches. An FCIP tunnel is assigned to a VE port on the switch or blade at each end of the tunnel.
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To view the FCIP tunnels and FCIP circuit details on a VE port, perform the following steps:
1. Click Switch Ports in the navigation bar, and then select VE Ports from the drop-down.

2. Select a port, and then click the View option that is available on the extreme right. A window is displayed with the
selected port details.

3. Select Extension Tunnels. The FCIP tunnel information is displayed in the FCIP Tunnel table.

Extension Tunnels

FOIP.. ~

4. Select an FCIP tunnel and click View Circuits from the View option at the extreme right of the table.
port12 o) actons

Extension Tunnels

FOIP.. *

5. The Circuit Details dialog appears with the FCIP tunnels and circuit information for the selected FCIP tunnel.

The FCIP Tunnel table displays the following information:

e FCIP Port

e Status

* Remote WWN
e Local WWN

» Tape Pipelining
e [PSec Policy

* |P Extension

* Compression

* FC Compression
e [P Compression

When you select an FCIP tunnel from the FCIP Tunnel table, the following FCIP circuit-specific information is
displayed:

Circuit Details X

Circuit Nu.. # Tunnel ID Administra Operaticna GigePort Source IP Destinatio VLanIQj
0 12 Enabled Online ge0 9992 999 Not Co

1 12 Enabled Online gell 9594 9993 Not Co
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¢ Circuit Number

e Tunnel ID

¢ Administrator Status

e Operational Status

* GigePort

* Source IP

¢ Destination IP

e VLanID

¢ MTU Size

* HA GigePort

* HA Source IP

¢ HA Destination IP

e HAVLanID

« HA MTU Size

e L2CoS (FC: h/m/l)

e L2CoS (IP: h/m/l)

e DSCP (FC: h/m/l)

e DSCP: (IP: h/m/l)

* Keep Alive Timeout (ms)
¢ Maximum Communication Rate (Mbps)
¢ Minimum Communication Rate (Mbps)
¢ Max Retransmits

¢ Min Retransmit Rate(ms)
* Metric Selective Ack

Viewing a Tunnel Graph

The tunnel graph helps to monitor real-time performance data for the selected tunnel. The polling interval for the tunnel
graph is 10 seconds.

The following measures are considered to view a tunnel graph:

¢ Throughput (MB/sec)
Indicates the throughput for each tunnel in a switch.
» Effective Throughput (MB/sec)
Indicates the effective throughput for each tunnel in a switch.
e Compression Ratio (count)
Indicates the compression ratio for each selected tunnel in a switch.

To view a tunnel graph, perform the following steps:

1. Click Switch Ports from the navigation bar, and then select VE Ports from the drop-down.

2. Click the ( ~ )icon, and then select View from the available options. The port details window is displayed.
3. Select Extension Tunnels. The FCIP tunnel information is displayed in the FCIP Tunnel table.
4

. Select an FCIP tunnel, and click Investigate from the available options.
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Extension Tunnels

The Investigation Mode window is displayed. By default, the investigation mode for the selected tunnel appears.

5. Select the measures for which you want to view the graph. You can view the tunnel graph by selecting required tunnel

measures from the Measures list.

itch Overview Events Zoning

1‘@ Dashboard S gs
Investigation Mode

/2 A '
3 Nov 1002
= VE P unt)  :3:350058
8 ® VEp ec): 31,646.356010
2 VE port 1759429
| / \ /
ov 1003 ov1003:21:50 P 003:21:55PM Nov 10032200 PM Nov 10032205 PM Nov 100322:10 P} 0032215 PM Nov 10032220

Throughput

ve Throughput

Compression Ratio

VE port15/Compression Ratio(Count) == VE port15/Effective Tt

Show Tunnel

Name « Switch WWN (1) Slot/Port

15 10:00:88:94:71:44:25:10 0/15

VE port15/Througt

00:00:00:00:00:00:00:00

Viewing a TCP Graph

The TCP graph helps to monitor real-time performance data for the circuits of the selected tunnel. The polling interval for

the circuit graph is 10 seconds.
The following measures are considered to view a circuit graph:

e Sender RTT

Indicates sender round-trip time for each circuit in a tunnel.
e Sender RTTVariance

Indicates sender round-trip time variance for each circuit in a tunnel.
e DupAck

Indicates duplicate acknowledgment for each circuit in a tunnel.
» 0O0S

Indicates out-of-order segments for each circuit in a tunnel.
¢ Slow Starts

Indicates slow starts for each circuit in a tunnel.
¢ Fast Retransmit

Indicates fast retransmits for each circuit in a tunnel.

e TCP Tx
Indicates TCP Tx for each circuit in a tunnel.
¢« TCPRx

Indicates TCP Rx for each circuit in a tunnel.
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NOTE

* For a single TCP connection, you can view the graph for a maximum of three selected measures. The
remaining measures are in a disabled state. To view the graph for disabled measures, you must clear the
already selected measure, and then select the three desired measures.

* For a single measure, you can view the graph for a maximum of four selected TCP connections.
* If you select more than one TCP connection, only one measure can be selected and the remaining measures
are in a disabled state.

To view the TCP graph, perform the following steps:

1. Click Switch Ports from the navigation bar, and then select VE Ports from the drop-down.

2. Click the ( ) icon, and then select View from the available options. The port details window appears.
3. Select Extension Tunnels. The FCIP tunnel information is displayed in the FCIP Tunnel Table.

4. Select an FCIP tunnel and click Investigate from the available options. The Investigation Mode window is displayed.

Extension Tunnels

i'ﬁ' Dashboard Switch Overvie Switch Ports Events Zoning
Investigation Mode

Switch WWN (7 Slot/Port Switch WWN (2)

1:42:d5: 0/13 00:00:00:00:00:00:00:00|

6. Select a single TCP connection or a maximum of four TCP connections, and then select the required measures. You
can view the TCP graph based on the selected TCP connections and measures.
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SwitchPorts ~ Events  Zoning  Settings

Investigation Mode

Measures

Sender RTT

Sender RTTVariance 5 0001
DupAck
.
00s 4 i 0.0008
Slow Starts
o
Fast Retransmit 3 § 0.0006
3133-Sender RTT(Ms): 0 2 u ‘
- z
TCPTx 2 ; 3133-TCP Ri(MB/sec): 0000550 L g ;,’
Cuit 0:TOP 0:17443133-TCP Tx(MB/sec): 0.000481 .
TCP Rx N . % oo
1 0.0002
0
Nov1003:39:50... Nov 10 03:40.00 003:40:10 Nov 10 03:40:40... Nov 10 03:40:50 ... Nov 10 0341:00 .. 341:10

Nov 1003:39:30 .. Nov 10 03:39:40

Circuit 0: TCP 0:17443133/Sender RTT(ms)  =e~- Circuit 0: TCP 0:17443133/TCP Rx(MB/sec) -~ Circuit 0: TCP 0:17443133/TCP Tx(MB/sec)

Show TCP Connections -
Name « Slot/Port Source IP Destination IP
Circuit 0: TCP 0:17443132 0/15 1.1.1.50 11151
Circuit 0: TCP 0:17443133 0/15 11150 11151

Switch Ports ~ Events

Settings

DupAck

008 Py / 0.0008

Slow Starts -,
N / . . Vs

Fast Retransmit 4 s 0.0006
- | \ s ® Circuit :TCP 017443133-TCP Ru(MB/sec): 0000434 <
T % 7
/ \"74 ;

. . S
ooz

2... Nov 10 03:42 3:.. Nov 10 03:44;

Nov 10

= Circuit 0: TCP 0:-17443133TCP Rx(MBisec)  =a= Circuit - TCP 1:17443305/TCP Rx(MBisec)

Show TCP Connections -

Name = Slot/Port Source IP Destination 1P
Circuit 0: TCP 0; 015 11150 11151
Circuit 0: TCP 0:17443133 015 11.1.50 11151
Circuit 0: TCP 1:17443305 015 1.1.1.50 11151
Circuit 0: TCP 1:17443306 015 1.1.1.50 11151
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Investigation Mode

Fast Retransmit
TCP Tx

TCP Rx

Circuit 0: TCP 1:17443306/TCP Tx(MB/sec) Circuit 0: TCP 1:17443305/TCP Tx(MBJsec) v~ Circuit 0: TCP 2:17443477/TCP Tx(MB/sec) Circuit 0: TCP 2:17443479/TCP Tx(MBisec)

Show TCP Connections

Name « Slot/Port Source IP Destination IP

Circuit 0: TCP 1:17443306 0/15 1.1.1.50 1115

[< < 4

Circuit 0: TCP 2:17443477 0/15 1.1.1.50 1115

<]

Circuit 0: TCP 2:17443479 0/15 1.1.1.50 1115

Trunking

Trunking optimizes network performance by allowing a group of links to merge into a single logical link, called a frunk
group, that can distribute traffic between switches across a shared bandwidth. Trunking also improves system reliability by
maintaining in-order delivery of data and avoiding /O retries if one link within the trunk group fails.

Trunking can be between two switches, between a switch and an Access Gateway module, or between a switch and a
Brocade adapter. The types of trunking are as follows:

ISL trunking, or E_Port trunking, is configured on an inter-switch link (ISL) between two Fabric OS switches and is
applicable only to E_Ports.

EX_Port trunking is configured on an inter-fabric link (IFL) between an FC router (EX_Port) and an edge fabric
(E_Port). The trunk ports are EX_Ports connected to E_Ports.

F_Port trunking is configured on a link between a switch and either an Access Gateway module or a Brocade adapter.
The trunk ports are F_Ports (on the switch) connected to N_Ports (on the Access Gateway or adapter).

The Trunking license is required for any type of trunking, and it must be installed on each switch that participates in
trunking.

Creating Trunk Groups

You can create ISL trunks using E_Ports and EX_Ports, and you can create trunks between a switch and an Access
Gateway from F_Ports on the switch.

1.

Click Settings in the navigation bar, and then select Configuration > Trunking.

The Trunks page displays the list of trunks that have been created on the switch, including offline F_Port trunks.
Click the ( + ) icon in the upper right corner, and select the type of trunk you want to create.

Select the ports that you want to include in the trunk group.

For trunk groups to form, all ports in a trunk group must belong to the same port group. A port group is a group of eight
ports, based on the user port number, such as 0-7, 8-15, 16-23, and up to the number of ports on the switch. When
you select the first port, all other ports that are not in the same port group as the selected port are grayed out. You can
select only ports that belong to the same port group.
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Create F-Port Trunk X

MName

slot3 port8
slot3 portd
slotd port8
slot7 port
slots portd
slots ports

slots port6

Trunk Index Select

Cance

Slot

Poriz

WWN

20:08:00:2718:7.

20:05:00:278:7.

20:48:00:2718:1...

20:85:00:27-18F ..

20:cA:00:2778:1...

20:c5:00:27-181..

20:c6:00:27-181..

4. For F_Port trunks, select a trunk index from the drop-down at the bottom of the dialog.

5. Click OK.

The trunk group is added to the list.
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Modifying Trunk Groups

1. Click Settings in the navigation bar, and then select Configuration > Trunking.

2. Locate the trunk group that you want to modify, and select Configure from the action menu in the rightmost column.

3. Select the ports that you want to include in the trunk group, and click OK.

Deleting Trunk Groups

1. Click Settings in the navigation bar, and then select Configuration > Trunking.

2. Locate the trunk group that you want to delete, and select Delete from the action menu in the rightmost column.

Trunk Group * | Slot Master Port Member Ports ype
2 F-Port
2 3 8510,11,1213 F-Port
3 37,3839 F-Port
= 4 012 F-Port
345 F-Port

4 39 F-Port

Trunks (15)

TX+RX Throughput

Utilization (%

Configure

Delets

3. Click OK in the confirmation message.
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Fault Management: Displaying and Filtering Events

TheEvents option allows the user to collect all the fabric and switch-wide events for the selected logical switch and
display the information in a bar. It enables you to analyze and troubleshoot the number of events with respect to event
severity.

Event information includes sortable fields for the following:

* Message number

* Message

e Service

* Event occurrence count
* Event last occurred

You can filter the chassis and switch events by severity, service, and time, and you can apply either one type of filter at
one time or multiple types of filters simultaneously. The impact is cumulative.

The following table lists the event message severity levels displayed on the Switch Events tab and explains what
qualifies event messages to be at certain levels.

Level Description

Critical (Red) Critical-level messages indicate that the software has detected serious problems that will eventually cause a
partial or complete failure of a subsystem if they are not corrected immediately. For example, a power supply
failure or a rise in temperature must receive immediate attention.

Alert (Green) This event does not compromise data or prevent the use of the system; however, the event warrants your
attention.
Error (Pink) Error-level messages represent an error condition that does not impact overall system functionality significantly.

For example, error-level messages might indicate timeouts on certain operations, failures of certain operations
after retries, invalid parameters, or failure to perform a requested operation.

Warning (Yellow) Warning-level messages highlight a current operating condition that should be checked or it might lead to a
failure in the future. For example, a power supply failure in a redundant system relays a warning that the system
is no longer operating in redundant mode. The failed power supply must be replaced or fixed.

Information (Blue) Information-level messages report the current nonerror status of the system components, such as the online
and offline status of a fabric port.

Debug (Pale green) [Debug messages deliver status messages relating to debugging systems.

To display and filter events, perform the following steps:
1. Click Events in the navigation bar.

In the upper right, you see Last 30 Minutes. This is the default time interval for the display.
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2. Click Last 30 Minutes. This displays the Select Date Range window.

Here you can customize the date and time range or select a predefined time interval.

3. For this example, Last 1 Day is selected from the predefined time intervals.

Mov 2019

Su Mo Tu We Th

=

[T
Fa
.

1
17 18 19 2

24 25 26 27

[ =]
[es]

Apply Cancel

Fr

15

L

a9

353

16
23
30

Select Date Range

{ Dec 2019 Last 30 Minutes
Last 1 Hour
Last 2 Hours

7 Last 1 Day
Last 3 Days
Last 1 Week
Last & Weeks

Su Mo Tu We Th Fr

(2]
o

(53]
L= I % )
u
o W
—
N
P
Gy

NV

When you click Last 1 Day, the table refreshes to display the following.

Events(71) o e e G

1. Severity Filter
2. Services Filter
3. Date Filter

All the switch events are displayed in this table and the total number of events is shown at the top of the table.
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4. By default, all switch events are displayed. Select from the Severity menu to filter the specific kind of events with
regard to severity. In this example, the selection Warning displays only events flagged "Warning."

L

When the filter is enabled, the page refreshes to display the filtered information.

Events(20)

5. To display background details on a particular message, select Info from the Severity menu.

After the page refreshes, you see blue i buttons to the left of each event row.
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_'ﬂ\jE 1074
' R

ZONE-1024

ZONE-1024

ZOME-1022

6. By default, the system displays information for both the chassis and the switch. By selecting from the Show menu, you
can limit the display to chassis or switches.

In the following example, Chassis is selected. After page refreshes, the chassis related events are displayed.

10

X

Events(14)

FOS-92x-WebTools-UG100
143



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

SNMP Configurations

Simple Network Management Protocol (SNMP) is a set of protocols for managing complex networks. SNMP protocols are
application layer protocols. Using SNMP, devices within a network send messages, called protocol data units (PDUs), to
different parts of a network. Network management using SNMP requires three components:

¢ SNMP Manager
* SNMP Agent
* Management Information Base (MIB)

This section describes how to manage the configuration of the SNMP agent in the switch. The configuration includes
SNMPv1 configuration, SNMPv3 configuration, and access control list (ACL). Access is read-only if you do not have
admin or security admin authority. For detailed information on SNMP, refer to the Brocade Fabric OS Administration

Guide.

SNMPv3 Configuration

Web Tools supports the following SNMPv3 roles:
¢ snmpadmin
e snmpuser

The snmpadmin provides read-write access, and the snmpuser role provides read-only access.
The following are the default SNMPv3 users:

e User 1: snmpadmin1
e User 2: snmpadmin2
* User 3: snmpadmin3
* User 4: snmpuser1
e User 5: snmpuser2
e User 6: snmpuser3

NOTE
You can configure a maximum of 12 SNMPv3 users.

The new authKey and privKey are generated when a new password is entered for user entry. You have to update the
new passwords on the client (such as a MIB browser). The authKey and privKey can also be updated using the delta key
mechanism that is provided by the SNMPv3 protocol.

NOTE

* The length of the protocol password must be in the range of 8 to 32 characters.

* The trap recipient value must be associated with one of the six users of SNMPv3 and the trap severity level.
The default value for the SNMPv3 trap recipient of each user is 0.0.0.0.

» The SNMPv3 configuration screen allows you to add the trap recipient server IPs along with the fields, such
as the port number and trap level with the user IDs for adding the SNMP users, which are preexisting with
the switch in Ul, such as snmpadmin1, snmpadmin2, snmpuser1, snmpuser2.
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The following table shows the authentication and privacy protocols that are supported to configure SNMPv3 users.

Protocols Options
Auth. protocol * MD5
e SHA
* noAuth
e SHA-512
Priv. protocols * DES
* noPriv
e AES128
e AES256

NOTE
From Fabric OS v9.2.0, it is strongly recommended to use SHA512. The Auth. Protocol MD5 and SHA are
deprecated and will not be supported in a future release.

NOTE
From Fabric OS v9.2.0, it is strongly recommended to use AES128 or AES256. The privacy protocol DE5 is
deprecated and will not be supported in a future release.

Configuring an SNMPv3 User
To create an SNMPv3 user, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

jé} Dashboard ~ Switch Overvie Switch Ports ~ Events Settings
SNMP Configuration ) [ Actions
Mame Field Support. Description Access Gateway
Lecation End User Premise
tems IMP Users

6t SINIVIEVO
ndex * User Name Access Leve Engine ID

4 snmpuser] Read 00:00:00:00:00:00:00:00:00

snmpuser2 Feac 00:00:00:00:00:00:00:00:00 -

2. Click Add from the SNMPv3 Users table. The Add User window is displayed.
a) Enter the index and user name. The index and user name must be unique.
b) Select the access level either as Read or as Read Write and provide an Engine ID.

c) Select the required protocol from the Auth. Protocol and Priv. Protocol drop-down, and then provide the
password in the Auth Password and Priv Password fields, respectively. Select the Encrypt Password Enable
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option from the Actions menu to encrypt the password. To disable the encryption, select Encrypt Password
Disable from the Actions menu.

Add User X

Index
Uszer Namea snmp1
Access Level Read © Read Write
Engina ID 00:00:00:00:00:00:00:00:00
Auth. Protoco noAuth -
Frev. Protocol noPriv -

Cancel

The Engine ID field does not appear if you do not select Informs Enable from the Actions menu.
3. Click OK. The SNMPv3 user is added to the SNMPv3 Users table.

Modifying an SNMPv3 User Configuration
To modify an existing SNMPv3 user, perform the following steps:
1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.

The SNMP Configuration window is displayed.

2. Click the ( ) icon next to the SNMPv3 user that you want to modify, and then select Configure from the available
options.

The Configure window is displayed.

Configure X

Index

ser hame snmpadmin1a

Access Level Read © Read Write
Engine ID 00:00:00:00:00:00:00:00:00
Auth. Protoco SHA -

Auth Password | »ee
Prev. Protoco AES128 -

Prev Password

3. You can modify the parameters based on your requirements.
You cannot modify the index ID of an SNMPv3 user.
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4. Click OK.
Removing an SNMPv3 User
NOTE
You cannot remove an SNMPv3 user if the trap recipient is configured for this account.
To remove an existing SNMPv3 user, perform the following steps:
1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.

The SNMP Configuration window is displayed.

2. Click the ( ) icon next to the SNMPv3 user that you want to remove, and then select Remove from the available
options.

3. Select Remove from the available options. The SNMPV3 user is removed from the SNMPv3 Users table.

SNMP Configuration

Description Access Gatewa

o
F]
T
T
=1
5
[}

2 snmpadmin2 Read & Write 00:00:00:00:00:00:00:00:00 Configure
3 snmpadmin3 Read & Write 00:00:00:00:00:00:00:00:00
4 snmpuser’ Read 00:00:00:00:00:00:00:00:00
snmpuserz Read 00:00:0 0 -

Configuring SNMPv3 Trap Recipients

SNMPv3 has a tabular column of informs or trap recipients. The column is empty by default if there are no existing
recipients. You can add a maximum of six SNMPv3 trap recipients to the SNMPv3 Informs/Trap Recipients table. The
SNMPv3 Informs/Trap Recipients table contains the status of informs and the host IP address.

There are six trap levels:

* 0-—None

e 1 — Critical

e 2—Error

* 3 -Warning

¢ 4 — Informational

* 5—Debug
NOTE

You can configure the maximum of six trap recipients, or each user can be assigned to a maximum of six traps.
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To configure an SNMPV3 trap recipient, perform the following steps:
1.

3. Click OK. The trap is added to the SNMPv3 Informs/Trap Recipients table.

Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.

The SNMP Configuration window is displayed.

Click Add from the SNMPv3 Informs/Trap Recipients table. The Add Trap window is displayed.
a) Select the user from the User Name drop-down.

b) Enter the recipient IP address and the port number.
c) Select the trap level from the Trap Level drop-down.

d) Enable or disable the informs.

Add Trap X

User Name snmpadminia

Recipient IP

Port Mumber 162

Trap Level 1-Critica

nforms © Enable Disable
Cancel

-

You must select Informs Enable from the Actions menu to enable or disable informs in the Add Trap window.

Modifying SNMPv3 Trap Recipients

To modify SNMPv3 recipients, perform the following steps:
1.

2. Click the (

Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.

The SNMP Configuration window is displayed.

options.
The Configure window is displayed.

Configure X

User Mame snmpadmina -
Recipient IP
Port Mumber 162
Trap Level 1-Critica -
nforms © Enable Disable

Cancel

) icon next to the SNMPv3 trap that you want to modify, and then select Configure from the available
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3. Modify the already configured parameters based on your requirements.

4. Click OK.

Removing an SNMPv3 Trap

To remove an existing SNMPv3 trap, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.

The SNMP Configuration window is displayed.

2. Click the ( ) icon next to the SNMPv3 trap that you want to remove.

3. Select Remove from the available options. The SNMPv3 trap is removed from the SNMPv3 Informs/Trap Recipients

table.

46 Dashboard Switch Overvie Switch Ports Events
SNMP Configuration
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SNMPv1 Configuration

SNMPv1 supports six communities, respective trap recipients, and trap recipient severity. The first three communities are
for Read Write access, and the last three are for Read access. The default value for the trap recipient of each community
is 0.0.0.0. The length of the community string must be in the range of 2 to 20 characters.

The following are the default values for the community strings:

e Community 1: Secret COde

e Community 2: OrigEquipMfr
¢ Community 3: private

e Community 4: public

e Community 5: common

e Community 6: FibreChannel

When secure mode is enabled, community strings can be changed only on the primary FCS switch and the changes are

propagated across the fabric.

NOTE
You can configure a maximum of six SNMPv1 users.
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Configuring an SNMPv1 Community
To add an SNMPv1 community, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

2. Click Add from the SNMPv1 Community table.
The Add Community window is displayed.

3. Enter the index and the name of the community. Assign the community group as either Read or Read Write.

Add Community X

ndex 1
Add Community Community 1
Community Group rRead @ Read write

Cancel

4. Click OK. The community is added to the SNMPv1 Community table.

Modifying an SNMPv1 Community
To modify an SNMPv1 community, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

2. Click the ( -~ ) icon next to the SNMPv1 community that you want to modify, and then select Configure from the
available options.
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Configure X

ndex 1

Add Community Community

Community Group @ Read Read Write

Cancel

3. You can modify the already configured parameters based on your requirements except for the index value.
4. Click OK.

Removing an SNMPv1 Community

NOTE
You cannot remove an SNMPv1 community if the trap recipient is configured for this account.

To remove an SNMPv1 community, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

2. Click the ( ~ )icon next to the SNMPv1 community that you want to remove.

ONINADN 1 _ o
4 lterns SNMPv1 Community

ndex + Add Community Community Group Add

Secret COde Read & Write

4 puaic Read Configure

= P - el Remove

5 COMMo Read s

& FibreChannel Read

3. Select Remove from the available options. The SNMPv1 community is removed from the SNMPv1 Community table.

Configuring an SNMPv1 Trap Recipient

SNMPv1 has a tabular column of informs or trap recipients. The column is empty by default if there are no existing
recipients. You can add a maximum of six SNMPv1 trap recipients to the SNMPv1 Informs/Trap Recipients table. For an
SNMP management station to receive a trap generated by the agent, the administrator must configure a trap recipient to
correspond to the IP address of the management station. In addition, the trap recipient must be able to pass the access
control list (ACL) check.

When an event occurs and if its severity level is at or below the set value, the SNMP traps and Event Trap traps
(swEventTrap, connUnitEventTrap, and swFabricWatchTrap) are sent to the configured trap recipients. By default, the trap
severity level is set to zero.

There are six trap levels:
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* 0-None

¢ 1 —Critical

e 2—Error

* 3 -Warning

¢ 4 — Informational

* 5—Debug
NOTE

You can configure a maximum of six trap recipients, or each user can be assigned to a maximum of six traps.
To configure an SNMPv1 trap recipient, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

2. Click Add from the SNMPv1 Informs/Trap Recipients table. The Add Trap window is displayed.

a) Enter the index, host IP address, and port number.
b) Select the trap level from the Trap Level drop-down.

Add Trap X

naex 2
Host

Port Number 162

Trap Leve 2-Error

Cancel

3. Click OK. The trap is added to the SNMPv1 Informs/Trap Recipients table.

Modifying an SNMPv1 Trap Recipient
To modify an SNMPv1 trap recipient, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

2. Click the ( ~ )icon next to the SNMPv1 trap that you want to modify, and then select Configure from the available
options.
The Configure window is displayed.
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Configure X

naex

ost

Port Number 162

Trap Leve 1-Critica -

Cancel

3. Modify the already configured parameters based on your requirements (you cannot modify the index value).
4. Click OK.

Removing an SNMPv1 Trap Recipient
To remove an SNMPV1 trap recipient, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

2. Click the ( - )icon next to the SNMPv1 trap that you want to remove.

3 ltems SNMPV1 Informs/Trap Recipients

Community String + Host Port Mumber Trap Level Add
common 21 nane

public 23 none Configure

Secret COde 3z nane

3. Select Remove from the available options. The SNMPv1 trap is removed from the SNMPv1 Informs/Trap Recipients
table.

Configuring an SNMP Agent

To configure an SNMP agent, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.
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Configure an SNMPv3 user. For detailed information, see the section SNMPv3 Configuration.
Configure an SNMPv3 trap recipient. For detailed information, see the section SNMPv3 Configuration.
Configure an SNMP v1 community. For detailed information, see the section SNMPv1 Configuration.
Configure an SNMPv1 trap recipient. For detailed information, see the section SNMPv1 Configuration.
Click Save.

o o~ 0D

Access Control List Configurations

An access control list (ACL) allows you to restrict the access permissions between the devices within the fabric. The
following are the three types of ACLs:

* Switch Connection Control (SCC)
* Fabric Configuration Server (FCS)
* Device Connection Control (DCC)

There are six ACLs to restrict SNMP get or set or trap operations to hosts under a host-subnet-area. The host-subnet-
area is defined by comparing nonzero IP octets. For example, an ACL of 192.168.64.0 enables access by any hosts that
start with the specified octets. The ACL check is turned off when all six entries contain 0.0.0.0. The default values of all six
entries are 0.0.0.0. The ACL can be provided with the Access Host and ACL details for the users with read-only and read-
write permission.

Adding an Access Host
To add an access host, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

2. Click Add from the Access Control List table. The Access Host window is displayed.

3. Enter the access host IP, and then select ACL either as Read or as Read Write.

Access Host

Access Control List Read @ Read Write

4. Click OK.
The ACL is added to the Access Control List table.

Modifying an Access Host
To modify an access host, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

FOS-92x-WebTools-UG100
154



FOS-92x-WebTools-UG100 User Guide Brocade® Fabric OS® Web Tools User Guide, 9.2.x

2. Click the ( ) icon next to the access host that you want to modify, and then select Configure from the available
options.

The Configure window is displayed.

Configure X

Access Host

Access Control List @ Read Read Write

Ok Cancel

3. Edit the already configured parameters based on your requirements.
4. Click OK.
Removing an Access Host

To remove an access host, perform the following steps:

1. Click Settings from the navigation bar, and then select the Event Management > SNMP Configuration tab.
The SNMP Configuration window is displayed.

2. Click the () icon next to the access host that you want to remove.

1 ltem Access Control List
Access Host + Access Control List Add
Feac & Write
Configure

3. Select Remove from the available options. The access host is removed from the Access Control List table.
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Traffic Management - Routing Policies

Web Tools allows you to perform routing operations and Dynamic Load Sharing (DLS) configurations.
The supported routing policies follow:

* Exchange-based (the default)
* Port-based
* Device-based

Exchange-based

Exchange-based routing (EBR) always uses dynamic path selection, in which the software defines a path based on
current traffic conditions. When EBR is selected, dynamic load sharing (DLS) is automatically selected, as exchange
depends on DLS. It cannot be disabled.

Port-based

Port-based routing (PBR) is a per-switch policy, where a path (default or user-configured) is based solely on the ingress
port and destination. All ports with FICON devices attached must have PBR enabled.

When PBR is active, you can enable DLS to optimize routing by sharing traffic among multiple equivalent paths between
switches. Load-sharing is recomputed either when a switch boots up or whenever an E_Port or EX_Port goes online or
offline. Enabling this feature allows a path to be discovered automatically by the FSPF-path-selection protocol.

Device-based

Device-based routing (DBR) uses the address of the source (SID) and destination (DID) devices to determine the path
inside the switch. So, traffic between different SID and DID uses different paths to better utilize the path in the switch.

DBR is read-only; if DBR is set, the DBR radio button appears auto-selected and is unavailable in Web Tools.

NOTE
To perform any operation and to reflect configuration changes, your switch must be in a disabled state.
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Displaying and Configuring Routing Policies
To display and configure routing policies, perform the following steps:

1. Select the Configuration > Routing Policies on the Settings page.

g _
Routing Policies - ....,..

O o0 oo

2. The Advanced Performance Tuning Policy menu allows you to select a routing method, which establishes collision
domains to reduce network traffic.

Advanced Performance Tuning Policy Exchange Basec DE Disable the switch to change the policy

By default, exchange-based routing is in effect. To change the policy, select it from the routing list.
This setting here dictates what is displayed in the table at the bottom of the Routing Policies page.

3. Check Dynamic Load Sharing (DLS) to optimize the selected routing policy by balancing the load across the
available output ports within a domain. DLS recomputes load sharing whenever a switch boots up or an E_Port or
FX_Port goes online or offline. This avoids input/output (I/O) failures while rebalancing port paths.

Dynamic Load Sharing
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4. Check E-Port Balance Priority to balance the E_Port load across all E_Ports with the same domain during a topology
change.

Because E-Port Balance Priority (EBR) depends on DLS for dynamic routing path selection, DLS is always active
(when EBR is selected) and cannot be disabled.
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5. The order in which frames are delivered is determined by the prevailing routing policy within the switch. To enable In
Order Delivery (IOD) frame delivery and thereby ensure that frames are either delivered or dropped, select In Order
Delivery.

In a stable fabric, frames are always delivered in order, even when the traffic between switches is shared among
multiple paths. However, when topology changes occur in the fabric (for example, if a link goes down), traffic is
rerouted around the failure, and some frames could be delivered out of order.

NOTE
Enabling in order delivery can delay the establishment of a new path when a topology change occurs, and
therefore it should be used with care.

6. To rebalance the E_Port load on a particular logical switch or on all logical switches, without waiting for a topology
change to occur, you can select Rebalance or Rebalance All from the Actions menu on the top far right of the
Routing Policies page. Rebalancing is also necessary when you remove an F_Port or the last E_Port from a
neighbor domain.

7. At the bottom of the Routing Policies page, you see a table of routing policies. From this list, you can configure the
cost of an inter-switch link (ISL).

The cost of a link is a dimensionless positive number. The Fabric Shortest Path First (FSPF) protocol compares the
cost of various paths between the source and destination switch by adding the costs of all ISLs along each path. It
then defines the path with the least cost. If multiple paths exist with the same minimum cost, FSPF employs load-
sharing over these paths.

8. To configure the cost of an ISL, select a box at the far left, and then click the Configure button on the upper right.
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Configure X

Link Cost 500

0K Cancel

9. Provide a link cost value.
10. Click OK to save the value to the switch.
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Using Access Gateway Mode

Access Gateway is a software feature that allows multiple host bus adapters (HBAs) to access the fabric using fewer
physical ports. You can set a switch to Access Gateway mode to transform it into a device management tool that is
compatible with different types of fabrics, including Brocade Enterprise OS (EOS) and Cisco-based fabrics.

When a switch is in Access Gateway mode, it is logically transparent to the host and the fabric. Brocade Access Gateway
mode allows hosts to access the fabric without increasing the number of switches, and it simplifies configuration and
management in a large fabric by reducing the number of domain IDs and ports.

For detailed descriptions of the Access Gateway, refer to the Brocade Fabric OS Access Gateway User Guide.

NOTE

When Access Gateway mode is enabled on switches that are managed through Web Tools, only a limited
subset of menus and options related to device management are available. A switch in Access Gateway mode
is considered a device management tool and not a fabric switch; therefore fabric-related options are disabled,
fabric management menus are unavailable, and fabric-related service requests are forwarded to the fabric
switches.

Viewing the Switch Explorer for Access Gateway Mode

The Switch Explorer for Access Gateway mode is displayed as shown in the following figure.

__!{Ia Dashboard Switch Ovenview Switch Ports Events Settings
backeuptest--- - Overview

Switch Details Edit
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The Switch Overview tab allows you to perform the following tasks:
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* Display detailed switch, network, and fabric information.
« Edit the switch name, IP network parameters, and switch settings, such as Access Gateway mode and FCR.
* Perform switch actions, such as reboot, fast boot, and switch disable/enable.

Enabling or Disabling Access Gateway Mode

The Access Gateway feature on a FOS switch enables interoperability with Cisco fabrics. The Access Gateway mode of
the switch presents standard F_Ports to the hosts, but it connects to the enterprise fabric as an N_Port (rather than as an
E_Port in the case of a regular switch). Before enabling AG mode, you must perform the following actions:

* Disable VF, and remove all logical switches present in the fabric.
* Back up the switch configuration using the Actions > Backup Configuration menu on the Switch Overview window
before enabling AG mode. This avoids the deletion of fabric information such as the zone and security database.

» Disable the management server using the MsplmgmtDeactivate command. You cannot enable AG mode if the
management server is enabled.

NOTE

* AG mode is not supported on the chassis platform.

» If any error is encountered while enabling AG mode, the switch is disabled and remains in the disabled state
until you manually enable it. Access Gateway mode is unavailable when VF is enabled.

To enable Access Gateway mode, perform the following steps:
1. Select Switch Overview from the navigation bar.
2. Click the Edit option next to the Switch Details heading. The Edit Switch Details window appears.

3. Select the Access Gateway Mode option to enable AG mode. When you select the Auto Configure option, it
automatically configures the port type assignments, and mappings are configured automatically based on device and
switch connections and internal load balancing and grouping.
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Clear the Access Gateway Mode checkbox to disable AG mode.
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NOTE

Access Gateway mode enables the switch as an Access Gateway switch, which presents standard F_Ports
to the hosts, but connects to the enterprise fabric as an N_Port (rather than as an E_Port in the case of a
regular switch).

4. Click Save to save the details.

Port Configuration and Mappings

NOTE
The port mapping configuration is applicable only in Access Gateway mode. You can manage N_Port groups, F-
N, and WWN-N mapping configurations.

You can configure a port types (N_Port, F_Port) on each individual port on an Access Gateway enabled switch. You
can set the default for port types, groups, and F_Port-to-N_Port mappings. When the policy is Automatic, the port type
assignments and mappings are configured automatically based on device and switch connections and internal load-
balancing and grouping; user controls are disabled.

When you configure ports, perform the following steps:
1. Configure N_Ports, if necessary.
2. Configure N_Port groups.

3. Configure F_Port-to-N_Port mappings. You can set up primary and secondary mappings. The secondary mapping is
the N_Port to which an F_Port is mapped when the primary N_Port mapping goes offline.

4. Configure WWN-N_Port mappings.

Configuring a Port
You can edit the port to configure port types and the port speed for physical ports.
NOTE

* Long distance is not displayed from the Edit window.
* The Auto Max speed levels are displayed only when you set the port speed to Auto Negotiate; these options
allow you to set the speed limit that the port can auto-negotiate.

1. Click Switch Ports from the navigation bar. The Switch Ports window is displayed.
2. Select the FC Ports type.

3. Click any port from the list of ports to display the port details window.
The window displays the slot number and port number as the title of the window.
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__!é} Dashboard  Switch Overvie

ports

4. Select the Allowed Port Types and port Speed.

Max 326

5. Click Save to save the changes.

Creating Port Groups

You can group a number of N_Ports (and their mapped F_Ports) together to connect to multiple independent fabrics or
to create performance-optimized ports. To group a number of ports, you must create a new port group and must assign
desired N_Ports to it. The N_Port grouping option is enabled by default, and all N_Ports are members of the default port

group 0 (pg0). Access Gateway prevents failover of F_Ports across N_Port groups.
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NOTE

If you want to distribute F_Ports among groups, you can leave all ports in the default port group 0, or you can

disable the N_Port grouping by selecting the Disable option.

To create port groups, perform the following steps:

1. Click Settings from the navigation bar, and then select Access Gateway from the Configuration tab.

2. Select the Port Groups tab. The Port Groups window is displayed. It displays the default port group policy (pg0).

3. Click Add from the Groups table. The Add Port Groups window is displayed.

Port Mapping Port Groups

Port Groups

Disakle

0 404742434445464

Add

4. Enter a name and an ID, and select the ports to configure.

5. Select the Login Balancing checkbox to enable the login balance for the port group.

Select the Fabric Name Monitoring checkbox to manually configure the managed fabric name to be monitored.
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Add Port Groups X

Mame ng 1

Name =
40

4

B Login Balancing

B Fabric Name Monitoring
7. Click OK.

Editing Port Groups

You can edit the default port group as well as custom port groups. To edit port groups, perform the following steps:
1. Click Settings from the navigation bar, and then select Access Gateway from the Configuration tab.

2. Select the Port Groups tab. The Port Groups window is displayed.

a. Click the ( ~ ) icon next to a port group, and perform the following steps:
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Port Mapping
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Port Groups

Ol
Llose

h Ports Events Settings

Port Groups

Groups

Configure
Remove
Failover Enable
Failover Disable
Failback Enable

Failback Disable hd

* For a default group, you can configure only Login Balancing and Fabric Name Monitoring options.

¢ The F-Port Auto Rebalancing and N-Port Auto Rebalancing options are available only in edit port
groups. Upon selecting the Login Balancing checkbox, the F-Port Auto Rebalancing and N-Port

Auto Rebalancing options are available.

— You cannot modify the ID for any port groups (default and customized).

Edit Port Groups X

=)

F-port Aute Rebalancing
N-Port Auto Rebalancing

Fabric Name Monitoring

(0-23)

You cannot remove a default port group. The Remove option is disabled for the default port group.
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Defining Custom Primary and Secondary F-N Port Mappings
To manually change primary and secondary F-N port mappings, perform the following steps:
1.

2
3.
4

Configuring and Removing Custom Primary and Secondary F-N Port Mappings
To configure a port mapping configuration, perform the following steps:

1.
2.

Click Settings in the navigation bar, and then select Access Gateway from the Configuration tab.

) icon from the right corner of the window, and then select F-Ports from the available options.

. Click the (
Click the ( +) icon on the top-right corner of the window. The Select F-Port window is displayed.
. Select the F_Port, and then click Next.
Select F-Port X
2 ltems
Name
port15
port12
Mext Cance

The Map port window is displayed.

Assign a primary and secondary N_Ports, and then click Save. The secondary port assignment is optional.

Map port X

Static Mapping

Frimary M-Port

Secondary N-Port

Back

Ports - portd1

port4d

Save Cance

* You can assign a primary N_Port to the available ports or groups based on the requirements.

* The secondary mappings must be a different port in the same group than the primary mapping. If a secondary port

is not defined, the failover moves to any online ports within the same port group.

NOTE
From Fabric OS v9.2.0, you can select the secondary N-Port value as None from the dropdown.

Click Settings in the navigation bar, and then select Access Gateway from the Configuration tab.

Click the (

) icon next to an F-N port mapping, and then select Configure. The Configure window is displayed.
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3. Edit the existing mapping based on the requirements, and then click Save.

2(0x2) 17 _

3(0x3) - 17 -

'i.la Dashboard  Switch Overvie tch Ports  Events Settings
Port Mapping ~ Port Groups Por't Mapp|ng
14 ltems F-Ports
F-Port # Static N-Port + Primary N-Port Secondary N-Port
0(0x0) _ 16 -
1(0x%7) _ 18 _
Delats

Configure X

Static Mapping

Primary N-Part Ports -

Secondary N-Port Ports

Save Cance

To delete an F-N mapping, click the (

Defining Custom Static F-N Port Mappings

To manually change static F-N port mappings, perform the following steps:
1.
2. Click the (
3.

4, Select the F_Port, and then click Next.

NOTE

Static mappings and custom WWN-N port mappings are mutually exclusive.

) icon next to an F-N port mapping, and then select Delete.

Click Settings in the navigation bar, and then select Access Gateway from the Configuration tab.

) icon from the right corner of the window, and then select F-Ports from the available options.

Click the ( +) icon on the top-right corner of the window. The Select F-Port window is displayed.
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Select F-Port X

2 ltems

Mame
port15

port12

Mext Cance

The Map port window is displayed.
5. Assign the N_Port, and then click Save.

Map port X

Static Mapping

N-Ports Ports port18

Back Save Cance

Configuring and Removing Custom Static F-N Port Mappings

To configure a port mapping configuration, perform the following steps:

1. Click Settings in the navigation bar, and then select Access Gateway from the Configuration tab.

2. Click the ( ~ ) icon next to a static F-N port mapping, and then select Configure. The Configure window is displayed.

Port Mapping

__i‘lm Dash

Doard

Switch Overview

Switch Ports Events

Settings

Port Groups

Port Mapping

15 ltems F-POrts
F-Port # Static N-Port Primary N-P... Secondary N-..
12(0%C) 20 _ -
11(0x8) - 18 19 Configure
10(0xA) _ 19 16 Delete

3. Edit the existing mapping based on the requirements, and then click Save.
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Configure X

Static Mapping

N-Ports Ports port21 v

Save Cance

To delete a static F-N mapping, click the ( ~ ) icon next to the mapping, and then select Delete.

Defining Custom Primary and Secondary WWN-N Port Mappings

NOTE
Static mappings and custom WWN-N port mappings are mutually exclusive.

To manually change WWN-N port mappings, perform the following steps:

1. Click Settings in the navigation bar, and then select Access Gateway from the Configuration tab.

2. Click the ( ~ ) icon from the right corner of the window, and then select WWN from the available options.
3. Click the ( + ) icon on the top-right corner of the window. The Select WWN window is displayed.

4. Select the WWN or type and add it manually, and then click Next. The Map port window is displayed.

Map port X

Primary MN-Port Groups - Group 3 -
Secondary N-Port Ports port1é -
Back Save Cance

5. Assign primary and secondary N_Port, and then click Save.

* You can assign primary N_Port to the available ports or groups based on the requirements.

* The WWN fails over to the secondary mapping if the primary mapped port is offline. If a secondary port is not
defined, the failover moves to any online ports. The unused WWNs are discarded.

Configuring and Removing Custom Primary and Secondary WWN-N Port Mappings
To configure a port mapping configuration, perform the following steps:
1. Click Settings in the navigation bar, and then select Access Gateway from the Configuration tab.

2. Click the ( ~ ) icon next to a WWN-N port mapping, and then select Configure. The Configure window is displayed.
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._ié Dashboard Switch Overview Switch Ports Events Settings {_
PortMapping  Port Groups Port Mapplng 4
tem
WWN Primary N-Port Secondary N-Part
10:00:c4f5:7c:01:60:60 17 20
Delete

3. Edit the existing mapping based on the requirements The Rule Enable option is enabled by default when you perform
a WWN-N port mapping.

Configure X

Rule Enable

Frimary N-Port Ports port16

Secondary MN-Part Ports port20
Save Cance

To delete a WWN-N mapping, click the ( ~ ) icon next to a WWN-N port mapping, and then select Delete.
4. Click Save.

Advanced Device Security Policy

Advanced Device Security (ADS) is a security policy that restricts access to the fabric at the AG level to a set of
authorized devices. Unauthorized access is rejected, and the system logs a RASLOG message.

You can configure the list of allowed devices for each F_Port by specifying their Port WWN (PWWN). The ADS policy
secures virtual and physical connections to the SAN.

NOTE
The ADS policy works only when Access Gateway (AG) is enabled.

When you enable the ADS policy, it applies to all F_Ports on the AG-enabled device. By default, all devices have access
to the fabric on all ports. You can restrict the fabric connectivity to a particular set of devices where the AG device
maintains a per-port allow list for the set of devices whose PWWN you define to log in through an F_Port.

Enabling and Disabling the ADS Policy

By default, the ADS policy is disabled. When you manually disable the ADS policy, the allowed lists (global and per-port)
are cleared.
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To enable the ADS policy, perform the following steps:

1. Click Settings in the navigation bar, and then select ADS Policy from the Security Policies tab. The ADS Policy

window is displayed.

2. Select Enable ADS Policy, and then select OK. Enabling the ADS policy allows all device ports to log in.

ADS Policy

Enable ADS Policy

Configuring the ADS Policy
To configure the ADS policy, perform the following steps:

1. Click Settings in the navigation bar, and then select ADS Policy from the Security Policies tab.

The ADS Policy window is displayed.

2. Enable the ADS policy if it is disabled. By default, the ADS policy is disabled.

._|'¢ Dashboard Switch Overviey Switch Ports Events
ADS Policy

Enable ADS Policy

15 ltems
Port# = Advance Device Security

| 11 All Access | -
12 Al Acoess
13 All Access
14 All Access
15 All Access
Close

3. Click the ( ~ ) icon next to the ADS policy, and then select Configure. The ADS Port WWN Configuration window is

displayed.

You can configure the ADS policy in four different ways. Select the Allow All, No Access, Show Device WWN
connected to this port, or Enter WWN Manually option.

* To allow all devices to log in to the fabric through the F_Port, select the Allow All option.
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ADS Port WWN Configuration X

O Allow Al
Mo Access
Show Device WWHN connected to this port

Enter WWH Manually

Cance

* To allow only the selected WWN:s to log in to the fabric through the F_Port, select the Show Device WWN
connected to this port option. The NPIV-capable device port WWNSs can also be added to the allowed list of
device port WWNs for the particular F_Port. Select the WWNs and then move them to the WWN list that you want

to add.

ADS Port WWN Configuration X

Allow Al
Mo Access

© Show Device WWN connected to this port
Enter WWHN Manually

WA W] =
WM W

20000:8E94:71:48:218

Cancel

€

* To enter the WWN manually, select the Enter WWN Manually option. Type the WWN in the Add WWN field, and

then move it to the WWN list that you want to add.

ADS Port WWN Configuration X

Allow Al
Mo Access

| connectad fo this port

AddWWN | 20:00:88:94:71:48:a5:18

No data to display.

5. Click OK.
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Administering FICON CUP Fabrics

This section describes FICON fabrics and the FICON Management Server (FMS).

FICON fabrics require a FICON Logical Switch (LS). FICON channels and control units cannot be attached to a port that
is not in a FICON LS. The default switch cannot be used as a FICON LS, so Virtual Fabrics must be enabled and used. To
configure a FICON LS, refer to the Brocade Fabric OS FICON User Guide.

The Control Unit Port (CUP) provides an in-band management interface from IBM that defines the channel command
words (CCWs) that the FICON host can use for managing the switch. A Brocade switch or director that supports CUP

can be controlled by one or more host-based management programs or director consoles, such as Brocade Web Tools

or Brocade SANnav Management Portal. (Refer to the Brocade SANnav Management Portal User Guide for more
information about the Brocade SANnav Management Portal.) The director allows control to be shared between host-based
management programs and director consoles.

NOTE

While enabling FICON Management Server (FMS) mode with online devices connected to ports with addresses

of OXFE or OxFF, the following error message appears: FMS mode enable failed due to port(s) with
areas OxFE or OxFF is (are) connected to device (s). You must disable the ports or remove the

online devices from those ports that are mapped to the OxFE or OxFF address.

To use FICON CUP, you must do the following:

* Configure a FICON LS (refer to the Brocade Fabric OS FICON User Guide).

* Install a FICON CUP license on a FICON director (see Adding a License).

¢ Enable FMS mode on the FICON director (see Enabling or Disabling FICON Management Server Mode).
NOTE
You must enable FMS mode before you can access the FICON Server tab.

* Install a FICON CUP license on the Brocade switch (see Adding a License).

* Configure CUP attributes (FMS parameters) for the FICON director (see Configuring FMS Mode Parameters).

You can use Web Tools for all of these tasks. You can also use Web Tools to manage FICON directors (when FMS mode
is enabled on those directors) to do the following tasks:

» Display the control device Allegiance state (see Viewing the Control Device State).
* Display a code page (see Displaying EBCDIC Code Page Information).
* Manage the port connectivity configuration (see Allow/Prohibit Configuration Matrix).

A FICON CUP license is required to manage port-to-port connectivity through PDCM.

NOTE

If the switch does not have the FICON CUP license installed, Web Tools prevents the enabling of FMS
mode and displays the following error message: Enabling FMS mode requires FICON CUP license
installed on the switch. Contact your preferred storage vendor for more details.

NOTE

Fabric OS v9.0.0 is the last release to support the Prohibit Dynamic Connectivity Mask (PDCM) used for
connectivity management as reflected in the Allow/Prohibit Configuration Matrix option in WebTools. The Allow/
Prohibit matrix management feature is deprecated in Fabric OS v9.0.0. The Fabric OS zoning feature must be
used for connectivity management functions.

NOTE
From Fabric OS v9.2.0, if the FMS is enabled, you can edit the FICON properties in the FICON management
page. If FMS is disabled, you can still access the FICON management page but with the limited properties
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Enabling or Disabling FICON Management Server Mode

FICON Management Server (FMS) supports switch management using CUP. To use the CUP functionality, all switches
in the fabric must have FICON Management Server mode (FMS mode) enabled. FMS mode is a per-switch setting. After
FMS mode is enabled, you can activate a CUP license without restarting the director. You can use Web Tools to install a
CUP license. For more information on installing licenses, see Adding a License.

When FMS mode is disabled, mainframe management applications, director consoles, or alternate managers cannot
communicate with a director with CUP. In addition, when FMS mode is disabled on a director, you cannot configure CUP
attributes.

To enable or disable FICON Management Server mode, perform the following steps:
1. Select Switch Overview from the navigation bar.
2. Click Edit next to the Switch Details heading to display the Edit Switch Details dialog.

3. Click the FMS Mode checkbox.
Clear the checkbox to disable FMS mode.
NOTE
While enabling FMS mode with online devices connected to FE or FF, the following error is shown: FMS

mode enable failed due to port(s) with areas OxXFE or OxFF is (are) connected to
device(s).

4. Click Save to save your changes.

NOTE
High Integrity Fabric (HIF) must be enabled to enable FMS mode.

FMS Parameter Overview

FMS parameters control the behavior of the switch with respect to CUP, as well as the behavior of other management
interfaces (director console, alternate managers). You can configure FMS parameters for a switch only after FMS mode
is enabled on the switch. All FMS parameter settings are persistent across switch power cycles. There are six FMS
parameters, as described in the following table.

Table 1: FMS Mode Parameters

Parameter Description

Programmed Offline State Control Controls whether host programming is allowed to set the switch offline. The
parameter is set as enabled by the hardware after system installation, and it can
be reset by Web Tools.

User Alert Mode UAM user alert mode. If this mode is enabled, a warning message is issued when
an action is attempted that will write CUP parameters on the switch. For example,
changing the block/unblock state of a port, the port name, or a PDCM by means
of the out of band interfaces. This mode can only be modified in-band by the host.
The default setting is 0 (off).
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Parameter

Description

Active=Saved Mode

Controls the IPL file update. The IPL file saves port connectivity attributes and
port names. After a switch restart or power cycle, the switch reads the IPL file and
activates its contents as the default configuration.

When this mode is enabled, activating a configuration saves a copy to the IPL
configuration file. All changes made to the active connectivity attributes or port
names by host programming or alternate managers are saved in this IPL file. It
keeps the current active configuration persistent across switch restarts and power
cycles.

You cannot directly modify the IPL file or save a file as an IPL file. When this
mode is disabled, the IPL file is not altered for either new configuration activation
or any changes made on the current active configuration. This parameter is set
as enabled by the hardware after system installation, and it can be reset by Web
Tools.

Note: When FMS mode is enabled and the Active=Saved Mode parameter is
disabled, you can enable and disable ports, but the setting is not persistent.
When the Active=Saved Mode parameter is enabled, you can enable and disable
ports and the setting is persistent.

Director Clock Alert Mode

Controls behavior for attempts to set the switch timestamp clock through the
director console.

When this parameter is enabled, the director console (Web Tools, in this case)
displays warning indications when the switch timestamp is changed by a user
application. When it is disabled, you can activate a function to automatically set
the timestamp clock. There is no indication for timestamp clock setting.

This parameter is set as disabled by the hardware after system installation, and it
can be reset by Web Tools.

Alternate Control Prohibited

Determines whether alternate managers are allowed to modify port connectivity.
Enabling this mode prohibits alternate manager control of port connectivity;
otherwise, alternate managers can manage port connectivity.

This parameter is set as enabled by the hardware after system installation, and it
can be reset by Web Tools.

Host Control Prohibited

Determines whether host programming allows modifying port connectivity.
Enabling this mode prohibits host programming control of port connectivity;
otherwise, host programming can manage port connectivity.

This parameter is set as disabled by the hardware after system installation. and it
can be reset by Web Tools.

Configuring FMS Mode Parameters

To configure FMS mode parameters, perform the following steps:

1. Select Settings > Configuration > FICON Management.

2. Click the FICON Server tab.

All attributes on this page are read-only until FMS mode is enabled (see Enabling or Disabling FICON Management

Server Mode).

Click the Enable FMS Mode checkbox.

4. To enable or disable an FMS mode parameter, click the checkbox next to the parameter.

A checked checkbox indicates that the parameter is enabled. You cannot configure the User Alert Mode parameter in

Web Tools because it is read-only.
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Displaying EBCDIC Code Page Information

Extended Binary Coded Decimal Interchange Code (EBCDIC) is an 8-bit character encoding (code page) used on
IBM mainframe operating systems such as z/OS and S/390. Code page 37 is an EBCDIC code page with a full Latin-1
character set.

The EBCDIC code page format identifies the language used to exchange information between the FICON director and
host programming. It is a read-only field in Web Tools. When FMS mode is disabled, the code page is displayed as
unavailable. Web Tools supports code page 37 only.

To display code page information, perform the following steps:
1. Select Settings > Configuration > FICON Management.
2. Click the FICON Server tab.
All attributes on this page are read-only until FMS mode is enabled.
The code page format displays in the Language Used field, as shown in the following example:

Language Used (EBCDIC) USA/Canada--00037

Viewing the Control Device State

The control device is in either a neutral state or a switched state. When it is neutral, the control device accepts commands
from any channel that has established a logical path with it and accepts commands from alternate managers. When

the control device is switched, it establishes a logical path and accepts commands only from that logical path ("device
allegiance"). When the CUP is in allegiance with a host logical path and is processing commands, it causes a FICON CUP
busy condition. Most "write" operations from alternate managers are also rejected.

Device allegiance usually lasts for a very short time. However, under abnormal conditions, device allegiance can get
"stuck" and fail to terminate. It might cause the switch to be unmanageable with CUP, and you will continue to receive the
FICON CUP busy error. In this case, you should check the control device state and the last update time to identify if the
device allegiance is stuck.

The FICON Server tab displays the control device state. Refresh the browser to get the most recent update.

Web Tools may return a CUP Busy indication when the switch is busy handling configuration updates caused by other
management interfaces or the host.

To view the control device state, complete the following steps:
1. Select Settings > Configuration > FICON Management.
2. Click the FICON Server tab.

NOTE
You must enable FMS mode before you can access the FICON Server tab (see Enabling or Disabling
FICON Management Server Mode).

The control device state is displayed as neutral or switched in the Control Device Allegiance field.

Allow/Prohibit Configuration Matrix

NOTE

Fabric OS 9.0.0 is the last release to support the Prohibit Dynamic Connectivity Mask (PDCM) used for
connectivity management as reflected in the Allow/Prohibit Configuration Matrix option in WebTools. Effectively,
the Allow/Prohibit matrix management feature is deprecated in Fabric OS 9.0.0. The Fabric OS zoning feature
must be used for connectivity management functions.
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In the Configurations tab, you can manage the configuration files and the active configuration. All configuration files

and the active configuration are listed in a table. The active configuration is displayed as "Active Configuration*" and the
description in the table is "Current active configuration on switch." The other special configuration file is the IPL. Any other
files displayed are user-defined configurations and are stored on the switch.

You can create, activate, copy, or delete saved allow/prohibit configuration matrices. You can also activate, edit, or copy
the IPL configuration. You must have FMS mode enabled before you can make any changes to the configurations. Click
F5 or the Reload this page icon to get the latest configuration file list from the switch.

When creating a new configuration or editing an existing configuration, the port names are restricted to the printable ASCII
character set. Characters beyond printable ASCII characters are displayed as periods.

When initially installed, a switch allows any port to dynamically communicate with any other port. Two connectivity
attributes are defined to restrict this any-to-any capability for external ports: Block and Prohibit.

Block is a port connectivity attribute that prevents all communication through a port. Prohibit is a port connectivity
attribute that prohibits or allows dynamic communication between ports when a port is not blocked. Each port has a
vector specifying its Prohibit attribute with respect to each of the other ports in the switch. This attribute is always set
symmetrically in that a pair of ports is either prohibited or allowed to communicate dynamically.

The Configuration Matrix (shown in the Configuration Tab Figure) displays the port number (in physical-location format),
port name (port address name), and port area ID (port address displayed in hexadecimal) in fixed columns. The right side
is a port matrix that lists all ports by area ID and identifies blocked ports (greyed-out) and prohibited port address pairs

().

Viewing Allow/Prohibit Configuration Matrices

To display a list of allow/prohibit configuration matrices, perform the following steps:
1. Select Settings > Configuration > FICON Management.

2. Click the Configurations tab.
A list of saved configurations is displayed.

3. Click the name of the configuration that you want to view in the table.
The selected configuration is displayed.
Modifying Allow/Prohibit Configuration Matrices

The allow/prohibit configuration matrix is a FICON port attribute that can be used to prohibit communication between
specific ports. Allow/prohibit configuration matrices are not recommended on E_Ports (inter-switch links).

Multiple configurations can be defined, edited, copied, or removed. However, only one configuration can be active per
switch.

To create a new allow/prohibit configuration matrix or to edit an existing configuration, perform the following steps:
1. Select Settings > Configuration > FICON Management.

2. Click the Configurations tab.
Two default configurations (Active and IPL) are displayed. Any existing user-defined configurations also are displayed.

3. Choose one of the following options:

To create a new configuration, click the Add icon ( ) in the upper-right side of the Configurations tab.

The Create New Configurations window is displayed. Continue with Step 4.
* To edit an existing configuration, click the name of the configuration you want to edit in the table.

The selected configuration is displayed. Go to Step 5.
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4. Enter a name and description for the new configuration.

The file name must be in uppercase characters and numbers and can contain only dashes or underscores as special
characters.

5. Click Configure.
The Configure dialog is displayed.

Figure 12: Configure Dialog
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6. Toblock a port, select the Blocked icon (©) next to the port number in the Ports table.

Repeat this step for each port that you want to block. To block all ports, select the Ports# Blocked icon (€) in the
table header.

When you block a port, data and control traffic are not allowed on that port.
7. To prohibit a connection between two ports, perform the following steps:
a) Select a port number or port area in the Ports table to display a list of port areas in the Allowed Port Area list.
Do not select the Blocked icon (©) for the row.

b) Select the Prohibited icon () corresponding to a port that you want to prohibit in the Allowed Port Area list.
This prohibits the selected port from all the other ports. Repeat this step for each port that you want to prohibit. To
prohibit all ports, select the Port Area Prohibited icon (* ) in the header.

8. Click Ok to save the allow/prohibit configuration matrix.
The Configuration tab is displayed.
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9.

Figure 13: Configuration Tab

Configuration Matrix

The Configuration Matrix displays in the Configuration tab. The switch port numbers are displayed on the horizontal
axis, and the port areas are displayed on both the vertical axis and the horizontal axis.

Clear cells indicate that communication is allowed between the ports.

A Prohibited icon () displays at the intersection point to identify prohibited ports.
Greyed-out cells display to identify blocked ports.
After you have finished making changes, perform one of the following:

* Click Activate to save the changes and make the configuration active immediately, as described in Activating an
Allow/Prohibit Configuration Matrix.

* Click Save to save the changes but not make the configuration active.

» Click Save As to save the configuration to a new configuration file, as described in Copying an Allow/Prohibit
Configuration Matrix.

* Click Cancel to cancel all changes without saving.

Activating an Allow/Prohibit Configuration Matrix

When you activate a saved allow/prohibit configuration matrix on the switch, the preceding configuration (currently
activated) is overwritten.

To activate an allow/prohibit configuration matrix, perform the following steps:

1.
2.
3.

Select Settings > Configuration > FICON Management.
Click the Configurations tab.

Click the name of the saved configuration that you want to activate in the table.
The selected configuration is displayed.

Optional: Click the Active=Saved Mode checkbox to enable (selected) or disable (not selected) the Active=Saved
Mode parameter after the configuration is activated.

Click Activate.

The confirmation dialog is displayed. The message reminds you that the current configuration will be overwritten upon
activation.
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6. Click Yes to activate the configuration, or click No to cancel the activation.

Copying an Allow/Prohibit Configuration Matrix

To copy an allow/prohibit configuration matrix to a new configuration, perform the following steps:
1. Select Settings > Configuration > FICON Management.

2. Click the Configurations tab.

3. Click the name of the configuration that you want to copy in the table.
The selected configuration is displayed.

4. Choose one of the following options:

* |f you selected the Active configuration or IPL configuration, click Save As.
* |f you selected a user-defined configuration, click Save > Save As.

5. Enter a name and description for the new configuration, and click Save to save the configuration to the target file.
Click Cancel to cancel copying the configuration.

The file name must be in uppercase characters, and numbers and can contain only dashes or underscores as special
characters.

Deleting an Allow/Prohibit Configuration Matrix

You can delete only user-defined allow/prohibit configuration matrices. To delete a saved allow/prohibit configuration
matrix, perform the following steps:

1. Select Settings > Configuration > FICON Management.
2. Click the Configurations tab.

3. Click the name of the configuration that you want to delete in the Configurations table.
The selected configuration is displayed.

4. Click Delete.

NOTE
There is no confirmation message. Web Tools immediately deletes the allow/prohibit configuration matrix.

CUP Logical Path Configuration

The CUP Logical Paths table details the operational state along with the reporting path of the FICON configured logical
switch. The logical reporting path is a CUP mechanism for sending FRU-failure type reports to a FICON logical path
through the FICON protocol.

Viewing CUP Logical Path Configurations

To display a list of CUP logical path configurations, perform the following steps:

1. Select Settings > Configuration > FICON Management.

2. Click the FICON Server tab.

All attributes on this page are read-only until FMS mode is enabled. The list of CUP logical path configurations
displays in the CUP Logical Paths table.
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Configuring CUP Logical Paths
To configure a CUP logical path, perform the following steps:
1. Select Settings > Configuration > FICON Management.

2. Click the FICON Server tab.

All attributes on this page are read-only until FMS mode is enabled. The list of CUP logical path configurations
displays in the CUP Logical Paths table.

3. Select a logical path, and select Set Current from the action menu.
4. Click Save.

Link Incident Registered Recipient Configuration

The Link Incident Registered Recipient (LIRR) receives Link Incident Reports (LIRs) on the source N_Port. The LIRR
database is stored on the switch. The Link Incident Registered Recipient table displays the payload format, port type,
PID, listener port WWN, listener type, switch port WWN, and path status for each LIRR configuration.

Viewing LIRR Configurations
To display a list of Link Incident Registered Recipient (LIRR) configurations, perform the following steps:
1. Select Settings > Configuration > FICON Management.

2. Click the FICON Server tab.

All attributes on this page are read-only until FMS mode is enabled. The list of LIRR configurations displays in the Link
Incident Registered Recipients table.

Configuring LIRRs
To configure the Link Incident Registered Recipients (LIRRs), perform the following steps:
1. Select Settings > Configuration > FICON Management.

2. Click the FICON Server tab.

All attributes on this page are read-only until FMS mode is enabled. The list of LIRR configurations displays in the CUP
Logical Paths table.

3. Select an LIRR configuration, and select Set Current from the action menu.
4. Click Save.
5. Optional: Reset the selected LIRR using the Reset button.

Displaying Request Node Identification Data

Web Tools displays Request Node Identification Data (RNID) information for the local switch and for attached FICON
devices and FICON channel paths. RNID information for the switch displays in the Switch Overview tab.

To display the RNID data, perform the following steps:
1. Click the Switch Overview tab.

2. Click Show more at the bottom of the Switch Details area.
The RNID data displays at the bottom of the area.

Ports that completed an RNID exchange display FICON in the Capability column. For those ports, the following
information specific to RNID is displayed:
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* Type
¢ Model
* Tag

e Sequence Number

* Insistent Domain ID Mode
e Manufacturer

e Manufacturer Plant
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Maintenance and Support

This section describes features such as switch configuration backup and restore, trace dump, and Web Tools support data
collection.

Switch Configuration Backup and Restore

You can back up and restore the configuration file for all switches in the fabric to avoid the loss of configuration files due to
a failure. This also helps you to maintain a similar configuration across the switches in a fabric.

Backing Up the Switch Configuration

You must back up the individual configuration files regularly before performing an upgrade or downgrade of the Fabric OS
software or making significant changes to the configuration. You must avoid copying configurations from one switch to
another.

To create a configuration backup file, perform the following steps:

1. Click Switch Overview in the navigation bar.

2. Click the more icon on the top-right corner of the window, and select Backup Configuration from the options. The
Backup Configuration window is displayed.

3. Select the configuration type and the source of the location from the options: Network or USB. If Network is chosen
as the location of the configuration file, perform the following steps:

a. Enter the configuration file with a fully qualified path, or select the configuration file type from the Configuration
field.

b. Enter the host name or IP address, user name, and password. You can enter the IP address in either IPv4 or IPv6
format.

c. Select the protocol type in the Protocol Type field from the options: Secure Copy Protocol (SCP), Secure File
Transfer Protocol (SFTP), or File Transfer Protocol (FTP).

Backup Configuration X

Configuration 128

Location Network

Path test/bsn/Nightly/fos/fos_9.0.0_dev/fos_9.0.0
Protocol Type File Transfer Protocol(FTP)

Host 10.123.11.12

Username admin

Password

4. If USB is chosen as the location of the configuration file, the network parameters are not needed and are not
displayed. Specify the firmware file path in the USB drive.

5. Click OK. A warning message appears that the successful initiation and the time to complete the backup.

You can monitor the progress by watching the Upload/Download Progress bar.

Restoring the Switch Configuration
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Restoring a configuration involves overwriting the configuration on the switch by downloading a previously saved

backup configuration file. Perform this procedure during planned downtime. Make sure that the configuration file you are
downloading is compatible with your switch model. Configuration files from other model switches might cause your switch
to fail.

To restore the switch configuration, perform the following steps:

1. Click Switch Overview in the navigation bar.
2. Click the more icon on the top-right corner of the window, and select Restore Configuration from the options. The
Restore Configuration window appears.

Restore Configuration X

Configuration 128

Location Network

Path test/bsn/Nightly/fos/fos_9.0.0_dev/f0s_9.0.0,
Protocol Type File Transfer Protocol(FTP)

Host 10.128.11.12

Username admin

Password

Template Fabric ID 10

Cancel

3. Select the configuration type and the source of the location from the options: Network or USB. If Network is chosen
as the location of the configuration file, perform the following steps:
a. Enter the configuration file with a fully qualified path, or select the configuration file type from the Configuration
field.
b. Enter the host name or IP address, user name, and password. You can enter the IP address in either IPv4 or IPv6
format.
c. Select the protocol type in the Protocol Type field from the options: Secure Copy Protocol (SCP), Secure File
Transfer Protocol (SFTP), or File Transfer Protocol (FTP).
4. If you select USB as the location of the configuration file source, the network parameters are not needed and are not
displayed. Enter the fabric ID of the logical switch in Template Fabric ID.
5. Click OK. A warning message appears that the successful initiation and the time to restore the backup.

Configuring Trace Dump

A trace dump is a snapshot of the running behavior within a Brocade switch. The dump can be used by developers and
troubleshooters at Brocade to help understand what might be contributing to a specific switch behavior when certain
internal events are seen. For example, a trace dump can be created each time a certain error message is logged to the
system error log. Developers can then examine what led up to the message event by studying the traces.

Tracing is always "on". As software runs on the switch, the trace information is placed into a circular buffer in system
RAM. Periodically, the trace buffer is "frozen" and saved. This saved information is called a "trace dump".

A trace dump is generated when the following events occur:

* ltis triggered manually (use the tracedump command).
* A critical-level log message occurs.

e A particular log message occurs.

* A kernel panic occurs.

* The hardware watchdog timer expires.
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For information about the tracedump command, refer to the Brocade Fabric OS Command Reference Manual.

When a trace dump is generated, it is automatically uploaded to an FTP host if automatic FTP uploading is enabled. Using
the Trace Dump option, you can view and configure the trace FTP host target and enable or disable automatic trace
uploads.

How a Trace Dump Is Used

The generation of a trace dump causes a CRITICAL message to be logged to the system error log. When a trace dump is
detected, Fabric OS runs the supportsave command on the affected switch. This command packages all error logs, the
supportshow output, and the trace dump into a single file, and if automatic trace dump transfers are enabled, it moves
the file to your FTP server.

In addition to the automatic generation of trace dumps on faults, you can also generate a trace dump manually or when
certain system error messages are logged. This is normally done with assistance from Brocade customer support when
diagnosing switch behavior.

For details on the supportsave command, refer to the Brocade Fabric OS Command Reference Manual.

Setting Up Automatic Trace Dump Transfers

You can set up a switch so that diagnostic information is transferred automatically to a remote server. Then, if a problem
occurs, you can provide your customer support representative with the most detailed information possible. To ensure the
best service, you should set up automatic transfer as part of the standard switch configuration, before a problem occurs.

Setting up the automatic transfer of diagnostic files involves the following tasks:

* Specifying a remote server to store the files.
¢ Enabling the automatic transfer of trace dumps to the server. (Trace dumps overwrite each other by default; sending
them to preserve information that may be lost.)

Specifying a Remote Server
To specify a remote server, perform the following steps:

1. Click Settings in the navigation bar, and then select Services > Trace Dump.
The Trace Dump window is displayed.

2. To collect the trace, enter the FTP host IP address, the path of the remote directory for the trace dump files, the FTP
user name, and the FTP password in the appropriate fields.
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i é Dashboard Switch Overview  Switch Ports Cvents Zoning Settings
Trace Dump

Host IP address

Remote Directory /trace
Username admin
Password | e

Trace Dump is available

Auto FTP Upload

Save Cancel

NOTE

e The IP address can be in IPv4 or IPv6 format, or it can be a DNS name.

The path for Windows is Folder Name/FileName.txt Or FileName.txt .
The path for Linux is Directory Name/FileName.txt or FileName.txt .
* The password is optional if you log in as an anonymous user.

3. Click Save.
The trace is collected in the specified remote server.
Enabling Automatic Transfer of Trace Dumps

Web Tools allows automatic transfer of trace dumps by providing an option to enable Auto FTP Upload. You can view
the availability of the trace dump status under the Trace Dump Availability option. If a trace dump is not available for a
specific server, the Trace Dump is not available status appears.

To enable the automatic transfer of trace dumps, perform the following steps:

NOTE
You cannot enable the Auto FTP Upload option until you have specified a remote server and the trace dump is
available.
1. Click Settings in the navigation bar, and then select Services > Trace Dump.
The Trace Dump window is displayed.

2. Select the Auto FTP Upload option under Trace Dump Availability both for the active and standby CP. The Active
CP and Standby CP options are available for chassis.
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e
1 Q Dashboard Switch Overview Switch Ports Events Zoning

Trace Dump
Host IP address
Remote Directory ftrace
Username admin
Password | e

Trace Dump Availability
Active CP

Status  Trace Dump is available

Standby CP

Status  Trace Dump is not available

Auto FTP Upload

Save Cancel

Settings

3. Click Save.
The trace dump is automatically uploaded to the FTP server.

Web Tools Support Data Collection

Web Tools Support Data Collection allows you to collect log information to troubleshoot any issue.

1. Press F12 to open browser console.
2. Launch Web Tools.

3. Click Settings in the navigation bar, and then select Services > Web Tools Support Data Collection. The Web

Tools Support Data Collection window is displayed.

Re-create the issue by performing the actions that resulted in the issue.

Right-click the console window, and then select, copy, and paste the console log text into a plain text file.

i@ Diashboard Switch Overviey Switch Ports Events Zoning Settings
Web
Use the steps below to collect Web Tools Support Data

Press F12 to open browser conscle
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Close

Tools Support Data Collection
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Revision History

The revision history provides a list of the significant changes made in each version of the document.

FOS-92x-WebTools-UG100; April 28, 2023

Initial document release.
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Documentation Legal Notice

This notice provides copyright and trademark information as well as legal disclaimers.

Copyright © 2023. Broadcom. All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.
For more information, go to www.broadcom.com. All trademarks, trade names, service marks, and logos referenced
herein belong to their respective companies.

Broadcom reserves the right to make changes without further notice to any products or data herein to improve reliability,
function, or design. Information furnished by Broadcom is believed to be accurate and reliable. However, Broadcom does
not assume any liability arising out of the application or use of this information, nor the application or use of any product or
circuit described herein, neither does it convey any license under its patent rights nor the rights of others.

The product described by this document may contain open source software covered by the GNU General Public License
or other open source license agreements. To find out which open source software is included in Brocade products or to
view the licensing terms applicable to the open source software, please download the open source attribution disclosure
document in the Broadcom Support Portal. If you do not have a support account or are unable to log in, please contact
your support provider for this information.
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