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Overview

The purpose of this document is intended to provide general guidance for users to
properly install a Red Hat Enterprise Linux 10 operating system' on the Lenovo
ThinkStation P4 platform.

" The official certified Red Hat Enterprise Linux (RHEL) version is 10.2.



Section 1 — BIOS Setup

Prior to installing any operating system, it is important to make sure BIOS is set

up properly for the intended operating system. It will also be worthwhile to make
sure components in the actual system are being properly detected by BIOS prior
to installing the intended operating system. Here are some key items to look for
within the BIOS setup menu.

Note: Red Hat Enterprise Linux does NOT support bootable hardware RAID.

At the Lenovo splash screen, press the function key F1 to enter BIOS setup.

Lenovo.




Select the SYSTEM SUMMARY option from the main BIOS setup page.

Think$tation

Start Menu

Devices
Advanced
Power

Security
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Startup

E) Exit

Lenovo

>

System Summary

> System Time & Date

v

BIOS Event log

Machine Type and Model
System Brand ID
System Serial Number
Asset Tag

System UUID

Ethernet MAC Address

Embedded Controller Version

BIOS Revision Level

Boot Block Revision Level
BIOS Date (MM/DD/YYYY)
Preinstalled OS License
0A3 License Key ID

Language

P4-SIT

uuoouus

FC798480-0618-11F1-A669-3BBO0ODCF1308

20-53-8D-3D-F7-1B
SOPEC024
SOPKT026

1.02

04/01/2026

Not Defined

NO DPK

[Enelish

vl

Help
Exit

€> N Select Item

Search Item

Change Values
1t Select > Sub-Menu

Version 2.22.0060. Copyright (C) 2026 AMI

Setup Defaults
Save and Exit

Verify whether BIOS recognizes each component in the system properly.

ThinkStation | <
’ System Summary
CPU Type AMD Ryzen 9 PRO 9965X3D 16-Core Processor
Start Menu CPU Speed 4.31GHz
_ CPU Core Count 32
@ e — Installed Memory 32768 MB
Memory Bus Speed 5600 MHz
¥ Advanced
Active Video PEG
O Power Onboard Audio Enabled
th  Security Onboard Ethernet Enabled
.& Startup CPU Fan Operating
[:_) Exit System Fan Operating
Front-bottom Fan Operating
Front-top Fan Operating
Side Fan 1 Operating
Lenovo Side Fan 2 Not Operating
lianid Fan 1 Nnarating
F1  Help €3 N Select Item Change Values F9  Setup Defaults
Exit Search Item nter Select > Sub-Menu F10  Save and Exit
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Select the SECURITY menu option and SECURE BOOT.

ThinkStation

Start Menu
@ Main

@ Devices
¥  Advanced
)

Power

Startup

E) Exit

Lenovo

Strong Password

Enhanced policy and algorithm

Secure Roll Back Prevention

[Yes] - Flash BIOS to a previous or current version is not allowed.This is the
default setting.

[No] - Flash BIOS to a previous or current version is allowed

Windows UEFI Firmware Update

This option enables or disables windows UEFI firmware update feature.
[Enabled] Allow windows UEFI firmware update.
[Disabled] BIOS will skip windows UEFI firmware update

> Smart USB Protection
Smart USB Protection feature.
Secure Wipe
[Enabled] Display the "secure wipe” option on the F12 BIOS Startup Menu

Users can select this option to securely erase HDD data
[Disabled] Hidden the “secure wipe® option on the F12 BIOS Startup Menu

> TCG Feature Setup

Contains TCG st'(llnlx features

> Secure Boot

Customizable Secure Boot settings

| Yes v |
Enabled v

I |
Disabled v

F1  Help
ESC  Exit

€> N Select Item

F7  Search Item Enter Select > Sub-Menu

Change Values
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F9  Setup Defaults
F1 Save and Exit

Select DISABLED from the drop-down menu.
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Secure Boot

System Mode

Secure Boot

[Enabled] Enables Secure Boot,BIOS will prevent un-authorised 0S be
loaded.
[Disabled] Disables Secure Boot.

Restore Factory Keys

Restore Factory Keys will put secure boot into factory defaults.

~

Reset To Setup Mode

Reset to setup mode will move secure boot to setup mode.

v

Exit Deployed Mode

Transition between Deployment and User Mode.

Allow Microsoft 3rd Party UEFI CA

[Enabled] Microsoft 3rd Party UEFI CA will be installed in Secure Boot DB
This device will trust it in Secure Boot.

[Disabled] Microsoft 3rd Party UEFI CA will be removed in Secure Boot DB.
NOTE: If add-on Cards are supported, Microsoft 3rd Party UEFI CA will not be

Deployed Mode

IDmah\Ni v ‘l
S

Enabled v

€> N Select Item +f

F7  Search Item Enter

Change Values
Select > Sub-Menu
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F9  Setup Defaults
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Once BIOS settings have been verified and properly configured, press function key
F10 to SAVE AND EXIT BIOS setup.

And select yes to save configuration and reset.

ThinkStation

Save & restart

'7> Save configuration and restart?
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Section 2 — RHEL 10 Installation

Here are some general instructions on how to get a Red Hat Enterprise Linux 10
operating system installed on the Lenovo ThinkStation P4 platform.

1. Obtain a copy of the RHEL 10 installation media. It is strongly
recommended to use the Fedora Media Writer to make a bootable
installation USB with the appropriate RHEL 10 ISO media.

In the Fedora Media Writer windows, select the option for “Select .iso file”.

£ Fedora Media Writer - *

N

Select Image Source

) Download automatically
© select iso file




Select the RHEL 10 installation media from the “Select” option and the
appropriate USB drive from the drop-down menu and select “Write”.

£} Select Drive - *

Write Options

Selected file

RHEL-10.1-20251021.0-x86_64-dvd1.iso Select...

I VendorC ProductCode (16.0 GB) w

Previous

£ Writing

e

Writing RHEL-10.1-20251021.0-x86_64-dvd1.iso

Writing

Your drive will be resized to a smaller capacity. You may resize it back to
normal by using Fedora Media Writer. This will remove installation media
from your drive.

Selected: RHEL-10.1-20251021.0-x86_64-dvd1.iso

Cancel




& Finished!

-,

RHEL-10.1-20251021.0-x86_64-dvd1.iso Success...
Finished!

Selected: RHEL-10.1-20251021.0-x86_64-dvd1.iso

Restart and boot from VendorC ProductCode (16.0 GB) to start using
RHEL-10.1-20251021.0-x86_64-dvd1.iso.

Insert the USB memory key into one of the USB ports on the system and
power on the system.

At the Lenovo splash screen, press the function F12 key to enter the BIOS
startup menu and select the USB installation media from the list.

ThinkStation | sterewe oevice men

UEFI Boot Options.
Network 1-[UEFI: PXE IPv4 Realtek PCle 2.5GbE Family Controller]

USB HDD 1-[UEFIL: SMI USB DISK 1100, Partition 2

@ App Menu

& Cloud Service

M Select Item €3 Select Menu
Del key to enter Deployment boot mode

Enter Select > Sub-Menu
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4. Atthe Linux GRUB boot menu, select the option for “Install Red Hat
Enterprise Linux 10.1” from the list and select ENTER.

pxInstall Red Hat Enterprise Linux 10.2§ |

5. The Red Hat Enterprise Linux Welcome screen should appear. Select the
appropriate language from the list of options and CONTINUE.

WELCOME TO RED HAT ENTERPRISE LINUX 10.1.

<
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6. Adjust the KEYBOARD, LANGUAGE SUPPORT, and TIME & DATE
according by selecting each one, or leave the default settings.

LOCALIZATION

E Keyboard

Engiish (U5,

Language Support

wglich (United Seotes)

@ Time & Date
ArnerigrR Ve ok L o

7. Select the SOFTWARE SELECTION and choose the type of software to
install.

INSTALLATION SUMMARY

E Software Selection
. -

e Wil Gl

Installation Destination

KOUMP

& Networct Host Name

USER SETTINGS

@, oot Account
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8. Select the BASE ENVIRONMENT and the ADDITIONAL SOFTWARE FOR
SELECTED ENVIRONMENT.

Note: In this example, WORKSTATION was selected for the BASE
ENVIRONMENT and all additional software tools were selected.

Base Environment ‘Additional software for Selected Environment.
aur € smargord gt
A e, Ao nanage savar s rapicl marca Supactr e smar cad scharication.

ot
BRI fo CoMUCTIG s 3 Bk AP BN 0010 BSCHUPS.
15 Headless Management

5 Remote pesiaop Clents
Rermats sk ags swpmcrtng S0P

5 Legocy U campotitiley

sk B ok o 0 st RHEL sstem
Viewsiization Host
erl————

5 Guophice Adminintaion Tos

5 Network servers

 rrtaBevcicprent Toss

. g e i
Base Environment o -
Server with GUIL
Anintegrated, sasy-to-manage server with a graphical interfage.
Server

A integrated, Sa%y-E0-MANSGE LErver

Minimal Install
Basic lunctionality.

Custom Operating System

Basic building block for a custom RHEL system.
Virtualization Host

Minimal virtualization host

Additional software for Selected Environment

£ smangcard support

Support for using smart card authantication.
5 Backup Client

Chent teols for connecting to a backup server and daing backups.
5 Headless Management

Tools for managing the system without an attached graphical console.
Remate Desktop Clients

Remate deskiop app supporting RDP
5 Legacy UNTX Compatibility

Compatibility programs for migration from or working with legacy UNIX envinonments.
= console Internet Tools

Conscle mternet access tools, often used by admenistratons.
5 container Management

Tooks for managing Linus contaings s
£ Development Toals

A basic development erwironment.
2 NET Development

Tools to develop and/or run NET applications
5 Graphical Administration Tools

Graphical system administration tools for managang many aspects of a system.
& Wetwork Servers

These packages indude network-based servers such as DHCP, Kerberos and MIS.
£ rPM Development Tools

Tools used for building RPMs, such as rpmbuild,
£ scientific support

Tools for mathematical and scientific compurations, and paralliel computing.
5 security Tools

Seour ty tooks for integr ity and trust verification.
~ System Tools
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12.Select INSTALLATION DESTINATION.

INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 10.1 INSTALLATION
B

SYSTEM

@ Installation Destination

Automaric parrtnnng selected h

KDUMP

Kdump ks enabled

LOCALIZATION SOFTWARE

@

Installatior

Language Support KOUMP
guage

=> Network & Host Name
Connected: enpassi

@, Root Account

13.Select the drive on where to install the operating system.

INSTALLATION DESTINATION

Device Selection

Local Standard Disks
1.86TiB
SAMSUR MU
nvmeOnl 7 1,32 MiB free
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14.1f there was a partition on the drive previously, select RECLAIM SPACE.

INSTALLATION OPTIOMNS

¥our current Red Hat Enterprise Linux software seleciion requires 14.22 GiB of

available space, including 6.71 Gi8 for software and 7.51 Gl for swap space. The
disks you've selected have the following amounts of free space:

1.32 MiB Free space avallable for use,

0 B Free space unavailable but reclaimable from existing partitions.

You dont have enough space available to install Red Hat Enterprise Linud. You can
shrink or remowve existing partitions via our gquided reclaim space tool, or you can
adjust your partitions on your own in the custom partitioning interface,

Cancel & add more disks feclaim space

Then, DELETE ALL to wipe the existing partitions.

RECLAIM DISK SPACE
You can remove existing file systems you no longer need to free up space for this installation. Removing a file system will permanently delete all of the data it contans.
Disk Names File System | Reclaimable Space | Action
* 1.9 T8 SAMSUNG MZVLC2TOHBLD008LL nvmeon)
Unknown nvmealnipl Unknown NOt resizeable Preserve
BatLocker rvmednip2 BrLocker Not reszeable Preserve
¢ ce B
of Delete Delete ol
1 disk; 1.86 TiB reclaimable space (in file systems) x
Total selected space to reckum: 0
Instalistion requares a total of 8,38 GIB for system data.
Cancel
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Then, RECLAIM SPACE.

RECLAIM DISK SPACE
You can remove existing file systems you no longer need to free up space for this installation. Removing a file system will permanently delete all of the data it contans
* 1.9 T8 SAMSUNG MZVLC2TOHB BlLL nvmeon Delete
Unknown nvmainipl Unknown ¢ Dejere
BaLocker rvmeldnip2 BrLocker Delete
Preserve Preserve ol
1 disk; 1.86 TiB reclaimable space (in file systems) k
Total selected space to reckaim: 1,86 TI8
Installation requares a total of 8,38 GIB for system data

Cancel Reclaim space

15.Select ROOT PASSWORD.

INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 10.1 INSTALLATION
™

USER SETTINGS

Root Account

and accownt i disehled LOCALIZATION SOFTWARE SYSTEM
' wobled ey
a B
Language Support Installation Source KOUMP
o User Crea o= B S

o user will be creoled

USER SETTINGS

@, Root Account
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16.Choose whether to enable or disable the root account. In this example, the
root password is enabled. Enter a root password in the text boxes below.

ROOT ACCOUNT
e
G ewewee
T
L3
Disable root account
Disabling the root account will lock the account and disable remote access with
root account. Thes will prevent unintended administrative access to the system
O Enable root account
Enablng the root account will allow you to set a root password and optionally
enable remote access to root account on this system
Root Password . 900000 ©
Weak
Confirm 000000 &
c Allow root SSH logn with password
INSTALLATION SUMMARY RED HAT ENTERPRISE LINUX 101 INSTALLATION
o
LocALIZATION SOFTWARE svstem

() Connect o Red Hat @) 1nsea

KOUMP

& Network & Host Name

USER SETTINGS

USER SETTINGS

Root Account
Roof password i set

® User Creation
No user will be crealed ‘h

i fox desals.
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18.Fill in the appropriate boxes below for creating a user.

CREATE USER

ety passued

Full name lenowvo

User name lenowo
E Add administrative privileges to this user account (wheel group memibership)
E Reguire a passwond Lo use this acoount

Password 88088

Weak

Confirm password @SS T
Achvanced
19.Select BEGIN INSTALLATION.

- c
=i m:

@ Installation Destination

KDUMP

[ sonwareseiection

jork & Host Name

USER SETTINGS

Qe

Qui Begin Installation
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20.0nce the installation is completed, select REBOOT SYSTEM, and remove
the installation boot media.

INSTALLATION PROGRESS RED HAT ENTERPRISE LINUX 10,1 INSTALLATION
B

Rad Hat Enterprise Linux i now successiully installed and ready for you to usel

Go ahead and e Root Woudr System Do Start us ng it! |

Rebdor System

21.Select the user icon and log in using the credentials created above.

19



22.Red Hat Enterprise Linux 10 Desktop screen.

20



Section 3 - Install Device Drivers

Most of the standard building blocks used within the ThinkStation P4 platform are
native to the Red Hat Enterprise Linux 10 base kernel. It may be worthwhile
installing a proprietary graphics driver to get optimal performance from the
graphics card. This can be achieved either through the Red Hat Upstream kernel
repository or from original equipment manufacturer (OEM) directly. The next
couple of sections will highlight these options in more detail.

For devices that do not appear to be native to the kernel, feel free to reach out to
the Customer Solutions team for help or guidance.

21




Section 4 — Installing Nvidia Graphics
Drivers from Red Hat Upstream

To install drivers using the Red Hat upstream kernel repository, a valid Red Hat
subscription will be required. Execute the following commands to install the Red
Hat upstream Nvidia kernel driver.

Note: Some newer graphics cards may not have a compatible driver upstream. In
that case, it is recommended to use the standalone driver referenced in the next
section

# sudo subscription-manager register
# sudo dnf update redhat-release

# sudo dnf install rhel-drivers

# sudo rhel-drivers install nvidia

# sudo reboot

# nvidia-smi

:~$ nvidia-smi
Tue Mar 3 10:41:44 20826

Driver Version: 590.48.81 CUDA Version: 13.1
+
GPU Name Persistence-M | Bus-Id Volatile Uncorr. ECC
Fan Temp Perf Pur:Usage/Cap | Memory-Usage | GPU-Util Compute M.
| MIG M.

® NVIDIA off | 0000EEEO:U6:00.0 On
38% 36C 500 | 115MiB /  4@9uUMiB

fusr/bin/gnome-shell 85MiB
G  /usr/bin/Xwayland

To completely remove all NVIDIA drivers from RHEL 10, use the following
command:

# sudo dnf remove “*nvidia*”

22



Section 5 — Installing Nvidia Graphics
Drivers Standalone

To install Nvidia graphics drivers as a standalone package, there may be some
prerequisite Linux packages that are needed.

1. Download the appropriate Nvidia graphics driver.
2. Blacklist the Linux nouveau driver.

# sudo nano /etc/modprobe.d/blacklist.conf

- Add the following line, blacklist nouveau, and save and exit the file.

GNU nano 8.1 /etc/modprobe .d/blacklist . conf

3. Update the initramfs file and reboot the system.

# sudo dracut --force
# sudo reboot

:~% sudo dracut —force
:~%$ sudo reboot

4. Once the system reboots, run the following command to exit X-windows.

# sudo init 3

:~%

23



5. Execute the following command to start the Nvidia installer.

# sudo bash NVIDIA*

:~% sudo bash NVIDIA-Linux-x86_6U-580.126.18.run

6. Select the MIT/GPL option.

Multiple kernel module types are available for this system. Which would you like to use?
NVIDIA Proprietary

7. The driver should begin to build the kernel modules.

Building kernel modules

24



8. Select OK on the following warning message.

WARNING: nvidia-installer was forced to guess the X library path '/usr/libé4' and X module path */usr/libéu/xorg/medules’'; these
paths were not queryable from the system. If X fails to find the NVIDIA X driver module, please install the
‘pkg-config® utility and the X.Org SDK/development package for your distribution and reinstall the driver.

oK

9. Determine whether to install NVIDIA’s 32-bit compatibility libraries. In this
example, yes was selected.

Install NVIDIA's 32-bit compatibility libraries?

10.Select OK on the following warning

WARNING: Unable to determine the path to install the libglvnd EGL vendor library config files. Check that you have pkg-config and
the libglvnd development libraries installed, or specify a path with ——glvnd-egl-config-path.

oK




11.Select Rebuild initramfs.

The initramfs will likely need to be rebuilt due to the following condition(s):
* Nouveau is present in the initramfs.

Would you like to rebuild the initramfs?

Do not rebuild initramfs Rebuild initramfs

12.The Nvidia driver beqi

Installing "NVIDIA Accelerated Graphics Driver for Linux-x86_64' (580.126.18):

Installing: /usr/libé6d/libnvoptix.so.580.126.18

13.Select Yes to update the x-configuration file.

Would you like to run the nvidia-xconfig utility to automatically update your X configuration file so that the NVIDIA X driver
will be used when you restart X? Any pre-existing X configuration file will be backed up.

ves No




14.Select OK to acknowledge that the x-configuration file has successfully
been updated.

Your X configuration file has been successfully updated. Installation of the NVIDIA Accelerated Graphics Driver for Linux-x86_6L
(version: 580.126.18) is now complete.

oK

15. Execute the following command to verify the Nvidia driver has been
installed and properly load.

# nvidia-smi

:~$ nvidia-smi
Tue Mar 3 11:15:22 2026

NVIDIA-SMI 580.126.18 CUDA Version: 13.0

GPU Name Persistence-M | Bus-Id Disp.A
Fan Temp Perf Pwr:Usage/Cap | Memory-Usage

|
s
8 NVIDIA RTX AuGE off | 00E0E0E0O:U6:00.0 OfF
N/A /  5BW | eMiB /  U@9UMiB

Volatile Uncorr. ECC |
GPU-Util Compute M. |
MIG M.

F—_—— ——— 4

16.Reboot the system to boot back into the RHEL 10 Desktop screen.

# sudo reboot
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