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1 WEB MANAGEMENT LANDING PAGE

1.1 LOGIN TO THE SWITCH MANAGEMENT PAGE WEB

Configuration computer's IP address and the switch must be set to the same subnet (switch
default IP address is 192.168.1.1, the default subnet mask of 255.255.255.0).Run WEB browser, in
the address bar enter http://192.168.1.1. Enter, enter the user name and
password(admin/admin), click "Login" button or directly enter into the WEB management

& user Login

Please input your user name and password!
=..= User Name:
=ilevelone

Password:

Login
Device Name: Switch Device Location: Contact Name:

Figure 1-1: The login page WEB



After landing successfully, the switch management page WEB page:

FEilevelong - TR S ———

B system Home

GES-2451-V3  Hardware Version: CPU: 4% Available Memory:73MB Avallable Flash:11MB Device Time: 2000-1-1 00:01:26
B Quick Configuration 18437 | NN — Device Name: Switch
Port Management
VLAN Management
Fault/ Safety

System Management

[0y 10/200 i 10004 gl Disconmect ES Disabled

Flow Trend Device Configuration Port Statistics

Keyword: Search U Refresh

Porta Description Input Flow(Bps) | Qutput Flow(Bps) Status Connection Status. VLAN Trunk Port Edit

Gion 0K 0K Enabled X Not Connected 1 No Check the Flow Trend
Giorz 25K 412K Enabled s Connected 1 No Check the Flow Trend
Gionl oK oK Enabled % Not Connected 1 No Check the Flow Trend
Gi0/d oK oK Enabled x Not Connected 1 No Check the Flow Trend
Gi 05 oK oK Enabled x Not Connected 1 No Check the Flow Trend
Gi o6 0K 0K Enabled X Not Connected 1 No Check the Flow Trend
cior 0K 0K Enabled X Not Connected 1 No Check the Flow Trend

Figure 1-2: switch WEB management page Home

2 QUICK CONFIGURATION

The quick configuration contains five chapters.Click on "Quick Configuration", can quickly to
Configuration of the device commonly used functions, such as a VLAN, Trunk port ,port

class ,SNMP and others. According to the steps, the configurations of step by step, also can choose
configuration.

2.1 VLAN SETTING

Click on "Quick Configuration" “VLAN Settings" into the Quick Configuration of VLAN Configuration
page. Can view the current equipment VLAN information, according to the demand of new VLAN,
modify VLAN, delete VLAN, etc. after the completion of the configuration, click "Next".

SRR I T T e —

5 sysiem Home | [ VLAN settings | ‘ ‘ Trunk Port Seftings ‘ ‘ SNMP Settings ‘ ‘ Other Settings |

B8 quick Configuration I T

» Port Management

[m] VLAN ID VLAN Name VLAN IP Port Edit
» VLAN Management
» Fault/ Safety 1 default 192.168.100.150 1328 74
» System Management [m] 100 VLAN4D94 2 j lzl
© New VLAN| © Delete VLAN First Previous [1] Next Lasti /1Page

[es]

Figure 2-1: VLAN Setting



2.2 TRUNK PORT SETTING

Click on "Quick Configuration" "Trunk Port Settings" into the Trunk of Quick Configuration Settings

page. Trunk can view the current equipment configuration information, and according to the

demand of new Trunk, modify Trunk, delete the Trunk opening operation, such as after

configuration is complete, click "Next" to enter the Port Class Settings page. Or click on "Previous"
back to the VLAN Settings page.

Mlevelone .. W —_—_—_

(o
* System Home ‘ VLAN Settings. H Trunk Port Settings H SNMP Settings H Other Settings ‘
&, Quick Configuration
Description: Ifa port is allowed to send messages through mulliple VLANS, the port should be set s a trunk.
» Port Management
» VLAN Management | rrunk port List
b Fault/ Safety Port Native VLAN Allowed VLAN Edit
» System Management
7 1 1,100 z X
H 1 1,100 z X
1 1,100 z X
10 1 1,100 j x
" 1 1,100 J x
12 1 1,100 _2 x
© NewTrunk Port List @ Delete Trunk Port First Previous [1] Next Lastt 1 1Page
| Previous Next

Figure 2-2: Trunk Port Setting

2.3 SNMP CONFIGURATION

Click on "Quick Configuration" "SNMP Settings" into the Quick Configuration of the SNMP
Settings page. Can configure SNMP function on the current equipment, such as open/close
function of SNMP, configure SNMP TRAP services, etc. Configuration is complete, click "Next" to
enter POE Settings page. Or click on "Previous" back to the Trunk port Settings page.

g

8 system Home VLAN Settings Trunk Port Settings Port Class SNMP Settings Other Settings

W quick Configuration

Description: SNMP is used for remote monitoring and switch control. This feature can be enabled by toggling the ‘SNMP Service' switch
» Port Management Notice: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure.
» VLAN Management Cm—
SNMP Service: (e
» Fault/ Safety WA
SNMP TRAP Service: ( L))
» System Management
Community Settings: Community Name maximum number of community name is 8 Permissions @ RO RW OK Cancel
SNMP Trap Host: HostIP Trap Community Name SNMP Version |1 v OK Cancel
I Community Name List
Community Name Permissions Remove
piiva w x
public 1o x
First Previous [1] Next Las{l 1Page
Previous Next l

Figure 2-3: SNMP Setting
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2.4 THE OTHER SETTINGS

Click "Quick Configuration" "Other Settings" into the quick Configuration of equipment
information system Settings page. Can the current equipment basic information system and
manage password configured. End of the configuration is Complete, click on "Complete" rapid
configuration, or click the "Previous" back to the SNMP Settings page.

4 EEET A T e L A
ev Current User:admin
8 system Home | VLAN settings || Trunk Port Settings PortClass || SNMP Settings Other Settings
® Quick Configuration I Basic System Settings
» Port Management
Management VLAN: | vian 1 v] DHCP: | Static Allocation v
» VLAN Management
Management IP: 192.168. 100. 150 Device Name: Switch
» Fault/ Safety
Subnet Mask: 255. 255. 255.0 Device Location:
» System Management
Default Gateway: 0.0.0.0 Contact Name:
Login Timeout(s): 1800 Contact Information:

MAC: 2405 OFAB 8714
I Modity the super user password

Old Password:
New Password:

Confirm New Password:

Previous Complete

Figure 2-4: other settings

3 PORT MANAGEMENT

3.1 BASIC SETTINGS

3.1.1 CHECK THE PORT CONFIGURATION

Click on the navigation bar "Port Management" "Basic Settings" to view the current configuration
of the switch ports:

“wwm—T - - i
L Current User:admin
* System Home Basic Settings

B Guick Configuration
Description: Select the portis) you want to configure. Click on individual parts or click and drag the mouse to select multiple ports.

~ Port Management Note: If the parameters selectzd are not supported, the changes will not take effect.

+ Basic Settings
MTU(64-10240): Appl
* Storm Control i)

Select a port to configure:
+ Flow Control P o

5 7 9 11 13 15 17 19 21 23 25 27

3
R R R R i S R S
RSO A N A0 AU A0 S A

4 6 & 10 12 14 16 18 20 22 24 26 28

* Port Agaregation

1
* Port Mimoring o
+ Port Speed Limit 2

» VLAN Management 7] Optional port 3 Fixed port gl Salected port Aggregation port  Selectall Sslect all others Cancel

b Fault/ Safety

Description: Status:| DoNot bodify v
¥ Systam Mansoemery Rate: [ Do Not Modify v Duplex Mode: | Do Not Modify v
Save
| portusst
Port Description Status Rate Duplex Mode MTU Edit
1 Enabled Auto Auo 1522 B
) Enabled Auto Auto 1522 z
3 Enabled Auto Auto 1522 Z
4 Enabled Auto Auto 1522 _4)
5 Enabled Auto Auto 1522 Z
6 Enabled Auto Auto 1522 Z
7 Enabled Auto Auto 1522 B

Figure 3-1: Port list information
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In the port list attribute which shows the current switch port configuration information:
1.Port: The number of the port;

2.Port Description: Displays the contents of the switch port description;

3.Port Status: switch port status information, on / off;

4.Port Rate: Displays the switch port speed configuration, auto-negotiation / 10/100/1000;

5.Working Mode: Displays the switch port configuration duplex, auto-negotiation / full / half
duplex;

6.MTU: Indicates the port is the maximum length of the packet;
3.1.2 CONFIGURING PORT PROPERTIES

7 After the icon, you can configure the selected port attributes:

Mlevelons oo W —_—_—_—_——

* System Home Basic Settings
B, Quick Configuration
Description: Select the port(s) you want to configure. Click on individual perts or click and drag the mouse to select multiple pors.
¥ _Port Manageieary Note: If the parameters selected are not supported, the changes will not take effect.
* Basic Settings

MTU(64-10240): Apply
* Storm Control

Select a port to configure:
+ Flow Control s o

A 13 5 7 9 11 13 15 17 19 21 23 25 27
S R e S A R R i
i = stsiststatsiststsntstsinim
* Port Speed Limit 2 4 6 & 10 12 14 16 18 20 22 24 26 28

b VLAN Management 1] Optional port 7 Fixed port i Selected part [T Aggregation port  Selectall Select all others Cancel
» Fault/ Safety

Description: Status: | Do Not Modify
b System|Manau=ens Rate: | Do Not Modify v Duplex Mode: | Do Not Modify
Save
I Port List

Port Description Status Rate Duplex Mode MTU Edit
Enabled Auto Auto 1522

2 Enabled Auto Auto 1522 2

3 Enabled Auto Auto 1522 Z

4 Enabled Auto Auto 1522 Z

5 Enabled Auto Auto 1522 Z

Enabled Auto Auto 1522 /

Enabled Auto Auto 1522 /

Figure 3-2: Port Properties configuration of FIG.

To configure port properties as follows:

Step1:Click the "Edit" icon # ,step2:In the Port Properties configuration page Fill / select the value
to be configured,step3:Click the "Save" button to complete the configuration.

3.2 STORM CONTROL

3.2.1 CHECK THE PORT SETTINGS STORM

Click on the navigation bar "Port Management" "Storm Control" to view the current switch port
storm control information:



B system Home Storm Control

W Quick Configuration

~ Port Management
* Basic Settings

Note: If the parameters selected are not supported, the changes will not take effest.

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Storm Contr

Select a port to configure:

o 103 5 7 9 11 13 15 17 19 21 23 25 27
* Flow Control
[ RS S S R I R S ) e |
+ PortAconading [ OO A N A A AL A A ) B
+ PortMirroring 2 4 8 8 10 12 14 16 18 20 22 24 26 28
« Port Speed Limit 1™ Optional port i Fixed port g Selected port {7 Aggregation port Selectall Select all others Cancel
FVLAN Managemers Storm Control Type:  Disabled _________+|

» Fault/ Safety

Disabled

Storm Control Value:| | (Unit: kbps, Value: muliiples of 18 between 18-1000000)

Broadcast
b System Unicast

Multicast

Port Unicast Broadcast Multicast Edit

1 Disabled Disabled Disabled 2

2 Disabled Disabled Disabled 2

3 Disabled Disatled Disabled! 2

4 Disabled Disabled Disabled 2

5 Disabled Disabled Disabled z

6 Disabled Disabled Disabled 2z

7 Disabled Disatled Disabled! z

L Disabled Disabled Disabled 2

9 Disabled Disabled Disabled z

Figure 3-3: Storm Control List information
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In the list of ports which shows the property values of the current storm control switch:
1.Port: The number of the port

2.Unicast: unknown unicast packets control

3.Broadcast: Broadcast packet control

4.Multicast: multicast packets control prompt

5.When set the control value is not a multiple of 64, the system automatically matches similar
multiples of 64.

6.Control value unicast, broadcast, multicast, while only a single value for the control.

By clicking on the port pane corresponding port", select the port to be controlled.

Mlevelone wuwe. w W

B system Home Storm Control
B Quick Configuration
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.
~ Port Management Note: If the parameters selected are not supported, the changes will not take effect.
+ Basic Settings

Selecta port to configure:
+ Storm Control

. 103 5 7 9 11 13 15 17 19 21 23 25 o7
* Flow Contro
[ SR i R S W S Y |
! PothEely [N A N A A N IO T R
+ Port Mirroring 2 4 6 8 10 12 14 16 13 20 22 24 26 28
+ Port Speed Limit 17 Cptional port R Fixed port i Selected port [17 Aggregation port Selectall Select all otners Cancel
» VLAN Management Storm Control Type: | Broadcast v Storm Control Value: 54640 (Unit: kops, Value: multiples of 16 between 16-1000000)
» Fault/ Safety —
» System Management
I Port List
Port Unicast Broadeast Multicast Edit
1 Disabled 54640 Disabled iz
2 Disabled Disabled Disabled 2
3 Disabled Disabled Disabled z
4 Disabled Disabled Disabled z
5 Disabled Disabled Disabled z
6 Disabled Disabled Disabled iz
7 Disabled Disabled Disabled z
g Disabled Disabled Disabled z
9 Disabled Disabled Disabled iz

Figure 3-4: Configuring Storm Control information
After You can also select multiple ports, and batch editing.

cveiene T ] w N W —

& system Home Storm Control
B Quick Configuration
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.
~ PortManagement Note: If the parameters selected are not supported, the changes wil not take effect
+ Basic Settings

Select a port to configure:
* Storm Control

oy N g 11 13 15 17 19 21 23 35 27
+ Flow Contro
DEEEEDEDDDDDDD
T P UUUUUUUUUUSUDD
« Port Mirroring 2 B 10 12 14 16 18 20 22 24 26 28
+ Port Speed Limit {2 Optional port R Fixed port ¢ Selected port T3 Aggregation port Select all Select all others Cancel
r AT Storm Contral Type:| Disabled v Storm Control Value: (Unit: kbps, Value: multiples of 16 between 16-1000000)

» Fault! Safety

» System Management

I Port List
Port. Unicast Broadcast Multicast Edit
1 Disabled 54640 Disabled 2
2 Disabled Disabled Disabled z
3 Disabled 53440 Disabled 2z
4 Disabled Disabled Disabled 74
5 Disabled 53440 Disabled 2
] Disabled Disabled Disabled 2
7 Disabled 53440 Disabled 2
8 Disabled Disabled Disabled 2z
El Disabled 53440 Disabled 74
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Figure 3-5: Bulk edit configuration information

After the selected ports in the Storm Control category, set the unicast, multicast, broadcast value,
such as setting the port number 1 unicast storm control is 1008. Click Save Settings.

ey | s B
m l Sm ‘ The system will automatically truncate your entry to the closest i vr m
nmileve Current User:admin multiple of 16. i ” (o]

B system Home Storm Control
B Quick Configuration

Description: Select the pert(s) you want to configy

~ Port Management Note: If the parameters selected are not sUpported, the changes wil ot take efect

* Basic Settings

Select a port to configure:
* Storm Control

B n i3 5 7 9 H 13 15 17 19 21 23 35 2
. ow Contro
= R R R R N M Y Y Y . B
* PortAcghoziy A N O NI N R A A A A B
+ Port Minoring 2 4 6 5 10 12 14 16 18 20 22 24 26 2
+ Port Speed Limit §"Optional port R Fixed port Jil Selected port 577 Aggregation port  Select all Select all others  Cance
PEVIAN Managens Storm Control Type: | Broadcast - Storm Control Value: (1000 (Unit: kbps, Value: multiples of 16 between 16-1000000
» Fault/ Safety &
b System Management - .
I Port List
Port Unicast Broadcast Multicast Edit
1 Disabled 54640 Disabled j
2 Disabled Disabled Disabled Z
E Disabled 53440 Disabled Z
4 Disabled Disabled Disabled Z
5 Disabled 53440 Disabled Z
5 Disabled Disabled Disabled z
7 Disabled 53440 Disabled Z
3 Disaled Disabled Disabled Z
2 Disabled 53440 Disabled 2

Figure 3-6: Configuring Storm Control information

After the configuration, as shown below:

I Port List
Port Unicast Broadcast Multicast Edit
1 Disabled 1008 Disabled iz
2 Disabled Disabled Disabled 2

Figure 3-7: Configuration successfully Storm Control information flow control

3.3 FLOW CONTROL

Click "Port Management" "configuration information flow control "Flow Control" view of the

switch:
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[T LE |
s Current User:admin : m il j

&= System Home Flow Control
B Quick Configuration
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.
~ Port Management Mote: If the parameters selected are not supported, the changes will not take effect.
* Basic Settings
Select a port to configure:
* Storm Control
Flow Control 103 g 1 13 15 17 19 21 23 25 97
" low Control
E&DDDE&DDDE&DDDDD
i UUUUUUUUUBUE
+ PartMirmoring 2 g 10 12 14 1§ 12 20 22 24 26 28
+ Port Speed Limit §"30ptional port 7 Fived port G Selected port {77 Aggregation port Select all Selectall otners Cancel
PIVLAN Managemes Flow Control Type: [0 v]
> Fault! Safety Sae
> System
I Port List
Port Flow Control Edit
1 Ooff 74
2 off Z
3 of 2z
4 or 2
5 off z
6 off 7
7 of z
] of 7
9 off 7

Figure 3-8: Flow Control Information

3.3.1 CONFIGURING FLOW CONTROL

Open port flow control function: select to open port traffic control, click the "Flow control type"
Select "On", "Save":

BTUIERE T T W
3 i I Current User:admin e Lo sl

¢ System Home Flow Control
B Cuick Configuration

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select muttiple pors.
~ Port Management Mote: If the parameters selected are not supperted, the changes will not take effect.
* Basic Seftings.

Selecta port to configure:
+ Storm Control

@ 11 13 15 17 19 21 23 25 27

QQDQQQDDQQDD
UUUUUUUUUUUU

12 14 16 18 20 22 24 26 23

* Flow Control

+ Port Aggregation

* Port Mirroring
+ PortSpeed Limit 5~ Optional port R Fixed port §if Selected port {T{ Aggregation port  Selectall Select all others Cancel

PLVLAN Managesin Flow Centrol TVDF:’DH—"
»

Fault / Safety Save |
» System I—I

I Port List
Port Flow Control Edit
1 off 2z
2 off 74
3 off 74

Figure 3-9: Open port flow control function
Open port traffic control, follow these steps:

Step1:Select Open port traffic control;step2:Select Open in "Flow control type" on;step3:Click
"Save".

View Configuration list to display configuration is successful:

I Port List
Port Flow Control Edit
K o 2 |
L Ooff \z
| 3 on iz |

Figure 3-10: Port flow control status
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Modify the port flow control function: Click on port traffic control list corresponding to the rear
port of the "" button in the Port Settings page "Flow control type" select "Off", "Save Settings":

mev E I gﬂ Current User:admin

B system Home

B ouick Configuration
~ Port Management

+ Basic Settings

* Storm Control

* Flow Control

* Port Aggregation

* Port Mirroring

* Port Speed Limit
» VLAN Management
» Fault/ Safety

» System Management

Flow Control

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Note: If the parameters selected are not supported, the changes will not take effect.

Select a port to configure:

s—2- 5 7 9 11 13 15 17 19 21 23 25
g S e R i W i R B |
EQEQQQUEUEUED

2 14 16 18 20 22 24 26 18

7" 1Optional port I Fixed port i Selected port [T Agoregation port  Selectall Select all others  Cance

-
Bl

Figure 3-11: Close the port flow control

Close port traffic control, follow these steps:

Stepl:Select the button to the right of the port or directly selected port;step2:In the "Flow control
type" select Off;step3:Click "Save".

3.4 PORT AGGREGATION

3.4.1 VIEWING PORT AGGREGATION CONFIGURATION

Click "Port Management" "Port Aggregation" to view the current switch configured port
aggregation information:

ilevelone ... e

* System Home Port Aggregation

B quick Configuration
Description: Port agaregation allows muitiple ports to be combined to form a single logical link. Each group can contain up to & ports. Aggregation groups must contain an even number of ports.
« Port Management

* Basic Settings
* Storm Control
*+ Flow Control

*_Port Aggregation

* Port Mirroring

Load Balancing: [ mac v | Apply

Aggregation 1D (1-8):

Select a port to configure:

M 13 15 17 19 21 23

GO T 2 e LI

PRI PEEERT

* Port Speed Limit 2 14 16 18 20 22

» VLAN Management
b Fault/ Safety

™1 Optional port [ Fixed port G Selected part [T Aggregation port  Select all Select all others Cancel

Aggregation Type: | Not Selected v

» System Management
" g Save | | Cancel

I Aggregation List

Aggregation ID Aggregation Type Number of Ports Member Port Edit

First Previous[1] Next Lastl  1Page

Figure 3-12: Aggregation port configuration information

In the port aggregation list which shows the current switch port configuration information for the
polymerization properties:

1.Aggregation number: display link aggregation group number value;

2.Load Balancing: Displays the current link aggregation group load balancing judgment condition;
3.Aggregate types: Displays whether to use a polymerization port LACP protocol;

4.Member ports quantity: Displays the number of ports in the link aggregation group contains a

total of member port: Displays the current port link aggregation group member prompt
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5.Each aggregate port can bind up to eight member ports, port to transfer data among members
of the network traffic through the shunt rules.

6.Port aggregation group must ensure that the port speed, duplex, port state agreement, or can
not ATTACH after configuration.

3.4.2 ADD PORT AGGREGATION

Enter aggregation port number, select the desired aggregation port, select aggregation type, click
"Save"

mgvelgﬂ m b MW

¢ System Home Port Aggregation

B Quick Configuration
Description: Port aggregation allows muttiple ports to be combined to form a single logical link. Each group can contain up to 8 ports. Aggregation groups must contain an even number of ports.
~ Port Management

. e o Load Ealan:ir\g‘ Apply

+ Storm Gontrol AgumgalmnlDH-B)
+ Flow Control Selecta port to configure:
+ Port Aggregation & 5 7 9 11 13 15 17 19 21 23 25 27

g R v S R i
UUUUDUUUUUUBDD

* Port Speed Limit 4 10 12 14 16 18 20 22 24 26 28

* Port Mirroring

» VLAN Management §1 Optional port G Fixed port gl Selected port [1] Aggregation port Selectall Select all others Cancel

P! Fault [ afety Aggregation Type: [ Static v

» System Management
" . Cancel
I Aggregation List
Aggregation ID Aggregation Type Number of Ports Member Port Edit

First Previous [1] Next Lastt 1 1Page

Figure 3-13: Port Aggregation Configuration area
Increase port aggregation, follow these steps:

Stepl: Select the option to load the shunt in the load balancing list.
step2: Enter the number in the "Aggregation number" in

step3: Select the aggregated ports in the panel.step4:Select the aggregation type.step5:Click the
"Save" button to complete the configuration.

3.4.3 MODIFYING PORT AGGREGATION

Click on "Aggregation List" in the need to modify the port aggregation right icon in this area to the
port aggregation port aggregation group corresponding modification:

Milevelone ... VW T—_—_—

+ System Home Port Aggregation
B8 ouick Configuration
Description: Port aggregation allows multiple ports to be combined to form a single logical link. Each group tan contain up to & ports. Aggregation groups must contain an even number of ports.
~ Port Management
+ Basic Settings Load Balancing: [mac__ v || Apply
* Storm Gonirol Aggregation ID (1-8):
+ Flow Control Selecta port to configure:
+ Port Aggregation 205 7 9 M 13 15 17 19 21 23 25 27
;- )7 afaiafu i fafe b fsbelmln
* Port Mirroring
UUUUUUUUUUUUDD
* Port Speed Limit 8 10 12 14 16 18 20 22 24 26 28
» VLAN Management {1 Cptional port G Fixed port G Selected port [ TJAggregation port Selectall Select all ofhers Cance
»
Fault { Safety Aggregation Type: | Staic
» System Management
i 4 Save Cancel
I Aggregation List
Aggregation ID Aggregation Type Number of Ports Member Port Edit
2 Static 2 13 x
First Previous [1] Mext Lasti I 1Page

Figure 3-14: To modify the port aggregation
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Modify Link Aggregation Procedure:

Stepl:In the "Aggregation List Click to modify the right of the port aggregation,step2:In the port
aggregation configuration page to modify the load balancing type and click Next to
“Save”.step3:Select the port to be added to the aggregation port.step4:Click the "Save" button to
complete the configuration.

3.6 PORT MIRRORING

3.6.1 PORT MIRRORING CONFIGURATION

Click "Port Management" "configuration of port mirroring "Port Mirroring" view of the switch:

P eVEIonE o TEWET T T

()

B system Home Port Mirroring
B8, Quick Configuration

he
and destination port must be

destination port fo analyze network traffic
cted for this feature to work correcty.

Description: Port mirroring is us ts o a destination port. Network analyzers can be c

~ Port Management Note: A port aggregation group cann
* Basic Seftings

ation and source ports cannot be the same. Both a sou

Choose the source port:(Selecting multiple source ports can affect the device performance. ).

* Storm Control

i 13 5 7 8 11 13 15 17 19 21 23 25 g7
i U T T e T T e ] ]
=5 AR RRR A RN N I NN RN A B A | ER Y B
2 4 6 8 10 12 14 16 18 20 22 24 26 28
+ Port Speed Limit {7 Optional port [ Fixed port Gl Selected port {17 Aggregation port [§41Mirroring Group  Select all Select all others  Cancel
» VLAN Management Choose the destination port:(choose only one port)

» Fault/ Safet 1 3 5 7 9 11 13 15 17 19 21 23 25 27
s ettt lalalals e leluls
AR N E RN A NI A R A A W

4 6 8§ 10 12 14 16 18 20 22 24 26 28

{7 Optional port 3 Fixed port Gl Selected port [17 Agaregation port
Save | | Refresh Mirroring Group | Not Selected v

I Mirroring Port List
Mirroring Group Source Port Destination Port Edit

First Previous [1] Next Last1 1 1Page

Figure 3-15: Port mirroring configuration information
In the Port Mirroring is a property list which shows the configuration of the current mirror switch:

Mirroring group: mirroring group ID, can be configured up to seven mirroring group;
Source Port: The port forwarding on the source data is mirrored to the destination port;
Destination port: mirror data sent to the destination port.

1.Port aggregation port can not be used as the destination port and source port;
2.Destination port and source port can not be the same;

3.Same group mirroring group can have only one destination port.

3.6.2 ADD PORT MIRRORING GROUP

On the panel, select "Source Port" and "Destination Port" add port mirroring group.
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VT R MEWET T

[©]
System Home Port Mirroring
B quick Configuration
Description: Port mirroring is used to send nefwork fraffic from multiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic
~ Port Management Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly
+ Basic Seftings
Choose the source port:(Selecting multiple source ports ean afiect the device performance. )
+ Storm Control
N a 13 5 7 111315171n2232527
+ Flow Contro
EEEEE g S R Sl
Pl UUUUUUUUUUUBDD
+ Port Mirroring 8 10 12 14 16 18 20 22 24 26 28
+ Port Speed Limit § "7 Optional port g Fixed port i Selected port [17 Aggregation port [§1) Miroring Group  Selectall Select all others  Cancel
» VLAN Management Choose the destination port:(choose only one port)
» Fault/ Safety 3 05 7 G[ W13 15 17 19 21 23 25 27
(o
» System Management EEEE pg R i i |
UUUUUUUUUUUBDD
8 10 4016 18 20 22 24 26 28
§ "7 Optional port g Fixed port i Selected port [17 Aggregation port
Refresh [Wirroring Group [Session 1 1]
I Mirroring Port List
Mirroring Group Source Port Destination Port Edit
First Previous [1] Next Las{i i 1Page
Figure 3-16: Add port mirroring group
Choose the source port:(Selecting multiple source ports can affect the device performance. )
13 15 17 19 21 23 25 327
UUUUUUUUUUDD
8 10 12 14 16 13 20 22 24 26 28
T Optional port §5J Fixed port e Selected port [T7 Aggragation port (8% Mirroring Group  Selectall Select all others  Cancel
‘Choose the destination port:(choose only one port)
1 3 6 71 9 1M [P35 7 19 21 23 25 27
2 4 6 8 10 12 14 16 18 20 22 24 26 28
{1 Optional port §I3 Fixed port i Sslected port {17 Agarsgation port
Refresh Mirroring Group | Not Selected v
I Mirroring Port List
Mirroring Group Source Port Destination Port Edit
9 11 z x
First Previous [1] Mext Last1 !1Page

Figure 3-17: Add port mirroring group results
Port mirroring configuration steps are as follows:

Step1:Select "Source Port",step2:Select "Destination Port",step3: select mirroring

group ,step4,Click"Save".

Configuration instructions:

1.0n the switch can be configured 7 mirroring group.

2.Aggregated port mirroring can not be configured are shown in gray in the panel.
3.Has been selected port mirroring port, displayed in the faceplate is gray.
4.Aggregated port mirroring can not be configured are shown in gray in the panel.

5.Has been selected port mirroring port, displayed in the faceplate is gray.

3.6.3 TO MODIFY THE PORT MIRRORING GROUP

Select the group to modify, click on the action bar" 2 " button. Modify the corresponding

mirroring group.
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MEflevelong (e ™ W — ]

8 system Home Port Mirrering

B Quick Configuration
Description: Port mirraring is used to send network traffic from multiple saurce ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.

~ Port Management Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.
* Basic Seftings

Choose the source port:(Selecting multiple source ports can affect the device performance. ).
+ Storm Control

+ Flow Centrol 1 3 5 7|9 1(43 15 17 19 21 23 25 27
0 T T TR SR VR S e R T ] ]
* Port Aggregation BBUBB:BUUUUBDD
+ Port Mirroring 2 4 6 8|10 12]74 6 1B 0 2 24 26 28
+ Port Speed Limit § Optional port g Fixed port g Selected part [T Aggregation port [$i1Mirroring Group  Select all Select all others Cancel
» VLAN Management Choose the destination port:(chose only one pert)
» Fault ! Safety t 3 5 7] 4 i1]13 15 17 19 20 23 28 o7
» System Management TR T Y B R Y Y Iy T e T ] O]
RN pRY PRI N A R
2 4 6 8|10 12(14 16 18 20 22 24 26 28

§™1 Optional port R Fixed port §i Selected port T Aggregation port
Save | | Refresh Mirroring Group [ Session 1 v
I Mirroring Port List
Mirroring Group Source Port Destination Port Edit

1 9 1 Ex

First Previous [1] Next Lastt J1Page

Figure 3-18: To modify the port mirroring group

MEfievelons ... TV T —

B system Home Port Mirrering

B ouick Configuration
Description: Port mirroring is used to send network traffic from multiple source ports to a destination port. Network analyzers can be connected fo the destination port to analyze network traffic.

~ Port Management Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correcty.

* Basic Settings
Choose the source port:(Selecting multiple source ports can affect the device performance. ).

Storm Control

709 11 13 15 17 19 21 23 25 27

1 3 5
T E N T e IR I
* Port Aggregation ?;ggDEBBBEUBDD

« Port Miroring 10 12 14 16 18 20 22 24 26 28

* Flow Control

+ Port Speed Limit §1 Optional port G Fixed port G Selected part [ Aggregation port ] Mirroring Group  Select all Select all ohers Cancel

» VLAN Management ‘Choose the destination port:(choose only one pert)

» Fault/ Safety 5 7 9 11 13 15 17T 19 21 23 25 27

T B T e e S (R ] )
gUUEUUUUUUDD

§ 10 12 14 16 18 20 22 24 26 28

» System Management

3
e
L3

3

] [

§" 7 Optional port 8 Fixed port G Selected port {17 Aggregation port
Save | Refresh Mirroring Group | Not Selected v

I Mirroring Port List

Mirroring Group Source Port Destination Port Edit
' : %
First Previous [1] Next Last1 1 1Page

Figure 3-19: Modify successful port mirroring group
Modify the port mirroring configuration steps are as follows:

Step1l:In the image you want to modify the operation of the group column, clickon “ < ;
step2:Add or remove the corresponding port in the panel;,step3:Click "Save"

3.6.4 DELETE A PORT MIRRORING GROUP

Remove the current port mirroring, click the " # " button in the action bar, click on the source
port and destination port, respectively cancel the currently selected port, and click Save. (Note:
The current version supports only one port mirroring group)
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PHTieveiohs ..
| - e Current User:admin

T

(]

B systern Home

B ouick Configuration
~ Port Management

* Basic Seftings

* Storm Control

* Flow Control

* Port Aggregation

* Port Mirroring

* Port Speed Limit
» VLAN Management
» Fault/ Safety

» System Management

Port Mirroring

Description: Port mirroring is used to send network traffic from multiple source ports to a destination port. Network analyzers can be connected 1o the destination port to analyze network traffc.

Note: A port aggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.

Choose the source port:(Selecting muitiple source ports can affect the device performance. ).

13 5 7 0 11 13 16 17 18 21 23 25 27
VR T R T R e R )
QQ?QUEBUEUUUDD

10 12 14 16 18 20 22 24 26 28

Choose the destination port:(choose anly one port)

3 05 7 9 11 13 15 17 18 21 23 25 %7
PR P s P P S R S R i Y |
?ggUEUUUUUUDD

10 12 14 16 18 20 22 24 26 28

§"2Optional port [ Fixed port Jif Selected port §T Aggregation port
Save | | Refresh
| Mirroring Port List
Mirroring Group

1

Mirroring Group | Not Selected

Source Port

a

§ 3 Opional port 8 Fixed port § Selected port 77 Aggregation port ¥ Mirroring Group Select all Select all oihers Cancel

Destination Port Edit
E [
First Previous [1] Next Last1 1 1Page

Figure 3-20: Delete port mirroring group

Miflevelone ...
-

Current User:admin

m

B gystem Home
B Quick Configuration

~ Port Management

+ Basic Settings.

* Storm Control

Flow Control

* Port Aggregation

+ Port Mirroring

* Port Speed Limit
» VLAN Management
» Fault/ Safety

b System Management

Remove port mirroring configuration steps are as follows:

Stepl:In the image you want to modify the operation of the group column, click “ < ” ;

Port Mirroring

Description: Port mirroring is used to send network traffic from multiple Source ports to a destination port. Network analyzers tan be connected to the destination port to analyze network traffic.

Note: A port aggregation group cannot be set as a destination or source pert. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature fo work correctly.

Choose the source port:(Selecting multiple source ports can affect the device performance. ).

7 9 11 13 15 17 19 21 23 25 27
i S e o i i
QUUUUUUUUDD

0 12 14 16 18 20 22 24 26 28

Choose the destination port:ichoose only ene pert)

@ 11 13 15 17 19 21 23 25 27

A E SRS i

1 3 5 7
EEmD
?;ggUUUUUUUUDD

10 12 14 16 18 20 22 24 26 28

5~ Optional port R Fixed port J Selected port T ] Aggregation port

Save Refresh

I Mirroring Port List

Mirroring Group

Mirroring Group | Not Selected

Source Port

5”1 Optional port R Fixed port Jif Selected port 7] Aggregation port §§1¢ Mirroring Group  Selectall Select all others Cancel

Destination Port Edit

First Previous [1] Next Lasti 1 1Page

Figure 3-21: Deleted successfully port mirroring

; step2:In

the panel, click Cancel the source port, destination port and then click Cancel;step3:In the panel,
click Cancel the source port, destination port and then click Cancel;step4:Click "Save"

3.7 PORT SPEED

3.7.1 VIEW PORT RATE LIMITING

Click "Port Management" "Port Speed Limit" switch to view the current port speed configured

information:
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b bl p

Current User:admin

& system Home Port Speed Limit
B quick Configuration

Description: Select the pori(s) you want to configure. Giick on indvidual ports or click and drag the mouse to select muitiple ports.
~ Port Management Notice: 1000Kbps = TMbps
* DBasic Settings

Select a port to configure
* Storm Control

1 3 5 7 9 11 13 15 17 19 2 23 25 27
i T T T T R ]
* PorAmpigy SIS e TSI a e Ee e e e L
* Port Mirroring 2 4 6 8 10 12 14 16 18 20 22 24 26 2B

T Port Speed Limil 3 Optional port G Fixed port §if Selected port §7¢ Aggregation port Selectall Selectall others Cancel

» VLAN Management

» Fault/ Safety Input Speed Limit: | ® wvaxmum The left side for the Minimum speed limit walue, the right end to the Maximum limit valus, it's no speed limit
» System Management

Output Speed Limit:| . Maximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit.

I Port Speed Limit List

Port Input Speed Limit Output Speed Limit Edit
1 MAX MAX 2
2 MAX MAX 2
3 MAX MAX 2
4 MAX MAX 2
5 MAX MAX 2
] MAX MAX 2
7 MAX MAX 2

Figure 3-22: View Rate Configuration information
In the port speed list which shows the current speed limit switch attribute configuration

information:
Port: The number of the port;
Input limit: uplink port speed;

Output speed: port downstream rate;

3.7.2 CONFIGURE PORT ACCESS RATE

Select the panel to set the speed limit of the port, set the rate limit value by dragging the speed
bar.

Bl an - - kLt ¥ m
CEE | Current User:admin L L

B 5ystem Home Port Speed Limit
B Quick Configuration

Description: Select the part(s) you want to configure. Click on individual ports o click and drag the mouse o select multiple perts.
~ Port Management Notice: 100DKbps = 1Mbps
* Basic Seftings

Select a port to configure

Storm Control

1 3 5 7 " 13 15 17 19 21 23
¢ Flow Contol STRTaTal A TaTalaPatatatatss
* Port Aggregation ?g??BBUUBBBEDD

10 12 14 16 18 20 22 24 26 28

Port Mirroring
+ Port Speed Limit {1 Optional port R Fixed port i Selected port [ T] Agaregation port Select all Select all others Cancel

» VLAN Management

» Fault/ Safety Input Speed Limit: | . | 306.665MBitis The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no spead limit.
» System Management

Output Speed Limit:| . | 480.869MBiU'S The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit.

I Port Speed Limit List

Port Input Speed Limit Output Speed Limit Edit
1 MAX MAX Z2
2 MAX MAX &
3 MAX MAX 4
4 MAX MAX 74
5 MAX MAX 2z
6 MAX MAX 2z
7 MAX MAX 2

Figure 3-23 Configure port rate limiting entrance
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Port Input Speed Limit Output Speed Limit Edit
1 MAX MAX @z
2 MAX AX 74
k! MAX AX B
4 MAX AAX 74
5 MAX AX z
6 MAX MAX 4
7 MAX AX 74
8 MAX AX 22
g 306.672Mbit/s 480.864Mbit/s 74
10 MAX MAX iz

First Previous [1] [2] [3] Next Lasf1 /3Page

Figure 3-24: Port entrance speed limit results
Entrance port rate limiting configuration steps are as follows:

Stepl: Click on the right side of the port “ R Icon or select multiple icons;step2:Set rate
limiting strip port value;step3:Click the lower right corner "Save" button to complete the
configuration.

3.4.4 REMOVE THE PORT SPEED LIMIT

Click the need to remove the limit on the right porticon " in the configuration area of the port rate
value pull bar to the far right, "Save" to complete the operation.

C Sione ... e

i L Notice: 1000Kbps = 1Mbps
+ Basic Settings

Select a port to configure
* Storm Control

9|1 13 15 17 19 21 23 25 27

5 7
P ) RS i S i W |
[ICE NI N A NCR N R NI R A Y B

6 8 10 12 14 16 18 20 22 24 26 28

* Flow Control

I
g
* Port Aggregation bt
2 4

* Port Mirroring

+ Port Speed Limit 1" Optional port [ Fixed port i Selected port [T Aggregation port  Selectall Select all others Cancel

» VLAN Management

¥ Fault | Safety Input Speed Limit: @ vaximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, its no speed limit
» System Management
Output Speed Limit: @ vaximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, its no speed limit
Save

I Port Speed Limit List

Port Input Speed Limit Output Speed Limit Edit
1 MAX MAX j
2 MAX AX z
2 MAX Ax z
4 MAX AX 7z
5 MAX AX 2
6 MAX AX j
7 MAX AX z
2 MAX AxX z
9 320.608Mbit/s 522.672Mbitls m

Figure 3-25: Remove the port speed limit
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I Port Speed Limit List

Port

Input Speed Limit

Output Speed Limit

Edit

1 MAX MAX z
3 MAX MAX Z
6 MAX MAX i
7 MAX MAX 2
B MAX MAX |

Figure 3-26: Remove the port speed limit results

Remove uplink port rate limiting steps are as follows:

Step1:Click on the right side of the port - icon ;

step2: Inthe area of the port rate configuration value rate strip pulled to the far right;

step3: Click the "Save" button to complete the configuration.

4 VLAN MANAGEMENT

4.1 VLAN MANAGEMENT

4.1.1 CHECK VLAN CONFIGURATION INFORMATION

Click on the navigation bar "VLAN Management" "VLAN information "Vlan Management" to view

the switch configured:

mevelg

Current User:admin

e

88 system Home
M Quick Configuration

~ Port Management
+ Basic Seft

* Port Speed Limit

~_VLAN Management
+ VLAN Management

» Fault/ Safety

» System Management

VLAN Settings 1 Trunk Port Settings
I VLAN

VLAN ID

100

2 NewVLAN @ Delete VLAN

VLAN Name VLAN IP

VLANO100

Port Edit

Figure 4-1: VLAN configuration information

In the VLAN list which shows the properties of the configuration information of the current switch

VLAND:

1.VLAN ID: VLAN ID value is displayed;
2.VLAN Name: The name of the VLAN, the default VLAN ID to name;
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3.VLAN IP address: Displays the switch's management IP;
4.Port: Displays the port VLAN that exist.

5.By default, all ports belong to VLAN 1.

4.1.2 ADDING A VLAN

Click "NEW VLAN" button, you can increase the VLAN configurations:

Fiilevelone ... LA

& system Home | VLAN Settings ‘ | Trunk Port Settings
B, Quick Configuration

» Port Management
r VLAN Management New VLAN
* VLAN Management

VLAN ID{1~4094): [200
» Fault/ Safety VLAN name(1-31): [vLANO200

» System Management : Select a port to add to the VLAN:

103 5 [7 8 i 13|15 17 19 21 23 25 o7
EEBEEEQ|E&DQDBDD
?;U RN N R LR T

6 8 10 12 14 16 18 20 22 24 26 28

{1 Optional port g Selected port 7] Aggregation port .3 Trunk Port - Select all Select all ofhers Cance

=
Figure 4-2: Adding a VLAN

Adding a VLAN, follow these steps:
Step1:Click "NEW vlan" connection;
step2:Value added VLAN VLAN ID of the page to fill in;

step3:Click the lower right corner "Save" button to complete the configuration.

4.1.3 REMOVE VLAN
4.1.3.1 Single vlan delete

To delete the selected VLAN, click the "X" button to delete the selected VLAN:

| VLAN settings ‘ Trunk Port Settings |
I VLAN
VLAN ID VLAN Name VLAN IP Port Edit
1 default 192.168.100.150 4-12,15-26 Ag2 2
100 VLANO100 2,7-12 74
200 VLAND200 7-14 74
© NewVLAN @ Delete VLAN First Previous [1] Next Last1 / 1Page

Figure 4-3: Delete a single VLAN

4.1.3.2 Delete multiple vlan

First select the VLAN you want to be deleted before the "" checkbox, then click "Delete VLAN"
button to delete the selected VLAN:
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\ VLAN Settings || Trunk Port Settings

I VLAN
VLAN ID VLAN Name VLAN IP Port
default 192.168.100.150 4-12,15-26,Ag2
v 100 VLANO100
< 200 VLAN0200 7-14

&) NewVLAN| @ Delete VLAN First Previous [1] Next Last1

Figure 4-4: Delete multiple VLAN

Delete multiple VLAN, follow these steps:

Stepl:l want to delete VLAN check box;setp2:Click on the bottom left "Delete VLAN"
connection;step3:Confirm delete.

4.1.4 EDITING VLAN

4.1.4.1 Portto a VLAN

Click on the icon can be added to the selected port in the VLAN:

| VLAN settings || Trunk Port Settings \
| |

Edit VLAN

VLAN ID(1~4094): 200
VLAN name(1-31): VLANO200
Select the ports to modify the VLAN:

AR R R R AL A
SUL B R ERLLY OO

6 18 20 22 24 25 26

Aggregation port uTruﬁ«Pm Selectall Selectall others Cancel

Figure 4-5: Add the port to the VLAN
Add the port to the VLAN, follow these steps:

Step1:Click” “ ”icon;
step2:Selected to join the ports in the port panel;

step3:Click the lower right corner "Save" button to complete the configuration.

4.1.4.2 To remove the port from a VLAN

Click on the icon, you can remove the port from this VLAN:
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Miflcveiong ... e

B system Home ‘ VLAN Settings ‘ ‘ Trunk Port Settings

B8 Quick Configuration

» Port Management
+ VLAN Management Edit VLAN

* VLAN Management VLAN ID(1-4094): |200

» Fault/ Safety VLAN name(1-31): VLANOZOO

» System Management Select the ports to modify the VLAN: D

whatal- T T 1o alatafalalals
sintst ¥+ 15 sisintsinimi=

8 10 12 16 18 20 22 24 26 2

7" Optional port g Selectad port §17 Agaregation port T..] Trunk Port Selectall Select all oters Cancel

Figure 4-6: To remove the port from the VLAN.
Procedure to remove the port from VLAN as follows:

”

Step1:Click on the icon “ “ 7 ;
step2:Remove the port to be removed from the port panel;

step3:Click on the lower right corner of the "Save" button to complete the configuration;

4.1.5 VIEW TRUNK PORT SETTINGS

Click on the "VIan Management" "TRUNK Port settings" view switches has been configured trunk
port information:

& system Home VLAN Settings | Trunk Port Settings I
W Quick Configuration

L ion: Ifa portis allowed to send messages through multiple VLANS, the port should be set as a trunk

» Port Management

| Trunk portuist

* VLAN Management
Port Native VLAN Allowed VLAN Edit
» Fault/ Safety 5 : -

Figure 4-7: View trunk configuration information

Displayed in the TRUNK port list is the property value of the TRUNK port configuration of the
current switch:

1.The port name: display port number used;
2.The Native VLAN's native VLAN: display port;
3.The VLAN allows the display message can be through vlan;

4.The default port is 1 VLAN native vlan,

4.1.6 INCREASED TRUNK

Click the "Trunk Port List New" button, can be carried out to increase the configuration of the
trunk port:
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FEilevelone .. W —_—_—
L Home

VLAN Settings 1 Trunk Port Settings

onfiguration

v

Port Management

4

VLAN Management New Trunk Port List

* VLAN Management Select a port to add to the TRUNK:

Fault / Safety % 3 =
System Management 12 @ L .

b fah L

EEAAE

73 Optional port i@
Native VLAN(1-4094): 1
Allowed VLAN(eg 3-5,8,10): 1, 100, 200

d port {17 Aggregation port §-3 Trunk Port Selectall Selectall others Cance!

El =m

Figure 4-8: Trunk

The steps to increase trunk are as follows :
Step1:Click on the "new trunk port list" button;
step2:Select the port to be set on the port panel;
step3:Set local VLAN;step3:Set local VLAN;
step4:Set by allowing the VLAN number;

step5:Click on the lower right corner of the "application" button to complete the configuration.

4.1.7 DELETE TRUNK PORT

4.1.7.1 Delete a single trunk port

Selected to remove the trunk port, click the "X" button, you can delete the selected trunk. port:

8 5ystem Home | viLan Settings Trunk Port Settings

|
B quick Configuration

escription: Ifa port is allowed to send messages through multiple VLANS, the port should be set as a trunk
» Port Management
v VLAN Management | ronk port st

* VLAN Management Port Native VLAN Allowed VLAN Edit

» Fault/ Safety

2 1 100,200 »
w System Management =
* System Settings 9 00,200 2

Figure 4-9: Delete a single trunk port

4.1.7.2 Multiple trunk ports simultaneously deleted

First selected to need to be removed before the trunk port of the "\/" check box, click "Trunk Port

Delete" connection, you can delete the selected trunk port:
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‘7 VLAN Settings ‘ ‘ Trunk Port Settings

192.168.100.150 says: *

Description: If a portis allowed to send messages through mu

I Trunk Port List

v 9
v 10

12

Are you sure you want to delete the trunk port?

Prevent this page from creating additional dialogs.

ved VLAN
lL‘ Cancel
100,200
1,100,200
1,100,200
1,100,200

&) New Trunk Port L|s| @ Delete Trunk Port |

Edit

2
2

74

X
X
X

7z X

First Previous [1] Next Last1

I1Page

Figure 4-10: Delete multiple trunk ports

The procedure for removing multiple trunk ports is as follows:

Step1l:select the check box to delete the trunk port;step2:Click on the lower left corner of the
"Trunk Port Delete" button;step3: Confirm complete delete.

5 FAULT / SAFETY

5.1 ATTACK PREVENTION

5.1.1 ARP SNOOFING

5.1.1.1 View ARP configuration

Click the "Fault/Safety" “Attack Prevention ” "ARP Spoofing “ to check the current switches has
been configured for ARP information:

W SioRE

» Port Management
~ VLAN Management

* VLAN Management
~ Fault/ Safety

* Attack Prevention

* Path Detection

» System Management

ARP Spoofing I Port Security DHCP Snooping

Protection status

scription: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.
I Protection Settings

Protection Settings: This feature can be used to protect equipment from ARP attacks.

IP+MAC: To prevent the distribution of static IP address users against ARP deception or attack, an IP can only bind a MAC, a MAC can bind multiple IP.

MAC: format:0000.0000.0000 Save

@ Delete choose IP + MAC

Edit

First Previous [1] Next Las{1

1Page

Figure 5-1: View port ARP configuration information

5.1.1.2 ARP spoofing function

In the ARP spoofing configuration , input IP and mac ,then click the "Save" button to complete the
configuration prevent ARP deception .
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Figure 5-2: ARP spoofing configuration

‘ ARP Spoofing H Port ity H DHCP Snooping ‘

I Protection status

Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.

I Protection Settings

Protection Settings: This feature can be used to protect equipment from ARP attacks.

IP+MAC: To prevent the distribution of static IP address users against ARP deception or attack, an IP can only bind a MAC, a MAC can bind multiple IP.

| IP:|192.168.100.55 MAC: |4015.7819.1740 (format:0000.0000.0000) Save

@ Delete choose IP + MAC

Edit

First Previous [1] Next Last1 /1Page

P MAC

192.168.100.55 4016.A181.3355
@ Delete choose IP + MAC

Edit

z R

First Previous [1] Next Lasf1

/1Page

Figure 5-3: ARP spoofing status table

5.1.1.3 Disable ARP anti cheat function

In the ARP spoofing configuration table, click the button from on to off to disable the ARP

spoofing and then click the "OK" button to complete the configuration.

M Current User:admin ‘ 192.168.100.150 says:

‘ ARP Spoofing ‘ \ Port Security l Sure you want to close the ARP attack prevention function?

I ProtaCion S atus Prevent this page from creating additional dialogs.

ork resources, the AR ks.
OK Cancel

I Protection Settings

Protection Settings: This feature can be used to protect equipment from ARP attacks.

IP+MAC: To prevent the distribution of static IP address users against ARP deception or attack, an IP can only bind a MAC, a MAC can bind multiple IP.

IP:|192.168.100.55 MAC: |4015.7819.1740 (format:0000.0000.0000) Save

Edit

Figure 5-4: Disable ARP spoofing function
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5.1.1.4 Delete IP+MAC

" ARP Spoofing H Port security || DHCP Snooping

I Protection status

Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.

@« >
I Protection Settings

Protection Settings: This feature can be used to protect equipment from ARP attacks.

IP+MAC: To prevent the distribution of static IP address users against ARP deception or attack, an IP can only bind a MAC, a MAC can bind multiple IP.

IP:[192.168.100.55 | MAC: [4015.7819.1740 | (format0000.0000.0000)

P

O 192.168.100.55

© Delete choose IP + MAC

MAC

4015.7819.1740

Edit

First Previous [1] Next Lasf1  |/1Page
A

Figure 5-5: Delete IP+MAC

5.1.2 PORT SECURITY

5.1.2.1 Configuration port security

Click the "Fault/Safety" "Attack prevention" "Port Security", configure the switch port security:

TN W — T

"Ellevelone ... bl
S Current User:admin

8 system Home ARP Spoofing H Port Security I J DHCP Snooping |

B Quick Configuration I Port Security
» Port Management
» VLAN Management
* Fault/ Safety

+ Attack Prevention

port MAC number.

Select a port to configure:

3 5 7 9 11 13 15 17 19 21 23 25 27
IR IR R R ER R R (1]
QUDQDUEQGUUDD’;

6 8 12 14 20 2 24 26 2

* Path Detection

* Loop Det

tion

Access Control

oo

IGMP Snooping

» System Management

Admin State: Disabled v Max Learning Address:

Save
| poruist
Port Admin State
Disabled
2 Disabled
3 Disabled

Optional port §8 Fixed port i Selected port §77 Aggregation port Selectal Select all others Ca

(1-256)

Max Learning Address
No fimit
No imit

No fimit

Figure 5-6: Port security configuration

5.1.2.2 Enable the function
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Description: To protect network resources, the Port Security function will prevent malicious attack to take up a large number of MAC address table entries. It will wam and discard the message when exceed the limited

Edit




e v ] W ¥

8 system Home ‘ ARP spoofing H Port Security H DHCP Snooping ‘
B Quick Configuration : -

I Port Security
» Port Management

» VLAN Management Description: To protect network resources, the Port Security function will prevent malicious attack to take up a large number of MAC address table entries. It will warn and discard the message when exceed the limited

port MAC number.
v Fault/ Safety
+ Attack Prevention Select a port to configure:
* Path Detection 3 9 11 13 15 17 19 21 23 25 27
* Loop Detection QQQDQQQQQQDD
BEHBEE S LH SRS EE
* Access Control 2 4 6 8 10 12 14 16 18 20 22 24 26 28

+ IGMP Snooping {3 Optional port §g Fixed port § Selected port §77 Aggregation port  Select all Select all others Cancel

»
System Management Admin State: | Enabled v I Max Learning Address: 256 (1-256))
|1

| Portvist
Port Admin State Max Learning Address Edit
1 Disabled No limit 74
2 Disabled No limit z
3 Disabled No limit 4

Figure 5-7: Enable the Port security

5.1.2.3 Change port security configuration

In the port list, select the port you want to edit, you can change the port state and the max
learning address numbers :

= Al Cumuur‘ldmln ,“

8 system Home J ARP Spoofing | | Port Security || DHCP Snooping \
W Quick Configuration . -

| port security
» Port Management
» VLAN Management
v Fault/ Safety

Description: To protect network resources, the Port Security function will prevent malicious attack to take up a large number of MAC address table entries. It will warn and discard the message when exceed the limited
port MAC number.

« Attack Prevention Select a port to configure:
« Path Delection 13 5 7 9 11 1315 17 19 21 23 25 27
e wlalal Jalelslatalalalslmlm)
* Loop Detection
DUUUUDUDUCUUDD
* Access Control 8 10 12 14 16 18 20 22 24 26 28
* IGMP Snooping §"7 Optional port §g Fixed port §iif Selected port §TJ Aggregation port Selectall Select all others Cancel
P: System Monegeveit Admin State:  Enabled v }aax Leamning Address: S |(1-256) I
Save
| Port List
Port Admin State Max Learning Address Edit
1 Disabled No limit 2
2 Disabled No limit z
3 Disabled No limit Zz
4 Disabled No limit 74
5 Enabled 256 74
6 Disabled No limit 74
8 Disabled No limit 74

Figure 5-8: Change port max learning address

5.1.3 ANTI DHCP ATTACK

5.1.3.1 view anti DHCP attack configuration

Click the "Fault/Safety" "Attack prevention" "DHCP snooping", the configuration information show
the anti DHCP attack:
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m ‘ i
’ eV ; Current User:admin

& system Home

| ARP Spoofing Port Security | DHCP Snooping
M Quick Configuration I DHCP Snooping

» Port Management

Description: DHCP snooping will filter untrusted DHCP messages.
» VLAN Management
< o ot [“oN) After enabling DHCP snooping, you can select trusted ports.

* Aftack Prevention

* Path Dete: Select a port to configure:
* Loop Detection 1 3 5 7 9 11 13 15 17 19 21 23
pinialel Ialelalelalwie)
e A P O B 5 P 6 e |
* IGMP Snooping 2 4 6 8 10 12 14 16 18 20 22 24 25 26
» System Management

§"3Optional port G Fixed port g Selected port 13 Aggregation port  Selectall Selectall ot

Save | Refresh

Trust port Edit

First Previous 1] Next Lasti 1Page

Figure 5-9: View anti DHCP attack configuration information

Click "Refresh" button, display refresh configuration information.

5.1.3.2 Open anti DHCP attack function

Click on a "Fault/Safety" "DHCP Snooping"click the button b

to open the anti
DHCP attack:

8 system Home ‘ ARP Spoofing || Port Security DHCP Snooping

k Quick Configuration I DHCP Snooping
» Port Management

Description: DHCP snooping willfilter untrusted DHCP messages.
» VLAN

v Fault/ Safety @G  fner enabling DHCP snooping. you can select trusted ports.
+ Attack Prevention e
* Path Detection
+ Loop Detection
* Access Control

+ IGMP Snooping

» System Management

Figure 5-10: Activation of anti DHCP attack function

5.1.3.3 Sets the port to DHCP non trusted port

In the trusted port list, select the port that needs to be disabled to prevent DHCP attacks, and click
the "" button to disable the function:
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B system Home

L e

ck Configuration
» Port Management
» VLAN Management
v Fault/ Safety

+ Aftack Prevention

* Path Detection

* Loop Detection

+ Access Control

+ IGMP Snooping

» System Management

ARP Spoofing ||

Port Security
I DHCP Snooping

Description: DHCP snooping will filter untrusted DHCP messages.
P

Select a port to configure:

DHCP Snooping

After enabling DHCP snooping, you can select trusted ports

1 3 5 749 M
IPSTISEaN |~} B
SRS b A I

2 4 6 81012 14 18

26

§_7Optional port Rl Fixed port §if Selected port {17 Aggregation port Selectall Selectall others C

o

Trust port

910

First Previous [1] Next Last1

1Page

Figure 5-11: Disable anti illegal DHCP server functions

The activation of anti DHCP attack function, is the port setting for trust status;

Disable - preventing DHCP attack, is set to a non trusted state port.

5.1.3.4 Off anti DHCP attack function

Click the "ON" button, will prevent the DHCP attack function off:

B 5ystem Home

W quick Configuration
» Port Management
» VLAN Management
v Fault/ Safety

* Aftack Prevention

* Path Detection

* Loop Detection

+ Access Control

* IGMP Snooping

» System Management

ARP Spoofing ‘ | Port Security DHCP Snooping

I DHCP Snooping

Description:

DHCP snooping will filter untrusted DHCP messages.
Afer enabling DHCP snooping, you can select trusted pi

Select a port to configure:

1 3 5 7 9 11 13 15 17 19 21 23

PR P IS E s — R i S il S S )

EREEBEEE RS R R i "
2 4 6 8 10 12 14 16 18 20 22 24 25 26

192.168.100.150 says: ¥

Are you sure you want to disable DHCP Snooping?

Prevent this page from creating additional dialogs.

=

{71 Optional port iR Fixed port §if Selected port {17 Aggregation port  Se

Save Refresh

Trust port

9-10

Edit

x

First Previous [1] Next Last1

1Page

Figure 5-12: Off anti DHCP attack function
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5.2 PATH DETECTION

Click the "Fault/Safety" "path Detection" or “Tracert detection” can view the Path Detection

configuration:

B system Home Path Detection ” ‘ Tracert Detection ]
Q Quick Configuration

Description: Use the ping function to determine whether the network connection is functional and whether the host s reachable.
» PortM

» VLAN Management | Destination IP [192. 168. 100. 1 * |
w Fault/ Safety Start Test

* Attack Prevention

TestResuits

* Loop Detection

* Access Control
* IGMP Snooping

» System Management

Figure 5-13: Path detection information

Sl i
W
¢ 3 Current User:admin i
8 system Home Path Detection I‘ Tracert Detection ‘I
W Quick Configuration
Description:
» Port Management Tracert detection can detect to the destination through the gateway, the function is used to detect whether can reach the destination and the path to the destination, if a destination unreachable, diagnose problems.
» VLAN Management Ifthe testing is a domain name, it may need to wait for a long time (2-3 minutes), please be patient
~ Fault/ Safety
& At 1P or domain name [sww. baidu. con
Timeout (1-10s) [10 |
* Path Detection |
| Start Test
* Loop Detection — B
o Acens Coatral Test Results
* IGMP Snooping
» System Management

Figure 5-14: Tracert detection information

5.3 LOOP DETECTION

Click the "Fault/Safety" "loop detection" can view the current loop detection configuration:

B 5ystem Home Loop Detection

W cuick C I —
» Port
D : Open the STP loop, not only can avoid the loop caused by the broadcast storm problem, and can provide link redundancy backup
»
e Notice: Ifthe user PC on the device to open the feature will lead to user PC1~2 minutes delay, so itis recommended only to open the STP loop in non access devices
w Fault/ Safety -
« Aftack Prevention The spanning tree state: || Enabled

* Path Detection

* Access Control

* IGMP Snooping

» System Management

Figure 5-15: View spanning tree configuration information
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When the detected loop occurs when the port opened, after the port UP will automatically
eliminate the loop.

5.3.1 TO CHANGE THE SPANNING TREE MODE

Click the button on the page, change the sapnning-tree mode .click the "save" button to close the
spanning tree:

AT g i m m[ﬁg 3

Current User:admin

B8 system Home Loop Detection

B, Quick Configuration I STP loop prevention

» Port Management
» VLAN Management

w Fault/ Safety
+ Attack Prevention The spanning tree state: ¥/ Enabled

The spanning tree mode:|'® RSTP STP MSTP

Description: Open the STP leop, not only can avoid the loop caused by the broadcast storm problem, and can provide link redundancy backup.
Notice: Ifthe user PC on the device to open the feature will lead to user PC1~2 minutes delay, so it is recommended only to open the STP loop in non access devices.

* Path Detection

Save
* Loop Detection

* Access Control
* |IGMP Snooping

P System Management

Figure 5-16: Changing the spanning tree pattern

5.3.2 CLOSE SPANNING TREE FUNCTION

Click the button on the page, click the "save" button to close the spanning tree:

Current User:admin

B8 system Home Loop Detection
M CQuick Configuration I T
» Port Management

» VLAN Management

~ Fault/ Safety
« Attack Prevention lnlespanmnglrees!a!e: Enabled I

Description: Open the STP loop, not only can avoid the loop caused by the broadcast storm problem, and can provide link redundancy backup.

Notice: Ifthe user PC on the device to open the feature will lead to user PC1~2 minutes delay, so itis recommended only to open the STP loop in non access devices.

* Path Detection
* Loop Detection
* Access Control

+ IGMP Snooping

» System Management
L

Figure 5-17: close the spanning tree pattern

5.4 ACCESS CONTROL

5.4.1 ACL ACCESS CONTROL LIST

5.4.1.1 view access control list
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Click the "Fault/Safety" "Access Control" you can view the configuration information of the access

control list:

e

B8 system Home | ACL | | Apply ACL l
| B Quick Configuration

Current User:admin

Description: Access control lists (ACLs) ensure that only authorized users have access to specific resources while blocking off any unwarranted attempts to reach network resources.

¥ Port Management Notice: The ACL rule priority will follow the order ofthe list (i.e., 1 is first, 2 is second, etc.). Creating many rules can cause operational delays.
» VLAN Management Wildcard: Awild card mask is a matching rule. The rule for a wildcard mask is: 0 means that the equivalent bit must maich, 1 means that the equivalent bit does not matter. For mare details, see
w Fault/ Safety the manual
* Aftack Prevention New ACL Rules
* Palh DECEay I Displaying ACL Configuration v
* Loop Detection . ~ Destination IP | Destinati Destinati )
No. Action Protocol Source IPIMAC Source Wildcard Source Port MAC Wildcard Port Edit

|

|

|
* Access Control

|

|

* IGMP Snooping

~ System Management

Figure 5-18: Access control list

5.4.1.2 Increased access rules
1. Increase the standard IP access rules

Click "ACL rules New", in the pop-up dialog box, select "standard IPV4 ACL Configuration”, in the
list of ID:0, ID:0 ACE, rules to allow. IP address is: any source IP address. Click "Save" to complete

the new rules:

Mievelone ... T T ——

+ System Home [ acL |[ appiyact
W quick Configuration

» Port Management
» VLAN Management New ACL Rules

Y Esitlos :
+ Attack Prevention Select
Configuration [ Configuration standard IPACL v
+ Path Detection Type.
« Access Control ListID: Standard [P ACL 0 v
* IGMP Snooping ACEID: ACED v
» System Management Rules Permit v
1P Address ® Any source IP

Figure 5-:19 Configuration standard IP access control list

2. Increase the extended IP access rule

Click "ACL rules New", in the pop-up dialog box, select "Expand IPV4 ACL Configuration", in the list
of ACE, ID:0 ID:10, rules for "Permit"". Agreement: TCP, source IP address: any source IP address;
purpose IP address: any destination IP address, click "Save" to complete the new:
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il e Bl

ev Current Useriadmin

B 5ystem Home AcL Apply ACL
I uick Configuration
» Port Management
» VLAN New ACL Rules

~ Fault/ Safety [ I
* Aftack Pre

Configuration Expand IPACL v

* Path Detection

* Loop Detection

+ Access Control ListID: Expand IP ACL 10 v
* IGMP Snooping ACE ID: ACED v
» System Management Rules: Permit v

P v
® Any source IP address

Specify the IP address range

® Any destination IP address

Specify the IP address range

Figure 5-20: Configuration standard IP access control list

3. Increasing expand MAC access rules:

Click"New ACL rules" » select "Configuration Expand MAC ACL" in the pop-up window - in list
ID : 20 > ACEID : 0 > Rules "Deny" ~ Source MAC address : 0088.9999.999A

Destination MAC address is the random MAC - MAC protocol type : 0x0086 - After After the

configuration is complete, click "Save" :

ACL Apply ACL

Configuration

» Port Management
» VLAN Management New ACL Rules

. Select

Attack Prevention
Configuration Configuration Expand MAC ACL v
* Path Detection Type:

* Loop Detection

* Access Control ListID Expand MAC ACL 20 v

* IGMP Snooping ACEID: ACEOD v

» System Management Permit v

® Any source MAC address

estination M
Destination MAC. @ xn destination MAC address

Address
Specify the MAC address range:
MAC Protocol "
Sty (<0x0600-0xT>)(optional
Type

Figure 5-21: Configuration extended MAC access control list

Configuration instructions
ACE ID is an optional rule. Do not fill: the default is O;

The extended IP protocol access control list, type: TCP, UDP, IP

36



5.4.1.3 Modify configuration
Rules for modifying port applications

Select the rules to be replaced, click "", enter the modified ACL rules page, the rules are: "Deny",
click "Save":

Current User:admin

B 5ystem Home ACL Apply ACL
M CQuick Configuration

» Port Management

» VLAN Management Modify the ACL rules
~ Fault/ Safety
+ Attack Prevention Select
figurat Configuration Configuration standard IPACL v
* Path Detection Tios

* Loop Detection

+ Access Control ListID: Standard IP ACL 0 2 D :

* IGMP Snooping ACE ID: ACED
» System Management Rules: T
1P Address ® Any source IP address

'Specify the IP address range:

Figure 5-22: To modify the ACL rule
Configuration instructions

The modified extended MAC and extended IP for the same operation.

5.4.1.4 Delete rule

To delete the rule, click "X" to delete the current list of ACE under a ACL rule:

Current User:admin 192.168.100.150 says:

B 5ystem Home \C L
e | ACL || Apply ACL | Are you sure you want to remove the ACL rule?
B Quick Configuration 7 s = A
Description: Access control lists (ACLs) ensure Prevent this page from creating additional dialogs. ly unwarranted attempts to reach network resources.
» Port Management Notice: The ACL rule priority will follow the ordé fonal delays.
» VLAN Management Wildcard: Awild card mask is a matching rule. 1 oK ‘ Cancel hs that the equivalent bit does not matter. For more detalls, see the manual
v Fault] Safety New ACL Rules )
+ Attack Prevention -
I Displaying ACL Configuration | Standard IP ACLO v
+ Path Detection —
No. Action Protocol Source IPMAC SourceWildcard  Source Port | Destination IP/MAC | Destination Wildcard ’:,’"‘""" Edit

Loop Detection

" ort
* Access Control 0 permit any any /E

* IGMP Snooping

» System Management

Figure 5-23: Delete rules
Remove all of the ACE rule table under a ACL, click "Delete":
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C ; —
mmuwmmm Are you sure you want to delete ACL List 07

i —_— Prevent this page from creating additional dialogs.
B system Home ‘ acL |[ apply Act
& Quick Configuration
Description: Access control lists (ACLs) ensure th oK Cancel unwarranted attempts to reach network resources.
» Port Management Notice: The ACL rule priority will follow the order 1al defays
» VLAN Managemenl Wildcard: A wild card mask is a matching rule. The rule for a wildcard mask is: 0 means that the equivalent bit must match, 1 means that the equivalent bit does not matter. For more details, see the manual
w Fault/ Safety New ACL Rules
* Aftack Prevention
I Displaying ACL Configuration [ | Standara 1P ACLO =
¢ Path Detection
Destination
e No. Action Protocol Source IP/MAC Source Wildcard | Source Port ~ Destination IP/MAC  Destination Wildcard p Edit
* Access Control 0 permit any any z X

+ IGMP Snooping

» System Management

Figure 5-24: Delete ACL rules

Configuration instructions

Delete - after the success of the kneeling in port configuration table deleted together.

5.4.2 APPLICATION ACL

5.4.2.1 View application ACL

The configuration information and click on the "Fault/Safety" "Access Control" "Apply ACL" can
view access control using ACL:
FEflevelone VTN W T ——

W ouick Configuration

Description: The table below shows the ACLs that are applied to the switch ports.
¥ Port Management Notice: ACLs cannot be applied to ports on the panel that are gray
» VLAN Management
» Fault/ Safety
+ Aftack Prevention

| ACL Rules Application

Please select the ACL list: Standard IP ACLD v
* Path Detection

+ Loop Detection Selecta port to configure:

1 3 5 7 9 1 13 15 17 19 20 23 25 27
i e
QQEEUBUUUUUUDD

6 6 10 12 14 16 18 20 22 24 26 28

* Access Control

+ IGMP Snooping

» System Management

§"1Optional port 8 Fixed port G Selected port [T] Aggregation port Selectall Select all oiners Cance

Save
I ACL
ACL Port Edit
Standard IP ACLO X

First Previous [1] Next Las1 I 1Page

Figure 5-25: View application ACL rules

5.4.2.2 Increased application ACL

Select the rules that need to be applied, then select the port of application, click "Save" to
complete the configuration:
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BT ™ W ———
~ Current User:admin | "’ o 8 B

,i_, System Home ACL Apply ACL

R Ouick Configuration
Description: The table below shows the ACLs that are applied to the switch ports.

¥ Port ManSGE Notice: ACLS cannot be applied to ports on the panel that are gray
» VLAN Management

I ACL Rules Application
¥ Fault/ Safety

* Attack Prevention

Please select the ACL list: Standard IP ACLO v

Selecta port to cenfigure:

* Path Detection

* Loop Detection

*+ Access Control 1 3 5 7 9 1 13 15 17 19 21 23 325 27
* IGMP Snooping Edﬂlﬁﬂﬂﬂﬁﬂﬂﬂmm
[N NCR A N AN RN IO A A A
» System Management 2 4 6 & 10 12 14 16 18 20 22 24 26 25
§ i Optional port G Fixed port gl Salected port T Agaregation port  Selectall Select all others Cancel
Save
I ACL
ACL Port Edit
Standard IP ACLO b4
[

Figure 5-26: Add applications ACL

5.4.2.3 Delete application ACL

Click to delete the application rule on the right side, cancel the application of the rules in the port:

T

{ Current User:admin
8 system Home | acL || AppyacL | [ok—] cancle

B Quick Configuration

Description: The table below shows the ACLs thal 57& 3PpIEd 10 The SWITEH Borts:
¥ Port Management Notice: ACLS cannot be appiied o ports on the panel that are gray.
» VLAN Management
» Fault/ Safety
+ Aftack Prevention

I ACL Rules Application

Please select the ACL list: Standard IP ACLO v
* Path Detection

+ Loop Detection Selecta port to configure:

5§ 7 9 1 13 15 17 19 21 23 25 27

oie] 1 Jelelalalslalalalale
eisisisisisinisisinisgsimlm

6 8 10 12 14 16 18 20 22 24 26 28

*+ Access Control

* IGMP Snooping

» System Management

{3 Optional port g Fixed port §i Selected port §17 Aggregation port Select all Select all others Cance

Save

| Ac

ACL Port Edit
Standard IP ACLO 57 x

First Previous (1] Next Last1 1 1Page

Figure 5-27: Delete application ACL

5.5 IGMP SNOOPING

5.5.1 VIEW IGMP SNOOPING CONFIGURATION

Click the "Fault/Safety" "IGMP Snooping" to check the current switch configured multicast
monitoring information:
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PETICVSIGRE ... W —

B 5ystem Home IGMP Snooping
W Quick Configuration
Description: Intenet Group Management Protocol (IGMP) $nooping is a feature that allows a switch to forward multicast traffc inteligently on the switch
» Port Management Notice: 1. The default multicast monitor is not a static routing port, f required, a static routing port can be set

» VLAN Management 2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging.

w Fault/ Safety
* Aftack Prevention @CEED ) Enadle or disable the multicast listener, when enabled, the static routing port can be set
* Path Detection
I IGMP Version Selection
¢ Loop Detection

* Access Control IGMP Version | IGMP_V3 v

+ IGMP Snooping
Save

» System Management
I Multicast Routing Port Settings

Select a port to configure:

5 7 9 1 13 15 17 19 21 23 25 27
§:a2 52 0op ) 529 5y St £ 50 5 =] [
6 8 10 12 14 16 1 20 22 24 % 28

{3 Optional port §R Fixed port JP Selected port T3 Aggregation port

De

Ml

IS

VLAN | vian 1 v

Add Routing Port

Port Status Edit

First Previous [1] Next Lasti 11Page
I Multicast Member Port
Figure 5-28: View Snooping IGMP configuration information
5.5.2 ACTIVE MULTICAST LISTENER FUNCTION

Click the "Fault/Safety" "IGMP Snooping", click "Off" button to activate the multicast monitoring

function:

Current User:admin

8 system Home IGMP Snooping
W Cuick Configuration
Description: Intemet Group Management Protocol (IGMP) snooping is a feature that allows a switch to forward multicast traffic intelligentiy on the switch.
» Port Management Notice: 1. The default multicast monitor is not a static routing port, if required, a static routing port can be set

» VLAN Management 2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging.

~ Fault/ Safety
* Afack Prevention

@@ Erble or disable the multicast listener, when enabled, the static routing port can be set

* Path Detection
* Loop Detection
* Access Control

+ IGMP Snooping

» System Management

Figure 5-29: Open multicast listener configuration

The default multicast listener (IGMP Snooping) did not open;

The default on multicast listener (IGMP Snooping), all VLAN are open;

The default version of V2 - IGMP.

5.5.3 DISABLE MULTICAST LISTENER FUNCTION

Click the "Fault/Safety" "IGMP Snooping", click "ON" button to disable multicast monitoring

function:
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T g o R
mm Current User:admin “ il

B8 5ysiem Home IGMP Snooping

W Quick Configuration
Description: Intemet Group Management Protocol (IGMP) sncoping is a feature that allows a switch to forward multicast traffic intelligently on the switch

¥ Port Management Notice: 1. The default muiticast monitor is not a static routing port, if required, a static routing port can be set
» VLAN Management 2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging

~ Fault/ Safety

* Aftack Prevention Enable o gizable the multicast listensr, when enabled, Me SIalic routing Dort can be set.

¢ Path Detection
I IGMP Version Selection

* Loop Detection

* Access Control IGMP Version | IGMP_V3 v

* IGMP Snooping
Save
» System Management
I Multicast Routing Port Settings

Select a port to configure:

113 15 17 19 21 23 25 27

lelalalelelalalelalalalal
Sistsiststsistststetstei=l=

2 12 14 16 18 20 22 24 26 28

{7} Optional port 5 Fixed port §if Selected port {7} Aggregation port

VLAN  vlan 1 v

‘Add Routing Port
VLAN Port Status Edit

First Previous [1] Next Lasti i 1Page

Figure 5-30: Closed multicast listener function operation

5.5.4 CONFIGURATION MULTICAST ROUTING

Select VLAN, click "Router Port Add" button, to configure the multicast routing in the port panel:

Sl R " e
3 Current User:admin . w .

& system Home IGMP Snooping

B Quick Configuration
Description: Internet Group Management Protocol (IGMP) snooping is a feature that allows a switch to forward mulficast traffic intelligently on the switch.

* PortManagement Notice: 1. The default mullicast monitor is net a static routing port, if required, a static routing pert can be set.
» VLAN Management 2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging

* Fault/ Safety
+ Attack Prevention @ ) Enabls or disable the multicast listener, when enabled. the stafic routing port can bs set

* Path Detection
I IGMP Version Selection

+ Loop Detection

* Access Control IGMP Version | IGMP_V3 v

* IGMP Snooping

» System M
I Multicast Routing Port Seftings

Select a port to configure:

9 11 13 15 17 19 21 23 25 27

Sl s e e e e e
Sistetsistetststetals

10 12 14 16 18 20 22 24 26 28

{2 Optional port [P Fixed port G Selected port {17 Aggregation port

Add Routing Port |

VLAN Port. Status Edit

Figure 5-31: Configuration of multicast routing

Multicast routing configuration steps are as follows:
Stepl:In the port panel to select multicast listener routing port;

step2:Select vlan;

Step3:Click on the "Add Router Port" button to complete the configuration.
5.5.5 IGMP VERSION
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Click the "Fault/Safety" "IGMP Snooping", set the IGMP version of the page:

PEVICVEIGRE ... -

IGMP Snooping

B system Home

B, Quick Configuration
Description: Infernet Group Management Protocol (IGMP) snooping is a feature that allows a switch to forward multicast traffic intelligently on the switch,

* Port Management Notice: 1. The default multicast monitor is not a static routing port, if required, a static routing port can be set

» VLAN Management
r Fault/ Safety
+ Aftack Prevention @EL) ) Enable or disable the multicast listener, when enabled, the static routing port can be set.
* Path Detection

2. Dynamic routing ports can not be removed manually, only stafic routing ports can be removed manually. Dynamic roufing ports will be removed through aging

I IGMP Version Selection
* Loop Detection

* Access Control |IGMP Version | IGMP_V3 v |

* IGMP Snooping
Save
» System Management

I Multicast Routing Port Settings

Select a port to configure:

3 5 7 9 11 13 16 17 19 21 23 25 27
I A S |
;??UUUUUUUUDD

10 12 14 16 18 20 22 24 26 28

17} Cptional port {7 Fixed port P Selected port §77 Aggregation port

VLAN | vian 1 v

Figure 5-32: Configuration IGMP version

IGMP version configuration steps are as follows:
Step1:Select the required version number;

step2:Click the "Save" button to complete the configuration.

6 SYSTEM MANAGEMENT

6.1 SYSTEM SETTINGS

6.1.1 MANAGEMENT VLAN

6.1.1.1 configuration Basic System Settings

Click on the navigation bar "System Management" "System Settings" " Management VLAN" to
view the management address of the current switch configuration information:

FEllevelone o " T W T

88 system Home I Management VLAN | ‘ System Restart || Change Password System Log ‘ Log Export ARP Table | MAC Management
B Quick Configuration

Description: Management VLAN parameters: IP, MAC, gateway and the user's contact details. *** denotes required field.
» Port

» VLAN Management I Basic System Settings I
» Fault/ Safety Management VLAN: | vian 1 v MAC: 00E0. 4C00. 0000
¥ System Management DHCP: | Static Aliocation v |* Device Name: Switch
Management IP: [182. 168. 100. 150 Device Location:
+ System Upgrade Subnet Mask: 255.255.255.0 Contact Name:
* System Information Default Gateway: 0.0.0.0 ¢ Contact Information:

* Configuration Management Login Timeout(s): (1800

. MP
SHX Save
+ System Diagnostics
I System time synchronization
* WESB Console
Notice: The switch time can be synchronized with the internet time by setting the time synchronization server IP address to the SNTP server from your selected time zone
Tip: The system will select a default time syncronization server if no IP address is entered

The Current System Time: 2000-01-01 00:08:32 SNTP Server IP Address:

Time Zone (T): | (UTC-12:00)international Dat v

Synchronize

Figure 6-1: basic system settings
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To configure the switch Basic System Settings as follows:
Management VLAN: switch management VLAN ID, the defaultis 1
1. Inthe DHCP text box ,choose static allocation

2. Inthe Management IP text box ,enter the IP address, such as 192.168.100.52

w

In the Subnet Mask text box, enter the subnet mask, such as 255.255.255.0

s

In the Gateway Address text box to enter the gateway address, such as 192.168.100.1
In the Device Name text box ,enter the Device Name ,such as dx

6. Inthe Device Location text box ,enter the Device Location ,such as china

7. Inthe Contact Name text box ,enter the Contact Name ,such as john

8. Inthe Contact Information text box ,enter Contact Information ,such as 12345678900

9. Click on "Save Settings" button to complete the configuration

6.1.1.2 SYSTEM TIME SYNCHRONIZATION

s il lone LLA Lol T
m:levelo Current User:admin o o
s 2l Management VLAN System Restart || Change Password || SystemLog Log Export ARP Table || MAC Management
B CQuick Configuration

Management VLAN parameters: IP. MAC, gateway and the user's contact details. *** denotes required field
» Port Management
B Syste Setti
» VLAN Management I SeC RO
» Fault/ Safety Management VLAN: vian 1 v |* MAC: 00ED. 4000. 0000

v System Management DHCP: | Static Alocation v Device Name: Switch
* System Settings

Management IP: 192. 168.100. 150 Device Location:
Subnet Mask: 255.255.255.0 Contact Name:
Default Gateway: 0.0.0.0 Contact Information:

Login Timeout(s): [1800

Save

l System time synchronization

The switch time can be synchroni

the internet time by setting the time synchronization server IP address to the SNTP server from your selected time zone.

p: The system will select a de

The Current System Time: 20 09:58 SNTP Server IP Address:

Time Zone (T): | (UTC-12:00)intemational Dat v

Synchronize

Figure 6-2: System time synchronization

To configuration system time,in the NTP Server IP Address text box,enter NTP Server IP Address
such as 202.118.1.81(local NTP servers or internet NTP servers),in the Time Zone (T) text box,you
can choose any time zone you want,such as UTC+08:00.

6.1.2 SYSTEM RESTART

Click on the navigation bar "System Management" "System Settings" "System Restart" to reboot
the switch:
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[ C | [§ 192.168.1.1/switch.htm

A

_ A

s [F AR © NSRRI (] @t e @ cRE x FEE RS (& GAISAETHEE (6] NP - EEses
— 192.168.1.1 says: 5?&" = -
| e Ve I é! I g Current User:admin Restart the device now? F (!)

= Prevent this page from creating additional dialogues.

= System Home | Management VLAN ‘ ‘ System Resg ort ‘ ‘ ARP Table | | MAC Management |

B ouick Configuration

Description: To restart the switch, click on the 'reg oK Cancel 8ss is complated. The browser will automatically refresh when the restart s

» Port Management completed

» VLANM,
» Fault/ Safety

Restart the device immediately
w System Management

+ System Settings

* System Upgrade

* System Information

* Configuration Management

* SNMP

+ System Diagnostics

* WEB Console

Figure 6-3: System Restart

Restart the device, follow these steps: stepl:Click on "Restart the device immediately"
button,step2:Click OK in the box that pops up "OK" button,step3:Prompted to save the current
configuration, depending on your need to select "OK" or "Cancel",step4:After the restart the
progress bar moves to 100%, reboot the device.

6.1.3 CHANGE PASSWORD

Click on the navigation bar "System Management" "System Settings" "change password" to

modify the super user password:

Management VLAN Log Export ARP Table MAC Management

System Restart Change Password System Log

Notice: After setting a new password, you must logout and login agal x

192.168.100.150 says:

Conigiens I Modify the super user password

» Port Management
» VLAN Management

» Fault/ Safety Ol Pasawoid: [

Settings saved!

~ System Management New Password:[+++++

- Prevent this page from creating additional dialogs.
System Settings Confirm New Password: +++++ < o =

o System Upgrad

e Garel
* System Information

. C

ation Management

* SNMP

Figure 6-4: change password
Change password follow these steps:
stepl:Enter the old password: password;
step2:Enter the new password: admin;
step3:Confirm new password: admin;
step4:Click the "save" button;

step5:Pop-up dialog box, click "OK" button.
6.1.4 SYSTEM LOG
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Click on the navigation bar "System Management" "System Settings" "System Log" to enter the
log management interface, you can query the system log, clear the log:

Current User:admin

B system Home [ Management VLAN ” System Restart l { Change Password l { System Log H Log Export ” ARP Table ” MAC Management

B Quick Configuration
Description: The system log displays system operating information.

Port Management
VLAN Management

»
»
» Fault/ Safety
]
k oo

I System Log

System M.
* System Settings Log messages in buffer
5.Jan 01 2000 00:0051,%SYSTEM-5-INFO: Lagging is enabled
* System Upgrade 5-Jan 01 2000 00:00:51:%SYSTEM-5-RESTART: System restarted - Warm Start
5.Jan 01 2000 00:00:51;%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernetD/23, changed state to up
* SyennrEg 5.Jan 01 2000 00:00:55; %LINEPROTO-5-UPDOWN: Line protocel on GigabitEthernet0/19, changed state to up

5.Jan 01 2000 00'5317.%SYSTEM-5-LOGIN: New console connection for user admin, source async ACCEPTED
Configuration Management | | |=:jan 04 2000 00:58:27-%LINEPROTO-5-UPDOWN: Line protocal on GigabitEthernet/23, changed state to down
5,Jan 01 2000 01:00:52;%LINEPROTO-5-UPDOWN: Line protocol on GigabitEthernetd/23, changed state to up

. SN 5.an 01 2000 01:39:57, %LINEPROTO-6-UPDOWN: Line protacel on GigabitEthemetd/19, changed state to down
: 5:4an 01 2000 01°40:06:%LINEPROTO-6-UPDOWN: Line protocal on GigabitEthemet0/18, changed state to up

* System Diagnostics 5-Jan 01 2000 01:40:33:%SYSTEM-5-LOGIN: New console connection for user admin, source async REJECTED

5,Jan 012000 01:40:38,%SYSTEM-5-LOGIN: New console connection for user admin, source async ACCEPTED

* WEB Console 5-Jan 01 2000 01:41:28-%LINEPROTO-5-UPDOWN: Line protacal on GigabitEthemetd/23, changed state to down

Figure 6-5: system log

Log management system WEB page to view the contents of the command line is consistent with
the results of the command show logging;Click "Clear" button to clear the current log information
switch.

6.1.5 LOG EXPORT

Click on the navigation bar "System Management" "System Settings" "Log Export" to export log
information into the interface, you can export the log information through tftp server.

Current User:admin

» System Home { Management VLAN H System Restart H Change Password ” System Log ” Log Export H ARP Table H MAC Management

B qQuick Configuration
Description: This is a log upload to an external TFTP server.

v

Port Management

VLAN Management I Log Export

-

-

Fault/ Safsty TP Server(Pk[ ]
= System Management FileName: [ ]
* System Settings

* System Upgrade

System Information

Configuration Management

* SNMP

System Diagnostics

WEB Consale

Figure 6-6: Log Export

6.1.6 ARP TABLE
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Click on the navigation bar "System Management" "System Settings" "ARP Table" to enter the
ARP entry interface, you can view the ARP information:

8 system Home ‘ Management VLAN | | System Restart | | Change Password | | System Log ‘ ‘ Log Export | | ARP Table | | MAC Management |
B Quick Configuration

Description: The table below contains the ARP entries. To clear the table, click the 'Clear ARF Table Entries’ icon
» Port Management

» VLAN Management I ARP Table
P Fault | Safety P MAC
« System Management 192.168.1.51 40:16:7E:B1:EBBD
+ System Settings
@ Clear ARP Table Entries First Previous [1] Next Last1 I1Page

* System Upgrade

* System Information

* Configuration Management
* SNMP

* System Diagnostics

* WEB Console

Figure 6-7: ARP message

Click "Clear ARP table entries" button to clear the display ARP information.

6.1.7 MAC MANAGEMENT

6.1.7.1 MAC address lookup

Click the "System Management" "System Settings" "MAC Management" can switch MAC address
information query:

PRTIeVEIERE ... Y —

8 system Home Management VLAN ‘ ‘ System Restart Change Password | ‘ system Log Log Export ‘ ‘ ARP Table | ‘ MAC Management
W Quick Configuration

I Protection Settings
» Port Management
» VLAN Management

Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the static MAC address table.

» Fault/ Safety MAC list; All v Configure MAC Binding
w System Management
User MAC Port Port Type VLAN Edit
* System Settings
« System Upgrade 0001.7A55.ETDE 1 Dynamic 1 oo
* System Information 1060.4B6E E76F 1 Dynamic 1 GO
* Configuration Management 1C1C.0243.AA36 1 Dynamic 1 [a¥s)
* SNMP
4016.7EB1 EB6D 1 Dynamic 1 (¥a)
+ System Diagnostics
4 30,6025 1 ynamic
"« WEBCOE 7427 EA30.6925 Dynami 1 fa¥s)
7427 EA36.DD&T 1 Dynamic 1 (= =]
80C1.6EDF.AFTA 1 Dynamic 1 oo
BCEE.7B9A D4FE 1 Dynamic 1 oo
BCEE.7B9A.D552 1 Dynamic 1 GO
& Dynamic MAC to Static MAC @ Delete Static MAC First Previous [1] Next Lastt 1 1Page

Figure 6-8: MAC address lookup display

In the MAC address list which shows the current switch port to learn MAC addresses:
1.User MAC: MAC address of the switch that currently exists is displayed;

2.Port: Displays the source port number of the MAC address;

3.Port Type: There are two types of dynamic and static;

4.VLAN: VLAN ID display value.
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You can query the MAC address type:according to the type of query MAC address, Type in the MAC
address MAC check list next to the drop-down box Select: All / static / dynamic.

6.1.7.2 Add a static MAC address type

1.Use manual binding MAC address
Click the "Configure MAC Binding" After, you can configure a static MAC address type in the MAC
address configuration area:

MPTTSVSISRE ... T —

B system Home

Management VLAN ‘ System Restart Change Password || System Log LogExport || ARPTable | MAC Management

uick Configuration

» Port Management
» VLAN Management onfigure MAC Binding
» Fault/ Safety v
User MAC: format 0000.0000.0000)
r System Management
VLAN ID(1-4094) :
* System Settings
Configure MAC type: | Static v

* System Upgrade
Select a port bind to the MAC:

* System Information
* Configuration Management

* SNMP

* System Diagnostics

* WEB Console

Figure 6-9: MAC addresses statically bound static configuration
Statically typed MAC address configuration steps are as follows:

step1:Click the "Configure MAC Binding" button;

step2:In the "User MAC" text box to enter the MAC address, such as 0001.7A4F.74D2;
step3:In the "VLAN ID" text box to enter the VLAN ID, such as 1;

step4:Select ports in the port panel;

step5:Click on "save"to complete the configuration.
2.Use“ “*%9 7 gutton binding static MAC address

In the MAC address list, select the MAC address to be bound, click on the left “ GO - Button, to
achieve binding:

evelor CIRTeit User:admin Sure you want to bind as static MAC? ' ’ 1)
Home

Prevent this page from creating additional dialogs.

2 Management VLAN System Res ort ‘ ARP Table MAC Management
Quick Configurati
g e I — ==
» Port Management
Static MAC: To enhance the safety of important d{ Itic MAC address table

» VLAN Management
» Fault/ Safety MAC list: All v Configure MAC Binding

~ System Management
User MAC Port Port Type VLAN
+ System Settings

Edit
o SyswmUpgrade v 0001.7A55 E7DE Ag2 Dynamic 1
. 20 4080 3 00

co

oo

stem Information Ag2 Dynamic

uration Management

Ag2 Dynamic
* SNMP
000C 4328 80FB Ag2 Dynamic

+_Svstem Diagnostic:

Figure 6-10: MAC address of the static binding configuration
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3. Using the "Dynamic MAC to Static MAC" link Bulk Bind static MAC

In the MAC address list by checking the front of the column you want to bind, "V" check box, click
on the "Dynamic MAC to Static MAC" button to complete the configuration:

Milevelone .. s e R 5

& system Home ‘ Management VLAN | System Res m t ARP Table MAC Management ‘
M Quick Configuration

I Protection Settings

Port Management

Static MAC: To enhance the safety of important data. add the MAC addresses of the server and other important equipment to the static MAC address table.
VLAN Management
Fault / Safety MAC list: All v Configure MAC Binding
System Management
User MAC Port Port Type VLAN Edit

*+ System Settings

+ System Upgrade v Dynamic 1
* System Information v Dynamic 1 =¥
* Configuration Management
igurati lanageme @ Dynamic 1 (= =)
* SNMP
Dynamic 1 fe¥s)
* System Diagnostics
- ynamic 1 oo
+ WEB Console Dyrsam:
Dynamic 1 oo
Dynamic 1 co
Dynamic 1 (= 2>)
Dynamic 1 fe¥>)

& Dynamic MAC to Static MAG¢ @ Delete Static MAC First Previous [1) Next Lasti / 1Page

Figure 6-11: Batch-MAC binding configuration

6.1.7.3 Remove the static MAC address type

1. Single MAC records are deleted

Select the need to delete the MAC address, click the "X" button to delete a static MAC address
type:

ool TR —
L RilE ] “11
AR
Current User:admin Are you sure you want to delete the selected static MAC? 0

Prevent this page from creating additional dialogs.

Management VLAN System Res prt ‘ ARP Table MAC Management
& Cuick Configuration I Protection Settings ‘ oK ‘ Cancel
» Port Management |
Static MAC: To enhance the safety of important d Jtic MAC address table.
» VLAN Management
¥ Fault/ Safety MAC list:{ Al v Configure MAC Binding

~ System Management

User MAC Port Port Type VLAN
* System Settings

5E

7D

m
&
R
©
1

+ System Upgrade 0001.7A5

« System Information 0001.7AD2.4D90 Ag2 Static

Edit
1 x
1 X
* Configurati M: igeme! =2 = =3
onfgimion M ORE Y v 000C.297C A029 Ag2 Static 1 | % |
o swue

Figure 6-12: MAC address deletion

Remove MAC address configuration steps are as follows:
Stepl:To delete the selected MAC address;
step2:Click” ¥ ” button to delete the configuration

2. Batch delete a static MAC address

In the MAC address list by checking the front of the column you want to bind, "V" check box, click

"Delete Static MAC" button:
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Current User:admin Are you sure you want to delete the selected static MAC?
T Prevent this page from creating additional dialogs. =
W SyshamHome ‘ Management VLAN System Reg ort ARP Table MAC Management
» Port Management
Static MAC: To enhance the safety of important d{ tic MAC address table
» VLAN Management
» Fault/ Safety MAC fist: All v Configure MAC Binding
w System Management
User MAC Port Port Type VLAN Edit
+ System Settings
« System Upgrade 0001.7A55 E7DE Ag2 Static b 4
* System Information 0001.7AD2 4D90 Ag2 Static b 4
* Configuration Management 000G 257C AD20 o2 g x
* SNMP
28 80FB Ag2 Dynamic [¥>)
* System Diagnostics
* WEE Console . roanc oo
Ag2 Dynamic («¥>)
ag2 Dynamic oo
10 Static 200 X
1060.4B6E ET6F Ag2 Dynamic (Y]
1CAF.F7BE.7708 Ag2 Dynamic 1 oo
&) Dynamic MAC to Static MAQ @ Delete Static MAC First Previous [1]{2] [3][4][5] Next Last1 /5Page

Figure 6-13: MAC address batch deletion deletion

6.2 SYSTEM UPGRADE

Click the "System Management" "System Upgrade" to upgrade the software on the switch:

L

" - Current User:admin

B system Home System Upgrade
B Quick Configuration
Notice: 1. Please confirm the name and version of the upgrade file is appropriate for your switch mode!

» Port Management 2.Dao not refresh the page or close the upgrade process until it has completed or the upgrade will fail.

» VLAN Management 3. During the upgrade process the page may be temporarily unavailable, do not remove power or reboot the device until the upgrade process completes.
» Fault/ Safety
w System Management File Name: | Choosefile |Fo fils chosen Upgrade

* System Settings

* System Upgrade

Figure 6-14: Switch System Upgrade

Switch system upgrade steps are as follows:

Step1:Click "Choose File" button to select the switch upgrade file;step2:Click the "Upgrade" button
switch to start the upgrade new software;step3:When the upgrade progress bar is at 100%, the
switch will automatically reboot, completion of the upgrade is completed.

6.3 SYSTEM INFORMATION

6.3.1 MEMORY INFORMATION

Click on the "System Management" "System Information" "of" the Memory Information into the
Memory Information interface, can view the System Memory Information:
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8 system Home | Memory Information | | CPU Information
-

Quick Configuration
Description: Display system memory information.
» Port Management

» VLAN Management I System Memory Information

» Fault/ Safety Clear Refresh
System M t
¥ System Managemen total (KB) used (K2) free(KB) shared(KB) buffer(KB)  cache(XB)

* System Settings = |||-——————

Mem 127324

—/+ buifers/cache:
Swap: a

= System Upgrade

= System Information

* Configuration Management
* SNMP

* System Diagnostics

* WEB Console

Figure 6-15: System memory information

See the WEB page of memory information content consistent with the results show the memory
command command line;Click on the "Clear" button to Clear the current switches in the memory
information;Click on the "Refresh" button to Refresh the current switches in the memory
information.

6.3.2 CPU INFORMATION

Click on the "System Management" "System Information” "CPU Information" to enter the CPU
Information interface, can view the System task Information:

& system Home | Memory Information | | CPU Information |
B Cuick Configuration
Description: Display system CPU information.
Port Management

VLAN Management I SRUICIUETEY

Yy v v

Fault | Safety

Clear Refresh

+ System Management
= System Settings

K cached

* System Upgrade W=waiting)

* System Information
* Configuration Management
* SNMP

* System Diagnostics

* WEB Console

B3B3 ORI R ORI L L DA
[N

N T

u
woA

SW<

Figure 6-16: CPU information
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WEB pages to the content of the system task view consistent with the results show the CPU
commands command line;click on the "Clear" button to remove the current switches in the
system;Click on the "Refresh" button to Refresh the current switches in the system task.

6.4 CONFIGURATION MANAGEMENT

6.4.1 CONFIGURATION MANAGEMENT
1. To see the current configuration

Click on "System Management" "Configuration Management" "Configuration Management", and
click the button "View of the current Configuration", View the current Configuration information:

PV EionE T W

2 system Home ‘ Configuration Management ‘ | Restore the Factory Settings ‘
BR uick Configuration

» Port Management

* VLAN Management Eurrent Configuration |

» Fault/ Safety I 1 System Version: v17887
1 System Name: Switch

» System Management I System Up Time: O days, O hours, 16 mins, 36 secs
1
System Settings ¢lass-group Connect switch or router port
class-group Connect switch or router port dhcp-snooping trust
class-group Connect switch or router port storm-control 200000
no class-group Coennect switch or router port address-limit
class-group Connect to the server port
no class-group Connect to the server port dhep-snooping trust
SR class-group Connect to the server port storm-confrel 200000
= class-group Connect to the server port address-limit 64
class-group Important PC port connection
ne class-group Important PC port connection dhcp-snoeping trust
itlass-group Important PC port connection storm-control 900000
class-group Important PC port connection address-limit 64
class-group The connection of PC port
no class-group The connection of PC port dhcp-snooping trust
class-group The connection of PC port storm-control 300000
class-group The connection of PC pert address-limit §4
class-group Unclassified port
no class-group Unclassified port dhep-snooping trust
no class-group Unclassified port storm-centrol
no class-group Unclassified port address-limit
! |

System Upgrade
* System Information
* Configuration Managemen
* SNMP
* System Diagnostics

* WEB Consale

Figure 6-17: View the current configuration

2. Save the current configuration

Click on the "System Management" "Configuration Management" "Configuration Management",
click "Save" button, the running - the content of the config files saved to the startup --config file:

m ; gm e ' o FV’ l m
 Emw evel o & Current User:admin Success »

Prevent this page from creating additional dialogs.

B system Home Configuration Management ‘ ‘ Re|
B8 Quick Configuration
Description: View, save or export the current runn | OK
» Port Management
» VLAN Management

I Configuration Management

» Fault/ Safety View The Current Configuration ‘ Save |

w System Management
® Import Configuration Export Configuration
* System Settings
otice: 1 ot i
. sysiiUpgnde Not Do not close the page or refresh the page during the import process or the import will fail
2. After importing a configuration, the switch must be restarted in order for settings to take effect
* System Information

* Configuration Managemen
File Name: |.Choose File | Ko file chosen Import Configuration

* SNMP

Figure 6-18: To save the current configuration
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3. The configuration

Click on the "System Management" "Configuration Management" "Configuration Management",
select "Import Configuration", click "Choose File" button to find Configuration File to Import, click
the "Import Configuration" button, complete the Configuration Import:

Configuration Management Restore the Factory Settings

L e
Description: View, save or export the current running configuration. Import a previously sa on
» Port Management
» VLAN Management I Configuration Management
» Fault/ Safety View The Current Configuration Save
v System

+ Configuration Managemen - »
File Name} | ChooseFile |Fo file chosen Import Configuration
. SNMP

System Diagnostics

Figure 6-19: Imported configuration

Import the configuration steps are as follows:

Stepl:Select the "Import Configuration";step2:Click "Choose File" button to find you want to

import the configuration File;step3:Click on "Import Configuration" button;step4:Confirm the
restart.

4. Export configuration

Click on the "System Management" "Configuration Management" "Configuration
Management", select "Export Configuration", Export Configuration.

3
£ Configuration Management Restore the Factory Settings
L
1: View, save or export the current running configuration. Import a previously saved configuration
» Port Management
» VLAN Management I Configuration Management
» Fault/ Safety View The Current Configuration | | Save
~ System Management
Import Configuratio:

| Export Configuration

Figure 6-20: Export configuration
6.4.2 RESTORE FACTORY SETTINGS

Click on the "System Management" "Configuration Management" "Restore the Factory Settings"
to switch to Restore the Factory Configuration actions:
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: evelM e R eyt yont e s shore e aony oo acmntioc ' ;

R Prevent this page from creating additional dialogs.
m Home Configuration Management Re

| Quick Configuration
Desc ion: Click ‘Restore’ to reset the switch to | Cancel
» Port
» VLAN Management l Restore I

» Fault/ Safety

w System Management

* Configuration Managemen

* SNMP

Figure 6-21: Restore factory Settings

Factory default operation steps are as follows:

Step1:Click the "Restore the Factory Settings" button,step2:In the pop-up confirmation box, click
the "OK" button,step3:After the completion of the reset switch, wait for equipment to restart,
switch back to factory default configuration.

6.5 SNMP

6.5.1 CHECK THE SNMP

Click on the "System Management" "SNMP", you can view the SNMP configured information:

B system Home SNMP
B® Quick Configuration
Description: SNMP is used for remate monitoring and switch control. This feature can be enabled by toggling the 'SNMP Service' switch.

» Port Management Notice: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure.

» VLAN Management

SNMP service: D
» Fault/ Safety _
SNMP TRAP S, - D
« System Management ervice: _liap)
+ System Sefings Community Settings: Community Name [(mazimum number of community name is 8)  Permissions ® RO RW OK | Cancel
* System Upgrade SNMP Trap Host: HostIP Trap Community Name SNMP Version |1 ¥ OK Cancel

* System Information
I Community Name List
* Configuration Management

Community Name Permissions Remove
- SNMP
+ System Diagnostics private w x
+ WEB Console public © $%
First Previous [1] Next Lastt /1Page

Figure 6-22: View the SNMP configuration information

By default SNMP is not open;

SNMP monitoring software and switches the SNMP version is consistent, if inconsistencies can
lead to communication failure.

6.5.2 ACTIVATE THE SNMP

Click ON the "System Management" "SNMP", choose the SNMP service, click ON the "OFF" to
"ON", click ok:
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1O I ER = r
m Current User:admin Settings saved!

Prevent this page from creating additional dialogs.

& system Home SNMP
W Quick Configuration
Description: SNMP is used for remote monitoring. ‘ oK vitch.
Port Management

» Notice: The SNMP monitor software must match
» VLAN -
»

-

SNMP S¢ 5
Fault/ Safety ervice: (ST

SNMP TRAP Service: | (helsan
System Management )
+ System Settings Community Settings: Community Name (maximum number of community name is 8 Permissions ® RO RW OK Cancel
* System Upgrade SNMP Trap Host: HostIP | Trap Community Name SNMP Version[1_ v OK | Cancel

+ System Information - -
I Community Name List
* Configuration Management

Community Name Permissions Remove
* SNMP
* System Diagnostics pva g x
* WEB Console public 10 x
First Previous [1] Next Lasti /1Page

Figure 6-23: Activation SNMP function
Activation function SNMP configuration steps are as follows:

Stepl:Choose open SNMP options;

step2:Click "OK" button to complete the configuration.

6.5.3 TO DISABLE THE SNMP

Click ON the "System Management" "SNMP", choose the SNMP service, click ON the "ON" to
"OFF", complete the configuration:

-
Clitrent User:admin Are you sure you want to disable the SNMP service ?
- P i E i it ialogs.
—pm—m— s revent this page from creating additional dialogs.
W Quick Configuration
Description: SNMP s used for remote monitoring Cancel fitch
» Port Management Notice: The SNMP monitor software must match t
» VLAN -
SNMP Service: {el]]
» Fault/ Safety e
SNMP TRAP Service: |
v System Management il OFF ]
+ System Seftings Community Settings: Community Name (maximum number of community name is 8| Permissions ® RO RW oK Cancel
+ System Upgrade SNMP Trap Host: HostIP Trap Community Name SNMP Version[1_v OK | | Cancel
+ System Information
| communty Name List
+ Configuration Management
Community Name Permissions Remove
+ SNMP
+ System Diagnostics private ™ X
+ WEB Console public 0 X

Figure 6-24: Disable the SNMP function

Disable the SNMP function configuration steps are as follows:
Step1:Choose close SNMP options;

step2:Click "OK" button to complete the configuration.

54



6.5.4 ACTIVATE THE TRAP

After open the SNMP, select the SNMP TRAP service, click ON the "OFF" to "ON", click ok:

PR IEVETONME  curentuseragmn Settings saved! r )
B cnining — Prevent this page from creating additional dialogs.
ck Configuration
n: SNMP is used for remote monitoring fitch
» Port Management o: The SNMP monitor software must match tt
» VLAN Management
SNMP service: (S
» Fault/ Safety —
SNMP TRAP Service: {
w System
Community Settings: Community Name maximum number of community name is 8 Permissions ® RO OK Cancel
SNMP Trap Host: HostIP Trap Community Na SNMP Version[1 v OK Cancel
I Community Name List
+ Configuration Management
Community Name Permissions Remove
private X
public o x

First Previous[1] Next Lasit

Figure 6-25: Activation function of the TRAP

Activate the TRAP function configuration steps are as follows:
Stepl:Select "ON" option;

step2:Click "OK" button to complete the configuration.

6.5.5 DISABLE THE TRAP

Choose the SNMP TRAP service, click ON the "ON" to "OFF", click "OK", complete the
configuration:

Sure you want to close the SNMP TRAP service?

F'—“'wo—

Prevent this page from creating additional dialogs.

== [

e veone ...
L] Home

SNMP
W Quick Cor

figuration

Description: SNMP is used for remote monitoring
» Port Management Not
» VLAN Management

» Fault/ Safety

The SNMP monitor software must match tt

SNMP service: (@ELID
ISNMP TRAP Service: (LI |

~ System
S Community Settings: Community Name (maximum number of community name is 8 Permissions ® RO RW oK Cancel
SNMP Trap Host: HostIP Trap Community Name SNMP Version 1 v OK Cancel
I Community Name List
on Management
Community Name Permissions Remove
private X
public o x

Figure 6-26: Disable TRAP function
Disable the TRAP function configuration steps are as follows:

Step1: Select "ON" to "OFF" option;

step2:Click "OK" button to complete the configuration.

6.5.6 INCREASE OF COMMUNITY

Click on the "System Management" "SNMP", in the community name text box input: public,

permissions choice: read and write, click the "OK" button, complete the configuration:
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TEilevelone

Current User:admin

B system Home SNMP

W Quick Configuration

»
»
»

4

Port Management
VLAN Management
Fault/ Safety

System Management

Description: SNMP is used for remote monitoring and switch control. This feature can be enabled by toggling the ‘SNMP Service' switch

Notice: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure

SNMP service: (LD
SNMP TRAP Service: (EID

Community Settings: [_Cmmum. Name [pub

« iSimriseie imum number of community name is 5 RW Cancel
* System Upgrade SNMP Trap Host: HostIP Trap Community Name SNMP Version| 1 v OK Cancel
Figure 6-27: Increase community
B8 5)stem Home SNMP
Quick Config ti
W o cuinaiatey Description: SNMP is used for remote monitoring and switch control. This feature can be enabled by toggling the 'SNMP Service' switch
» Port Management Notice: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure.
» VLAN M: =
> Fault/ Safety SNMP Service: (ST
SRR — SNMP TRAP Service: (S
« System Settings Community Settings: Community Name [pub] “Ymaximum number of community name is8)  Permissions ® RO RW OK | | Cancel
* System Upgrade SNMP Trap Host: Host IP Trap Community Name SNMP Version|1 v OK Cancel
* System Information
pem e I Community Name List
+ Configuration Management
Community Name Permissions Remove
* SNmMP
* System Diagnostics private e X
* WEB Console I pub 0 x
public 0 x
First Previous [1] Next Last1 / 1Page
Figure 6-28: Community results
Increase community configuration steps are as follows:
Stepl:In the community name dialog box input: the pub;
. n n P .
step2:Select "RO" permissions;
NalH n n . H
step3:Click on "OK" button, complete the configuration.
6.5.7 DELETE THE COMMUNITY NAME
H n nn Ll H H
Click on the "System Management" "SNMP", in the community list choose need to delete the
bject, click “ % "finish configuration:
object, clic inish configuration:
B 5ystem Home SNMP
Quick Confi n
® o s Description: SNMP is used for remote monitoring and switch control. This feature can be enabled by togaling the 'SNMP Service' switch.
» Port Management Notice: The SNMP monitor software must match the selected SNMP version, mismatched versions will cause communication failure.
» VLAN Management
SNMP Service: m
» Fault/ Safety
S ———— SNMP TRAP Service: (@D
« System Settings Community Settings: Community Name [pub “ymaximum number of community name is 8 Permissions ® RO RW OK | | Cancel
* System Upgrade SNMP Trap Host: Host IP Trap Community Name SNMP Version[1 v OK Cancel
* System Information I e
* Configuration Management
Community Name Permissions Remove
* SNMP
* System Diagnostics private w x
+ WeB Console 2 =]
public 0 x
First Previous [1] Next Last1 1Page

Figure 6-29: Delete community

6.5.8 ADDED THE SNMP TRAP SERVICE HOST
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Click on the "System Management" "SNMP", in the host IP text box input: 192.168.100.83, TRAP
community name: public, SNMP version choice: V2C, click the "OK" button, complete the

configuration:

88 system Home SNMP

» Port Management

» VLAN Management ——
SNMP Service: (LD

SNMP TRAP Service: (Sl

» Fault/ Safety

v Syster

Community Settings m number of community name s 8)  Permissions ® RO rw [[OK | | Cancel

| SNMP Trap Host: HostIP 192. 168, 100,83 Trap Community Name jpub OK Cancel I

Figure 6-30: Increases the SNMP TRAP service host

I SNMP Trap service host list
Trap Community Name P Version Remove
pub 192.168.100.83 SNMP Ver v2c x

First Previous [1] Next Last1 I1Page

Figure 6-31: SNMP TRAP service host
Increase the SNMP TRAP service host configuration steps are as follows:

Stepl:In the host IP dialog box input: 192.168.100.83;
step2:In TRAP community name dialog input: public;
step3:Select the SNMP version: V2C;

step4:Click on "OK" button, complete the configuration.

When an SNMP closed, hide the SNMP TRAP service host list.

6.5.9 DELETE THE SNMP TRAP SERVICE HOST
Click on the "System Management" "SNMP", in the SNMP TRAP service host list need to delete
the object, click E "finish" configuration:

I SNMP Trap service host list

Trap Community Name P Version Remove

Figure 6-32: Delete community

6.6 SYSTEM DIAGNOSTICS

Click on the "System Management" "System Diagnostics", can collect the equipment failure

information.
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System Diagnostics

| Quick Configuration
Description System diagnostics can be used to export current system status.

» Port
» VLAN Management | System Diagnostics |
» Fault/ Safety

~ System Management

* System Settings

Jpgrade

nformation

figuration Management
+ SNMP
+ System Diagnostics

* WEB Console

Figure 6-33: Key fault collection

6.7 THE WEB CONSOLE

Click on the "System Management" "WEB Console", can enter commands for operating

Tfilevelone ... - T,
8 system Home WEB Console
Description: Press Enter key or click the send button to send CLI command in the command input boxe
» Port Management
CLI Output:
» VLAN Management e

» Fault/ Safety
w System Management

* System Settings

* System Diagnostics

* WEB Console

Enter command:
Send || Clear Command | Clear

Figure 6-34: Web console

Input in the input box legal name, such as: the show version click on the Send button, Send the
Command, if the input error Command, click on the button to Clear the Command to remove the
current haven't Send orders, Clear the contents of the orders after click the Clear button.

58



B 5ystem Home
B uick Configuration

» Port Management
» VLAN

WEB Console

Description: Press Enter key or click the send button to send CLI command in the command input boxe

CLI Output:

» Fault/ Safety
~ System Management

* System Settings

* System Upgrade

System Information

Configuration Management

* SNMP

System Diagnostics

WEB Console

Switch#show version

Ips Operating System Software
(GES-2451-V3 system image file (linux.bin), version 18437, Compiled on Sep 20 2017 - 16:50:40
Copyright@2017 levelone Systems. Inc.

(GES-2451-V3 Veersion Information
Hardware Version
SN number
MAC Address  : DDED.4C00.ABAB
Loader Version  : 17582
Loader Date  : Aug 21 2017 - 16:38:31
Fimware Version : 13437
Fimware Date  : Sep 29 2017 - 16:50:4D
System Uptime is O hour 3 minutes 28 seconds.

Switchi#t

Enter command:

I | ‘ Clear Command

Figure 6-35: Web console operation
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