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About this guide

Audience

This user guide is intended for system integrators, and experienced users
with basic knowledge of configuring a server.

Contents

This guide contains the following parts:

Chapter 1: Getting Started

This chapter provides an overview of ASWM Enterpirse, and how to install or
uninstall it under Windows®.

Chapter 2: Deployment Management

This chapter describes how to deploy ASWM Enterprise agents and remove agents
manually or from the Active Directory.

Chapter 3: Main Server Functions

This chapter describes the Main Server Functions, including Monitor, Account
Management, Deployment Management, Remote Control, and Server
Configuration.

Chapter 4: Client Monitor Information

This chapter describes the client's system status and information.

Appendix: Reference
This appendix includes a glossary of terms used in this document.



Conventions

To make sure that you perform certain tasks properly, take note of the following
symbols used throughout this manual.

é\ WARNING: Information to prevent injury to yourself when trying to
" complete a task.

,//' \ CAUTION: Information to prevent damage to the components when trying
to complete a task.

R IMPORTANT: Instructions that you MUST follow to complete a task.

% NOTE: Tips and information to aid in completing a task.

Reference

Visit the ASUS websites worldwide that provide updated information for all ASUS
hardware and software products. Refer to the ASUS contact information for details.

Vii



This chapter provides an overview of
ASWM Enterprise, and how to install or
uninstall it under Windows®.
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1.1 Introduction to ASWM Enterprise

Welcome! Thank for buying our server products bundled with ASWM Enterprise
System Web-based Management software. The ASWM Enterprise is a proprietary
server management solution that gives a vital distinction to our servers.

In server management, system stability is a major factor, with efficiency, cost-
effectiveness, and convenience following close behind. To comply with this, we
have created a reliable and user-friendly ASWM Enterprise monitoring tool. The
ASWM Enterprise is a web-based interface that allows system administrators to
conveniently manage computers either locally (from the same server), or remotely
(using a web-browser).

With its colorful, graphical, and informative interface, the ASWM Enterprise makes
server management a delightful experience!

1.1.1 How ASWM Enterprise works

The ASWM Enterprise is composed of an “agent” that generally acts as a data
collector, and a set of HTTP web pages that serve as the user interface (Ul). The
data collected by the agent, which are essential for the continuous monitoring
operations performed by ASWM Enterprise, are displayed in the Ul.

In the monitoring process, the agent basically keeps track of the hardware and
software status of the system. The agent has “sensors” that monitor fan rotation
speeds (in RPM), working voltages, motherboard and CPU temperatures, and the
backplane (if present).

In addition, the agent also monitors hard disk drives health status through the
SMART (Self-Monitoring, Analysis, and Reporting Technology) feature, space
utilization of a file system, CPU or system memory loading, and even the traffic
status of a network device.

The agent records the history of the detected status of all monitored hardware
items. The status record includes the time of alert events (fan, voltage, or
temperature), and the type of alert event (critical, warning, or normal).

You can also configure ASWM Enterprise to react to exceptional situations. For
example, the administrator can be automatically notified by e-mail when a hard
drive starts to malfunction or when a chassis intrusion is detected. In this way,
ASWM Enterprise acts as an active guardian of the system’s key components.

Chapter 1: Getting started



1.1.2  Supported OS platforms

The ASWM Enterprise agent supports the following operating systems, You can
choose the appropriate package depending on the primary OS installation of your
server.

Main Server Support Operating System

Windows® Server 2012 R2 64 bit
Windows® Server 2012 64 bit
Windows® Server 2008 R2 64 bit
Windows® Server 2008 32/64 bit
Windows® Server 2003 32/64 bit
Agent Support Operating System

Windows® Operating System
Windows® Server 2012 R2 64bit
Windows® Server 2012 64bit
Windows® Server 2008 R2 64 bit
Windows® Server 2008 32/64 bit
Windows® Server 2003 32/64 bit
Windows® 8.1 32/64 bit
Windows® 8 32/64 bit

Windows® 7 32/64 bit

Linux Operating System
RHEL 6.5 32/64 bit

RHEL 6.4 32/64 bit

CentOS 6.5 32/64 bits
CentOS 6.4 32/64 bits
Scientific Linux 6.5 32/64 bits
Scientific Linux 6.4 32/64 bits
SLES 11 SP3 32/64 bits
SLES 11 SP2 32/64 bits

ASUS System Web-based Management Enterprise



The ASWM Enterprise web pages are fully compatible with W3C HTML 4.0/DOM
standard. The web browsers with Microsoft Silverlight support can work with ASWM
Enterprise:

- Internet Internet Internet Internet =
L] ti Internet Firefox Safari Chro
T Explorer Explorer Explorer Explorer pypiorer 6 365 ar Cdae

Windows 8

Desktop \/* ) ) ) ) ‘/ ) \/
Windows A

Server 2012 v i i ’ i v ’ 4
Windows 7 - \/ * \/ * - - \/ - \/
Windows7

spL J' \/' \/' - h “ - J
Windows

Server 2008 - v Vv v - v - v
5P2

Windows

Server 2008 R2 - v VA - - v - v
5P1

Windows

Vista SP2 ) v v v ) v i v
Windows

Server 2003

SP2, Windows ) ) v v ) v ) v
AP 5P3

Macintosh 05

1057+ (intel- - - - - - J \/

based)

* Supports 64-bit mode.

Minimal Requirements

Components Requirements

Windows® x86 or x64 (64-bit mode support for |E only) 1.6-gigaherts (GHz
or higher processor with 512-MB of RAM

Chapter 1: Getting started



1.2 ASWM Enterprise installation

You can install ASWM Enterprise in Windows platform. Proceed to the succeeding
sections for the instructions that are applicable to your operating system.

1.21 ASWM Enterprise main server requirement

System Requirement

*  Microsoft SQL Server 2005 or above (Including Express version)
SQL Server 2005 ~ SQL Server 2008 r2 sp2

*  Web Server IIS 6 or above

e .NET Framework 3.5 SP1

e .NET Framework 4.0 (Full)

e Active Directory (Deployment by Active Directory)

* Time zone setting must be the same

For Windows Server 2008 or above
Ensure to add the following Features / Roles

e Features: .NET Framework 3.5.1
* Roles: Web Server (IIS)
¢ Role Services under WebServer(l1S):

(A) Common Http Features (and all sub-items) have to be selected.

(B) 11IS 6 Management Compatibility (and all sub-items) have to be selected.
(C) Application Development

e ASP.NET

e .NET Extensibility

*  ISAPI Extensions

*  ISAPI Filters

For Windows Server 2012
Ensure to select the following Features

e Features:

* .NET Framework 3.5 Features
- .NET Framework 3.5 (include .NET 2.0 and 3.0)
- HTTP Activation

e .NET Framework 4.5 Features
- .NET Framework 4.5
- ASP .NET 4.5
- WCF Services

- HTTP Activation

ASUS System Web-based Management Enterprise
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1.2.2 Installing ASWM Enterprise

% Any user with administrator privileges on the local system can install ASWM
- Enterprise.

To install ASWM Enterprise in Windows:

1. Insert the support DVD into the
optical drive and click ASWM
Enterprise.

R Ensure that your system

meets the requirements
metioned in the previous

page.

2. The ASWM Enterprise Setup

program wizard appears. Click ASWM €Enterprise
Next to continue.

The installer wil guide you through the steps required to install 454/ Enterprise n your computer.

WARNING: This computer program is protected by copyright law and intemational treaties,
Unautherized duplication of distribution of this proaram. or any portion of it. may resultin severs civil
o criminal penaliies. and will be prosecuted ta the maximum extent possible under the lan

3.  Click Next to start installation. i

The instaler i ready to install ASWM Enterpris on your computer

Click "Next" to start the installation.

Cancel < Back o H:
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4.  The system is installing ASWM
Enterprise.

5. The system is checking the
installation requirements. Click
Next to continue.

6. Select an Authentication type
and click Connection Test to
proceed.

& ASWM Enterprise =10l

ASWM Enterprise is being installed.

Pleaze wat.

ASWHM Enterprise Installation Wizard

| installation Requimerts

[ infommation ]
Operaiing System Windows Server 2008 R2 Enterprise Server
o Intemet Information Services (IIS) IS75
° NET Framework 3.5 Installed
0 - HTTP Activation Feature selected
) NET Framework 4 Ful) nstalld

@ saL sever instance SL Instances detscted - 1

ASWM Enterprise Installation Wizard

((Cl

- é Please input the information for creating AS\/M Enterprise DB
LE2

SQL Server

5QL Instance

Authentication

[windows Authentication |

SQL Server Administrator D I

Password : [

Connection Test

Cancel | Next |

ASUS System Web-based Management Enterprise
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7.

After passing the Connection
Test, click OK and Next to
continue.

When the installation completes,
click Close to exit the wizard.

|ASwH Enterprise Installation Wizard

E_ ﬂ Please input the information for crezting ASVM Enterprise DB

SAL Server
SQL Instance |0] SQL Connection tested ... [Pass] -
Authentication v
SQL Server Adr,
Password |

Connection Test

Mext |

Cancel |

M Enterprise

ASWM €Enterprise

ASWM Enterprise has been successiull installed

ol x|

Click "Close” o exit

Plezse use'windows Update to check for any criical updates ta the MET Framework

Cancel < Back i
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1.3 Uninstalling ASWM Enterprise

1.3.1 Uninstalling from Windows

To uninstall ASWM Enterprise from a Windows platform:

1. Click Start > All Programs > ASWM Enterprise > Uninstall.

(€ Internet Explorer (64-bit) —

(& Internet Explorer ‘ <
=1 Windows Update »

Accessories
Administrative Tools .
. AsUS ministrator
Dacuments
v Enterprise
8l ASWM Enterprise
X Computer
i Uninstal
HeavylLoad il
Maintenance
Microsoft Silverlight [ —

. Microsoft SQL Server 2005

Devices and Printers
Administrative Tools 3
Help and Support

Run...

Windows Security

4 Back

[ Isearch programs and fies ¥ Logoff |v

2. The system automatically uninstalls ASWM Enterprise.

ASWHM Enterprise

e E| Please wait while Windows configures ASWM Enterprise

ASUS System Web-based Management Enterprise
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For Windows® 2012:

ASUSUpdate

MylLogo

Uninstall Welcome:
ASUSUpdate

ASWM Enterpris

Uninstall

sQl ver
Installation Cente. .

Google Chrome

ASWM Enterprise

El] Please wait while Windows configures ASWM Enterprise

Chapter 1: Getting started



1.4 Login ASWM Enterprise

To login ASWM Enterprise:

1.

s}
Double-click the ASWM Enterprise shortcut on the desktop when |
you login from the local server. If you login from the remote @
server, enter the ASWM Enterprise website (http://HostName(IP)/ ~ ASWM
aswment) through the web browser. Enterprise

Click Enter.

Copyright © 2013 All Rights Reserved

Enter your Name and Password. Click Login to enter ASWM Enterprise.

R e The default login name: Administrator, password: aswm. Note that

the login name and password are case sensitive. Refer to Account
Management if you would like to change the password.

¢ In additional to Administrator, You can also login as a User. Note that
users have only limited privileges. Login name: User; password: user.

ASUS System Web-based Management Enterprise



Limitation when logining as a User

Only limited functions, including Monitor and Account Management are
available.

HW Sensor is read-only. You cannot customize the threshold.

You cannot delete the EventlLog, but you are allowed to use the Advanced
Search function.

Utilization is read-only. You cannot customize the threshold.

You can check the information of the installed software, but Service of starting,
restarting or stopping the selected service is unavailable. Ending process is
also unavailable.

Remote Control is dimmed and unavailable.
Deleting SEL information on BMC is not allowed.
BIOS Flash is read-only. You cannot flash the BIOS.
Configuration in Monitor is unavailable.
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1.5 The main page

The main control panel of the ASWM Enterprise user interface is displayed as
shown.

Version

1ASWM €Enterprise s

B wvontor Overview

Group List /| Auto Refresh

Account
Management

Group Name Glient Counts Connection Health Utiization

Public Thin-Glient 3 [ L] (%K) (WK
Senver@EUR 2 @ @1
Senver@TPE-HQ 3 L L% @ ()

~ Deployment
Management

E Centralized

' Management

1 Report
Management

Models in the Public Thin-Client Group

05

Connection Model Name Alizs Name BMC WebGUI Utiization

=p Server

“ Configuration 4 OnLine (3 [EHE)
%, orLine TCro enesioan 4 windows [ no o3 o

¥ OnLine Ters Teriscnmec 4 Windows [ NO 0?2 os
L OnLine TCTs TC7ISENGPC 4 Windows [ nO Q2 [NK:]

3

Administrator
x ..

o Full screen view : Click this banner to switch to the full screen view and press
<Esc> to return to the normal window view. You cannot input
text in the full screen view.

®

Function buttons  : The overall functions of ASWM Enterprise, inlcuding health
monitoring, account management, deployment management,
centralized management, and server configuration. Refer to
later chapters for details.

Login information  : This area displays the login ID. Different login users have
different level of controlling ASWM Enterprise. Click LogOut
to exit ASWM Enterprise.

Group List : The Group List shows the existing groups. It is more
convenient for administrator to manage a large number of
computers through groups.

Models in the group : This area shows the computers and their general information
in your selected group above.

@06 6 o

Switch Monitor : This area allows you to switch the monitor view between
View "Server/MB" and "Storage".

ASUS System Web-based Management Enterprise
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This chapter describes how to deploy
ASWM Enterprise agents and remove
agents through AD or manually.

nfd
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O
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njd
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o
v
-
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2.1 Deploying new ASWM Enterprise agent

Install new ASWM Enterpise agents on computer and add them the ASWM
Enterprise server for convenient management, monitor and control.

ASWM Enterprise client agent system requirement
- .NET Framework 3.5

- Requires ASUS Management IPMI Driver for all models with BMC device on
Windows® 7 32/64bit

- Firewall Setting

Allow "Windows® Management Instrumentation (WMI)"
Allow "File And Printer Share"
Allow "ICMP Packet Response"

Add Outbound Rules "UDP Port" ranging from 50000 ~ 50100 if "Power
control" is carried out through remote BMC

211 Automatically scanning the active directory
To deploy new agents

1. Click Deployment Management on the left.

ASWM €Enterprise

[ wonitor Overview

Group List
Account

Management

N L% @ @
= Deployment 2 - @ @
Management aTPen 5 L%} @ L}

B Centralized
Management

1. Report

flegacemagy Models in the Public Thin-Client Group

Comectan Moseltame  Alss Name os SMCVebaU  Hes  Unizsion
4 OnLine (3 {ERE)
W OnLine

.
Y, OnLin
)

o

=y Server

l||!z Configuration
s B o 03 0
s @ o 02 0s
s @ o 02 09
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2. Click Deploy New ASWM Enterprise Agent.

ASWM €Enterprise

Deployment Management

| ASWM Agent

Account

Deploy New ASWM Enterprise Agent

3. The wizard will guide you through the deployment process. Click Start to
continue.

ASWM €Enterprise

Welcome Select

z Deployment

4 Centralized
¥ Management

ASUS System Web-based Management Enterprise
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4.  Select Automatically Scan the Active Directory and click Next to continue.
The system will automatically scan the directory for agents.

ASWM e€Enterprise

Welcome Mode Select

5.
ASWM €Enterprise
Welcome Mode Select
Domain: | ssdtest.com
| Enable Group
/AD Group:
G T TR
. ASWM €Enterprise
% Click Enable Group and select ?LT —
- a desired group to downsize = -

the scanning range. Doing so
shortens the time for agent
deployment.

2-4 Chapter 2: Deployment Management



6.  Enter the Name and Passowrd to login as the AD Administrator.

["AD Administrator Login

Name: | admin stratcr

7. The system starts scanning.

ASWM €Enterprise

Welcome Select

Domain:
Account St ‘
AD Group FEEEEF
L
Deployment. =

[Insial  Comauter harre 1P Adcress VMEnsble  Supportstaius Agentiersion

Centralized

Report

Add b ASWM Grosp DefaultGroup M

Administrator

ASUS System Web-based Management Enterprise
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Click wanted computers to deploy agents and click Start. The computer must
be listed as Support in the SupportStatus field. Click the computer that
shows Not Support, the reasons will be shown below.

If your wanted computers are listed as Not Support. Double check the
followings:

e Ifitis a supported model. Refer to the beginning of the section for details.
e Ifithas installed .NET 3.5

e Ifit has installed ASWM Enterprise Agent

* |f old ASWM version existed

ASWM €Enterprise
- Monitor

Account
Management

Domain: [ssdtest.com -J
LI Enable Group
AD Group

.+ Deployment
er e ot Gomputr s e acaress WEnbe Supotsiats_ Agenerson
SR Cniroiizat [ escxrssrer 010435 @ Supon

oo™ ER s @ suppor

1u Report ERWIN-SRV2012 10104381 @ Not Support
% \enegement Fp— © otsupport
srvz0M 0104385 Not Support
= Server © rorsuon
i s p TeuseneR i © Notsuppon

pr— 0 Qo Notsuppon
Jos— R Qo Notsuwpon
re

| Selectall "Support” computers

| 4 Add 1o ASWM Group DefaultGroup -

% e Click Select all "Support" computers if you want to deploy agents on all

Support Computers.

e (Click Add to ASWM Group if you would like to catergorize the selected
computers to different groups.

e The SupportStatus shows Unknown when WMIEnable shows OFF.

Chapter 2: Deployment Management



9.  The deployment starts.

ASWM €Enterprise

Welcome Mode

Process Step
3 instaling

ASUS System Web-based Management Enterprise

Resut Nessage
| © Processing  Insiating Agent
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2.1.2  Manually deploying the ASWM Enterpise agents

To deploy new agents

1. Click Deployment Management on the left.

2. Click Deploy New ASWM Enterprise Agent.

ASWM €Enterprise

Deploy New ASWM Enterprise Agent

3. The wizard will guide you through the deployment process. Click Start to
continue.

ASWM €Enterprise

Welcome Select Deploy

tcount This wizard will guide you through the process of discovering your network, and installing agents
on computers.

Chapter 2: Deployment Management



4.  Select Manual Deploy the ASWM Enterprise Agent and click Next to
continue.

ASWM €Enterprise

2l Monitor Welcome Select Deploy

— Select Agent Deploy Mode

Deployment
w U Automatically Scan the Active Directory

.7 Centralized

provious

5. Click Add Target PC. You can add the target PC through IP Address or Host
Name. Fill in the required fileds and click Scan.

[Add Target PC_
__ Host Name
£ name and password of the Target PC

st has the Administrator privilege.)
Local Account ) Domain Account

passwors

% You can also click the Import button to import a deploy table manually.

6.  Follow the instructions in the previous section to install the agent when the
scanning result is shown.

ASUS System Web-based Management Enterprise



213 Discover Clients with preload service (ThinClient
mode)

The ThinClient mode allows you to search for Thin Clients (eg.TC-710) in the same
network for multiple client deployment via the ASWM Enterprise.

% Ensure that the ThinClient has boot up and connected to the same network with
the Main Server.

1. Select Discover Clients with preload service (ThinClient mode) and click
Next to search for the ThinClient in the network.

ASWM Enterprise

Monitor Welcome Select Deploy

Select Agent Deploy Mode

Account

Deployment
w __ Automatically Scan the Active Directory

2. The clients are classified into Support and Not Support in SupportStatus
field.

Version

ASWM €Enterprise

—— Welcome Select Deploy

==

17 Address os. Supportstatus Agent Exist

Account

Deployment = iG-pC 10.10.43.157; AY windows () support
10.10.03.162,192.160.1 ¥ Windows () Support

101049116 2% Windows Q) Not support | ) 143
p— 10104515 2% windows ) Not support Q) 143
esi0snec 10.1045.160; 2% windows | ) Not support | @) 140

Centralized

Report

Server

DefaultGroup -
==
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Support: The ThinClient supports ASUS ASWM Enterprise agent.

Not Support: The ThinClient has probably already installed ASUS ASWM
Enterprise agent. Please remove it and re-install the agent.

3. Click Discovery to search again.

/ Set the firewall in the Main Server properly since the Discovery function will send
broadcast packet through the Main Server.

4. Under the Install column, select the Thin Client, and click Start to install the
agent.

ASWM €Enterprise

— Welcome Mode Select Deploy

" Discovery |
Account
Install_ Host Name. 10 Address os SupportStatus___ Agent Exit
Support (2 GIFE)
Deployment ¥ TCTis-EnG-pC 10.10.43.157; A¥ windows () support
[ erwinesioanssdtestcom 10.10.45.162;152.168.1 A Windows () Support

Notsupport (3 EIEH)

3 Centralized
¥ Management

Report

=n Server

Public Thin-Client -

Logout

5. Wait until the installation process is completed.

ASWM €Enterprise

Welcome Mode Select Deploy

Host ame Process step s Resuit Messoge
TCT15-ENG-PC 3 instaling [ (©) Processing  1nstaling Agent

[ ry—— Dsuing | © processing istting Agent

ASUS System Web-based Management Enterprise



214 Manually Install the ASWM Enterprise Linux Agent

OS Support and Requirements

OS Support:
RHEL 6.5 32/64 bit

RHEL 6.4 32/64 bit

CentOS 6.5 32/64 bits
CentOS 6.4 32/64 bits
Scientific Linux 6.5 32/64 bits
Scientific Linux 6.4 32/64 bits
SLES 11 SP3 32/64 bits
SLES 11 SP2 32/64 bits
System requirements

» ” o«

- Requires “sysstat”, “smartmontools”, “wireless-tools”, “ethtool”, “ipmitool”
software

- Requires “OpenlIPMI” driver
- Requires ASMB

/ Ensure that your system environment meets the above requriements and the

client is connected to the main server before installing ASWM Enterprise Linux
Client Agent

To install the ASWM Enterprise Linux Agent manually:

Use the root account to login Linux;
Unzip the file, tar -zxvf ASWMLinuxAgent-XXX.tar.gz
Type Jinstall.sh

Choose the directory that you want to install or use the default directory /root/
ASWMLinuxAgent

Input the IP address of your main server
Wait for 1 - 2 minutes for the installation to finish.

Chapter 2: Deployment Management



2.2 Removing ASWM Enterprise agent

You are allowed to remove the ASWM Enterprise agents from the main server or in
Active Directory.

2.2.1 Scanning the self ASWM main server
To remove the existing agents

1. Click Deployment Management on the left.

ASWM €Enterprise

os BMC WebGUI _ Health

eanoi030 4 o3
rorscmec

02
TersEnG i 02
rensecec G windows B N0 @2

2. Click Remove ASWM Enterprise Agent.

ASWM €Enterprise
= Monitor Deployment Management

s Account |Aswm Agent
= Deployment
1 Management
i i Centralized
1y Report
< management |

=p Server
IIIMM li Remove ASWM Enterprise Agent

ASUS System Web-based Management Enterprise
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The wizard will guide you through the uninstallation process. Click Start to
continue.

ASWM €Enterprise

Mode Select Remove

This wizard will guide you through the process of discovering your network, and uninstalling agents
on computers.

ASWM Enterprise Server

Agent Agent Agent

Click Scan the self ASWM Enterprise Main Server and click Next to
continue. The system will scan the main server.

ASWM €Enterprise

Welcome Mode Select Remove

Select Agent Remove Mode

Sl
l

Deployment.
. "~ Scan the self ASWM Enterprise Main Server
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5. Select the desired computers for agent uninstallation and click Start.

ASWM €Enterprise

Bioitid Welcome Remove

Account

10.10.43.82

[5) eraTPE-H 2012 10104381 143
Deployment °
localhostocaidomain 10.10.63.169 143
Teris-enc-pe 10.10.3.157 143
4 Centralized Saul-TC715 10.10.43.116 143
Erwin-£81030.ssdtest.com t010.3.162 143
KinkiTe71s 101065151 143
Report
W Y Kinki-Z9 10.10.43.154 143
e ServeraELR ROVH-SRY 10.10.43.164 143

=) Server
& ig W, Offline  Server@EUR focalhostocaldomain 143
W, Offine SenveraeuR winH77DREDCT 143

You can easily select all computers, all offline computers or all online computers
with the checkboxes on the bottom.

N

6.  The server automatically removes the agents on the selected computers.
When done, it shows Success. Click Finish to finish the process.

ASWM €Enterprise

Welcome Mode Select Remove

Host Name. Process Step . Resut Message
Ervin-Sv2012.ssdtest.com  [§ UnInstalling | ©) Processing  Uninstaling...
TC715-ENG-PC £ uninstalling | ©) Processing | uninstaling,
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222 Automatically scanning the Active Directory

To remove the existing agents

1. Repeat the step 1—3 in the previous section.

2. Click Automatically Scan the Active Directory and click Next to continue.
The system will scan the Active Directory.

ASWM €Enterprise

Welcome Select Remove

Select Agent Remove Mode

! * Scan the self ASWM Enterprise Main Server
Centralized
W [ o] - Automatically Scan the Active Directory.

Account

Deployment.

3. Allthe computers in Active Directory are shown here, grouped by Support
Status.

Select Remove

Domain: |ssdtest.com

Account LI Enable Group
AD Group:

D Uninstall P 1P Address. \WMIEnable

i Centralized

L) AOMINISTRATOR2 sc. ERIN-SRV2012 10104281 @ swpport 143
| AOMINISTRATOR? s TEAMSERVER 10104382 @ swpport 143

o Aswven 1010455 @ suvport

Report
pr— o030 © ot support
savaoia 10104585 © ot support

Server sackup-seaveR 10104385 © o support

e w0 © ot support

JswneEvSY 100,035 © ot support

Senare i © unkcrown
Jt— D ore ) unknown
i resTivG © unknown
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4.  Select the desired computers for agent uninstallation and click Start.

ASWM €Enterprise

Welcome Select Remove

Domain: [ssdtest.com

Account [ Enable Group
AD Group:

vl s izl
na Suppr
, £ sommsTRATOR2 ¢ ERIN-SRVRDS2 pryvye @ suport 143
Centralized
i [ AomsTRATORz s TEANSERVER to0.s3s2 Qswport 143
ssumenr 1010430 @ support
1y Report

ERWIN-2K8R2 10.10.43.84

© not support
© ot support
© ot support
saminrtor2 1010438 © ot support
rowmenmoevsey | 1010450 © ot support

SRvz012vi 10.10.43.85

BACKUP-SERVER 10.10.43.83

pyp— D orr Q) unknown
JRS— D or
-

5. The server automatically removes the agents on the selected computers.
When done, it shows Success. Click Finish to finish the process.

ASWM E€Enterprise

Welcome Mode Select Remove

| @ success
|  success  Age

ASUS System Web-based Management Enterprise
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This chapter describes the Main Server
Functions, including Monitor, Account
Management, Deployment Management,
Centralized Management, and Server
Configuration.

»
c
9
i
O
=
=
I
S
Q
>
-
D
)
=
©
=
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3.1 Monitor

The overview screen gives you a quick overall status check for all the computers.
You are also allowed to shut down, restart or start the selected computers.

To see the monitor overview

1. Click Monitor on the left.

ASWM €nterprise

C T overview

G List
Account roup

Group Name Clent Counts Comneston Hesth  Utlzstion
Management 3

Pl Thin-crent . - @s @

o

Server@EUR s - @1 @3

+ Deployment
Management

4 Centralized
Management

Report
14,
& Management

=L Server
ME: configuration

Model Name os BIC WebGUI _ Health

RS702D-E6-PS8 AY windows [ no ©2 023
TS700-47-PS8 A tinux B ves ©2 o012
RS702D-E6-PS8  TeamServer A windows [ ves ©21 015

2. Select a desired group from the Group List. The group clearly shows the
information of Client Counts, Connection, Health, and Utilization status.
(Red: Critical; Yellow: Warning; Green: Normal)

ASWM €Enterprise

B vonitor Overview
G List

Account i

Management

~ Deployment (|
Management

Centralized
Management

Report
&,
& Management

=L Server
ME configuration

Model Name Alias Name os BIC WebGUI _ Health

=Y, ontine RS702D-E6-PS8  ERP-System AY windows [ no ©2% 023
W, ontine T5700-X7-p58 A tinux B ves ©20 012

W%, ontine RS702D-E6-PS8  TeamServer A% windows [ ves ©21 015
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3. Inthe Models In the XXX Group, the general monitoring information of all
computer in this group is displayed as shown, including Connection status,
Model Name, Alias Name, Operating system, BMC WebGUI status, Health
status.

ASWM €Enterprise

I vonitor Overview

1] Auto Refresh
Account

Management Client Counts. Connection Health Utiization

2 Lo @+ @4
4 -1 @1 Qs
3 -3 @3 @3

+ Deployment
Management

Centralized
& Management

Report
k.
% Mnagement

=p Server

SMCwebGUlHeath Utz
IIE configuration

rswocenss  eesytem 4% windows B No @ 1
rxswst  rowisey A windows [ No @ 20
PID-MV(X) Series WIN-M7I7DFNEDC ¥ Windows [ YES 015 013

25pE-016 Seres  localost Aunx [ ves

% Administrator

Logout

4& ¢ The crossed-out BMC card means that the BMC is not installed in that
computer.

¢ |f the status of BMC WebGUI shows NO, the WebGUI is inaccessible.

*  When you click BMC WebGUI, a pop-up window appears. Ensure that your
web browser does not block the pop-up window.

*  The yellow warning icon [l indicates that you are not authorized to access
BMC. Please check your BMC account privilege. You can set your BMC
account information from BMC > Authentication page.
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To shut down or restart the computer

1.

w n

Right-click the desired computer.

ASWM €Enterprise

B wonitor Overview

Group List || Auto Refresh

Account
Management [ GroP Heme Client Counts Connection Health Utilization
Public Thin-Client 4 - 1 @3 (W)
\i - Deployment Server@EUR 4 _:lo 2 mi m2
Management Server@TPE-HQ 3 [ L] ms (W}
g Centralized
! Management
1 Report
Management

Models in the Server@TPE-HQ Group

Connection Model Name Alias Name

4 Online (3 BEE)

os BMC WebGUI  Health

Utilization

21 Server
MIE: Configuration

W ontine - o simions [ nO 0% ©23
- B 1 Waintain Mode Enable; (RS702D-E6-PSE)

", ouoe Be on on
=¥, onine [5) Restarts ERP-System(Rs7020-66-755) s B on 015

[0 rowerorr: ERP-system(Rs7020-86-p58)

Administrator
X o

LogOut

You can select Restart or PowerOFF if the computer appears online.

You can select Maintain Mode to enable or disable the Maintain Mode
function.

R PowerON is available only when the selected computer appears Offline and

you have installed ASMB card on that computer or on our Thin Client product
which has Wake On LAN function.

% You can also power off or restart the selected computer after entering Monitor.

ASWM Enterprise
I vonitor

™, Account
Management

Click to power
off or restart
the computer

< Deployment
-1 Management

a cenlzad
Management

o
Management

] Sy

Chapter 3: Main Server Functions



7

3.2

If you select Maintain Mode, the connection status between Thin Client and other
servers will be recorded in Agent Connection Report and Event Log only, and
will not trigger Agent Connection Event Notification (For more details, refer to
section 3.5.3 Agent Connection Report Management and 4.4 Event Log).

Account Management

Account Management allows you to see the current login account and edit the

account.

7

3.2.1

Only limited functions, including |
Monitor and Account
Management are available
when you login as a user. Other
functions will be dimmed and
become unavailable.

Current Login Account

Click Account Management on the left to display the Login Account, Account and
Role Privilege tab, than click Login Account tab to display current Login Account.

Deployment

ASWM e€Enterprise

Monitor Account Management

Login Account | Account | Role Privilege

Account Name: | Administrator

7| Edit Account

ASUS System Web-based Management Enterprise
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Editing the Login Account

Click Edit Account to edit the login account. Click Save when done.

ASWM €Enterprise

[ monitor Account Management

T Login Account | Account | Role Privilege

Management

+ Deployment
Management

Account Name: | Administrator

2 Centralized
& Management

Account Password: |

|
J
Confirm Password: |
J

Account E-Mail: |

Report
Management

X Please leave the password fied biank i you dorit want to modiy .
=p Server
~ Configuration

% The Account E-Mail shows in the Email Settings of Client Configuration.

3.2.2 Account

Click Account Management on the left to display the Login Account, Account and
Role Privilege tab, than click Account tab to display Account Role and Account
Role members of the account information.

ASWM €Enterprise

- Monitor Account Management

o Login Account | Account | Role Privilege

Management

+ Deployment
Management

4 Centralized
% Management

Report
Management

= Server
IE- configuration

< Collapse All [E, Edit Account | + Add Account.
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You can click Add Account to add a new account. In Edit Account / Add
Account of the Account Role section, you can specify the Account Role for this
Account. The Administrator also can check / uncheck Account to enable or disable
the account.

Add / Edit Account Information

Account Role: | Admin 3]

Account Name: | Admin

Password:

E-Mail: | admin@mail.com
Description:

Account Activation: |_| Account Enable

5 Please leave the password fied blank i you don't want to modify it.

o [seve Jcomoa |

3.23 Role privilege

Click Role Privilege tab to display every role owns right of every model’s function (a
check mark indicate enable).

Administrator also can Add or modify the Role’s right. (check / unckeck the role’s
right of there’s function).

Version

ASWM e€Enterprise

- Monitor Account Management

Reconnt Login Account Account | Role Privilege
Management
Account Role List: | Admin

+ Deployment
Management

Description: | ASwM Enterprise Default Administrator

Centralized

% Management
et

14 Report
> Management

Enable View
4 Role Privilege (2 @RE)
Edit Roles Privilege

Server
IIE: configuration

4 capan
b

ASUS System Web-based Management Enterprise



3-8

Click “Add New Role” shows as below.

ASWM €nterprise

Monitor Account Management

Login Account | Account | Role Privilege ‘

Account

Account Role Name: | power User

Description: | Include BIOS Flash provalege

|_| Accept Privilege_ Description
[=]

tting
4 Configuration (4 @RE)
Edit Information

Enable View

3.3 Deployment Management

You can deploy ASWM Enterprise agents and remove agents through AD or

manually. Refer to Chapter 2 for details.
ASWM €Enterprise
= Monitor Deployment Management

7 Centralized
w

Report.
% Management

Server
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3.4 Centralized Management
3.4.1 BIOS Flash Centralized Management

1. Click Centralized Management on the left and select BIOS Flash
Centralized Management.
ASWM €Enterprise

Centralized Management

Monitor

Account
2 g ———————__
z Deployment. &
§-, !

na
4 Centralized
T &

ﬁw —

15 Report
- Hansgement
Server

2. You can simultaneously on multiple Models for BIOS Flash. System will
detect the latest BIOS files on ASUS official website and show the latest
BIOS version in LaestVersion field.

User can use check box to:

Select all models which are online and can be update.

Select all models which are online and can be update then TurnOnLED
(LocatorLED) light and Reboot.(Locator LED can only be controled on the
Model with BMC)

ASWM €Enterprise

_— BIOS Flash Centralized Management Return

BIOS Flash Type: |ASUS BIOS Live Update

Account
- ASWM Enterprise Group: | < List all clients ... >

Deployment
ana

4 Centralized
15 Report

1

Aliashiame Hostiame Currentversion Latestversion LocatorLED  Reboot

TCISENGPC  TCTISENGPC 0103 0103 O
TenscHTRC  SaulTe7ss 0103 0103 0

C
[m}
[ RS30ES-RSS  ERPSystem Kinki-29 0206 0505 O o C
O |tee Ewin-EB1030  Erwin-EB1030.ssdte 0509 0505 O o
C
[=]

L] pox7ows/pur  ROVH-SRY ROVH-SRY 1001 10019

O s Ter15-ENG Kinki-TC715 0103 0103 0
4 UnFlashable (3 @EE)
RS7020-E5-PS3  ERP-System Erwin-Srn2012.5sdt 1003

Teamserver 101

TS700X7-PSE KINKI-PS Kinki-P3 3202

Update B10S

% The Live Update function of BIOS Flash automatically detects the latest BIOS in
ASUS support site. The new BIOS information will be displayed in the column of
LatestVersion. Click the blue bar to view the release note of the BIOS version.
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2. Click Upadte BIOS button to start BIOS Flash and show all models progress.

ASWM €Enterprise

BIOS Flash Centralized Management

Host Name

Erwin-EB1030.ssdtest.com

3.4.2 Remote Control Centralized Management

1. Click Centralized Management on the left and select Remote Control
Centralized Management.

ASWM €Enterprise

Monitor Centralized Management
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2. This show will follow the group under each Group based information.
ASWM Enterprise

- T Remote Control Centralized Management Return

ASWM Enterprise Group: | < List all clients .. > B
Account (ststalldients...> )
Management | | [sniitasll - |

B oy Host Name: Ervin-EB1030.ssdtest.com
- 4 Alias Name: Ervin-£81030 A
lanagement 5 O
B Centralized 0.10.43.162,192.168.1.50; »
e N .onnect
U pv— 05 Type: A Windows
. Report Host Name: ROVH-SRY
i e ——
Mansaatt Alias Name: ROVH-SRY
Model Name: POX79 WS/IPHI
=y Server 1p Address: 10.10.43.164;

I configuration 05 Type: A Windows

Host Name: TeamServer.ssdtest.com

Alias Name: TeamServer

% Administrator
Admin

Logout

3.  Click Connect button can remote control the model.

ERWIN-2K8R2\Administrator

,ﬁ" Windows Server-2008

Datacenter

System Propes
R You have to enable the Remote Computer Name | Hardware | Advanced Femcis |

Desktop on your client computer - Remots Assstar
before using the remote control I Al Rl Assblanss correctons o s conputer
function.

Adyariced..

- Remote Desktap
Cick an option, and then specify who can connect,  needsd

7 Dan't allow connections ko this computer

" Bflow conrections from computers rnRing ary version of
Hemote Desktop (s secure]

€ Allow connections enly fiom computers runring Remote
Desktop with Network Level Authentication more secure)

Hedp me choose Select Users.

ok | camcel | oo

ASUS System Web-based Management Enterprise
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3.4.3 Power Control Centralized Management

1. Click Centralized Management on the left and select Power Control
Centralized Management.

ASWM E€Enterprise

Monitor Centralized Management

2. You can simultaneously turn on multiple Models for Maintain Mode or Power
Control.

ASWM Enterprise Group: | < List all clients ... > -

Account
2 o (T '
e ame. [ maintain [_| [J] on

Deployment

T5700-x7-958

=

0
RS702D-E6-PS8  TeamServer [m} 5] [t

\& Centralized RS300-E8-RS4. ERP System o [} o
ana SO o o [
werio EingBi030 enin-esios0ssestcom @
Report = o o
3 PSX79 WS/IPMI ROVH-SRV. RDVH-SRV (] o 54}
TC71S TC715-CHT-PC Saul-TC715 1] %] [}
=) server Terss rcrisens K715 W [ [=]
TC715-ENG-PC. TC715-ENG-PC O 7 ']

o

o

D

PSD-UV(X) Series | WIN-M7IZDENEDC? WIN:

3.  Click Start to enable/disable Maintain Mode or Power Control and show the

progress status of all models.

Account ((Power Cantrol Report \
e ost e ains ome comeston s
|rersencrc Te7is-ENG e - sing  Rebostin
if Deployment Ervin-£81030.s5dtest.com Envin-£81030 -y ebosting
i Centralized

_ Report
Management
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3.44  Thin Client EWF Centralized Management

If your Thin Client is embedded with Windows Embedded operating system, it
can support EWF function. The centralized management interface allows you to

manage multiple Thin Clients in a single page.

R *  When you select the group, only the Thin Clients with EWF support will be

displayed.
¢ For more details, refer to section 4.12 ThinClient Features.
ASWM Enterprise
- -_— Thin Client EWF Centralized Management

Return

ASWM Enterprise Group? | < List all clients ... > -
Account
Management il

+ Deployment

)\
Hosttiame cumentste || [S)Enable [ [EJ pisable [ ] [<] HORM

Management 3 @58
s TCISENGRC | TCTISENGRC Disabled o
Centralized s TesCHTAC  SaulTe7ss Disabled ]
Management oo EnvinE81030  Ervin-£E81030.ssdtest. Disabled (]

Report

i
& Management

=y Server
IE- configuration

The EWF centralized management allows you to enable or disable the EWF
feature to all the disks in selected Thin Clients. When enabled, you can select to
enable or disable the HORM (Hibernate Once Resume Many) function. Click Start

to start the EWF changes in selected clients.

ASWM €Enterprise

- R Thin Client EWF Centralized Management
onitor

Return

ASWM Enterprise Group: | < List all clients ... > -
Account

Management ~(“Enh 3

curentste_[ | (5] Enable
+  Deployment

\
Ll Episable | [] HORM
1 Management |

TCHSENGPC  TCTIS-ENG-PC

s Daabied
3 Centralized

(5] (m|
s TescHTRC  SaulTeris Disabled 5] 5]
Management 70 EnvinE81030  Envin-£81030.sadtest. Disabled o o
Report.
o
Management
Server

"~ Configuration
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The EWF status displays as follows.

ASWM €Enterprise

—_— Thin Client EWF Centralized Management
P ecount] (“Enhanced Write Filter Report \
ost ame Ates ame Ewr st Rt Hessage
Jrensencrc Ternsencec enabied ) success  ewr sees
Deployment. Erwin-E81030.ssdtest.com  Erwin-E81030 [Apisabled () Processing  Setting EWF steps 0/7.
na
i Centralized

% Administrator

LogOut

/ The Thin Client might restart several times during EWF configuration.
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3.45  Software Dispatch Centralized Management
This function allows the administrators to dispatch one software to several clients.

1. Select software list (create in software pool) and the target clients.

% Refer to section 3.6.7 Software Pool to create a software pool.

ASWM €Enterprise
B Monitor

Software Disptach Centralized Management Retum

Operating System Type: [ 4% Windows =
fianagement Softwara List: | 72ip-x86 -]
= Deployment Software Descriptions {1 Windows (FileSize: 1.07 MB)
Management Task Name: | 7Zip-x86_2013-09-18 11:13:51 |
Task Deserpton: | oispach 72Ip ]
g ezl Dispatch Time: 2013/9/18  [12]| L% 11:13 3| ) | Dispatch Now,
T \
Pt 1 e AT v

Management

[ Rs:oesRse  ERPSystem Kina-29

Ay senver20126660) 101043154

Server

RS20 E6553  ERP-System
IE- configuration

ErwinSrva012.ssdte 4l Server 2012 (x64) 169.254.107.2¢/169.254.201

oo erwnesion  Ewin-eoioa st Y Embedded 7 (65)  10.10.45.151192.188..50;

4 Embedded 7 086) 101043116
Tors T

Grc Y Embedded7 (85) 101040357
TeamServersstes. G Server 2008 R2 (x64) 10104357

i

]

O tens TCnsCHTC saukTes
i

]

Rs7020-6-p50

10,1043

x

Logout: Add Software Dispatch Task

2. Set the dispatch time, or tick Dispatch Now to dispatch immediately.

Operating System Type: | 4 Windows
ASWM Enterprise Group: | < List all clents ... >
Software List: | 72ip-x86
Software Description: ' Windows (FileSize: 1.07 MB)
Task Name: | 72Ip-x86_2013-09-18 11:13:51

Dispatch 7zip

Dispatch Time: (2075715 3] £ 11132 ] ) L] oiapateh Now

3. Click Add Software Dispatch Task to start the task. The software dispatch
status is displayed.

ASWM E€Enterprise
B monitor

Account
Management

Software Dispatch Report Management Return

Dispatch Task Name List: | 7Zip-x86_2013-09-18 11:13:51

Task Description: | Dispatch 72ip

Software Name: | 72ip-xB6.

~+ Deployment Software Description: /' Windows (FileSize: 1.07 MB)
Management (g o

o
ool vesame_ Alas o5 nfrmatien hdress s s
8 yanagement  IIEIETETED
rocssng (1 67)
PR crort Enan-toioan Envngo10%0 4 Embedded 7 (s85) 1010015115 () Processing. Sovare natiog
Managementlf| + s c mmm
TisEueee TorianGC Y Enbedded 7 (90) 10040157 () Success  Sofnaredupaahtsk ore.
=p Server

IF- configuration

% Administrator
Admin

Logout

T export Report

PRI
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3.4.6  Task Scheduler Centralized Management

This function allows the administrators to perform a specific task on a specific
client on scheduled time or time cycle. These specific tasks include Power Control,
Software Dispatch, Service Control, SecurityUSB and EWF.

1. Click Centralized Management on the left and select Task Scheduler
Centralized Management.

ASWM e€Enterprise

2. Click Add TaskSet or Edit TaskSet to add a new task schedule or edit an
existing task schedule.

Task Scheduler Centralized Management Return

(“Task Scheduler List \

Name TaskNumber  TargetNumber  Activation  Trigger Time
Install Softwares - 7Zip i i v 2014321 TF 11:0000
Trigger Setting: Stert Time: 2014/3/21 T4 11.00.00 (Cne Time)

Task Acton: 7aipx6; DelayTimel(1);
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Scheduling a taskset
To schedule a taskset:

1. Click Add TaskSet and the following screen appears.

TaskSet Names | myTask ]
ASWM Groups| < Listall clients .. >
Trigger Datelimes 2014321 |[i3]|  £50945 3| ) (v|End DateTime (2014321 |[F)| k<0455
TR Daleime i based on ian Server 201410321 06:82 (UTCH05.0) Tapel
Repeat Propertyz /| Repeat (+) Daily L Weekly Every 1 % Days
Task Schedule Activations || Task Schedule Enabled

EdtTesk_ (5%, Add Tesk.
T
)
TimeZone S Information 1P Address

[ EwnTCTISA  EwinTCTISA UTCe0800) &1 A Embedded 7 (xe6) 101043182
[ Teamsenersadeste TEAMSERVER Utodmees AN Sever208R2089 10060
B | s | 2 Server 2012 064) CENEETIED

4 Uinwx (1 SUEE)
0 wewToris  wenTors e A v a0 w0

- -+ e

. In the TaskSet Name field, assign the name for a task schedule.
3. Inthe ASWM Groups dropdown list, select the ASWM group for the task
schedule.
4. Inthe Trigger Date Time field, set the start and end time for the task schedule.

% Follow the system time of the Main Server installed with ASWM to set the trigger
time, which should be later than the current time on the Main Server.

5. Tick Repeat Property to set the frequency for the task schedule.
6. Tick Task Schedule Activation to enable the task schedule.
7 When done, click Save.
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Adding a task to the taskset

To add a task to the taskset:
1. Inthe Task Scheduler Editor, click Add Task. The following screen appears.

Task Editor

ion Type: |P0werCnntrnI
Property: [PowerOn

ay Time: minute

# Delay Time means that itll delay the value of
time before execute this one of task.

A save J[Lcamat |

2. In the Action Type dropdown list, selects an action type from these five action
types: Power Control, Software Dispatch, Service Control, SecurityUSB and

EWF.

¢ Power Control: Allows you to set tasks of Power On, Power Off and Reboot
control.

Task Editor

ion Type: [ PowerControl

Power On

Power On
Power Off
Reboot

ay Time: minute

# Delay Time means that itll delay the value of
time before execute this one of task.

e o)
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* Software Dispatch: Allows you to select a specific software from a software
pool that you have established earlier.

Task Editor

| SoftwareDispatch
. [Wmdnws

- | FileZilla
Task Name
‘ File Zilla Install
Task Description
|File Zila Utilty

# Delay Time means that itll delay the value of
time before execute this one of task.

LN

e Service Control: Allows you to enter a name in the Service Name field and
select the operation that you want to perform to the the service.

Task Editor

Type: [SewiceCont{ol
operty. Service Name
wuauserv
Restart

Start

Stop
Restart

# Delay Time means that itll delay the value of
time before execute this one of task.

FrLsawe J cana |
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e SecurityUSB: Allows you to enable or disable the USB flash device.

Task Editor

Type: | SecurityUSB
operty. | Enable USB Flash Device

Enable USB Flash Device
Disable USB Flash Device

3 Delay Time means that itll delay the value of
time before execute this one of task_

(o o)

* EWF: Allows you to enable or disable the EWF feature if the target client is a
ThinClient supported by ASWM, and allows you to enable or disbale HORM
when you have enabled EWF.

Task Editor

Type: | EWF

operty: ) Enable
L Disable
__| Enable HORM

# Delay Time means that it'll delay the value of
time before execute this one of task.

o o)
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3. Select a property of your selected action type.

4. Inthe In the Delay Time field, set the time interval between this task and the
previous one.

5. When done, click Save. The following screen appears.

Task Scheduler Editor x

Namez | myTask ‘
Groupz | < List al clients ...>

Datelimes 2014321 |[3)| T 093] D) vl End Datelime 2014521 |fF] | EF 09553 )

X The DaleTime s based on Main Server. 20141321 0952 (UTC+05.0) Tepe!
at Propertyz || Repeat () Daily (+) Weekly | Sun. [ | Mon. [ | Tue. [ | Wed. (| Thu. [JFri. [¥] Sat
tivations || Task Schedule Enabled

 Vindows (3 TRE)

/] EwnTCTISA  EminTCTISA WUTCe800 &1 Y Embedded 7 (xe6) 101043182

() TeamSenverssdestc TEAVSERVER TG00 Toel A sernsr208)  01040m

(] sSDAsinSenerssal SSOMANSERVER | (UTC+0800) Taps 3 server 2012 064) 168254 1582411010438
4 Linux (1 @IEE)
[

—— saTope A Vb 210 ey

iz (omma)

Repeat the above steps if you want to add more tasks, and then select the target
device that you want to perform the tasks on from the Device List.

% The device in the Device List can be selected only when you have established
an Action Type that it supports.
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3.5 Report Management

This function allows you to configure report management.

ASWM Enterprise

Monitor Report Management

% Administrator

Logout

3.5.1 Asset Report Management

To configure asset report management:

1. View the Asset Tag, Serial Number, Processor, Memory, Disk, RAID and
NIC Information.

ASWM Enterprise

T Asset Report Management Return

ASWM Enterprise Group: | < List all clients ... > ~ |
Account

Alis Neme. Asset Tag Serial Number. Processor
TC715-ENG-PC 000000000 EecPC-12345678%0  Incel(R) Atom(TW) CPU 3.23 G8

Deployment TC715-CHT-PC. 0x00000000 EeePC-1234567890  Intel(R) Atom(TH) CPU 3.23 GB

ent x ROVH-SRY cue1ssGs
localhost ocaldomain  localhost ToBe Filed By O£ M. Tobe filed by OEM.  Intel(R) Xeon(R) CPUE 15.54 GB
WINMIIZOFNEDC?  WINMIIOFNEDC  ToBeFiled By O.EM. | Tobe fled by O.EM.  Genuine Intel(R) CPU O 196 G5
Kinki-TC715 TCr1s-EnG 0x00000000 EechC-12345676%0  Intel(R) Atom(TH) CPU 3.23.GB

TesmServer.sodtest.com  TEAMSERVER Roset-1234567690  102116330000009  Intel(R) Xeon(R) CPU_ 3.9 GB

Kinki 25 ERP System ToBe Filed By O.EM.  Tobe fled by O.EM.  Genuine Inte(R) CPU O 393 63

localhost localdomain  localhost Srs-tin-002 sa5228943447 Intel(2) Xeon(R) CPU E 7.75 G

Ervin-£81030.ssdtest.cor Erwin-E21030 000000000 EeePc-12345678%0  Intel(R) Atom(TH) CPU 1.99 G

Ascet Tag:  Ascet- 1234557850
Seriel Number: - System Sersl Number
‘System product Name: - System Product Name Memory
System Manufacturer:  Systam manufacturer Disk
x “"“”"“'m’" Baseboard Product Name: PSX75 WS/IPMI

Basebosrd Menufacturer: ASUSTeK COMPUTER INC.

Logout
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2. Click the Option button to select the field that you want to show in the table.

Please select the fields that you want
to show in Asset Table.

4/ Host Name

4] Alias Name

4] Asset Tag

) Serial Number

L) System Product Name

L BaseBoard Product Name
¥/ Processor Information

¥/ Memory Size Information
L Disk Size Information

L NIC Information

| RAID Information

3.5.2 Software Dispatch Report Management

To configure the software dispatch report management:

1. From the dropdown list, select the dispatch task name to view the dispatch

status.

ASWM Enterprise

Dispatch Task Name List: | 72Ip-x86_2013-09-18 11:13:51

Account.
Task Description: | Dispatch 72ip
lana
e: | 7Zipx86

n: [} Windows (Flesize: 1.07 MB)

05 Information 1Paddress

...... 5¢ Erwin-t A Embedded 7 (x86)  10.10.

TosENGeC TCsENGRC 4 Embedded 7(@8)  10.10.43.157;

ASUS System Web-based Management Enterprise
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2. Tick Auto Refresh to refresh the dispatch status. Select the dispatch task whose
detailed dispatch information you want to view. Click Export Report to export

the current fields in .csv format.

ASWM €Enterprise
B vonitor

Software Dispatch Report Management Return

Dispatch Task Name List: | 72ip-x86_2013-09-18 11:13:51 -]
Account -
. Task Description: | Dispatch 72ip |
Software Name: | 72ip-x86 |
+ Deployment ‘Software Description: /' Windows (FileSize: 1.07 MB)
Management
Centralized Aies 05 Informatien Tpadress status Message
4 Management
oot Ervin EB1030 sedtestcon ErwinE81030 G Embedded 7 (x86) | 10.10.43.151;192.168.1.50; () Success  Software i
ke
Management TC71S-ENG-PC TCIS-ENG-PC [} Embedded 7 (x86)  10.10.43.157; (D success  software di
Task Created Time: 9/16/2013 11:13:07 a4
B cerer Enabe Schedule: ol

18 Task Schedule Time:
Configuration p

9/18/2013 11:13:15 AN
atch task done.

pr——
R oo

3.5.3  Agent Connection Report Management

The Agent Connection Report lists the server's start and shutdown time and
whether the client is in Maintain Mode.

ASWM E€Enterprise

B vonitor Agent Connection Report Management Return

ASWM Enterprise Group: | < List all clients ... > - |
Account
Management

por

Log DateTime ~

» WIN-M7I7OFNEDC? (7 BRE)
< Deployment

Management 91612013 7:13:18 PN KINKI-PS 10.10.43.169;

|4 Centralized
2 Management

™ Report
Management

=y Server
" Configuration

9/16/2013 5:37:20 P Ervin-£81030 10.10.43.162192.168.1.

9/16/2013 5:36:59 PN TCTIS-ENG-PC 10.10.43.157;

/16/2013 5:36:09 M TCTIS-ENG-PC 10.10.43.157;

9/16/2013 5:02:17 P ROVH-SRY 10.10.43.164;
9/16/2013 4:38:55 PN ROVH-SRY 10.10.63.164;
9/16/2013 4:07:12PM  ROVH-SRY 10.10.43.164;

9/16/2013 3:21:45 PM  ROVH-SRY 10.10.43.164;

%, ofiine oier2013 45728 P ocahost 010,069

W, offLine 9/16/2013 3:07:07 PM localhost 10.1043.173;
¥ onin, 9/16/2013 2:40:25 P _localhost
— Colapse Al

10.10.43.17

% Use the Filter function to list the continuous report after the specified date.
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3.6 Server Configuration

You are allowed to do general server configurations, including SMTP server, SNMP
Trap, security, etc..

3.6.1 SMTP Server
To set up the SMTP server

1. Setting up the correct SMTP server information if you would like to send the
notification through Email. Click Edit SMTP Setting to fill in the fields.

ASWM €Enterprise

Monitor Server Configuration

| sMTP Server | security | SNMP Trap | ASwM Group | BIOS | DataBase | Software Pool | Monitor

server has been successfully set
up. If so, click Save to save the
configuration.
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3.6.2 Security

You can set the Access Control List, which permits or denies the specific IPs’
access.

The ACL settings is based on Cisco router settings. Fill in the blank fields and click
Add New ACL Rule to add a IP on the control list. Use the ACL Rule Test on the
bottom to test if it has been added successfully.

ASWM €Enterprise

[ monitor Server Configuration

SMTP Server | Security | SNMP Trap | ASWM Group | BIOS | DataBase | Software Pool | Monitor

Account
. Management

~ Deployment
Management.

Q Centralized
“# Management

Report
4.
& \rogement

=n Server
IE Configuration:

|| Testrule |

/ Click Export ACL Rule or Import ACL Rule to export or import ACL Rule.

Examples of ACL settings
1. If you want to permit Class C IP addresses 192.168.0.0—192.168.0.255

Rules:
Permit: IP 192.168.0.0 Wildcard Mask: 0.0.0.255
Deny: IP 0.0.0.0 Wildcard Mask: 255.255.255.255

2. If you want to permit IP 192.168.0.200 only

Rules:
Permit: IP 192.168.0.200 Wildcard Mask: 0.0.0.0
Deny: IP 0.0.0.0 Wildcard Mask: 255.255.255.255

3. If you wantto deny IP 192.168.0.200 only

Rules:
Deny: IP 192.168.0.200 Wildcard Mask: 0.0.0.0
Permit: IP 0.0.0.0 Wildcard Mask: 255.255.255.255
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3.6.3 SNMP Trap

Fill in the blank fields and click Add Profile to add the SNMP Trap profile. If you
would like to edit the profile, click Edit Profile.

ASWM €Enterprise

] Server Configuration

SMTP Server | Security SNMP Trap | AswM Group | BI0S | Database | Software Pool | Monitor

% The SNMP profile information is used for sending notificatiton.

3.64 ASWM Group

You can add new ASWM Groups or edit the existing groups. The information of
computers in each group is displayed when the group is selected.

ASWM €Enterprise

Server Configuration

Monitor

SMTP Server | Security | SNMP Trap | ASWM Group | B10s | DataBase | Software Pool | Monitor.

ASWM Group List: | Server@EUR

ASWM Group Name:  s.crarUR

Model Name.
RS300-€8-RS4
269€.D16 Series
PoX79 ws/tPmI

PID-V(X) Series
T700-X7-PS8

% You cannot delete the DefaultGroup and all the clients will be regrouped under
DefaultGroup when their groups are deleted.

ASUS System Web-based Management Enterprise

3-27



3.6.5 BIOS

The BIOS screen displays all the BIOS cache information. The ASWM Enterprise
automatically detect and download the newest BIOS from the ASUS support site.

Version

ASWM €Enterprise

Server Configuration

SMTP Server | Security | SNMP Trap | ASWM Group | BIOS | DataBase | Software Pool | Monitor

Builddate Filesize

11/26/2012 1,297,706 Bytes

07/23/2013 3,848,362 Bytes

08/30/2013 1,898,634 Bytes AsusfTP

trator

LogOut

It is more convenient to click the check box on the bottom to select the older
version BIOS if you want to remove the older ones.

3.6.6 DataBase

You can view the database information of ASWM Enterprise here.

ASWM €Enterprise

= Monitor Server Configuration
Account SMTP Server Security SNMP Trap ASWM Group BIOS | DataBase ‘Sof[warepﬂ‘ﬂ Monitor
Deployment.

Ii Mansgement Database Name AswHEnt

Database Size: 4.06 MB
Centralized

lanagel Unallocated Space: 071 M8

Reserved Size 2600 KB

11 Report
lanage Data Size: 1456 KB

erver Index Size: 968 KB,
= Confi i
Unused Size: 176 KB

Maximum Server memory

Config_value 1,024 M8

Run_value 1,024 M8
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3.6.7 Software Pool

This function allows you to create the software list from where you can select and
dispatch the software to clients.

To set up a software pool:
1. Click Add Software.

ASWM e€Enterprise

Monitor Server Configuration

SMTP Server | Security | SNMP Trap | ASWM Group | BIOS | DataBase | Software Pool | Monitor

Filesize File Names List

Windows  7Zpx8s 107 M8 72920.msiinstall_72920-x86.bat

| [ edit software | + add software |

2. Assign the software name and click Next Step - Upload Files.

k Two files must be uploaded:

A) Setup File, namely the installation file, including .exe, .msi, .msu and .zip
(for several files) format

B) Script File, namely the silent installation script of the setup file, supports
.bat file format.

| Software Pool Editor

Stepl .Iéase input the "Software Name' and select the appropriate "0S Type® first.

| 7 Zip (x64)

e [windnws

Next Step - Upload Files

Cancel
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% ¢ To ensure a successful dispatch without uer's responding to the dispatch

screen, it is recommended that you test the files before starting the large
amount dispatch since the files will be dispatched to remote clients and the
ASWM Agent will run the script to install the setup file, and that the script
contains the silent install parameters.

¢ For example, if you want to dispatch a 7zip file, you need to upload:
Setup File: 7zip.exe

Script File: Install.bat, containing 7zip.exe /S

R If there are several setup files, you can pack these files in .zip format.

Click Edit Software to edit the software or upload the setup file, script file
again.

Software Pool Editor

Step1: Just modify information then click ‘Update Software Information’ to update.

Software Name: | 7Zip-x86

0S Type: [ Windows

Step2: You can click "Upload” button to upload the new Setup/Script Files.

Setup File: |72920.msi lUpIuadI

Script File: | install_7z920-x86.bat | Upload|

E 5% You can dlick the icon to see detail Setup/Script information that you uploaded before.

zl Save “ Delete “ Cancel J
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3.6.8 Monitor

You can enable or disable the Connection Monitor function that monitors the
connection between Main Server and Agent. Click Setting to set the detailed monitor
information.

ASWM €Enterprise

Monitor Server Configuration

F o SMTP Server | Security | SNMP Trap | ASWM Group | BIOS | DataBase | Software Pool | Monitor.

Deployment
Manag Here you can enable or disable the Connection Monitor funciton which

monitor the connection between Main Server and Agent, and click
Setting button to do detail connection monitor setting.

¥ Enable Connection Monitor

Notify Type: online and/or offline notification;

Threshold: set the upper time limit for offline. For example, 30 seconds means the
connection status will be seen as offline if the last connection between Agent and
server is 30 seconds ago.

Email Address: The email address of the receiver who will receive the notification.

|
Agent Connection Monitor Setting

|Q Online Notify
[J] offline Notify

30 Seconds ~ Lol )

|
Kinki@asus.com;Erwin@asus.com;Burn
ay@asus.com;Saul@asus.com;

Saul@asus.com - H Add ]

z Save Cancel

% ASWM Enterprise Main Server routinely checks the status of Agent Connection. If

~ the connection between Agent and Server breaks unexpectedly, the Main Server
records and sends an email notification to the specified recipient. If the Server is
in Maintain Mode, there will be only a record of the connection status.
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Chapter 4

This chapter describes system status
and information of the client.
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4.1 Monitor Overview

You can have detailed monitoring information of each client in realtime.

1. Click Monitor on the left.
ASWM Enterprise

Version

w Overview

Group List /] Auto Refresh

Account

Group Name Client Counts. Connection Healtn Utiization

Management
Publc Thin-Client B

< Deployment M. . ccn 0
Management 5

SenvereTE-HQ
-4 Centralized
& Management

14 Report
e
Management By icis in the Server@EUR Group

BMCWebGUI__ Health Utiizatior

Alias Name. os

Server Connection Model Name

L [¢
I configuration [l « onune G tems)
W, ontine Rs300-esRse  ERPSystem 4 windows [ NO 01 09

W%, rebooting POX7S WS/IPMT | ROVH-SRY 4 windows [ no ©2 o021

2%, onLine PSD-MV(X) Series WIN-17170FNEDC Y windows [ NoO 015 013
4 offtine (1 tem)

2592016 Seies loalbost B uinux ves

®» Administrator
Admin

LogOut

Server/MB

¥ Auto Refresh

B vonitor

Account
Management

Client Counts Connection Health Utiization

+ Deployment
1 Management

Centralized
E Management

& Report
Management B\ il in the Server@EUR Group

BMC WebGUL Utiization

Healtn

Aliss Name

Model Name

=y Server Connection
Ill!c Configuration il « Onune (3 items)
W onLine RSI00-EG-RSE  ERP System AY windows (8 no o1 09

Rebooting PSX73 WIS/IPMI | ROVH-SRV A% windows [ no ©2 o2
W onLine PSD-MV(X) Series| WIN-47I70FNEDC 4 Windows [ NO 015 013

4 OffLine (1 item)
Offtne reieseies locbon Y unox [ ves

® Administrator
Admin.

Select a desired client for monitoring in the Group
ASWM e€Enterprise

B wonitor Overview

Group List <] Auto Refresh

Account
Management [l &= Client Courts Conneston Hesth Unimaton
Pubic Trin-Glent . o @+  @a
. Deployment M. .o 4
flanagemeny Server@TPE-HQ 3
- Centralized
k Management
15 Report
Sanadement Models in the Server@EUR Group
gL Server Connection vodelName _ Aisshame Os BHC WebGUL _eath _ Utizato
I configuration [l + ortne G tems)

¥, onLine RS300-E8-RS4  ERP System A windows [ no o1 X
W, Rebooting PIX79 WS/IPMI  RDVH-SRV. A windows [ nNo ®©2 o2
=, ontine PSD-V(X) Series win-M7I70FNEDC ¥ Windows [ NO 015 013
4 offtine (i item)
W, offLine 297E:D16 Series  localhost A tinux ves

-« Administrator
Admin

LogOut
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4.  The Client Information of the selected computer is displayed as shown.

Click to show the model pictures

Display the general client information
Click to control the client remotely

ASWM €Enterprise
Click to power

B wonitor Client Information s off or restart
the computer

Account

05 Information: Microsoft Windows Server 2012 Datacenter 64-bit 6.2.9
Management

BIOS Version: American Megatrends Inc. BIOS Version 3202

+ Deployment
Management

Agent Version: 1.4.3

Click to show

Status: Health @ 22 Utilization @ 10

B s the monitor
- R summary of
-_ hardware
IR Configuration and utilization

sensors

®» :i:’:l‘:\\s!ramr
ogOut

The function area

/ e The BMC button is available only when you have installed a BMC card on
your client.

e Under Client Informaiton > more..., view the connection status of one
or more network adapters on your client, such as if the ethernet cable is
connected or disconnected, or if the network adapter is enabled or disabled.

Version

ASWM €Enterprise

[ Monitor Monitor Summary Return

e count Hardware Sensor | utilization Sensor

Management Sensortiame
Fan (6 @E8)

Temperature (4 GIEE)

< Deployment

Management CPUL Temperature 33°C © Normal

MB1 Temperature 33°C © nNormal

Centralized orma

| PSU1 Over Temp. Transition to OK © Normal
Management

PSU2 Over Temp Transition to 0K © Normal

Report
1%,
& Management

aL Server
IIE- configuration Ethemet 5 ( Intel(R) 1210 Gigabit Network Connection ) Unused

Ethernet 6 ( Intel(R) 1210 Gigabit Network Connection #2 )

Connected

Ethernet 7 ( Intel(R) 1210 Gigabit Network Connection #3 ) Unused

Ethernet 8 ( Intel(R) 1210 Gigabit Network Connection #4 ) Unused
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4.2 HW Sensor

Hardware sensors are responsible for voltage, fans, temperature and backplanes
monitoring. You can have a realtime notification of each component with colored
signals or customize your warning threshold.

Return the previous Client Information screen

Click to switch sensor tabs. The colored
signal and the number indicate the health
status of the sensors (critical or warning).

ASWM Enterprise

Hardware Sensor

Version

Return

Monitor

Vultage | FAN | Temperature | Backplane | Power Supply # 1

Account

1400 1600 1260 1640 3200 z400

4800 5200

Administrator
x Admin 3200 3400
#

Click to set the threshold

Scroll down for
more sensors

Display the realtime value. The colored border
shows the default or your customized threshold for
sending critical, warning or normal notifications.
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4.21 Setting thresholds

Click the dashboard to customized your own threshold value, including High
Critical, High Warning, Low Warning, and Low Critical.

To set the threshold

1. Click a desired dashboard for customizing.
2. Move the slider to adjust the threshold value.
3. Click OK to save the configuration.

ASWM €Enterprise

— Hardware Sensor Return

Voltage | FAN Temperature Backplane Power Supply # 1

1400 1600 . 3200 3400

Administrator
x Admin 3200 3400

LogOut

% The value of High Warning must be lower than High Critical and the Low
Warning must be higher than Low Critical.
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42.2 Hardware sensor tabs

Voltage

Scroll down for more voltage dashboards or click Return to go back to the previous
Client Information screen.

ASWM e€Enterprise

o— Hardware Sensor

‘Vollage FAN | Temperature | Backplane Power Supply # 1

3200 3400

Fan

This screen displays the threshold fan status and power supply related discrete fan
Sensor.

ASWM €Enterprise

Rieias Hardware Sensor Return

Voltage | FAN | Temperature | Backplane  Power Supply & 1

Logout
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Temperature

This screen displays the device threshold temperature and power supply related
discrete temperature sensor.

ASWM €Enterprise

Monitor Hardware Sensor Return

Voltage | FAN | Temperature | Backplane, Power Supply # 1

PS03 Over Temp

Backplane

This screen displays the blackplane status, including Drive Presence, Drive
Not Exist, Fault, and Rebuild. Click Return to to back to the previous Client
Information screen.

ASWM €Enterprise

_— Hardware Sensor Return

Backpl. o
Pour Voltage FAN | Temperature | Backplane | power Supply # 1
Managem
Deployment
Man

% This tab is only available when your system is equipped with backplanes.
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Power Supply

This screen displays the power supply related sensor, for example, the power
consumption (Watt), whether the power cord cable is connected to the power supply,
and whether the power supply is installed to the server properly. Click Return to the
previous Client Information screen.

ASWM €Enterprise
w Hardware Sensor

Voltage FAN Temperature Backplane Power Supply

Chassis

This screen displays the chassis status. If the chassis of the client computer is
opened, the Chassislntrusion Lock icon will appear unlocked. Click Return to the
previous Client Information screen.

ASWM e€Enterprise
W Hardware Sensor

Voltage FAN | Tem
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4.3 Inventory

Inventory shows the general disk info of your installed Hard disk drive, optical disk
drive and the connected external disk drive.

4.3.1 Disk Info

Disk Information

The disk information screen includes Name, Media Type, Status, Manufacturer,
Size, S.M.A.R.T Support and S.M.A.R.T Status.

ASWM €Enterprise

B wonitor Inventory Return

Disk Info | Device Manager

. Device Name: ST3500320AS

Account
Management

Click to show

<+ Deployment

Management A— Media Type:  Fixed hard disk media
\ Device Status: 0K
4 Centralized Manufacurer:  (Standard disk drives)

%3 management

Report
&
& Management

—_— Size: 500,105,249,280Bytes (465.76 GB)
— SMART Support: Support S.MART

SMART Status: @ Normal

“Information

S Device Name: JetFlash Transcend 32GB USB Device

Server
IE Configuration

Media Type: Removable Media
Device Status: OK
Manufacturer: (Standard disk drives)

i 31,601,525,760Bytes (29.43 GB)

Device Name:  AMI Virtual CDROMO USB Device

A
x Device Descrigtion: DVD/CD-ROM Drive

Logout

- Return
B wonitor

Account
Management

Device Name: JetFlash Transcend 32GB USB Device

Media Type: Removable Media
+ Deployment
Management

Device Status: OK
Manufacturer:  (Standard disk drives)

. uss D Size: 31,601,525,760Bytes (29.43 GB)

Centralized
% Management
- information
y Reoort ® Device Name: AMI Virtual COROMO USB Device
Management Device Description: DVD/CD-ROM Drive

Drive Letter: F:

Server
IE configuration

Manufacturer: (Standard CD-ROM drives)

 DVD/CD-ROM Device Status: 0K

ation
Device Name: ASUS DRW-24B3ST
Device Description: DVD/CD-ROM Drive
Drive Letter: E;
Manufacturer: (Standard CD-ROM drives)
Device Status: OK

ASUS System Web-based Management Enterprise
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S.M.A.R.T Information

ASWM e€Enterprise

Inventory

Monitor

Disk Info
T i Device Manager

Version

Return

Name.

Click to show

Rawvalue

Deployment

M
i Centralized

Resd Error Rate
Spin-Up Time.
star/stop Count

Resllocated Sectors Count

Seck Error Rate

0000000CSADSDE.

SMART
information

0000000000000
0000000000731
0000000000002E
00000801077AC

Report

ERIFEERI

Server

® Administrator
Admin

Logout

Partition Information

ASWM €Enterprise

' Inventory

Monitor

J o Disk Info | Device Manager
Management
Deployment
Manageme

Device Name:

Media Type:
Device Status:
Manufacturer:

size:

Device Nam

Device Descriptior

JetFlash Transcend 32GB USB Device
Removable Media

oK

(standard disk drives)

31,601,525, 760Bytes (29.43 GB)

2l CDROMO USB Device
M Drive

Return

Disk 0 Fixed 465.76 GB OK

Click to show
Partition
information

®» Administrator
Admin

Logout

4-10

=
- Disk 2 Removable 29.43 GB OK

Device Name: AMI Virtual COROMO USB Device
Device Description: DVD/CD-ROM Drive
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4.3.2 Device Manager
The Device Manager displays all the devices installed on the client PC.

To check device properties

1. Click Device Manager tab on the top.
ASWM €Enterprise

o Monitor Inventory

Prouny Disk Info | Device Manager
1§ DVD/CD-ROM drives

Deployment i B Computer

Management 5 D Disk drives

58D Doy sdspers

s B Floppy disk drives

4 G TOE ATA/ATAR! comrallers

4 Centralized

2 Netvork scasters
2 ports (coM8.LPT)

Inventory

Disk Info | Device Manager

(21 Fopoy dis drves
(41 IDE ATA/ATAPY controers

3. Click the device to show the device properties.

(' Asus DRw-24835T
Device Type : DVD/Co-ROM dives
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4.4 EventLog

ASWM Enterprise automatically creates and records all the significant events
happening on your system in the event logs. Click the tabs (ASWM Enterprise,
Application, System, Security and Agent Connection) on the top to browse
different categories. The level types are Information, Warning and Error.

/ ASWM Enterprise Main Server routinely checks the status of Agent Connection. If

~ the connection between Agent and Server breaks unexpectedly, the Main Server
records and sends an email notification to the specified receiver. For more details,
recer to section 3.6.8 Monitor.

ASWM e€Enterprise
B Monitor

Account
Management

Event Log Return

ASWM Enterprise | Application | System | Security | Agent Connection (UTC+08:00) Taipei

Level Type DateTime Source
Qcrror S/16/2013 1:08:51 M Asum agent

_-]' Deployment Qeror 9/16/2013 1:06:51 PM ASWM Agent
Management Qcrror ort6/2013 1108151 7 AswM Agent
o~ Qcror o1 085 7w s g
oooer Qcrror ort6r2013 1108551 7M AswM Agent

Qcrror 9/16/2013 1:08:51 21 ASwM Agent

& Report Qcrror 9/16/2013 1:06:51 M ASWM Agent

Management Qerror 9/16/2013 1:08:51 PM ASWM Agent
Qcrror orerz0u3 0851 7 pryw—

'I by i::;;’uraﬂm Qcrror 9/16/2013 1:08:51 21 AswM Agent
Qcrror srerz0u3 0851 oM AWM Agart

A\ warning s/16/2013 1i0si51 7 Aswm Agent

A\ warning 9/16/2013 1:08:51 P ASwM agent

@ rformation 9/16/2013 11:33:20 A ASwM aAgent

@ information s/16/2003 11:33:20 AWM Agent

@ rformation 9/16/2013 11:03:54 A1 ASwM Agent

@ tformation 51612013 11:05:34 AWM Agent

Administrator

Logout

Click a desired log to see the detailed information.

ASWM €Enterprise

B monitor Event Log getim

ASWM Enterprise | Application | System | Security | Agent Connection (UTC+08:00) Taipei

Account
Management Level Type DateTime Source
@ ormation o

~ Deployment
Qcrror A AWM Agent
Management
Qcror o203 1:06151 M

9/16/2013 1:06:51 PM

ASWM Agent

Centralized
& Management

ASWM Agent

.. Report
s Management Status Changed : Normal --> LowCritical

=) Sserver Qcrror sssfznta soscst e s agene
* Configuration Qeror 9/16/2013 1:08:51 P4 ASwM Agent
Qcrror PP v— s agent

Qcror DT T

Qcrror oisrots s o PR

Qcrror CTEDATEEEY e

Qcror siseraots st e ssim gt

i\, Warning 9/16/2013 1:06:51 PM ASWM Agent

® Administrator

Logout

RIS
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Advanced Search

Click Advanced Search to use the Event Log Filter to locate your desired log
more quickly.

FlerType:( ]

Event Type ;  Filter by Time-Span
Filter by Counts of Record

2 @error

Conditions : |Custom Time Period

Filtering by Time Span

If you select Filter by Time Span, you
can decide and search your desired
time period for the logs.

Filtering by Counts of Record

If you select Filter by Counts of
Record, you can decide the number
of the logs you would like to see.

Click the arrow buttons to increase or
decrease the number, or you can enter
a desired number directly.

ASUS System Web-based Management Enterprise
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Clean EventLog

Click Clean EventLog to clear all the event logs stored in your client PCs.

ASWM Enterprise

Return

Q Account (UTC+08:00) Taipei
Management

Level Type DateTime Source

() 1rformation 9/16/2013 4:27:21 PM Software Protection Platform Service
~ Deployment

@ mnformation S/16/2013 4:27:21 P10 Software Frotection Plaform Service
Management
o Information 9/16/2013 4:26:20 PM Software Protection Platform Service
Centralized () 1rformation 5/16/2013 4:26:20 PM Software Protection Platform Service
g Management (D mnformation 9/16/2013 4:26:20 PM Software Protection Platform Service
o Information 9/16/2013 4:26:10 PM Software Protection Platform Service
iy Report () 1rformation /16/2013 4:15:38 PM Desktop Window Manager
ilagacement (D mnformation 9/16/2013 4:12:42 PM Windows Error Reporting
= Server o Error 9/16/2013 4:12:40 PM Application Error
IF- Gougiq i @ mnformation /16/2013 4:02:53 PM Desktop Window Manager
o Information 9/16/2013 11:03:57 AM Microsoft-Windows-RestartManager
0 Infermation 5/16/2013 11:03:57 AM Msilnstaller
(D mnformation 9/16/2013 11:03:57 aM vsitnscaller
o Information 9/16/2013 11:03:57 AM Msilnstaller
0 Infermation 5/16/2013 11:03:56 AM ‘AswmDeviceInfoMonitor
(D mnformation 9/16/2013 11:05:55 M AswmUtlizationMonitor

Administrator €D 1nformation
Admin Clesn cventiog
Logout

11:03:54 A1 AswmSWResourceMonitor

/12345678 535[k

Export EventLog

Click Export EventLog to export a *.csv file to your client PC.

ASWM €Enterprise

- Monitor Event l.Dg Retum

System | Security Agent Connection {UTC+08:00) Taipei

Account
Management Level Type DateTime Source
D | t 0 Information 9/16/2013 1:06:51 PM ASWM Agent
~ Deploymen
0 Error 5/16/2013 1:06:51 PM ASWM Agent
Management
0 Error 9/16/2013 1:06:51 PM ASWM Agent

@ error 9/16/2013 1:06: ASWM Agent

ﬂ Centralized
Management

Message: Sensor : FRNT_FANL

1 Report Value : 4000 --> 0
2 Status Changed : Normal --> LowCritical
Management
o Error 5/16/2013 1:06:51 PM ASWM Agent
= Server 0 Error 9/16/2013 1:06:51 PM ASWM Agent
IE-: Configuration Qeror 5/16/2013 1:06:51 PM ASWM Agent
0 Error 9/16/2013 1:06:51 PM ASWM Agent
o Error 5/16/2013 1:06:51 PM ASWM Agent
Qerror /16/2013 1:06:51 PM ASWM Agent
o Error 5/16/2013 1:06:51 PM ASWM Agent
Qerror 5/16/2013 1:06:51 PM ASWM Agent

Warning /16/2013 1:06:51 PM ASWM Agent
Administrator :
Admin

o q|Lfr m

Clean Eventlog

Chapter 3: Client Monitor Information



4.5 Utilization

Utilization Sensor shows the utilization status of disk drives, CPU, Memory and
Network. You can customized the threshold value of each sensor for sending
notifications.

451 Partition

The Partition screen shows the information of your installed hard disk drives and
the connected external storage devices. Move the slider under each disk drive to
set the warning threshold.

ASWM €Enterprise

B vonitor Utilization Sensor
Account Pation CPU | Memory | Network
— Click to show

+ Deployment
Management

general
information

1 Centralized
& Management

Isec 18,423,552 Bytes (112.94 MB)
1 G o\ parttion
. 4 DA Parfition o Available Free Space : 178,139,492,352 Bytes (165.91 G8)
lanagement { 0% ) Total Size: 178,257,915,904 Bytes (166.02 GB)

=y Server

- Configuration : Click to set the
threshold value

High Warning

4.5.2 CPU

This screen shows the CPU usage of each installed CPU.

ASWM €Enterprise

B wonitor Utilization Sensor

ition | CPU
P ecount Partition | Memory | Network

Management.

+ Deployment
Management.

CPUID: CPU Core 1

CPU Usage: 6% CPU Usage: 0%

4 Centralized status: @ Normal

& Management
TSI T
1. Report &) &
T I (] S (] I s
==

=p Server
-~ Configuration

CPU Usage: 1% CPU Usage: 1%

Status: @ Normal

~ Information

CPUID: CPU Core 4

- Information
CPUID: CPU Core 5
cPU Usage: 0% CPU Usage: 0%

status: @ Normal status: @ Normal

/ The number of the CPU here is the logical number of the CPU, not the number
of the installed CPU.
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4.5.3 Memory

This screen shows the total physical memory, used memory, the available memory,
and the memory utilization status.

ASWM €Enterprise

Utilization Sensor

Partition | CPU | Memory | Network

3,130,049,632 Bytes (2.92 GB)

ntralized sical Memory: 4,285,661,184 Bytes (2.99 GB)

—— i ¢ 3 Utilzaton Status: © Normal

45.4 Network

This screen shows the general information of the network and the network
utilization status.

ASWM €Enterprise

Monitor Ui ation Sensor

| Network |
ecount Partition | CPU | Memory | Netwo

NIC Name:

© Normal
nt: 0 Bytes
ed: 0 Bytes

'e: Intel(R) 82574L Gigabit Network Connection
Ethernet

3,223,341,598 Bytes (3 G8)
495,072,931 Bytes (472 MB)
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4.6 Software

Click Auto Refresh to refresh the monitoring screen automatically.

4.6.1 Application

Displays all the installed applications on this client and their general information.

ASWM €Enterprise

B vonitor Software Information Return

Q Pou Application | Services | Process | System Variables | Software Dispatch

plication
Display Name.
DiskCheckup v3.1
Microsoft Help Viewer 2.0
RW-Everything 20130528
Ultra1S0 premium V8.6 20130819

Display Version Publsher Install Date

+ Deployment
Management

3.1.1008 Passtark Software | 20130509

2050727 Microsoft Corporati.

Centralized
L Management

i Report

EL Server
I configuration

Microzoft NuGet - Visual Studio 2012 2.0.30625.9003 Microzoft Corporati 20130615

Microsoft Visual Studio Premium 2012 11050727 Microsoft Corporati 20130615

o Studio 2012 - enu 11.1.20702.00 Microsoft Corporati 20130619

WCF Data Services 5.0 (for OData v3) Primary Components

5.0.50626.0 Microzoft Corporati 20130619

Microsoft Visual Studio Ultimate 2012 - ENU 11.050727 Microsoft Corporati 20130615

WCF Data Services Tools for Microsoft Visual Studio 2012 5.0.50710.0 Microsof Corporati 20130619

Tools for et 3.5 3150727 Microsoft Corporati 20130619

Microzoft Slverlight 4 SDK

4.0.60310.0 Microzoft Corporati 20130615
Microsoft INET Framework 4.5 SDK 45.50709 Microsoft Corporati 20130615
20130819

20130619

Microsoft Visual Studio Team Foundation Server 2012 Team Explore 11.0.50727 Microsoft Corporatit

Microsoft Visual C#-+ 2012 x86 Debug Runtime - 11.0.50727 11.050727 Microsof Corporati

Microsoft Report Viewer Add-On for Visual Studio 2012 11.1.2802.15 Microsoft Corporati

20130815

4.6.2 Service

Displays the status of each installed applications. Right-click a desired service and
you can start, restart or stop the selected service.

If the Start Mode of the selected service shows Disabled, you cannot control
L that service.

ASWM €Enterprise

[ wonitor Software Information Return

Q Account

+ Deployment
Management

Application | Services | Process | System Variables | Software Dispatch

ry—

Display Name ~ Description Start Mode State

WMI Performance Adapter Provides performance library information from Windows Mai Manual Running

Wired AutoConfig ‘The Wired AutaConfig (DOT3SVC) service is responsible for Manual Stopped

Centralized WinHTTP Web Proxy Auto-Discover WIinHTTP implements the dlient HTTP stack and provides de  Manual Stopped.
%+ Management Enables the detection, download, and instafi-sn ~--=-use-tt-nect Stopped
O Strt: Windows Undate
Report
ko Ensbies the detection, download, and instalation of updates for Windows and of o |bled, users of this
ROERIEERRI . .. il no: be able to use Windows Update or s automatic updating feat . ot
Server

IE: Configuration

Maintains date and time synchronization on all clients and 5. Manual

for

Stopped

Windows Store Service (WSService Provid d i Manual stopped

Windows Remate Management (W: Windows Remote Management (WinkM) service implements Auto Running

Windows Process Activation Servic The Windows Process Activation Service (WAS) provides prc Manual Running

Windows Presentation Foundation  Optimizes performance of Windows Presentation Foundatior Manual Stopped

Windows Modules Installer Enables installation, modification, and removal of Windows  Manual Stopped

®» Administrator
Admin

Logout
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4.6.3 Process

Displays the process of the running applications.

ASWM €Enterprise

B monitor Software Information Return

Q Account

+  Deployment
"1 Management

Application | Services | Process | system Variables | Software Dispatch

Description
SQU Server vSS wrter - 64 git
Host process for Windows Services
4 Centralized
L Management

i Report
Management

= Server
I configuration

Windows Explorer

Window

nd Processor

WmiPrSE.exe WHI Provider Host

To end the process of the running application

Right-click the application that you would like to end the process.
2. Select End Process:XXXXX to stop the application running.

ASWM e€Enterprise

B monitor Software Information Return

Q Account

+ Deployment
Management

Application | Services | Process | system Variables | Software Dispatch

Name.

Description
112 suchost.exe Host process for Windows Services
ss2 schost.exe Host Process for Windows Services

Centralized WiPrySE.exe I Provider Host

% Management

& Report

=p Server
I configuration

taskhostex.exe
explorer.exe. Windows Explorer

msdtc.exe

emd.exe T CIEET | p——

Description: Windows Command Processor
conhost.exe

WmiPrSE.exe WML Provider Host
AswmSenices.exe AswmServices
WmispSry.exe

WmiPrSE.exe WML Provider Host

WmiPrvSE.exe WHI Provider Host

p . v =T
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4.6.4 Environment Variables

Displays the environment variables.

ASWM €Enterprise

B Monitor Software Information

Account
Management

PR e oy Variable Name

Management CLELD

VS110COMNTOOLS oft Visual Studio 11.0\Common7\Tools\
~4 Centralized

L Management os Windows_NT

PROCESSOR_ARCHITECTU AMDE4

il Report PATHEXT /COM; EXE; BAT; .CHID; VBS;. VBE; JS; JSE; WSF;. WSH; MSC
Management .. =

PROCESSOR_IDENTIFIER _Intel
=p Server

IE. configuration

Teme caw

NUMBER_OF_PROCESSOR 2

PROCESSOR_LEVEL 8

4.6.5 Software Dispatch

Software Dispatch allows you to dispatch an application to the assigned clients. To
use this function, add a new dispatch task that includes the application name created
in the software pool, the target client, and the dispatch time.

ﬁ *  Refer to section 3.6.7 Software Pool to create a software pool.

¢ Refer to section 3.4.5 Software Dispatch Centralized Management
if you want to dispatch a large amount of softwares to several clients
simutaneously.

To usesoftware dispatch:
1. Click Add Software Dispatch Task.
ASWM €Enterprise

B monitor Software Information Return
Account Application  Services  Process | System Variables | Software Dispatch
Management

+ Deployment
Management

4 Centralized
k Management

Report
Management

Server
IE. configuration

Add Software Dispatch Task
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2. From the Software List dropdown field, select the software that you want to
dispatch to a client and enter a task name and task discription.

3. Assign the dispatch time or tick Dispatch Now to dispatch immediately.

Add Software Dispatch Task

Software List: | 7Zip-x86 -

Description: J' windows (FileSize: 1.07 MB)

Task Name: | 7Zip-x86_2013-09-27 09:55:17 ‘

Task Description:

Dispatch Time: |2013j'9;’27 | ‘ 09:55 :l ‘T) |_| Dispatch Now

& | Add Cancel

4.  Click Add when done. The dispatch status for the newly-created dispatch task
is displayed on the task list.

ASWM €Enterprise

B monitor Software Information Return

fecount Application ' Services ' Process  System Variables | Software Dispatch
Management

< Deployment

)
Management

. 2013-09-27 09:55:17  7Zip-x86 (File Size:1.07 MB) @ created
74 Centralized
& Management

% Report
Management

=p Server
- Configuration

> Export Software Dispatch Log o Add Software Dispatch Task

5. When the dispatch task is completed, the dispatch status is displayed on
the task list. Click the dispatch status to display the dispatch task’s detailed
information.

Software Information Return

Application  Services Process System Variables | Software Dispatch

fMam ispatcl

Task Name Software Status Message
Successful (1 EEE)

7Zipx86_2013-09-27 09:55:17  7Zip-x86 (File Size:1.07 MB) (D success  software dispatch task done.
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ASWM €Enterprise

[ wonitor Software Information Return

Application | Services Process | System Variables | Software Dispatch

(“Software Dispatch TRt Refresh )
Task Name Software Status Hessage

ul (1 G#E)

7Zip-x86_2013-09-27 09:55:17  7Zip-x86 (File Si

Task Name: 72ip-xB5_2013-09-27 09:55:17

Task Description: task description

Account
Management

+ Deployment
Management

(@ Sucosss [ Sotowar depat ek o

4 Centralized
k Management

Report
ks
3 Management

=y Server
IE configuration

Task Status Updated Time: 6/27/2013 9:57:09 AM
File Names List: (1] 72920.msi

11_72920-486.bat.
Message: Software dispatch task done.

> Export Software Dispatch Log Add Software Dispatch Task

4.6.6 Export function

Click Export button to export a *.csv file.

ASWM €Enterprise

[ monitor Software Information Return

Q Account

+ Deployment
Management

Application | Services | Process | System Variables | Software Dispatch

Display Name Publisher Install Date

DiskCheckup v3.1

Display Version

5.1.1008 PassMark Software 20130509

Microsoft Help Viewer 2.0 2050727
4 Centralized RW-Everything 20130528

k Management

Microsoft Corporatit

Ultra1S0 Premium V8.6 20130819
Microsoft NuGet - Visual Studio 2012 2.0.30625.5003 Microsoft Corporatii 20130619

Report.
s Microsof Visua S

Management B .. rramevori oes] & 227 = =

WeF Data senvies 5.4 () (AT » SE | 2

Server
IE configuration

Microsoft Visual Studi EEEE): Applicationcsy

FRATD: CSV Files (co)

v HEEER®

Microsoft Silveright 4 SDK 4.0.60310.0 Microsoft Corporatir 20130619

Microsoft .NET Framework 4.5 SOK 45.50709

Microsoft Corporatii 20130619
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4.7 Security

Security function allows you to manage your USB Flash and Registry Tool safely.
USB Flash management

Use this function to prevent other users from copying the files in the Client to their
USB flash disks. Follow the steps below:

1. Click USB Flash tab to view the status of the uSB flash disk.
ASWM €Enterprise

Security Return

Account USB Flash | Regedit Tool WatchDog

Deployment.

Managemer

2. Click Edit USB Flash Setting if you want to change the current status. When

done, click Save.

ASWM e€Enterprise

- Security Return

USB Flash | Regedit Tool WatchDog

Here you can enable or disable the USB Flash Device. If
you want to Lock the Flash Device, select the Disable
option.

\_ Enable USB Flash Device

- Disable USB Flash Device
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Regedit Tool

Regedit.exe is a built-in registry editor in Windows OS. To improve the system
security, follow the steps to disable the Regedit.exe in Windows OS:

1. Click the Regedit Tool tab to view the status in Regedit Tool.

ASWM €Enterprise

2 Monitor Security

lit Te
- USB Flash | Regedit Tool | watchDog

Deployment

Manageme

1 Centralized

2. Click Edit Regedit Tool Setting to change the current setting. When done, click
Save.

ASWM €Enterprise

Monitor Security ReLm

o] USB Flash | Regedit Tool | watchDog

Here you can enable or disable the Regedit Tool in
Windows. If you want to Lock the Regedit Tool, select the
Disable option.

__ Enable Regedit Tool
-/ Disable Regedit Tool
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WatchDog

Watchdog automatically detects your server and protects it against crashes. Select
enable/disable to enable or disable this function.

ASWM €Enterprise

Security

Return
USB Flash

Regedit Tool | WatchDog

) Edit WatchDog Setting

| Security

Return
USB Flash | Regedit Tool | WatchDog

Here you can enable or disable the WatchDog function
which can automatically detect your server and protect it

against crashes. If you want to enable the function, select
the Enable option.

- Enable WatchDog Function

__ Disable WatchDog Function
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4.8 BMC

BMC Information displays the general information of the installed BMC card.

7

ASWM e€Enterprise

B monitor BMC Information Return

Account BMC Information

1PMI Model Name: A

Management

+  Deployment VEELE

Management SEL Number:

(BMC:6 , File:0)
Centralized Card Type:

Management

Flash Type:

i Report LED Status:
Management —
LANL “um:; SEL Setting | Authenti

» Addre( >

1P Source: DHCP

=n Server
IIE: configuration

MAC Address:

90:€6[BA:63:4D:86

Mask:

niminstzator Gatonay:

255.245.255.0

10.10.43.1

/ Ensure that your web browser does not block the pop-up window.

Click

This button is available only when you BMC card to the client computer.

Click to check or

delete the SEL
information

Left: system
message LED
Right: system

locator LED. Click
to turn on/off the

locator LED

Click to connect

BMC Web-GUI

=) 654 to check the SEL (System Event Log) records of BMC, click Export

to SEL Records to export the SEL to a CSV file, or click Clean SEL Records to
clean the SEL of BMC.

Version

ASWM €Enterprise
- Monitor

Account
Management

SEL Information Return

SEL Information List (UTC+08:00) &4t

Sensorame

Timestamp
BMC (100 GIFE)
9/16/2013 7:35:01 AM
9/16/2013 7:35:01 AM
9/16/2013 7:34:59 AM
9/16/2013 3:34:34 AM
9/16/2013 3:34:34 AM

Sensorfiur_ SensorType. Description

+ Deployment 225 PHpower

Management

Power Supply ‘Assertion event: Lower Crical going low

225 Power Supply  PMBPower Assertion event: Lower Non-citical going low

148 Power Supply PSULACLost  Assertion event: Power Supply AC last

Centralized
Management

Report
ks
& Management

;L Server
NIE: configuration

25 Power Supply  PMBPower Deassertion event: Lower Non-critcal going low

25 PowerSupply  PMBRower Deassertion event: Lower Critical gaing low

9/16/2013 3:34:28 AM
9/5/2013 1:56:36 PM

138 PowerSupply  PSULACLest  Desssertion event: Power Supply AC lost

138 PowerSupply  PSULACLest  Assertion event: Power Supply AC lost
9/5/2013 Lise:34 P 149 Fan PSULSlow FAN1  Desssertion event: Transition to Non-recoverable
9/5/2013 1:56:33 P

9/5/2013 1:56:33 P11

Fon PSUL Slow FANT  Assertion event: Transition to Non-recoverable

Power Supply PSULACLost  Deassertion event: Power Supply AC lost

/52013 2isei31 AN 225 Power Supply
9/5/2013 2:58:31 AM

PHBPower Assertion event: Lower Critical going low

Power Supply

PHBRower Assertion event: Lower Non-critcal going low

9/5/2013 2:58:25 AM PHBPower

9/5/2013 2:58:25 AM

Power Supply Deassertion event: Lower Non-critcal going low

Power Supply

PHBRower Deassertion event: Lower Critical gaing low

9/5/2013 1:35:40 AM PHBPower

9/5/2013 1:35:39 A

Power Supply Assertion event: Lower Critcal going low

Power Supply  PMBPower Assertion event: Lower Non-critcal going low

Power Supply _ PMBPower Deassertion event: Lower Non-critcal going low.

1234567 /rm

® Administrator 9/5/2013 1:35:33 AM
Admin

lLogOut

ASUS System Web-based Management Enterprise
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SEL Setting allows you to enable or disable the SEL Backup Function, and set the
upper limit of SEL usage.

ASWM €Enterprise

B8 Monitor BMC Information Return

ecound BMC Information
IPMI Model Name:

Management ASMBA-IKVM

Version: 2.1

+ Deployment
1 Management

SEL Number: [} 6 (BMC:6 , File:0)

3 Centralized Card Type: OnBoard
Management Flash Type: Aspeed 2050

11 Report osns: V@ @@
Management

LAN1 | LAN3 | SEL Setting | Authentication

3 When SEL entries in IPMI device is accmulated enough to upper SEL usage (represented in percent), ASWHM
Enterprise will backup these SEL entries and then cleaned them until the remaining is only at lower SEL usage
(represented in percentage) if applied (it's zero if unspecified)

IL Server
IIE configuration

SEL Backup Enable: | Yes, Enable the SEL Backup Function

Upper SEL Usage (%): 904 L

When SEL entries in IPMI device reach the upper limit of SEL Usage (in
% percent), the ASWM Enterprise will backup and then clean them until the
- remaining occupies a lower ratio (in percent) of SEL usage.

Authentication allows you to set the user name and password of a BMC account.
The ) on the Authentication tab indicates that you are not authorized to access the
BMC. Click Edit Account to update the user name and password of the BMC account.

Version

ASWM €Enterprise

B vonitor BMC Information Return

Account BMC Information

IPMI Model Name: ASMB4-IKVM

Management

Version: 2.11

+ Deployment
Management

SELNumber: [ 6 (BMC:6 , File:0)

Centralized
& Management

Card Type: OnBoard

Flash Type: Aspeed 2050

14 Report
> Management

LEostas: [V]@ @@

EL Server LANL | LAN3 | SEL Setting | Authentication @
WIE- configuration

Please input the user name and password of BMC account :

User Name: | admin

Password: | sesesees

ndministzator

Logout
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4.9 BIOS Flash

BIOS Flash screen displays your current BIOS information and you can configure

the settings of BIOS Flash.

Click BIOS Flash Type > Manual Upload BIOS ROM File to manually upload
the BIOS ROM, or select ASUS BIOS Live Update to automatically detect and

download the latest BIOS from ASUS Support Website.

ASWM €nterprise

[ monitor BIOS Flash

BIOS Information
Account

Management Manufacturer Name: ASUSTeK COMPUTER INC.

System Product Name: RS300-E8-RS4

+ Deployment
Management

Base Board Product Name: pID-C Series

Vender Name: American Megatrends Inc.

4 Centralized

810 Version: 0206
Management

BIOS Build Date: 20130208

& Report

=) Server
IE Configuration

BIOS Flash

BIOS Flash Type:

[ Manual Upload BIOS ROM File -

Upload BIOS: [PSD-C-4L-ASUS-0601,C4 (5154 K8) | Upload | () Success!

The Upload BIOS Version: 0601

Automatic Reboot: (v] Reboot After BIOS Flash

Locator LED: 4] Tur On (BMC only)

BIOS Update Message: Please click the Flash Button to start the BIOS Flash process.

/ ¢ Click Reboot After BIOS Flash if you would like to reboot your system after

updating the BIOS.

¢ If you have installed BMC card to your system, you can click to turn on the

Locator LED if needed.

The latest BIOS version will be displayed if the new BIOS is detected. You can also
Click The Latest BIOS Version: 0505 E to check the release note of this version.

ASWM €Enterprise

B monitor BIOS Flash
JREcouns BIOS Information

Management Manufacturer Name: ASUSTeK COMPUTER INC.

System Product Name: RS300-E8-RS4

+ Deployment

Base Board Product Name: Y
Management PID-C Series

Vender Name: American Megatrends Inc.

Centralized
Management

& Report

Server
IE Configuration

BIOS Version: 0206

BI0S Build Date: 20130208

BIOS Flash

BIOS Flash Type: ASUS BIOS Live Update -

The Latest B0 Version: 0505 [

Automatic RebOOt: ) oy ot after BIOS Flash

Locator LED: [¥J Turn On (BMC only)

BIOS Update Message: Please click the Flash Button to start the BIOS Flash process.

ASUS System Web-based Management Enterprise
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4.10 Configuration

4.10.1 Information

Click Edit Information to relocate this client computer to another group or change
its Alias Name.

Click Uninstall Client if you want to remove the ASWM Enterprise Agent from this
computer.

ASWM €Enterprise

m Configuration
Information | Network _Notification
. p

nt

Server@EUR

4 Centralized
i ERP System
& 7 =

T r———

% Add or delete groups in Server Configuration > ASWM Group.
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4.10.2 Network

You can remotely control the network to enable / disable the DHCP, configure IP
addresses and DNS, and change the Subnet Mask and Default Gateway.

The Enable connection failure recovery setting ensures that if the network
configuration test fails, the system will automatically revert to the original network
settings.

ASWM €Enterprise
m Configuration

Information | Network | Notification

Connection Name: | Ethernet 6
Intel(R) 1210 Gigabit Network Connection

Deployment

Edit Information
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4.10.3 Notification

You can set up the notification types, including sending SNMP Traps and Emails,
or you can just keep the event logs.

SNMP Trap Setting

You can manually enter the Community and Receive Address of SNMP Trap or
click the amplifier button to select the built SNMP Trap profile.

ASWM €Enterprise

I monitor Configuration Return

Recoin Information Network | Notification

Management SNMP Trap Setting | Email Setting

+ Deployment
Management

g Coroled
. Report
k.
& Management

HL Server
IIE configuration

SNMP Trap Profile: | Receive SNMP Server
Community : | ASWM Enterprise
Receive Address : | 10.10.43.89

[ SNMPTrap [ ] Email

ensorType: Fan (5 GRE)
ensorType: Temperature (3 @)
rType: Voltage (7 @ES)

upply (5 EEE)

Email Setting

You can select the E-mail address from your contacts or manually enter the E-mail
address. Use semicolons if you have more than one receivers.

ASWM e€nterprise

I vonitor Configuration Return

Fecount Information Network | Notification

Management SNMP Trap Setting | Email Setting

+ Deployment
Management

Q Centralized
& Report
Management

EL Server
INE: Configuration

Email Address: |

|
vl ER(EN]

[ snmpTrap [ | Email L ®Normal [ | - Warning || @Critical

Saul@asus.com - )|_Add

® Administrator
Admin

Logout
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Customizing notifications for each sensor

You can the select the notification methods of each sensor, Hardware and

Utilization.

ASWM €Enterprise
[ Monitor

Account
Management.

Configuration

Information | Network | Notification

SNHP Trap Setting | Email Setting

] DA Email Address:

Management.

1!3 Centralized

[ swupTrap || Email [ Eventiog [ @Normal [
Report

.
% vanagement

% The Network Adapter Sensor monitors the connection status of one or more network
- adapters on the client, such as if the network cable is connected or disconnected,
or if the network adapter is enabled or disabled. When the connection status is
changed, the server records and sends out an e-mail notification to the specified

recipient.
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4.11 Remote Control

Remote Control allows you to open the Remote Desktop and control the client
remotely.

1. Click Connect to allow the Remote Desktop Connection.

L) Remote Desktop Connection -
o
@ A website is trying to start a remote connection.

This remote connection could ham your local or remete computer. Do nat cannect unless you knaw
where this connection came from or have used & before

L Type Remote Desktop Connection
Remote computer: RDVH-SRV

Alow the remote: computer to access the following resources on my computer.

¥|Clipboard Priters

Changes to these options apply to this cornection only.

2. Cofirm the name of the remote computer and click Connect to start the

connection.
| < |5 e 5 - 2.0||& ntinermsen @ Remte Dt W Cnn
Windows

Remote Desktop Web Connection

o logor
i

System Properties -
R You have to enable the Remote
Desktop on your client computer | Computer Nams | Hardwars | Advancsd | Remste |
before using the remote control Remote Assistancs
function Allow Remote Assistance connections to this computer

Remote Desktop

Cheese an eptien, and then specfy whe can connect.

() Don't allow remote connections to this computer

[7] Allow cennections eny fram computers running Remate
Desktop with Network Level Authertication (ecommended)

Helo me choose
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4.12 ThinClient features

When monitoring a ThinClient, the Function Area will be different from that of a Server's
function area in the following:

1. HW sensor changes to EWF (see below)
2. BMC changes to Security (see below)

ASWM Enterprise

B wonitor

Account.
Management

Host Name: Kinki-TC715 (TC715-ENG)

0S Information: Microsoft Windows Embedded Standard 32-bit 6.1.760:

BIOS Version: American Megatrends Inc. BIOS Version 0103
< Deployment
Management

Agent Version: 1.4.3

Status: Health® 2 tilzation @ 9
4 Centralized
& Management

i, Report
Management

=n Server
IE- configuration

Model Name: TC715

1P Address: 10.10.43.151;

TimeZone: (UTC+08:00) Taipei

% The ThinClient is powered on through WOL, ensure that the Switch / Router can
- forward WOL packet.
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4121 EWF (Enhanced Write Filter)
When monitoring the ThinClient, you can view and configure the EWF (Enhanced
Write Filter).

% EWF (Enhanced Write Filter) function protects one or several partitions against
L from being writting in.

ASWM €Enterprise

" Enhanced Write Filter (EWF) Return

Monitor

Account d )
Drive Letter +_ Volume Name Type stotus Pending Command
c \Device Herddiskvolume1 RaMReg  Dissbled NoCommand

Deployment o \Device\Harddiskvolumez RaMReg  Dissbled NoCommand

|7 Centralized
Report

=p Server

To configure the EWF:

1. Click Edit Setting to configure EWF. The background turns to yellow and the
EWF become configurable.

ASWM €Enterprise

_— Enhanced Write Filter (EWF) Return

Account )
v Staus
R Reg  Disabied
Deployment | o [ ——— R Re  Disabled
i Centralized
Report
=y Server -
- Configuratio F
HORM Status: HORM Support
3 If you want to support HORM, you must Enable EWF for all partition.

® Administrator
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2. Double-click the Partition that you want to change the EWF. When the EWF
configuration dialog box appears, select different options from the Pending
Command dropdown list to change the partition’s EWF status, including:

e No Command: Keeps current EWF or removes the previous Pending
Command).

¢ Enable: Enables EWF.
¢ Disable: Disables EWF.

e Commit And Disable: Write the changes of all the files to the hard drive
and disable EWF.

[‘Enhanced Write Filter: Volume Details

* Volume Name: | \Device\HarddiskVolume1
Drive Letter: | C
4 EWF Type: | RAM_Reg

EWF Status: | Disabled ]
q’ Clump Size: | 512.00 Bytes

Memory Space for Data: | 0 Byte
Memory Space for Mapping: | 0 Byte
Pending Command: | ]
Enable
bisable
Commit
Commit And Disable

No Command

3. When finish, click Save to save the changes.

[Enhanced Write

N Volume Name: | \Device\Harddiskvolume1
/ i ——
o ype: |_Reg

) SRS Disabled
) Clump Size: | 512.00 Bytes

Memory Space for Data: | 0 Byte
Memory Space for Mapping: | 0 Byte
Pending Command: | Enable -
B [ sve | conce
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Configure HORM (Hibernate Once, Resume Many)

1. You can configure HORM while setting EWF. Ensure to enable EWF of each
partition when enabling HORM function.

% While enabling the HORM function, put the system to hibernate mode..

2. Afterfinish configuring EWF and HORM, click Save and the Client settings will
update immediately.

ASWM €Enterprise

- - Enhanced Write Filter (EWF) Return

Account

Management Type Status Pencing Command

o RaMReg  Disabled enabie
~ Deployment | o \Devie Harddiskvolumez Rt ey Dssbled enabie
Management.

3 Centralized
k Management

Report
dks

& Management.
=y Server

IF-. configuration

HORM Status: /| HORM Support
3 If you want to support HORM, you must Enable EWF for all partition.

% The Client may reboot for one or several times for the EWF configuration to take
- effect.
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Appendix

This appendix includes a glossary of
terms used in this document.

-
=
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A.1 Glossary
Community

Users can define their own SNMP trap community for a clearer categorization and
convenient management of SNMP traps.

Backplane
A circuit board with sockets in which additional devices can be plugged.
Event Notifier

This sends a message to administrators/users When sensors detect changes in
the system.

IS
Internet Information Server. A web server built into Windows NT and later.
IPMI

Intelligent Platform Management Interface. It is a type of firmware which continues
to monitor the system’s hardware even after a crash or the system has shut down.

Service

A Windows program that runs in the background to perform a certain function when
required such as programs for handling print jobs, e-mail or network connectivity.

SMTP

Simple Mail Transfer Protocol. The protocol used for transferring e-mail over a
network.

SNMP

Simple Network Management Protocol. A TCP/IP protocol that transmits hardware
or software status messages over the Internet.
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A.2 Agent Function Comparison Table
Function . Agent Type
Category 2D S5 Win (Server) Win (TC) Linux

OverView . . .
Client Detail . . .
Information
FAN . o
Temperature [ .
Voltage . o
HW Sensor Backplane . .
Chassis Intrusion o .
Power Supply . .
Network Adapter ° .
Inventory DisK Information . o o
Device Management e o
ASWM Log . o
System . o
Event Log Application . .
Security D o
Agent Connection  * o .
CPU . . .
I DIMM . . o
Utilization Network . " .
Partition D . .
Application o .
IMonitor Service o B
Process . o
Software Environment . .
Variables
Software Dispatch ~ ® °
Remote Control e o
Basic Information e o
LAN Information e .
BMC SEL .
BMC Task Scheduler e o e
Authentication e e
SEL Setting .
BIOS Information e o .
BIOS Flash WinFlash . N
Reboot . o 0
Power Control ~ Shutdown . o .
Power On o o .
EWF o
Security USB_ Control e o
Registry Control e o
Notification . o
Configuration ~ Network . .
Client Information e o o
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Function . Agent Type
Category Ric SR TS Win (Server) Win (TC) Linux
Automatically Deploy ¢ .
Deploy New Manually Deploy . .
Agent Discover Clients with .
Deployment preload service
Management Remove Agenton | . .
Remove Agent Main server
Remove Agentby | .
Scanning the AD
BIOS Flash .
Remote Control . .
. Power Control . . .
ﬁg:g:lﬁ:m Thin Client EWF .
Task Scheduler . . .
Software R .
Dispatch
Basic Information . .
Processor i . .
Asset Report ~ Memory . . .
Management  Disk . . .
RAID . . .
Report Software = : : :
Management. | atch Report . .
Management
Agent
Connection R . .
Report
Management

Appendix: Reference information



ASUS contact information

ASUSTeK COMPUTER INC.

Address
Telephone
Fax
E-mail
Web site

Technical Support
Telephone

Fax
Online support

15 Li-Te Road, Peitou, Taipei, Taiwan 11259
+886-2-2894-3447

+886-2-2890-7798

info@asus.com.tw

WWW.asus.com.com/

+86-21-38429911

+86-21-5866-8722, ext. 9101#
http://www.asus.com/tw/support/

ASUSTeK COMPUTER INC. (Taiwan)

Address
Telephone
Fax
E-mail
Web site

Technical Support
Telephone
Online Support

15 Li-Te Road, Peitou, Taipei, Taiwan 11259
+886-2-2894-3447

+886-2-2890-7798

info@asus.com.tw

http://www.asus.com/tw

+886-2-2894-3447 (0800-093-456)
http://www.asus.com/tw/support/

ASUSTeK COMPUTER INC. (China)

Address

Telephone
Fax
Web site

Technical Support
Telephone
Online Support

No.508, Chundong Road, Xinzhuang Industrial Zone,
Minhang District, Shanghai, China.
+86-21-5442-1616

+86-21-5442-0088

http://www.asus.com.cn/

+86-21-3407-4610 (400-620-6655)
http://support.asus.com/techserv/techserv.aspx



ASUS contact information

ASUS COMPUTER INTERNATIONAL (America)

Address 800 Corporate Way, Fremont, CA 94539, USA
Fax +1-510-608-4555

Web site http://www.asus.com/us/

Technical Support

Support fax +1-812-284-0883

General support +1-812-282-2787

Online support http://www.service.asus.com/

ASUS COMPUTER GmbH (Germany and Austria)
Address Harkort Str. 21-23, 40880 Ratingen, Germany
Fax +49-2102-959911

Web site http://www.asus.de

Online contact http://www.asus.de/sales

Technical Support

Telephone +49-2102-5789555

Support Fax +49-2102-959911

Online support http://www.service.asus.com/
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