GIGA -BYTE TECHNOLOGY CO., LTD.

GIGABYTE SRR AT

SOP of GIGABYTE Easy BIOS Refresh
1. Update BIOS through BMC Web Ul interface
1.1. Preparation
[1] Get BIOS image file “image.RBU” of target system.
[2] Make sure target system BMC is live.
[3] Get BMC IP address of target system.

1.2. Update BIOS
[1] Get BIOS file
Download BIOS from GIGABYTE Support & Downloads website.
Save BIOS package in C:\BIOS of client PC.
Decompress BIOS package in C:\BIOS
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[2] Make sure there is “image.RBU” in RBU folder.
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[3] Open Windows IE and connect to target system BMC Web Ul for logon to system.

e —)) [ https://10.1.27.150/login.html
B ergePoint® Embedded... x

s L B
MergePoint® Embedded Management Software

GIGABYTE

[4] Power off the target system
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B Mergeroint® Embedded x| |
MergePoint® Embedded Management Software Support Help About Log
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Welcome admin (Administrator) ! Thu Jan 1 1970 8:21:37 (UT!

B MergePoint® EMS
Propert Power Control
E Configuration
Network

Retwark securty Sl oo |
Security

Users
Services In this page, you can view your server's power status and click Refresh to refresh the screen. To perform a power control operation, select the operation you wish to
IPMI perform and click Apply Changes.
Time Settings
Language
Sessions
LDAP |
Update
mues 2 Power Control Operations | @ You are about to execute a server control action. Are you sure you
= « 'S

er Information want to continue?
[Frovcronsisen] |

Power Status Eaae

ion
System Event Log () Hard Reset (Restart)
= Event Management

Platform Events

Trap Settings

Email Settings
Serial Over LAN
B vKVM & vMedia

Launch
Configuration

[5] Update BIOS

(1.) Select Update page

(2.) Select Firmware Type to “BIOS & ME”
(3.) Select File Path of “image.RBU”

(4.) Click Upload button
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(5.) Click Update button
(6.) Wait update status to 100% completed
. T e - s e -
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B MergePoint® EMS
Properties
= Configuration
Network
Network Security
Security
Users

Firmware Update

Services Upload
IPMI
ime Settil . . . . P -
guage @ Select an image file and click upload. The upload process will terminate all other sessiens including vKVM.
s After the upload process is started, any attempt to refresh, logout or navigate away from the update page will restart the System.

Update

BIOS & ME v
C:\BLOS\MDS0-LS0_F03\RBU\image.RBU I - Upload

Firmware Type 2 .

B Server Information
Sensor Monitor
= Power
Control
Consumption
System Event Log

Support Help About Logout

MergePoint® Embedded Management Software

G I G A B I T E Welcome admin (Administrator) ! Thu Sep 4 2014 3:11:10 (UTC+8|

Firmware Update

File upload in progress...
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MergePoint® Embedded... X

MergePoint® Embedded Management Software Support Help About Logout

GIGABYTE'

Firmware Update

Welcome admin (Administrator) ! Thu Sep 4 2014 3:12:01 (UTC+8]

Upload

@ Select an image file and click upload. The upload process will terminate all other sessions including vKVM.
After the upload process is started, any attempt to refresh, logout or navigate away from the update page will restart the System

BIOS & ME v

C:\BIOS\MD50-LS0_FO3\RBU\image.RBU | A .. Upload

Firmware Image

Upload is completed. Please click 'Update’ to proceed firmware update or click ‘Cancel to terminate the update.
System will be rebooted after Update/Cancel process.

s [E3] ==

B MergePoint® Embedded... x .
MergePoint® Embedded Management Software Support Help About Logout

GIGABYTE'

Firmware Update

Welcome admin (Administrator) ! Thu Jan 1 1970 8:06:57 (UTC+8]

Upload

@ Select an image file and click upload. The upload process will terminate all other sessions including vKVM.
After the upload process is started, any attempt to refresh, logout or navigate away from the update page will restart the System

Firmware Image

6.

l BIOS firmware image has been updated successfully l
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[6] Logon to BMC Web Ul again and power on target system.
T w—

MergePoint® Embedded... %

= MergePoint® EMS

T Power Control

= Configuration
Netwark
Network Security
Security
Users

Welcome admin (Administrator)

Services In this page, you can view your server's power status and click Refresh to refresh the screen. To perform a power control operation, select the operation you wish to

1PMI perform and click Apply Changes.

Time Settings
Language

Sessions

LDAP

Update

S
E ger Information
cnr Manitnr

= Power

... tion
System Event Log Hard Reset (Restart)

= Event Management
Platferm Events
Trap Settings
Email Settings

Serial Over LAN

B vKVM & vMedia
Launch
Configuration

You are about to execute a server control action. Are you sure you
want to continue?

ol .
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2. Update BIOS through BMC Command-line interface

2.1. Preparation

[1] Get BIOS image file “image.RBU” of target system.
[2] Make sure target system BMC is live.
[3] Get BMC IP address of target system.

[4] Download TFTP service application for Windows client PC (e.g.

Tftpd64.exe/Tftpd32.exe through free download).
[5] Setup TFTP server for Linux client PC (Please users set up their own TFTP server.).

[6] Get ipmitool.

2.2. BMC command format table

Table 4-6 Set BMC Configuration Parameters Command (NetFn = 2Eh, CMD = 20h)
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Request Data

Response Data

byte data field

1:3 GIGABYTE IANA = 15370 (3C0Ah), LS byte first

4 Parameter selector

5:N Configuration parameter data, per Table 4-9 BMC Configuration Parameters
Command

1 Completion Code
00h = Command Completed Normally
01h = set configuration failed (IPv6)

2:4 GIGABYTE IANA = 15370 (3CO0Ah), LS byte first.

Table 4-7 Get BMC Configuration Parameters Command (NetFn = 2Eh, CMD = 21h)

byte data field
Request Data 1:3 GIGABYTE IANA = 15370 (3C0Ah), LS byte first.
4 Parameter selector
Response Data 1 Completion Code
2:4 GIGABYTE IANA = 15370 (3C0Ah), LS byte first.
5:N Parameter Data
Table 4-9 BMC Configuration Parameters
Parameter ‘ # ‘ Parameter Data
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Easy BIOS Refresh 14 byte 1 — Firmware Type
(Configuration Mode) 0Ob: BIOS and ME
1b: BIOS Only
byte 2 — Upload Method
Ob: TFTP
1b: HTTP
byte 3:6 — TFTP/HTTP Server IP Address
byte 7:N — File Name

Completion Code.
00h = Command Completed Normally
01h = System Is Not Power Off

02h = Another session is running.

Easy BIOS Refresh 14 byte 1 — Completion Code
(Status Mode) byte 2 — Update State

00h: Update Not Active
01h: Copying To Scratch
02h: Copy To Scratch Done
04h: Verifying Upload File
05h: Upload File Verified
06h: Copying From Scratch
07h: Update Complete
08h: Update Terminated
09h: Update Failed

0Ah: Upload File Verify Failed
0Fh: Update Offset Error

10h: System Not Power Off
11h: Upload Failed
12h: Update Timeout
byte 3 — Update Progress (If byte 2 is 06, this data is available.)
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2.3. Update BIOS (Sample on Windows client PC)
[1] Set up TFTP service application
Execute Tftpd64.exe
Set Current Directory to file path of “image.RBU”

& Tftpd64 by Ph. Jounin EEI&J
Current Directory |I::"-.EIDS'&MDED-LSD_FEIE"-.HELI j Browse
Serverinterfaces |11 27 52 IntellF] 82 - Show Dir
Titp Server l Trtp Client ] DHCP zerver ] Syzlog semver ] Log wiewer ]
peer file ghart hme | progress
1| 1]
Et"jut | | _. .............. E Ettinqg‘ He|p
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[2] Execute cmd.exe and connect to target system BMC through ipmitool.

Use command 0x06 0x01 to check connect BMC is success or not.
e.g. ipmitool -H 10.1.27.150 -U admin -P password raw 0x06 0x01

)
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= B

B :HEES: C\windowshsystern32\cmd.exe

IC:sipmitool-1-8—11-windows>*ipmitool -H 18.1.27_158 -U admin -P password raw BxB6

Bx81
280 681 81 91 82 ff Ba 3c B8 B7 01 B0 80 @0 B8

C:~ipmitool-1-8—11-windows>

b

[3] Set target system to power off.
e.g. ipmitool -H 10.1.27.150 -U admin -P password raw 0x00 0x02 0x00

B :HEES: C\windowshsystern32\cmd. exe

C:Nipmitool-1-8-11-windows>ipmiteol -H 18.1.27.158 -U admin -P password raw BxB00(8
BxB2 B.B0 1

C:sipmitool-1-8—11-windows >
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[4] Upload “image.RBU” through TFTP service application.
e.g. ipmitool -H 10.1.27.150 -U admin -P password raw 0x2e 0x20 0x0a 0x3c 0x00
Ox0e
Command format:
raw <NetFn> <CMD> <GIGABYTE IANA> <Parameter #>

B :HEES: C\windowshsystern32\cmd.exe : |ﬂ‘éj

IC:sipmitool-1-8—11-windows>ipmitool -H 18.1.27_158 -U admin -P password raw Bx2e
Bx20 BxBa Bx3c BxBB BxPe Bx08 BxO0 BxPa BxA1 Ox1lbh Bx34 Ax69 Bx6d Bx61 Bx67 BxaS |
Bx2e Bx52 Bx42 Bx55
Ba Jc 08

C:~ipmitool-1-8-11-—windows>

[5] Check upload status

e.g. ipmitool -H 10.1.27.150 -U admin -P password raw 0x2e 0x21 0x0a 0x3c 0x00
0x0e

Response: Oa 3c 00 01 00

Byte 1 = 00h : Command Completed Normally

Byte 2 =01h : Copying To Scratch

j -
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B :HEES: C\windowshsystern32\cmd.exe : |ﬂ‘éj

IC:sipmitool-1-8—11-windows>ipmitool -H 18.1.27_158 -U admin -P password raw Bx2e
Bx20 BxBa Bx3c BxU0 BxBe UxB0 UxB@ BxBa BxB1 Bxlbh Bx34 Bx6? Oxbd Bx6l Bx67 Bxb5
Bx2e Bx52 Bx42 Bx55
Ba Jc 08

C:~ipmitool-1-8-11-—windows>ipmitool -H 18.1.27.158 U admin -P password raw BxZe
Bx21 BxBa Bx3c BxO8 BxBe
Ba 3c B8 A1 6@

C:sipmitool-1-8—11-windows > .

b

| &> Tftpd64 by Ph. Jounin = | B &

Current Direchary |E:'\BIEIS'\M DA0-L50_FOMREL ﬂ Browze
Server interfaces | 10.1.27.52 Intel[F) B2t j Show Dir

Titp Server l DHCP server] Syzlog server] DS sewer] Lag viewer]

pEET file: gtart time | proaress
10.1.27.150: 34268 <image.RBL ¢ 214842 48% £

@ image.RBU to 10.1.27.150 [ |
& imag

File size : 16777232
2151552 Bytes zent A09472 Bytes/sec

About | Settings

[6] Check BIOS update status

e.g. ipmitool -H 10.1.27.150 -U admin -P password raw 0x2e 0x21 0x0a 0x3c 0x00
0x0e

Response: Oa 3c 00 06 40

Byte 1 = 00h : Command Completed Normally

Byte 2 = 06h : Copying from Scratch
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Response: Oa 3c 00 07 00

Byte 1 = 00h : Command Completed Normally

Byte 2 =07h : Update Complete
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§ &FEES: C\windows\systern32\cmd exe

Bx21 BxBa Bx3c BxB@ BxBe
Ba 3c B8 B6 48

IC:~ipmitool-1-8—11-windows>ipmitool -H
Bx21 BxBa Bx3c BxB8 BxBe
Ba 3c 88 B 41

C:sipmitool-1-8—11-windows*ipmitool -H
Bx21 BxBa Bx3c xR BxBe
Aa 3c A6 A6 42

IC:sipmitool-1-8—11-windows*ipmitool -H
Bx21 BxBa Bx3c OxB@ BxBe
Ba 3c 98 @6 43

C:~ipmitool-1-8—11-windows>ipmitool -H
Bx21 BxBa Bx3c BxPBA BxBe
Ba 3c B8 B 43

C:sipmitool-1-8—11-windows*ipmitool -H
Bx21 BxBa Bx3c BxBB BxBe
Ba 3c BB A7 OB

IC:~ipmitool-1-8—11-windows>

18.1.2°7.158 U

18.1.27.158 U

18.1.2°7.158 -U

18.1.2°7.158 U

18.1.2°7.158 -U

C:sipmitool-1-8—11-windows>ipmitool -H 18_.1.27_158 -U admin -F password raw

password

password

password

password

password

raw

raw

raw

raw

raw

[7] Set target system to power on.

e.g. ipmitool -H 10.1.27.150 -U admin -P password raw 0x00 0x02 0x01
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-- o [l ] |

IC:sipmitool-1-8—11-windows>ipmitool -H 18_.1.27_158 -U admin -F password raw BxB0RS
BxB2 BBl

B :HEES: C\windows\systern32\cmd.exe

C:sipmitool-1-8—11-windows>

m




