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1 Power Button (('))

To power on, connect the power cable and wait for 10 seconds, then press the power button. To power off,
press the power button.

2 Power LED
The LED glows blue when power is on.

3 Access LED
Shows network activity. This LED blinks green when hard drives are being accessed.

4 il Lep

If there is an error on the drives, this LED glows amber.
Open Buffalo Dashboard to see error messages.

5 Lan1LED
When LAN port 1 is connected, this LED glows green. It blinks when the connection is active.

6 LaN2 LED
When LAN port 2 is connected, this LED glows green. It blinks when the connection is active.

7 LD Panel
This display shows the status of many TeraStation settings.
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8 Mode Button
Not in use normally; if the TeraStation beeps, press this button to stop the beeping.

9 Select Button

Not in use normally.

1 0 Drive Lock
Open the front panel with the key to replace hard drives or press the reset button.

1 1 Reset Button

To shut down and reboot the TeraStation, press and hold this button. Do not use this button normally.

1 2 Status LEDs

Normally, these LEDs blink green when hard drives are accessed. If a drive fails or dismounts, its LED will turn
amber.

13 vearort

You can connect a VGA monitor to this port. Connecting a monitor directly to the TeraStation is only supported
for monitoring the progress of Windows Update.

14 vomiport

You can connect a HDMI monitor to this port. Connecting a monitor directly to the TeraStation is only
supported for monitoring the progress of Windows Update.

15 csata port

eSATA-compatible hard drives are available with this port. Turn the TeraStation off before connecting the
drives.

16 ups port
Connect to a UPS.

17 usB3.0Pport (SS<=)

Compatible Buffalo USB 3.0 hard drives, USB memory devices, and USB UPSs can be connected. USB hubs are
not supported.

18 usB 2.0 Port (<)

Compatible Buffalo USB hard drives, USB memory devices, and USB UPSs can be connected. USB hubs are not
supported.

19 LanPort 2

This second Ethernet port may be used for network redundancy or backup. You may connect a second
TeraStation directly to this port for backup.

20 LanPort 1

Use an Ethernet cable to connect this port to your network.

2 1 Power Connector

Use the included power cable to connect to an UPS, surge protector, or outlet.

22 Fan

Spins to avoid overheating inside. Do not block the fan.

23 Anti-Theft Security Slot
Use this slot to secure your TeraStation with a cable lock (not included).
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24 \inkLeD

Glows amber when the TeraStation is connected to a network.

25 Actiep

This LED shows network activity. It blinks amber when the TeraStation is accessed over the network.

Opening Windows Storage Server

To connect Windows Storage Server, follow the procedure below.

Note: If using macOS, download and install “Microsoft Remote Desktop” from the Mac App Store.

1 Double-click the NAS Navigator2 icon (@) ) to start NAS Navigator2.

2 Right-click your TeraStation’s icon and select Open Remote Desktop. For macOS, select the TeraStation’s icon
while holding down the control key, then select Open Remote Desktop.

If the message “The identity of the remote computer cannot be verified. Do you want to connect anyway?” is
displayed, click Yes or Continue.

&) ras Mevigater? - *

‘ Meny ﬂE View = o Browsze 'f:_t Refresh

I Brcowse Shanes

Open Rermote Desktop
Properties..
Create Desktop Shortout

WSHSE100NG Series WORKGROUP
= C: |l GB/58.9 GB (25.3%) 192.168.10.29
o 0.4 GB/T451.9 GB (0.0%) 259.235.255.0
192.168.10.1
DO:04:5F:A:SA0E
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3 Enter the admin username and password and press the Enter key. The default username and password are
“Administrator” and “password".

Windows Storage Server will open in the remote desktop.

Changing Settings

Confiquring Date and Time

1 Click the time in the system tray of Windows Storage Server.

12:23 AM

~Edg NG oo B




2 Click Change date and time settings > Change date and time, select the current date and time, and click OK.

Today

Mo events

Note: From the Internet Time tab, click Change settings, then select Synchronize with an Internet time server. The date
and time can be obtained automatically.

Creating a Shared Folder

No shared folders are configured by default. Before using the TeraStation, follow the procedure below to create one
or more shared folders.
This is an example to create a shared folder, named “Share” in drive D, which anyone can access.

1 From Server Manager, click Tools > Computer Management.

Manage Tools View

Compaonent Services

Computer Management
) SERVER MANAGER o _
Defragment and Optimize Drives

DFS Management

. . Disk Cleanup
o Configure this 00 pyent viewer
iSCS| Initiator
iISNS Server

2 Add roles and fea

Local Security Policy

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup

2 Click Shared Folders.



3 Right-click Shares and click New Share.

;E' Computer Management
File Action View Help
= 28 = H

;EI Computer Management (Local | MName
W '[f& System Tools
3 @ Task Scheduler
) @ Event Viewer
> pi Shared Folders
3
>

51 Sessior Mew Share...

2| OpenF Mew 5

el Local Users and Groups
@ Performance
]- Device Manager
v 23 Storage
S -T@ Windows Server Backug
o Disk Management
» f{; Services and Applications

4 Click Next.

5 Enter the path of an existing folder or a new folder, then click Next.

Create A Shared Folder Wizard >
Folder Path -
Specfy the path to the folder you want to share, .
A
Computar name: WSH55 10DNSADE |

Type the path to the folder you want to share, or dick Browse to pick the folder or add a new

folder,
Folder path: D:\Share Browsze..,
Example: C:\Docs\Public

Notes:

- Enter”D:\Share” into the folder path to create the shared folder for the first time.
« If the message “The system cannot find the specified path. Do you want to create it?"is displayed, click Yes.



6 Enter a name for the share and a description (optional), then click Next.

Create & Shared Folder Wizard >

Hame, Description, and Settings =
Specfy how people see and use this share over the network,

Type information about the share for users. To modify how people use the content while

offline, dick Change.

Share name: | Share |
Share path: | \WWSH565 10DNGACE \Share |
Description: | |
Offline setting: | Selected files and programs available offline Change...

7 Select“Customize permissions’, then click Custom.

Create A Shared Folder Wizard =
Shared Folder Permissions =
Permissions let you control who can see the folder and the level of access they 3
have. —

Set the kind of permissions you want for the shared folder.
() All users have read-only access
() Administrators have full access; other users have read-only access
() Administrators have full access; other users have no access
(®) Customize permissions

Custom...

By default, only share permissions are set on this folder. To control local access
permissions to this folder or objects within the folder, dick Custom... and then modify the
permissions on the Security tab to apply specific permissions on the folder.

10



8 Choose Everyone and select the “Allow” checkbox for “Change”.

Customize Permissions ? >

Share Pemissions  Security

(Group or user names:
ER Everyone

Add Remove
Pemissions for Evenyone Deny
Full Control ]
Change ]
Read ]

Corc

9 From the Security tab, click Edit > Add.

Customize Permissions ? -

Share Pemissions  Security

Object name:  [0:\Share

GI’OIJP ar User names:

A
H& CREATOR OWNER

HR SYSTEM R
< >

To change pemissions, click Edi. Edit

Pemissions for Everyone Allow Deny

Full control

Modify

Read & execute
Ligt folder conterts
Read

AN NE NN

For special pemissions or advanced settings. Ad ed
click Advanced. vane

Cancel
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1 0 Enter “Everyone” under “Enter the object names to select”, then click OK.

Select Users or Groups

Select this object type:

|Users. Groups, or Builtin security principals | Object Types...
Erom this lacation:

|WSH561EDNEM]E |

Enter the object names to select (zamples):

Everyone Check Mames

Locations. ..

Advanced... Cancel

1 1 Choose “Everyone’, then select the “Allow” checkbox for Modify.

Permissions for Share >
Security
Object name:  [0:\Share

Group or user names:

SR CREATOR OWNER

SR SYSTEM

SR Administrators (WSH5E10DNEADE  Administrators)
ER Everyone

2 Users (WSHS610DMEADE Users)

Add... Bemove
Pemissions for Everyone Allow Deny
Full control ] ~
Modify L]
Read & execute L]
List folder contents ]
Read ] "

Cancel Bpply

12 click ok > 0k > Finish > Finish.

Notes:
Enable a guest account:

(1) From Server Manager, click Tools > Computer Management.

(
(
(

2) Click Local Users and Groups.
3) Double-click Users > Guest.
4)

Enable access permissions:

12

From the General tab, clear the “Account is disabled” checkbox, then click OK.



) From Server Manager, click Tools > Computer Management.

) Click Shared Folders.

) Double-click Shares, then double-click the desired shared folder.
) From the Security tab, click Edit.

)

From the Local Users and Groups list, add the users or groups that will be allowed access (the groups and users
must be created beforehand). To allow access for all users, add a guest and change Administrator’s “Access
Permission” to “Full Control”.

Turning the TeraStation On and Off

Press the power button on the TeraStation to turn it on and off. Or you can turn off your TeraStation by following the
procedure below.

1 Click the Start button.

O

2 Click the icon, then Shut down.

3 Select the reason why you want to shut down, then click Continue.

When the power LED on the front of the TeraStation turns off, the shutdown process is complete.

Note: Always shut down the TeraStation before unplugging it. The TeraStation can be damaged if it is suddenly
unplugged without being powered down first.

Installing Antivirus Software

Installing antivirus software on the TeraStation is strongly recommended. The installation process may vary
depending on which antivirus software you use.

13



Chapter 2 Preinstalled Software

The following software is preinstalled on the TeraStation.
« RAID Builder
Buffalo Dashboard
« Email Notification
Buffalo Replication
« TeraStation Backup & Replication Folder Settings

RAID Builder

RAID Builder is used to create RAID volumes. See the “Storage Management” chapter for more details. To launch
RAID Builder, you must be logged in as a member of the Administrators group in Windows Storage Server.

Note: This software cannot be accessed by multiple users at the same time. Before launching it, make sure that it is
not being used by another user.

[ RAID Builder 4

RAID Mode

(® RAID & volume

() RAID 5 volume =]

() RAID 10 volume

(") Striped volume @ F

Build a RAID & volume using & drives.
Available capacity: 7,450 GB

<Current RAID Status>
RaID Mode:RAID B wolume
Capacity:7,451 GH
Gtatus:Normal

Format RAID Build New RAID Amay Cancel

14



Buffalo Dashboard

Buffalo Dashboard displays system information and dismounts drives. To launch it, double-click the Buffalo

Dashboard icon n in the system tray.

Note: This software cannot be accessed by multiple users at the same time. Before launching it, make sure that it is
not being used by another user.

n Buffale Dashboard w
e R B = Versson
BUFFALD Buffalo Dashboard ;  6591.17647
System Information Metwork Information
Product Name WSHS610DNE Status  LAN Adapter Name 1P .ﬂ.dl:lr&!].
+Up LAN 1 Ethermet 192.168.10,
e HE e #Down LANZ  Ethemet 2
Domain Name WORKGROUP
as Micresoft Windows Storage Server 5 3
2016 Standard L 1
05 Version 10.0.14393 @ Drive
Firmware 3.10 [ Check for updates Sl
ﬂ‘ The latest ﬁmare has ﬂ|FEﬂd'|.’ been Status Drrive Name Cﬂpﬂﬂw mﬁltﬂ'
installed. ~ Normal 1 WDCW.. L819TB 4096 Byte
Manufacturer Buifalo Inc. ~ Nomal 2 WDC W... 1.819 TB 4096 E"'tE'
« MNormal 3 WOCW... 1.810TE 4006 Byte
~ MNormal 4 WDC W... 1.819TB 4096 Byte
@ Temperature v MNormal S WDCW... LB819TE 4096 Byte
+ System : 37°C / 99F « Normal 6 WDC W... 1.819TB 4096 Byte
< >
9 Fan £ ERROR
“Fanl: 1987 RPM “Fanl: 2022 RPM
& Backup
* Buffalo Replication :  Replication is synchronized,
¥ Windows Server Backup :  No logs avallable.
Items Descriptions

Product Name: Displays the model name of the TeraStation.
Computer Name: Displays the hostname of the TeraStation.
Domain Name: Displays the type of domain that the TeraStation is a
member of.

0S: Displays the type of Windows installed on the TeraStation.
System Information OS Version: Displays the version of the OS.

Firmware: Displays the firmware version of the TeraStation.

Check for updates: Enables or disables checking for new firmware
releases. When a new firmware version is available, you will be
notified here.

Manufacturer: Displays “Buffalo Inc.

Temperature Displays the temperature of the system.

Fan Displays the fan rpm.

15



Items

Descriptions

Backup

Displays the status of backup and replication.

Network Information

Displays IP addresses, subnet masks, default gateways, LAN port
numbers, link speed, and status.

Displays the status, drive numbers, names, capacity, and physical
sector sizes of each drive.
Options:

Drive Shut down the TeraStation when the temperature of the drive
becomes abnormally high: The TeraStation will automatically shut
down if the drive gets too hot.

ERROR Displays error or information codes. For more detail information, refer

to the “Errors and Statuses on Buffalo Dashboard” section below.

Note: “Options” and “Check for updates” functionalities are only available when logged in as an administrator.

Errors and Statuses on Buffalo Dashboard

Note: The “x”in the message is a number of drive or assigned drive letter where an error or information event occurs.

Message

Description

Corrective Action

SYSTEM Error E11
Fan Failure

An error occurred in the fan speed.

Check that no foreign objects or dust are
clogging the fan. If any foreign objects or
dust are found, use a pair of tweezers, air
duster, or other tools to remove them. If
the error is displayed again, contact Buffalo
technical support for assistance.

SYSTEM Error E12
Cooling Failure

Arise in the system temperature
may have exceeded the allowable
safety value.

Do not place objects in the area around the
TeraStation. Also, move the TeraStation to a
cool location. Make sure that the TeraStation’s
fan is working normally.

HDx Error E1 The dri i h
x Error E16 Unable to find the drive. .e rive may be disconnected or may have
HDx Not Found failed.
HDx Broken E30 An error occurred, so the drive was Replace the drive
Replace the DISK removed from the volume. P )
Arrise in the system temperature Move the TeraStation to a cool location. Do
SYSTEM 110 . .
100 HOT ! may have exceeded the allowable not place objects in the area around the

safety value.

TeraStation.

Operation 112

Operating in degraded mode.

Check the drive where the error occurred
and replace it with a new drive. For the

DEGRADE MODE replacement method, refer to chapter 6,
“Drive Replacement”.
Wait until resynchronization finishes. It will
RAID 118 Resynchronizing the volume. take about 8-12 hours per terabyte for a

x Drive Rebuilding

Note: Transfer speeds are slower

during the resynchronizing process.

RAID 5 volume and 3-6 hours per terabyte
for a mirrored volume. This message will
disappear when resynchronization finishes.

Replication 133
Replicate Failure

An error occurred during
replication.

From Buffalo Replication, click Sync to
execute resynchronization. If the error is
displayed again, contact Buffalo technical
support for assistance.

New Firmware 152
Available

A new firmware version has been
released.

Update the firmware.

16



Message Description

Corrective Action

154

Backup Failure The backup job failed.

Make sure that the backup job is configured
correctly. Make sure that the NAS is on and
not in standby mode. If the backup job still
fails, check the status of NAS, the network,
and the backup source and destination. Also,
check the backup log to see if any errors
were recorded.

Email Notification

Your TeraStation can send you email reports when settings are changed or an error occurs. See the “Enabling Email

Notification” section in chapter 5 for more details.

To launch Email Notification, you must be logged in as a member of the Administrators group in Windows Storage

Server.

Note: This software cannot be accessed by multiple users at the same time. Before launching it, make sure that it is

not being used by another user.

User Authentication Method: | Mone

0§58 Email Notification e
Enable email notification
Sendto
Email Address Mew
Authentication
SMTP Server Address: | (1 Port Number: 25

POP Server Address: Port Number: 110
|semame: Password:
S5L/TLS: | Disable e
Email Settings
Sender Address: | |
Title: |Tem5tatiu:un Status |
Content Options
Test Message 0K Cancel Apphy

17




Buffalo Replication

Your TeraStation can be synchronized with another TeraStation, replicating most data. See the “Configuring
Replication” section in chapter 4 for more details.

To launch Buffalo Replication, you must be logged in as a member of the Administrators group in Windows Storage
Server.

Note: This software cannot be accessed by multiple users at the same time. Before launching it, make sure that it is
not being used by another user.

Buffalo Replication X
Replication List Delete s Sync @ Apply | Set Backup Device Access Key
Status Replication Source Raplication Target
el |':|| |I
Folder Sefup Close

TeraStation Backup & Replication Folder Settings

Before using it as a backup device on the network, configure your TeraStation in “TeraStation Backup & Replication
Folder Settings”.

To launch TeraStation Backup & Replication Folder Settings, you must be logged in as a member of the
Administrators group in Windows Storage Server.

Note: This software cannot be accessed by multiple users at the same time. Before launching it, make sure that it is
not being used by another user.

TeraStation Backup 8 Replication Folder Settings x

Label Falder Backup Device Access Kev

It is recommended that you st a backup device access key for security. In onder for another
device to use the folder a3 a repboation destination or backup source or destination, you must Close
enter the access key under the setup for that function.

18



Items

Descriptions

Label

Enter a name for the backup or replication destination. When you
search for backup devices on the network, this name will appear.

Folder

Specify a shared folder where backup data will be stored. Do not
select the root directory where the shared folder is created.

Backup Device Access Key

Enter the desired characters for a backup device access key. The
backup device access key may contain up to 8 alphanumeric
characters, hyphens (-), and underscores (_). The first character should
not be a symbol.

You may leave this field blank if you do not want a backup device
access key, but for security reasons we highly recommend entering
one for the shared folder. If a backup device access key is configured
for the shared folder, that folder will not show up as a target for

the replication destination or backup source or destination when
configuring a backup job on another Buffalo device unless it's
entered.

To remove a folder from the list of available backup targets, select the
folder and click this button.

Save

Saves the settings.

Close

Exits TeraStation Backup & Replication Folder Settings.

19




Chapter 3 Storage Management

Working with Volumes

Notice When Creating Volumes

« To create a volume, use RAID Builder instead of the Disk Management option in Windows Storage Server.

« When volumes are deleted, formatted, or changed to another volume type, all data stored on the volumes is
erased. Before executing these operations, back up any important data.

+ Inthis manual, “recover” means reverting the TeraStation (including data) to its former state prior to the drive
failure. It doesn't refer to reading data from a failed drive.

Volume Types

RAID 6 Volumes

RAID 6 distributes two parity blocks when writing data. The usable space is equal to the sum of the capacity of four
drives. If two drives in a RAID 6 volume fail, data on the volume can be recovered after the failed drives are replaced.
However, if three or more drives fail, all data is lost.

RAID 5 Volumes

RAID 5 distributes a parity block when writing data. The usable space is equal to the sum of the capacity of the five
drives. If one drive in a RAID 5 volume fails, data on the volume can be recovered after the failed drive is replaced.
However, if two or more drives fail, all data is lost.

RAID 10 Volumes

Mirrored pairs of drives in RAID 1 volumes are combined into a RAID 0 volume. The usable space is equal to the
capacity of three drives. The same data is written to multiple drives so that if one drive from either or both RAID 1
volume fails, data on the volume can be recovered after the failed drives are replaced. However, if two drives on the
same RAID 1 volume or three drives in total fail, all data is lost.

Striped Volumes

RAID 0 stripes data across the multiple drives, but lacks parity blocks like RAID 5 or RAID 6. The usable space is equal
to the capacity of all drives on the TeraStation. RAID 0 doesn’t have any redundancy so data cannot be recovered if
even a single drive fails.

Creating a Volume

To create a volume, follow the procedure below. Successfully following the procedure will erase all data stored on
the volumes.

1 Click the Start button and click RAID Builder.
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2 Select the desired volume type under “RAID Mode” and click Build New RAID Array.

[ RAID Builder

RAID Mode

(® RAID & volume
) RAID 5 volume

() RAID 10 volume

() Striped volume

Build 3 RAID & volume using & drives.
Awailable capacity: 7 450 GB

<Current RAID Status:
RAID Mode:RAID B wolume
Capacitwv:7.451 GB
Status:Mormal

Fomat RAID

Build Mew RAID Amay Cancel

3 Click OK when a warning message is displayed.

4 Click OK again. Creating the volume will begin. The TeraStation will shut down automatically after about a

minute.

5 When the power LED is distinguished, press the power button on the TeraStation to turn it on.

6 Connect Windows Storage Server via the remote desktop.

7 Click the Start button and click RAID Builder.

8 Click Format RAID and click OK.

After creating the volume is completed, refer to chapter 1 to create a shared folder.

Notes:

+ If the 118 message is displayed under “"ERROR” on Buffalo Dashboard, the volume has not been created yet. Wait
until the message disappears and try from the step 7 again.

+ You can also format the volume using the “Format RAID” button on RAID Builder.
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Chapter 4 Backup and Replication

Data stored in the TeraStation may be lost through drive failure or wrong operation. To avoid losing data
accidentally, back up your data regularly.
You can back up data using the following functions:
« Windows Server Backup
Buffalo Replication
« DFS Replication

Backing Up in Windows Storage Server

Preparing a Backup Destination

Follow the procedure below to set your backup schedule.

1 From Server Manager, click Tools > Windows Server Backup. The “Windows Server Backup” wizard will start.

Manage Tools

Component Services

Computer Management
) SERVER MANAGER o _
Defragment and Optimize Drives

DFS Management

. . Disk Cleanup
o Configure this 0 gent viewer

iSCSI Initiator
iISNS Server
Local Secunity Policy

Add roles and fea

MJ

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell 15E
Windows Powershell ISE (x86)

Windows Server Backup
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2 Click Local Backup. If “Reading data; please wait.."is displayed, please wait until any messages disappear.

ﬁ whadmin - [Windows Server Backup (Local)\Local Backup]

File Action View Help
9| 25@ HE

1 Windows Server Backup (1 _
W Local Backup Local Backup
@ You can perform

Messages (Activity from last

Reading data; please wait...

3 Right-click on “Local Backup”and select Backup Schedule.... The “Backup Schedule Wizard” will start.

ﬁ whadmin - [Windows Server Backup (Local)\Local Backup]
File Action View Help

&= 7= HE

Wind 5 Backup (1
ﬁ@”L:;fB:”fer sl | ocal Backup
Backup Schedule...
Backup Once...

Recover...

Configure Performance Settings...
View ]

Help

4 Click Next.
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5 Select“Custom” and click Next.

¥ Backup Schedule Wizard
i{iﬁ, Select Backup Configuration

Getting Started What type of configuration do you want te schedule?

Select Backup Configurat... ) Full server (recommended)
| want to back up all my server data, applications and system state.

Select ltermns for Backup

. . ize: 1747
T T Backup size: 17.47 GB
Specify Destination Type ©® Custom

) i | want to choose custom volumes, files for backup.
Confirmation

Summary

< Previous Mext = Finizh Cancel

6 Click Add Items.
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7 Select the backup source folders or drives and click OK.

Select lterns X

Specify items to include in the backup by selecting or clearing the associated check boxes. The items that you
have included in the cument backup are already selected.

S ll|i *| Bare metal recovery
System state

[ EFI System Partition
-l Local disk (C?)
-[_J@# Local disk (D7)

QK Cancel

8 Click Next.
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9 Specify the schedule to run the backup and click Next.

¥ Backup Schedule Wizard

Getting Started
Select Backup Configurat...
Select lterns for Backup

Specify Backup Time

Specify Destination Type
Confirmation

Summary

i@, Specify Backup Time

How often and when do you want to run backups?
®) Once a day
Select time of day:  g.00 pM W

() More than once a day
Click an available time and then click Add to add it to the backup schedule.
Available time: Scheduled time:

12:00 AM . G:00 P
12:30 AM
1:00 AM
1:30 &AM

2:00 AM s
2:30 AM
3:00 AM < Remove
3:30 AM

4:00 AM

4:30 AM b

< Previous | Mext = | Finizh Cancel
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1 0 Select the backup destination and click Next.

Y Backup Schedule Wizard

dga
=

Getting Started
Select Backup Configurat...

Select lterns for Backup
Specify Backup Time

Specify Destination Type

Select Destination Disk

Confirrmation

Summary

Specify Destination Type

Where do you want to store the backups?
®) Back up to a hard disk that is dedicated for backups (recommended)

Choose this option for the safest way to store backups. The hard disk that you use
will be formatted and then dedicated to only store backups.

{_) Back up to a volume
Choose this option if you canmot dedicate an entire disk for backups. Note that the
performance of the volume may be reduced by up to 200 percent while it is used
to store backups. We recommend that you do not store other server data on the
same velume.

(C) Back up to a shared network folder
Choose this option if you do not want to store backups locally on the server. Note

that vou will only have one backup at a time because when you create a new
backup it overwrites the previous backup.

1 1 Step through the wizard to finish.

Recovering Backup Data

Follow the procedure below to recover the backup data to the TeraStation.

Note: Bare-metal recovery is not supported for the backup data stored using the backup function of Windows

Storage Server.
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1 From Server Manager, click Tools > Windows Server Backup. The “Windows Server Backup” wizard will start.

| [’ Manage Tools

Component Services

Computer Management
) SERVER MANAGER o _
Defragment and Optimize Drives

DFS Management
) i Disk Cleanup
o Configure this 00 et viewer
iSCS Initiator
iISNS Server
Local Secunity Policy

2 Add roles and fea

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell 15E
Windows Powershell ISE (x86)

Windows Server Backup

2 Click Local Backup. If “Reading data; please wait.."is displayed, please wait until any messages disappear.

ﬁ whadmin - [Windows Server Backup (Local)\Local Backup]
File Action View Help

o= 55

{@ Windows Server Backup (1 _
J& Local Backup L'Dcal Ba{:kup

a@ You can perform

Messages (Activity from last

Reading data; please wait...
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3 Right-click on “Local Backup” and click Recover.... The recovery wizard will start.

ﬁ whadmin - [Windows Server Backup (Local)\Local Backup]
File Action View Help

= znm H
% Windows Server Backup (1

s Local B

| 0cal Backln
Backup Schedule...

Backup Once... 3
Recover...

Configure Performance Settings...

View >

Help

4 Select where the backup data is saved and click Next. When “A backup stored on another location”is selected,
specify the folder of the backup data in the next page.

P Recovery Wizard x

.
$ Getting Started

Getting Started You can use this wizard to recover files, applications, volumes, or the system state
Select Backup Date from a backup that was created earlier,

Where is the backup stored that you want to use for the recovery?
{®) This server (WSHS610DNGADE)

Select Recovery Type
Select ltems to Recover

Specify Recovery Options () A backup stored on another location

Confirmation . .
I . To continue, chick Mext.

Recovery Progress

< Previous Recover Cancel

29



5 Select the date when a data backup occurred and click Next.

b Recovery Wizard
&
Select Backup Date
Getting Started Oldest available backup:  1/5/2018 437 PM
Select Backup Date Mewest available backup:  1/5/2018 43T PM
Select R T
=ttt s Auailable backups
Select ltems to Recover Select the date of a backup to use for recovery. Backups are available for dates shown in beold,
Specify Recovery Options
Confirmation Backup date: 1/5/2018
Recovery Progress ! January 2018 ! Time: (237PM |
Sun Mon Tue Wed Thu Fri  Sat ) '
1 2 3 4 & Location: Local Disk (Dx)
T8 % W oM 12 13 ) :
w15 16 17 18 1@ Status: Aailable online
21 X2 23 M 25 8 N Recoverable items: Logal disk (C:)(Sele,,
2 XN W N
<prous o [ cance
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6 Select the recovery targets and click Next.

% Recovery Wizard x
t.
r_.:& Select Recovery Type

Getting Started

Select Backup Date @) Files and folders

Select Recovery Type You can browse volumes included in this backup and select files and folders.

Select ltemns to Recover

What do you want to recover?

Specify Recovery Options

Confirmation
() Volurnes

Recovery Progress )
You can restore an entire volume, such as all data stored on C:.

7 Step through the wizard to finish.

Configuring Replication

Replication copies all data from a share to a share on a different TeraStation. This is an easy way to configure a
reliable system to provide data protection in the event your main TeraStation fails. To configure replication, connect
an Ethernet cable to the LAN port of each TeraStation and follow the steps below.

Note: The replication operation may not proceed properly if a large number of files or a large capacity file have been
replicated continually for a long time, causing too large of a data load. Before starting replication, check if there are
any possible pauses for operational issues.

Differences Between Buffalo Replication and DFS Replication

Buffalo Replication

+ One-way replication (from the TeraStation to another device)
« Another Buffalo NAS devices can easily be configured for the replication destinations.

DFS Replication

« Two-way replication
+ The Active Directory domain environment is required and the TeraStation should be joined to the domain.
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If your environment must join the Active Directory domain, use DFS Replication. If joining the Active Directory is
not required, or if a TeraStation or LinkStation has been configured as the replication destination, using Buffalo
Replication is recommended.

Before Using Replication

« For best results, use static IP addresses with the same subnet masks for both replication TeraStations (source and
destination). If on a VPN network, configure the network settings so that broadcast packets are not dropped.

« Setting the TeraStation on a 1000 Mbps network is recommended.

« Up to five replication tasks can be created.

« Filenames and file paths that will be copied by replication should be within 170 characters. Files with filenames
that are longer than 170 characters may not be copied correctly.

Buffalo Replication

If using Buffalo Windows Storage Server-installed TeraStations as both the replication source and destination, start
from step 1. If using a different TeraStation as the replication destination, refer to that TeraStation’s user manual to
configure it as a replication destination. After you finish configuring on the TeraStation'’s Settings, go to step 3.

1 Click TeraStation Backup & Replication Folder Settings in the Start menu on the replication destination
TeraStation’s Windows Storage Server.

2 Click the blank space under“Label” and enter a label for the folder. Click |:| under “Folder” and select the
folder as a replication destination. Enter the desired characters for a backup device access key and click Save
when finished.

TeraStation Backup 8 Replication Folder Settings >

Label Faolder Backup Device Access Kev

(2] 1 Il ||

It is recommended that you st a backup device access key for securty. In onder far another
device to use the folder a3 a replication destination or backup source or destination, you must Close
enterthe access key under the setup for that function.

3 Click Buffalo Replication in the Start menu on the replication source TeraStation’s Windows Storage Server.
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4 Click the blank space under “Replication Source’, click D, and select a folder from the list as the replication
source folder, then click OK.

Buifalo Replication X
Replication List | () Delete ) Sync € Apply | Set Backup Device Access Key
Etates Raplication Source Faplication Target
rel |':|| |I
Folder Setup Close

5 If you had configured a backup device access key to the replication destination folder, click Set Backup Device
Access Key. If you didn't, skip to step 7.

6 Enter the configured backup device access key of the replication destination folder and click OK.

Set Backup Device Access Key >

Backup Device Access Key

Cancel

7 Click the blank space under “Replication Target” and select the folder, then click Select from a folder list. If no
shared folders appear, click Refresh and try again.
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To configure folders on the device that is located on another network, click Add and enter the IP address of the
device, then click Save. After the IP address is added to the list, click Refresh again to add the folder to the list of
folders.

Replication Target >
TeraStations and LinkStations  (, Refresh _

Hostname IP Address Target Folder

WSh420RNEDEE 152.168.10.22 repdst

VWSHSE10DNEXCK 192.168.10.29 Label

WSHSE10DNEXCK 192.168.10.25 Labell

T55210D063 1592.168.10.12 dst_rep

TSE41002FD 1592.168.10.38 rep_dst

IP Addresses | ) Add €3 Delete

IP Address

Select Cancel
When finished configuring, click Apply.
Buffale Replication X
Replication List | € Delete  ( Sync @) Apply | Set Backup Device Access Key
Stahe Replication Souwce Raplication Tangst
» 1|02 Edting B Dovep_sc B TS541003F DErep_dat
« 2]
Folder Sehup Close
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9 Click OK. The task will start a differential overwrite from the replication source data to the replication
destination. The task will start a full backup from the replication source data to the replication destination after
deleting existing files in the replication destination.

Notes:
« To delete the settings from the list, select the task and click Delete.
- The Ethernet port number to use for replication cannot be specified in the replication task.

+ The following files and folders will not be replicated:
Files with periods (.) or underscores (_) as the first character in their name.
Folders with periods (.) or underscores (_) as the first character in their name.
.AppleDesktop/
Network Trash Folder/
TheVolumeSeHngsFolder/
.DS_Store/
.AppleDouble/
.AppleDB/

If the Network Settings Are Changed After Replication Tasks Are Created

If the network settings are changed after replication tasks are created, the TeraStation cannot communicate with
the replication destination TeraStation and replication may fail. For example, disconnecting the Ethernet cable and
reconnecting it to another LAN port or changing the IP address of the replication source or destination TeraStation.
If the network settings are changed, refresh the list of TeraStations and LinkStations as follows.

1 Click Buffalo Replication in the Start menu on Windows Storage Server.
2 Click Refresh and refresh the detected TeraStations and LinkStations list.

3 When the TeraStation that the network settings were changed is displayed in the refreshed list, close the
window and click Sync.

DFS Replication

DFS (Distributed File System) is a set of client and server services that allows Windows users to organize many
distributed SMB file shares into a distributed file system.

To use DFS Replication, the TeraStation must be joined to an Active Directory domain. Make the necessary settings
as detailed below to use DFS Replication on Windows Storage Server.

This section uses the following environment parameters as an example:
Replication Source: “WSH5610DN6AOE”
Replication Destination: “Server-A”

Namespace Server: “"WSH5610DN6AOE”
Namespace Name: “Public2”
Namespace Folder: “buffalo-share”
Replication Group: “Buffalo_DFS”

Replication Source Folder: “D:\rep_src”
Replication Destination Folder: “D:\rep_dst”
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Joining an Active Directory

1 From Server Manager, click Local Server.

fia Server Manager

@ ¥ Server Manager * Local Server -@1F

_ B8 PROPERTIES
22 Dashboard . For W5H5610DMNGADE

.
Computer name WSH5610DMN6AOE

BE All Servers Workgroup WORKGROUP

W§ File and Storage Services P

Windows Firewall Private: On

Remaote management Enabled

Remote Desktop Enabled

MIC Teaming Disabled

Ethernet IPvd address assigned by DHCP, IPvG
Ethernet 2 Mot connected

2 Click the hostname of your TeraStation.
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3 From the Computer Name tab, click Change.

Systern Properties

Computer Name  Hardware Advanced Remote

Windows uses the following information to identify your computer
= onthe network.

Computer description: ||

For example: (15 Production Server” ar
"Aocounting Server”.

Full computer name: WSHRE10DNEADE
Wargroup: WORKGROUFP

To rename this computer or change its domain or

Ch
worlkgroup, click Change. = -

Concel | to0h

4 Select“Domain”, enter a domain name, and click OK.

Computer Mame/Domain Changes x
You can chanage the name and the membership of this

computer. Changes might affect access to netwark resounces.

Computer name:
WSHE610DNEADE

Full computer name:
WSH5610DNGADE

Member of
(®) Domain:
|nas buffalo locall

() Workgroup:
WORKGROUP

Cancs
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5 Enter an administrator username and password for the Active Directory domain controller.

Windows Security >

Computer Name/Domain Changes

Enter the name and password of an account with permission
to join the domain.

lser name

Password

Domain: nas.buffalo.local

OK Cancel

6 Click OK, then click OK again.
7 Click Close.

8 Click Restart Now and restart your computer to apply settings.

Installing DFS

1 From Server Manager, click Dashboard > Add roles and features.

Fa Server Manager

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

B Local Server
[

All Servers o i1
= Contigure this local server
g File and Storage Services b -

3 Add other servers to manage

WHAT'S NEW

4 Create a server group

L Connect this server to ¢

2 Click Next.
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3 Select“Role-based or feature-based installation” and click Next.

[ Add Roles and Festures Wizard - o *
. . DESTINATION SERVER
Select installation type WSHS81SONEACE nas el el
Before You Begin Select. the installation tj,-pe‘r'ﬂu can insgll roles and features on a running physical computer o virtual
machine, ar on an offline virtual hard disk (VHD).
R #® Role-based or feature-based installation
Server Selection
Configure a single server by adding roles, role services, and features.
) Remote Desktop Services installation
Install required role services for Viktual Desktop Infrastructure (VD) to create 8 virtual machine-based
or session-based desktop deployment.
|_ < Previous I | Mext = Install
4 Click Next.

5 Select“DFS Namespaces” under “File and Storage Services” > “File and iSCSI Services”.

e Add Roles and Features Wizard

Select server roles

Before You Begin Select one or maore roles to install on the selacted server.

Installazion Type Roles
Server Selection

Faatures

[] Active Directory Federation Senvices
[] Active Directory Lightweight Directory Sernvices
[C] DHCP Server
[C] DMS Sarver
4 W] File and Storage Serdces (d of 12 installed)
4 (W] File and 5C51 Services (3 of 11 installed)
o File Server (Installed)
[[] BranchCache for Network Files

[[] Data Deduplication
) S

[ DFS Replication
[] File Server Resource Manager
[] File Server VS5 Agent Service
«| i5C5] Target Server (Installed)
of| iSCEl Target Storsge Provider (VDS and V52
[ Server for NFS
[0 Waork Folders
» Storage Services (Installed)
1 Hyper-v

m] X

DCESTINATION 55RVER
W5H 61 00N GADE nas. buttalo ol

Description

DFS Mamespaces enables you to
group shared folders located on
different servers into one or more
logically structured namespaces.
Each namespace appears 1o users as
a singhe shared folder with 2 senies
of subfolders. However, the
underlying structure of the
namespace can consist of numerous
shared folders located on different
servers and in multiple sites.

| <Previous | | MNext>

Install
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6 Select “Include management tools (if applicable)” and click Add Features.

= Add Roles and Features Wizard .

Add features that are required for DFS Mamespaces?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
4 File Services Tools
[Tools] DFS Management Tools

Include management tocls (if applicable)

Add Features Cancel

7 Select and “DFS Replication”.

f Add Roles and Features Wizard

Select server roles

Before You Begin Select one or maore roles to install on the selected server.

Installazion Type Roles

Server Selach - 3
S [[] Active Directory Federation Senices

EEETI ot Orector LightweightDiectory Senices

P
] o s
Confirmation 4 [m] File and Storage Serces (4 of 12 installed)

4 [H] File snd iSCSI Services (3 of 11 installed)
of| File Server (Installed)
[] BranchCache for Network Files
[C] Data Deduplication
[w] DFS Mames
[+]
[] File Server Resource Manager
[] Fite Server V55 Agent Service
o i5C5] Target Server (Installed)
| i5CSl Target Storage Provider (VDS and V52
[J Server for NFS
[ Waork Folders

o Storage Services (Installed)
[T Hypar-v w

L] m] X

DESTINATION 3ERVER
WEHEE1 00N SADE nag bulfalo ozl

Description

DFS Replication is a multimaster
replication engine that enables you
ta synchronize folders on multiple
servers across local or wide area
rietweark (WAN) netwark
connections. It uses the Remote
Differential Compression (RDC)
protocol to update anly the portions
of files that have changed since the
last replication. DFS Replication can
be used in conjunction with DF5
Namespaces, or by itself.

| <Previous | | MNext>

8 Click Next twice, then click Install.
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9 Click Close to finish.

Creating Namespaces

1 From Server Manager, click Tools > DFS Management.

- 13,} | r Manage Tools
Component Services
Computer Management

) SERVER MANAGER o .
Defragment and Optimize Drives

DFS Management

. . Disk Cleanup
o Configure this 00 et viewer

iSCSI Initiator

I5M5 Server
2 Add roles and fea o
Local Security Policy

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell 15E
Windows PowerShell ISE (x86)

Windows Server Backup

2 Right-click Namespaces, then click New Namespace.

= DF5 Management
_ File Action View Window Help

o | nE =2 HE

% Replic Mew Mamespace...
Add Mamespaces to Display...

Delegate Management Permissions...

View ¥

Mew Window from Here
Export List...

Help
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3 Enter a hostname for the namespace server and click Next.

4 New Mamespace Wizard -
:_E‘r Mamespace Server
i
Steps: Enter the name of the sarver that will host the namespace. The server you spacify
Mamespace Server will be known as the namespace server,
Mamespacs Mame and Settings  Server: _

[wsHs&100MBA0E] | Browse..
MNamaspaca Type
Fieview Settings and Create
MNamaspacsa
Confimation

Rl e |

Cancel
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4 Enter a name for the namespace and click Next.

4 New Mamespace Wizard
i

Steps:

Mamespace Server
Namespace Name and Settings
MNamaspaca Type

Fieview Settings and Create
MNamaspacsa

::;f‘r Mamespace Name and Settings

Entter a nama for the namaspace. This name will appear after the sarver or domain
name in the namespace path, such as V\Sarver'\Name or “\Domain\MName.

Name;
[Pubc2
Bxamplle: Public

F mecessary. the wirard will create & shered folder on the namespace server. To
E;d&lhmﬁ-mﬂlhﬁwdfdda. such as its local path and permissions. chek

] Edit Settings... 1

< Previous Mt >
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5 Select Domain-based namespace and click Next.

«"_, Mew Mamespace Wizard

Mamaspacs Mame and Settings

MNamaspaca Type
Review Settings and Create
MNamespace

Confimation

i~ Mamespace Type
e
Steps: Select the type of namespace to create.
MNamaspace Server

{®) Domain-based namespace

A domain-based namespace i stored on oNe oF Mone namespace senvers and in Active Direclory
Domain Services. You can increase the avallabiity of 3 domainbased namespace by using
multiple servers, When created in Windows Server 2008 mode, the namespace supports

EA Enable Windows Server 2008 mode
Preview of domain-based namespace:

[\nas buffalo Jocal' Public2

() Stand-alane namespace

A stand-alone namespace iz stored on a single namespace server. You can increase the
availabilty of a stand-alone namespace by hosting it on a falower cluster.

Prewview of stand-alone namespaca:

|\'\W5HEEII.'I:IHEME‘\PLH|:2

< Previous

6 Click Create.

7 Click Close when the New Namespace Wizard finishes.
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8 From DFS Management, right-click the name you created through the wizard and click New Folder.

4 DFS Management
4 File Action View Window Help

&= 25 = HE

» ﬁ‘;ﬂ, Mamespaces

Mame

% Replication
w Mew Folder...

Add Marnespace Server...

Delegate Management Permissions...

Remove Mamespace from Display...

Mew Window from Here

Delete
Refresh
Properties
Help
9 Enter a folder name and click Add.
Mew Folder X
Mame:
|buﬁaln-share |

Preview of namespace:
|\\nas buffalo Jocal\Public2\buffalo-share |

Folder targets:

Add...

Corc
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1 0 Enter a path to the folder or select from the list by clicking Browse. Click OK. You may be asked to create a new
folder if the selected path doesn't exist. In such a case, click Yes.

Add Folder Target >

Path to folder tanget:
WWSHSE10DNEADE Public 2 buffalo-share | Browse...

Bxample: %\ServerShared FolderFolder

Cancel

1 1 Click OK again.

Configuring DFS Replication

1 From Server Manager, click Tools > DFS Management.

- {3‘} | r Manage Tools
Compaonent Services
Computer Management

) SERVER MANAGER o _
Defragment and Optimize Drives

DFS Management

. . Disk Cleanup
o Configure this 00 gyent viewer

ISCSI Inthator
ISNS Server

2 Add roles and fea

Local Security Policy

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x8G)

Windows Server Backup
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2 Right-click Replication, then click New Replication Group.

4 DFS Management

"?EI File Action

View Window Help

&= 25 = HE

-?5 DF5 Management
5 E Mamespaces

Y Replicati~-

Mame

Mew Replication Group... tel
Add Replication Groups to Display...

Delegate Management Permissions...

Disable Topelogy Verification

View »

Mew Window from Here

Refresh
Export List...

Help

3 Select the group replication type and click Next.

4 New Replication Group Wizard

g Replication Group Type
L,

Sleps:
Replication Group Type
MName and Domain
Rieplication Group Members
Topology Sedection

Huby Members

Hub and Spoke Connections

Replication Group Schedue
and Bandwidth

Primary Member

Folders to Replicate
Review Settings and Create
Replication Group
Confimation

Select the type of replication group to create.

(®) Mubipurpose rephication group

This aption corfigures replication bebween two or more servers for publication,
content sharing, and other scenarnios.

() Replication group for data collection

This option configures two-way replication between two servers, such as a
brarch senver and a hub (destination) server. This allows you to collect data at
the hub server. You can then use backup software to back up the data on the
huly server.

< Previous Cancel

|
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4 Enter a name for the replication group and click Next.

4 New Replication Group Wizard - O

@ MName and Domain

Steps: Type a name and domain far the replcation growp. The name of the replication
group must be unigue in the domain that hasts the replication group.

Replication Group Type

Mame and Doman b of rephcation group:

Replication Group Members |B|.ﬂdu_DFSi

Topology Selection

Hub Mambers Optional description of replication group:

Hub and Spoke Connections i

Replication Group Schedule

and Bandwidth

Primary Member Diomain:

Folders to Replicate [nas butalo local | Browse..

Review Sattings and Create

Confimation
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5 Click Add.

4 Mew Replication Group Wizard

@ Replication Group Members
¥

Steps: ﬁd&&duﬁdﬂmsﬂuﬂttmwnmmﬂﬂﬂbmmmufﬂu
Replication Group Type L
Mame and Domain Members:

Rlaplication Group Members Server Domain
Topology Selection

Hub Members

Hub and Spoke Connactions

Replication Group Schedue
and Bandwidth

Prenary Member
Folders to Replicate

Review Sattings and Create
Replication Group

Confimation

< Previous

6 Enter more than two servers' hostnames to join the replication group and click OK.

Select Computers >

Select this object type:
|Cumputers | Object Types...

From this location:

|nas.buﬁaln.lncal | Locations. ..

Enter the object names to select (zamples):
WSHS610DMBADE ; SERVER-A Check Names

Advanced... Cancel
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7 Click Next.

4 New Replication Group Wizard - O x
@ Replication Group Members
Steps: Cidcﬁl_idu’rdﬂmuhcttmu’nmmthdﬂbmmnmbﬂaufﬂu
Replication Group Type : Lt
Name and Domain Members:
Replication Group Members Senver Domain
Topalogy Selection WSHS5610DNSADE nas buffalo Jocal
Hub SERVER-A nas bufals local
Hub and Spoke Connections
Replication Group Schedule
and Bandwidth
Prenary Member
Folders to Replicate
Review Sattings and Create
Confimation
Add Remaove
<Previous | Comcd |
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8 Select “Full mesh”and click Next.

%4 New Replication Group Wizard — 0

@ Topology Selection

Steps:

Replication Group Type
MName and Domain
Replication Group Members
Topology Selection

Primary Member

Folders to Feplicate

Review Settings and Create
Replication Group

Corfirmation

Select & topology of conmections amang members of the replcation greap.

This topology requires three or more members in the replication group. In this
topology, spoke members are connected to one or two hub members. This
topalogy woeks well in pubbcation scenanas where data oagnates from the hub
member and replicates out to the spoke members.

o7t

(®) Full mesh

I this topology, each member replicates with all other members of the replication
group. This topology works wed when there ane ten or fewer members in the:
replication group.

) No topology

Select this option if you want to create a custom topology after you finish this
wizard. No rephcation will take place until vou create the custam topalogy.

[Chet> ][ cones

< Previous
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9 Click Next again.

4 New Replication Group Wizard - m] ®

g Replication Group Schedule and Bandwidth

L

Steps: Select the repbeation schedule and bandwidth to be usad by defaull for all rew
connections in the replication group.

Replication Group Type
{®) Replicate continuously using the specfied bandwidth

feme 20 Doman Use this able repbcation 24 hours d wesk
is option to en i a day, seven a

Replication Group Members using the following bandwidth: = o
Topology Selection

Bamdwidti:
Replication Group Schedule
2 Bandwidh Fudl >

() Replicate during the specified days and times

Folders to Replicate

Use this aption (o specify the days and times at whach replication occurs by
Review Settings and Create default, The intial replication schedule has no replication intenvals: you must
Replication Group create at leasgt one replication inferval before replication can occur,
Corfimation

Edi Schedula

<prevous [ Nea> || Conce

Note: You have options to specify the network band and the date and time. To configure bandwidth, select
Replicate continuously using the specified bandwidth and the bit rate from the drop-down list. To configure the
schedule time, select Replicate during the specified days and times and click Edit Schedule. You can select the
date and time in the displayed window.

52



1 0 Select the device as the primary member and click Next.

%4 New Replication Group Wizard _

ﬁ Primary Member

Steps:

Replication Group Type
MName and Domain
Replication Group Members
Topology Selection
Replication Group Scheduls
and Bandwidth

Primary Member

Folders to Replicate

Review Settings and Create
Replication Group

Corfirmation

Select the sarver that containg the cortent you want (o rephcate to other members,
This server is known a3 the primary memiber,

Primary member:
WSH56100MNEADE w

@ fthe foiders to be repicated already exist on multiple servers, the fokders and

fies on the primary memiber will be authorative during initial replication.

Cancel
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11

12

Click Add.

4 New Replication Group Wizard

@ Folders to Replicate
¥

Replication Group Type

Replication Group Members Local Path
Topology Selection

Replication Group Schedue
and Bandwidth

Primary Member
Folders to Feplicate

Review Settings and Create
Replication Group

Corfirmation

Steps: To selact a folder on the pimany member that you want te repbeate Lo other
memiers of the replication group, ciick Add.

Mame and Damain Replicated folders:

Replicated Folder Name NTFS Pemissions

Edit Remove

< Previous Mt >

Select the folder as the replication source and click OK.

Add Folder to Replicate

Member:

|WSH5610DNEADE

Local path of folder to replicate:

| Orep_src

| [ Bowsen ]

Example: C:\Documents

(® Use name based on path:

Select ortype a name to represent this folder on all members of the
replication group. This name is known as the replicated folder name.

e

(") Use custom name:

Example: Documents

OK | | Cancel
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1 3 Click Next.

Steps:
Replication Group Type
MName and Domain
Replication Group Members
Topology Selection
Primary Member
Folders to Replicate

Lecal Path of rep-A on Other
Members

Review Seftings and Creste
Replication Group
Confimation

24 Mew Replication Group Wizard

@ Folders to Replicate

- ]

To select a folder on the primary member that you want to repbeate to other
members of the replication group. ciick Add,
Replicated folders:
Local Path Replicated Folder Mame MNTFS Pemissions
D:'vep_src Mep_src Lise existing per
.| Ao

<Previous || Nexd > || Cancel
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14 ciick edit.

‘55:, Mew Replication Group Wizard -

@ Local Path of rep-A on Other Members

Steps: To speciy the local path of the rephcated falder or whether the folder is read-onby,
select the appropriate member and then clck Edt

Replication Group Type

Name and Domak ﬂ Primary member: WSHEE1DDNEADE
o Primary member local path: Dvep-A

Replication Group Members

T 5 jon Member details

Replication Group Schedue Member Local Path Membership Stat...

and Bandwidth SERVER-A <Not Sat>

Primary Member

Folders to Replicate

Local Path of rep-A on Other

Members

Review Settings and Creste

Replication Group

Confirmati
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1 5 Select“Enabled” and select the folder as the replication destination, then click OK.

Edit >

General

Member:

SERVER-A

Select the initial status of the replicated folder on this member.

Membership status:

() Disabled
The replicated folder will not be stored on this member.

(@ Enabled
Keep the following folder synchronized with other members.

Local path of folder:

D:rep_dst | I Browse...
Example: C:h\Data

[] Make the selected replicated folder on this member read-only.

QK Cancel

57



1 6 Click Next.

‘55_~=, Mew Replication Group Wizard

@ Local Path of rep-A on Other Members

Steps:
Replication Group Type
MName and Domain
Replication Group Members
Topalogy Selection
Replication Group Scheduls
and Bandwidth

Primary Member
Folders to Replicate

Local Path of rep-A on Other
Members

Review Seftings and Create
Replication Group
Corfimati

- | X
To speciy the local path of the rephcated falder or whether the folder is read-onby,
select the appropriate member and then clck Edt
ﬂ Primary member WSHS5E10DNEADE
Primary member local path: Dvep-A

Member details:
Memizer Local Path Membership Stat...
SERVER-A D-vep_dst Enabled

< Previous Nexdt || Cancel |
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1 7 Click Create.

Steps:
Replication Group Type
MName and Domain
Replication Group Members
Topalogy Selection
Replication Group Scheduls
and Bandwidth

Primary Member
Folders to Replicate

Local Path of rep-A on Other
Members

Review Settings and Creste
Replication Group
Corfirmati

4 New Replication Group Wizard - O

@ Review Settings and Create Replication Group

You selected the following settings for the new repheation group. F the settings ans
comect, chck Create to create the new replhication group, To change a setting, click
Previous, or select the appropriate page in the orentation pane.

Replication group settings:

Replication Group Name: S
Buffalo_DFS

Replication Group Description:

Domain of Replcation Group:
nas bufialo Jacall

Group Members (2}
WSHEE10DNGADE
SERVER-A

Topology type:
Full mesh

List of conmections (2):
SERVER-A -> WSHSE 10DNBADE
WSHSE10DNEADE - SERVER-A

Defauit Connection Schedule:
Replicate continuously with Full bandwidth

<Previows | [ Coste ]| cance
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1 8 Click Close when completed.

4 New Replication Group Wizard _ 0 %
@ Confirmation
L
Steps: —
Replication Group Type '_Q:' You have successfuly completed the Mew Replication Group Wizard.
MName and Domain
Replication Group Members Tasks  Emors
T o Task Stz
= " i Create members. Success
Primary Member 18 52t permissions on reglicated fokders, Success
Foiders to Replicate 0 Create repicated folder. Success
{8 Create membership cbjects. Success
Local Path of rep-A on Other @ Croste )
Review Settings and Creste
Replication Group
Corfimati

f- To gize the staging folder guota large encugh to prevent replication
" from slowing or stopping, you must take inte account the size of the
files to be replicated. For more information, see the staging folder

imi i i I

Note: >It may take some time before actual replication is caught up. When the following window appears, click
OK.

Replication Delay *

e Replication will not begin urtil the corfiguration is picked up by the members of the
replication group. The amount of time this takes depends on Active Directory Domain
Services replication latency as well as the palling interval.

] Do not show this again
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Chapter 5 Additional Settings

Changing Server Name, Workgroups, and Domains

1 From Server Manager, click Local Server.

fiu Server Manager

@ v Server Manager * Local Server

_ S8 PROPERTIES
28 Dashboard . For WSHS5610DNGADE

B Local Server )
Computer name WSH5610DNGAOE

W& All Servers Workgroup WORKGROUP

W§ File and Storage Services I

Windows Firewall Private: On

remote management Enabled

Remote Desktop Enabled

MIC Teaming Disabled

Ethernet IPv4 address assigned by DHCP, IPvE
Ethernet 2 Mot connected

2 Click the hostname of your TeraStation.
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3 From the Computer Name tab, click Change.

System Properties >
Computer Name  Hardware Advanced FRemote

[l Windows uses the following information to identify your computer
= on the networ.

Computer description: ||

For example: (15 Production Server” ar
"Aocounting Server”.

Full computer name: WSHRE10DNEADE
Wargroup: WORKGROUFP

To rename this computer or change its domain or

Ch
worlkgroup, click Change. = -

Cancel Aply

4 Enter the computer name, choose domain or workgroup, and click OK.

Computer Mame/Domain Changes x

You can chanage the name and the membership of this
computer. Changes might affect access to netwark resounces.

Computer name:

Buffalo_sample|

Full computer name:
Buffalo_sample

Mare. ..

Member of
() Domain:

(®) Workgroup:
|w0H|{GHOL|F-

Cancs

Note: The computer name should contain 15 characters or less. If 16 or more characters are entered, all characters
from the 16th character on are ignored.
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Changing the Password

The default password for the TeraStation’s administrator account is “password”. This is public knowledge, so for
security, you should change it immediately. Follow the procedure below to change the password.

Administrator’s Password

1 Log on to Windows Storage Server using “Administrator”.
2 Press Ctrl+Alt+End.

3 Click Change a password.

Lock

sign out

Change a password

Task Manager

Cancel

4 Enter the current administrator’s password and a new password (twice), then press the Enter key.

Change a password

Administrator

63



Passwords for Other Users

1 From Server Manager, click Tools > Computer Management.

- {3,} | r Manage Tools
Component Services
Computer Management

) SERVER MANAGER o .
Defragment and Optimize Drives

DFS Management

. . Disk Cleanup
o Configure this 00 et viewer

iSCSI Initiator
I5M5 Server

2 Add roles and fea

Local Security Policy

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell 15E
Windows PowerShell ISE (x86)

Windows Server Backup

2 Click Local Users and Groups, then double-click Users.

3 Right-click the user whose password will be changed and click Set Password.

A Computer Management

File Action View Help
e | @I XEE HE

(A Computer Management (Local| pame Full Mame
v m System Tools &:Administratnr

@ Task Scheduler ™ Buffalo userD .

2] Event Viewer &Defaulccnu Set Password...

| Shared Folders &':Guest

w d Local Users and Groups All Tasks .
. Users Delete

= - Groups Rename

(%) Performance

]- Device Manager Properties
v 22 Storage

U Windows Server Backup Help

== Nicl- Mananement

4 Click Proceed.
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5 Enter a new password (twice).

Set Password for Buffalo_userdl ? >

MNew password: |“""-" |

Corfirm password:

P If you click OK, the following will occur:

This user account will immediately lose access to all of its encrypted
files, stored passwords, and personal security certfficates.

if you click Cancel, the password will not be changed and no data loss will
QCoLUr.

Cancel

Adding a User

1 From Server Manager, click Tools > Computer Management.

Manage Tools

Component Services

Computer Management
) SERVER MANAGER o .
Defragment and Optimize Drives

DFS Management

. . Disk Cleanup
o Configure this 00 pent viewer
iSCSI Initiator
iISNS Server

2 Add roles and fea

Local Security Policy

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell 15E
Windows PowerShell ISE (x86)

Windows Server Backup

2 Click Local Users and Groups.
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3 Right-click Users and click New User.

;5'.' Computer Management
File Action View Help
€= 2@ 6=

;5-'1 Computer Management (Local | MName

(v '[rl_!: S}rgtem Tools r
Mew User...

@ Task Scheduler = Groups
@ Event Viewer

| Shared Folders
.%l Local Users and Groups Help
@ Performance

Refresh

4 Enter the desired settings and click Create.

New User ? v
Username:  |Buffalo_user(t |
Full name: | |
Description: | |
Password: |-....... |
Confirm password: |----....| |

|ser must change password at next logon
|ser cannot change password
Password never expires

[ ] Account is disabled

Help Create Close

5 Click Close.

Connecting with Standard Accounts

Accounts not belonging to the Administrators group cannot connect to Windows Storage Server through the
remote desktop. Those accounts must be added to the “Remote Desktop Users” group. Follow the procedure below
to add accounts to the group.
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1 From Server Manager, click Tools > Computer Management.

- {Q‘}} | r Manage  Tools
Component Services
Computer Management

) SERVER MANAGER o _
Defragment and Optimize Drives

DFS Management
) i Disk Cleanup
o Configure this 00 et viewer
iSCS Initiator
iISNS Server
Local Secunity Policy

2 Add roles and fea

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell 15E
Windows Powershell ISE (x86)

Windows Server Backup

2 Click Local Users and Groups, then double-click Groups.
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3 Double-click Remote Desktop Users.

& Computer Management - o *
File Action View Help
w2 XE = B
& Computer Management iLecal| Mame Description Acthons
¥ ﬁ System Tools ﬁ.ﬁ.{cm Control Assistance Operators Members of this group can remot... _
> !::::r::f::!r ﬁ.ﬁ.dminiitramrs Administrators have complete an.., Mase Ackians b
i Shared Folders E}Eadﬁup Operators Backup Operators can ovemde se..
v 2 Local Users snd Songe & Certificate Senvice DCOM Access Members of this group are allowe... W
B Vsers 8 Cryptographic Operators Members are authorized to perfor... Mare Actions 3
= Lo 3 Distributed COM Users Members are sllowed to launch, &...
3 @ Peformance ¥ Event Leg Readers Mernbers of this group can read ...
M Device Manager % Guests Guests have the saie S£0e5s 35 M.
" E: Storage ﬁl—h-pera'li'ﬂ.dminiﬂram Mermnbers of this group have com...
3 i Windows Server Backup EIIS_IUSRS Built-in group used by Intermet Inf...
&= Disk Management ENmrﬁ:Cnnﬂgurﬂion Operators  Members in this group can have 5.,
s By Services and Applications || & Pedformance Log Users Members of thiz group may sche...
i Performance Monitor Lisers Wernbers of this group can acces...
ﬁiner Uzers Power Users are included for back...
ﬁl’n’nt Operators Mernbers can adrministes printers ..
ﬁRD’S[ﬂdpnintSmrs Servers in this greup run virtual m..,
E RO Management Servers Servers in this group can perferm ..,
ERDSR:M!»A{\:&;S&\IUE Servers in this group enable users ..,
*" . Remote Desktop Users Members in this group are grante...
ﬁ Remote Management Users Members of this group can acces...
ﬁkwkm Supports file replication in a dom...
ﬁﬂnrage Replica Adminkstrators Mernbers of this group have com...
Eﬁyﬂem Managed Accounts Group  Mernbers of this group are mana...
ELFsus Users are prevented from making ..
£ >
4 Ciick Add.

5 Click Advanced.

6 Click Find Now.
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7 Select the user to be added as a group member and click OK.

Select Users ot
Select this object type:
|Users or Built-n securty principals | Object Types...
Erom this lacation:
|ws H5610DNGADE | Locations...
Common Queries
NS Starts with Columns...
Description: - |Giaa Wi
Stop

Disabled accounts

Mon expiring password

Days since lazt logon: ﬁ

Cancel

Search results:

MName In Folder

2. Administrator WSH5610DNEA. .
% 41| APPLICATION PACKAGES

H ANONYMOUS LOGON

42 ptherticated Users

42 p thertication authority asserted identity

2 BATCH
.} Buffalo_userD1 WSH5610DNEA. .
42 CONSOLE LOGON

4 CREATOR GROUF

iECF{EATDH OWNER

8 Click OK, then click OK again.
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Adding a Group

1 From Server Manager, click Tools > Computer Management.

¥ ':.::}} | I' Manage Tools
Component Services
Computer Management

) SERVER MANAGER o _
Defragment and Optimize Drives

DFS Management

. . Disk Cleanup
0 Configure this 10¢  gent viewer

iSCSI Initiator
iSN5 Server
Local Security Policy

2 Add roles and fea

Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows Powershell ISE (x86)

Windows Server Backup

2 Click Local Users and Groups.

3 Right-click Groups and choose New Group.

A Computer Management
File Action View Help

= | zHE = HE

(A Computer Management (Local|| pame
w '[[’U!- System Tools
@ Task Scheduler
4] Event Viewer
| Shared Folders
& Local Users and Groups Refresh
@i" Performance

[ Users

MNew Group...

oy Device Manager Help
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4 entera group name and click Add.

Mew Group ?

Group name: | Buffalo_group01

Description: |

Members:

Add... Remove

Help Create Close

5 Click Advanced.

6 Click Find Now.
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7 Select the users to be registered to the group.

Select Users

Select this object type:
|Users or Built-n securty principals | Object Types...

Erom this lacation:
|WSH561EDNEM]E | Locations...

Comman Glueres

Starts with Columns. ..

Starts with

Dizabled accourts Stop

Mon expiring password
."'_‘»__..-_

Cancel

Search results:

MName In Folder

2. Administrator WSH5610DNEA. .

% 41| APPLICATION PACKAGES

H ANONYMOUS LOGON
%Mhemicated Users

EE.ﬂu.rthenticatinn authority asserted identity
2 BATCH

a Buffalo_user(1
42 CONSOLE LOGON
4 CREATOR GROUF
iECHEATDH OWNER -

p
WS

H5G10DNEA. ..

8 Click OK, then click OK again.
9 Click Create.

1 0 Click Close.

Enabling Email Notification

Your TeraStation can send you email reports daily, or when settings are changed or an error occurs. Notification
emails may be triggered by any of TeraStation reports or Windows event logs.

Configuring Email Server

1 Click the Start button and click Email Notification.
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2 Select the “Enable email notification” checkbox.

0§58 Email Notification x

Enable email notfication

Sendto
Email Address Mew

Authentication
SMTF Server Address: | [] Port Number: 2

on

User Authertication Method: | None e
POP Server Address: Port Mumber: 110

|semame: Password:

S5L/TLS: | Disable w

Email Settings

Sender Address: | |

Title: |Tem Station Status |

Cortent Options

Test Message QK Cancel Apphy

3 Click New and enter an email address.

4 Enter your email server settings. Click OK to finish the email notification settings. You can send a test email
when clicking Test Message.

5 Enter the password of the user you're logged in as and click OK.

Items Descriptions

Enable email notification If enabled, email reports will be sent during specific events.

Adds a new receiver for the notification email. Click New to add a new
email address. Click Edit to change the receiver settings or Delete to
remove an address from the list.

Note: Up to five email addresses may be added.

Send to
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Items

Descriptions

Authentication

SMTP Server Address: Enter your email SMTP server’s address and
port number. Port number 25 is configured by default.

Note: If you choose “None” or “POP before SMTP” for the user
authorization, the port number is locked to “25"

User Authentication Method: Select the user authorization type
from “None”, “POP before SMTP” “LOGIN (SMTP-AUTH/LOGIN)" and
“CRAM-MD5 (SMTP-AUTH/CRAM-MD5)". If “POP before SMTP”is
selected, enter the POP server address and port number. Unless the
port is specified, the standard port number (110) is used.

Username and Password: Enter the username and password of your
email server.

SSL/TLS: If “LOGIN (SMTP-AUTH/LOGIN)" or “CRAM-MD5 (SMTP-AUTH/
CRAM-MD5)"is selected, select whether to use SSL/TLS or STARTTLS.

Email Settings

Sender Address: Enter the sender’s email address for notification
emails.

Title: Enter the subject of the notification email.

Click Content Options to select the event that will trigger the
notification emails to be sent.

Test Message

Sends a test email to the email address which is configured.

Specifying TeraStation Reports

A notification email can be sent using TeraStation reports.

1 Click the Start button and click Email Notification.

2 Click Content Options.
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3 Click the Report Settings tab and select the “Use TeraStation reports to determine notification type” checkbox.

0§58 Email Notification *

Report Settings  Event |D Settings

lUse TeraStation reports to determine notification type

[] Daily Report [l Info [] Motice [] Emor
Select Al

12am.

Intemal Drive Off Off Off

Drives | RAID Volume Off off CHf

USE Drive Off

Fan off Oof

Backup i (Off i

Replication Off
System Alert i Off it Cff

QK Cancel

4 Click On or Off to enable/disable the notifications of the function. When you select the checkboxes to the left
of each log level, all notifications of the line will be selected at once.

5 Click OK, then click OK again.

6 Enter the password of the user you're logged in as and click OK.

The notification emails will be categorized into the following importance levels.

Levels Details
Daily Report Describes the status of the TeraStation in a daily report email.
Info Sends a notification email if an event occurs. Info reports will contain just

information such as capacity information, backup job starts/finishes, etc.

Sends a notification email if a non-critical error occurs. Notice reports will contain
warnings such as something has failed, but the function or TeraStation can
continue operating as usual. It is recommended to do the corrective action for the
notice as soon as possible.

Notice
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Levels Details

Sends a notification email if an error occurs. Error reports will describe any
Error critical failures that prevented a function or TeraStation from operating. It is
recommended to do the corrective action for the error immediately.

Specifying Windows Event Logs

A notification email will be sent when the specified event occurs. This section describes notifications using Windows

Update events.

1 Click the Start button and click Email Notification.
2 Click Content Options.

3 Click the Event ID Settings tab and select the “Use Windows event logs to determine notification type”

checkbox.
0§85 Email Notification ¥
Report Settings Event |D Settings
lUse Windows event logs to detemine notification type
Log Lewel Log Type Source Event 1D Mew
Edit
Delete
QK Cancel

4 Click New.

5 Select the importance level from the “Log Level” list.
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6 Select “System” from the “Log Type” list.
7 Enter “Microsoft-Windows-WindowsUpdateClient” into the “Source” box.

8 An event ID can be blank. All events triggered by Windows Update will be notified. If you prefer only being
notified of specific events, enter those event IDs.

9 Click OK three times.

1 0 Enter the password of the user you're logged in as and click OK.

Acquiring Windows Event Logs

To acquire event logs of the TeraStation, follow the procedure below.

1 From Server Manager, click Tools > Event Viewer.

Manage Tools

Component Services

Computer Management
) SERVER MANAGER o _
Defragment and Optimize Drives

DFS Management

. . Disk Cleanup
0 Configure this 00 pyent viewer

ISCSI Inthator
iSNS Server
Local Security Policy

Add roles and fea

MJ

Windows PowerShell
Windows Powershell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x8G)

Windows Server Backup

2 Double-click Windows Logs.

3 Right-click on either “Application’, “Security”, “Setup’, or “System”in the left-side menu to determine the logs to
be saved.

4 Click Save All Events As.
5 Specify the desired location and enter a filename, then click Save. Do not change the file type.

6 When the “Display Information” screen appears, click OK.

The operation to acquire event logs is complete. Open the log file stored in the specified location to check the
contents of the event logs.
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Chapter 6 Drive Replacement

LEDs

If a drive fails or dismounts, the LED will glow as below. To see the status LEDs, open the front cover.
1

—
OS?W
S\

0

L

1 railLep

Glows amber if a drive has failed.

2 Status LEDs
The failed drive’s status LED will be glowing a steady amber. It also glows when the drive is dismounted.
If the volume is fragmented by a drive failure, such as in the case of a 3-drive failure in a RAID 6 volume, the LEDs will
glow as above and the “SYSTEM DOWN" message will be displayed on the LCD panel.
Notes:

« For the replacement drive, use a Buffalo OP-HDBN/B series drive. The new drive should be the same size as the
replacement drive.

- TheTeraStation is fragile. Handle it with care. Do not drop or bump the TeraStation.
+ Use caution when handling the TeraStation in order to avoid personal injury.

+ Never disassemble any parts while replacing a drive unless instructed to do so in this manual. Any malfunction or
damage caused by disassembling the TeraStation will void your warranty.

-+ To avoid damaging the TeraStation with static electricity, ground yourself by touching something made of metal
before handling any sensitive electronic parts.

Do not change the order of the drives in the TeraStation. For example, pulling out drive 1 and replacing it with
drive 2 may cause data to be corrupted or lost.

Drive Replacement Procedure

Follow the procedure below to replace a defective drive.
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“ONE DRIVE DOWN" Is Displayed on the LCD Panel

If the “ONE DRIVE DOWN" message is displayed, there is no redundancy for RAID 5 and RAID 10 volumes. It is
recommended to replace the defective drive immediately. Back up data before replacing drives.

Note: The “x” on the LCD panel message is a number of volume type.

1 Open the front cover with the included key.

N

2 Check the status LEDs. The LED for the failed drive glows amber.

3 Push the unlock button of the drive whose status LED is glowing amber and swing the locking mechanism out.

Do not unplug and remove the drives with the status LED lit green. If you do, it may cause data loss or
the TeraStation to malfunction.
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4 Pull out the drive cartridge and remove it from the TeraStation.
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8 Insert the new drive into the empty slot, slide the drive in with the locking mechanism open, and swing the
lock back down until it clicks into the place.

/

/

y4

1 0 The “RAID-x RECOVERING 0%" message will be displayed on the LCD panel after 3 minutes.

RAID-x
RECOVERING 0%

17T When “RAID-x NORMAL"is displayed, drive replacement is finished.

RAID-x
NORMAL

Drive replacement is finished.

“TWO DRIVE DOWN" or “MULTIPLE DOWN" Is Displayed on the LCD
Panel

If either the “TWO DRIVE DOWN” message or the “MULTIPLE DOWN" message is displayed, there is no redundancy. It
is recommended to replace the defective drive immediately. Back up data before replacing drives.

Note: The “x" on the LCD panel message is a number of volume type.
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1 Open the front cover with the included key.

N

2 Check the status LEDs. The LED for the failed drive glows amber.

3 Push the unlock button of the drive whose status LED is glowing amber and swing the locking mechanism out.

Do not unplug and remove the drives with the status LED lit green. If you do, it may cause data loss or
the TeraStation to malfunction.




4 Pull out the drive cartridge and remove it from the TeraStation.
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8 Insert the new drive into the empty slots, slide the drive in with the locking mechanism open, and swing the
lock back down until it clicks into the place.

9 The “RAID-x RECOVERING 0%" message will be displayed on the LCD panel after 3 minutes.

RAID-x
RECOVERING 0%

1 0 When “RAID-x ONE DRIVE DOWN"is displayed, replacement for a defective drive is finished.

RAID-x
ONE DRIVE DOWN

1 1 Push the rest of the failed drive's unlock button and swing the locking mechanism out.

1 2 Insert the new drive into the empty slot, slide the drive in with the locking mechanism open, and swing the
lock back down until it clicks into the place.

1 3 Close the front cover with the key.
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14 The “"RAID-x RECOVERING 0%” message will be displayed on the LCD panel after 3 minutes.

RAID-x
RECOVERING 0%

1 5 When “RAID-x NORMAL" is displayed, drive replacement is finished.

RAID-x
NORMAL

“SYSTEM DOWN" Is Displayed on the LCD Panel

When the “SYSTEM DOWN" message is displayed, data on the TeraStation has already been lost. The issue occurs
on the drive so the operating system may become unstable. It is recommended to replace the defective drive

immediately. Back up data before replacing drives.

For Striped Volume:

1 Turn off the TeraStation. It may take some time until the shutdown process completes.
2 Turn the TeraStation on while holding down the mode button.

3 When “RAID-0 NORMAL"is displayed, you can proceed.
If“SYSTEM DOWN"is still displayed, go to the next step to replace the defective drive.

4 Open the front cover with the included key.

5 Check the status LEDs. The LED for the failed drive glows amber.

6 Push the unlock button of the drive whose status LED is glowing amber and swing the locking mechanism out.
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Do not unplug and remove the drives with the status LED lit green. If you do, it may cause data loss or
the TeraStation to malfunction.

L

7 Pull out the drive cartridge and remove it from the TeraStation.
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9 Install a new drive into the cartridge.

1 1 Insert the new drive into the empty slots, slide the drive in with the locking mechanism open, and swing the
lock back down until it clicks into the place.
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1 2 Close the front cover with the key.

\/

1 3 Turn the TeraStation off first, then turn it on while holding down the mode button.

1 4 “RAID-0 NORMAL" will be displayed on the LCD panel.

RAID-0
NORMAL

1 5 Create a volume by referring to the “Creating a Volume” section in chapter 3.

For RAID 6 or RAID 10 Volumes:

1 Open the front cover with the included key.
2 Check the status LEDs. The LED for the failed drive glows amber.

3 Pull out two drive cartridges whose status LED glow amber and remove them from the TeraStation. Leave the
drives whose status LEDs blink amber in the TeraStation.

Do not unplug and remove the drives with the status LED lit green. If you do, it may cause data loss or
the TeraStation to malfunction.

4 Turn off the TeraStation. It may take some time until the shutdown process completes.
5 Turn on the TeraStation while holding down the mode button with the drives left removed.

6 When either the “RAID-x TWO DRIVE DOWN" message or the “MULTIPLE DOWN" message is displayed, replace
the defective drive by referring to the “TWO DRIVE DOWN" or “MULTIPLE DOWN" s Displayed on the LCD
Panel”section above.

If“SYSTEM DOWN"is still displayed, go to the next step to replace more defective drives.

7 Pull out other defective drive cartridges whose status LED glows amber and remove them from the
TeraStation.

8 Remove drives from the cartridges and install new drives in them.
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9 Insert the new drive into all empty slots, slide the drive in with the locking mechanism open, and swing the
lock back down until it clicks into the place.

1 0 Close the front cover with the key.
1 1 Turn the TeraStation off, then turn it on while holding down the mode button.

1 2 “RAID-x NORMAL" will be displayed on the LCD panel.

RAID-x
NORMAL

If either “RAID-x ONE DRIVE DOWN", “RAID-x TWO DRIVE DOWN?", or “SYSTEM DOWN" messages are displayed,
try the procedure described in each section above.

1 3 Create a volume by referring to the “Creating a Volume” section in chapter 3.

For RAID 5 Volume:

1 Open the front cover with the included key.
2 Check the status LEDs. The LED for the failed drive glows amber.

3 Pull out one drive cartridge whose status LED glow amber and remove them from the TeraStation. Leave the
drives whose status LEDs blink amber in the TeraStation.

Do not unplug and remove the drives with the status LED lit green. If you do, it may cause data loss or
the TeraStation to malfunction.

4 Turn off the TeraStation. It may take some time until the shutdown process completes.
5 Turn on the TeraStation while holding down the mode button with the drives left removed.

6 When the “RAID-5 ONE DRIVE DOWN" message is displayed, replace the defective drive by referring to the
“*ONE DRIVE DOWN"Is Displayed on the LCD Panel” section above.

If“SYSTEM DOWN"is still displayed, go to the next step to replace the defective drive.

7 Remove another defective drive cartridge whose status LED glows amber from the TeraStation.
8 Remove drives from the cartridges and install new drives in them.

9 Insert the new drive into all empty slots, slide the drive in with the locking mechanism open, and swing the
lock back down until it clicks into the place.

1 0 Close the front cover with the key.
1 1 Turn the TeraStation off, then turn it on while holding down the mode button.

1 2 “RAID-5 NORMAL" will be displayed on the LCD panel.

RAID-5
NORMAL

If “/RAID-5 ONE DRIVE DOWN" or “SYSTEM DOWN"is displayed, try the procedure described in the each section
above.
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1 3 Create a volume by referring to the “Creating a Volume” section in chapter 3.

Replacing a Non-Malfunctioning Drive

Do not replace a drive that is not malfunctioning.

If you must change a drive that is not malfunctioning, shut down the TeraStation before replacing the drive. If you
need to replace more than one drive at the same time, replace the drives one at a time to preserve your data. When
replacing the non-malfunctioning drive, follow the procedures below:

Operating in Striped Volume

All data on the volume will be deleted after replacing the drive. You will not be able to use the TeraStation until
the drive has been replaced. Refer to the “’SYSTEM DOWN"Is Displayed on the LCD Panel” section above for the

procedure.

Operating in a Redundant Volume Other Than Striped Volume

If you are using a redundant volume such as RAID 5 or 6, the volume will be in degraded mode after replacing the
drive. You need to recover from degraded mode by replacing the drive. Refer to the ““ONE DRIVE DOWN"Is Displayed
on the LCD Panel” section above for the procedure.
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Chapter 7 Utilities

NAS Navigator2 for Windows

NAS Navigator2 is a utility program that makes it easy to display Windows Storage Server, change the TeraStation’s
IP address, or check its drive in remote desktop. To install NAS Navigator2, download the installer from
http://d.buffalo.jp/WSH5010N6/.

Double-click the NAS Navigator2 icon (@) ) to start NAS Navigator?2.

€ ras Mevigator2 - x

‘ KMenu = ﬂE View = 'f:_t Refre<h

WEHSETIDNGAD
E
WEHSE10DMNE Series X WORKGROUP
— o lndd 1 GB/58.9 GB (23.9%) 152.168.10.29
o: 0.4 GB/7451.9 GB (0.0%]) v 255.255.255.0
t Gat 162.168.10.1
GGHHALLKKAL

e 3.10

Click a TeraStation’s icon to display total capacity, used capacity, workgroup name, IP address, subnet mask, default
gateway, MAC address, and firmware version.
Double-click the icon to open a shared folder on the TeraStation.

Name Description

Assigns all Buffalo NAS devices’ shared folders as network
drives. This is available only when a shared folder has been
created.

Map All Remote Shares to
Drive Letters

Creates a desktop shortcut to the Buffalo NAS device’s

Create Desktop Shortcut shared folders.

Launch NAS Navigator2 Launches NAS Navigator2 in the system tray when Windows
Menu on Startup boots.

If an error occurs, an error message will appear from the

isplay E
Display Errors NAS Navigator2 icon in the system tray.

Opens the properties page that lets you configure the
Properties” Buffalo NAS device’s IP address or open Windows Storage
Server in remote desktop.

Close Closes NAS Navigator2.
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Name Description

Icons: Displays icons.
View Details: Displays the hostname, product name, workgroup,
IP address, subnet mask, and default gateway.

View If you have multiple Buffalo NAS devices on the network,
Sort by you may choose to display them in order of hostname,
product name, workgroup, IP address, subnet mask, or
default gateway.
Browse" Opens the Buffalo NAS device's shared folders.
Refresh Searches for the Buffalo NAS devices on the network again.
Browse Shares Opens the Buffalo NAS device's shared folders.
Open Remote Desktop Opens Windows Storage Server in remote desktop.
Right-click your Opens the properties page that lets you configure the
device’s icon to show | Properties Buffalo NAS device’s IP address or open Windows Storage
these menus. Server in remote desktop.

Creates a desktop shortcut to the Buffalo NAS device's

Create Desktop Shortcut shared folders.

*Click on the Buffalo NAS device’s icon to display these options.
When NAS Navigator2 is closed, right-click the NAS Navigator2 icon in the system tray for the following options.

Browse Shares WSH5610DMNBADE >
Open Remote Desktop Refresh
Properties Open MAS Mavigator2

Create Shortcut

Exit

Name Description
Browse Shares Opens the Buffalo NAS device's shared folders.
Open Remote Desktop Opens Windows Storage Server in remote desktop.

Opens the properties page that lets you configure the

Buffalo NAS device ) ; )
Properties Buffalo NAS device’s IP address or open Windows Storage

name
Server in remote desktop.
Creates a desktop shortcut to the Buffalo NAS device’s
Create Shortcut
shared folders.
Refresh Searches for the Buffalo NAS devices on the network again.
Open NAS Navigator2 Opens the NAS Navigator2 window.
Exit Exits NAS Navigator2.

The following tasks may be performed from the Buffalo NAS device’s properties page.
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WSH3610DMEBACE Properties et

WSHEE10DME Series

Remate Dezklop l IP Address
Open Remote Desklop

COpen Remote Dezktop

Cancel Aoy

Name Description

Remote Desktop Click Open Remote Desktop to open Windows Storage Server.

Select the “Use DHCP” checkbox to assign an IP address from the DHCP server
automatically. If there is no DHCP server on the network, you cannot use this

IP Address function. Select the “Renew IP address” checkbox to obtain an IP address from the
DHCP server. You can manually enter a static IP address, subnet mask, and default
gateway.

Changing the IP Address

1 Double-click the NAS Navigator2 icon ("@ ) to start NAS Navigator2.
2 Right-click your TeraStation’s icon and select Properties > IP Address.

3 Clear the “Use DHCP” checkbox and enter the desired settings, then click OK. If the username and password
prompt appears, enter the admin username and password.

NAS Navigator2 for macOS

NAS Navigator2 is a utility program that makes it easy to display Windows Storage Server, change the TeraStation’s
IP address, or check its drive in remote desktop. To install NAS Navigator2, download the installer from
http://d.buffalo.jp/WSH5010N6/.

Click the NAS Navigator2 icon (@)) in the Dock to start NAS Navigator2.
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0@ MAS Mavigator2

d B E & = -
Open  Refresh  I'm hera
WEHSE10DNBADE
WSHS810DNEADE
WSH5610DME Series Workgroup © WORKGROUP
c:l 9a.10c8,55.9G8 (23.9% IP Address : 192.168.10.29
2 ; 5 Mask © ,255.255.
D: 0.4 GB / 7451.9 GB [0.0%) Ztdimchion it pdl s

Default Gatoway © 192.168.10.1
MAC Address : GGHHILMKKLL
Firmware : 3.10

N#S Mavigator version 2.92

Click a TeraStation’s icon to display total capacity, used capacity, workgroup name, IP address, subnet mask, default
gateway, MAC address, and firmware version.
Double-click the icon to open a shared folder on the TeraStation.

Name Description
Open Opens the Buffalo NAS device's shared folders.
Searches for the Buffalo NAS devices on the network
Refresh .
again.
Open Remote Desktop Opens Windows Storage Server in remote desktop.

Opens the properties page that lets you configure
Configure the Buffalo NAS device’s IP address or open Windows
Storage Server in remote desktop.

Label Color Selects the color of the name displayed below the icon.

View Options Lets you choose icon size, position, and view mode.

Auto power mode can turn supported Buffalo NAS

Auto Power Mode ) .
devices on the network on and off automatically.

Open Folder Opens the Buffalo NAS device's shared folders.
To display these options, Open Remote Desktop Opens Windows Storage Server in remote desktop.
hold down the control Opens the properties page that lets you configure
key and click your Configure the Buffalo NAS device's IP address or open Windows
device’s icon. Storage Server in remote desktop.

Label Color Selects the color of the name displayed below the icon.

The following tasks may be performed from the Buffalo NAS device’s properties page.

94



® o NAS Navigator2

Remote Desktop IP Address

Use DHCP

IP Address:
Subnet Mask: 0 0 0

Default Gateway: 102 188 10

Administrator Username

Administrator Password Cancel Apply
Name Description
Remote Desktop Click Open Remote Desktop to open Windows Storage Server.

gateway.

Select the “Use DHCP” checkbox to assign an IP address from the DHCP server
automatically. If there is no DHCP server on the network, you cannot use this

IP Address function. Select the “Renew IP address” checkbox to obtain an IP address from the
DHCP server. You can manually enter a static IP address, subnet mask, and default

Changing the IP Address

1 Click the NAS Navigator2 icon (@3) in the Dock to start NAS Navigator2.

2 Click the TeraStation icon while holding down the control key, then select Configure > IP Address.

3 Clear the “Use DHCP” checkbox; enter the desired settings and the administrator password, then click Apply.

NovaBACKUP

NovaBACKUP is a Windows utility that lets you back up data on your computer.

The NovaBACKUP installer is available from http://d.buffalo.jp/WSH5010N6/. Select the region and model to go to
your specific model’s d.buffalo website. Download the NovaBACKUP installer and install it onto your computer.
To download the installer, you will need the serial number of your TeraStation. The serial number is printed on the

label on the back of the unit.
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Chapter 8 Troubleshooting

While using the TeraStation, you may lose your important data due to sudden accidents, hard disk failure, or
accidental misoperation. Back up your data regularly! For best results, back up your data to Buffalo drives like the
TeraStation, LinkStation, or DriveStation series.

The TeraStation Becomes Unaccessible

Common causes of typical issues that may occur, including if you are unable to search using NAS Navigator2 or the
remote desktop screen does not open, are described below.

Cause 1. The cables are not connected correctly:

The cables are not physically connected, or there may be a contact defect. Reconnect the AC cable and Ethernet
cable and restart both the computer and TeraStation.

Cause 2. Security software in the background is blocking communication:

Add an exception to your firewall software, or disable the firewall software completely. Turn off any software security
suite that might include a firewall. Try searching again.

Cause 3. Wireless and wired adapters are both enabled:

Disable all adapters except for the Ethernet adapter connected to the TeraStation.

Cause 4. The Ethernet cable is defective, or the connection is unstable:

Try changing the hub port or Ethernet cable that you used to connect.

Cause 5.The LAN board, card, or adapter that you are using is defective:

Try changing the LAN board, card, or adapter.

Cause 6. The duplex mode of the network adapter or hub has not been set:

Select either “10M half-duplex” or “100M half-duplex” for the duplex mode of the network adapter or hub. Some
network adapters may be unable to connect the network correctly when the duplex mode is set to auto negotiation.

Cause 7. A network bridge is installed:

If the network has a network bridge that is not being used, remove it.

Cause 8. You are searching from a different network:

You cannot conduct searches beyond your local network subnet. Connect the TeraStation to the same network
subnet as the computer performing the search.

Cause 9. TCP/IP is not operating correctly:

Reinstall the LAN adapter drivers.
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Cause 10. Remote desktop connection software is not installed on your Mac:

If using macOS, download and install “Microsoft Remote Desktop” from the Mac App Store.

Shared Folders Suddenly Do Not Open

If the TeraStation shared folder is assigned and used as a network drive, the TeraStation may suddenly become
inaccessible if network settings such as IP addresses or groups are changed. If this happens, open NAS Navigator2
and double-click your TeraStation icon to access a shared folder.

Unable to Access the Shared Folder or the System Becomes
Unstable

This usually happens because too many software applications are running on Windows Storage Server, causing
a memory shortage. Exit or uninstall some of the software running on Windows Storage Server, then restart the

TeraStation.

Drive Status Cannot Be Found

If the language settings are not the same for the following options, the drive status such as error, resynchronization,
or degraded may not be detected correctly. Configure the same language for these options.

- Display language

« Welcome screen and system account

+ System locale

LCD Panel Displays a Different IP Address

The IP address displayed when pressing the select button is for maintenance use only and this is not the IP address
of the TeraStation.

Resynchronization Regressed When TeraStation Was
Restarted While Resynchronizing

If you restart the TeraStation while resynchronizing, the resynchronization temporarily halts and will resume after
the reboot completes. The ones place digit of the progress display will be reset to “0"

For example, if rebooted when resynchronizing has proceeded to 15%, the progress status after restarting will be
10%.

TeraStation Does Not Boot

If Windows Storage Server no longer functions properly, perform recovery using the supplied SD card. This recovery
procedure erases your data. Backing up regularly is highly recommended to avoid losing your important data.

Notice Before Recovery

Do not connect the SD card to another TeraStation or your computer. The recovery process that involves using
this SD card is intended for this product only.
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« If the storage pool is created on drive 1, delete the storage pool before running the recovery process.
« Remove all USB devices except for the supplied SD card, a card reader, a mouse, and keyboard before recovering.
When it's completed, you can connect them back to the TeraStation.

Recovering Windows Storaqge Server

1 Turn off the TeraStation, following the procedure on the “Turning the TeraStation On and Off” section in
chapter 1.

2 Insert the SD card into the card reader (not included).

3 Connect a mouse, keyboard, and the card reader to the TeraStation using a USB 3.0 or 2.0 port.
4 Connect the monitor to the TeraStation using a HDMI or VGA port.

5 Press the power button to turn the TeraStation on.

6 Press the F11 key some times until the “Please select boot device:"is displayed. When it’s displayed, stop
pressing F11. If it not displayed, repeat from the step 1.

7 Press the Down Arrow key and select the SD card beginning from “UEFI:", then press the Enter key.
8 The recovery process proceeds automatically.
9 When the recovery process finishes, the TeraStation shuts down automatically.

1 0 Turn on the TeraStation. If it boots up properly, recovery is completed.
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Chapter 9 Appendix

Default Settings

Administrator’s Name Administrator

Password password

Drives C and D are configured as administrative hidden shares

shared Folders by Windows Storage Server's default settings.

The TeraStation will get its IP address automatically from a DHCP
server on the network. If no DHCP server is available, then an IP
address will be assigned as follows:

P reliess IP Address: 169.254.xxx.xxx (“xxx"is assigned randomly when
booting the TeraStation.)
Subnet Mask: 255.255.0.0
Registered Groups Windows Storage Server’s default groups are registered.
Microsoft Network Group Setting WORKGROUP
Volume Type RAID 6 volume

“Password must meet complexity requirements” is disabled by

Local Security Policy default

Note: The Windows settings on this TeraStation have been customized for best performance so that the power
options settings can be left alone as recommended.

The TeraStation has the following functions and roles:

Features:

.NET Framework 4.7, iSNS Server, Windows PowerShell 5.1, WoW64 Support etc.
Roles:

File and Storage Services

4

Note: For other installed roles and features, see “Roles and Features’, which you can reach by clicking “Local Server”
on the left side menu in “Server Manager”.

Errors on the LCD Panel

The TeraStation indicates errors on the LCD panel. The LCD panel can help you troubleshoot problems. Refer to the
“Diagrams” section in chapter 1 to locate where the LCD panel is.
If an error occurs, the TeraStation will beep. You can stop the beeping by pressing the mode button.

Note: The “x” on the LCD panel message is a number of volume type.

Error Messages

LCD Panel Corrective Action

One drive failed. Check the LED in front for the defective drive. Refer to
chapter 6, “Drive Replacement’, and replace the failed drive with a new drive.
You can stop the beeping by pressing the mode button.

RAID-x
ONE DRIVE DOWN
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LCD Panel

Corrective Action

RAID-x
TWO DRIVE DOWN

Two drives failed. Check the LED in front for the defective drive. Refer to
chapter 6, “Drive Replacement’, and replace the failed drive with a new drive.
You can stop the beeping by pressing the mode button.

Two or three drives failed. Check the LED in front for the defective drive.

MULTIPLE Refer to chapter 6, “Drive Replacement’, and replace the failed drive with a
DOWN new drive.
You can stop the beeping by pressing the mode button.
Three or more drives failed. Check the LED in front for the defective drive.
SYSTEM Refer to chapter 6, “Drive Replacement’, and replace the failed drive with a
DOWN new drive.

You can stop the beeping by pressing the mode button.

Code ROM Error
System Halted

Program ROM cannot be read. Shut off the TeraStation, wait 10 seconds, then
turn it back on. If the error still remains, contact Buffalo technical support.

Work RAM Error
System Halted

A work memory error occurred on the array controller. Shut off the
TeraStation, wait 10 seconds, then turn it back on. If the error still remains,
contact Buffalo technical support.

Dispatch
Nesting Error

Divide or FPP or
Invalid Code Err

System
INTERRUPT Error

System
SBI INT Occur

System
RIE INT:0x000

System
AE INT:0x000

System
TRAP Error

Buffer Manager
Queue Error

Cache Buffer
Error Ox#HHHHH

Buffer Size
Error

Buffer Manager
Link Error

Internal error. The TeraStation cannot be accessed. Contact Buffalo technical
support.
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Characters Added When “ONE DRIVE DOWN" or “SYSTEM DOWN"

Occurs

When “ONE DRIVE DOWN” or “SYSTEM DOWN"is displayed on the LCD panel, one of the following characters will
also be displayed. Refer to the chart below for more detailed information about the error that occurred.

For Hardware Errors

r

A

B

@

D

E

I

M

N

o The drives may be malfunctioning, lil?eplace the drive by”referring to chapter 6,
Drive Replacement”.

p

R

S

T

Y

z

z

L

w

X Drive disconnected. Reconnect the drive.

Note: If“S”, “Z", or “z" is displayed, the drives may be malfunctioning. Contact Buffalo technical support while keeping
the TeraStation power on.

For Software Errors

U . .
The drives may be malfunctioning. E{eplace the drive by"referrlng to chapter 6,
E Drive Replacement”.
Specifications

Check the Buffalo website for information about the latest products and specifications.

Microsoft Windows Storage Server 2016 Standard Edition

Note: The Microsoft Software License is on the d.buffalo website,
http://d.buffalo.jp/WSH5010N6/. Be sure to read the terms and conditions of this
license.

Installed System

IEEE 802.3ab (1000BASE-T), IEEE 802.3u (100BASE-

standards Compliance | 1) ieee 802 3 (10BASET)

LAN Interface Data Transfer Rates 10/100/1000 Mbps (auto sensing)
Number of Ports 2
Connector Type RJ-45 8-pin (auto MDI-X)
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Standards Compliance USB 3.0/2.0

USB 3.0: max. 5 Gbps

Data Transfer Rates USB 2.0: max. 480 Mbps

Number of Ports 2xUSB 2.0, 1xUSB 3.0

Connector Type Type A

1 x eSATA port, T x HDMI port, 1 x VGA port, 1 x D-sub 9 pin (male) port
Number of Drive Bays 6

Drive Interface SATA 3 Gbps

Supported Volume Types | RAID 0/10/5/6

Buffalo OP-HDBNY/B series drive

Note: The new drive should be the same size as
the replacement drive. The drives listed above are
available from the Buffalo website.

Replacement Drive

Power Supply AC 100-240V, 3.0 A, 50/60 Hz
Dimensions (W x H x D,

excluding protruding 170 x 260 x 230 mm; 6.7 x 10.2 x 9.1 in
parts)

Weight 9.0kg; 19.8 Ib

Power Consumption Max. 120 W

Temperature: 5-35°C; 41-95°F

Operating Environment Humidity: 20-80% non-condensing

Windows PCs, tablets, and Mac computers with
wired or wireless Ethernet connection.
Compatible Devices Note: The TeraStation requires an Ethernet
connection with your computer for operation. The
TeraStation cannot connect via USB.

Windows 10, 8.1, 7
Supported OS Windows Server 2016, 2012 R2, 2012, 2008 R2, 2008
mac0S 10.13,10.12, 10.11
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