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Chapter1 GSM Server Overview

11  GSM (GIGABYTE Server Management) Software Package
Overview

GSM Server
GSM CLI

GSM Plugin

m‘ GSM Agent |9
-+ GSM Agent

N | IPMI
Redfish

[

[

LAN V. ¢ GSMAgent |§
4 GSMAgent |9

(i0S & Android)

GSM (GIGABYTE Server Management) is GIGABYTE's proprietary multiple server remote
management software platform. GSM is compatible with either IPMI or Redfish (RESTful API)
connection interfaces, and comprises the following

GSM Server, a software program with an easy to use browser-based GUI to enable global
remote monitoring and management of multiple GIGABYTE servers via each server node’s BMC.

GSM CLI (GBT Utility), a command-line interface program to enable global remote monitoring
and management of multiple GIGABYTE servers via each server node’s BMC.

GSM Agent, a software program installed locally on each GIGABYTE server node that retrieves
additional node information (CPU/Mem/HDD/PCI/...) from the OS and passes it to the BMC. This
information can then be utilized by GSM Server or GSM CLI.

GSM Mobile, a remote server management mobile APP, available for both Android and iOS.

GSM Plugin, a plugin available for VMware’s vCenter, allowing the user to perform remote
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monitoring and management of GIGABYTE server nodes without having to switch to a separate
software platform.

Alogical diagram of these different software sub-programs can be seen below:

REMOTE

Administrator

i0S / VMware
Android VCenter

GSM Mobile GSM Plugin

REST API

[ oswou ——
1PMI / 1150
NODE (local) AR Redfish

REST API

GSM Agent

Each sub-program is available to download for free from each GIGABYTE server product page*.
*Depending on product compatibility, some programs may not be available. Please download
GSM Mobile from the Google (Android) or iOS Store.
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Chapter2 GSM Server Installation
241 Using GSM Server

GSM (Gigabyte Server management) Server has a user-friendly Graphics User Interface
(GUI) called the GSM Server GUI. It is designed to be easy to use. It has a low learning curve
because it uses a standard Internet browser. You can expect to be up and running in less than
five minutes. This chapter allows you to become familiar with the GSM Server GUI's various
functions. Each function is described in detail.

2-2 Hardware Requirements

Before using GSM Server, please check your system for the following required configuration
requirements:

+  System Processor: 2 GHz and above
+  System Memory: Minimum 4 GB RAM
+  Free Disk Space: 1000 GB at least

+ Node servers : 255 maximum

2-3  Software Requirements
2-3-1 Prerequisites for remote management server

Supported Browsers:

* Internet Explorer 9 or later

+  Google Chrome 39.0.2171.65 m or later
*  Mozilla Firefox 33.1.1

Operating System:
+ Windows 2008 & 2012 R2
+  Redhat/CentOS 6.3 or later
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2-4 Installing GSM Server (Windows)
2-4-1 Installation Procedure

1. Unzip the file and run GSM_Setup.exe.
2. Then, a series of installation wizards appear.
3. Click Next.

GSM Installer - InstallShield Wizard

‘Welcome to the InstallShield Wizard for GSM
Installer

The InstallShigld ‘izard will install GSM Installer on your
computer. To continue, click Nest.

< Back Cancel

4. Click Install to start the installation.

GSM Installer - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If wou want to review or change any of your installation settings. click Back. Click Cancel to exit
the wizard.

< Back Install Cancel

GSM Server -8-



5. Installing preparation files.

GSM Installer - InstallShield Wizard

Setup Status \!

The InstallShield Wizard is installing GSM Installer

Instaling Java JOK 1.8.0_77 please wait a few minutes...

InstallShield

Cancel

6. Installing Java JDK, this may take few mintues to complete installation.

GSM Installer - InstallShield Wizard

Setup Status \!

The InstallShield Wizard is installing GSM Installer

Instaling Java JOK 1.8.0_77 please wait a few minutes...

InstallShield

Cancel

f CAUTION! Please make sure you have enough space on your hard drive for the program.
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7. nstalling Visual C++.

f‘jJ Microsoft Visual C++ 2013 Redistributable (x64) - 12... —

Microsoft Visual C++ 2013
Redistributable (x64) - 12.0.21005

Setup Progress

Processing:  Microsoft Visual C++ 2013 x64 Additional Runtime - 12.0.210

| A

Cancel

8. Installing PostgreSQ.

Setup = B

Instzling
Unpacking C: Program Files PostgreSQL18, 4\binlpg_standby exe

9. Setting Database of PostgreSQL.

= C:\Windows\system32\cmd.exe

processing tdDataCenterPover
procescing tdDataCenterPoverLini
processing et tdDataCenterRoom
process ing ¢dFRU"
processing tdFunctionPrivilege"
procescing tdGSHDehugLog"
processing tdGSMEuentLog"
process ing ¢dGSHSNMP"
processing

in tdGSHU pdas
tdHDDInfo
processing tdIPSearchEngine "
processing tdHemoryInfo®
procescing tdNode "
processing tdNode BIOSUpdate "
processing tdNode BNCUpdate
processing tdNode CFlPoue
procescing tdNodeCPUUtilization"
processing t i
processing ensor
processing tdNodeFANThresho 14"
procescing tdNodeMenoryPove
processing table “tdNodeNetworkConfiguration"
processing table "tdModePEF"
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10. Installation completed, click Finish.
GSM Installer - InstallShield Wizard
InstallShield Wizard Complete

The InstallShield Wizaid has successhully installed GSM
Installer. Click Finish to exit the wizard

< Back Caniel
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2-5 Installing GSM Server (Linux)
2-5-1 Installation/Uninstallation Steps for Ubuntu, Debian (Login as root)

1.

Before installation, please check the packages sudo and ufw are already installed. Otherwise,
GSM Server installation will fail.
#apt-get install sudo ufw

Use deb package to install GSM Server.

#dpkg -i gsm_x. x_all.deb

Installer will patch PostgreSQL which does not install yet and ask user to set password to
PostgreSQL.

## Initializing pg95 #HHHHAHFHHHFHHHHERHHEHN

Superuser Password [password]:
Confirm Password:

Make sure the package ‘fontconfig’ is already installed before starting GSM Server.
Install the package: ‘fontconfig’.
#apt-get install fontconfig

Finish and start up the GSM Server web page.
Connect to GSM Server: http:/[{your IP address}:8080/GSM

Uninstall GSM Server
#dpkg -r gsm

_O NOTE!
_‘ 1. Installation will detect PostgreSQL 9.5 and modify its

* configuration. Please backup PostgreSQL settings before
you install GSM Server. However, if PostgreSQL 9.5
doesn’t exist, do not install any PostgreSQL and skip this
suggestion, please.

2. Installation will install and place Java and PostgreSQL
sources for GSM Server to /opt. Do not modify and
remove them. It’s very important.

3. After finishing installation, installer adds firewall
exception, such as 8080, 8443, 162, 69 and tftp, to public
zone. If you do not use public zone as default, please add
firewall exception manually.
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2-5-2 Installation/Uninstallation Steps for CentOS 7, RHEL, Fedora
(Login as root)

1. Before installation, please check the packages sudo and firewalld are already installed.
Otherwise, GSM Server installation will fail.
#yum install sudo firewalld

2. Use RPM package to install GSM Server.
# rpm -ivh gsm-x.x-1.x86_64.rpm

3. Installer will patch PostgreSQL which does not install yet and ask user to set password for
PostgreSQL.

## Initializing pg95 #HHHHHHHHEHEHEHHEHHEER

Superuser Password [password]:
Confirm Password:

4. Make sure the package ‘fontconfig’ is already installed before starting GSM Server.
Install the package: ‘fontconfig'.
#yum install fontconfig

5. Finish and start up the GSM Server web page
Connect to GSM Server: http:/[{your IP address}:8080/GSM

6. Uninstall GSM Server
#rpm —e gsm-x.x-1.x86_64

O NOTE!
a 1. Installation will detect PostgreSQL 9.2 and modify its
¢ configuration. Please backup PostgreSQL settings before
you install GSM Server. However, if PostgreSQL 9.2
doesn’t exist, do not install any PostgreSQL and skip this
suggestion, please.

2. Installation will install and place Java and PostgreSQL
sources for GSM Server to /opt. Do not modify and
remove them. It’s very important.

3. After finishing installation, installer adds firewall
exception, such as 8080, 8443, 162, 69 and tftp, to public
zone. If you do not use public zone as default, please add
firewall exception manually.
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2-5-3 Restore dbGSMvOXX.backup
1. Modify pg_hba.conf file

[Ubuntu]

vi [etc/postgresql/9.3/main/pg_hba.conf

[CentOS / Red Hat]
vi Ivarllib/pgsql/9.3/data/pg_hba.conf

2. Edit
TYPE DATABASE USER ADDRESS METHOD
Local all all—postgres peer—trust
host all all—postgres | 127.0.0.1/32 | indent—trust
host all all—postgres 21128 indent—trust
W toSave edited-ite:

3. Start service
[Ubuntu]

service postgresql restart

[CentOS / Red Hat]
service postgresql-9.3 start

4. Create database
createdb -U postgres dbGSM

5. Restore dbGSMvOXX.backup to database
pg_restore -h 127.0.0.1 -p 5432 -U postgres -d dbGSM -v " dbGSMvOXX.backup"

GSM Server



2-5-4 pgadminlll Installation Procedure (Optional)
[CentOS]
Install pgadmin3

yum install pgadmin3_93

2. Execute pgadmin3
pgadmin3 &

3. File -> Add server

[Red hat]
. Get wxBase
curl -0
http://yum.postgresgl.org/9.2/redhat/rhel-6.5-x86_64/wxBase-2.8.12-1.€16.x86_64.rpm

2. Install wxBase
rpm -ivh wxBase-2.8.12-1.el6.x86_64.rpm

3. GetwxGTK
curl -0
http:/lyum.postgresql.org/9.2/redhat/rhel-6.5-x86_64/wxGTK-2.8.12-1.e16.x86_64.rpm

4. Install wxGTK
rpm -ivh wxGTK-2.8.12-1.€16.x86_64.rpm

5. Get PgAdmin3
curl -0
http://yum.postgresgl.org/9.3/redhat/rhel-6.5-x86_64/pgadmin3_93-1.18.1-2.rhel6.x86_64.
rpm

6. Install PgAdmin3
rpm -ivh pgadmin3_93-1.18.1-2.rhel6.x86_64.rpm

7. Execute pgadmin3
pgadmin3 &

8. File ->Add server
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2-5-5 Login to GSM Server
1. Open a browser and enter the URL
http:/localhost:8080/GSM/

8443, 69) of TCP & UDP to pass through the firewall, otherwise some functions may not

. Before using the GSM Server Management Console, it is necessary to set the ports (8080,
v
% be work functionally.

2. Enter Database User Name
postgres

. This utility is supported CentOS 6.3 or later versions.
=' . PostgreSQL must be execute in root authority.

%* In Fedora 19, you have to install package in the following:
Locate and edit your distributions .repo file, located:
vi letc/lyum.repos.d/fedora.repo and /etc/lyum.repos.d/fedora-updates.repo
([fedora] sections)

Install PGDG RPM file:

curl -0
http:/lyum.postgresql.org/9.3/redhat/rhel-6-x86_64/pgdg-centos93-9.3-1.noarch.
rpm

Initialize:
lusripgsql-9.3/postgresql93-setup initdb
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Chapter 3  Using GSM Serv

3-1  Overview

GIGABYTE"

Login to GSM

Please input username and password

1. Open a web browser and type in your identified IP. The IP address can be found
using your DHCP server.

2. Enter the following values:
*  Username: admin
+  Password: password

. The default user name and password are in lower-case characters.
=v . When you log in using the root user name and password, you have full administrative
N,

% powers. It is advised that once you log in, you change the root password.
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3-1-1  GSM Server Setup Wizard

When you log into your GSM Server management console for the first time, you will be
required to configure the basic settings via the setup wizard.

Setup Procedures:

1. Select your preferred language and click Next.

GSM Server Setup Wizard

EEl sNvP SMTP Schedule

Start the GSM Server setup wizard, please select your language:

Englis

2. Configure the SNMP setting and click Next.

GSM Server Setup Wizard

Done
Set up SNMP configuration to receive the GSM alerts

Setting
Alerting Enable
Host Address
Alerting Level

* Note: (The ordering of log levels is DEBUG < INFO < WARN < ERROR < FATAL)

1Pv4 Destination

Enable IPv4 Address.

GSM Server -18-



3. Configure the SMTP setting and click Next.

GSM Server Setup Wizard

Server Host
Server Port
Account
Password
Email Address
Authentication
s

Email Address Destination

Enable Email Address Event Level

* Note: (The ordlering oflog levels i G < INFO < WARN < ERROR < FATAL)

=3
4. Set the Schedule and click Next.

GSM Server Setup Wizard

s m

Set the background schedule of GSM Server

Check

G5M will clean data to make sure system has enough space to store data

Check system ineach | 12 7 hour(s)

BMC Node Update Setting

GSM will follow setting to update BMC node during fixed period.

Node auantty (]

50 [ ) 300 250 nodes

Node update period

minutes
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5. Set the check process and click Next.

GSM Server Setup Wizard

Set the check process configuration

Database

In each routine check, GSM will check database usage and data date
If disk usage over the settings, GSM will delete data from database

10%
Keep database data in

Log

In each routine check, GSM will check log date

Keeplogfilein 7 v day(s)

6. Configure the IP range and click Next.

GSM Server Setup Wizard

Set the IP range to discover the remote device

Connection Interface

Start IP: 10171 End IP:

@ BMC ¥ RMC # CMC Policy Name:

Start IP: End IP:

@ BMC ¥ RMC Policy Name:

Start Ip: End IP:

@ BMC ¥ RMC Policy Name:

GSM Server -20-



7. Set the password for administrator and click Next.

GSM Server Setup Wizard

8. Setup completed, click DONE to close the wizard.

GSM Server Setup Wizard
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3-2 Enter GSM Server

After you successfully log into GSM Server, the Remote Management GUI appears.
Click Node Status image for advanced configuration.

GIGABYTE"

GSM Dashboard

Power Consumption
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After you entering into your Management Console, the Management Console GUI
appears.

Management Console Information shows the general system health status of the current remote
node. The node health status will appear on the left side in different colors, the definition of each
color is described below:

GIGABYTE

ter: Health A8l ~ Information

Chassis Part Number /A
Chassis Serial A
Board Mg Date A
Board Mig NA
Board Product /A
Board Serial /A
Board Part Number /A

Product Manu

cturer NA
Product Name /A
Product Part Number NA
Product Version A
Product Serial NA

Product Asset Tag NA

Decription/Resulting Action

Normal: All nodes and sensors are normal and
there’s no sensor that has any alert.

Warning: There’s at least one node/
sensor that has warning alert.

Unknown: There's a non-critical alert or an
alert classified as unknown status.

Critical: There's at least one node/sensor that has a critical alert.

Not Connected: This indicates the
identified node is not connected.

-23- GSM Server



3-3  System Manager

System Manager lists all connected node systems. Click the drop-down list to filter and
select specific node group.

GIGABYTE™ =

System Manager

10.1.7.21

Description

FRU

Chassis Type
Chassis Part Number
Chassis Serial

Board Mg Date
Board Mg

Board product

Board Serial

Board part Number
Product Manufacturer
Product Name

Product Part Number

Rack Info ...

' . Hardware ...

Parameter Decription/Resulting Action
Standard System Server Node connected via BMC function.
MultiNode System System Node connected via CMC function.
Rack List System Node connected via RMC function.
Storage Lists JBOD System nodes information.
Group List Lists the grouped system node information.
Critical There’s at least one sensor that has a critical alert.
Non-critical There’s at least one sensor that has a warning alert.
Unknown There’s at least one sensor that has a unknown alert.
Health All sensors are normal and there’s no sensor that has any alert.

Non-Connected

There’s non system node is connected.

GSM Server
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And the click the drop-down list for advanced configuration.

Monitoring
Network Configuration
Alert Management

5380

Log

= Update
) Software
o
- G A
® Chassis part Number A
® Chasis seis WA
2 Board Mfg Date NA
®
Board Wi WA
o
Board roduct A
o
> Board seral WA
- & Board Part Number N/A
2 Product Manufacturer N/A
L Product Name N/A
®
product part Number WA
Product Verson N
product seial WA
Product Asset Tag A

Rack Info ...

FIIIIIED

Hardware ...
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3-3-1 Information

The Information is a display page for basic system health information, such as FRU
information, Rack Information, Hardware Information, Software Information, and BIOS
Information. Items on this window are non-configurable.

v Information

10.1.112.66

Description

FRU

Chassis Type RackMountChassis

Chassis Part Number 01234567

Chassis Serial HGAPS500018

Board Mfg Date Mon Jan 01 00:06:00 CST 1996
Board Mfg GIGABYTE

Board Product CMBH20-00

Board Serial HGAPS500018

Board Part Number 123456789AB

Product Manufacturer GIGABYTE

Product Name CMBH20-00

Product Part Number 000000000001

Product Version 0100

Product Serial 01234567890123456789AB
Product Asset Tag 012345678901234567T59A8

Rack Info ...
Hardware ...
Software ...

BIOS Info ...
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3-3-2 Monitoring

Monitoring displays a real-time record of the node system fan and voltage
information. Click View to check SDR of specified device.

Lol SDR Show detail
Show| 10 ¥ |entries Search
Status Probe Name Reading
Ok VR_D_AB_P3V3 3.22 volt
Ok CPUO_TEMP 41T
Ok P_VBAT 3.07 volt
N/A DIMM_PO_BO Unavailable
N/A DIMM_PO_B1 Unavailable
Ok P_VDDOQ_AB 1.23volt
Ok P_VDDQ_EF 1.24 volt
Ck P_1V05_STBY_PCH 1.06 volt
Ok P5V 5.01 volt
Ok CPU1_TEMP 2T

Sensor Monitoring

Click n to monitor specified sensor and timeframe.

|shl Sensor Menitor - fan

Category. Display by: Manual date.
® %ian hour v =]
alftemp +
Fhvoltage Refresh =
OFF
00
8 pm 21 pm q om 4 pm 41pm 48 pm pm m m 0 m
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3-3-3 Remote Access

Remote Access provides the following remote functions:
+  Power Control Configuration

+  Chassis Identify

+  Boot Option

+ Launch iKVM

+ Reboot BMC

+ Restore BIOS default settings

+ BIOS Setup information

¢+ Mount/Unmount Virtual Media

+  Network Time Protocol Configuration
+ BMC Account Configuration

+ BMC Agent Account Configuration

+  BMC Backup/Restore Configure

GSM Server -28-



Power Control
User can power on/off/cycle/and hard reset the remote host system in Power
Control.

¥ Remote Access

10.1.7.226

Node Type:OFF

Power Control

oo

Chassis Identify

Light on chassis identify in [0 v | second(s) [T

Boot Option [ Legacy *

EHEEEs =

Icon Decription/Resulting Action

Power on system.

E Power off system.

Power cycle system.

E Hard reset system.
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Chassis Identify

Chassis dentify

Light on chassis identify in |0 v |second(s) TS
Boot Option

Boot Option [Legacy *

(=) (=] (=) (=]
iKVM
IKVM

Reboot BMC

Reboot BMC

Restore BIOS default settings

Restore BIOS settings

Select fles for restore BIOS settings. (File format: log/.txt)

For BIOS load settings setup, need to check below files contain
nvram.log,
biosinfo.txt

BIOS Setup information

BIOS Setup information

Selact JSON file for importing BIOS Satup information.

Virtual Media

(Not yet supported on windows;

GSM Server
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Parameter

Decription/Resulting Action

Chassis Identify

Define the chassis lighting time.
When you finish the configuration, click Submit.

Boot Option Select boot option by clicking specified device tab.
Click Launch to launch the redirection console
and manage the server remotely.
Please ensure that you have latest version of
: JAVA tool to active the Java KVM console.
iKVM
NOTE! Before using the KVM console, you need to set
the Java security settings first. Then set the IP address
of the remote system in the Exception Site List area.
Reboot BMC Click RebootBMC to restart BMC.
Restore BIOS Click Browse and select the file on your local system
default settings and click Restore to restore BIOS default setting.

BIOS Setup Information

Click Export to retrieve the BIOS information
Click Browse to select the file.
Click Import to load the BIOS information into GSM Sever.

JAVA Security Settings

(®) High

|£ Java Control Panel

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

General Java iSecurity; Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

() very High

Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not revoked.

Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.

prompts.
https://10,1.27.114:443 -
https://10.1.27.63 Edit Site List...
https: //10.1.27.67:443 v
Restore Security Prompts Manage Certificates. ..
Cancel Appl
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Virtual Media

The User can mount an ISO Image via Virtual Media function page.

Follow the instructions below to mount or unmount an ISO image.

1. To mount an ISO image, select the ISO image and click Mount.

2. Tounmount an ISO image, select the ISO image and click Unmount.

Virtual Media

(Not yet supported onwindows. )

File Name

Select by Locs| Devices
Select Name

[dev/sda
[dev/sda1

/devfsda2

Port Number (Default:2068) : bo68

4

File Size (MB)

Type size Model

disk 46586 STS00DMO002-18D14
part 54G

part 196

Network Time Protocol
Network Time Protocol provides Network configuration. User can view and modify
the network settings on this screen. Select the Operation Mode from the drop-down list.

Network Time Protoco|

Operation Mode

Network Time Protocol Server 1

Network Time Protocol Server 2

Network Time Protocol Server 3

Requested Mode's Update Frequency (minutes)

Time Synchronization Method

Dissbled

StepMode © Slew Mode

El NOTE! Virtual Media does not support Windows operating system.
kY

3
Parameter Decription/Resulting Action
Request an immediate clock synchronization
Dedicate Mode with the NTP server;

the request will be sent when you click
the Sync Time Now button.

Daemon Mode

Runs NTP daemon which sends a NTP
request at approximately 5 minute
intervals. Multiple NTP servers may be
specified to provide redundancy.

032-
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BMC Account Configuration
User can configure the adminstrator ID and password in this section. After finishing

configuration, click Sumit.

BMC Account Configuration
This setting using on GSM is for accessing BMC, the original bmc account and password will not be changed

User Name admin

Password

GSM Agent Account Configuration
User can set the User Name and password to connect to the GSM Agent account. Click

Submit when setting is complete.

GSM Agent Account Configuration
This setting helps GSM access remote GSM Agent, the original GSM Agent account and password will not be changed.
User Name admin

Password =~ ssssssss *

BMC Back/Restore Configure

The BMC Back/Restore Configure allows users to backup and restore functions for the
configured settings.

Click Backup to backup configured settings.

Click Browse and select the file on your local system.

Then click Restore to restore configured settings.

|='| NOTE! BMC Back/Restore Configure funcion is only available on selected
N, models.

BMC Backup/Restore Configure

Backup BMC Configure

Backup
Restore BMC Configure (File format: .bin)

@ Browse Restore
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3-3-4 Network Configuraiton
This page provides Group IPv4 and IPv6 DHCP configuration.

10.1.27.159

1Pv4 Settings

Enabled Enable

[ s |
Use DHCP m
Link Local Address fe80::428d:5cff:-febl:ee6c/64
[ oo |
Parameter Decription/Resulting Action
IPv4 setting
IPv6 Setting
Use DHCP Click on tab to enable or disable this function
IP Address |dentify the IP address.
Subnet Mask Configure the Subnet Mask address.
Gateway Define the Gateway address

When you finish the configuration, clkick Submit to save your configuration.
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3-3-5 EventLog

Event Log displays the connected Node system event log information.
Click Clear to clear current system event log.
Click Download to download current system event log.

NOTE!
Users can configure Severity, Event Dir & Sensor Type by selecting the drop-down bar.

+ Event Log
10.1.7.85
Node SEL m | Severity: |Show All ¥ |Event Dir: |Show All v | Sensor Type:| Show All A
Show 10 v entries Search:
Source TimeStamp Description
] System 2016-05-14 09:01:21+08 System: "EventLoggingDisabled sensor” event was deasser|
[+ System 2016-05-14 09-01:40+08 System: "OsBoot sensor” event was assertion. Event messa
[+] ! System 2016-05-14 09:03:21+08 MB_TEMP1: "Temperature sensor” event was assertion. Ev
[+] J 2016-05-14 09:03:54+08 MB_TEMP1: "Temparature sensor” event was assartion. Ev
[+] ! 2016-05-14 09:04:22+08 CPUO_TEMP: “Temperature sensor” event was assertion. B
L+ 4 2016-05-14 09:04:55+08 CPUD_TEMP: "Temperature sensor event was assertion. B
[+] - System 2016-05-14 09:08:48+08 System: "Processor sensor” event was assertion. Event mes
[+] L System 2016-05-14 09:17:03+08 System: "SystemEvent sensor” event was assertion. Eventr
[+] <@ System 2016-05-14 09-17:04+08 System: "Processor sensor” event was deassertion. Event n
[+] -] System 2016-05-14 09:17:05+08 System: "SystemEvent sensor” event was assertion. Eventr
3

Shawing 1 1o 10 of 577 entries 2/3 4|5 58 | Next
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3-3-6 Alert Management

Alert Management contains two categories: SNMP Trap Setting and
Platform Events Filters (PEF). Each catergory will be described in the following
section.

SNMP Trap Setting

In the Trap Settings, user can set the IPv4 and IPv6 Destination List.

IPv6 and IPv4 are two completely separate protocols. IPv6 is not backwards compatible with
IPv4, and IPv4 hosts and routers will not be able to deal directly with IPv6 traffic.

IPv6 has a significantly larger address space than IPv4. This results from the use of a 128-bit
address, whereas IPv4 uses only 32 bits.

When you finish the configuration, click Submit to save configuration.

¥ Alert Management

10.1.27.159

SNMP Trap Setting

1Pv4 Destination Enable 1Pud Address
1 { on | 10.1.7.141
2 [ on | ho17.44
H { on | 10.1.7.124
a [ on ] 192.168.58.1

1PV6 Destination Enable 1Pv6 Address
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Platform Events Filters (PEF)

A platform event filter (PEF) can trigger an action and generate an alert when a critical hardware-
related event occurs. For each PEF, you can choose the action to be taken when a platform

event occurs.

You can also choose to generate and send an alert when a platform event occurs. When you

finish configuration, click Submit.

v Alert Management
Platform Events Filters (PEF)

Platform Events Filters (PEF) Action Global Control List
Action Name

¢ Reboot
@ Power Cycle
“ Power off

@ Generate PET

Events List
@ Global Alerting Enable * Note: (This enables/disables both PEF alerts).
Filter Name

Threshold Type, Temperature Critical Filter
Threshold Type, Temperature Warning Filter

Threshold Type, Voltage Critical Filter

Threshold Type, Voltage Warning Filter

Threshold Type, Fan Critical Filter

Threshold Type, Fan Warning Filter

Sensor-specific Type, Chassis Intrusion Critical Filter
Sensor-specific Type, Chassis Intrusion Informational Filter

e

None Reboot
* None Reboot
® None Reboot
* None Reboot
® None Reboot
* None Reboot
® None Reboot
* None Reboot
® None Reboot
Ao Bahant

Powier Cycle

Power Cycle
Power Cycle
Power Cycle
Power Cycle
Power Cycle
Power Cycle
Power Cycle
Power Cycle

S

Power Off
Power Off

Power Off

Power Off

Power Off

Power Off

Power Off

Power Off

Power Off

Generate PET

037-
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3-3-7 Updates
The user can configure the TFTP server and update node last log, PSU/BMC/BIOS firmware,
logo, CPLD and GSM Agent in this page.

To Configure the TFTP, follow the instruction below:
1. Select ON and define Local or Remote.
2. Enter the identified IP address and click Submit to complete the configuration.

To update specific items, follow the instructions below:

1. Select package from the drop-down list.

2. Select the file on your local system using Browse.

3. Click Update to update to the new version of firmware.

v Update ~
10.1.7.82

we | ::x.zrzz.m
Update node

BIOS Version: F17
BMC Version: 11.45 45842

Select package and update (File format: .hex)

Update Logo

Select image and update [File format: .tar)

The upload file should include logo_left.png and logo_background.png packaged s tar, and should smaller than SOKE.
Update CPLD
Select files and update (File format: jbc)

‘The upload file extensions should follow the rules: [bpb] xocvme / [mb] xocbe.

Update GSM Agent

Select files and update (File format: .war)

_O NOTE! To make sure the Update function works properly,
“wl please ensure the GSM Server and the BMC network
“ connections are in the same domain before processing the
Update function.
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3-3-8 Power Consumption

This screen displays information on the system power consumption. The information
includes Current Power Consumption, Power Consumption Configuration and Power
Consumption Monitoring.

To configure power limit, set Power Limit Management Activated to ON and input the
value in the respective column. Click Submit to save the configuration.

Monitor

Click n to activate advanced configuration. When activating this function, the user
can monitor power consumption and the CUPS value in different time periods.

GSM Server -39-



|ha Monitor

Display by: Manual date:
hour v =2
+
Refresh OFF
8
120 100
o I Fovier
00 I CUFs Index
0 mm—cry
§E a0 70 I viemory
g s o MO
60 50 =
8 g
3 -
& 40
o ao
20
20
10
o—e—eo—o—0—0 0
315pm 325 pm 3.35 pm 3:45pm 3:55 pm 4.05 pm
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3-3-9 GSM Agent

Use the GSM Agent to view the related software information. Software information
includes System Info, Network Info, PCI Info, RAID Information and SMART
Information. Please install GSM Agent separately on each server / node for which you
wish to monitor this related information. Please see "GSM Agent User Manual" for more

information.

v Software

10.1.7.49

Agent Status:On-line

System Info
osversion

cpunto

Wemory info

Hostname

BMCverson

Py usage

Memory usage

Network Info
thernet

NiC Ibut Address

NIC s Address

NIC MAC Address

NIC Description

Microsoft Windows 10 Enterprise 10.0.15063 N/A Build 15063
Genuine Intel(R) CPU 0000 @ 2.00GHz
N/A

DESKTOP-0PFKSGE

10.1.27.169
0:0:0:0:0:0:0:0
00:£0:4C:36:33:27

Realtek USB FE Family Controller

v Software

NIC Description

PCl Info
Pt Express Rootport
#eI Manutacturer

PaiType

Realtek USE FE Family Controller

Intel(R)

D DDRIO Global

POl Manufacturer

PaIType

RAID Information

NA

SMART Information

Disk pd0
Name

Self assessment test result

Raw read err rate

system

£7 v4/Xeon[R) £5 va/Xeon(R) €3 vA/Xeon(R) D Home Agent 0 - 6§30

| ?I NOTE!
_\ 1. To connect the GSM Agent remotely, enter http://[<GSM
* Agent IP>:8080/GSM_Agent in the browser window.
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3-4 Group Manager

Group Manager provides the function of Create group, Edit group, Delete group, and
Search function of current remote grouped client systems. Click Group Manager

GIGABYTE"

Filter: Group List v Group Setting
o © ho entries Search
0004 test group Standard without CMC m
0008 Test1 Standard without CMC m
Parameter Description/Resulting Action
Check Select box to configure connected nodes in the same
Select group.
Group ID Displays the connected group ID information.
Group Name Displays the group name.
Click on selected Group Name to view the Group dashboard
information and Group remote management functions.
Group Type Displays the group type information.
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Create a Group

Click Add.

Define the new group name in the respective column.
Select Group type from the drop-down list.

When you have finished configuration, click Submit.

own =

GIGABYTE"

& Fitter: Group List v Group Setting
Q
show| 10 v entries search.
Select Group 1D Group Name Group Type Description
0004 test group Standard without CMC m
0008 Test1 Standard without CMC m

Showing 1o 2of 2 entres =

Group Name

Group Manager
Group Manager provides Add IP, Delete IP, and rename a specified group of
nodes.

G IGABYTE‘ I system Manager 7

Filter: Group List A ~ Information

Q test group

) testgroup [1]

® MD70-HB1(10.17.49)

show 10 v entries Search:
BMC BMC Node
select BMC MAC BMC IP Connection Version Type iKvM
fr:aarl4abis7:sc 10.1.7.49 true 258 BMC m
+
Showing 1 to 1 of 1 entries Previous Next
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3-4-1 Information

Configure IPV4 and IPv6 to DHCP mode.
To add a new BMC node to a group, follow the steps as below:
1. Click Add IP and select the BMC node you want to add in a group.
2. When you have finished configuration, click Submit.

To delete an existing BMC node, follow the steps as below:
1. Click Delete IP and select the BMC node you want to delete from a group.

To rename the group, follow the steps as below:;
1. Click Group Rename and enter the new name for the group.
2. Click Submit to apply changes.

v Dashboard

s1

Show 10 v entries

Select BMC MAC
) 1c:1b:0d:b6:aa:70
O 74:d4:35:ef:2f:35
m| 1c:1b:0d:0azbe:3c
] 00:c0:28:12:34:57
m| 1c:1b:0d:ba:19:48
] 00:11:22:33:44:99
) 1c:1b:0d:fa:a3:e7
O 1c:1b:0d:fa:a4:8d

BMCIP
10.1.7.50

10.1.7.54

10.1.7.58

10.1.7.63

10.1.7.64

10.1.7.77

10.1.7.91

10.1.7.92

Add

Show| 10

Select

v

BMC Connection BMC Version
false 11933124
true 418
true 1.16.30106
true 857
true 8.42
true 1.0.33538
true 11933124
true 11933124

v |entries

BMC MAC

00:11:22:33:44:55

00:¢0:a8:12:34:58

40:8d:5c:ba:a7:9a

40:8d:5c:baic9:1e

40:8d:5¢:16:a5:08

40:8d:5c:ba:a7:86

40:8d:5c:ba:ic0:48

74:d4:35:6a:90:59

1c:1b:0d:68:7b:d8

40:8d:5c:b1:ee:80

Showing 1 to 10 of 12 entries

Node Type

Search:

BMCIP
10.1.7.97

10.1.27.20

10.1.27.21

10.1.27.42

10.1.27.62

10.1.27.65

10.1.27.80

10.1.27.83

10.1.27.95

10.1.27.96

iKVM BIOS Info

View

Launch

<
2

<
2

7 5 I E
H

Launch View
Launch
View

Launch

Launch View

2
2

Node Type

BMC

BMC

Previous 2 | Next

o ] o]

Search

Download Last Crash Screen

Download

Download

Download

Download

Download

Download
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3-4-2 Remote Access

Remote Access provides the following remote functions for managing grouped
nodes:

+  Power Control Configuration

+  Chassis Identify

+  Boot Option

+ Launch iKVM

+  Reboot BMC

* Restore BIOS default settings

+ BIOS Setup information

¢+ Mount/Unmount Virtual Media

+  Network Time Protocol Configuration
« BMC Account Configuration

+ BMC Agent Account Configuration

+  BMC Backup/Restore Configure

Please refer section 2-2-1-3 Remote Access for advanced configuration.

¥ Remote Access

Select BMC MAC BMCIP Nede Type

g fc:aa:14:ab:87:9¢ 10.1.7.49 BMC

74:d4:35:ef:2f:35 10.1.7.54 BMC

40:8d:5¢:ba:bdide 10.1.7.79 BMC

m cles

_O NOTE!
_.‘ 1. Specify the node system from the group list and click
* Submit to complete the configuration.
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3-4-3 Updates

Users can configure the TFTP server and update node last log, PSU/BMC/BIOS firmware, logo,
and CPLD in this page. Follow the steps below to update group firmware remotely.

Select the BMC node you want to update firmware.

Then select the package type by using Browse.

Click Update to update the firmware.

To update image file, select the package type by using Browse.
Click Update to update the image file.

RN~

v Update

MD7-HB1 Group Update

Update process: (0/ 1) Completed

Please select nodes:
BMC BIOS
select BMCIP Version Version Progress Last Log

O 192.168.1.223 458 RO6

Select package and update

Select image and update

The upload file should include logo_left.png and logo_background.png packaged as tar, and should
smaller than 50KB.
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3-4-4 Event Log

Event Log records an event when a sensor is in an abnormal state. When the log matches a
pre-defined alert, the system will send out a notification automatically if it is pre-configured.

1. Click Clear to clear all history log information.
2. Click Download to download current system event log.

¥ Event Log

test group

o [ o

Show 10 v entries Search:

Timestamp Level Description

2018-03-23 02:00:04.396+08 1 Disable power limit
2018-03-23 01:55:04.713+08 1 Set power limit to 200
2018-03-23 01:59:04.429+08 1 Enable power limit
2018-03-23 01:53:04.672+08 1 Set power limit to 200
2018-03-23 01:53:04.383+08 1 Enable power limit
2018-03-23 01:47:04.636+08 1 Set power limit to 200
2018-03-23 01:47:04.37+08 1 Enable power limit
2018-03-23 01:41:04.622+08 1 Set power limit to 200
2018-03-23 01:41:04.34+08 1 Enable power limit
2018-03-23 01:35:04.656+08 1 Set power limit to 200

Showing 1 to 10 of 28 entries Previous 2 3 | Next
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3-4-5 Power Consumption Monitor

Power Consumption Monitor displays a Group's power usage status for each system
and the average usage status of a Group. This function also allows users to configure the power

policies for the system.

v Power Consumption

Testl
I Policy
show 10 v entries Search:
Select Power Limit in Watts Start Time Duration (hour)
2000 0:00:00 1:00:00
Showing 1 to 1 of 1 entries Previous n Next
Current total watts: 1295
Show 10 v entries Search:
BMC MAC BMCIP Power Limit Average Power Power Limit in Watts
00:c0:28:12:34:57 10.1.7.60 0 ) Disable
1c:1b:0d:b6:aa:50 10.1.7.61 86 87 Disable
10.1.112.15 0 ] Disable
74:d4:35:ef:2f:35 10.1.7.54 0 o Disable
74:d4:35:ef:2f:52 10.1.112.25 134 154 Disable
e0:d5:5e:1a:41:eb 10.1.112.29 706 655 Disable
e0:d5:5e:58:79:20 10.1.112.24 ] ) Disable
e0:d5:5e:38:36:d8 10.1.112.16 0 [ Disable
Parameter Description/Resulting Action
Click Add to add the execution time of Power limit. The start
Policy time is the initial time, and Duration (hour) is to set the duration.
You can check the setting item and click Delete to cancel the
setting of Power Limit.
Current total watts Displays the power limit of each System and its average value.
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3-4-6 Network Configuration
Network Confguration provides Group IPv4 and IPv6 DHCP configuration.

v Network Configuration
MD7-HB1
Network configuration

1PuA Settings

oHep

1Pu6 Settings

3-4-7 Alert Management
Please refer section 4-3-6 Alert Managment for advanced configuration.

NOTE! Only all system nodes in a group can be configurable.

GIGABYTE™  =oversos B

Filter: Group List A8l v Alert Management

Q AAA
2 o
B an © 1 setting

28 Group Manager

® I1Pv4 Destination Enable 1Pv4 Address
 camee 1 orF 0000
® OFF 0.0.0.0
3 orF 0000
A oFF o000
IPv6 Destination Enable 1Pv6 Address
1 oFF
orF
3 oFF
4 orF

Group Platform Events Filters (PEF)

Platfarm Fuante Filtars (PFF) Actian Glahal Cantral |ist
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3-5 Alert

Alert page shows you data related to the sensor’s health, such as sensor reading.

NOTE! The number beside the Alert header represents the number of Alert events that
have occurred.

GIGABYTE"

Filter: Health Node Status

Q
Show 10 v entries Search:
o Status BMCIP BMC MAC
&) CHMHLIOCLYS (10.0.7.034) e Non-Critical 10.1.27.136 fe:aa:14:1e:f3:81
) MH11-0C0-v9 (10.1.7.140)
) MDE1-5C2-00 (10.1.7.142)
&) CL2100Gen10(10.1.7.148)
Fri Mar 23 22:21:44 CST 2018 Fan sensor - LowerNonCritical GoingLow Assertion

&) GS-R22PXP (10.1.27.20)
o Fri Mar 23 22:42:43 CST 2018 Fan sensor - LowerNonCriticalGoingLow Assertion
@) R130-134-Z8 (10.1.27.29)
B MH11 Fri Mar 23 22:47:16 CST 2018 Fan sensor - LowerNonCriticalGoinglow Assertion
) MT91-F51-00(10.1.27.45) Fri Mar 23 23:44:00 CST 2018 Fan sensor - LowerNonCriticalGoingLow Assertion
&) R281-30000(10.0.27.58) Fri Mar 23 23:59:45 CST 2018 Fan sensor - LowerNonCriticalGoinglow Assertion
&) MUTC-SUD (10.1.27.69)

-] Unknown 10.1.112.114 e0:d5:5e:12:19:f5

) G481-580-00(10.1.27.73)

W) T175-N40-Y3M (10.1.27.80) Clear All

# G150-B11-ES-Ciara-003 (10.1.27.8

& R281-3C0-00(10.127.83) Tue Mar 06 18:16:48 CST 2018 SystemEvent sensor - GIGABYTETestTrap Assertion

&) MX32-PHO-NJ (10.1.27.86) Tue Mar 06 18:17:36 CST 2018 SystemEvent sensor - GIGABYTETestTrap Assertion
) MDE1-5C2-00(10.1.27.67)

First H . Next | Last
W) GEYY(10.1.27.88)

o T

0-Y3N (10.1.27.89)

& MX32-410-00 (10.1.27.92)
) G291-720-00(10.1.27.94)
-

MNA1-SC2-00 110 1 97 QR
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3-6 Account

This page provides the function to create a specific user account. Follow the steps below to
create a new accont.

1. Click Add and define the User Name and Password.

2. Define Enable function.

3. Select Privileges Level.

4. When you finish the configuration, click Submit.

User Privileges

Show| 10 v entries Search:

Select Enable User Name Level Type Edit

true admin ROLE_ADMIN LOCAL ﬂ

true gigabyte\pj.sun ROLE_USER LDAP Edit

showing 1 to 2 of 2 entries Previous Next

Add Member

User Name Password

Enable Level

* true O false
ROLE_ADMIN
ROLE_OSADM
ROLE_OPERATOR

ROLE_USER

Privilege Level

ROLE_ADMIN All BMC commands are allowed, including configuration
commands. An Administrator can even execute
configuration commands that would disable the channel
that the Administrator is communicating over.

ROLE_OSADM Only allow to execute remote console and virtual
media commands for OS level by default

ROLE_OPERATORS All BMC commands are allowed, except for configuration
commands that can change the behavior of the out-
of-band interfaces. For example, Operator privilege
does not allow the capability to disable individual
channels, or change user access privileges.

ROLE_USER This may be considered the lowest privilege level.
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LDAP
LDAP configuration page.
When you finish the configuration, click Submit.

nnnnnnnn

_O NOTE!
_‘ When configuring the LDAP Server, you need to set the
“ LDAP Host and Port in advance.
e LDAP Host: LDAP Serve IP address.
* LDAP Port: 389.
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3-7 Preference

Preference displays the database usage and IP range configuration for remote node or group

system.

Event Log

Alert Management

Database

Properties

Update

P End IP

Languages
L [ 10.127.159 ] [ 10.127.163 ]

- — . =
e [ 10.1.27.1 ] [ 10.1.27.100

_ S . ——
e [ 10.1.27.109 ] [ 10.127.109

- e . e
L [ 10.127.153 ] [ 10.127.153

@ BMC ¥ RMC ¥ CmMC

# BMC ¥ RMC ¥ cmC

¥ BMC ¥ RMC ¥ CMC

@ BMC ¥ RMC ¥ CmMC

Policy Name

g
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3-7-1 IP Range

User can specify the IP range that is scanned during a normal discovery run. Follow the steps

outlined below to configure IP discover.
1. Select Connection Interface to search BMC Server.

o R wn

Click Create row to specify the IP range in the respective columns.

Enter Start IP and End IP in the respective columns.

Select Scan Type and define the Policy Name.

When you finish the configuration, click Submit to save your configuration.

¥ IP Range

Change Connection Interface [Auto * m

IP Range Setting

Create row

Delete Start IP

10171

1011121

101.27.1

End IP Scan Type Policy Name:

1017.255 “ BMC ¢ RMC < CMC New policy

101112.254 BMC ¥ RMC ¥ CMC New policy

10127.254 “ BMC 7 RMC ¢ CMC New policy

Scan Type

Description

BMC

Baseboard management controller, which gives a user or
administrator the ability to control a remote system and
the ability to perform a variety of functions. With BMC,
data is only transmitted within the local area network.

CMC

Chassis Management Controller, which provides
functionality for managing multiple server nodes within a
single chassis, or multiple chassis. CMC is a higher level
of control and monitoring of one or multiple chassis.

RMC

Remote Management Controller. Similar with BMC, CMC
provides LAN-based system console access as well as
remote system management functions. RMC provides
out-of-the-band functions and giving you complete access
to your server from any location via a web browser.
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3-7-2 Event Log

Event Log displays event log information for all nodes/systems within the defined IP
range.

v Event Log

s

Show| 10 v entries search:
Timestamp Level Description

2018-03-26 14:55:10.33 1 Found new IPMI IP{with 10.1.112.122/1C:1B:0D:86:5A:4D/BMC)
2018-03-26 14:55:10.146 1 Found new IPMI IP{with 10,1.112.121/1C:18:0D:86:5A:F3/BMC)
2018-03-26 14:55:09.932 1 Found new IPMI IP{with 10.1.112.120/1C:18:0D:86:5A:AD/BMC)
2018-03-26 14:55:08.866 1 Found new IPMI IP{with 10.1.112.114/E0:D5:5E:12:13:F5/8MC)
2018-03-26 14:55:08.813 1 Found new IPMI IP{with 10.1.112.115/1C:18:0D:86:5A:10/BMC)
2018-03-26 14:55:08.803 1 Found new IPMI IP{with 10.1.112.117/1C:18:0D:E5:FC:0C/BMC)
2018-03-26 14:55:05.54 1 Found new IPMI IP{with 10.1.112.108/1C:18:0D:21:2D:14/CMC)
2018-03-26 14:54:34.45 1 Found new IPMI IP{with 10.1.112 87/E0:D5:5E:60:FC:D6/BMC)
2018-03-26 14:54:34.328 1 Found new IPMI IP{with 10.1.112.86/E0:D5:5E:63:30:A2/BMC)
2018-03-26 14:54:32.562 1 Found new IPMIIP{with 10.1.112.74/E0:D5:5E:65:AD:5A/BMC)

Showing 1 to 10 of 100 entries Previous . 2 3 4 5 10 MNext

User Action's Log Event Log
Displays the action event log of users.

v Event Log

User Action’s Log

show 10 v |entries search
No. Timestamp User Name client IP Action Description Result

1192 2018-03-26 admin 101.7.27 LOGIN Login SUCCESS.
14:57:42.136

1151 2018-03-26 admin 101737 LOGIN Login SUCCESS
14:32:06.36

1190 2018-03-26 admin 101.27.222 LOGIN Login SUCCESS.
13:25:38.826

1189 2018-03-26 admin 101.27.222 LOGIN Login FAILURE
13:23:05.631

1188 2018-03-26 admin 101.27.222 LOGIN Login SUCCESS.
13:20:50.131

1187 2018-03-26 admin 101.27.222 LOGIN Login SUCCESS
1316:03.871

1186 2018-03-26 admin 101.27.222 LOGIN Login SUCCESS.
13:13:32.416

1185 2018-03-26 admin 101.27.222 LOGIN Login SUCCESS
13:11:07.744

1184 2018-03-26 admin 101.27.222 LOGIN Login SUCCESS.
13:02:41.08

1183 2018-03-26 admin 101.27.222 LOGIN Login SUCCESS
13:03:50.314

Showing 1 to 10 of 508 entries Previous 2 345 . 51 Next
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3-7-3 Alert Management

Alert Management enables the following configuration: GSM SNMP Setting and IPv4
Destination configuration, SMTP Server configuration,and Send Mail configuration for
all nodes/systems within the defined IP range.

GSM SNMP
GSM SNMP trap configuration includes SNMP setting and SNMP destination configuration.

¥ Alert Management
GSM sNmP

Setting

Alerting Enable OFF
Host Address 102030 -+

Alerting Level DEBUG *

# Note: (The ordering of log levels is DEBUG « INFO « WARN < ERROR « FATAL)

1Pva Destination Erable 1Pva Address

1 oFF 0.000

oFf 000

3 oFF 0.000

oFf 0000

Parameter Description/Resulting Action
Alerting Enable Determine whether the trap is sent by connected node.
Host address Displays the host address information.
Alerting Level Determine the alerting level from the drop-down list.
Please refer to Section 3-1 Event Log for description of
alerting level.
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Destination
GSM SNMP Destination configuration for all nodes/systems within the defined IP range.

Setnng SMII P Server

Server Host Server Port Account Password Email Address

Enable Email Address Event Level Delete

DEBUG »
DEBUG » oFF

DEBUG ¥

* Note: (The ordering of Iog levels is DEBUG < INFO < WARN < ERROR < FATAL),

°
Parameter Description/Resulting Action

Destination

IPv4 Destination User can configure 4 IPv4 Destination.

Enable Select ON to configure IPv4 address

IPv4 Address Enter specified IP address.
When you finish the configuration, click Submit to save your
configuration.
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3-7-4 Database

Database shows DB location information, provides a backup function, and enanles
firmware update for all nodes/systems within the defined IP range.

Database usage

DB lecation: C:\Program Files\PostgreSQL\9.4
50.14% 49.82%

Total Size: 28.57 GB

NN otherUssge: 14.33GB
N Database Usage: 0.01 GB
T Free space: 14.23 GB

Backup

Backup current databse and download it.

Update

Updzte database, please provide database backup file. (File format: .backup)

FLBEEE
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3-7-5 Properties

Properties enables GSM TFTP server configuration for all nodes/systems within the
defined IP range. Follow steps outlined below to configure TFTP server.

1. Define Database useage.

2. Define checking time. In each routine check, GSM will check log date

3. When you finish the configuration, click Submit.

v Properties

Database

In each routine check, GSM will check database usage and data date

GSM will stop store data into database according with the setting

P ——

10% 90%

100% 90 %

Keep database datain|365 ¥ |day(s)
Log

In each routine check, GSM will check log date

Keep log file in|7 ¥ | day(s)

v Properties

Keep database datain [1__ ] day(s)
Log
In each routine check, GSM will check log date
Keep log file in[1 ] day(s)
BMC Node Update Setting.

GSM will follow setting to update BMC node during fixed period.

Node quantity 50 ® 3o nodes
Node update period 3 @ 10 minutes

BMC Node Update Setting
Configuration of interval and number of nodes.

Parameter Description

Node quantity Search number of nodes.
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3-7-6 GSM CLI (Command Line Interface)-GIGABYTE Interactive Utility

User can use Gbt Interactive Utility to set the path of GbtUtility.jar. Then, execute related
command.

¥ Gbt Interactive Utility

GhtUtility Path
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3-7-7 Update
User can update GSM firmware and reset the system to default settings for all nodes/

systems within the defined IP range from this page.

To update, select the file on your local system using Browse.

1. Click Update to update to the new version of firmware.

2. To update Keystore, click Choose File and enter keystore password, then click Update.

3. To reset system to the factory default, click Reset.

v Update

Update

Current Version: GIGABYTE GSM Server vL.08

ST e | e

Update keystore

Keystore fle:

Choose Fie L]

Keystore password:

SystemReset

Reset to default

syemaeses [

3-7-8 Language
User can select the preference language in this page.

@ Language

Language ¥
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3-8 Help

Help page provides general information including License information, Hardware
requirements, Software requirements and Operating System requirements.

User Menu Descriptior

Current Version: GIGABYTE GSM Server

Menu

System Manager
Lead you to node lst page description.

Group Manager

Lead you to group list page description.
Alert

Lead you how to read alert information.
Account

Lead you how to set personal values.

Preference

Lead you to node status page description.

[Hardware requirements]

- System Processer: 2 GHZ and above

- System Memaory: Minimum 4 GB RAM
- Free Disk Space: 1000 GB at |east

- Node Servers @ 255 maximum

[Software requirements]

Browser:

- Internet Explorer 5 or later

- Google Chrome 35.0.2171.65 m or later
- Mozilla Firefox 33.1.1

Operafing System:

- Windows 2008 & 2012 R2
- Redhat/Cent0s 6.3 or later

License Detailed List

Apache Tomcat Apache License 2.0
Inidj Apache License 2.0
Logdj Apache License 2.0
Spring Apache License 2.0
TFTP Apache License 2.0
VXIPMI GPL License
JFreeChart LGPL license
Bootstrap MIT License
Flot MIT License
JQuery MIT License
PostgreSaL PostgreSQL License
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3-9 Logout
Click [ENEE to logout of the system.

GIGABYTE"

System Manager 7

¥ Information

Q101777

[ —— a
® MultiNode 5 [1]

Description [ soom |
) MultiNode 3 Q
@ testeroun @
“ C FRU
J— a
[ —— P Chassis Type RackMountChassis
@ csR22ee (10127.20) Chassis Part Number 01234567
B Unknown (10.1.7.65) Chassis Serial 01234567830123456789A8

0009 (101777)

L) (Sl Board Mg Date Fri Jan 13 03:37:00 CST 2017
@ ci1-58000(1017.78)

Board Mfg GiGABYTE
B 6250.652x(1017.82

Board Product MH11-000.¥9
@ Unknown (1017.83)
@ MosL5C200 (101784 Board Serial 01234567830123456789A8
@ MO70-480(101.7.90) Board Part Number 12325678988
) MXILPCO(1017.110) Product Manufacturer GiGABYTE
B 12100 Gen10(1017.111)
o Product Name 65-MH11-0C09
@ c2s1-28000 (1017.112)

Product Part Number 000000000001
@ GSMHIZ-OCLY9 (101713
© oo 1017 10 Product Version 0100
) L2100 Gen10 (101714 Product Serial 01234567830123456789A8
@ Unknoun s1) Product Asset Tag 01234567830123456789A8
@ MH1LOCoYS (1012732
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Chapter 5 Appendix

51 Event Log List
SNMP ID Event Level Event Function Event Description
DO6F00 FATAL DB Database connnection failed.
DO6FO01 ERROR DB Database connnection denied.
D16F00 ERROR Network Configuration | Get IPv4 configuration failed
D16F01 ERROR Network Configuration | Set IPv4 configuration failed
D16F02 ERROR Network Configuration | Get IPv6 configuration failed
D16F03 ERROR Network Configuration | Set IPv6 configuration failed
D26F00 ERROR Chassis Control Power control failed
D26F01 ERROR Chassis Control Set chassis identify failed
D26F02 ERROR Chassis Control Get chassis status failed
D36F00 ERROR Power Limit Get power limit failed
D36F01 ERROR Power Limit Power limit configuration failed
D36F02 ERROR Power Limit Power limit configuration failed
D46F00 ERROR Platform Event Platform event log failed
D46F01 ERROR Platform Event Set platform event failed
D56F00 ERROR Trap Destination Get IPv4 destination failed
D56F01 ERROR Trap Destination Set IPv4 destination failed
D56F02 ERROR Trap Destination Get IPv4 activate status failed
D56F03 ERROR Trap Destination Set IPv4 activate status failed
D56F04 ERROR Trap Destination Get IPv6 destination failed
D56F05 ERROR Trap Destination Set IPv6 destination failed
D56F06 ERROR Trap Destination Get IPv6 activate status failed
D56F07 ERROR Trap Destination Set IPv6 activate status failed
D36F03 WARN Group Power Limit Policy already exist
D36F04 INFO Group Power Limit Add new policy
D36F05 INFO Group Power Limit Delete policy
D36F06 INFO Group Power Limit Group XXX: enable power limit
D36F07 INFO - Group XXX: reduce power limit
Group Power Limit
to XXX
D36F08 INFO Group Power Limit Group XXX: disable power limit
D66F00 WARN User Management User account: XXX already exist
D66F01 INFO User Management Add new user account: XXX
D66F02 INFO User Management Delete user account: XXX
D76F00 INFO System Reset System reset success
D76F01 ERROR System reset failed, please wait a
System Reset .
few minutes
D86F00 INFO Group Setting Create group
D86F01 INFO Group Setting Delete group
D86F02 INFO Group Setting Add group member
D86F03 INFO Group Setting Delete group member
D86F04 INFO Group Setting Rename group
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D96F00 INFO Background(GSM) : IP | Found new OpenRack1.0 RMC
Discover IP(with ip)

D96F01 INFO Background(GSM) : IP | Found new IPMI IP(with ip/mac/
Discover type)

LS R EEBGT{eEt)) 3 Add node(with mac information)
Node Status

D96F03 INFO Background(GSM) : | Start monitor after a random time
Node Status has expired

Uit bl EEELIE((Eklh]) 5 Delete node(with mac information)
Node Status

Ll 7 Bac!(groynd(GSM) | Add node(with mac information)
Monitor high frequency

D96F06 INFO Background(GSM) : | Start monitor after a random time
Monitor high frequency | has expired

DR LIA9 Bac!( grou i {(Cel)) 2 Delete node(with mac information)
Monitor high frequency

D96F08 INFO Background(GSM) :
System info high | Add node(with mac information)
frequency

DI6FO9 iz Backgroupd(GSM) " | Start monitor after a random time
System info high .

has expired

frequency

D96FO0A INFO Background(GSM) :
System info high | Delete node(with mac information)
frequency

D96FOB INFO Background(GSM)
: System info low | Add node(with mac information)
frequency

DU iz !3ackg rou n.d(GS b Start monitor after a random time
. System info low .

has expired

frequency

D96FOD INFO Background(GSM)
: System info low | Delete node(with mac information)
frequency

R LIF® Backgroupd(GSM) “| Add node(with mac information)
Power reading

DI6FOF INFO Background(GSM) : | Start monitor after a random time
Power reading has expired

DI6F10 7 Backgroupd(GSM) | Delete node(with mac information)
Power reading

DAGF00 WARN Background(Each | Node disconnect, terminate all
node) : Node Status service process

DAG6FO01 WARN Background(Each
node) : Node Status IPMI damage retry count

DAGF02 ERROR Background(Each | IPMIdamage, terminate all service
node) : Node Status process except node status itself
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DAGF03

INFO

Background(Each
node) : Node Status

Node has been terminated

DAGF04

ERROR

Background(Each
node) : Monitor high
frequency

Send command exception(Could
be raw command fail or sql
command fail)

DAGF05

INFO

Background(Each
node) : Monitor high
frequency

Node has been terminated

DAGF06

ERROR

Background(Each
node) : System info
high frequency

Exception information(get free
port fail)

DAGFO7

WARN

Background(Each
node) : System info
high frequency

Node management status is true/
false

DAGF08

INFO

Background(Each
node) : System info
high frequency

Node has been terminated

DAGF09

ERROR

Background(Each
node) : System info low
frequency

Get FRU fail

DAGFOA

ERROR

Background(Each
node) : System info low
frequency

Get SDR fail

DAGFOB

ERROR

Background(Each
node) : System info low
frequency

Get 3 Net MAC fail

DAGFOC

ERROR

Background(Each
node) : System info low
frequency

Get SMBIOS info fail

DAGFOD

INFO

Background(Each
node) : System info low
frequency

Node has been terminated

DAGF09

ERROR

Background(Each
node) : System info low
frequency

Get FRU fail

DAGFOA

ERROR

Background(Each
node) : System info low
frequency

Get SDR fail

DAGFOB

ERROR

Background(Each
node) : System info low
frequency

Get 3 Net MAC fail

DAGFOC

ERROR

Background(Each
node) : System info low
frequency

Get SMBIOS info fail
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DAGFOD INFO Background(Each

node) : System info low | Node has been terminated

frequency
DC6F03 ERROR Node BMC Update No compatible image, end process
DC6F04 ERROR Node BMC Update Cannot connect to TFTP server,

end process
DC6F05 ERROR Node BMC Update Update BMC fail:[message]
DD6F00 INFO Node BIOS Update Start update BIOS
DD6F01 INFO Node BIOS Update Update BIOS success
DD6F02 WARN Node BIOS Update Node is busy, end process
DD6F03 ERROR Node BIOS Update No compatible image, end process
DD6F04 ERROR Node BIOS Update Cannot connect to TFTP server,
end process
DD6F05 ERROR Node BIOS Update Update BIOS fail:[message]
DE6F00 INFO Get Node SEL Getting node SEL
DE6FO1 INFO Get Node SEL Get node SEL complete
DE6F02 WARN Get Node SEL Cannot find SEL record
DE6F03 INFO Clear Node SEL Clearing node SEL
DE6F04 INFO Clear Node SEL Clear node SEL complete
DE6F05 INFO Dump Node SEL Starting to dump node SEL file
DE6F06 INFO Dump Node SEL Dump node SEL complete
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