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Introduction V Verbatim.

1 Introduction

EasyLock is a portable application that does not require any installation process on the host
computer and is always portable. Wherever your Verbatim USB flash drive goes, EasyLock is
saved on the device and can be used with any Windows XP, Vista and Windows 7 computer.

With the intuitive Drag-and-Drop interface, files can be quickly copied to and from the device for
fast, secure and efficient workflow.

2 System Requirements

Operating Systems:

Windows 7

Windows Vista

Windows XP (Service Pack 2)
Windows 2000 (Service Pack 4)

Available USB port.
EasyLock does not require administrative rights.

3 Working with EasyLock
3.1 Setting up EasyLock

To start EasyLock simply double-click the EasyLock.exe that is saved in the root folder of your
Verbatim USB flash drive.

Note: Do not move the location of the EasyLock.exe application file or attempt to run from
another device other than your Verbatim USB flash drive.

When you run EasyLock for the first time, you will be presented with the license agreement and
will be asked to set up your initial password.
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Working with EasylLock V Verbatim

V Verbatim.

Welcome to EasyLock!

EasyLock protects sensitive data against unauthorized access with 256 bit AES Encryption.

To configure your device, please follow the menus and directions.
You will be required to set a password.

Please push <MNext> to continue.

Fres: Mext

Click “Next” to proceed.
3.2 Setting up a Password

In order to secure (encrypt) your data, you will need to set up a password. The password must be
at least 6 (six) characters long.

For security reasons, it is recommended that you incorporate letters, numbers and symbols into
your password.
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Working with EasylLock V Verbatim

V Verbatim.

~— Set Password N

Pazzword: I

Confirm Pazsward: I

Pagzword reminder: I

Apply !

~— Password Info -

Fleaze enter a new pazzword.

The password muszt have at least B characters.

It iz recommended that pou incarparate letters, numbers and sermbals for
TR TECLrity.

Prewv | | [t I

Enter your password, and then confirm it.

You can also set up a password reminder that will help you in case you forget your password.

V Verbatim.

~— Set Password

Pazsward: I"‘"""‘""‘

Caonfirm Pazzwaord: I"“"“

Pazzword reminder: Idemd

Apply !

Password Info

Ready to proceed! Click <Apphy: when ready.

Prey [ e
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Working with EasylLock V Verbatim.

Your security parameters are configured successfully!

Tao complete the Setup Wizard and begin using EasvLock,
please press the <Finish> button below,

Prew | | Finizh I

Click “Finish” to continue.

3.3 Password Retries

Each time the application starts you will be asked to enter your password.

CAUTION

The number of password retries is limited to 10 (ten). After the password has been
entered wrongly 10 (ten) times in succession, EasyLock will safely erase all
encrypted files stored on the flash drive. In this case the data on the flash drive
cannot be recovered or recreated. It will be permanently erased.

3.4 Using Drag-and-Drop to Copy Files

A key feature of EasyLock is the Drag-and-Drop interface, which appears after you have
successfully entered your password.
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V' Verbatim.
: File | Edit | ¥iew | Options | Help
® BEQ O TDw 06
N
Mame | Size | Date |«
FH=) My Documents 11/18/2010:

[~ j by Computer
E]-E My Metwork, Places

- P Adobe Reader 9 1,729 104212010
@ eDrawings 2008 1,818 104042007
~eJ@ eDrawings: 2009 1,818 12418/2008
4& elirawingz 20010 1884 81052000
-4 Google Chirome 1.813 11/8/2M0
~#a Google Earth 1,915 9/30/2010
E HF Docurment Viewer 1.894 10/8/2M0
[ HP Photosmart Express 1875 10/8/20010
-y HF Solution Center 934 10/8/2010 To copy and enciypt,
{81 innoYUE 8.0 1,665 BAGES2010 please drag or paste files here.
- Java Web Start 1,661 5/23/2003
{30 Lotus Motes B 2KB 1241/2010
~{Ed Mero BackltUp 2KB 7220200
(4 QuickTime Player 1,604 10/9/2007
"c_j. Skype 2KB 1252200
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-=|@ 302_all_1025_b.ewe 4 B 10/25/2010
allegro_free_viewer il 1.015  2/5/2008
[ Audacity B30 8/2/2008 LI
Ready [

To protect your data, simply drag a file or folder from the left pane and drop it onto the right pane
of the EasyLock window. These files will be automatically encrypted, ensuring that your data stay
safe and private.

Alternatively, you can protect files by dragging them to the right pane of the EasyLock window
from your desktop or from Windows Explorer.

The file encryption and transfer status can be seen with the help of the progress bar. When the
bar reaches the end, your files have been copied and encrypted.
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V Verbatim.

File | Edit | View | Options | Help
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V Verbatim.
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V Verbatim.
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Working with EasyLock V Verbatim.

You can navigate through your encrypted files if you are using Windows Explorer. Clicking on an

item with the right mouse button will give you access to options such as “Refresh”, “Copy” and
“‘Delete”.

You may use either the Drag-and-Drop feature, or the shortcut keys (Ctrl+C and Ctrl+V) for
copying and pasting, in order to transfer data to your Verbatim USB flash drive though the
EasyLock interface.

Note: Files copied to the flash drive without using the EasyLock interface are not
protected.

In the toolbar area of EasyLock you can find additional icons that you can also use to copy and
encrypt your files.

¥ OEQ Ome O

|
0

New Directory

Copy

Paste

Delete

Refresh View
Show / Hide Pane
Security Settings
About

QL LH'e® ™

Note that the files on your Verbatim USB flash drive are not visible after encryption, unless
EasyLock is running.

To exit EasyLock, select the File menu and choose Exit, or simply click the “X” button in the
upper-right corner of the application window.

3.5 Opening and Modifying Files within EasyLock

Copied data on the flash drive can be viewed and edited directly from within EasyLock. This
function is accessible with the “Open” command or double clicking the desired file.

The user has to open documents from the device with the associated application. EasyLock will
try to close these documents once it has exited. If a document is modified (saved with the same
name or even to the same folder) it will be encrypted and stored on the device. If a document is
modified and saved but fails to be encrypted, for example when the device is unexpectedly
removed, it will be encrypted the next time EasyLock is started.

3.6 Security Settings

The security settings can be modified from within EasyLock. After logging in, you can modify you
password. To do this you need to access the security settings menu. This can be done by either
selecting Options / Security Settings from the toolbar area or by pressing the hotkey Ctrl + O.
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Safely Remove Hardware V Verbatim.

| V Verbatim. B3

«~— Change Password

0ld Pagzword: ||

Mew Pazzword: I

Confirm Mew Pazzword: I

Mew Pagzword Reminder: I

Ay !

— Password Info

Please enter your old pazsword.

4 Safely Remove Hardware

Before you unplug your Verbatim flash drive from the USB port of your computer, you have to
use the “Safely Remove Hardware” option from the system tray, otherwise you risk corrupting the
data on your USB Drive.

To Safely Remove Hardware, double-click on the Safe Removal icon in the system tray, and then
select the USB Drive you want to remove from the list.

A message will appear indicating that the portable storage device can now be securely removed.
If a message saying “The ‘ ..." device cannot be stopped right now” appears, you have to close
your Windows Explorer, EasyLock or any other application that is still accessing the data on your
Verbatim USB flash drive.

5 Getting Help

If you are experiencing difficulty using your Verbatim EasyLock software, please visit the main
Technical Support website at www.verbatim.com/support/.

6 Important Notice / Disclaimer

Security safeguards, by their nature, are capable of circumvention. Verbatim cannot, and does
not, guarantee that data or devices will not be accessed by unauthorized persons, and Verbatim
disclaims any warranties to that effect to the fullest extent permitted by law.
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