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Introduction

1.1 Introducing the 11g Wireless ADSL2+ VolP Router

Thank you for purchasing the 11g Wireless ADSL2+ VolP Router. Your new router is an
all-in-one unit that combines an ADSL modem, ADSL router and Ethernet network switch to
provide everything you need to get the machines on your network connected to the Internet
over an ADSL broadband connection.

The 11g Wireless ADSL2+ VolP Router complies with ADSL2+ standards for deployment
worldwide and supports downstream rates of up to 24 Mbps and upstream rates of up to 1
Mbps. Designed for small office, home office and residential users, the router enables even
faster Internet connections. You can enjoy ADSL services and broadband multimedia
applications such as interactive gaming, video streaming and real-time audio much easier
and faster than ever before.

The 11g Wireless ADSL2+ VolP Router supports PPPoA (RFC 2364 — PPP (Point-to-Point
Protocol) over ATM Adaptation Layer 5), RFC 1483 encapsulation over ATM (bridged or
routed), PPP over Ethernet (RFC 2516), and IPoA (RFC1577) to establish a connection with
your ISP. Your new router also supports VC-based and LLC-based multiplexing.

The perfect solution for connecting a small group of PCs to a high-speed broadband Internet
connection, the 11g Wireless ADSL2+ VoIP Router allows multiple users to have high-speed
Internet access simultaneously.

Your new router also serves as an Internet firewall, protecting your network from access by
outside users. Not only does it provide a natural firewall function with Network Address
Translation (NAT), it also provides rich firewall features to secure your network. All incoming
data packets are monitored and filtered. You can also configure your new router to block
internal users from accessing the Internet.



The 11g Wireless ADSL2+ VoIP Router provides two levels of security support. First, it
masks LAN IP addresses making them invisible to outside users on the Internet, so it is
much more difficult for a hacker to target a machine on your network. Second, it can block
and redirect certain ports to limit the services that outside users can access. To ensure that
games and other Internet applications run properly, you can open specific ports for outside
users to access internal services on your network.

The Integrated DHCP (Dynamic Host Control Protocol) client and server services allow
multiple users to get IP addresses automatically when the router boots up. Simply set local
machines as a DHCP client to accept a dynamically assigned IP address from the DHCP
server and reboot. Each time a local machine is powered up; the router recognizes it and
assigns an |IP address to instantly connect it to the LAN.

For advanced users, Virtual Service (port forwarding) functions allow the product to provide
limited visibility to local machines with specific services for outside users. You can set an
ISP (Internet Service Provider) provided IP address on the 11g Wireless ADSL2+ VolP
Router and then you can reroute specific services to individual computers on your local
network. For instance, a dedicated web server can be connected to the Internet via the
router and then incoming requests for web pages that are received by the router can be
rerouted to your dedicated local web server, even though the server now has a different IP
address.

Virtual Server can also be used to re-task services to multiple servers. For instance, you can
set the router to allow separated FTP, Web, and Multiplayer game servers to share the same
Internet-visible IP address while still protecting the servers and LAN users from hackers.



1.2 Features

@ Express Internet Access — ADSL2/2+ capable

The 11g Wireless ADSL2+ VolP Router complies with ADSL worldwide standards.
Supporting downstream rates of 8Mbps with ADSL, the router is capable of up to 12/24
Mbps with ADSL2/2+, and upstream rates of up to 1 Mbps. Users enjoy not only high-speed
ADSL services but also broadband multimedia applications such as interactive gaming,
video streaming and real-time audio which are easier and faster than ever. The router is
compliant with Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (ITU G.992.1); G.hs (ITU
G994.1); G.dmt.bis (ITU G.992.3); and G.dmt.bisplus (ITU G.992.5)

@ Voice over IP compliance with SIP standard

The router supports cost-effective, toll-quality voice calls over the Internet. It complies with
the most popular industrial standard, SIP protocol, to ensure the interoperability with SIP
devices and major VolP Gateways. The VolP ADSL router supports call waiting, silence
suppression, voice activity detection (VAD), comfort noise generation (CNG), line echo
cancellation, caller ID (Bell 202, V3) and so on.

@ 802.11g Wireless AP with WPA/WPA2 Support (Wireless G router only)

With integrated 802.11g Wireless Access Point in the router, the device offers a quick and
easy access among wired network, wireless network and broadband connection (ADSL)
with single device simplicity, and as a result, mobility to the users. In addition to 54 Mbps
802.11g data rate, it also interoperates backward with existing 802.11b equipment. The
Wireless Protected Access (WPA) and Wireless Encryption Protocol (WEP) supported
features enhance the security level of data protection and access control via Wireless LAN.

@ Fast Ethernet Switch

A 4-port 10/100Mbps fast Ethernet switch is built-in with automatic switching between MDI
and MDI-X for 10Base-T and 100Base-TX ports, with auto detection allowing you to use
either straight or cross-over Ethernet cables.

@ Multi-Protocol to Establish a Connection

The router supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483
encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516) and IPoA
(RFC1577) to establish a connection with an ISP. The router also supports VC-based and
LLC-based multiplexing.

@ Quick Installation Wizard
A web-based GUI and quick installation wizard help you easily install the VolP/802.11g
ADSL2+ Router. Enter your ISP’s information and begin browsing the Internet immediately.

@ Universal Plug and Play (UPnP) and UPnP NAT Traversal
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This protocol is used to enable simple and robust connectivity among stand-alone devices
and PCs from many different vendors, and it makes setting up a network simple and
affordable. UPnP architecture leverages TCP/IP and the Web to enable proximity
networking in addition to control and data transfer among networked devices. With this
feature enabled, you can seamlessly connect to Net Meeting or MSN Messenger.

@ Network Address Translation

Network Address Translation (NAT) allows multiple users to access outside resources such
as the Internet simultaneously with one IP address/one Internet access account. Many
application layer gateways (ALG) are supported such as web browser, ICQ, FTP, Telnet,
E-mail, News, Net2phone, Ping, NetMeeting, IP phone and others.

&@ Firewall
NAT technology supports simple firewalls and provides options for blocking access from the
Internet, like Telnet, FTP, TFTP, WEB and IGMP.

@ Domain Name System Relay

Domain Name System (DNS) relay provides an easy way to map a domain name with a
user-friendly name such as www.level1.com with an IP address. When a local machine sets
its DNS server to the router’s IP address, every DNS conversion request packet from the PC
to this router is forwarded to the real DNS on the outside network.

@ Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname.
This dynamic IP address is the WAN IP address. To use the service, you must first apply for
an account from a DDNS service such as http://www.dyndns.org/.

@ PPP over Ethernet (PPPoE)

The 11g Wireless ADSL2+ VoIP Router provides an embedded PPPoE client function to
establish a connection. You get greater access speed without changing the operation
concept, while sharing the same ISP account and paying for one access account. No
PPPoE client software is required for the local computer. Automatic Reconnect and
Disconnect Timeout (Idle Timer) functions are also provided.

@ Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority
by the router, ensuring important data like gaming packets, customer information, or
management information move through the router ay lightning speed, even under heavy
load. The QoS features are configurable by source IP address, destination IP address,
protocol, and port. You can throttle the speed at which different types of outgoing data pass
through the router, to ensure P2P users don’t saturate upload bandwidth, or office browsing
doesn’t bring client web serving to a halt. In addition, or alternatively, you can simply change



the priority of different types of upload data and let the router sort out the actual speeds.

@ Virtual Server:

You can specify which services are visible to outside users. The router detects an incoming
service request and forwards it to the specific local computer for handling. For example, you
can assign a PC in a LAN to act as a Web server inside and expose it to the outside network.
Outside users can browse inside the web server directly while it is protected by NAT. A DMZ
host setting is also provided for local computers exposed to the outside Internet network.

@ Dynamic Host Configuration Protocol (DHCP) Client and Server

On a WAN site, the DHCP client obtains an IP address from the Internet Service Provider
(ISP) automatically. On a LAN site, the DHCP server allocates a range of client IP
addresses, including subnet masks and DNS IP addresses and distributes them to local
computers. This provides an easy way to manage the local IP network.

@ Rich Packet Filtering
This feature filters the packet based on IP addresses as well as Port numbers. Filtering
packets to and from the Internet provides a higher level of security control.

@ Web-based GUI

A web-based GUI offers easy configuration and management. User-friendly and with on-line
help, it also supports remote management capability for remote users to configure and
manage this product.

@ Firmware Upgradeable
You can upgrade the router with the latest firmware through its web-based GUI.



Product Overview

2.1 Important Notes

= Do not use the 11g Wireless ADSL2+ VolP Router in high humidity or high
temperatures.

= Do not use the same power source for the 11g Wireless ADSL2+ VoIP Router as other
equipment.

= Do not open or repair the case yourself. If the 11g Wireless ADSL2+ VoIP Router is too
hot, turn off the power immediately and have it repaired at a qualified service center.

=  Avoid using this product and all accessories outdoors.

= Place the 11g ADSL2+ VoIP Router on a stable surface.

= Only use the power adapter that comes with the package. Using a different voltage
rating power adaptor may damage the router.

2.2 Package Contents

WBR-3470
AC-DC Power Adapter (12VDC, 1.2A)
RJ-11 ADSL/telephone Cable (1.8M)

CAT-5 Cable
CD Manual

Quick Installation Guide



2.3 The Front LEDs

Antenna

—
I N s o o s i s s s ]

1 PWR : @ Lights when the power is ON.
2 SYS: @ Lights when the system is ready.
LAN Port @ Steady glow when connected to an Ethernet device.
3-6 144 : @ Glows green for 100Mbps; Orange for 10Mbps.
' @ Blinking light when data is Transmitted / Received.
) @ Lit green when the wireless connection is established.
7 WLAN : - : o
@ Flashes when sending/receiving data.
8-9 |Phone: @ Lit green when the phone is off-hook.
10 | LINE : @ Lit when the inbound and outbound calls transmitted
' through PSTN.
1 VolP : @ Lit when SIP registration is OK.
12 PPP : @ Steady glow when there is a PPPoA / PPPoE connection.
13 ADSL : ﬂ.nghts when successfully connected to an ADSL DSLAM
(linesync).




2.4The Rear Ports

OQ@ ®

© GG

APSL LINE h | | l DC12§1.2A
T
Port Description

1 |EO%er | Power ON/OFF switch.

2 PWR Connect the supplied power adapter to this jack.
After the router is powered on, press this recessed button using
the end of paper clip or other small pointed object to reset the

3 RESET router or to restore it to factory default settings.
1. Recovery procedures for non-working routers (e.g. after a
failed firmware upgrade flash):
2. Recovery procedures for a lost web interface password:
Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of the

4 LAN four LAN ports when connecting to a PC or an office/home
network of 10Mbps or 100Mbps.

5 Phone Connect RJ-11 cable to this port when connecting to an analog
phone set.
Connect RJ-11 cable to this port when connecting to the

6 LINE :
telephone wall jack

7 ADSL Connect the supplied RJ-11 (“telephone”) cable to this port when
connecting to the ADSL/telephone network.

8 Antenna Connect the detachable antenna to this port.




@ The detail instruction in Emergency/Failure Recovery Button

1. Recovery procedures for non-working routers (e.g. after a failed firmware upgrade flash):
Hold the Emergency/Failure Recovery Button on the back of the modem in. Keep this
button held in and turn on the modem. Once the lights on the modem have stopped
flashing, release the Emergency/Failure Recovery Button. The modem's
emergency-reflash web interface will then be accessible via http://192.168.1.254/ where
you can upload a firmware image to restore the modem to a functional state. Please note
that the modem will only respond via its web interface at this address, and will not
respond to ping requests from your PC or to telnet connections.

2. Recovery procedures for a lost web interface password:

After turning the router on press the Emergency/Failure Recovery Button on the back of
the modem, and hold the button in until all lights on the modem flash and it reboots with
factory default settings. The login will be reset to admin and the password will be reset to
admin, and the modem will be accessible via its default IP address at
http://192.168.1.254/

Note:

Before powered on the router to enter the recovery process. Please configure the IP
address of the PC as 192.168.1.1 and process step by step.

1. Power the router off.

2. Hold the "Emergency/Failure Recovery Button”.

3. Power on the router. Then Router's IP will reset to Default (Say 192.168.1.254)

4. Download the firmware.
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2.5 Cabling

One of the most common causes of problems is bad cabling or ADSL line(s). Make sure that
all connected devices are turned on. On the front of the product is a bank of LEDs. Verify that
the LAN Link and ADSL line LEDs are lit. If they are not, verify that you are using the proper
cables.

Ensure that all other devices connected to the same telephone line as your LevelOne router
(e.g. telephones, fax machines, analog modems) have a line filter connected between them
and the wall socket (unless you are using a Central Splitter or Central Filter installed by a
qualified and licensed electrician), and ensure that all line filters are correctly installed and
the right way around. Missing line filters or line filters installed the wrong way around can
cause problems with your ADSL connection, including frequent disconnections.

1"



Installation

You can configure the 11g Wireless ADSL2+ VolIP Router through the convenient and
user-friendly interface of a web browser. Most popular operating systems such as Linux and
Windows 98SE/2000/XP include a web browser as a standard application.

3.1 Before Configuration

PCs must have a properly installed Ethernet interface and connect to the router directly or
through an external repeater hub. In addition, PCs must have TCP/IP installed and
configured to obtain an IP address through a DHCP server or a fixed IP address that must be
in the same subnet as the router. The default IP address of the router is 192.168.1.254 and
the subnet mask is 255.255.255.0 (i.e. any attached PC must be in the same subnet, and
have an IP address in the range of 192.168.1.1 to 192.168.1.253). The easiest way is to
configure the PC to obtain an IP address automatically from the router using DHCP. If you
encounter any problems accessing the router’s web interface you are advised to uninstall
any kind of software firewall on your PCs, as they can cause problems accessing the
192.168.1.254 |IP address of the router.

Please follow the steps below for installation on your PC’s network environment. First of all,
check your PC’s network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating
system manuals.

Note

Any TCP/IP capable workstation can be used to communicate with or through the
VolP/(802.11g) ADSL2+ Router. To configure other types of workstations, please consult the
manufacturer’s documentation.
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Configuring a PC in Windows XP

1. Go to Start / Control Panel (in Classic
View). In the Control Panel, double-click
on Network Connections

B Control Panel |:||§|r>__<|
File Edit ‘“iew Favorites Tools  Help :F

</ e - ’ jj Search Folders v

Address ;G' Control Panel
”~
|! = h

Phone and  Power Options
Maodem ...

2. Double-click Local Area Connection.

ﬂ" Control Panel €3

G‘ Switch bo Category View
See Also = _ai —g

) Printers and  Regional and  Scanners and
ﬁ ‘windows Update Faxes Language ... Cameras

Q) Help and Support 2 -
9 9 &

Scheduled Sounds and Speech
Tasks Audio Devices

3. In the Local Area Connection Status —i- Local Area Connection Status
window, click Properties. General | Support|

e

Conrection
Status: Connected
Cruration: 00:19:32
Speed 100.0 Mbps
Aty
Sent ,3‘.-‘_'}1 Received
(Sl
Fackets: 27 u]
d Froperties q Dizable
=
[ Cioee ]

4. Select Internet Protocol (TCP/IP) and *’“’“'"*a e LA R st
. . =reral Authentication || Adwvanced
click Properties.

Connect using:

| B2 ASUSTeK/Broadoom 440x 107100 Intsgrated Contraller |

Thi=s connection uses the following items

B Clicnt for Microsoft Metworks

@ File and Printer Sharing for Microsoft Metworks
4=l QoS Packet S cheduler

Internet Protocol [TCRPAP]
[C Fropemes )
S

D escription

Transmission Control Protocol/lnternet Protocol. The default
wide area netwark protocol that provides communication
across diverse interconnected netweorks.

[1 Show icon in notification area when connected

5. Select the Obtain an IP address Internet Protocol (TCP/IP) Properties
automatically and the Obtain DNS B
server address automatically radio B

buttons. & Obtain an IP address automatically

0 Uze the following |P address:

6. Click OK to finish the configuration. N [ ——

(& Obtain DNS server address automatically

3 Usze the fallowing DMS server addresses:

. - - ]
]

[ OF. | [ cancer |
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Configuring a PC in Windows 2000

1. Go to Start / Settings / Control Panel.

In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address
automatically and the Obtain DNS

server address automatically radio
buttons.

6. Click OK to finish the configuration.
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[ Network and Dial-up Connections

-0l x|
Fle Edit Wew Favorkes Tools Advanced Help ﬁ

Ghack v = - ‘ Qsearch [Folders (4 ‘ B xo | B

Address I Hetwork and Disk-up Connections j @GU
= ™ =
| -
]

Make New

Network and Dial-up  Comection
Connections

Local Area Connection
Type: LAM Connection
Status: Enabled

ASLSTek Broadcom 440x 10/100
Inkegrated Controller

Local Area Connection Status

fecd e

General I
— Connection
Status: Connected
Cruration: OE:16:26
Speed: 100.0 Mbps
— Sctivik
i’ = )
Sent —— =1 —— Heceived
[E=C=
Fackets: 12,215 | 109.427
Froperties Dizable I

Cloze |

Local Area Connection Properties

7=

General I

Connect using:

I B3 ASUSTekK /Broadcom 440: 104100 [mtegrated Controller

EemEenems chheked o wsee (5 s cenmesime
Client For Microsoft Mebwarks

le and Printer Sharing for Microsoft Metworks
Internet Pro [

In=tall . I Lninsztall I Properties I

— Diescription

Transmizzion Contral Protocolf/lnternet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected nebvaorks.

I Shew icon in taskbar when connectsd

Ok I Cancel I

Internet Protocol {TCP/IP) Properties

=izl

General |

“rou can get |P settings assigned automatically if your nebwork supports
this capability. Othenwize. pou need to ask pour network, administrator for
the appropriate IP settings

+ Obtain an IP address automatically

—{ Use the following IF address:

IF address: I B
Subnet mask: I . . .
Default gateway: I . . .

= Obtain DMS server address automatically

— Use the following DMNS server addresses:

Freferred DS servern:

Alternate DS servern

Advanced I

[ o< 1

Cancel |




Configuring PC in Windows 98/Me

1. Go to Start / Settings / Control Panel.

In the Control Panel, double-click on
Network and choose the
Configuration tab.

2. Select TCP/IP ->NE2000 Compatible,
or the name of your Network Interface
Card (NIC) in your PC.

3. Select the Obtain an IP address
automatically radio button.

4. Then select the DNS Configuration
tab.

5. Select the Disable DNS radio button
and click OK to finish the configuration.
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Metwork

Configuration I Identification I Access Control I

The followsing netvwork. components are installed:

Ficrosoft Farmily Logon

B ASUST ek /Broadcom 440= 104100 Integrated Controller
& Dial-Up Adapter
T TCPAP -> ASUST ek /Broadcom 440x 10100 Integrated
-
»

-

& TCPAP -» Dial-Up Adapter
< I

Add.. I Fiemaove I { Prapertiss
FPrimany Metwork Logon:
I Ficrozoft Family Logon vI
File and FPrint Sharing. .. I

D ezchnption

TCPAIP is the protocal you use to connect to the [nternet and
wide-area nebwork s

[

Ok I Cancel I
TCP/IFP Properties EdE3
Bindings 1 v anced 1 MetBIOS 1

DMS Configuration I S atevaay I M S Configuration IP Address

A |IP addresz can be automatically assigned to thiz computer.
If pour network. does not automatically assign |IP addresses. ask
wour netwaork, administratar for an address. and then tepe it in
the zpace belavs,

= i0btain an [P address automaticali

i~ Specify an IP address:

[ | i i ! |

Subnet Mask: | - H H |

Ok I Cancel I
TCFP/IP Propeirties ElE3 |
Bindings | Advanced | MetBIOS |

DMS Configuration I G ateveay I WSS Configuration I IF Addrezs

— " Enable DMHS

Host: I

S Serven Search Wrder

[Tt S-S earch ey,

| Ylale)




3.2 Factory Default Settings

Before configuring the 11g Wireless ADSL2+ VoIP Router, you need to know the following

default settings.

@ Web Interface:
X Username: admin

X Password: admin

@ LAN Device IP Settings:
X |P Address: 192.168.1.254
X Subnet Mask: 255.255.255.0

@ ISP setting in WAN site:

X PPPoE

&@ DHCP Server:

X DHCP server is enabled.
X Start IP Address: 192.168.1.100

X |P pool counts: 100

3.3 LAN and WAN Port Addresses

The parameters of LAN and WAN ports are preset at the factory. The default values are

shown below.

IP addresses for
distribution to PCs

100 IP addresses continuing from
192.168.1.100 through
192.168.1.199

LAN Port WAN Port
IP address 192.168.1.254 The PPPoE function is
enabled to
Subnet Mask 255.255.255.0 automatically get the
DHCP server function Enabled WAN port

configuration from the
ISP, but you have to
set the username and
password first.
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3.4 Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider)
what kind of service is provided such as PPPoE, PPPoA, RFC1483, or IPoA.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE VPINCI, VC-based/LLC-based multiplexing, Username, Password,
Service Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set
manually).

PPPoA VPINCI, VC-based/LLC-based multiplexing, Username, Password, and
Domain Name System (DNS) IP address (it can be automatically

assigned by your ISP when you connect or be set manually).

RFC1483 Bridged | VPI/VCI, VC-based/LLC-based multiplexing to use Bridged Mode.

RFC1483 Routed | VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is
fixed IP address).

IPoA VPI/NCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is
fixed IP address).

17



3.5Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is
192.168.1.254, and click “Go”, a user name and password window prompt appears. The
default username and password are “admin” and “admin”.

Connect to 192.168.1.254

e
Lser name: | €7 admin w |
Password: |u-u |

[ ]remember my passwaord

I Ok ][ Cancel ]

Congratulations! You have successfully logged on to your 11g Wireless ADSL2+ VolP
Router!
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Configuration

Once you have logged on to your 11g Wireless ADSL2+ VolP Router via your web browser,
you can begin to set it up according to your requirements. On the configuration homepage,
the left navigation pane links you directly to the setup pages, which include:

@ Status (ARP Table, Wireless Association, Routing Table, DHCP Table, System Log,
Security Log, VoIP Log)

@ Quick Start
@ Configuration (LAN, WAN, System, Firewall, QoS, Virtual Server, Advanced and VoIP)

@ Save Config to FLASH

The following sections provide an overview of the settings available for configuring your
router by the supplier.
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4.1 Status

i B WER-3470 116 WIRELESS ADSLZ+ VoIP ROUTER

Status

Model Name WER-34708 11g Wireless ADSL2+VolP Router
Host Marne (G WWBR-3470
System Up-Time 2 hour(s) 28 min(s)
Current Time G Sat Jan 1 02:29:05 2000
Hardware Version TRENDCHIP TC3162
Software “ersion 1.34-c_sso_levelone
Bootrom Yersion 1.06
MAC Address 00:04: ed: 42:6a:ca
Home URL LevelOne

LAN
IP Address (G 192.168.1.254
SubMetmask 265.256.266.0
DHCP Server i3 DHCP Server Runining

war ____________|
ipwan i3 PPPoE LLC
WRISVEI 8 /35
Connection Discannected

Connected time so far

SAVE CONFIG RESTART

Device Information
@ Host Name: Provide a name for the router for identification purposes. Host Name lets
you change the router name.

Host Name
Host Mame WYBER-3470

@ System Up-Time: Records system up-time.

@ Current time: Set the current time. See the Time Zone section for more information.
@ Hardware Version: Chipset version

@ Software Version: Firmware version

@ Bootrom Version: Bootrom version

@ MAC Address: The LAN MAC address

@ Home URL: Connects to the Home Website.



LAN

@ IP Address: LAN port IP address.

@ Sub Net Mask: LAN port IP subnet mask.

@ DHCP Server: LAN port DHCP role - Server, Relay or None.

WAN

& IP WAN: Name of the WAN connection.

@ VPI/VCI: Virtual Path Identifier and Virtual Channel Identifier
@ Connection: Selects “Disconnected” or “Connected”

@ IP Address: WAN port IP address.

@ Net mask: WAN port IP subnet mask.

@ Gateway: The IP address of the default gateway.

Part Ethernet ADSL O Wireless O

Connected ! X i

@ Port Status : User can look up for your connected condition
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4.1.1 ARP Table

The router’s ARP (Address Resolution Protocol) Table shows the mapping of Internet (IP)
addresses to Ethernet (MAC) addresses. This is a quick way to determine the MAC address
of the network interface of your PCs to use with the router’s Firewall - MAC Address Filter
function. See the Firewall section of this manual for more information.

ARP Table
IP Address MAC Address Interface Static
192.168.1.22 00:16:36:16:EF:62 iplan Mo

@ IP Address: A list of IP addresses of devices on your LAN (Local Area Network).
@ MAC Address: MAC (Media Access Control) address for each device on your LAN.
@ Interface: The interface name (on the router) that this IP Address connects to.
@ Static: Static status of the ARP table entry:
“no” for dynamically-generated ARP table entries

“yes” for static ARP table entries added by the user
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4.1.2 Wireless Association

Wireless Association Table

Wireless client's MAC address and the corresponding IP address

IP Address MAC

@ IP Address: Itis IP Address of wireless client that join this network.

@ MAC: The MAC address of wireless client.

4.1.3 Routing Table

Routing Table

Routing Table

# Destination Metmask Gateway/Interface Cost

1 238265255 250 255 255 265,255 0.0.0.0diplan 1] Edit © Delete ©
2 192.165.1.0 2852552650 0.0.0.0diplan 1] Edit © Delete ©
Create

Static Route
Add Rule3

Destination
Metmask

Gateway Interface Please Select v

Cost D_

Routing Table:

@ #: Item number

@ Destination: IP address of the destination network.
@ Netmask: The destination netmask address.

@ Gateway/Interface: IP address of the gateway or existing interface that this route uses.
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@ Cost: The cost of transmission for routing purposes. The number need not be precise,
but it must be between 0 and 65535.

& Interface: Select the interface through which packets are forwarded.

4.1.4 DHCP Table

DHCP Table
Leased Table
IP Address MAC Address Client Host Mame Register Time

@ Leased: DHCP assigned IP addresses information.

@ IP Address: IP addresses of devices on your LAN (Local Area Network).

@ MAC Address: The MAC Address that you want to assign the fixed IP address
@ Client Host Name: Expired IP addresses information

@ Register Time: Register time information
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4.1.5 System Log

Display system logs accumulated up to the present time. You can trace historical information

with this function.

n H WBR-3470 116 WIRELESS ADSL2+ VoIP ROUTER

System Log

Current Time:Sat Jan 1 0.

40:54 2000

If you would like to save the log to 2 text file, right click here and select "Save Target As .."

Jan 1 00:00:09 syslog: O3 (16:11:22, Jan 31 Z007) ~
Jan 1 00:00:09 syslog: 176.53 MIPS

Jan 1 00:00:09 syslog:

Jan 1 00:00:09 syslog: TC3162 PCI interface initialize

Jan 1 00:00:09 syslog: Initializing RT netlink socket

Jan 1 00:00:09 syslog: wdt_init

Jan 1 00:00:09 syslog: TC3162 watchdog initialize at Interrupt 9

Jan 1 00:00:09 syslog: init ADSL status timer

Jan 1 00:00:09 syslog: Ethernet driver for TC316ZL2 wversion 1.0wac: 00:04:ed:4Z:ta:ca
Jan 1 00:00:09 syslog: on ethO (IRQ: 21), imac 00:04:ed:4Z2:6a:ca)

Jan 1 00:00:09 syslog: eth0: driver installation completed.

Jan 1 00:00:09 syslog: T3ARM: TC3162 ATM SAR driver 2.0.D3 init

Jan 1 00:00:09 syslog: TSARM: TC3162 ATM SAR driver 2.0.D3 done

Jan 1 00:00:09 syslog: TC3162 hardwmare watchdog module loaded.

Jan 1 00:00:09 syslog: te3le2 flash: probing le-bit flash bus

Jan 1 00:00:09 syslog: TC3162 nor-flash: Probing for AMD compatible flash...

Jan 1 00:00:09 syslog: TC3162 nor-flash: Found 1 x 4MiB MZIC MXZOLV3IZO0AEB at 0Ox0

Jan 1 00:00:09 syslog: create 7 flash partitions

Jan 1 00:00:09 syslog: ADSL DMT initialization starting

Jan 1 00:00:09 syslog: Begin AdslTaskInitc.....

Jan 1 00:00:09 syslog: End AdslTaskInit

Jan 1 00:00:09 syslog: Begin to recguest IRQ 18

Jan 1 00:00:09 syslog: DMT:Succeed to reguest IRQ 19

Jan 1 00:00:09 syslog: Initializing ADSL F/AW 3.5.18.0 ......

Jan 1 00:00:09 syslog: Initializing ADSL FAWGieieiis done “M w

SAVE CONFIG RESTART
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4.1.6 Security Log

This screen displays security log information. If a hacker attacks your server, he is isolated
by the firewall function and the router records related information. This helps you know

where the hacker comes from.

B WEBR-3470 116 WIRELESS ADSLZ2+ VolP ROUTER
ane

Security Log

Current Time:Sat Jan 1 02:46:47 2000

If you would like to save the log to 2 text file, right click here and select "Save Target As "

SAVE CONFIG RESTART
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4.1.7 VoIP Log

This screen displays VolIP log information. Any VoIP encountered by the router are logged to
this window.

470 116 WIRELESS ADSLZ2+ VOIP ROUTER

VolIP Log

Curren Sat Jan 102:43:38 2000

If you would like to sawe the log to a text file, right click here and select "Save Target As

Jan 1 00:00:41 WoIP: **% g9z pet_init *** A
Jan 1 00:00:46 WolIP: vp_SystemBeady:

Jan 1 00:00:46 WoIP: AISelftest Resnltst0000)

Jan 1 00:00:46 WoIP: *IMumber of Serviceable Chamnnels(1)

Jan 1 00:00:46 WoIP: *IMaximum Jitter{250)

Jan 1 00:00:46 ¥oIP: Al8oftware Version{0341.001C)

Jan 1 00:00:46 ¥oIF: *IHardware Version(1400.0401)

Jan 1 00:00:46 WolIP: **¥¥ paln sys_yleld #¥***

Jan 1 00:00:46 WolIP: vp_CapabilityResponse: »

SAVE CONFIG RESTART
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4.2 Quick Start

H WBR-3470 116 WIRELESS ADSLZ+ VoIP ROUTER

Quick Start BuiltIn Known Profile for IP TV / VOD applicationsiO
Encapsulation PPPoE LLC v
WPl g
WCl ki)

NAT (2] Enable ) Disable

Optional Settings

IP Address i

(0.0.0.0° means 'Obtain an IP address automatically)
SubnetMetrask |0.0.00
Default Gateway 0.0.0.0
Obtain DNS automatically Enahle
Primary DNS

Secondary DNS

Username

Pasgword

Apply

For detailed instructions on configuring WAN settings, see the WAN section of this manual.

The information you need for the Quick Start wizard to get you online are your login (often in
the form of username@ispname), your password, and the encapsulation type.

Your ISP can supply all the details you need. Alternatively, if you have deleted the current
WAN Connection in the WAN — ISP section of the interface, you can use the router’'s PVC
Scan feature to determine the Encapsulation types offered by your ISP.



Quick Start Built-In Known Profile for IP TV / VOD applicationsiB

Encapsulation PPPoE LLC w

WP g

Wl 135

MAT () Enable O Disable

IP Address D'D-'D'D }

(0.0.0.0° means ‘Obtain an IP address automatically’

SubnetMetmask 0000

Default Gateway |0.0.0.0
I

Cbtain DMS automatically [“]Enable

Frimary DNS

Secondary DNS

Username

Password

I Connection
@ Encapsulation: Select the encapsulation type your ISP uses or choose “Auto Scan”.

Auto Scan

Before you scan the PVCs, please DELETE all the WAN interfaces.
IP Address if provided by ISP
Gateway if provided by ISP

Start Cancel

Click Start to begin scanning for encapsulation types offered by your ISP. If the scan is
successful, you are presented with a list of supported options.

@ VCI: Enter the VCI assigned to you. This field may already be configured.

@ VPI: Enter the VPI assigned to you. This field may already be configured.

@ NAT: Select “Enabled” or “Disabled”.
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I Optional Setting

@ IP Address: Type your ISP assigned IP address in the IP Address text box.

@ Subnet Mask: Enter a subnet mask in dotted decimal notation.

@ Default Gateway: You must specify a gateway IP address (supplied by your ISP)

F DNS

@ Obtain DNS automatically: Select this check box to use DNS.

@ Primary DNS: Enter the IP addresses of the DNS servers. The DNS servers are passed
to the DHCP clients along with the IP address and the subnet mask.

@ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the subnet mask.

E PPP

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is usually in the format of
‘username@ispname” instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).
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4.3 Configuration

Click this item to access the following sub-items that configure the ADSL router: LAN, WAN,
System, Firewall, QoS, Virtual Server, Advanced and VolIP.
These functions are described in the following sections.

B WBR-3470 115 WIRELESS ADSLZ2+ VoIP ROUTER
ne

Status
Model Name WER-34708 11g Wireless ADSL2+ WolP Router
Host Marne (G WEBR-3470
Systern Up-Time 1 hour(s) 44 min(s)
Current Tirne |CI Sat Jan 1 01:44:01 2000
Hardware Yersion TRENDCHIP TC3162
Software ersion 1.34-a_sso_levelone
Bootrom “Wersion 1.08
MAC Address 00:04:ed:42:6a:ca
Home URL LevelOne
LAN
IP Address 13 192.168.1.2654
SubMetrmask 256.255.256.0
DHCP Server i3 DHCP Server Running
warne ________|
ipwan |G PPPoE LLC
WP VEL 8 /35
Connection Disconnected | Connect
Connected time so far
v




4.3.1 LAN (Local Area Network)

A Local Area Network (LAN) is a shared communication system to which many computers

are attached and is limited to the immediate area, usually the same building or floor of a
building.

There are four items within the LAN section: Ethernet, Wireless, Wireless Security and
DHCP Server.

F 4.3.1.1 Ethernet

Ethernet
IP Address 192.1658.1.254
SubnetMetmask 255.256.256.0

Secondary IP Address

The Secondary [P Address should be on the same subnet as the Primary IP Address and uses the same Subnet Mask.
IP Address '

The router supports two Ethernet IP addresses in the LAN, and two different LAN subnets
through which you can access the Internet at the same time. Users usually only have one

subnet in their LAN, so there is no need to configure a Secondary IP address. The default IP
address for the router is 192.168.1.254.

RIP: RIP v1, RIP v2, RIP v1+v2 and RIP v2 Multicast.

”07‘5‘ The Subnet mask of the Secondary |P Address depends on the setting
of the Primary IP Address.




E 4.3.1.2 Wireless

Wireless
WLAN service (G)Enable () Disable
Mode 802.11b+g +
ESSID levelone
Hide ESSID CiEnable () Disable
Regulation Domain Eum_pe v
Channel 1D :Cha_rjnel 12412 GHz) v
WALC Address 00:13:03:74:74:70
AP Version 1.0.4.0D
WOS Service (Enable ) Disable

1.Peer WDS MAC Address
2.Peer WD3S MAC Address
3.Peer WDS MAC Address
4.Peer WDS MAC Address

**WDS depends on the settings of main security encrption type. *

@ Mode: 802.11b + g (Mixed mode), 802.11b and 802.11g. The factory default is 802.11b +
g.
@ ESSID: Enter the unique ID given to the Access Point (AP), which is already built-in to the

router’s wireless interface. To connect to this device, your wireless clients must have the
same ESSID as the device.

@ Regulation Domain: There are five Regulation Domains for you to choose from,
including North America (N.America), Europe, France, etc. The Channel ID will be
different based on this setting.

@ Channel ID: Select the ID channel that you would like to use.
@ MAC Address: The AP’'s MAC Address

@ AP Version: The Access Point firmware version.

Wireless Distribution System (WDS)

It is a wireless access point mode that enables wireless link and communication with other
access point. It is easy to be installed simply define peer's MAC address of the connected
AP. WDS takes advantages of cost saving and flexibility which no extra wireless client
device is required to bridge between two access points and extending an existing wired or
wireless infrastructure network to create a larger network.
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In addition, WDS enhances its link connection security in WEP mode, WEP key encryption
must be the same for both access points.

@ WDS Service: The default setting is Disable. Check Enable radio button to activate this
function.

@ Peer WDS MAC Address: It is the associated AP’s MAC Address. It is important that
your peer’s AP must include your MAC address in order to acknowledge and communicate
with each other. (Note: For MAC Address, Semicolon ( : ) must be included)

F 4.3.1.3 Wireless Security
You can disable or enable with WPA or WEP for protecting wireless network.

The default mode of wireless security is disabled.

Wireless Security

Security Mode ' Disable v

Apply Cancel

@ WPA Pre-Shared Key

Wireless Security

Security Mode WPA Pre-Shared Key v
WP A, Algorithm TIP
WPA Shared Key 0000000000

Group Key Renewsal 3600 |Seconds

@ WPA Algorithms: TKIP (Temporal Key Integrity Protocol) utilizes a stronger encryption
method and incorporates Message Integrity Code (MIC) to provide protection against
hackers.

@ WPA Shared Key: The key for network authentication. The input format is in character
style and key size should be in the range between 8 and 63 characters.

@ Group Key Renewal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP).

@ Hide ESSID: User can select Enable or Disable to hide ESSID.



@ WPA2 Pre-Shared Key

Wireless Security

Parameters

=ecurity Mode WRAZ Pre-Shared Key #

WPAZ Algarithrm TKIF '+

WRAZ Shared Key |000A000a00

Group Key Henewal 3600 _.Secunds
[Apply] [ Cancel ]

@ WPA2 Algorithms: TKIP (Temporal Key Integrity Protocol) utilizes a stronger encryption
method and incorporates Message Integrity Code (MIC) to provide protection against
hackers.

@ WPA2 Shared Key: The key for network authentication. The input format is in character
style and key size should be in the range between 8 and 63 characters.

@ Group Key Renewal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP).

< WEP

Wireless Security

Security Mode WWEP b

WWEP Authentication ' Upen =ystemy

WEP Encryption HEX v ©WEPBs OWEP128

Default Used WEP Key O e e e

Key 1 | 0000000000

Key 2 0000000000

Key 3 0000000000

Key 4 0000000000

Passphrase ' .. Generate Key

Cancel

@ WEP Encryption: To prevent unauthorized wireless stations from accessing data
transmitted over the network, the router offers highly secure data encryption, known as WEP.
If you require high security for transmissions, there are two alternatives to select from: WEP
64 and WEP 128. WEP 128 will offer increased security over WEP 64.
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@ Passphrase: This is used to generate WEP keys automatically based upon the input
string and a pre-defined algorithm in WEP64 or WEP128. You can input the same string in
both the AP and Client card settings to generate the same WEP keys. Please note that you
do not have to enter Key (1-4) as below when the Passphrase is enabled..

@ Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission,
the WEP Encryption Key values on all wireless stations must be the same as the router.
There are four keys for your selection. The input format is in HEX style, 5 and 13 HEX codes
are required for WEP64 and WEP128 respectively, the separator is “-“. For example, using
WEP64, 11-22-33-44-55 is a valid key, whilst 1122334455 is invalid.

& Hide ESSID: User can select Enable or Disable to hide ESSID.
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E 4.3.1.4 DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or
enable the router’'s DHCP relay functions. The DHCP protocol allows your router to
dynamically assign IP addresses to PCs on your network if they are configured to obtain IP
addresses automatically.

DHCP Server
() Digahle
DHCF Server Mode ($)DHCP Server

() DHCF Relay Agent

Mesxt

DHCP Server Status

Status OHCF Server Running

Subnet Walue 192.168.1.0

SubnetMetmask 255.255.255.0

Daomain Mame home. gateway

DMS Server 192.168.1.254
Maximum/Default Lease Time 86400 / 43200 seconds

IP Range 192.168.1.100 - 152.168.1.199

To disable the router’'s DHCP Server, check Disabled and click Next then click Apply.
When the DHCP Server is disabled you need to manually assign a fixed IP address to each
PC on your network, and set the default gateway for each PC to the IP address of the router
(the default is 192.168.1.254).

DHCP

Disable server and relay agent

The DHCP server and relay agent will be disabled.

To configure the router’s DHCP Server, check DHCP Server and click Next. You can then
configure parameters of the DHCP Server including the IP pool (starting IP address and
ending IP address to be allocated to PCs on your network), lease time for each assigned IP
address (the period of time the IP address assigned will be valid), DNS IP address and the
gateway IP address. These details are sent to the DHCP client (i.e. your PC) when it
requests an |IP address from the DHCP server. Click Apply to enable this function. If you
check “Use Router as a DNS Server”, the ADSL Router performs the domain name lookup,
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finds the IP address from the outside network automatically and forwards it back to the
requesting PC in the LAN (your Local Area Network).

DHCP SERVER

Parameters
Domain Name home. gateway '
Use Router as DNS Server

Primary DNS Server Address
Secondary DNS Server Address

Default Lease Time 43200 iseconds
Maximum Lease Time :BEJDD :Secunds
Range Start 192.168.1.100 '

Range End j192.158.1.1_99

TFTP Server Mame({Option B6)

Specify fixed Mac Address Mapping to fixed IP Address (optional)

**Please note that the IP Address can only be set within the IP Range Start and |P Range End specified above in the DHCP
SERVER Paremeters

Host Mame AL Address IP Address

If you check DHCP Relay Agent and click Next then you must enter the |P address of the
DHCP server which assigns an IP address back to the DHCP client in the LAN. Use this
function only if advised to do so by your network administrator or ISP. Click Apply to enable
this function.

DHCP Relay

DOHCF Relay Server -

Cancel
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4.3.2 WAN (Wide Area Network)

A WAN (Wide Area Network) is an outside connection to another network or the Internet.
There are three items within the WAN section: ISP, DNS and ADSL.

F 43.21ISP

The factory default is PPPoE. If your ISP uses this access protocol, click Edit to input other
parameters as below. If your ISP does not use PPPOE, you can change the default WAN
connection entry by clicking Change.

A simpler alternative is to select Quick Start from the main menu on the left. See the Quick
Start section of the manual for more information.

Main WAN Connection

Main WAN Connection Configuration

Marne Description Creator WPl Wl

PPPaE Routed PPPaE admin a 35 Edit © Change 3
Changing wan service will save your configuration to flash and immediately restart the router.

Other WAN Bridge Connection

Bridged WAN connection List

Name Description Creator PRI Wl

Create

Built-in Known Profile for IP TV / VOD applications
0: Standard Default; Auto PYWC WAN-DHCP, LAN MNAT -DHCP b

Changing IP T £ %00 type will save your configuration to flash and immediately restart the router.



& RFC 1483 Routed Connections

WAN Connection

RFC 1483 Routed

Description 1483_Routed_mode
WP I

Vel 35

AT ()Enatle O Disable
Encapsulation Method e Bridged v

(3 Dbtain an IP address automatically via DHCP client
() Use the following IP address

IP Assignment IP Address
Metrmask

Gatewsay

@ Description: Your description of this connection.
@ VPI and VCI: Enter the information provided by your ISP,

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing the single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

@ Encapsulation method: Select the encapsulation format, the default is LLC Bridged.
Select the one provided by your ISP.

@ DHCP client: Enable or disable the DHCP client, specify if the router can get an IP
address from the Internet Service Provider (ISP) automatically or not.

@ Obtain an IP address automatically via DHCP client to enable the DHCP client
function or click Specify an IP address to disable the DHCP client function, and specify the IP
address manually. The setting of this item is specified by your ISP.

& PPPoA Routed Connections

PPPoA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AALS). It provides
access control and billing functionality in a manner similar to dial-up services using PPP.
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WAN Connection

PPPoA Routed

Description FFPoA

WP g

] 3

Encapsulation Method | Wehdux v

AT () Enatle O Disable
lsermame

Password .

RS (%%%?D.'_means.'[]htain an IP address automatically’)
Authentication Protocol Auto ¥

Connection Alwrays On

MTU 1472

@ Description: User-definable name for the connection.
@ VPI/VCI: Enter the information provided by your ISP.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single IP account, sharing a single IP address. If users on your LAN have
public IP addresses and can access the Internet directly, the NAT function can be disabled.

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Authentication Protocol Type: Default is Chap (Auto). Your ISP advises you whether
to use Chap or Pap.

@ Connection: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.

@ RIP: RIP v1, RIP v2, RIP v1+v2 and RIP v2 Multicast.

@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
media-specific headers) that the IP attempts to send through the interface.
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& PPPoE Routed Connections
PPPoE (PPP over Ethernet) provides access control in a manner similar to dial-up services

using PPP.

WAN Connection

PPPoE Routed

Description |PPFoE

R g

W 35

Encapsulation Method LLC M

MAT (&) Enable O Disable

Usernarmne
Pasgword

Service Name

0.0.0.0

IP Address =i i - _
(0.0.0.0° means ‘Obtain an [P address automatically)

Authentication Protocol Auto ¥

Connection Always On b

[dle Tirneout minutes

MTU 1472 '

PPPoE Relay [C]Enable

Apply | | Cancel

@ Description: A user-definable name for this connection.

@ VPI/VCI: Enter the information provided by your ISP.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access the
Internet through a single ISP account, sharing a single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

@ Service Name: This item is for identification purposes. If it is required, your ISP provides
you the information. Maximum input is 20 alphanumeric characters.

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Authentication Protocol: Default is Chap. Your ISP advises on using Chap or Pap.

@ Connection:
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© Always on: If you want the router to establish a PPPoE session when starting up
and to automatically re-establish the PPPoE session when disconnected by the ISP.

© Connect to Demand: If you want to establish a PPPoE session only when there is a
packet requesting access to the Internet (i.e. when a program on your computer
attempts to access the Internet).

@ Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity
on the line for a predetermined period of time.

@ RIP: RIP v1, RIP v2, RIP v1+v2 and RIP v2 Multicast.

@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
media-specific headers) an IP attempts to send through the interface.
& RFC 1483 Bridged Connections

WAN Connection

RFC 1483 Bridged

Description |1483_Bridged_rmode
WPl 8

Vel ED

Encapsulation Method LLC Elri_d_ged- »

Apply

@ Description: A user-definable name for this connection.

e

VPI/VCI: Enter the information provided by your ISP.

@ Encapsulation method: Select the encapsulation format, this is provided by your ISP.
& Other WAN Bridge Connection

Other WAN Bridge Connection

Bridged WAN connection List

Marme Description Creator WPl WGl

Create 3
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WAN Bridge Connection

RFC 1483 Bridged

Description 14583 _Bridge _mode
Using Zame PV as existing WAN connection Mo i
WP |0
W 101
Encapsulation Method (LLC Bridged b
I Create ] [ Cancel ]

@ Description: A user-definable name for this connection.
@ Using Same PVC as existing WAN connection: As the title descript it.
@ VPI/VCI: Enter the information provided by your ISP.
@ Encapsulation method: Select the encapsulation format, this is provided by your ISP.
E 4.3.2.2 DNS
DNS
Obtain DMS Automatically [“]Enable
Primary DNS

Secondary DNS

Apply

A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. On the Internet, every host has a unique and user-friendly name (domain name)
such as www.level1.com and an IP address. An IP address is a 32-bit number in the form of
XXX XXX.XXX. XXX, for example 192.168.1.254. You can think of an IP address as a telephone
number for devices on the Internet, and the DNS allows you to find the telephone number for
any particular domain name. Since an IP Address is hard to remember, the DNS converts
the friendly name into its equivalent IP Address.

You can obtain a Domain Name System (DNS) IP address automatically if your ISP has
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provided it when you logon. Usually when you choose PPPoE or PPPoA as your WAN - ISP
protocol, the ISP provides the DNS IP address automatically. You may leave the
configuration field blank. Alternatively, your ISP may provide you with an IP address of their
DNS. If this is the case, you must enter the DNS IP address.

If you choose one of the other protocols, RFC1483 Routed or Bridged, check with your ISP,
as it may provide you with an IP address for their DNS server. You must enter the DNS IP
address if you set the DNS Server address on your PC to the LAN IP address of this router.

E 43.2.3 ADSL

ADSL
ADSL Mode | Annex B »
Modulatar ADSL Multimode v
D3R Firmwareyersion DMT Fwier: 35.18.0 B TC, HwierT14F7 1.0
DT Status Digven
Operational Mode e
Upstream 0 kbps
Diownstrearm 0 kbps
Moise Margin (Upstream) MiA (ADSL is not UF)
Moise Margin (Downstream) MiA (ADEL is not UF)
Attenuation (Upstream) M (ADSL is nat UF)
Attenuation (Downstream) MiA (ADSL is not UF)

@ ADSL Mode: There are four modes for WBR-3470A “Open Annex Type and Follow
DSLAM’s Setting”, "Annex A Only”, "Annex L Only” and "Annex M Only” that user can
select for this connection.

Note: For Annex B, There is only one operation mode as “Annex B”

@ Modulator: There are four modes “AUTO”,”ADSL multimode”,”ADSL2"and”ADSL2+"
that user can select for this connection.

@ DSP Firmware Version: DSP code version

@ DMT Status: DMT Status

@ Operational Mode: To show the state when user select “AUTO” on connect mode.

@ Upstream: Upstream rate

@ Downstream: Downstream rate
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4.3.3 System

There are six items within the System section: Time Zone, Remote Access, Firmware
Upgrade, Backup/Restore, Restart and User Management.

F 4.3.3.1 Time Zone

Time Zone
Tirme Zane (&) Enable O Disable
Local Tirme Zone (+GMT Time) (GMT)Greenwich Mean Time hd
192,43 24418 |[126 136 140 44 '
SNTF Server IP Address — - | ————
[1296.15.29 [[131.107.1.10
Daylight Saving [“l&utomatic

Resync Period 1440 minutes

W

The router does not have a real time clock on board; instead, it uses the Simple Network
Time Protocol (SNTP) to get the current time from an SNTP server outside your network.
Choose your local time zone, click Enable and click the Apply button. After a successful
connection to the Internet, the router retrieves the correct local time from the SNTP server
you have specified. If you prefer to specify an SNTP server other than those in the
drop-down list, simply enter its IP address as shown above. Your ISP may provide an SNTP
server for you to use.

Resync Period (in minutes) is the periodic interval the router waits before it resynchronizes
the router’s time with that of the specified SNTP server. To avoid unnecessarily increasing
the load on your specified SNTP server you should keep the poll interval as high as
possible — at the absolute minimum every few hours or even days.
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E 4.3.3.2 Remote Access

Remote Access
Remote Access Contral (JEnable () Disable

Allowed Access IP Address Range ftomm to

To temporarily permit remote administration of the router (i.e. from outside your LAN), select
a time period the router permits remote access for and click Enable. You may change other
configuration options for the web administration interface using Device Management
options in the Advanced section of the GUI.

B 4.3.3.3 Firmware Upgrade

Your router’s “firmware” is the software that allows it to operate and provides all its
functionality. Think of your router as a dedicated computer, and the firmware as the software
it runs. Over time this software may be improved and modified. Your router allows you to
upgrade the software it runs to take advantage of these changes.

Clicking on Browse allows you to select the new firmware image file you have downloaded
to your PC. Once the correct file is selected, click Upgrade to update the firmware in your
router.

Firmware Upgrade

You may upgrade the system software on your network device
After upgrading,let your router restart with current settings or factory default settings

(&) Factory Default Settings

Restart Router with
) Current Settings

Mew Firmweare Image Browse...

I Upgrade ] [ Cancel]

@ Restart Router with: To choose “Factory Default Setting” or “Current Settings” that
user want.

@ New Firmware Image: Type in the location of the file you wish to upload in this field or
click Browse ... to find it.

@ Browse...: Click Browse... to find the .afw file you wish to upload. Remember that you
must decompress compressed (.zip) files before you can upload them.
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@ Upgrade: Click upgrade to begin the upload process. This process may take up to two
minutes.

4 )

DO NOT power down the router or interrupt the firmware upgrade while it
is still in process. Improper operation may damage the router. Please see
section 2.4 for emergency recovery procedures.

\_ J

E 4.3.3.4 Backup / Restore

Backup/Restore

Allows you to backup the configuration settings to your computer,

or restore configuration from your computer.

Backup Confiquration

Backup configuration to your computer.

Backup
Restore Configuration
Configuration File _

"Restore” will overwrite the current configuration and restart the device. If you want to keep the current configuration, please vse
"Backup" first to save current canfiguration.

Restore

These functions allow you to save and backup your router’s current settings to a file on your
PC, or to restore a previously saved backup. This is useful if you wish to experiment with
different settings, knowing that you have a backup handy in the case of any mistakes. It is
advisable to backup your router’s settings before making any significant changes to your
router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also
change the name of the file when saving if you wish to keep multiple backups.

Press Browse to select a file from your PC to restore. You should only restore settings files
that have been generated by the Backup function, and that were created when using the
current version of the router’s firmware. Settings files saved to your PC should not be
manually edited in any way.

Select the settings files you wish to use, and press Restore to load those settings into the
router.
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E 4.3.3.5 Restart Router
Click Restart with option Current Settings to reboot your router and restore your last saved

configuration.

Restart

After restarting. Please wait for several seconds to let the system

() Save Config to FLASH
Restart Router with () Current Settings
(O Factory Default Settings

[ Restart ] I Cancel l

If you wish to restart the router using the factory default settings (for example, after a
firmware upgrade or if you have saved an incorrect configuration), select Factory Default
Settings to reset to factory default settings.

You may also reset your router to factory settings by pressing in the small Reset pinhole
button on the back of your router for 10-12 seconds while the router is turned on.

F 4.3.3.6 User Management

User Management

Current Defined Users

Yalid User
True adrmin Edit
Createill

To prevent unauthorized access to your router’s configuration interface, all users are
required to login with a password. You can set up multiple user accounts, each with their own
password.

You are able to Edit existing users and Create new users who are able to access the
device’s configuration interface. Once you have clicked on Edit, you are shown the following
options:
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User Management

Usernarme admin
Password T
Yalid True

You can change the user’s password, whether their account is active and Valid, as well as
add a comment to each user account. These options are the same when creating a user
account, with the exception that once created you cannot change the username. You cannot
delete the default admin account; however you can delete any other created accounts by
clicking Cancel when editing the user.

You are strongly advised to change the password on the default “admin” account when you
receive your router, and any time you reset your configuration to Factory Defaults.
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4.3.4 Firewall

Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet
access from your LAN, as well as helping to prevent attacks from hackers. In addition to this,
when using NAT (Network Address Translation) the router acts as a “natural” Internet
firewall, since all PCs on your LAN use private IP addresses that cannot be directly
accessed from the Internet. See the WAN configuration section for more details on NAT.

Firewall: Prevents access from outside your network. The router provides three levels of
security support:

NAT natural firewall: This masks LAN users’ IP addresses, which are invisible to outside
users on the Internet, making it much more difficult for a hacker to target a machine on your
network. This natural firewall is on when the NAT function is enabled.

-

~N

”07'5' When using Virtual Servers (port forwarding) your PCs are exposed to the
degree specified in your Virtual Server settings provided the ports specified

are opened in your firewall packet filter settings.

\_

J

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules
prevent unauthorized computers or applications accessing your local network from the
Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent, and log malicious
attacks.

MAC Filter rules: Prevents unauthorized computers accessing the Internet.

URL Filter: Blocks PCs on your local network from unwanted websites.

A detailed explanation of each of the following five items appears in the Firewall section
below: Packet Filter, MAC Address Filter, Intrusion detection, Block WAN Request and
URL Filter.
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E 4.3.4.1 Packet Filter

Packet filtering enables you to configure your router to block specified internal/external
users (IP address) from Internet access, or you can disable specific service requests (Port
number) to /from Internet. This configuration program allows you to set up to 6 different filter
rules for different users based on their IP addresses or their network Port number. The
relationship among all filters is “or” operation, which means that the router checks these
different filter rules one by one, starting from the first rule. As long as one of the rules is
satisfied, the specified action is taken.

Packet Filter

Default Rules

Parameters

Mame Application Type Active Flaw Packet Type Action Lag Schedule Time

Default Rues Drop mode cannot be enabled without any niles. Doing so cowld block alf access to the Internst.

Apply | | Cancel |

@ Add: Click this button to add a new packet filter rule and the next figure appears.
@ Edit: Check the Rule No. you wish to edit, and then click “Edit”.
@ Delete: Check the Rule No. you wish to delete, and then click “Delete”.

Packet Filter (Application Based)

TR hHTrjP Client (port 80) ¥ [fou may select a predefined packet filtering profile for 3 wellknown application
Bre,

Marne APPL1
Artive Yes W
Actian
Log Mo % When | Drop b
Matched
Local Machine 1Ps from to |
Remaote Machine T
IPs fiom o
) Always
Schedule Time O Bchedule fram {05 %00 %o 18 %[00 v

(1 Sun OO0 Mon O Tue O Wed [ Thu [ Fri O] Sat

@ Application: User can choose they want.

@ ® Outgoing ® Incoming: Determine whether the rule is for outgoing packets or for
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incoming packets.
@ Active: Choose “Yes” to enable the rule, or choose “No” to disable the rule.
@ Packet Type: Specify the packet type (TCP, UDP, ICMP or any) that the rule applies to.

Select TCP if you wish to search for the connection-based application service on the remote
server using the port number. Or select UDP if you want to search for the connectionless
application service on the remote server using the port number.

@ Log: Choose “Yes” if you wish to generate logs when the filer rule is applied to a packet.
@ Action When Matched: If a packet matches this filter rule, Forward or Drop this packet.
@ Source IP Address: Enter the incoming or outgoing packet’s source IP address(es).

@ Source Port: Check the TCP or UDP packet’s source port number(s).

@ Destination IP Address: Enter the incoming or outgoing packet's destination IP
address(es).

@ Destination Port: Check the TCP or UDP packet's destination port number(s).

@ Schedule time: User can setup the time to use the packet filter.

/ If the DHCP server option is enabled, you must be very careful in assigning\
IP addresses of a filtered private IP range to avoid conflicts because you do
not know which PC in the LAN is assigned which IP address. The easiest
and safest way is that the filtered IP address is assigned to a specific PC
that is not allowed to access an outside resource such as the Internet. You

Attention configure the filtered IP address manually for this PC, but it stays in the

k same subnet with the router. /
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B 4.3.4.2 Ethernet MAC Filter
A Ethernet MAC (Media Access Control) address is the unique network hardware identifier
for each PC on your network’s interface (i.e. its Network Interface Card or Ethernet card).
Using your router’s MAC Address Filter function, you can configure the switch to only accept
traffic from specified machines, or else to block specific machines from accessing your LAN.

There are no pre-defined MAC address filter rules; you can add the filter rules to meet your
requirements.

Ethernet MAC Filter

Default Rules

Parameters

Rule Mo Active Action Log MAC Address

Add [l Edit |8 Delete

Apply [ | Cancel

MAC Filter
Rule 1
Active Yas ¥
Action YWhen Matched Drap b
Laog Yes
Mac Address Candidates ©

[ Return ] [ Cancel ]

@ Active: Select Yes from the drop down list box to enable MAC address filtering.

@ Action When Matched: Select “Drop” or “Forward”.

@ Log: Choose “Yes” if you wish to generate logs when the filer rule is applied to a packet.
@ MAC Address: Enter the MAC addresses you wish to manage.

@ Candidates: it automatically detects devices connected to the router through the
Ethernet.



Active PC in LAN

MALC IP Address
(00:16:35:15:EF B2 192.168.1.22

&] Done & Internst

55



E 4.3.4.3 Wireless MAC Filter

The MAC Address supports up to 30 wireless network machines and helps you to manage
your network control to accept traffic from specific authorized machines or to restrict
unwanted machine(s) to access your LAN.

There are no pre-define MAC Address filter rules; you can add the filter rules to meet your
requirements

Wireless MAC Filter

Default Rules

Parameters

Rule Mo, Active Action Log MAC Address

Add @Edit @ Delete

MAC Filter
Rule 1
Active Yes [
Action When Matched Drop v
Log Yas (¥
Mac Address ! | Candidates ©

[ Return ] [ Cancel ]

@ Active: Select Yes from the drop down list box to enable MAC address filtering.

@ Action When Matched: Select “Drop” or “Forward”.

@ Log: Choose “Yes” if you wish to generate logs when the filer rule is applied to a packet.
@ MAC Address: Enter the MAC addresses you wish to manage.

@ Candidates: it automatically detects devices connected to the router through the
Ethernet.



E 4.3.4.4 Intrusion Detection

Check “Enable” if you wish to detect intruders accessing your computer without permission.
The router automatically detects and blocks a DoS (Denial of Service) attack if a user
enables this function. This kind of attack is not to access confidential data on the network;
instead, it aims to disrupt specific equipment or the entire network. If this happens, users are
not able to access network resources.

Intrusion Detection

Intrusion Detection (+) Enahle O Disable
Alert Mail =]
Alert Mail Time minutes

Your E-mailibust be xox@yyy. z22)
Recipient's E-mailihMust be xoa@yyy.zzz)
SMTP server

Cancel

@ Intrusion Detection: Check “Enable” if you wish to detect intruders accessing your
computer without permission.

@ Alert Mail: Select this check box to use Alert Mail.
@ Alert Mail Time: Set the time for receiving Alert mail.
@ Your E-Mail: Set your email address.

@ Recipient’s E-mail: Set the Recipient’s email address to which the E-<mail notification is
sent.

@ SMTP server: Set the SMTP (mail) server address.
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E 4.3.4.5 Block WAN Request

Check “Enable” if you wish to exclude outside PING requests from reaching this router.

Block WAN Request

Block YWAN Reguest (' Enable ) Disable

Apply

F 4.3.4.6 URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.level1l.com or
http://www.example.com) filter rules allow you to prevent users on your network from
accessing particular websites from their URL. There are no pre-defined URL filter rules; you
can add filter rules to meet your requirements.

URL Filter
PC IPs
Rule Mo. Active : Block Mode Keywords Filtering Domaing Filtering Restrict URL Features
Tarn to
URL Filter
Rule 1 Active [Yes w
PC IP Address Range
fram | to _.
(&) Always Block
Elack Made ) Block fram {08 (%100 wifta| 16 ¥ |00 ¥

[ Sun [0 Man O Tue [ Wed [ Thu [ Fri [ Sat

keywords Filtering [] Enahle | Details
Domains Filtering [] Enahle

[] Block Java Applet
[] Block Activex

[ Block Cookies
[] Block Proxy

Restrict URL Features

Return Cancel |

@ Active: Select Yes from the drop down list box to enable or disable the URL Filter feature.
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http://www.billion.com/
http://www.example.com/

@ Always Block: Select to always check URL filter rules (i.e. at all hours of the day).
@ Block from: Specify the time period to check URL filter rules (e.g. during work hours).

@ Keywords Filtering: Allows blocking by specific keywords within a particular URL rather
than having to specify a complete URL (e.g. to block any image called “advertisement.gif”).
When enabled, your specified keywords list is checked to see if any keywords are present in
URLSs accessed to determine if the connection attempt should be blocked. Note that the URL
filter blocks web browser (HTTP) connection attempts using port 80 only.

For example, the URL http://www.abc.com/abcde.html would be dropped since the keyword
“abcde” occurs in the URL.

Keywords Filtering

Keyward
Apply
Block WEB URLs which contain these keywords

Marme Keyward

@ Domains Filtering: Checks the domain name in URLs accessed against your list of
domains to block or allow. If it matches, the URL request is sent (Trusted) or dropped
(Forbidden). The checking procedure is:

1. Check the domain in the URL to determine if it is in the trusted list. If yes, the connection
attempt is sent to the remote web server.

2. If not, it is checked with the forbidden list. If present, the connection attempt is dropped.
3. If the packet matches neither of the above, it is sent to the remote web server.

4. Please note that only the domain is specified, not the full URL. For example to block
traffic to www.sex.com, enter “sex” or “sex.com” instead of “www.sex.com”. In the

example below, the URL request for www.abc.com is sent to the remote web server
because it is listed in the trusted list, while the URL request for www.sex or www.sex.com
is dropped because sex.com is in the forbidden list.
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http://www.abc.com/abcde.html
http://www.sex.com/
http://www.abc.com/
http://www.sex/
http://www.sex.com/

Domains Filtering

Dormain Mame
Apply
Forbidden Domains

Marne Darnain

Returm

@ Restrict URL Features
© Block Java Applet: Blocks Web content which includes the Java Applet to prevent
someone who wants to damage your system via the standard HT TP protocol.

® Block ActiveX: Blocks ActiveX
®© Block Cookies: Blocks Cookies

© Block Proxy: Blocks Proxy
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4.3.5 QoS (Quality of Service)

Quality of Service Introduction

If you’ve ever found your ‘net’ speed has slowed to a crawl because another family member
is using a P2P file sharing program, you’ll understand why the Quality of Service features in
LevelOne’s routers is such a breakthrough for home users and office users.

QoS: Keeping Your Net Connection Fast and Responsive

Configurable by source IP address, destination IP address, protocol, and port, the Quality of
Service (QoS) gives you full control over which types of outgoing data traffic should be given
priority by the router, ensuring bandwidth-consumption data like gaming packets,
latency-sensitive application like voice, or even mission critical files, move through the router
at lightning speed, even under heavy load. You can throttle the speed at which different
types of outgoing data pass through the router. In addition, you can simply change the
priority of different types of upload data and let the router sort out the actual speeds.

QoS Setup

Please choose the QoS in the Configuration item of the left window as depicted below.

‘.
=]
w

Maximum ISP Bandwidth

Type: | AutofADSL Sync. Rate) v Upstrearn(LAN-=4WAaN): |Kbps  Downstream(¥Wahl-=LAN): Kbps
QoS Rule List

Application Time Schedule Direction Agzigned Bandwidth Ratio
Non-Assigned Bandwidth Ratio

b

Rate Type: Fixed (_Ma}{imum_) LAMN to WAN - 100% WYAR to LAN : 100%

e

After clicking the QoS item, you can Add/Edit/Delete a QoS policy. This page will show the
brief information for policies you have added or edited. This page will also display the total
available (Non-assigned) bandwidth, in percentage, can be assigned.



QoS

Maximum ISP Bandwidth

Upstream(LAN-=YWAN): DownstreamWAN->LAN):

| Auto{ADSL Sync. Rate) v
Type: | Autol ync. Rate) Kbps _ |k

QoS Rule List
Application oty Direction Assigned Bandwidth Ratio
PR Schedule d
O APPL1 Always On LAMN to VAN 20% Fixed Rate
=) APPL2 Always On LAN to WWAN 40% Fixed Rate
Non-Assigned Bandwidth Ratio
ate 1ype. LAM to WWAN ; 40% AN to LAN  100%
Fixed (Maxirmum) b L : 1 :

Add | Edit | Delete

IApply] [ Cancel ]

@ Application: A name that identifies an existing policy.

@ Time Schedule: Scheduling your QoS policy to be applied.

@ Direction: The traffic flow direction to be controlled by the QoS policy.
There are two settings to be provided in the Router:

© LAN to WAN: You want to control the traffic flow from the local network to the outside
world. E.g., you have a FTP server inside the local network and you want to have a limited
traffic rate controlled by the QoS policy. So, you need to add a policy with LAN to WAN
direction setting.

© WAN to LAN: Control Traffic flow from the WAN to LAN. The connection maybe either
issued from LAN to WAN or WAN to LAN.)

@ Assigned Bandwidth Ratio: This field shows the assigned bandwidth ratio in
percentage for a QOS policy. If WAN connection to internet is established, the estimated
transfer rate will be shown in kbps. You may specify a fixed transfer rate or Minimum
Guaranteed Rate with priority for non-used bandwidth.

Non-Assigned Bandwidth Ratio: This field shows the available bandwidth ratio, for LAN to
WAN and WAN to LAN, that has not yet assigned.

: Press this button to add a new QoS policy.

: Before using these buttons to edit or delete a policy, please select one policy



, , _ O WolP
you want to edit/delete from the radio option

Apnpl
: After you have configured the policies, you can press this button to apply the

configuration. If you want to make the change persistent in flash, choose

Save Config to Flash

in the left windows to save it into flash.

When you press or buttons described above, the following page will show up in

your browser. You can use it to define a QoS policy.

QoS
Controlled Traffic Flow GILAN to WéAN O WARN to LAN
Application APPL
Packet Type :Any |
Assignsd Dats Rate Rate Type: _F_i_}{eg:l (Ma}{imum_) v S I Priority for Mon-used Bandwidth:
ok Disabled v
Local Machine IPs fram to
Remote Machine IPs from - | tu:
Local Application Paorts fraom to
Remote Application Ports frorm | | tD.
& Always
Schedule Time i Schedule from s "DD ".tajﬁf@ ":: D:D s

O] Sun [ Mon [0 Tue [ Wed [ Thu [0 Fri [ Sat

@ Controlled Traffic Flow: Specify the traffic flow you want to control. For GRE protocol,
there is no need to specify the IP addresses or Application ports in this page. For other
protocols, at least one value shall be given.

@ Packet type: The packet type will be controlled. For GRE protocol, there is no need to
specify the IP addresses or Application ports in this page. For other protocols, at least one
value shall be given.

© ANY: No specified protocol type is specified.
®© TCP

©®© UDP

® ICMP

© GRE: For PPTP VPN Connections.
@ Assigned Data rate: Assign the data ratio for this policy to be controlled. For examples,
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we want to only allow 20% of the total data transfer rate for the LAN-to-WAN direction to be
used for FTP server. Then we can specify here with data ratio = 20. If you have ADSL LINE
with 256K/bps.rate, the estimated data rate, in kbps, for this rule is 20%*256*0.9 = 46kbps.
(For 0.9 is an estimated factor for the effective data transfer rate for a ADSL LINE from LAN
to WAN. For WAN-to-LAN, it is 0.85 to 0.8).

@ Data Ratio: percentage for the data rate to be controlled by this policy. As above FTP
server examples, it is 20.

@ Rate Type: We provide 2 types here:.

© Fixed (Maximum): specify a fixed data rate for this policy. It also is the maximal rate for
this policy. As above FTP server example, you may want to “throttle” the outgoing FTP
speed to 20% of 256K and limit to it, you may use this type.

© Guaranteed (Minimum): specify a minimal data rate for this policy. For example, you
want to provide a guaranteed data rate for your outside customers to access your internal
FTP server with, say at least, 20% of your total bandwidth. You can use this type. Then, if
there is available bandwidth that is not used, it will be given to this policy by following priority
assignment.

@ Priority for Non-used Bandwidth: Specify the priority for the bandwidth that is not used.
For examples, you may specify two different QoS policies for different applications. Both
applications need a minimal bandwidth and need more bandwidth, beside the assigned one,
if there is any available/non-used one available. So, you may specify which application can
have higher priority to acquire the non-used bandwidth.

® High
© Normal: The default is normal priority.
© Low

For the sample priority assignment for different policies, it is saved in a First-In-First-Out
way.

@ DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS
byte. DSCP Marking allows users to classify traffic based on DSCP value and send packets
to next Router.

DSCP Mapping Table

Disabled None

Best Effort Best Effort (000000)

64



Premium Express Forwarding (101110)
Gold service (L) Class 1, Gold (001010)
Gold service (M) Class 1, Silver (001100)
Gold service (H) Class 1, Bronze (001110)
Silver service (L) Class 2, Gold (010010)
Silver service (M) Class 2, Silver (010100)
Silver service (H) Class 2, Bronze (010110)
Bronze service (L) Class 3, Gold (011010)

Bronze service (M) Class 3, Silver (011100)
Bronze service (H) Class 3, Bronze (011110)

@ Local Machine IPs: The IP address values for Local LAN machines you want to control.
(For IP packets from LAN to WAN, it is the source IP address. For IP packages from WAN to
LAN, it is the destination IP address.)

@ Remote Machine IPs: The IP address values for Remote WAN machines you want to
control. (For IP packets from LAN to WAN, it is the destination IP address. For IP packages
from WAN to LAN, it is the source IP address.)

@ Local Application Ports: The Application port values for local LAN machines you want
to control. (For TCP/UDP packets from LAN to WAN, it is the source port value. For
TCP/UDP packets from WAN to LAN, it is the destination port value.)

&@ Remote Application Ports: The Application port values for remote machines you want
to control. (For TCP/UDP packets from LAN to WAN, it is the destination port value. For
TCP/UDP packets from WAN to LAN, it is the source port value.)

@ Schedule Time: Schedule your QOS policy.

65



E QoS example for your Network

Connection Diagram

Normal PCs |

HTTP web
browsing users

[
(RO

Restricted PC

ADSL Subscription Rate
Upstream: 256 kbps
Downstream: 2048 Mbps

Example QOS Plan

Application | IP or Ports Control Flow Data Rate Time Schedule
VolIP User | 192.168.0.1 Outgoing Minimal 20% with high priority | Always
for non-used bandwidth with
SDCP marking Class 1 Gold
Service
FTP Sever | 192.168.0.100 | Incoming and outgoing :minimal 30%. Data | Only Working
Going rate. Hours 9:00 to
incoming :minimal 30%. Data | 17:00 Monday
rate. to Friday.
Both with low priority for
non-used bandwidth.
HTTP web | 80 Incoming and outgoing : limited 20%. Data | Always
browsing Going rate.
users incoming : limited 30%. Data
rate.

66




Example QoS Setup

QoS
- LpstreamiLAN-=yWARN): Dmirnstream tCah- = LAN):
Type: | AutofADSL Sync. Rate) Kbps _ | kbps

QoS Rule List

_ Tirne N . . .
Application Sehadila Direction Aszsigned Bandwidth Ratio
@ APPLT Alweays Cin LAM to WA 20% Fixed Rate
O] APPLZ Alwrays Cin LA to WA A0% Fixed Rate

Non-Assigned Bandwidth Ratio

Fate Type:

: . LAM to WAN © 40% WA to LAN © 100%
Fixed (Maximum)

Add i Edit [ Delete

Iﬂnppl}r ] [ Cancel ]

VolIP application

Voice is latency-sensitive application. Most VoIP devices are use SIP protocol and the port
number will be assigned by SIP module automatically. Better to use fixed IP address for
catching VolIP packets as high priority.



QoS

Parameters

Controlled
0y
N e COLAM to WAN  COWWAN to LAN
Application ol
Facket Type Any ¥
Assigned Data Hate Type: Data _ Priority for Mon-used Bandwidth:
Rate Guaranteed (Minimum) Batio: 20 0y High b
DSCP Marking ;
LAN to WAL Gold service(l) b
Local Machine forn | 192.168.0.2 o
IPs
Femote
Machine [Ps from to
Lacal _ o
Application frorm to
Fars '
Remote
Application fram to
FPorts
(%) Abways
Schedule Time () Schedule fram 08 k| 00 ™ i4g| 18 M| 00 »
(] Sun [ Mon [ Tue [ %Wed [ Thu [ Fri [ Sat
[ Return ] [ Cancel ]

Above settings will help to improve quality of your VoIP service when traffic is full loading.
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FTP Server Application
Some of companies will setup FTP server for customer downloading or home user sharing
their files by using FTP.

LAN to WAN direction:

QoS
e CILAN to WAN  OWAN to LAN
Traffic Flow s 0 0
Application FTF
Facket Type Any ¥
Assigned Data Rate Type: Data Priarity for Mon-used Bandwidth:
Fate Guaranteed (Minimum) Batio: 20 oy Lo b
DSCP Marking [
LAM to VAN Disabled v
|LF|~39|.:E| Machine  fiom|192.188.0.100 o]
Remote
Machine IPs fram to
Local
Application frorm to
FPors
Fernote
Application fram ta
FPorts
() Alway s
Schedule Time () Schedule from 08 % 00 Mita] 18 M| 00 v

L1 Sun [ ton [ Tue [] Wed [] Thu [ Fri [ Sat
[Return] [ Cancel ]
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WAN to LAN direction:

QoS

Parameters

Controlled ~
Tiafhc Efga 0 LAN to WiiAR (=) W%N to LAM
Application FTP_Server_ln
Facket Type | Any 8
Assigned Data Fate Type: Data Priarity for Maon-used Bandwidth:
Rate Guaranteed (Minimum) % Ratia: 20 LS Lo b
DSCP Marking
LAMN to WA
lLF'fE'_:E" Machine  fam 192 188.0.100 o
Remote
Machine [Ps fram 1o
Local
Application from to
Ports
Rermote
Application frorm to
Ports
O Always
Schedule Time () Schedule from 08 %00 % tg|18 »: (00 =
L[] Sun ko Tue Wed Thu | Fri [] Sat
[Return ] [ Cancel ]

With above settings that help to limit utilization of upstream of FTP. Time schedule also help
you to only limit utilization at day time.
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HTTP Web Browsing
You can control the internet web browsing by specify the HTTP 80 (8080 for some proxy

server).

LAN to WAN direction:

QoS

Parameters

Controlled
Traffic Flowe

Application
Facket Type

Aszsigned Data
Fate

DSCP Marking
LAM to WAN
Local Machine
IPs

FRemaote
Machine IPs
Local
Application
Ports

RFemote
Application
Ports

Schedule Time

[ Return | [ Cancel ]

O LAN to AN COWAN to LAN
HTTP_Out |
Any ¥

Rate Type: Data Friarity for Non-used Bandwidth:
Fized (Maximurm) v Fatio: |20 L

' Disabled v

from | 192.168.0.100 i

frarm to
from to
from | 1o

(=) Always
() Schedule fram 08 » |00 [t 18 ™ (00 &
L1 Sun O Mon [ Tue [0 Wed [0 Thu [ Fri [ Sat
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WAN to LAN direction:

QoS

Parameters

L OLAN to WAN — ©WAN to LAN
Application H'I'I'F'_In
Facket Type | Any |
Assigned Data Fate Type: Data Priority for Mon-used Bandwidth:
Rate Fixed (Maximurm) bt Ratip: |20 oy
DSCP Marking
LAMN to WARN
lLF'fE'_:E" Machine  * fam 192 165.0.100 i
Remote
Machine IPs from | 1o
Local
Application fram to
Ports
Femote
Application fram to
Ports !
(&) Always
Schedule Time () Schedule fram 08 Wil 00 wilite| 18 M 00 ¥

L1 Sun [ Mon [ Tue [ Wed [ Thu [ Fr [] Sat
[Return ] [ Cancel ]
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4.3.6 Virtual Server

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application
program (usually a server) incoming connections should be delivered to. Some ports have
numbers that are pre-assigned to them by the IANA (the Internet Assigned Numbers
Authority), and these are referred to as “well-known ports”. Servers follow the well-known
port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from
other machines on the Internet that are outside your local network), or any application that
can accept incoming connections (e.g. Peer-to-peer/P2P software such as instant
messaging applications and P2P file-sharing applications) and are using NAT (Network
Address Translation), then you need to configure your router to forward these incoming
connection attempts using specific ports to the PC on your network running the application.
You also need to use port forwarding if you wish to host an online game server.

The reason is that when using NAT, your publicly accessible IP address is used by and
points to your router, which needs to deliver all traffic to the private |IP addresses used by
your PCs. Please see the WAN configuration section of this manual for information on NAT.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the
assignment of unique parameter values for Internet protocols. Port numbers range from 0 to
65535, but only port numbers 0 to 1023 are reserved for privileged services and are
designated as “well-known ports”. The registered ports are numbered from 1024 through
49151. The remaining ports, referred to as dynamic ports, or private ports, are numbered
from 49152 through 65535.

Examples of well-known and registered port numbers are shown below, for further
information, please see IANA’'s website at: http://www.iana.org/assignments/port-numbers

For help on determining which private port numbers are used by common applications on
this list, please see the FAQs (Frequently Asked Questions) at: http://www.level1.com
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Well-known and Registered Ports

Port Number Protocol Description
20 TCP FTP Data
21 TCP FTP Control
22 TCP & UDP SSH Remote Login Protocol
23 TCP Telnet
25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)
69 UbDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP
110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol)
443 TCP & UDP HTTPS
1503 TCP T.120
1720 TCP H.323
4000 TCP ICQ
7070 UbDP RealAudio

Virtual Server

Parameters

i s Fublic Fublic Mapped Private [P Mapped
yP Fart Start Fort End Address Private Port
) 1 TCF 23 23 192.168.1.2
O] 2 LIDP a00 S00 192.168.1.168
Add @ Edit [ Delete
OMZ [ |Enable DMZ IP Address:
[Apply ] [ Cancel ]

@ Item: Item number

@ Type: Select TCP if you wish to search for connection-based application services on the
remote server using the port number.

@ Port Start & Port End: Enter the public port number & range you wish to configure.

@ IP Address: Enter the IP address of a specific internal server to which requests from the
specified port is forwarded.

@ Add: Click to add a new virtual server rule. Click again and the next figure appears.

@ Edit: Check the Rule No. you wish to edit and then click “Edit”.
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@ Delete: Check the Rule No. you wish to delete, then click “Delete”.

Virtual Server

lterm 1
Semice select User Defined o
Pratacal ser Defined
FTP (TCRP:21)
Fublic Start Port S5SH (TCR:22)
: Telnet (TCP:23)
Fublic End Port SMTP (TCP-25)
Mapped Private IP Address HTTF (TCP:80)
M 4 Brivate Part FOP3 (TCP:110) : R , ,
dpped Frivate Fa NNTP (TCP: 1139 (Leave blank ar input O indicating “itual Server Service.)
Return Cancel MTP (TCP:123)
- HTTPS (TCF:443)
IKE (UDP:500)
T.120 (TCP:1503)
H.323 (TCP:A720)
FPPTP (TCP:1723)

@ Item: Item number

@ Service select: Select the service you wish to configure

@ Protocol: Automatic when you choose Service select

@ Start Port & End Port: Enter the public port number & range you wish to configure.

@ IP Address: Enter the IP address of a specific internal server to which requests from the
specified port is forwarded.

Since NAT acts as a “natural” Internet firewall, your router protects your network from access
by outside users, as all incoming connection attempts point to your router unless you
specifically create Virtual Server entries to forward those ports to a PC on your network.
When your router needs to allow outside users to access internal servers, e.g. a web server,
FTP server, Email server or game server, the router can act as a “virtual server”. You can set
up a local server with a specific port number for the service to use, e.g. web/HTTP (port 80),
FTP (port 21), Telnet (port 23), SMTP (port 25), or POP3 (port 110). When an incoming
access request to the router for a specified port is received, it is forwarded to the
corresponding internal server.

For example, if you set the port number 80 (Web/HTTP) to be mapped to the IP Address
192.168.1.2, then all incoming HTTP requests from outside users are forwarded to the local
server (PC) with the IP address of 192.168.1.2. If the port is not listed as a predefined
application, you need to add it manually.
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Virtual Server

Parameters

o Tk Fublic Fublic Mapped Private IP Mapped
_________ yP Fort Start Fart End Address Frivate Port
O] 1 TCP 23 23 192.168.1.2

In addition to specifying the port number used, you also need to specify the protocol used.
The protocol is determined by the particular application. Most applications use TCP or UDP,
however you can specify other protocols using the drop-down Protocol menu. Setting the
protocol to “all” causes all incoming connection attempts using all protocols on all port
numbers to be forwarded to the specified IP address.

DMZ: The DMZ Host is a local computer exposed to the Internet. When setting a particular
internal IP address as the DMZ Host, all incoming packets are checked by the Firewall and
NAT algorithms, then passed to the DMZ host when a packet received does not use a port
number in use by any other Virtual Server entries.

P
ore:
=

Using port forwarding does have security implications, since outside users
are able to connect to PCs on your network. For this reason you are
advised to use specific Virtual Server entries just for the ports your
application requires instead of simply using DMZ or creating a Virtual
Server entry for “All” protocols, as doing so results in all connection
attempts to your public IP address accessing the specified PC. j

-
-

Attention

-

~

If you disable the NAT option in the WAN-ISP section, the Virtual Server
function becomes invalid.

J

-

Attention

o

If the DHCP server option is enabled, you have to be very careful m\
assigning the IP addresses of the virtual servers in order to avoid conflicts.
The easiest way of configuring Virtual Servers is to manually assign a
static IP address to each virtual server PC, with an address that does not
fall into the range of IP addresses that are issued by the DHCP server. You
can configure the virtual server IP address manually, but it must still be in
the same subnet as the router. j
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4.3.7 Advanced

Configuration options within the Advanced section are for users who wish to take
advantage of the more advanced features of the router. Users who do not understand the
features should not attempt to reconfigure their router, unless advised to do so by support
staff.

There are six items within the Advanced section: Static Route, Dynamic DNS, VLan
Control, Device Management. IGMP and WAN IP Change Albert.

E 4.3.7.1 Static Route

Click on Routing Table and then choose Create Route to add a routing table.

Static Route

Add Rulel

Destination
Metmask
Gateway Interface Please Select

Cost .D

@ Destination: The destination subnet IP address.

@ Netmask: Subnet mask of the destination IP addresses based on above destination.
@ Gateway: The gateway IP address to which packets are forwarded.

@ Interface: Select the interface through which packets are forwarded.

@ Cost: Represents the cost of transmission for routing purposes. The number need not be
precise, but it must be between 0 and 65535.
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E 4.3.7.2 Dynamic DNS

The Dynamic DNS function lets you alias a dynamic IP address to a static hostname, so if
your ISP does not assign you a static IP address you can still use a domain name. This is
especially useful for hosting servers via your ADSL connection, so that anyone wishing to
connect to you may use your domain name, rather than having to use your dynamic IP
address, which changes from time to time. This dynamic IP address is the WAN IP address
of the router, which is assigned to you by your ISP.

You first need to register and establish an account with the Dynamic DNS provider using
their website, for example http://www.dyndns.org/

Dynamic DNS

Dynamic ONS (*) Enable C Disable
Dynamic DNS Server wrw. dyndns. org [custorm) v
Wildcard Enable

Damain Mame

sername

Password

Period 28 Day(s) |»

There are more than 5 DDNS services supported.
@ Disable: Check to disable the Dynamic DNS function.

@ Enable: Check to enable the Dynamic DNS function. The fields following are activated
and required.

@ Dynamic DNS Server: Select the DDNS service you have established an account with.
@ Host: Enter one domain name you have registered.

@ Domain Name, Username and Password: Enter your registered domain name and
your username and password for this service.

@ Period: Set the time period between updates, for the router to exchange information with
the DDNS server. In addition to updating periodically as per your settings, the router
performs an update when your dynamic IP address changes.

&@ Wildcard: Select this check box to enable the DYNDNS Wildcard.
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F 4.3.7.3 VLAN Control

VLAN (Virtual Local Area Network) is a group of devices on different physical LAN segments
that can communicate with each other as if they were all on the same physical LAN segment.
While clients and servers may be located anywhere on a network, they are grouped together
by VLAN technology, and broadcasts are sent to devices within the VLAN.

VLAN Group Control

Parameters

Ethernet Ethernet | Ethernet | Ethernet | wireless LlnkULAN Group to WAN Connection WAN

1 VLAN_GROUP1 v
2 |VLAN_GROUPZ. 3 D D D |:| D Mo v
3 | [VLAN_GROUP3 4 O O O O O Mo ¥
4 [VLAM_GROUP4 5 O a O] O O Mo e
5 |VLAM GROUPS ] = O O O O Mo v
B |VLAM_GROUPS 7 O O O Ll O Mo 2
7| |WLAN_GROUP? g ] ] ] ] ] Mo b
B WLAN. GROUF‘B 9 O O O a a .No M

LAN Tagging

Ol O Ol

O

LAM Tagging: Insert or keep %LAM tag of the packets flow through the specific ethermet port.
WAN Tagging: Insert or keep %LAN tag of the packets flow through the specific Bridged WARN interface.(Only for Bridge)

@ VLAN Group Name: There are eight groups that user can setup by themselves.

@ VLAN ID: Group name ID

@ LAN Tagging: Tagging VLAN ID to the specific VLAN group for Ethernet interface.

@ Ethernet port: Port name of Router

@ Link VLAN Group to WAN connection Interface: Select the WAN connection interface
that user want to link.

VLAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. Please refer to the following example.

1. If VLAN Group 1 is consisted of hosts linked to port1 and port2, VLAN Group 2 is
consisted of hosts linked port3 and port4, and VLAN Group 3 is consisted wireless LAN.

2. After checking the box to enable VLAN function, you will check the table according to the
needs as show below.



VLAN Group Control

Parameters

Ethernet Ethernet | Ethernet Ethernet wireless Llnk‘U'LAN Group to WAN Con

bt I = 3 B s IR S N )

]

VLAN GROUM

[WLAN_GROUPZ

WLAN_GROUPS

[WLAN_GROUPA

WLAN_GROUPS

[VLAN_GROUPE

WLAN_GROURY

WLAN_GROUPS

wllom|[~om|[m] =]w

NI R W E<Bi<]

e

S

eS|

NI N W<

fain WAN connection|] Managu

LAN Tagging

<]
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F 4.3.7.4 Device Management

The Device Management advanced configuration settings allow you to control your router’s
security options and device monitoring features.

Device Management
Embedded Web Server

HTTP Port (50 (80 is default HTTP port)
UPnP (%) Enable O Disable
UPnP Part 2800

Telnet Configuration

Telnet (JEnable () Disable

ShMP (O Enable (&) Disable

SMNMP %1 and W2

Read Community | IP Address
W'rite Cormrmunity | IP Address
Trap Community IP Address
SMNMP Y3

Usermame Password
Access Right )Read O Readfyrite

Apply Cancel

Embedded Web Server:

@ HTTP Port: The port number of the router's embedded web server (for web-based
configuration uses. The default value is the standard HTTP port, 80. You may specify an
alternative if, for example, you are running a web server on a PC within your LAN.

For Example: User A changes HTTP port number to 100, specifies their own |IP address of
192.168.1.55, and sets the logout time to be 100 seconds. The router only allows User A
access from the IP address 192.168.1.55 to logon to the Web GUI by typing:
http://192.168.1.254:100 in their web browser. After 100 seconds, the device automatically
logs out User A.

Universal Plug and Play (UPnP):

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along
with control and data transfer between devices. UPnP offers many advantages for users
running NAT routers through UPnP NAT Traversal, and on supported systems makes tasks
such as port forwarding much easier by letting the application control the required settings,
removing the need for the user to control advanced configuration of their device.
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Both the user’s Operating System and the relevant application must support UPnP in
addition to the router. Windows XP and Windows Me natively support UPnP (when the
component is installed), and Windows 98 users may install the Internet Connection Sharing
client from Windows XP in order to support UPnP. Windows 2000 does not support UPnP.

© Disable: Check to disable the router’s UPnP functionality.
© Enable: Check to enable the router’s UPnP functionality.

@ UPnNP Port: The default setting is 2800. It is highly recommended that you use this port
value. If the value conflicts with other ports already in use you may wish to change the port.

Universal Plug and Play (UPnP):

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along
with control and data transfer between devices. UPnP offers many advantages for users
running NAT routers through UPnP NAT Traversal, and on supported systems makes tasks
such as port forwarding much easier by letting the application control the required settings,
removing the need for the user to control advanced configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in
addition to the router. Windows XP and Windows Me natively support UPnP (when the
component is installed), and Windows 98 users may install the Internet Connection Sharing
client from Windows XP in order to support UPnP. Windows 2000 does not support UPnP.

@ Disable: Check to disable the router’s UPnP functionality.

@ Enable: Check to enable the router’'s UPnP functionality.

@ UPnP Port: The Default setting is 2800. It is highly recommended you use this port value.
If this value conflicts with other ports already in use you may wish to change the port.
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Installing UPnP in Windows Example

Follow the steps below to install the UPnP in Windows Me.

Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components
selection box. Click Details.

Add/Hemove Programs Properties E I

Install/Uninstall  “indows Setup I Startup Dizk I

To add or remowe a component, select or clear the check boxs. IF
the check bowx iz shaded, only part of the component will be
inztalled. To zee what's included in a component. click Details.

Components:

[ [&] Acoessibility 0.0ME =
[+ .-'fxc:c:essories 13.8 MBE j
] Address Book 1.5 KB
& Communications 7.0 ME

E% Deskiop Themes 59ME =]

Space uzed by inztalled components: 428 MB

Space required: 0.0 MB

Space awvailable on dizk: 2574 4 MB
Diescription

Includes accezsories to help you connect to ather computers
and anline services.

5 of 9 components selected
Hawe Digk. .. I

OFk. I Cancel I Aol I

Step 3: In the Communications window, select the Universal Plug and Play check box in the
Components selection box.
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x

Toinstall & component. select the check bos next to the
component name, of clear the check box if wou do not wank to
install it. & shaded box means that only part of the component wil
be inztallad, To see what's included in a componert, click Details.

Lomponents:

¥ i NetMesting 42MB =]

| &y Phone Dialer 0.2MB

0 Universal Plug and Flay

U1 (g2l Virtual Private Networking 0.0ME j
Space uzed by installed compaonents: 42 4 MB
Space required: 0.0MB
Space available on disk: BEE.3 MB
— Dezcription

Universal Plug and Play enables seamless connectivity and
communication between ‘Windows and mteligent appliances.

Dretats

oK Cancel

Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.
Step 5: Restart the computer when prompted.

Follow the steps below to install the UPnP in Windows XP.

Step 1: Click Start and Control Panel.

Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select
Optional Networking Components ....

‘!- Metwork Connections

File

Edit  “iew Favorites Tools BEGESEEEEE Help

= | Cperator-Assisted Dialing
[E F 3e Dial-up Preferences. ..

Address

i:; Mebwaork Connections Metwork Identification. .
- Bridge Connections

Metwork Tasks 3] Advanced Settings.. .
i Cptional Metworking Components. .,

— -l

The Windows Optional Networking Components Wizard window displays.
Step 4: Select Networking Service in the Components selection box and click Details.
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Windows Optional Metworking Components Wizard

Windows Components
Y'ou can add or remove components of YWindows =P

To add or remove a compaonent, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a compaonent, click

Detailz.

Components;

!EEE] kM anagement and Manitaring Toals 22 MB |
i 2 Metworking Services 0.3 B

|I:l Eﬂ Other Metwark. File and Print Services 0.1 Me

Description:  Containg a variety of specialized, network-related zervices and protocaols.

Total dizk zpace required: 0.0 B _
114578 MB

Space available on dizk:

I_ Mext » ][ Cancel ]

Step 5: In the Networking Services window, select the Universal Plug and Play check box.
Step 6: Click OK to go back to the Windows Optional Networking Component Wizard
window and click Next.

Networking Services &|

To add or remove a component, click the check box. & shaded box means that only part
aof the companent will be installed. To zee what's included in a component, click Details.

Subcomponents of Mebwaorking Services;

! Internet Gateway Device Dizcovery and Control Client 0.0MBE
| B Peer-to-Pesr 0.0 MB
\[] B RIP Listener 0.0 ME
] Simple TCR/P Services 0.0MB

10 2 UPHP User Interface 02 ME

Dezcrption;  Displaps iconz in My Metwork Places for UPRP devices detected on the
nebwaork. Alzo, opens the required YWindows Firewall parts.,

Total disk space required: 0.0MB e
Space available on dizk; 114553 ME

[ OF. H Cancel ]

Auto-discover Your UPnP-enabled Network Device
Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays
under Internet Gateway.
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Step 2: Right-click the icon and select Properties.

"= Network Connections

File Edit Miew Favaorites  Toaols  Advanced  Help

"_‘J l? J':\J search [4__ Falders v

e_: Metwork Connections

“ Internet Gateway

G| Create a new
connection -
| Connect

Sek up a home or small ;
office network, ) | Skatus
& Change Windows ___LAN or High-Speed Ir - , ) |
Firewall settings | R
ﬂ_}, Skark this connection = |&DEE| .ﬁ.rte-?j':i; Create Sharkcut |
: - onnecked, |
IEE Renamne this connection = o NVIDIAFor| | eleke E
Change settings of this ] | Rename
connection |
Properties [

Step 3: In the Internet Connection Properties window, click S'ettings to see thé port
mappings that were automatically created.

"2 Internet Connection Properties

General |

Connect ta the Intermet using:

‘ﬂ Interet Connection

Thiz connection alloves you o caonnect ta the [nternet through a
ghared connection on anather cormputer.

Settings... |

[] 5how icon in notification area when connectad

[ ok ][ Cancel ]

Step 4: You may edit or delete the port mappings or click Add to manually add port
mappings.
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Advanced Settings

Services |

Select the services runhing on your netwark that Internet uzers can
ACCESE.

Services
service]
SEMVICE?
zeMviced

Service Settings

Descrption of service:
]Tesl

Mame or IP address [for example 192.168.0.12] of the
computer hosting this service on paur netwark;

|192.1EE.1.11

Esternal Part nurmber far this service:
143 & TP LDP

Internal Part number for this service:
Add. ‘ pelete | | | 142

[ oK. H Cancel ] Ok, | Cancel

Step 5: Select Show icon in notification area when connected option and click OK. An icon
displays in the system tray

,_il,i Intermet Conneckion is now connecked | =
Click here for mors information. .

& Lpnp - Paint L B adapM

Step 6: Double-click on the icon to display your current Internet connection status.

General |

[mtemet Gateway

Status: Connected 05:50:45
Speed: 576.0 Kbps
Artivity
Irtemet Imtemet Gateway My Computer

@ ©
Packets Sent: 58.353
Received: 64,347

e o

e Y e |
oo En

—t N

[
[y

Web Configurator Easy Access
With UPnP, you can access web-based configuration for the 11g Wireless ADSL2+ VolP
Router series without first finding out the IP address of the router. This helps if you do not
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know the router’s IP address.

Follow the steps below to access web configuration.
Step 1: Click Start and then Control Panel.

Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

* Network Connections |Z||E|rz|
File Edit WYiew Favorites Tools Advanced Help wy
& Back \J'l i.ﬁ /"_.) Search i Faolders v

Address |ﬂ_, Metwork Connections v| &
i LAN or High-Speed Internet

Network Tasks

. =) Local Area Connection A8 Local Area Connection 4
[5] Create a new connectian Acquiring network address, Fir,.. Metwork cable unplugged, Fire. ..
Q Set up a home aor small |—E::‘|D MWIDIA nFaorce MCP Metworkin, ., |_=‘J;lﬂ D-Link DFE-530T% PCI Fast EF..,

office network

& Change Windows Firewall
setkings

See Also

4 Metwork Troubleshooter

Other Places

Ua My Metwork Places

g MMy Cormpuker

Details

Network Connections
Syskem Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your 11g Wireless ADSL2+ VoIP Router series and select
Invoke. The web configuration login screen displays.

Step 6: Right-click on the icon of your 11g Wireless ADSL2+ VoIP Router series and select
Properties. A properties window displays basic information about the 11g Wireless ADSL2+
VolIP Router series.
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E 43.7.5I1GMP
IGMP, known as Internet Group Management Protocol, is used to management hosts from
multicast group.

IGMP
IGMP Proxy (O Enable () Disahle
IGMP Snooping () Enable (¥ Disable
[Apply] [ Cancel ]

@ IGMP Proxy: Accepting multicast packet. Default is set to Disable.
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4.3.8 VolP

VoIP enables telephone calls through existing Internet connection instead of going through
the PSTN (Public Switched Telephone Network). It is not only cost-effective, especially for a
long distance telephone charges, but also toll-quality voice calls over the Internet.

VolIP (Voice over IP) setting could config the information account that register to the server or
line configuration for different telecom environment. It could setup the Voice quality for
different voice codec.

There are seven items within the VoIP section: SIP Settings, Line Settings, IAX Settings,

Call Control, Dialing Plan, CDR and Address Book..

B 4.3.8.1 SIP Settings

SIP setting menu config the SIP relative parameter of the IAD to fit into different VolP

environment.

SIP Settings

R—'aramete rs FIOOVEP-I01 01 fddeflan 26 2007 - 21:08:43)
Interface W
Local SIF Part 5060
Registrar Address
Registrar Part a060
Froxy Address
Froxy Port 50RO
Outbound Proxy Address
Outbound Praxy Port 50B0

Register to Outbound Proxy

O ¥es (Mo

UDF Time Out 3000 {100 ~ 2000 msec)
LIDF Retry Times 5 (0~E)

=ession Type INWITE — »

mession Refresher (nane)

mession Expires 1800 sec

Fegister Expires 3e00 e

Enable PRACK Digable +
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Anonymaus Disable +

Anonymous Heject Disable +
Application Level Gateway Disable +
LJnR'e_gmter all existing contact Disable B
locations

[Apply] [ Cancel ]

@ Local SIP Port: SIP signaling communication port number of IAD.

@ Registrar Address: SIP Register Server IP address.

@ Registrar Port: Port number of SIP Register Server.

@ Proxy Address: Indicate the IP address of SIP proxy server.

@ Proxy Port: Specify the port of the SIP proxy server on which it will listen for messages.
Port 5060 is the standard port for SIP; it is set as default value. This port number relies on
your SIP Service Provider; you should enter the appropriate port number, if SIP Provider
uses other than Port 5060

@ Outbound Proxy Address: Indicate the SIP outbound proxy server IP address. This
parameter is very useful when VoIP device is behind a NAT.

@ Outbound Proxy Port: specify the port of the SIP outbound proxy on which it will listen
for messages.

@ Register to Outbound Proxy: To Register outbound Proxy, default setting is “Yes”.

@ UDP Timeout: Timeout for an INVITE request (it is set as 100 - 3000 msec).

@ UDP Retry Time: The number of times to send INVITE requests

@ Session Type: Select Re-invite or Update for this function.

@ Session Refresher: Select UAC (User agent client) or UAS (User agent server) for this
function.

@ Session Expires: The time interval in which the phone periodically refreshes SIP
sessions by sending repeated INVITE or Update request, depending on session type.

@ Register Expires: Timer for re-registration.

@ Enable PRACK: Ensure correct signal transmissions.

@ Anonymous: This is an optional service that lets you decide whether or not you want to
block your phone number from showing on the receiver’s phone.

@ Anonymous Reject: Anonymous Caller Rejection is a service that rejects callers with
anonymous name/phone number automatically.

@ Application Level Gateway: Can now quickly detect potential interoperability problems
between CPE routers and SIP clients as well as verify the maximum number of SIP
outbound and inbound calls.

@ UnRegister all existing contact locations: Suppose that the same group's account
number is covered and registered again, the router will be sent out Message of Register for
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SIP Proxy and SIP proxy will cancel the account number registered before, and asserted
that the router is the new registration.

B 4.3.8.2 LINE Settings

Line setting config the account information for each channel.

Line Settings

Line 1 Settings

Disabled
DiSp|l‘_-,-‘NEIrTIE
UszerlD
AuthlserlD
Fassword
Register Status
Line Status
Tx Gain

¥ Wolume
Hoaokflagh min
Hookflash max

PSTH
Call Farward

Call Forward Timet(sec)

Call Waiting

) ¥es (SMo

IDLE

0 w

10 |w

210 (min 80 msec)
B50 (rmax 1100 msec)
Mormal +

[ Mo Answer

[1Busy

[ | Uncanditional

10 (default 10)

Disable =

@ Disabled: To disable or enable the Line setting

@ DisplayName: The display name for the caller while making a SIP call

@ UserlD: This parameter holds the registration ID of the user with the registrar.
@ AuthUserlD: This parameter is the same as UserlID.

@ Password: User password to log into the SIP server.

@ Register Status: Shows the registration status in the Register Server.

@ Line Status: Shows the line status.

@ [Dial] Button: Allows the user to dial numbers using the web interface

@ TX Gain: Set a specific sound intensity for transmitting sound
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@ RX Volume: Set a specific volume intensity for receiving sound.

@ Hookflash min: Set the minimum Hookflash timer. Default timer is 80 ms

@ Hookflash max: Set the maximum Hookflssh timer. Default timer is 1100 ms.

@ PSTN: PSTN type

@ Call Forward: Call forward allows you to forward incoming calls to a pre-designated
telephone number. It includes No Answer, Busy and Unconditional. Please enter IP
address, URI or number registered with SIP server.

©No Answer: VolIP device will forward all incoming call to the forwarding number when user
is unavailable to pick up the phone

©Busy: VolIP device will forward all incoming call to the forwarding number when user is
already on the phone talking to someone else

®Unconditional: VolP device will forward all incoming call to the forwarding number.

@ Call Forward Timer: The time elapsed before the call is considered not answered and
forwarded to a designated number. The default is 10 seconds.

@ Call Waiting Disable: Call waiting ensures that all important calls get to you. For
example, if you are on the phone when another person tries to call you, an audible beep will
inform you that someone is waiting on the other line. You can decide whether or not you
want to put the current caller on hold and take the incoming call.
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F 4.3.8.3 IAX Settings

IAX2 (Inter Asterisk exchange protocol ver.2) is a proprietary protocol of Asterisk by Digium.
It is a simple protocol like SIP. Yet, it can pass through any kind of NAT. It is much more
popular since it is provided as an open source. For more information, please visit
http://www.asterisk.org

IAX Settings

Farameters

Fort 4569
Server

server Port 4565
Refresh Interval (sec) 3600

Register Status 1
Register Status 2

[Apply] [ Cancel ]

@ Port: IAD supports IAX2 protocol. Normally IAX2 uses Port 4569.

@ Server: The Asterisk server’s IP address

@ Server Port: The port number for the Asterisk server. Default is 4569

@ Refresh Interval: The time interval in which the phone periodically refresh IAX sessions
by sending repeated INVITE or Update request.
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F 4.3.8.4 Call Control
Call control setting Menu config the codec and tone for different Telecomm environment.

Call Control

Dial Timeout({zec) a0
Ring Timeaout(sec) a0
First Digit Timeout{sec) 10
Inter Digit Timeout(sec) 4
OTMF Method “oice b
FLASH Cormrmand Mo e
Echo Cancel Enable |+
Yoice Activity Detection Disable +
Default Codec 5.7294 e
LILAWY Size(ms) ms »
ALAWY Size(ms) ms »
5729 Size(ms) ms »
G723 Size(ms) 30ms
G723 Packet B.3khit/sec w
Country Taiwean W
Caller IO Display OT_DR(BELLCORE F3K) »
Stun Server
RTF Port 41000
RTF TOS A v
fﬂlll:ulziges busy in regular PSTH No Answer 3
[Apply] [ Cancel ]

@ Dial Timeout: The IAD will automatically cancel a call out if the callee does not pick up
the phone within the set amount of time.

@ Ring Timeout: The IAD will automatically reject a call in if the call is not picked up within
the set amount of time.

@ First Digit Timeout: Specifying the maximum duration for the first digit to be keyed in.
@ Inter Digit Timeout: Specifying the maximum duration between successive digits before
the dialed in numbers are sent out.

@ DTMF Method: Please choose RTP Relay, Voice or SIP Info.

@ Echo Cancel: Enable the echo-cancel to generate background noise to fill silent gaps
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during calls if voice activated dialing (VAD) is enabled. If echo cancel is not enabled and
VAD is enabled at the remote end of the connection, the user hears nothing when the remote
party is not speaking.

@ Voice Activity Detection: The voice activity detection (VAD) is a component in the DSP
software that examines a caller's incoming signal and determines if the signal contains
significant energy and is likely to be speech rather than a click.

@ Default Codec: Default voice codec.

@ ULAW size, ALAW size G.729 size, G.723 size: One RTP packet is sent out on every
specified time cycle.

® G.711p-LAW: It is a basic non-compressed encoder and decoder technique. y-LAW uses
pulse code modulation (PCM) encoder and decoder to convert 14 bit linear sample. 64kbps
bandwidth is needed.

® G.711A-LAW: ltis a basic non-compressed encoder and decoder technique. u-LAW uses
pulse code modulation (PCM) encoder and decoder to convert 13 bit linear sample. 64kbps
bandwidth is needed.

© G.729A: Using G.729A to encoder/decoder voice information into a single packet reduces
the bandwidth consumption (8kbps only) while you still can have good sound quality.

@ Country: Define user location to fit the local Telco system requirements.

@ Caller ID Display: Enable / disable Caller ID.

@ Stun Server: Simple Traversal of UDP through NAT. This function is used for NAT
traversal.

@ UPNP Enable: Universal Plug and Play. This function is used for NAT traversal.

@ RTP Port: Initial port number for sending RTP packets.

@ RTP TOS: Type of Service value for Quality of Service.
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F 4.3.8.5 Dialing plan

This router build-in a local dialing table. When this router does not register to the server user
still could make the call by dialing the number. This dialing table could dial to remote SIP
device, remote IAX device or local PSTN. It could store up to 100 records totally.

Prefix: o9 bdin: 2 Y 15 Del: 2
Add: IP: Protocol: PSTH

| INSERT | [ APPEND || DELETE || UPDATE |

Dialing Plan - Table Maximum: 100
Prefix Min-Digits Max-Digits Del-Digits Add P Protocal
93 2 15 2 PSTH

[Apply] [ Cancel ]

@ Prefix: Numbers defined in this field will be inserted at the beginning of the dialing pattern.
Maximum input length is 6 digits.

@ Min.: Minimum digits user can key in.

@ Max. : Maximum digits user can key in.

@ Del.: Number of digit defined in this field will be removed from the dialing pattern. For
example, if we dialed 81352109378 and the delete digitis 2, then the actual dialed number is
352109378. First 2 digits are removed. Maximum delete digit is 3 digits.

@ Add: Numbers in this field are added at the beginning of the dialing pattern. For example,
if 001 is in this field, the number dialed is 001+the rest of the numbers. The input length is
limited to 6 digits.

@ Remote IP: Remote side gateway IP addresses. When the prefix number is matched,
this call will go to the gateway with this IP address.

@ Protocol: Choose the dialing plan for SIP, IAX or PSTN

@ [Insert]: Insert a record where the current record is located (Current record is marked as
different color).

@ [Append]: Add a new record to the bottom of the list.

@ [Delete]: Delete a record.

@ Update]: Modify the value of the selected record in the Local Dialing Table
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E 4.3.8.6 CDR
This table show the Call Detail Record.

Call Record
CDR =10
Seq Caller Calles State otart Ring Talk End

Please click the Refresh button if you want to see the updated CDR.

E 4.3.8.7 Address Book
It is for you to store frequently used telephone numbers which you can press number setup

by yourself to activate this function. For example, speed dial to phone number lists on 9, just
press 9, Your router will automatically call out to number listed on entry 9.

Edit Address Book

Use this portion to add a new entry or delete or edit an existing entry
speed Dial Code:
Display Mame: Mumber:
IP Address/Domain Name: Fart:

| INSERT | [ APPEND || DELETE || UPDATE

Address Book
speed Dial Code Display Mame Murmber IP Address/Damain Mame Fort

[Apply] [ Cancel ]

@ Speed Dial Code: Setup the number that user to store frequently phone number.

@ Display Name: This parameter will be appeared on the Caller ID.

@ Number: This parameter holds the registration ID of the user within the SIP registrar.

@ IP Address/Domain Name: Indicate remote user’s IP address or domain name if this
remote user does not register in the SIP server. If remote user is registered in the SIP server,
this field is related to the SIP server’s IP / Domain name.

@ Port: Specify the port of the SIP registrar on which it will listen for register requests from
VolIP device.

98



4.4 Save Configuration to Flash
After changing the router’s configuration settings, you must save all of the configuration

parameters to FLASH to avoid losing them after turning off or resetting your router. Click
Save to write your new configuration to FLASH.

Save Config to FLASH

Write settings to FLASH
Apply
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4.5 Restart

Click Restart with option Current Settings to reboot your router (and restore your last
saved configuration).

RESTART

Restart

After restarting. Please wait for several seconds to let the system

() Save Config to FLASH

Restart Router with (&) Current Settings
() Factary Default Settings

[ Restart ] [ Cancel ]

If you wish to restart the router using the factory default settings (for example, after a
firmware upgrade or if you have saved an incorrect configuration), select Factory Default
Settings to reset to factory default settings.

You may also reset your router to factory settings by holding in the small Reset pinhole
button on the back of your router for 10-12 seconds while the router is turned on.
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VolIP Installation Guide

Please follow the setup direction described in the first section after you purchase the 11g
Wireless ADSL2+ VoIP Router. And this chapter is describing how to install and use the VolP
setting.

5.1 How to obtain a personal phone number?

@ FreeWorld Dialup
1. Please connect to http://www.freeworddialup.com

! ® 27,510 FWD users onlineli‘
F WD It's time to update..»

J Home] Learn More i Products | Community | Partners ] Store | Help i

Get Started Welcome to FWD
After the last redesign, we noticed a more
than modest increase in traffic so we figured
Partners we'd do it again!

Services

FWD Friends That's almost the truth. But we really wanted
to make the PWD experience as ea
possible for new and experienced us

FWD Certified

Forums We rearganized things a little
if you have trouble finding an

FwD enables anyone with a broadband
connection to communicate over the
Internet, whether it be instant
messaging, voice, or video, Are you new
to FWD? Want to get started?

Download
Communicator

Get Started

|Services (Coming soon ...} | |Spotlight |
EWDin iz a great new service that  NEWS! FwD Becomes First U.S. Based Voice 2.0 Metwork To Deploy
allows you to get a regular phone iotum™ Relevance Engine™. More »

number in many places in the world.

EWDout is 3 global calling plan that  Peering. ‘With F\WD, vou can call your friends or family on other
lets you call out to the most popular  networks. Check out our list of current peers.

worldwide destinations at

competitive rates.

Looking for your call history and account settings? Check out the
t iotum is a platform tao intelligently new my.FWD.
_lotgmassess the relevance of a phone call,
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Please Click [my FWD] button and prepare to register a FWD ID.
Check “If you would like to use a different phone, please go directly to Sign Up” and Click
[Sign up for Fwd].

Grwp

Home Learn More Products Community Partners Store Help WL
My Account My Settings Heme » my.Fud » My Seftings
Received Calls Please enter your FWD Number and FWD Password to Sign In:
Missed Calls
Dialed Calls FWD Number: | e
My Profile FWD Password: I
Extra Features s
White Pages -
Call Me

1gn Up for Fwd » Send Password Reminder
| Important Legal Stuff

Horne # Learn More « Products # Cormmunity  Partners « Store + Help

FWD iz not a telephony replacement service and cannot be used for emergency dialing

2005 @ Free World Dialup, LLC. All Rights Rezerved,

Key in your personal information and press [next] button to continue.

@ FwD

Home Learn More Products Community Partners Store Help ( my.FWD ]_

My Account Sig n U p Horme # oy Fwd # Sign Up

- EndUser Registration:
Received Calls Personal Information
Missed Calls FWD Number:
Dialed Calls First Name: P
My Profile Last Name: 4
Extra Features Your Country: | Select - v
white Pages E-Mail: it
Call Me MNext == I Reset

« Sign Up for Pwd =

: Important Leqal Stuff
Horne s Learn More s Products s Commmunity s Partriers » Store « Help Irnportant Legal Stuff

FW iz not a telephony replacement service and cannot be used for ermergency dialing

2005 @ Free World Dialup, LLC. All Rights Reserved,
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5. Key in your address and press [Next] to continue.

Erwo

Home Learn More Products | Community Partners Store Help [ my.FWD ]_
- Horme * my. Fwd * Sign Up
My Account Slgll Up . ;
EndUser Registration:

Received Calls Demographics

Missed Calls Address: [ T

Dialed Calls State/Province: Mot available

My Profile Mearest City: Mot available

Postal Code/Zip: [ 4+
Extra Features

_ ==Back | MNext=> | Reset
VWhite Pages . :
Call Me

« Sign Up for Pwd =

; Important Legal Stuff
Homme s Learn More » Products » Cornmunity s Partners » Stare » Help Irportant Leqsl Stuff

FW is not a telephony replacement service and cannot be used for emergency dialing

2005 @ Free World Dialup, LLC, All Rights Reserved.

6. Setting your Username and password and press [Finalize Registration] to complete
registration.

GFWD

. Home Learn More Products Community . Partners Store Help [ my.FWD |_
My Account Sign Up i 2 RREE I e
EndUser Registration:
Received Calls Login Parameters
Missed Calls UserMame: | 5
Dialed Calls Password: *
My Profile Confirm Password: [
Extra Features == Back Finalize Registration Reset:
\White Pages
Call Me

« Sign Up for Pwd =

; Important Leqal Stuff
Horne s Learn More  Products » Cormrnunity » Partners » Store s Help Irportant Legal Stuff

FW iz not a telephony replacerment service and cannot be used for ermergency dialing

2005 @ Free World Dialup, LLC, All Rights Reserved,
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7. Finish the Registration, the FWD will show your phone number in the window and please
record it

G Fwr

Home Learn More Products Community Partners | Store Help | my.FWD |_

5 H y.Fud » Sign U
My Account Slgll Up SR

EndUser Registration:

Received Calls Finalize Registration

Missed Calls Congratulations Wetty Hsieh, you are registered with F\WD Numbe-
Dialed Calls please fill in your profile here

My Profile

Extra Features Please go directly to the Configuration Guide for information on FPWD-certified phone and
White Pages configuration tips.

call Me The Free \Waorld Dialup is powered by:

Jasomi provides MNat Server
Peerl provides our bandwidth
LibreTel provides PSTH connectivity

« Sign Up for Pwd =

Please go to the Important Murmbers to view all service numbers.,

i Amportant Legal Stulr
Home » Learn More ¢ Producks « Community « Partners « Store » Help Irportant Leqal Stuff

FWD iz not a telephony replacement service and cannot be used for emergency dialing

2005 @ Free World Dialup, LLC. All Rights Reserved,
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5.2 11g Wireless ADSL2+ VolP Router Configuration

Please connect to http://192.168.1.254 and configure the VoIP settings.

5.2.1 SIP Settings

SIP Settings
Parameters
Interface i
Local SIF Port {5060
Registrar Address
Registrar Port {5060
Proxy Address
Froxy Port S0E0
Cutbound Proxy Address
Cuthound Proxy Paort ;S.DED
Register to Outbound Proxy O ¥es (0 Mo
LIDP Tirne Out 3000 £A00 ~ 2000 msec)
LIDP Retry Times {5 (O~
session Type INWITE %
session Refresher -_(nnne]l b
Session Expires 1800 sec
Register Expires :E.EDD sec
Enable PRACHK Disable
Ananymaous Disable
Anonymous Heject Disable +
Application Level Gateway :Disal:nle b
UnRegister all existing contact Disable (@8

locations

[Apply] [ Cancel ]
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Click [VolP SIP setting] for configuration

This example is registering to FWD in the SIP setting. If you want to add other provider or
edit provider rule, you can follow steps below to change it.

Choose the functions of [Interface] offering by Service Provider.

Choose the working service provider server.

Input the Registration Information.

Click [Apply] button and save your configuration.

A W N =

5.2.2 LINE Settings

Line Settings

Line 1 Settings

Disabled () ¥es (21N

Displayhlame
UgerlD
AuthlzerlD

Password

Register Status

Line Status IDLE
|
Tx Gain o
Fx Yolume -10 g8
Haoaokflash min 210 .(min 80 msec)
Hookflagh max Bal irnax 1100 msec)
FSTN Mormal »
[ Mo Answer
Call Forward [ Busy
[ | Uncanditional .
Call Forward Timer(sec) 10 | (default 10

Click [VolP Line setting] for configuration
1. To enter the display name for the caller while making a SIP call
2. Input the user phone number, username and password that you registered from
FreeWorld Dialup.
3. Click Dial to connection the VoIP service provider
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Click [Apply] button and save your configuration.

When you finish above actions then you can start to test the VolP functions.

5.3 How to make a call from FXS to FXO

This operation have to define a prefix number for opening FXO port that while user dial prefix
number, the IAD will identify it and open FXO port to route into the PSTN. For example, after
dialing “99” you will hear the second dial tone. Then, you can dial any PSTN call through the
IAD.

Prefix: Min: = |2 Max: 15 Del: 2

Add | [ Protocol: | PSTN

| INSERT || APPEND || DELETE || UPDATE |

Dialing Plan - Table Maximum: 100
Prefix Min-Digits Max-Digits Del-Digits Add IP Protocol

lﬂxpply] [ Cancel ]

Click [VolP Dialing Plan] for configuration
1. To setup the prefix number and that is the special number can connected to the PSTN
The default setting is "99”
2. Or user can establish the number liked by oneself
Click [Apply] button and save your configuration.
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5.4 General Tone Table

@ Busy Tone
Busy Tone

Freqt1Jency Frequency 2 Cadence

( Hz) (Hz) On/Off

American 480 620 0.5s/0.5s

Bulgaria 425 X 0.5s/0.5s
China 450 X 0.35s/0.35s

France 440 X 0.5s/0.5s

Germany 425 X 0.5s/0.5s

Italy 425 X 0.5s/0.5s

Japan 400 X 0.5s/0.5s

Korea 480 620 0.5s/0.5s
Singapore 425 X 0.75s/0.75s

Spain 425 X 0.2s/0.2s
Taiwan 480 620 0.25s/0.25s

United Kingdom 400 X 0.4s/0.4s

@ Ring Back Tone

Ring Back Tone

Frequency 1 Freq;ency Cadence

(Hz) (H2) On/Off
American 440 480 2s/1s
Bulgaria 425 X 1s/4s
China 450 X 1s/4s

France 440 X 1.5s/3.5s
Germany 425 X 1s/4s
Italy 425 X 1s/4s
Japan 400 400 * 1s/2s
Korea 440 480 1s/2s
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Singapore 425 X 1s/2s
Spain 425 X 1.5s/3s
Taiwan 440 480 1s/2s
United Kingdom 425 X 1s/4s
@ Dial Tone
Dial Tone
Freql11ency Freq;ency Cadence
( Hz) (H2) On/Off
American 350 440 0s/0s
Bulgaria 425 X 0s/0s
China 450 X 0s/0s
France 425 X 0s/0s
Germany 425 X 0s/0s
ltaly 425 X 0s/0s
Japan 400 X 0.25s/0.25s
Korea 350 440 0s/0s
Singapore 425 X 0s/0s
Spain 425 X 0s/0s
Taiwan 350 440 0s/0s
United Kingdom 395 X 0s/0s
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Troubleshooting

6.1 Troubleshooting
If your ADSL Router is not functioning properly, you can refer first to this chapter for simple
troubleshooting before contacting your service provider or LevelOne support. This can save

you time and effort but if symptoms persist, consult your service provider.

Problems starting up the router

None of the LEDs Check the connection between the adapter and the router. If
are on when you the error persists, you may have a hardware problem. In this
turn on the router. case you should contact technical support.

You have forgotten | Try the default login and password, please refer to Chapter 3.
your router login If this fails, you can restore your router to its factory settings
and/or password. by holding the Reset button on the back of your router for 6

seconds or more.

Problems with the WAN Interface

Initialization of the Ensure that the telephone cable is connected properly from
PVC connection the ADSL port to the wall jack. The ADSL LED on the front
(“linesync”) failed. panel of the router should be on. Check that your VPI, VCI,
encapsulation type and type of multiplexing settings are the
same as those provided by your ISP. Reboot the router GE. If
you still have problems, you may need to verify these settings
with your ISP.
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Frequent loss of
ADSL linesync
(disconnections).

Ensure that all other devices connected to the same
telephone line as your router (e.g. telephones, fax machines,
analogue modems) have a line filter connected between
them and the wall socket (unless you are using a Central
Splitter or Central Filter installed by a qualified and licensed
electrician), and ensure that all line filters are correctly
installed and the right way around. Missing line filters or line
filters installed the wrong way around can cause problems
with your ADSL connection, including causing frequent
disconnections. If you have a back-to-base alarm system you
should contact your security provider for a technician to make

any necessary changes.

Problems with the LAN Interface

Problem

Corrective Action

Can’t ping any PCs
on the LAN.

Check the Ethernet LEDs on the front panel. The LED should
be on for a port that has a PC connected. If it is off, check the
cables between your router and the PC. Make sure you have
uninstalled any software firewall for troubleshooting.

Verify that the IP address and the subnet mask are consistent
between the router and the workstations.
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6.2 CE Mark Warning

CE Mark Warning

Hereby, Digital Data Communications, declares that this (Model-no. WBR-3470) is in compliance with the
essential requirements and other relevant provisions of Directive 1999/5/EC.
The CE-Declaration of Conformity can be downloaded at:

http://www.levelone.eu/support.php

(€ Fe X
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