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IMPORTANT!
READ CAREFULLY BEFORE USE.
KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a Reference Guide for a series of products intended for people who want to configure the Switch
via Command Line Interface (CLI).

Note: Some commands or command options in this guide may not be available in your
product. See your product's User’s Guide for a list of supported features. Every effort has
been made to ensure that the information in this guide is accurate.

How To Use This Guide

Read Chapter 1 on page 10 for how to access and use the CLI (Command Line Interface).

Read Chapter 2 on page 13 to learn about the CLI user and privilege modes.

Do not use commands not documented in this guide.

Related Documentation
* Quick Start Guide

The Quick Start Guide shows how to connect the Switch and access the Web Configurator.
= User’s Guide

The User’s Guide explains how to use the Web Configurator to configure the Switch.

Note: It is recommended you use the Web Configurator to configure the Switch.



About This CLI Reference Guide

About This CLI Reference Guide

Intended Audience

This manual is intended for people who want to configure Zyxel Switches via Command Line Interface
(CL).

The version number on the cover page refers to the latest firmware version supported by the Zyxel
Switches. This guide applies to versions 3.79, 3.80, 3.90, 4.00, 4.10, 4.20, 4.30, 4.40, 4.50 and 4.60 at the
time of writing.

Note: This guide is intended as a command reference for a series of products. Therefore many
commands in this guide may not be available in your product. See your User’s Guide
for a list of supported features and details about feature implementation.

Please refer to www.zyxel.com for product specific User Guides and product certifications.

How To Use This Guide

< Read the How to Access the CLI chapter for an overview of various ways you can get to the
command interface on your Switch.

= Use the Reference section in this guide for command syntax, description and examples. Each chapter
describes commands related to a feature.

= To find specific information in this guide, use the Contents Overview, the Index of Commands, or
search the PDF file.
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Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this CLI Reference Guide.

Warnings tell you about things that could harm you or your device. See
your User’s Guide for product specific warnings.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful tips) or recommendations.

Syntax Conventions
This manual follows these general conventions:

= Zyxel’s switches may be referred to as the “Switch”, the “device”, the “system” or the “product” in this
Reference Guide.

= Units of measurement may denote the “metric” value or the “scientific” value. For example, “k” for
kilo may denote “1000” or “1024”, “M” for mega may denote “1000000” or “1048576” and so on.

Command descriptions follow these conventions:

= Commands are in courier new font.

= Required input values are in angle brackets <>; for example, ping <ip> means that you must
specify an IP address for this command.

= Optional fields are in square brackets []; for instance show logins [name], the name field is optional.

The following is an example of a required field within an optional field: snmp-server [contact
<system contact>], the contact field is optional. However, if you use contact, then you must
provide the system contact information.

= In some commands you specify slots or interfaces by the Access ID <aid>, use “?” to show which
types of interfaces you can specify. For example, you might be able to use: slot-<slot> |
<ge|msc>-<slot>-<port> | <ge|msc>-<slot>-<port>&&-<port>.

= Use “msc-<slot>-<port>" for an uplink slot on the management switch card.
= Use “ge-<slot>-<port>” for a Gigabit Ethernet port or switch settings on a PON interface.

= Use “pon-<slot>-<port>" to configure PON interface settings.

A “slot” is a chassis slot.
« The “port” is 1-N where N is the number of ports on the card.
= Use && to specify a range of ports.

= Lists (such as <port-list>) consist of one or more elements separated by commas. Each element
might be a single value (1, 2, 3, ...) or a range of values (1-2, 3-5, ...) separated by a dash.

= The | (bar) symbol means “or”.

- italictermsrepresent user-defined input values; for example, in snmp-server [contact <system
contact>], system contact can be replaced by the administrator’s name.

= Akey stroke is denoted by square brackets and uppercase text, for example, [ENTER] means the
“Enter” or “Return” key on your keyboard.
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= <cr> means press the [ENTER] key.

= An arrow (-->) indicates that this line is a continuation of the previous line.

Command summary tables are organized as follows:

Table 1 Example: Command Summary Table

COMMAND DESCRIPTION M | P
show vlan Displays the status of all VLANS. E 3
vlan <1-4094> Enters config-vlan mode for the specified VLAN. Creates | C |13
the VLAN, if necessary.
inactive Disables the specified VLAN. C |13
no inactive Enables the specified VLAN. Cc |13
no vlan <1-4094> Deletes a VLAN. C |13

The Table title identifies commands or the specific feature that the commands configure.
The COMMAND column shows the syntax of the command.

- If a command is not indented, you run it in the enable or config mode. See Chapter 2 on page 13 for
more information on command modes.

= If a command is indented, you run it in a sub-command mode.

The DESCRIPTION column explains what the command does. It also identifies legal input values, if
necessary.

The M column identifies the mode in which you run the command.

= E: The command is available in enable mode. It is also available in user mode if the privilege level (P)
is less than 13.

= C:The command is available in config (not indented) or one of the sub-command modes (indented).

The P column identifies the privilege level of the command. If you don’t have a high enough privilege
level you may not be able to view or execute some of the commands. See Chapter 2 on page 13 for
more information on privilege levels.
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CHAPTER 1
How to Access and Use the
CLI

This chapter introduces the command line interface (CLI).

1.1 Accessing the CLI

Use any of the following methods to access the CLI.

1.1.1 Console Port

1 Connect your computer to the console port on the Switch using the appropriate cable.
2 Use terminal emulation software with the following settings:

Table 2 Default Settings for the Console Port

SETTING DEFAULT VALUE
Terminal Emulation VT100

Baud Rate 9600 or 115200 bps
Parity None

Number of Data Bits 8

Number of Stop Bits 1

Flow Control None

3 Press [ENTER] to open the login screen.

1.1.2 Telnet

1 Connect your computer to one of the Ethernet ports.

2 Open aTelnet session to the Switch’s IP address. If this is your first login, use the default values.
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Table 3 Default Management IP Address

SETTING DEFAULT VALUE
IP Address 192.168.1.1
Subnet Mask 255.255.255.0

Make sure your computer IP address is in the same subnet, unless you are accessing the Switch through
one or more routers.

1.1.3 SSH

1 Connect your computer to one of the Ethernet ports.
2 Use a SSH client program to access the Switch. If this is your first login, use the default values in Table 3 on

page 11 and Table 4 on page 11. Make sure your computer IP address is in the same subnet, unless you
are accessing the Switch through one or more routers.

1.2 Logging in

Use the administrator username and password. If this is your first login, use the default values.

Table 4 Default User Name and Password

SETTING DEFAULT VALUE
User Name admin
Password 1234

Note: The Switch automatically logs you out of the management interface after five minutes
of inactivity. If this happens to you, simply log back in again.

1.3 Using Shortcuts and Getting Help

This table identifies some shortcuts in the CLI, as well as how to get help.

Table 5 CLI Shortcuts and Help

COMMAND / KEY(S) DESCRIPTION

history Displays a list of recently-used commands.

4V (up/down arrow keys) | Scrolls through the list of recently-used commands. You can edit any
command or press [ENTER] to run it again.

[CTRL]+U Clears the current command.

[TAB] Auto-completes the keyword you are typing if possible. For example, type
config, and press [TAB]. The Switch finishes the word configure.

? Displays the keywords and/or input values that are allowed in place of the ?.

help Displays the (full) commands that are allowed in place of help.
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1.4 Saving Your Configuration

When you run a command, the Switch saves any changes to its run-time memory. The Switch loses these

changes if it is turned off or loses power. Use the write memory command in enable mode to save the
current configuration permanently to non-volatile memory.

sysname# write memory

Note: You should save your changes after each CLI session. All unsaved configuration
changes are lost once you restart the Switch.

1.5 Logging Out

Enter logout to log out of the CLI. You have to be in user, enable, or config mode. See Chapter 2 on
page 13 for more information about modes.
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CHAPTER 2
Privilege Level and
Command Mode

This chapter introduces the CLI privilege levels and command modes.

= The privilege level determines whether or not a user can run a particular command.

= If a user can run a particular command, the user has to run it in the correct mode.

2.1 Privilege Levels

Every command has a privilege level (0-14). Users can run a command if the session’s privilege level is
greater than or equal to the command’s privilege level. The session’s privilege level initially comes from
the login account’s privilege level, though it is possible to change the session’s privilege level after

logging in.

2.1.1 Privilege Levels for Commands

The privilege level of each command is listed in the Reference A-G chapters on page 25.

At the time of writing, commands have a privilege level of 0, 3, 13, or 14. The following table summarizes
the types of commands at each of these privilege levels.

Table 6 Types of Commands at Different Priviiege Levels

PRIVILEGE LEVEL | TYPES OF COMMANDS AT THIS PRIVILEGE LEVEL

0 Display basic system information.
3 Display configuration or status.
13 Configure features except for login accounts, SNMP user accounts, the authentication

method sequence and authorization settings, multiple logins, administrator and enable
passwords, and configuration information display.

14 Configure login accounts, SNMP user accounts, the authentication method sequence and
authorization settings, multiple logins, and administrator and enable passwords, and display
configuration information.

2.1.2 Privilege Levels for Login Accounts

You can manage the privilege levels for login accounts in the following ways:

= Using commands. Login accounts can be configured by the admin account or any login account
with a privilege level of 14. See Chapter 47 on page 193.

Ethernet Switch CLI Reference Guide

13



Chapter 2 Privilege Level and Command Mode

= Using vendor-specific attributes in an external authentication server. See the User’s Guide for more
information.

The admin account has a privilege level of 14, so the administrator can run every command. You
cannot change the privilege level of the admin account.

2.1.3 Privilege Levels for Sessions

The session’s privilege level initially comes from the privilege level of the login account the user used to
log in to the Switch. After logging in, the user can use the following commands to change the session’s
privilege level.

2.1.3.1 enable Command

This command raises the session’s privilege level to 14. It also changes the session to enable mode (if not
already in enable mode). This command is available in user mode or enable mode, and users have to
know the enable password.

In the following example, the login account user0 has a privilege level of 0 but knows that the enable
password is 123456. Afterwards, the session’s privilege level is 14, instead of 0, and the session changes to
enable mode.

sysname> enable
Password: 123456
sysname#

The default enable password is 1234. Use this command to set the enable password.
password <password>

<password> consists of 1-32 alphanumeric characters. For example, the following command sets the
enable password to 123456. See Chapter 106 on page 363 for more information about this command.

sysname(config)# password 123456

The password is sent in plain text and stored in the Switch’s buffers. Use this command to set the cipher
password for password encryption.

password cipher <password>

<password> consists of 32 alphanumeric characters. For example, the following command encrypts the
enable password with a 32-character cipher password. See Chapter 62 on page 238 for more
information about this command.

sysname(config)# password cipher qwertyuiopasdfghjklzxcvbnml123456

2.1.3.2 enable <0-14> Command

This command raises the session’s privilege level to the specified level. It also changes the session to
enable mode, if the specified level is 13 or 14. This command is available in user mode or enable mode,
and users have to know the password for the specified privilege level.
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In the following example, the login account user0 has a privilege level of 0 but knows that the password
for privilege level 13 is pswd13. Afterwards, the session’s privilege level is 13, instead of 0, and the session
changes to enable mode.

sysname> enable 13
Password: pswdl3
syshame#

Users cannot use this command until you create passwords for specific privilege levels. Use the following
command to create passwords for specific privilege levels.

password <password> privilege <0-14>

<password> consists of 1-32 alphanumeric characters. For example, the following command sets the
password for privilege level 13 to pswd13. See Chapter 106 on page 363 for more information about this
command.

sysname(config)# password pswdl3 privilege 13

2.1.3.3 disable Command

This command reduces the session’s privilege level to 0. It also changes the session to user mode. This
command is available in enable mode.

2.1.3.4 show privilege command

This command displays the session’s current privilege level. This command is available in user mode or
enable mode.

syshame# show privilege
Current privilege level : 14

2.2 Command Modes

The CLlis divided into several modes. If a user has enough privilege to run a particular command, the
user has to run the command in the correct mode. The modes that are available depend on the
session’s privilege level.

2.2.1 Command Modes for Privilege Levels 0-12

If the session’s privilege level is 0-12, the user and all of the allowed commands are in user mode. Users
do not have to change modes to run any allowed commands.
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2.2.2 Command Modes for Privilege Levels 13-14

If the session’s privilege level is 13-14, the allowed commands are in one of several modes.

Table 7 Command Modes for Privilege Levels 13-14 and the Types of Commands in Each One

MODE PROMPT COMMAND FUNCTIONS IN THIS MODE

enable sysname# Display current configuration, diagnostics,
maintenance.

config sysname(config)# Configure features other than those below.

config-interface | sysname(config-interface)# | Configure ports.

config-mvr sysname(config-mvr)# Configure multicast VLAN.

config-route- sysname(config-if)# Enable and enter configuration mode for an IPv4 or

domain IPv6 routing domain.

config-dvmrp sysname(config-dvmrp)# Configure Distance Vector Multicast Routing Protocol
(DVRMP).

config-igmp sysname(config-igmp)# Configure Internet Group Management Protocol
(IGMP).

config-ma sysname(config-ma)# Configure an Maintenance Association (MA) in
Connectivity Fault Management (CFM).

config-ospf sysname(config-ospf)# Configure Open Shortest Path First (OSPF) protocol.

config-rip sysname(config-rip)# Configure Routing Information Protocol (RIP).

config-vrrp sysname(config-vrrp)# Configure Virtual Router Redundancy Protocol (VRRP).

Each command is usually in one and only one mode. If a user wants to run a particular command, the
user has to change to the appropriate mode. The command modes are organized like a tree, and users
start in enable mode. The following table explains how to change from one mode to another.

Table 8 Changing Between Command Modes for Privilege Levels 13-14

MODE ENTER MODE LEAVE MODE
enable —_ -
config configure exit
config-interface interface port-channel <port-list> exit
config-mvr mvr <1-4094> exit
config-vlan vlan <1-4094> exit

config-route-domain | interface route domain <ip-address>/<mask-bits> | exit

config-dvmrp router dvmrp exit
config-igmp router igmp exit
config-ospf router ospf <router-id> exit
config-rip router rip exit
config-vrrp router vrrp network <ip-address>/<mask-bits> exit

vr-id <1~7> uplink-gateway <ip-address>
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2.3 Listing Available Commands

Use the help command to view the executable commands on the Switch. You must have the highest
privilege level in order to view all the commands. Follow these steps to create a list of supported
commands:

1 Log into the CLI. This takes you to the enable mode.

2 Type help and press [ENTER]. A list comes up which shows all the commands available in enable mode.
The example shown next has been edited for brevity’s sake.

sysname# help
Commands available:

help

logout

exit

history
enable <0-14>
enable <cr>

traceroute <ip|host-name> [vlan <vlan-id>][..]

traceroute help

ssh <1]2> <[user@]dest-ip> <cr>

ssh <1]2> <[user@]dest-ip> [command </>]
sysname#

3 Copy and paste the results into a text editor of your choice. This creates a list of all the executable
commands in the user and enable modes.

4  Type configure and press [ENTER]. This takes you to the config mode.

5 Type help and press [ENTER]. A list is displayed which shows all the commands available in config mode
and all the sub-commands. The sub-commands are preceded by the command necessary to enter
that sub-command mode. For example, the command name <name-str> as shown next, is preceded
by the command used to enter the config-vlan sub-mode: vlan <1-4094>.

syshame# help

no arp inspection log-buffer logs
no arp inspection filter-aging-time
no arp inspection <cr>

vlan <1-4094>

vlan <1-4094> name <name-str>

vlan <1-4094> normal <port-list>
vlan <1-4094> fixed <port-list>

6 Copy and paste the results into a text editor of your choice. This creates a list of all the executable
commands in config and the other submodes, for example, the config-vilan mode.
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Initial Setup

This chapter identifies tasks you might want to do when you first configure the Switch.

3.1 Changing the Administrator Password

Note: It is recommended you change the default administrator password. You can encrypt
the password using the password encryption command. See Chapter 62 on page
238 for more information.

Use this command to change the administrator password.

admin-password <pw-string> <Confirm-string>

where <pw-string> may be 1-32 alphanumeric characters long.

sysname# configure
sysname(config)# admin-password tlg2y7i9 tlg2y7i9

3.2 Changing the Enable Password

Note: It is recommended you change the default enable password. You can encrypt the
password using the password encryption command. See Chapter 62 on page 238 for
more information.

Use this command to change the enable password.

password <password>

where <password> may be 1-32 alphanumeric characters long.

sysname# configure
sysname(config)# password k8s8s3dl0
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3.3 Prohibiting Concurrent Logins

By default, multiple CLI sessions are allowed via the console port or Telnet. See the User’s Guide for the
maximum number of concurrent sessions for your Switch. Use this command to prohibit concurrent
logins.

no multi-login

Console port has higher priority than Telnet. See Chapter 58 on page 220 for more multi-login
commands.

sysname# configure
sysname(config)# no multi-login

3.4 Changing the Management IP Address

The Switch has a different IP address in each VLAN. By default, the Switch has VLAN 1 with IP address
192.168.1.1 and subnet mask 255.255.255.0. Use this command in config-vilan mode to change the
management IP address in a specific VLAN.

ip address <ip> <mask>

This example shows you how to change the management IP address in VLAN 1 to 172.16.0.1 with subnet
mask 255.255.255.0.

sysname# configure
sysname(config)# vlan 1
sysname(config-vlan)# ip address default-management 172.16.0.1 255.255.255.0

Note: Afterwards, you have to use the new IP address to access the Switch.

3.5 Changing the Out-of-band Management IP Address

If your Switch has a MGMT port (also referred to as the out-of-band management port), then the Switch
can also be managed via this interface. By default, the MGMT port IP address is 192.168.0.1 and the
subnet mask is 255.255.255.0. Use this command in config mode to change the out-of-band
management IP address.

ip address <ip> <mask>

This example shows you how to change the out-of-band management IP address to 10.10.10.1 with
subnet mask 255.255.255.0 and the default gateway 10.10.10.254.

sysname# configure
sysname(config)# ip address 10.10.10.1 255.255.255.0
sysname(config)# ip address default-gateway 10.10.10.254
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3.6 Using Auto Configuration

Follow the steps below to set up configurations on the Switch, so you can load an auto configuration file
automatically from a TFTP server when you reboot the Switch.

Note: You need to set up configurations on a DHCP server and TFTP server first to use auto
configuration.

1 Use this command to enable auto configuration on the Switch.
auto-config

syshame# config
sysname(config)# auto-config

2 Use this command to enable the DHCP mode for auto configuration.
auto-config dhcp

syshame# config
sysname(config)# auto-config dhcp

3 Use this command to configure the Switch as a DHCP client.
ip address default-management dhcp-bootp

syshame# config
sysname(config)# vlan 1
sysname(config-vlan)# ip address default-management dhcp-bootp

4  Use this command to enable DHCP option 60.
ip address default-management dhcp-bootp option-60

When you enable DHCP option 60, make sure you set up a Vendor Class Identifier. The Vendor Class
Identifier specifies the Zyxel switch that should receive the auto configuration file.
Skip this step if you are not enabling DHCP option 60.

sysname# config
sysname(config)# vlan 1
sysname(config-vlan)# ip address default-management dhcp-bootp option-60

5 Use this command to define a Vendor Class Identifier for DHCP option 60.
ip address default-management dhcp-bootp option-60 class-id <class-id>

In this example, we use “ZyxelCorp”.
Skip this step if you don’t need to define a Vendor Class Identifier.

sysname# config

sysname(config)# vlan 1

sysname(config-vlan)# ip address default-management dhcp-bootp option-60
class-id ZyxelCorp
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Use this command to check the settings for auto configuration.
show running-config

GS2210# show running-config
Building configuration. ..

Current configuration:

vlian 1
name 1
normal
fixed 1-50
forbidden "
untagged 1-50
ip address default-management dhcp-bootp
ip address default-management dhcp-bootp option-60 class-id ZyxelCorp

exit

pwr mode consumption

auto-config

You need to save the current configuration in a configuration file, so the Switch will load the auto
configuration files from the TFTP server automatically when rebooting

Use this command to save the current configuration in a configuration file.

write memory [<index>]

For [<index>], you can enter a value to save the current configuration to a specified configuration file.
1is for Config 1, and 2 is for Config 2.

In this example, we save the current configuration to Config 1.

sysname# write memory 1

Use this command to reboot the Switch.
reload config [1]2]
For [1]2], 1is for Config 1, and 2 is for Config 2.

In this example, we load Config 1 to reboot the Switch.
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sysname# reload config 1

Do you really want to reboot system with configuration file 1? [y/Nly
Bootbase Version: V1.05 | 12/19/2013 16:57:54

DRAM calibration. . _PASSED

RAM: Size = 131072 Kbytes

ZyNOS Version: V4.50(AAHW.0)b3_20171020_1 | 10/20/2017 16:9:36

Press any key to enter debug mode within 1 second.
(Compressed)
Version: GS2210, start: b4962430
Length: 16F0668, Checksum: 03AA
Compressed Length: 2EE424, Checksum: 87A5
Copyright (c) 1994 - 2017 Zyxel Communications Corp.
initialize mgmt, initialize switch, ethernet address: 00:19:cb:00:00:01
Initializing MSTP. .. ._.._.......
Initializing VLAN Database. ..
Initializing IP Interface...
Initializing Advanced Applications. ..
Initializing Command Line Interface...
Initializing Web Interface...
Restore System Configuration...
Start Auto Configuration...
Try to download and restore configuration file from TFTP://10.90.90.11/
TestConf2
Downloading.- ...
Get the file TestConf2, length 289 bytes.
Restoring......
Auto-config processes successfully.
Press ENTER to continue. ..

9 Use this command to check whether the auto configuration file was loaded successfully.
Show auto-config

Mode: DHCP
State: Success
Filename: TFTP://10.90.90.11/TestConf2

3.7 Using Custom Default

Follow the steps below to set up configurations on the Switch, so you can load a customized default file
when you reboot the Switch.

1 Use this command to enable custom default on the Switch.
custom-default

sysname# config
sysname(config)# custom-default
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2 Use thiscommand to save the current configuration settings permanently to a customized default file on
the Switch.

copy running-config custom-default

sysname# copy running-config custom-default

3 Use this command to reboot the system and load a saved customized default file on the Switch.
reload custom-default

sysname# reload custom-default

Do you really want to restore system to custom default settings and
reboot?[y/N]y

Bootbase Version: V1.05 | 12/19/2013 16:57:54
DRAM calibration. . .PASSED
RAM: Size = 131072 Kbytes

ZyNOS Version: V4.50(AAHW.0)b3_20171020_1 | 10/20/2017 16:9:36

Press any key to enter debug mode within 1 second.
(Compressed)
Version: GS2210, start: b4962430
Length: 16F0668, Checksum: 03AA
Compressed Length: 2EE424, Checksum: 87A5
Copyright (c) 1994 - 2017 Zyxel Communications Corp.

initialize mgmt, initialize switch, ethernet address: 00:19:cb:00:00:01
Initializing MSTP. .. ... ......

Initializing VLAN Database. ..

Initializing IP Interface...

Initializing Advanced Applications. ..

Initializing Command Line Interface...

Initializing Web Interface...

Restore System Configuration...

Press ENTER to continue...

3.8 Looking at Basic System Information

Use this command to look at general system information about the Switch.

show system-information
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This is illustrated in the following example.

sysname# show system-information

Product Model syshame
System Name syshame
System Mode Standalone

System Contact
System Location
System up Time
Ethernet Address
Bootbase Version
ZyNOS F/W Version

98:26:28 (15118939 ticks)
00:19:cb:00:00:02
V1.02 | 08/27/2014
V4 _20(AASS.0)b3 | 09/24/2014

Config Boot Image 1
Current Boot Image 1
RomRasSize 8336318
syshame#

See Chapter 106 on page 363 for more information about these attributes.

3.9 Looking at the Operating Configuration

Use this command to look at the current operating configuration.
show running-config

This is illustrated in the following example.

sysname# show running-config
Building configuration...

Current configuration:

vlan 1

name 1

normal "'

fixed 1-52

forbidden "**

untagged 1-52

ip address 192.168.1.1 255.255.255.0
exit
interface route-domain 192.168.1.1/24
exit
pwr mode consumption
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CHAPTER 4
AAA Commands

Use these commands to configure authentication, authorization and accounting on the Switch.

4.1 Command Summary

The following section lists the commands for this feature.

Table 9 aaa authentication Command Summary

COMMAND DESCRIPTION M | P
show aaa authentication Displays what methods are used for authentication. E |3
show aaa authentication enable Displays the authentication method(s) for checking E |3
privilege level of administrators.
aaa authentication enable Specifies which method should be used first, second, and | C | 14
<methodl> [<method2> ...] third for checking privileges.
method: enable, radius, or tacacs+.
no aaa authentication enable Resets the method list for checking privileges to its default | C | 14
value.
show aaa authentication login Displays the authentication methods for administratorlogin | E | 3
accounts.
aaa authentication login Specifies which method should be used first, second, and | C | 14
<methodl> [<method2> ...] third for the authentication of login accounts.

method: local, radius, or tacacs+.

no aaa authentication login Resets the method list for the authentication of login C |14
accounts to its default value.

Table 10 Command Summary: aaa accounting

COMMAND DESCRIPTION M | P

show aaa accounting Displays accounting settings configured on the Switch. E |3

show aaa accounting update Display the update period setting on the Switch for E |3
accounting sessions.

aaa accounting update periodic Sets the update period (in minutes) for accounting C |13

<1-2147483647> sessions. This is the time the Switch waits to send an update
to an accounting server after a session starts.

no aaa accounting update Resets the accounting update interval to the default C |13
value.

show aaa accounting commands Displays accounting settings for recording command E 3
events.

aaa accounting commands Enables accounting of command sessions and specifies C |13

<privilege> stop-only tacacs+ the minimum privilege level (0-14) for the command

[broadcast] sessions that should be recorded. Optionally, sends

accounting information for command sessions to all
configured accounting servers at the same time.
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Table 10 Command Summary: aaa accounting (continued)

COMMAND DESCRIPTION P
no aaa accounting commands Disables accounting of command sessions on the Switch. 13
show aaa accounting dotlx Displays accounting settings for recording IEEE 802.1x 3
session events.
aaa accounting dotlx <start- Enables accounting of IEEE 802.1x authentication sessions 13
stop|stop-only> and specifies the mode and protocol method. Optionally,
<radius|tacacs+> [broadcast] sends accounting information for IEEE 802.1x
authentication sessions to all configured accounting
servers at the same time.
no aaa accounting dotlx Disables accounting of IEEE 802.1x authentication sessions 13
on the Switch.
show aaa accounting exec Displays accounting settings for recording administrative 3
sessions via SSH, Telnet or the console port.
aaa accounting exec <start- Enables accounting of administrative sessions via SSH, 13
stop|stop-only> Telnet and console port and specifies the mode and
<radius|tacacs+> [broadcast] protocol method. Optionally, sends accounting
information for administrative sessions via SSH, Telnet and
console port to all configured accounting servers at the
same time.
no aaa accounting exec Disables accounting of administrative sessions via SSH, 13
Telnet or console on the Switch.
show aaa accounting system Displays accounting settings for recording system events, 3
for example system shut down, start up, accounting
enabled or accounting disabled.
aaa accounting system Enables accounting of system events and specifies the 13
<radius]tacacs+> [broadcast] protocol method. Optionally, sends accounting
information for system events to all configured accounting
servers at the same time.
no aaa accounting system Disables accounting of system events on the Switch. 13
Table 11 aaa authorization Command Summary
COMMAND DESCRIPTION P
show aaa authorization Displays authorization settings configured on the Switch. 3
show aaa authorization dotlx Displays the authorization method used to allow an IEEE 3
802.1x client to have different bandwidth limit or VLAN ID
assigned via the external server.
show aaa authorization exec Displays the authorization method used to allow an 3
administrator which logs in the Switch through Telnet or SSH
to have different access privilege level assigned via the
external server.
aaa authorization console Enables authorization of allowing an administrator which 14
logs in the Switch through the console port to have
different access privilege level assigned via the external
server.
aaa authorization dotlx radius Enables authorization for IEEE 802.1x clients using RADIUS. 14
aaa authorization exec Specifies which method (radius or tacacs+) should be 14
<radius]tacacs+> used for administrator authorization.
no aaa authorization console Disables authorization of allowing an administrator which 14

logs in the Switch through the console port to have
different access privilege level assigned via the external
server.
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Table 11 aaa authorization Command Summary (continued)

logs in the Switch through Telnet or SSH to have different
access privilege level assigned via the external server.

COMMAND DESCRIPTION P
no aaa authorization dotlx Disables authorization of allowing an IEEE 802.1x client to 14
have different bandwidth limit or VLAN ID assigned via the
external server.
no aaa authorization exec Disables authorization of allowing an administrator which 14
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Anti-Arpscan

Use these commands to configure anti-Arpscan on the Switch.

5.1 Anti-Arpscan Overview

Address Resolution Protocol (ARP), RFC 826, is a protocol used to convert a network-layer IP address to a
link-layer MAC address. ARP scan is used to scan the network of a certain interface for alive hosts. It
shows the IP address and MAC addresses of all hosts found. Hackers could use ARP scan to find targets
in your network. Anti-arpscan is used to detect unusual ARP scan activity and block suspicious hosts or
ports.

Unusual ARP scan activity is determined by port and host thresholds that you set. A port threshold is
determined by the number of packets received per second on the port. If the received packet rate is
over the threshold, then the port is put into an Err-Disable state. You can recover the normal state of the
port manually if this happens and after you identify the cause of the problem.

A host threshold is determined by the number of ARP-request packets received per second. There is a

global threshold rate for all hosts. If the rate of a host is over the threshold, then that host is blocked by
using a MAC adderess filter. A blocked host is released automatically after the MAC aging time expires.

Note: A port-based threshold must be larger than the host-based threshold or the host-based
threshold will not work.

5.2 Command Summary

The following section lists the commands for this feature.

Table 12 anti arpscan Command Summary

COMMAND DESCRIPTION M |P
anti arpscan Enables Anti-arpscan on the Switch. C |13
anti arpscan host threshold <2- | Setsthe maximum number of ARP-request packets C |13
100> allowed by a host before itis blocked. If the rate of a host is

over the threshold, then that host is blocked by using a
MAC address filter. A blocked host is released
automatically after the MAC aging time expires.

anti arpscan port threshold <2- | Setsthe maximum number of packets persecond allowed | C | 13
255> on the port before it is blocked.

anti arpscan trust host <ip- Creates a trusted host identified by IP address and subnet | C |13
address> <mask> [ name <name> ] | mask.

Anti-arpscan is not performed on trusted hosts.

Ethernet Switch CLI Reference Guide

30



Chapter 5 Anti-Arpscan

Table 12 anti arpscan Command Summary (continued)

COMMAND DESCRIPTION M |P
clear anti arpscan host Unblocks all hosts. E |13
clear anti arpscan host Unblocks all hosts connected to the specified port(s). E |13
interface port-channel <port-
list>
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
anti arpscan trust Sets the port as a trusted port. This prevents the port from C |13
being shutdown due to receiving too many ARP
messages.
no anti arpscan Disables Anti-arpscan on the Switch. C |13
no anti arpscan host threshold Resets the host threshold to its default value. C |13
no anti arpscan port threshold Resets the port threshold to its default value. C |13
no anti arpscan trust host <ip- |Removes a trusted host. C |13
address> <mask>
show anti arpscan Displays what ports are trusted and are forwarding traffic E |3
or are disabled.
show anti arpscan host Displays the host that has been blocked. E |3
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Use these commands to look at IP-to-MAC address mapping(s).

6.1 Command Summary

The following section lists the commands for this feature.

Table 13 arp Command Summary

COMMAND DESCRIPTION M | P
arp aging-time <60-1000000> Sets how long dynamically learned ARP entries remain in C |13
the ARP table before they age out (and must be
relearned).
arp name <name> ip <ip-address> | Creates a static ARP entry which will not age out. C |13

mac <mac-addr> vlan <vlan-id>
interface port-channel <port-
list>

arp name <name> ip <ip-address> | Creates a static ARP entry but disables it. C |13
mac <mac-addr> vlan <vlan-id>
interface port-channel <port-
list> inactive

no arp ip <ip-address> mac <mac- | Deletes a static ARP entry from the ARP table. C |13

addr> vlan <vlan-id>

no arp ip <ip-address> mac <mac- | Enables the specified static ARP entry. C |13

addr> vlan <vlan-id> inactive

show ip arp Displays the ARP table. E |3

show ip arp count Displays the number of ARP entries in the ARP table. E |3

clear ip arp Removes all of the dynamic entries from the ARP table. E |13

clear ip arp interface port- Removes the dynamic entries learned on the specified E |13

channel <port-list> port.

clear ip arp ip <ip-address> Removes the dynamic entries learned with the specified IP | E | 13
address.
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6.2 Command Examples

This example creates a static ARP entry and shows the ARP table on the Switch.

sysname# config

sysname(config)# arp name test ip 192.168.1.99 mac 00:c5:d8:01:23:45 vlan
1 interface port-channel 3

syshame(config)# exit

sysname# show ip arp

Index 1P MAC VLAN Port Age(s) Type

1 192.168.1.1 00:19:cb:37:00:49 1 CPU 0 static

2 192.168.1.99 00:c5:d8:01:23:45 1 3 0] static

3 192.168.2.1 00:19:¢cb:37:00:49 465 CPU 0 static
syshame#

The following table describes the labels in this screen.

Table 14 show ip arp

LABEL DESCRIPTION

Index This field displays the index number.

P This field displays the learned IP address of the device.

MAC This field displays the MAC address of the device.

VLAN This field displays the VLAN to which the device belongs.

Port This field displays the number of the port from which the IP address was learned.

CPU indicates this IP address is the Switch’s management IP address.

Age(s) This field displays how long the entry remains valid.

Type This field displays how the entry was learned.

dynamic: The Switch learned this entry from ARP packets.
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CHAPTER 7

Use these commands to filter unauthorized ARP packets in your network.

7.1 Command Summary

The following section lists the commands for this feature.

Table 15 arp inspection Command Summary

time

filter remains in the Switch after the Switch identifies an
unauthorized ARP packet to the default value.

COMMAND DESCRIPTION P
arp inspection Enables ARP inspection on the Switch. You still have to C |13
enable ARP inspection on specific VLAN and specify
trusted ports.
no arp inspection Disables ARP inspection on the Switch. C |13
show arp inspection Displays ARP inspection configuration details. E |3
clear arp inspection statistics |Removes all ARP inspection statistics on the Switch. E |3
clear arp inspection statistics |Removes ARP inspection statistics for the specified E |3
vlan <vlan-list> VLAN(s).
show arp inspection statistics Displays all ARP inspection statistics on the Switch. E |3
show arp inspection statistics Displays ARP inspection statistics for the specified VLAN(s). |E |3
vlan <vlan-list>
Table 16 Command Summary: arp inspection filter
COMMAND DESCRIPTION M [P
show arp inspection filter Displays the current list of MAC address filters that were E |3
[<mac-addr>] [vlan <vlan-id>] created because the Switch identified an unauthorized
ARP packet. Optionally, lists MAC address filters based on
the MAC address or VLAN ID in the filter.
clear arp inspection filter Deletes all ARP inspection filters from the Switch. E |13
arp inspection filter-aging-time | Specifies how long (1-2147483647 seconds) MAC address | C |13
<1-2147483647> filters remain in the Switch after the Switch identifies an
unauthorized ARP packet. The Switch automatically
deletes the MAC address filter afterwards.
arp inspection filter-aging-time | Specifiesthe MAC address filter to be permanent. C |13
none
no arp inspection filter-aging- |Resetshow long (1-2147483647 seconds) the MAC address | C | 13
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Table 17 Command Summary: arp inspection log

list> logging

inspection for the specified VLAN(S).

COMMAND DESCRIPTION P
show arp inspection log Displays the log settings configured on the Switch. It also 3
displays the log entries recorded on the Switch.
clear arp inspection log Delete all ARP inspection log entries from the Switch. 13
arp inspection log-buffer Specifies the maximum number (1-1024) of log messages 13
entries <0-1024> that can be generated by ARP packets and not sent to
the syslog server.
If the number of log messages in the Switch exceeds this
number, the Switch stops recording log messages and
simply starts counting the number of entries that were
dropped due to unavailable buffer.
arp inspection log-buffer logs Specifies the number of syslog messages that can be sent 13
<0-1024> interval <0-86400> to the syslog server in one batch and how often (1-86400
seconds) the Switch sends a batch of syslog messages to
the syslog server.
no arp inspection log-buffer Resets the maximum number (1-1024) of log messages that 13
entries can be generated by ARP packets and not sent to the
syslog server to the default value.
no arp inspection log-buffer Resets the maximum number of syslog messages the 13
logs Switch can send to the syslog server in one batch to the
default value.
Table 18 Command Summary: interface arp inspection
COMMAND DESCRIPTION P
show arp inspection interface Displays the ARP inspection settings for the specified 3
port-channel <port-list> port(s).
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
arp inspection trust Sets the port to be a trusted port for arp inspection. The 13
Switch does not discard ARP packets on trusted ports for
any reason.
no arp inspection trust Disables this port from being a trusted port for ARP 13
inspection.
Table 19 Command Summary: arp inspection vian
COMMAND DESCRIPTION P
show arp inspection vlan <vlan- | Displays ARP inspection settings for the specified VLAN(s). 3
list>
arp inspection vlan <vlan-list> | Enables ARP inspection on the specified VLAN(s). 13
no arp inspection vlan <vlan- Disables ARP inspection on the specified VLANC(S). 13
list>
arp inspection vlan <vlan-list> | Enableslogging of ARP inspection events on the specified 13
logging [all]none|permit]deny] VLAN(s). Optionally specifies which types of events to log.
no arp inspection vlan <vlan- Disables logging of messages generated by ARP 13
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7.2 Command Examples

This example looks at the current list of MAC address filters that were created because the Switch
identified an unauthorized ARP packet. When the Switch identifies an unauthorized ARP packet, it
automatically creates a MAC address filter to block traffic from the source MAC address and source
VLAN ID of the unauthorized ARP packet.

sysname# show arp inspection filter
Filtering aging timeout : 300

MacAddress VLAN Port Expiry (sec) Reason

Total number of bindings: O

The following table describes the labels in this screen.

Table 20 show arp inspection filter

LABEL DESCRIPTION

Filtering aging timeout This field displays how long the MAC address filters remain in the Switch after the Switch
identifies an unauthorized ARP packet. The Switch automatically deletes the MAC
address filter afterwards.

MacAddress This field displays the source MAC address in the MAC address filter.

VLAN This field displays the source VLAN ID in the MAC address filter.

Port This field displays the source port of the discarded ARP packet.

Expiry (sec) This field displays how long (in seconds) the MAC address filter remains in the Switch.

You can also delete the record manually (Delete).

Reason This field displays the reason the ARP packet was discarded.
MAC+VLAN: The MAC address and VLAN ID were not in the binding table.

IP: The MAC address and VLAN ID were in the binding table, but the IP address was not
valid.

Port: The MAC address, VLAN ID, and IP address were in the binding table, but the port
number was not valid.

This example looks at log messages that were generated by ARP packets and that have not been sent
to the syslog server yet.

sysname# show arp inspection log
Total Log Buffer Size : 32
Syslog rate : 5 entries per 1 seconds

Port VIan Sender MAC Sender IP Pkts Reason
Time

Total number of logs: O
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The following table describes the labels in this screen.

Table 21 show arp inspection log

LABEL DESCRIPTION

Total Log Buffer Size This field displays the maximum number (1-1024) of log messages that were
generated by ARP packets and have not been sent to the syslog server yet.

If the number of log messages in the Switch exceeds this number, the Switch stops
recording log messages and simply starts counting the number of entries that were
dropped due to unavailable buffer.

Syslog rate This field displays the maximum number of syslog messages the Switch can send to
the syslog server in one batch. This number is expressed as a rate because the batch
frequency is determined by the Log Interval.

Port This field displays the source port of the ARP packet.

Vian This field displays the source VLAN ID of the ARP packet.

Sender MAC This field displays the source MAC address of the ARP packet.

Sender IP This field displays the source IP address of the ARP packet.

Pkts This field displays the number of ARP packets that were consolidated into this log

message. The Switch consolidates identical log messages generated by ARP
packets in the log consolidation interval into one log message.

Reason This field displays the reason the log message was generated.

dhcp deny: An ARP packet was discarded because it violated a dynamic binding
with the same MAC address and VLAN ID.

static deny: An ARP packet was discarded because it violated a static binding with
the same MAC address and VLAN ID.

deny: An ARP packet was discarded because there were no bindings with the same
MAC address and VLAN ID.

static permit: An ARP packet was forwarded because it matched a static binding.

dhcp permit: An ARP packet was forwarded because it matched a dynamic

binding.
Time This field displays when the log message was generated.
Total number of logs This field displays the number of log messages that were generated by ARP packets

and that have not been sent to the syslog server yet. If one or more log messages
are dropped due to unavailable buffer, there is an entry called overflow with the
current number of dropped log messages.

This example displays whether ports are trusted or untrusted ports for ARP inspection.

sysname# show arp inspection interface port-channel 1
Interface Trusted State Rate (pps) Burst Interval

1 Untrusted 15 1
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The following table describes the labels in this screen.

Table 22 show arp inspection interface port-channel

LABEL

DESCRIPTION

Interface

This field displays the port number. If you configure the * port, the settings are applied
to all of the ports.

Trusted State

This field displays whether this port is a trusted port (Trusted) or an untrusted port
(Untrusted).

Trusted ports are connected to DHCP servers or other switches, and the Switch discards
DHCP packets from trusted ports only if the rate at which DHCP packets arrive is too
high.

Rate (pps)

This field displays the maximum number for DHCP packets that the Switch receives from
each port each second. The Switch discards any additional DHCP packets.

Burst Interval

This field displays the length of time over which the rate of ARP packets is monitored for
each port. For example, if the Rate is 15 pps and the burst interval is 1 second, then the
Switch accepts a maximum of 15 ARP packets in every one-second interval. If the burst
interval is 5 seconds, then the Switch accepts a maximum of 75 ARP packets in every
five-second interval.

Ethernet Switch CLI Reference Guide

38




CHAPTER 8
ARP Learning Commands

Use these commands to configure how the Switch updates the ARP table.

8.1 Command Summary

The following section lists the commands for this feature.

Table 23 arp-learning Command Summary

COMMAND DESCRIPTION M [P
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
arp-learning <arp- Sets the ARP learning mode the Switch uses on the port. C |13
reply|g£atUItous—arp|arp— arp-reply: the Switch updates the ARP table only with
reques the ARP replies to the ARP requests sent by the Switch.
gratuitous-arp: the Switch updates its ARP table with
either an ARP reply or a gratuitous ARP request. A
gratuitous ARP is an ARP request in which both the source
and destination IP address fields are set to the IP address of
the device that sends this request and the destination
MAC address field is set to the broadcast address.
arp-request: the Switch updates the ARP table with both
ARP replies, gratuitous ARP requests and ARP requests.
no arp-learning Resets the ARP learning mode to its default setting (arp- C |13

reply).

8.2 Command Examples

This example changes the ARP learning mode on port 8 from arp-reply to arp-request.

sysname# configure
sysname(config)# interface port-channel 8
sysname(config-interface)# arp-learning arp-request
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Auto Configuration
Commands

Use these commands to configure auto configuration on the Switch.

9.1 Auto Configuration Overview

The Switch can download a pre-saved auto configuration file automatically when you reboot the

Switch using the DHCP or HTTPS mode. This will overwrite the running configuration stored in the Switch’s
RAM instead of the startup configuration stored in the Switch’s flash memory.

You can use the DHCP mode to load an auto configuration file from a TFTP server automatically when

you reboot the Switch. The Switch must have a dynamic IP address assighed by a DHCP server. Also,

make sure the Switch can communicate with the TFTP server.

Note: You need to set up configurations on a DHCP server and TFTP server first to use auto

configuration.

9.2 Command Summary

The following section lists the commands for this feature.

Table 24 auto-config Command Summary

auto-config <dhcp | https>

dhcp: Enables the DHCP mode for auto configuration.
When auto configuration DHCP is enabled, the Switch can
receive an auto configuration file from a TFTP server. The
location of the TFTP server is provided by a DHCP server.

https: Enables the HTTPS mode for auto configuration.
When auto configuration HTTPS is enabled, the Switch will
use the URL you specified using the auto-config url
command to access a web server and download the
auto configuration file using HTTPS.

COMMAND DESCRIPTION P

auto-config Enables auto configuration. When auto configuration is 14
enabled, the Switch can receive an auto configuration
file.

no auto-config Disables auto configuration. 14
Selects the DHCP or HTTPS mode for auto configuration. 14
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Table 24 auto-config Command Summary (continued)

= The mode that is used for auto configuration.

= The status to see whether an auto configuration file is
successfully loaded to the Switch after you reboot the
Switch.

= The name of the auto configuration file that is loaded
after you reboot the Switch.

COMMAND DESCRIPTION P
auto-config url <https://host/ Types the URL that can be used to access and download 14
filename> the auto configuration file from a web server using HTTPS.
For example, https://
webserverlPaddressconfigfilename.cfg.
auto-config vlan <vlan-id> Enters the VLAN ID of the DHCP server that assigns the TFTP 14
server IP address and auto configuration file name to the
Switch.
show auto-config The following information is displayed: 3

See Chapter 97 on page 345 for the commands to enable and disable DHCP option 60.

9.3 Command Examples

See Section 3.6 on page 20 for an example of how to configure auto configuration using the DHCP

mode on the Switch.
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Bandwidth Commands

Use these commands to configure the maximum allowable bandwidth for incoming or outgoing traffic

flows on a port.

Note: Bandwidth management implementation differs across Switch models.

= Some models use a single command (bandwidth-limit ingress) to control the incoming rate of

traffic on a port.

= Other models use two separate commands (bandwidth-limit cir and bandwidth-limit pir)to
control the Committed Information Rate (CIR) and the Peak Information Rate (PIR) allowed on a port.

The CIR and PIR should be set for all ports that use the same uplink bandwidth. If the CIR is reached,

packets are sent at the rate up to the PIR. When network congestion occurs, packets through the

ingress port exceeding the CIR will be marked for drop.

Note: The CIR should be less than the PIR.

See Section 10.2 on page 43 and Section 10.3 on page 44 for examples.

See also Chapter 94 on page 333 for information on how to use trTCM (Two Rate Three Color Marker) to

control traffic flow.

10.1 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 25 User-input Values: running-config

COMMAND DESCRIPTION

port-list The port number or a range of port numbers that you want to configure.

rate The rate represents a bandwidth limit. Different models support different rate limiting
incremental steps. See your User’s Guide for more information.

The following section lists the commands for this feature.

Table 26 Command Summary: bandwidth-control & bandwidth-limit

COMMAND DESCRIPTION M |P
show interfaces config <port- Displays the current settings for bandwidth controlonthe |E |3
list> bandwidth-control specified ports.

bandwidth-control Enables bandwidth control on the Switch. C |13
no bandwidth-control Disables bandwidth control on the Switch. C |13
interface port-channel <port- Enters subcommand mode for configuring the specified C |13
list> ports.
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Table 26 Command Summary: bandwidth-control & bandwidth-limit (continued)

COMMAND DESCRIPTION M |P
bandwidth-limit ingress Enables bandwidth limits for incoming traffic on the port(s). | C | 13
bandwidth-limit ingress Sets the maximum bandwidth allowed for incoming traffic | C | 13
<rate> on the port(s).
bandwidth-limit egress Enables bandwidth limits for outgoing traffic on the port(s). | C | 13
bandwidth-limit egress Sets the maximum bandwidth allowed for outgoing traffic | C | 13
<rate> on the port(s).
no bandwidth-limit ingress Disables ingress bandwidth limits on the specified port(s). C |13
no bandwidth-limit egress Disables egress bandwidth limits on the specified port(s). C |13
bandwidth-limit cir Enables commit rate limits on the specified port(s). C |13
bandwidth-limit cir <rate> Sets the guaranteed bandwidth allowed for the incoming | C | 13

traffic flow on a port. The commit rate should be less than

the peak rate. The sum of commit rates cannot be greater

than or equal to the uplink bandwidth.

Note: The sum of CIRs cannot be greater than or

equal to the uplink bandwidth.

bandwidth-limit pir Enables peak rate limits on the specified port(s). C |13
bandwidth-limit pir <rate> Sets the maximum bandwidth allowed for the incoming C |13

traffic flow on the specified port(s).
no bandwidth-limit cir Disables commit rate limits on the specified port(s). C |13
no bandwidth-limit pir Disables peak rate limits on the specified port(s). C |13

10.2 Command Examples: ingress

This example sets the outgoing traffic bandwidth limit to 5000 Kbps and the incoming traffic bandwidth

limit to 4000 Kbps for port 1.

sysname# configure

sysname(config-interface)# exit
sysname(config)# exit

sysname(config)# bandwidth-control

sysname(config)# interface port-channel 1
sysname(config-interface)# bandwidth-limit egress 5000
sysname(config-interface)# bandwidth-limit ingress 4000

This example deactivates the outgoing bandwidth limit on port 1.

sysname# configure

sysname(config-interface)# exit
sysname(config)# exit

sysname(config)# interface port-channel 1
sysname(config-interface)# no bandwidth-limit egress
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10.3 Command Examples: cir & pir

This example sets the guaranteed traffic bandwidth limit on port 1 to 4000 Kbps and the maximum traffic
bandwidth limit to 5000 Kbps for port 1.

sysname# configure

sysname(config)# bandwidth-control

sysname(config)# interface port-channel 1
sysname(config-interface)# bandwidth-limit cir
sysname(config-interface)# bandwidth-limit cir 4000
sysname(config-interface)# bandwidth-limit pir
sysname(config-interface)# bandwidth-limit pir 5000
sysname(config-interface)# exit

syshame(config)# exit

This example displays the bandwidth limits configured on port 1.

sysname# show running-config interface port-channel 1 bandwidth-limit
Building configuration. ..

Current configuration:

interface port-channel 1
bandwidth-limit cir 4000
bandwidth-limit cir
bandwidth-limit pir 5000
bandwidth-limit pir
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CHAPTER 11
BPDU Guard

Use these commands to configure BPDU guard on the Switch.

11.1 BPDU Guard Overview

A BPDU (Bridge Protocol Data Units) is a data frame that contains information about STP. STP-aware
switches exchange BPDUs periodically.

The BPDU guard feature allows you to prevent any new STP-aware switch from connecting to an existing
network and causing STP topology changes in the network. If there is any BPDU detected on the port(s)
on which BPDU guard is enabled, the Switch disables the port(s) automatically. You can then enable the
port(s) manually via the web configurator or the commands. With error-disable recovery, you can also
have the port(s) become active after a certain time interval.

11.2 Command Summary

The following section lists the commands for this feature.

Table 27 bpduguard Command Summary

show bpdupguard

the port status.

COMMAND DESCRIPTION M |P
bpduguard Enabled BPDU guard on the Switch. C |13
no bpduguard Disables BPDU guard on the Switch. C |13
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
bpduguard Enabled BPDU guard on the port(s). C |13
no bpduguard Disables BPDU guard on the port(s). C |13
Displays whether BPDU guard is enabled on the Switchand |E |3
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CHAPTER 12
Broadcast Storm Commands

Use these commands to limit the number of broadcast, multicast and destination lookup failure (DLF)
packets the Switch receives per second on the ports.

Note: Broadcast storm control implementation differs across Switch models.

= Some models use a single command (bmstorm-1imit) to control the combined rate of broadcast,
multicast and DLF packets accepted on Switch ports.

= Other models use three separate commands (broadcast-limit, multicast-limit, dIf-1imit) to
control the number of individual types of packets accepted on Switch ports.

See Section 12.2 on page 47 and Section 12.3 on page 47 for examples.

12.1 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 28 User-input Values: broadcast-limit, multicast-limit & dIf-limit

COMMAND DESCRIPTION
pkt/s Specifies the maximum number of packets per second accepted by a Switch
port.

The following section lists the commands for this feature.

Table 29 Command Summary: storm-control, bmstorm-limit, and bstorm-control

COMMAND DESCRIPTION M [P
show interfaces config <port- Displays the current settings for broadcast storm controlon |E |3
list> bstorm-control the specified ports.
storm-control Enables broadcast storm control on the Switch. C |13
no storm-control Disables broadcast storm control on the Switch. C |13
interface port-channel <port- Enters subcommand mode for configuring the specified C |13
list> ports.
bmstorm-limit Enables broadcast storm control on the specified port(s). C |13
bmstorm-limit <rate> Specifies the maximum rate at which the Switch receives | C |13

broadcast, multicast, and destination lookup failure (DLF)
packets on the specified port(s).

Different models support different rate limiting incremental
steps. See your User’s Guide for more information.

no bmstorm-limit Disables broadcast storm control on the specified port(s). | C | 13
broadcast-limit Enables the broadcast packet limit on the specified C |13
port(s).
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Table 29 Command Summary: storm-control, bmstorm-limit, and bstorm-control (continued)

COMMAND DESCRIPTION P
broadcast-limit <pkt/s> Specifies the maximum number of broadcast packets the 13
Switch accepts per second on the specified port(s).
The Switch will generate a trap and/or log when the
actual rate is higher than the specified threshold.
no broadcast-limit Disables broadcast packet limit no the specified port(s). 13
multicast-limit Enables the multicast packet limit on the specified port(s). 13
multicast-limit <pkt/s> Specifies the maximum number of multicast packets the 13
Switch accepts per second on the specified port(s).
The Switch will generate a trap and/or log when the
actual rate is higher than the specified threshold.
no multicast-limit Disables multicast packet limit on the specified port(s). 13
dif-limit Enables the DLF packet limit on the specified port(s). 13
dif-limit <pkt/s> Specifies the maximum number of DLF packets the Switch 13
accepts per second on the specified port(s).
no dif-limit Disables DLF packet limits no the specified port(s). 13

12.2 Command Example: bmstorm-limit

This example enables broadcast storm control on port 1 and limits the combined maximum rate of

broadcast, multicast and DLF packets to 128 Kbps.

sysname# configure
sysname(config)# storm-control

sysname(config-interface)# exit
syshame(config)# exit

sysname(config)# interface port-channel 1
sysname(config-interface)# bmstorm-limit
sysname(config-interface)# bmstorm-limit 128

12.3 Command Example: broadcast-limit, multicast-limit

& dlIf-limit

This example enables broadcast storm control on the Switch, and configures port 1 to accept up to:

- 128 broadcast packets per second,

= 256 multicast packets per second,
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= 64 DLF packets per second.

sysname# configure
sysname(config)# storm-control
sysname(config)# interface port-channel 1
sysname(config-interface)# broadcast-limit
sysname(config-interface)# broadcast-limit 128
sysname(config-interface)# multicast-limit
sysname(config-interface)# multicast-limit 256
sysname(config-interface)# dif-limit
sysname(config-interface)# dIf-limit 64
syshame(config)# exit
syshame# show interfaces config 1 bstorm-control
Broadcast Storm Control Enabled: Yes

Port Broadcast|Enabled Multicast|Enabled
1 128 pkt/s]Yes 256 pkt/s|Yes

DLF-Limit]|Enabled
64 pkt/s]Yes
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CHAPTER 13
CFM Commands

Use these commands to configure the Connectivity Fault Management (CFM) on the Switch.

13.1 CFM Overview

The route between two users may go through aggregated switches, routers and/or DSLAMs owned by
independent organizations. A connectivity fault point generally takes time to discover and impacts
subscribers’ network access. IEEE 802.1ag is a Connectivity Fault Management (CFM) specification
which allows network administrators to identify and manage connection faults in order to ease
management and maintenance. Through discovery and verification of the path, CFM can detect and
analyze connectivity faults in bridged LANs.

The figure shown below is an example of a connection fault between switches in the service provider’s
network. CFM can be used to identify and management this kind of connection problem.

Figure 1 Connectivity Fault Example

13.1.1 How CFM Works

CFM sends pro-active Connectivity Check (CC) packets between two CFM-aware devices in the same
MD (Maintenance Domain) network. An MA (Maintenance Association) defines a VLAN and associated
ports on the device under an MD level. In this MA, a port can be an MEP (Maintenance End Point) port
or an MIP (Maintenance Intermediate Point) port.

<MEP port - has the ability to send pro-active connectivity check (CC) packets and get other MEP
port information from neighbor switches’ CC packets within an MA.

<MIP port - only forwards the CC packets.
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CFM provides two tests to discover connectivity faults.

eLoopback test - similar to using “ping” in Microsoft DOS mode to check connectivity from your
computer to a host. In aloopback test, a MEP port sends a LBM (Loop Back Message) to a MIP port
and checks for an LBR (Loop Back Response). If no response is received, there might be a
connectivity fault between them.

elLink trace test - similar to using “tracert” in the Microsoft DOS mode to check connectivity from your
computer to a host. A link trace test provides additional connectivity fault analysis to get more
information on where the faultis. In a link trace test, a MEP port sends a LTM (Link Trace Message) to
a MIP port and checks for an LTR (Link Trace Response). If an MIP or MEP port does not respond to
the source MEP, this may indicate a fault. Administrators can take further action to check the fault
and resume services according to the line connectivity status report.

An example is shown next. A user cannot access the Internet. To check the problem, the administrator
starts the link trace test from A which is an MEP port to B which is also an MEP port. Each aggregation MIP
port between aggregated devices responds to the LTM packets and also forwards them to the next
port. A fault occurs at port C. A discovers the fault since it only gets the LTR packets from the ports
before port C.

Figure 2 MIP and MEP Example

A (port 2, MEP)

C (port 17, MmIP)

ST S

(port 18, MIP) B (port 8, MEP)

13.2 CFM Term Definition

This section lists the common term definition which appears in this chapter. Refer to User’s Guide for
more detailed information about CFM.

Table 30 CFM Term Definitions

TERM DESCRIPTION

CFM CFM (Connectivity Fault Management) is used to detect and analyze connectivity faults in
bridged LANSs.

MD An MD (Maintenance Domain) is part of a network, where CFM can be done. The MD is
identified by a level number and contains both MEPs and MIPs. The Switch supports up to
eight MD levels (0 ~ 7) in a network. You can create multiple MDs on one MD level and
multiple MA groups in one MD.

MA An MA (Maintenance Association) is a group of MEPs and identified by a VLAN ID. One MA
should belong to one and only one MD group.

MEP An MEP (Maintenance End Point) port has the ability to send and reply to the CCMs, LBMs and
LTMs. It also gets other MEP port information from neighbor switches’ CCMs in an MA.

MIP An MIP (Maintenance Intermediate Point) port forwards the CCMs, LBMs, and LTMs and replies
the LBMs and LTMs by sending Loop Back Responses (LBRs) and Link Trace Responses (LTRS).

Connectivity Connectivity Check (CC) enables an MEP port sending Connectivity Check Messages

Check (CCMs) periodically to other MEP ports. An MEP port collects CCMs to get other MEP

information within an MA.

Ethernet Switch CLI Reference Guide

50



Chapter 13 CFM Commands

Table 30 CFM Term Definitions

TERM DESCRIPTION

Loop Back Test Loop Back Test (LBT) checks if an MEP port receives its LBR (Loop Back Response) from its
target after it sends the LBM (Loop Back Message). If no response is received, there might be a
connectivity fault between them.

Link Trace Test Link Trace Test (LTT) provides additional connectivity fault analysis to get more information on
where the fault is. In the link trace test, MIP ports also send LTR (Link Trace Response) to
response the source MEP port’s LTM (Link Trace Message). If an MIP or MEP port does not
respond to the source MEP, this may indicate a fault. Administrators can take further action to
check and resume services from the fault according to the line connectivity status report.

13.3 User Input Values

This section lists the common term definition appears in this chapter. Refer to User’s Guide for more
detailed information about CFM.

Table 31 CFM command user input values

USER INPUT DESCRIPTION

mep-id This is the maintenance endpoint identifier (1~8191).

ma-index This is the maintenance association (MA) index number (1~4294967295).
md-index This is the maintenance domain (MD) index number (1~4294967295).
mac-address This is the remote maintenance endpoint’s MAC address or a virtual MAC

address assigned to a port.

A Switch has one or two MAC addresses only. If you do not use virtual MAC
addresses with CFM, all CFM ports will use the Switch’s MAC address and
appear as one port. If you want unique CFM ports, you need to assign virtual
MAC addresses. If you use virtual MAC addresses, make sure that all virtual
MAC addresses are unique in both the Switch and the network to which it
belongs.

13.4 Command Summary

The following section lists the commands for this feature.

Table 32 CFM Command Summary

COMMAND DESCRIPTION M | P
clear ethernet cfm linktrace Clears the link trace database. E |13
clear ethernet cfm mep-ccmdb Clears the MEP CCM database. E |13
clear ethernet cfm mip-ccmdb Clears the MIP CCM database. E |13
clear ethernet cfm mep-defects Clears the MEP-defects database. E |13
ethernet cfm Enables CFM on the Switch. C |13

Ethernet Switch CLI Reference Guide

51



Chapter 13 CFM Commands

Table 32 CFM Command Summary (continued)

COMMAND

DESCRIPTION

ethernet cfm loopback remote-mep
<mep-id> mep <mep-id> ma <ma-index>
md <md-index> [size <0-1500>][count
<1-1024>]

Specifies the remote MEP ID, local MEP ID, MA index
and MD index to perform a loopback test.

This enables the MEP port (with the specified MEP ID)
in a specified CFM domain to send the LBMs (Loop
Back Messages) to a specified remote end point.

You can also define the packet size (from 0 to 1500
bytes) and how many times the Switch sends the
LBMs.

13

ethernet cfm loopback mac <mac-
address> mep <mep-id> ma <ma-index>
md <md-index> [size <0-1500>][count
<1-1024>]

Specifies the destination MAC address, local MEP ID,
MA index and MD index to perform a loopback test.

This enables the MEP port (with the specified MEP ID)
in a specified CFM domain to send the LBMs (Loop
Back Messages) to a specified remote end point.

You can also define the packet size (from 0 to 1500
bytes) and how many times the Switch sends the
LBMs.

13

ethernet cfm linktrace remote-mep
<mep-id> mep <mep-id> ma <ma-index>
md <md-index> [mip-ccmdb][[ttl
<ttl>]

Specifies the remote MEP ID, local MEP ID, MA index
and MD index to perform a link trace test.

This enables the MEP port (with the specified MEP ID)
in a specified CFM domain to send the LTMs (Link
Trace Messages) to a specified remote end point.

mip-ccmdb: Specifies the MIP CCM DB, a database
that stores information (tuples of {Port, VID, MAC
address}) about MEPs in the MD when receiving
CCMs. The MIP CCM DB is used for fault isolation, such
as link trace and loop back. An entry can remains in
the MIP CCM DB for at least 24 hours.

ttl: This is the time-to-live value (the number of
transmissions, 64 hops by default). Sets this to stop a
test once it exceeds the time duration without
receiving any response.

13

ethernet cfm linktrace mac <mac-
address> mep <mep-id> ma <ma-index>
md <md-index> [mip-ccmdb][[ttl
<ttl>]

Specifies the destination MAC address, local MEP ID,
MA index and MD index to perform a link trace test.

This enables the MEP port (with the specified MEP ID)
in a specified CFM domain to send the LTMs (Link
Trace Messages) to a specified remote end point.

mip-ccmdb: Specifies the MIP CCM DB, a database that
stores information (tuples of {Port, VID, MAC address})
about MEPs in the MD when receiving CCMs. The MIP
CCM DB is used for fault isolation, such as link trace and
loop back. An entry can remains in the MIP CCM DB for at
least 24 hours.

ttl: This is the time-to-live value (the number of
transmissions, 64 hops by default). Sets this to stop a
test once it exceeds the time duration without
receiving any response.

13
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Table 32 CFM Command Summary (continued)

COMMAND DESCRIPTION P
ethernet cfm ma <ma-index> format Creates an MA (Maintenance Association) and 13
<vid|string]integer> name <ma-name> definesits VLAN ID under the MD. You can also define
md <md-index> primary-vlan <1-4094> the format which the Switch uses to send this MA
information in the domain (MD).
ma-name: Enters a VLAN ID, a descriptive name or a 2-
octet integer for the MA.
Note: If you set the format to vid, the VLAN ID
should be the same as the VLAN ID you
use to identify the MA.
cc-interval Sets how often an MEP sends a connectivity check 13
<100ms|1s|10s|1min|10min> message (CCM).
mhf-creation < none | default | | Sets MHF (MIP Half Function). 13
icit>
explicit Select none and no MIP can be created
automatically for this MA.
Select default to automatically create MIPs for this
MA and on the ports belonging to this MA’s VLAN
when there are no lower configured MD levels or
there is an MEP at the next lower configured MD level
on the port.
Select explicit to automatically create MIPs for this
MA and on the ports belonging to this MA’s VLAN only
when there is an MEP at the next lower configured MD
level on the port.
id-permission < none | chassis Sets what’s to be included in the sender ID TLV (Type- 13
| management | chassis- Length-Value) transmitted by CFM packets.
management> Select none to not include the sender ID TLV.
Select chassis to include the chassis information.
Select management to include the management
information.
Select chassis-management to include both chassis
and management information.
exit Exits from the config-ma mode. 13
remote-mep <mep-id> Sets a remote MEP in an MA. 13
mep <mep-id> interface port- Sets an MEP in an MA. 13
hannel <port> dir ion
channe po F c_j ectio up |down: The traffic direction.
<up|down> priority <0-7>
0-7: The priority value of the CCMs or LTMs transmitted
by the MEP. 1 is the lowest, then 2,0 and 3 ~ 7.
mep <mep-id> interface port- Disables a specified MEP. 13
channel <port> direction
<up|]down> priority <0-7>
inactive
mep <mep-id> interface port- Enables Connectivity Check (CC) to allow an MEP 13
channel <port> direction sending Connectivity Check Messages (CCMs)
<up|down> priority <0-7> cc- periodically to other MEPs.
enable
no remote-mep <mep-id> Deletes a specified destination MEP. 13
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Table 32 CFM Command Summary (continued)

COMMAND DESCRIPTION M |P
no mep <mep-id> Deletes a specified MEP. C |13
no mep <mep-id> inactive Enables an MEP. C |13
no mep <mep-id> cc-enable Disallows an MEP sending Connectivity Check C |13

Messages (CCMs) periodically to other MEPs.

ethernet cfm md <md-index> format Creates an MD (Maintenance Domain) with the C |13

<dns|mac|string> name <md-name> specified name and level number.

level <0-7> md-name: Enters a domain name, MAC address or a

descriptive name for the MD.
ethernet cfm management-address- Sets the Switch to carry the host name and C |13
domain ip [<ip-addr>] management IP address for the VLAN to which an

MEP belongs or the specified IP address in CFM

packets.

This helps you to easily identify a remote MEP by its

host name and management IP address showed in

the link trace database and MEP-CCM database.

interface port-channel <port-list> | Enters config-interfface mode for configuring the C |13

specified port(s).
ethernet cfm virtual-mac <mac- Assigns a virtual MAC address(es) to the specified C |13
addr> port(s) so that each specified port can have its own
MAC address for CFM.
You cannot use the copy running-config
interface port-channel command to copy the
virtual MAC address from the specified port to other
ports.
no ethernet cfm virtual-mac Removes the virtual MAC address(es) and sets the C |13
port(s) to use the default system MAC address.

no ethernet cfm Disables CFM on the Switch. C |13

no ethernet cfm md <md-index> Deletes the specified MD. C |13

no ethernet cfm ma <ma-index> md Deletes an MA from the specified MD. C |13
<md-index>

no ethernet cfm management-address- | Setsthe Switch to not carry the host name and C |13

domain management IP address in CFM packets.

show ethernet cfm linktrace Displays the CFM link trace database information. E |13

show ethernet cfm local Displays the detailed settings of the configured MD(s) |E | 13

and MAC(s).

show ethernet cfm local stack Displays a list of all maintenance points, such as MIP E |13

and MEP.

show ethernet cfm local stack mep Displays a list of the MEP(s). E |13

show ethernet cfm local stack mep Displays the specified MEP’s general, fault notification |E | 13

<mep-id> ma <ma-index> md <md- generator, continuity-check, loopback and link trace

index> information.

show ethernet cfm local stack mep Displays the specified MEP’s MEP-CCM database E |13

<mep-id> ma <ma-index> md <md- information. Each MEP maintains an MEP CCM

index> mep-ccmdb [remote-mep <mep- database which stores information about remote

id>] MEPs in the MA when receiving CCMs.

show ethernet cfm local stack mip Displays a list of the MIP(s). E |13

show ethernet cfm local stack mip Displays the MIP-CCM database. E |13

mip-ccmdb
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Table 32 CFM Command Summary (continued)

<port-list>

COMMAND DESCRIPTION P

show ethernet cfm remote Displays a list of MA(s), MEP(s) and the remote MEP(s) 13
under the configured MD(s).

show ethernet cfm virtual-mac Displays all virtual MAC addresses. 13

show ethernet cfm virtual-mac port | Displaysthe MAC address(es) of the specified port(s). 13

13.5 Command Examples

This example creates MD1 (with MD index 1 and level 1) and MA2 (with MA index 2 and VLAN ID 2) under

MD1 that defines a CFM domain.

sysname# config

sysname(config)# ethernet cfm md 1 format string name MD1 level 1
syshame(config)# ethernet cfm ma 2 format string name MA2 md 1 primary-
vlan 2

sysname(config-ma)# exit

sysname(config)# exit

sysname# write memory

Note: Remember to save new settings using the write memory command.

This example deletes MA2 (with MA index 2) from MD1 (with MD index 1).

sysname# config

sysname(config)# no ethernet cfm ma 2 md 1
syshame(config)# exit

syshame# write mem

This example creates MA3 (with MA index 3 and VLAN ID 123) under MD1, and associates port 1 as an
MEP port with MEP ID 301 in the specified CFM domain. This also sets MHF (MIP half function) to default to

have the Switch automatically create MIPs for this MA and on the ports belonging to this MA's VLAN

when there are no lower configured MD levels or there is a MEP at the next lower configured MD level

on the port. This also sets a remote MEP in MA3.

sysname# config

sysname(config)# ethernet cfm ma 3 format string name MA3 md 1 primary-vlan
123

sysname(config-ma)# mep 301 interface port-channel 1 direction up priority 2
sysname(config-ma)# mep 301 interface port-channel 1 direction up priority 2
cc-enable

sysname(config-ma)# mhf-creation default

sysname(config-ma)# remote-mep 117

sysname(config-ma)# exit

sysname(config)# exit

sysname# write mem
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This example lists all CFM domains. In this example, only one MD (MD1) is configured. The MA3 with the
associated MEP port 1 is under this MD1.

sysname# show ethernet cfm local
MD Index: 1
MD Name: MD1(string)
MD Level: 1
MA Index: 3
MA Name: MA3(string)
Primary Vlan: 123
CC Interval: 1000 millisecond(s)
MHF Creation: default
ID Permission: none
MEP:301 (ACTIVE ) Port:1 Direction:DOWN Priority:5 CC-Enable:FALSE
syshame#

This example starts a loopback test and displays the test result on the console.

syshame# ethernet cfm loopback remote-mep 2 mep 1 ma 1 md 1

Sending 5 Ethernet CFM Loopback messages to remote-mepid 2, timeout is 5
seconds .....

sysname# Loopback: Successful

Success rate is 100 percent, round-trip min/avg/max = 0/0/0 ms

syshame#

This example displays all neighbors’ MEP port information in the MIP-CCM databases.

sysname# show ethernet cfm local stack mip mip-ccmdb
MIP CCM DB
Port VID Source Address Retained
2 1 00:19:cb:00:00:04 0 hr(s)
7 1 00:19:cb:00:00:06 0 hr(s)
syshame#

The following table describes the labels in this screen.

Table 33 show cfm-action mipccmdb

LABEL DESCRIPTION

Port Displays the number of the port on which this CCM was received.
VID Displays the MA VLAN ID of the last received CCM.

Source Address Displays the MAC address of the remote MEP.

Retained Displays how long an entry has been kept in the database.
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This example assigns a virtual MAC address to port 3 and displays the MAC addresses of the ports 2 ~ 4.
The assigned virtual MAC address should be unique in both the Switch and the network to which it
belongs.

sysname# config

sysname(config)# interface port-channel 3
sysname(config-interface)# ethernet cfm virtual-mac 00:19:cb:12:34:56
sysname(config-interface)# exit
sysname(config)# exit

syshame# show ethernet cfm virtual-mac port 2-4
Virtual MACPort MAC

2 00:19:cb:00:00:02

3 00:19:cb:12:34:56

4 00:19:cb:00:00:02

syshame#

This example sets the Switch to carry its host name and management IP address 192.168.100.1 in CFM
packets.

syshame# config
sysname(config)# ethernet cfm management-address-domain ip 192.168.100.1

This example shows remote MEP database information. The remote MEP has been configured to carry its
host name and a specified IP address in CFM packets.

sysnam# show ethernet cfm remote

MD Index: 1
MD Name: customerl23(string)
MD Level: 2
MA Index: 1

MA Name: 123(vid)
Primary Vlan: 123
MEP: 11
Remote MEP 1D: 1
MAC Address: 00:19:cb:6f:91:5a
Chassis Id: MGS-3712F
Management Address: 192.168.100.1:161
syshame#
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Certificates Commands

Use these commands to import an HTTPS certificate to the Switch. You can also clear or show the HTTPS
certificate imported to the Switch.

14.1 Certificates Overview

The Switch can use HTTPS certificates that are verified by a third party to create secure HTTPS
connections between your computer and the Switch. This way, you may securely access the Switch
using the web configurator. See Section 52.8 on page 451 for more information about HTTPS.

Certificates are based on public-private key pairs. A certificate contains the certificate owner’s identity
and public key. Certificates provide a way to exchange public keys for use in authentication.

14.2 Command Summary

The following section lists the commands for this feature.

Table 34 auto-config Command Summary
COMMAND DESCRIPTION M |P

import certificate https Imports the HTTPS certificate from the FTP server to the E |13
Switch. See Section 14.3 on page 58 for the example.

Note: You need to upload an HTTPS certificate file to
the FTP server first. The Switch is the FTP server.

clear certificate https Removes the HTTPS certificate uploaded to the Switch. E |13

show https certificate Displays the HTTPS certificates. E |3

14.3 Command Example

This example shows you how to import the HTTPS certificate to the Switch.

FTP Server

First, we need to upload an HTTPS certificate file to the FTP server. The Switch is the FTP server.

1 Select Start > All Programs > Accessories > Command Prompt.
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Use the ftp <ip address>command and enter the Switch IP address to have your computer ping the
Switch. In this example, we use the default out-of-band IP address (192.168.0.1) for the Switch IP address.

Use the default in-band management IP address (192.168.1.1), DHCP-assigned IP address, static IP
address, or the default out-of-band IP address (192.168.0.1). It doesn’t matter which IP address you use
as long as your computer can ping the Switch.

Enter the login username and password of the Switch. The default username is admin and associated
default password is 1234.

C:\Users>ftp 192.168.0.1

Connected to 192.168.0.1

220 XS3800 FTP version 1.0 ready at Fri Oct 19 05:14:22 2018
User (192.168.0.1:(none)): admin

331 Enter PASS command

Password:

230 Logged in

ftp>

Enter the put <file name> https-cert command to upload an HTTPS certificate file to the Switch.

Ttp> put CAfile.pfx https-cert

The Switch

Access the CLI. See Chapter 1 on page 10 for more information about how to access the CLI.

Enter the import certificate https command to import the HTTPS certificate from the FTP server to
the Switch.

Type the certificate file’s password that was created when the PKCS #12 file was exported.

sysname# import certificate https
Password:*****

Import Successfully
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Classifier Commands

Use these commands to classify packets into traffic flows. After classifying traffic, policy commands
(Chapter 64 on page 247) can be used to ensure that a traffic flow gets the requested treatment in the
network.

15.1 Command Summary

The following section lists the commands for this feature.

Table 35 Command Summary: classifier

COMMAND DESCRIPTION M | P

show classifier [<name>] Displays classifier configuration details. E |3

clear classifier match-count | Removesthe number of times all or the specified classifierruleis |E | 3
[<name>] applied.

Ethernet Switch CLI Reference Guide

60



Chapter 15 Classifier Commands

Table 35 Command Summary: classifier (continued)

COMMAND DESCRIPTION P
classifier <name> < [weight Configures a classifier. Specify the parameters to identify the 13
<0-65535> ][packet- format traffic flow:

<802.3untag|802.3tag| = weight: Enter the weight the priority of the Classifier rule
Etherlluntag|Etherlltag>] when the match order is in manual mode. A higher weight
[priority <0-7>] [ inner- means a higher priority.

priority <0-7> ] [vlan = priority: Type 0 to classify traffic from any priority level or
<vlan-id>] [ inner-vlan .type a pncl)trltyTIeveIov:lth il. bgfl;? t?fg Tghest pr|9r|ty. -

- - = inner-priority: Type 0 to classify traffic from any inner priority
<vlan-id-list> ]J[ethernet- level or type a priority level with 1 being the highest priority.
type_ <ther— = vlan-id: Type 0 to classify traffic from any VLAN or type a
num|iplipx]arplrarp]appletal specific VLAN ID number.
k]decnet] 1Pv6>] [source-mac = inner-vlan-id: Type 0 to classify traffic from any inner VLAN or
<src-mac-addr> [mask type a specific inner VLAN ID number.
<mask> rce-port <port- | ethemet-type: Enter one of the Ethernet types or type the

_as 11 [source-port <port hexadecimal number that identifies an Ethernet type (see
list>] [_source—trunk Table 36 on page 62).
<trur_1k—l !3t> 1L ) = source-mac: Enter the source MAC address of the packet.
destination-port <port-list> | . source-port: Enter any to classify traffic received on any
1 [destination-mac <dest- port or type a specific port number.
mac-addr> [mask <mask>]] = source-trunk: Enter any to classify traffic from any trunk
[ip-packet-length <0-65535> group or type a specific trunk grouT) IDf;um]E)fer.
_ _ - estination-port: Enter any to classify traffic to any
to <0 25525>]0[35Cp <0 633] destination port or type a specific port number.
Lprece ?nce <0-7>] [tos <0- = destination-mac: Enter the destination MAC address of
255>] [ipv6-dscp <0-63>] the packet.
[ip-protocol <protocol- - ip-protocol: Enter one of the protocols or type the port
num|tcpludp]icmplegp]| number that identifies the protocol (see Table 37 on page
ospflrsvpligmpligplpim] ipsec 62).k t th k for th ified MAC add t
- - = mask: type the mask for the specifie address to
> [establish-only]][ipv6- determine which bits a packet’s MAC address should
next-header <protocol- match. Enter “f” for each bit of the specified MAC address
H > that the traffic’s MAC address should match. Enter “0” for
num|tcp ! udp] 1cmpv6 - the bit(s) of the matched traffic’s MAC address, which can
[establish-only]][source-ip be of any hexadecimal character(s). For example, if you set
<src-ip-addr> [mask-bits the MAC address to 00:13:49:00:00:00 and the mask to
_hi = _ _ ff:ff:ff:00:00:00, a packet with a MAC address of
fmaik b'Fs>g] g;pVG Sou;?e 00:13:49:12'34'56 matches this criteria.
Ip <Src-1pv fa r> [prefix- = tos: Enter any to classify traffic from any ToS, or set an IP
length <prefix-length>] ] Precedence (the first 3 bits of the 8-bit ToS field) value and a
[source-socket <socket-num> Type of Service (the last 5 bits of the 8-bit ToS field) value.
[to <socket-num>] 1] = establish-only: Enter this to identify only TCP packets
[destination-ip <dest-ip- used to e_st.akE)Ilsh TC;P connecltFl’ozs. i - )
addr> [mask-bits <mask- §ougce—|p. nt_er.tEe sour:ce % aIP r6¢.=:ssdod the pfa(r:] et.
bitS>]:_| [ipv6-desti nati_on—ip F|)[Eai\ék;§.ource—|p. nter the source IPv6 address of the
<dest-1i pv6—a(_1dr> [prefix- = source-socket: (for UDP or TCP protocols only) Specify the
length <prefix-length>] ] protocol port number.
[destination-socket <socket- |- destination-ip: Enter the destination IPv4 address of the
num> [to <socket-num>] 1] packet.
ime— < > = Ipv6-destination-ip: Enter the destination IPv6 address
[cine:range Sranen] ool |* S Saser
= destination-socket: (for UDP or TCP protocols only)
specify the protocol port number.
= time-range: Enter the name of a pre-defined time-range
rule.
= inactive: Disables this classifier.
no classifier <name> Deletes the classifier. 13
If you delete a classifier you cannot use policy rule related
information.
no classifier <name> Enables a classifier. 13

inactive
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Table 35 Command Summary: classifier (continued)

COMMAND DESCRIPTION P
classifier match-order Use manual to have classifier rules applied according to the 13
<auto|manual> weight of each rule you configured. Use auto to have classifier
rules applied according to the layer of the item configured in
the rule.
classifier logging Creates a log when packets match a classifier rule during a 13
defined time interval.
classifier logging interval Enter the length of the time period (in seconds) to count 13
<0-65535> matched packets for a classifier rule. Enter an integer from 0-
65535. 0 means that no logging is done.
no classifier logging Disallows the Switch to create a log message when packets 13

match a classifier rule during a defined time interval.

The following table shows some other common Ethernet types and the corresponding protocol number.

Table 36 Common Ethernet T

ypes and Protocol Number

ETHERNET TYPE PROTOCOL NUMBER
IP ETHII 0800
X.75 Internet 0801
NBS Internet 0802
ECMA Internet 0803
Chaosnet 0804
X.25 Level 3 0805
XNS Compat 0807
Banyan Systems OBAD
BBN Simnet 5208
IBM SNA 80D5
AppleTalk AARP 80F3

In an IPv4 packet header, the “Protocol” field identifies the next level protocol. The following table
shows some common IPv4 protocol types and the corresponding protocol number. Refer to http://

www.iana.org/assignments/protocol-numbers for a complete list.

Table 37 Common IPv4Protocol Types and Protocol Numbers

PROTOCOL TYPE PROTOCOL NUMBER
ICMP 1

TCP 6

UDP 17

EGP 8

L2TP 115

Ethernet Switch CLI Reference Guide

62



http://www.iana.org/assignments/protocol-numbers
http://www.iana.org/assignments/protocol-numbers

Chapter 15 Classifier Commands

15.2 Command Examples

This example creates a classifier for packets with a VLAN ID of 3. The resulting traffic flow is identified by
the name VLAN3. The policy command can use the name VLAN3 to apply policy rules to this traffic
flow. See the policy example in Chapter 64 on page 247.

sysname# config
sysname(config)# classifier VLAN3 vlan 3
syshame(config)# exit
sysname# show classifier
Index Active Name Rule
1 Yes VLAN3 VLAN = 3;

This example creates a classifier (Class1) for packets which have a source MAC address of
11:22:33:45:67:89 and are received on port 1. You can then use the policy command and the name
Classl to apply policy rules to this traffic flow. See the policy example in Chapter 64 on page 247.

sysname# config
sysname(config)# classifier Classl source-mac 11:22:33:45:67:89 source-port
1
syshame(config)# exit
sysname# show classifier
Index Active Name Rule
1 Yes Classl SrcMac = 11:22:33:45:67:89; S...

The default value of match-order is auto. Use the following command to make weight work by
changing the default value of match-order to manual and configuring a classifier weight value where
the higher the weight, the higher the priority.

sysname# config
sysname(config)#classifier match-order manual
sysname(config)#classifier 1 weight 12345 source-port 1/1
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CHAPTER 16

Use these commands to configure cluster management.

16.1 Command Summary

The following section lists the commands for this feature.

Table 38 cluster Command Summary

COMMAND DESCRIPTION M |P
show cluster Displays cluster management status. E |3
cluster <vlan-id> Enables clustering in the specified VLAN group. C |13
no cluster Disables cluster management on the Switch. C |13
cluster name <cluster name> Sets a descriptive name for the cluster. C |13
<cluster name>: You may use up to 32 printable
characters (spaces are allowed).
show cluster candidates Displays the switches that are potential cluster members. E |3
The switches must be directly connected.
cluster member <mac> password Adds the specified device to the cluster. You have to C |13
<password> specify the password of the device too.
show cluster member Displays the cluster member(s) and their running status. E |3
show cluster member config Displays the current cluster member(s). E |3
show cluster member mac <mac> Displays the running status of the cluster member(s). E |3
cluster rcommand <mac> Logs into the CLI of the specified cluster member. C |13
no cluster member <mac> Removes the cluster member. C |13
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16.2 Command Examples

This example creates the cluster CManage in VLAN 1. Then, it looks at the current list of candidates for
membership in this cluster and adds two switches to cluster.

sysname# configure
sysname(config)# cluster 1
sysname(config)# cluster name CManage
syshame(config)# exit
sysname# show cluster candidates
Clustering Candidates:
Index Candidates(MAC/HostName/Model)
0 00:13:49:00:00:01/ES-2108PWR/ES-2108PWR
1 00:13:49:00:00:02/GS-3012/GS-3012
2 00:19:cb:00:00:02/ES-3124/ES-3124
sysname# configure
sysname(config)# cluster member 00:13:49:00:00:01 password 1234
sysname(config)# cluster member 00:13:49:00:00:02 password 1234
sysname(config)# exit
sysname# show cluster member
Clustering member status:

Index MACAddr Name Status
1 00:13:49:00:00:01 ES-2108PWR Online
2 00:13:49:00:00:02 GS-3012 Online

The following table describes the labels in this screen.

Table 39 show cluster member

LABEL DESCRIPTION

Index This field displays an entry number for each member.

MACAddr This field displays the member’s MAC address.

Name This field displays the member’s system name.

Status This field displays the current status of the member in the cluster.

Online: The member is accessible.

Error: The member is connected but not accessible. For example, the member’s
password has changed, or the member was set as the manager and so left the
member list. This status also appears while the Switch finishes adding a new member to
the cluster.

Offline: The member is disconnected. It takes approximately 1.5 minutes after the link
goes down for this status to appear.
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This example logs in to the CLI of member 00:13:49:00:00:01, looks at the current firmware version on the
member Switch, logs out of the member’s CLI, and returns to the CLI of the manager.

sysname# configure

sysname(config)# cluster rcommand 00:13:49:00:00:01
Connected to 127.0.0.2

Escape character is "~]".

User name: admin

Password: ****
Copyright (c) 1994 - 2007 ZyXEL Communications Corp.

ES-2108PWR# show version

Current ZyNOS version: V3.80(ABS.0)b2 | 05/28/2007
ES-2108PWR# exit
Telnet session with remote host terminated.

Closed
syshame(config)#

This example looks at the current status of the Switch’s cluster.

sysname# show cluster
Cluster Status: Manager
VID: 1
Manager: 00:13:49:ae:fb:7a

The following table describes the labels in this screen.

Table 40 show cluster

LABEL DESCRIPTION

Cluster Status This field displays the role of this Switch within the cluster.

Manager: This Switch is the device through which you manage the cluster member
switches.

Member: This Switch is managed by the specified manager.

None: This Switch is not in a cluster.

VID This field displays the VLAN ID used by the cluster.

Manager This field displays the cluster manager’s MAC address.
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CLVY Commands

Use these commands to configure VLAN settings on the Switch in clv mode. In Zyxel configuration mode,
you need to use the VLAN commands to configure a VLAN first, then specify the port(s) which you want
to configure and tag all outgoing frames with the specified VLAN ID. In clv mode, you need to specify
the port(s) first, then configure frames which you want to tag with the specified VLAN ID.

17.1 Command Summary

The following section lists the commands for this feature. There are three different ways that you can
configure ports on the Switch. Use Access mode to untag outgoing frames; usually connect a port in
Access mode to a computer. Use Trunk mode to tag outgoing frames; usually connect a port in Trunk
mode to another Switch. Use Hybrid mode to tag or untag outgoing frames; usually connect a port in
Hybrid mode to another Switch or computer.

Suppose port 1 is configured as a native VLAN with VLAN ID 100. Then all untagged incoming traffic that
goes out from port 1 will be tagged with VLAN ID 100.

Suppose port 2 is configured in Access mode. Then all outgoing traffic from port 2 will be untagged.

Suppose port 3 is configured in Trunk mode. Then all outgoing traffic from port 3 will be tagged with
VLAN ID 100.
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Figure 3 Trunk - Access Mode Example

ntagged ntagge LAN 1
Packst acket ged
Port 1 Port 2 Port 3
100 100

switchport mode trunk
switchport trunk allowed wian all
switchport trunk native wian 100

Table 41 vlan Command Summary

switchport mode access
switchport access vlian 100

switchport mode trunk
switchport trunk allowed wian all
switchport trunk native vian 1

mode. The default switchport mode is hybrid mode.

COMMAND DESCRIPTION M | P
show vlan Displays the status of all VLANS. E |3
show vlan <vlan-id> Displays the status of the specified VLAN. E |3
Table 42 clv Command Summary
COMMAND DESCRIPTION M | P
clv Enables clv mode. C |13
no clv Disables clv mode. C |13
Table 43 switchport mode Command Summary
COMMAND DESCRIPTION M | P
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
switchport mode Specifies VLAN configuration mode on the specified C |13
<access|trunk|hybrid> port(s).
= Use Access to untag outgoing frames with a VLAN ID.
= Use Trunk to tag outgoing frames with a VLAN ID.
= Use Hybrid to tag or untag outgoing frames with a
VLAN ID.
no switchport mode Resets VLAN configuration mode to the default switchport | C | 13
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Table 44 switchport access Command Summary

<vlan-id>

ID. The default VLAN ID is VLAN 1.

COMMAND DESCRIPTION P
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
switchport mode access Sets the specified interface in access mode. 13
switchport access <vlan-id> | Untags all outgoing frames with the specified VLAN ID. 13
no switchport access vlan Resets all outgoing frames to the default VLAN ID. The 13
default VLAN ID is VLAN 1.
Table 45 switchport trunk Command Summary
COMMAND DESCRIPTION P
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
switchport mode trunk Sets the specified interface in trunk mode. 13
switchport trunk allowed Tags all outgoing frames with the specified VLAN ID. 13
vlan <vlan-list>
no switchport trunk allowed | Disablesthe specified VLAN trunk on the port(s). 13
vlan <vlan-list>
switchport trunk allowed Tags all outgoing frames for all VLANS. 13
vlan all
no switchport trunk allowed | Disables all VLAN trunks on the port(s). 13
vlan all
switchport trunk native vlan | Tags allincoming untagged frames with the specified 13
<vlan-id> VLAN ID. The default VLAN ID is VLAN 1 for all ports. Sets a
VLAN ID in the range 1 to 4094.
no switchport trunk native Resets all incoming untagged frames to the default VLAN 13
vian ID. The default VLAN ID is VLAN 1.
Table 46 switchport hybrid Command Summary
COMMAND DESCRIPTION P
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
switchport mode hybrid Sets the specified interface in hybrid mode. 13
switchport hybrid allowed Tags all outgoing frames with the specified VLAN ID. 13
vlan <vlan-list> tagged
switchport hybrid allowed Untags all outgoing frames with the specified VLAN ID. 13
vlan <vlan-list> untagged
no switchport hybrid allowed | Disables the specified VLAN ID on the port(s). 13
vlan <vlan-list>
switchport hybrid pvid Tags allincoming untagged frames with the specified 13
<vlan-id> VLAN ID.
no switchport hybrid pvid Resets all incoming untagged frames to the default VLAN 13
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Table 47 switchport forbidden Command Summary

remove all

COMMAND DESCRIPTION P
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
switchport forbidden vlan Prohibits the specified port(s) from joining the specified 13
add <vlan-list> VLAN group.
switchport forbidden vlan Prohibits the specified port(s) from joining all VLAN groups. 13
add all
switchport forbidden vlan Sets forbidden port(s) in the specified VLAN to normal 13
remove <vlan-list> port(s).
switchport forbidden vlan Sets all forbidden port(s) in the port list to normal port(s). 13

17.2 Command Examples

This example configures clv mode.

sysname# config
sysname(config)# clv

Note: The following commands all have clv mode enabled.

This example configures clv for VLAN 20 on port 1.

sysname# config

sysname(config-interface)# exit

sysname(config)# interface port-channel 1
sysname(config-interface)# switchport mode access
sysname(config-interface)# switchport access vlan 20

This example activates clv for VLAN 100 and VLAN 20 on ports 1 to 3. This example prohibits ports 1 to 3

from joining VLAN 200.

sysname# config

sysname(config-interface)# exit

sysname(config)# interface port-channel 1-3
sysname(config-interface)# switchport mode trunk
sysname(config-interface)# switchport trunk allowed vlan 100
sysname(config-interface)# switchport trunk native vlan 20
sysname(config-interface)# switchport forbidden vlan add 200
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This example configures port 4 as the tagged port in VLAN 20 and the untagged port in VLAN 100. This
example also configures 200 as the PVID on port 4.

sysname# config

sysname(config)# interface port-channel 4

sysname(config-interface)# switchport mode hybrid
sysname(config-interface)# switchport hybrid allowed vlan 20 tagged
sysname(config-interface)# switchport hybrid allowed vlan 100 untagged
sysname(config-interface)# switchport hybrid pvid 200
sysname(config-interface)# exit

This example shows the VLAN table.

sysname# show vlan
The Number of VLAN 4
Idx. VID Status Elap-Time TagCtl
1 1 Static 145:03:37 Access :1-3,6-52
Trunk :
2 20 Static 1:47:09 Access :
Trunk :4
3 100 Static 26:04:36 Access :4
Trunk :1-3
4 200 Static 2:01:54 Access :
Trunk

The following table describes the labels in this screen.

Table 48 show vian

LABEL DESCRIPTION
The Number of VLAN This field displays the number of VLANs on the Switch.
Idx. This field displays an entry number for each VLAN.
VID This field displays the VLAN identification number.
Status This field displays how this VLAN was added to the Switch.
Dynamic: The VLAN was added via GVRP.
Static: The VLAN was added as a permanent entry
Other: The VLAN was added in another way, such as Multicast VLAN Registration
(MVR).
Elap-Time This field displays how long it has been since a dynamic VLAN was registered or a static
VLAN was set up.
TagCtl This field displays untagged and tagged ports.
Access: These ports do not tag outgoing frames with the VLAN ID.
Trunk: These ports tag outgoing frames with the VLAN ID.
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This example shows the VLAN 100 status.

sysname# show vlan 100
802.1Q VLAN ID : 100

Name :
Status . Static
Elapsed Time : 26:05:15

Port Information Mode
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CHAPTER 18
Custom Default Commands

Use these commands to use custom default on the Switch.

18.1 Custom Default Overview

You can save the current configuration settings to a customized default file, so you can load it when
you reboot the Switch.

Note: For the GS2210 Series, when the custom default feature is enabled, Config 2 can’t be
used.

18.2 Command Summary

The following section lists the commands for this feature.

Table 49 custom-default Command Summary

COMMAND DESCRIPTION M |P
custom-default Enables custom default. C |14
no custom-default Disables custom default. C |14

See Chapter 76 on page 287 for the commands to save the current configuration settings permanently
to a customized default file, and load it when rebooting the Switch.

18.3 Command Examples

See Section 3.7 on page 22 for an example of how to configure custom default on the Switch.
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CHAPTER 19
Date and Time Commands

Use these commands to configure the date and time on the Switch.

19.1 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 50 time User-input Values

COMMAND DESCRIPTION

week Possible values (dayl ight-saving-time commands only): First, second, third, fourth,
last.

day Possible values (dayl ight-saving-time commands only): Sunday, Monday, Tuesday, ....

month Possible values (day l ight-saving-time commands only): January, February, March, ....

o’clock Possible values (dayl ight-saving-time commands only): 0-23

The following section lists the commands for this feature.

Table 51 time Command Summary

COMMAND DESCRIPTION M [P
show time Displays current system time and date. E |3
time <hour:min:sec> Sets the current time on the Switch. C |13

hour: 0-23

min: 0-59

sec: 0-59

Note: If you configure Daylight Saving Time after
you configure the time, the Switch will apply
Daylight Saving Time.

time date <month/day/year> Sets the current date on the Switch. C |13
month: 1-12
day: 1-31

year: 1970-2037

time timezone <-1200]...]1200> Selects the time difference between UTC (formerly known | C |13
as GMT) and your time zone.

time daylight-saving-time Enables daylight saving time. The current time is updated if | C | 13
daylight saving time has started.
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Table 51 time Command Summary (continued)

COMMAND DESCRIPTION M |P
time daylight-saving-time start- | Sets the day and time when Daylight Saving Time starts. C |13
date <week> <day> <month> . ) . .
<o0”clock> 4 In most parts of the United States, Daylight Saving Time
o cloc starts on the second Sunday of March at 2 A.M. local time.
In the European Union, Daylight Saving Time starts on the
last Sunday of March at 1 A.M. GMT or UTC, so the
o’ clock field depends on your time zone.
time daylight-saving-time end- Sets the day and time when Daylight Saving Time ends. C |13
date <week> <day> <month> . ) . .
<0”clock> 4 In most parts of the United States, Daylight Saving Time
o cloc ends on the first Sunday of November at 2 A.M. local time.
In the European Union, Daylight Saving Time ends on the
last Sunday of October at 1 A.M. GMT or UTC, so the
o”clock field depends on your time zone.
no time daylight-saving-time Disables daylight saving on the Switch. C |13
time daylight-saving-time help Provides more information about the specified command. | C | 13
Table 52 timesync Command Summary
COMMAND DESCRIPTION M | P
show timesync Displays time server information. E |3
timesync server <ip]domain name> | Sets the IP address or domain name of the timeserver. The | C | 13
Switch attempts to connect to the timeserver for up to 60
seconds.
The Switch synchronizes with the time server in the
following situations:
= When the Switch starts up.
= Every 24 hours after the Switch starts up.
= When the time server IP address or protocol is
updated.
timesync <daytime|time|ntp> Sets the time server protocol. You have to configure atime | C | 13
server before you can specify the protocol.
no timesync Disables timeserver settings. C |13

19.2 Command Examples

This example sets the current date, current time, time zone, and daylight savings time.

daylight-saving-time start-date second Sunday

daylight-saving-time end-date first Sunday

sysname# configure

sysname(config)# time date 06/04/2007
sysname(config)# time timezone -600
sysname(config)# time daylight-saving-time
sysname(config)# time

--> March 2

sysname(config)# time

--> November 2

sysnhame(config)# time 13:24:00
sysname(config)# exit

sysname# show time

Current Time 13:24:03 (UTC-05:00 DST)
Current Date 2007-06-04
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This example looks at the current time server settings.

sysname# show timesync

Time Configuration

Time Zone -UTC -600
Time Sync Mode USE_DAYTIME
Time Server IP Address :172.16.37.10

Time Server Sync Status:CONNECTING

The following table describes the labels in this screen.

Table 53 show timesync

LABEL DESCRIPTION
Time Zone This field displays the time zone.
Time Sync Mode This field displays the time server protocol the Switch uses. It displays NO_TIMESERVICE if

the time server is disabled.

Time Server IP Address This field displays the IP address of the time server.

Time Server Sync Status This field displays the status of the connection with the time server.
NONE: The time server is disabled.
CONNECTING: The Switch is trying to connect with the specified time server.

OK: Synchronize with time server done.

FAIL: Synchronize with time server falil.
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CHAPTER 20
Data Center Bridging
Commands

At the time of writing, data center bridging can only be configured using commands on the Switch.

20.1 Overview

A traditional Ethernet network is best-effort, that is, frames may be dropped due to network congestion.
FCoE (Fiber Channel over Ethernet) transparently encapsulates fiber channel traffic into Ethernet, so
that you don’t need separate fiber channel and Ethernet switches.

Data Center Bridging (DCB) enhances Ethernet technology to adapt to the FCoE. It supports lossless
Ethernet traffic (no frames discarded when there is network congestion) and can allocate bandwidth
for different traffic classes, based on IEEE802.1p priority with a guaranteed minimum bandwidth. LAN
traffic (large number of flows and not latency-sensitive), SAN traffic (Storage Area Network, large
packet sizes and requires lossless performance), and IPC traffic (Inter-Process Communication, latency-
sensitive messages) can share the same physical connection while still having their own priority and
guaranteed minimum bandwidth.

You should configure DCB on any port that has both Ethernet and fiber channel traffic.

20.1.1 PFC, ETS, and DCBX Standards

DCB may use PFC, ETS, application priority and DCBX to adapt to the FCoOE.

= PFC (Priority-based Flow Control, [EEE 802.1Qbb -2011) is a flow control mechanism that uses a PAUSE
frame to suspend traffic of a certain priority rather than drop it when there is network congestion
(lossless). If an outgoing (egress) port buffer is almost full, the Switch transmits a PAUSE frame to the
sender who just transmitted traffic requesting it to stop sending traffic of a certain priority to that port.
For example, say outgoing port 8 is receiving too much traffic of priorities 3-6 from port 1. Then if port 1
is configured with PFC priorities 3-6, port 1 can request the sender to suspend traffic with priorities 3-6.

Similarly, if the outgoing (egress) port 8 receives a PAUSE frame with PFC priorities 0-1, then if port 8 is
configured with PFC, it can suspend sending traffic with PFC priorities 0-1.

= ETS (Enhanced Transmission Selection, IEEE 802.1Qaz -2011) is used to allocate bandwidth for different
traffic classes, based on I[EEE802.1p priority (0 to 7, allowing for eight types of traffic) with a
guaranteed minimum bandwidth.

= Application priority is used to globally assign a priority to all FCoE traffic on the Switch.

< DCBX (Data Center Bridging capability eXchange, IEEE 802.1Qaz -2011) uses LLDP (Link Layer
Discovery Protocol) to advertize PFC, ETS and application priority information between switches. PFC
information should be consistent between connected switches, so PFC can be configured
automatically using DCBX.
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The following table describes user-input values available in multiple commands for this feature.

Table 54 dcb User-input Values

example, “My Class”.

COMMAND DESCRIPTION

<priority-list> Possible values range from 0 to 7.

<port-list> Possible values range from 1 to the number of ports on your Switch.

<id> Possible values for traffic class ID range from 1 to 100. 0 is a default traffic class and
cannot be modified or deleted.

<tc-idN> The traffic class ID for priority N (0 to 7). The traffic class ID range is from 1 to 100.

<name> Up to 32 printable ASCII characters. Names with spaces must be enclosed in quotes. For

<weight> Possible values range from 1 to 127 for unicast or multicast weights.

Possible values range from 1 to 100 for WFQ traffic class weight.

20.2 Command Summary

This section shows the commands and examples for PFC, ETS, Application Priority and DCBX.

20.2.1 PFC

PFC should be configured the same on connected switch ports. If DCBX is used, then one switch port

must be configured to accept network configuration from the peer switch port (auto). If both switch

ports are configured to accept configuration (auto on both switch ports), then the configuration of the
switch port with the lowest MAC address hex value sum is used.

The following table lists the commands for this feature.

Table 55 priority-flow-control Command Summary

clear priority-flow-control
statistics interface port-channel
<port-list>

COMMAND DESCRIPTION M |P
interface port-channel <port-list> Enters config-interface mode for the specified port(s). | C | 13
priority-flow-control Enables PFC on the specified port(s). C |13
no priority-flow-control Disables PFC on the specified port(s). C |13
priority-flow-control auto Sets the port to accept PFC configuration from the C |13
connected Switch port.
priority-flow-control priority | Setsthe priority value(s) on the specified port(s). C |13
<priority-list>
no priority-flow-control Clears the priority value(s) on the specified port(s). C |13
priority
show priority-flow-control Displays PFC settings. E |3
show priority-flow-control Displays PFC statistics on the specified port(s). E |3
statistics interface port-channel
<port-list>
Clears PFC statistics on the specified port(s). E |13
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20.2.2 PFC Command Examples

In the following example, PFC on switch A, port 1, is set to auto, so that it can accept the priority
configuration from the peer switch B. If switch A did not receive PFC PDU from switch B, then priority 2,
will be used by switch A.

switchA# configure

switchA(config)# interface port-channel 1
switchA(config-interface)# priority-flow-control auto
switchA(config-interface)# priority-flow-control priority 2

switchB# configure

switchB(config)# interface port-channel 1
switchB(config-interface)# priority-flow-control
switchB(config-interface)# priority-flow-control priority 3-5

Use the show command to see the PFC configuration. Operation-Priority shows whether switch A is using
switch B’s configured priorities or not.

In the following example, Switch A is using Switch B’s configured priorities.

switchA# show priority-flow-control
Port Admin Operation Admin-Priority Operation-Priority

1 Auto On 2 3-5

In the following example, Switch A is NOT using Switch B’s configured priorities.

switchA# show priority-flow-control
Port Admin Operation Admin-Priority Operation-Priority
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This is an example showing how many pause frames of certain priorities were temporarily stopped
(transmitted or received) on port 1.

sysname# show priority-flow-control statistics interface port-channel 1

syshame#

Port Number: 1

PFC Tx
Priority O:
Priority 1:
Priority 2:
Priority 3:
Priority 4:
Priority 5:
Priority 6:
Priority 7:

[eNeoNoNoNeoNeoNoNe)

PFC Rx
Priority O:
Priority 1:
Priority 2:
Priority 3:
Priority 4:
Priority 5:
Priority 6:
Priority 7:

cNeoNoNoNoNoNoNe]

20.2.3 ETS

An [EEE 802.1p priority is assigned to a traffic class with guaranteed minimum bandwidth. A traffic class
can use SP (Strict Priority) or WFQ (Weighted Fair Queue) queuing method. Available link bandwidth is
reserved first for SP traffic. The guaranteed minimum bandwidth for non-SP traffic (WFQ) is its weight
value by remaining available bandwidth. If a non-strict-priority-traffic-class does not consume its
allocated bandwidth, other non-strict-priority-traffic-classes can share the unused bandwidth according
to the weight ratio.

20.2.3.1 Notes on ETS

Priority 0 does not mean the highest or lowest priority. Priority level of importance is mapped to a
queue level (with queue level 0, the lowest importance).

You don’t automatically configure ETS using DCBX negotiation. ETS is configured manually on each
Switch.

All priorities are mapped to traffic class ID 0 by default.

The default traffic class (hnamed Default) has ID 0, and is an SP traffic-class. It cannot be modified or
deleted.

You can create up to 100 traffic class profiles, with ID from 1 to 100.
The weight range of WFQ traffic-class can be from 1 to 100.

Bandwidth can also be prioritized depending on whether traffic is unicast traffic or non-unicast
(broadcast, multicast, DLF) traffic. For example, 100:50 means twice as much unicast traffic to non-
unicast traffic is allowed when there is network congestion. The weight ranges of unicast and non-
unicast traffic can be from 1 to 127.
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The following table lists the commands for this feature.

Table 56 ets Command Summary

COMMAND DESCRIPTION P
traffic-class <id> scheduler <sp | Creates a WFQ or SP traffic class with ID, weight and 13
ets <weight>> [name <name>] (optional) name.
no traffic-class <id> Deletes the SP/WFQ traffic class with specified ID. 13
show traffic-class Shows a summary of traffic class(es) created on the 3
Switch.
interface port-channel <port-list> Enters config-interface mode for the specified port(s). 13
ets Enable Enhanced Transmission Selection (ETS) queuing 13
method. See Chapter 71 on page 269 for other
queuing methods.
ets traffic-class binding <tc- Binds priorities to a traffic class(es) on the specified 13
id0> <tc-idl> <tc-id2> <tc-id3> | port(s).
<tc-id4> <tc-i1d5> <tc-id6> <tc-
id7>
no ets traffic-class binding Resets traffic class binding priorities to default settings 13
on the specified port(s).
unicast-nonunicast-weight Sets the unicast to non-unicast traffic weight ratio on 13
<weight> <weight> the specified port(s).

20.2.4 ETS Command Example 1

This is an example where the non-editable default traffic class, ID 0, uses SP queuing. LAN and SAN traffic
uses WFQ queuing with equal weighting of 50 each.

Table 57 ETS Example Traffic Classes

TRAFFIC CLASS ID GUARANTEED BANDWIDTH NAME
0 SP Default
1 50 SAN
2 50 LAN

The guaranteed minimum bandwidth for both SAN and LAN traffic is 2.5Gbps with a link bandwidth of

10Gbps.
Table 58 ETS Example Traffic Bandwidths
NAME INCOMING TRAFFIC GUARANTEED OUTGOING TRAFFIC
BANDWIDTH (GBPS) MINIMUM BANDWIDTH | BANDWIDTH (GBPS)
Default 5 5 (SP) 5
SAN 3 (10-5) * (50/(50+50)) = 2.5 2.5
LAN 4 (10-5) * (50/(50+50)) = 2.5 2.5

Create and name traffic class IDs, with weights for the non-SP traffic type.

sysname# configure
sysname(config)# traffic-class 1 scheduler ets 50 name LAN
sysname(config)# traffic-class 2 scheduler ets 50 name SAN
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This command shows traffic class.

switch# show traffic-class
Traffic Class Profile Configuration:

Traffic Class ID Scheduler Weight Name

0 sp - Default
1 ets 50 LAN
2 ets 50 SAN

Next, configure a port for traffic class(es) and bind priorities to traffic classes on a port. In the next
example, we configure port 1 and bind priorities 0, 1 and 2 to traffic class 2 (LAN), 3, 4, 5 and 6 to class 1
(SAN) and 7 to class 0, the default traffic class.

Table 59 ETS Example Priority Traffic Class ID Mapping

PRIORITY TRAFFIC CLASS ID NAME
0 2 LAN
1 2 LAN
2 2 LAN
3 1 SAN
4 1 SAN
5 1 SAN
6 1 SAN
7 0 Default

sysname(config)# interface port-channel 1

sysname(config-interface)# ets

sysname(config-interface)# ets traffic-class binding 2 2211110

sysname(config-interface)# unicast-nonunicast-weight 100 100

sysname(config-interface)# exit

20.2.5 Application Priority

Use the application priority command to assign a priority to all FCoE traffic on a switch.

The following table lists the commands for this feature.

Table 60 application priority Command Summary

COMMAND DESCRIPTION M | P
I1dp dcbx application <ether- Assigns the specified priority value to all FCoE traffic C |13
type><fcoe> priority <0-7> on the Switch.

no lldp dcbx application <ether- Clears priority value for all FCoE traffic on the Switch. | C |13
type > <fcoe>
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20.2.6 Application Priority Command Examples

In the following example, all FCoE traffic on the switch is assigned with priority 3.

switchA# configure
switchA(config)# 1ldp dcbx application ether-type fcoe priority 3

Application priority can then be used in conjunction with ETS and PFC as shown in the following
examples.

This is an application priority command example with PFC.

switchA(config)# interface port-channel 5
switchA(config-interface)# priority-flow-control
switchA(config-interface)# priority-flow-control priority 3

switchB(config)# interface port-channel 6
switchB(config-interface)# priority-flow-control
switchB(config-interface)# priority-flow-control priority 3

This is an application priority command example with ETS.

Default traffic class 0 with strict priority for priorities O, 1, 2, 6, 7

Traffic class 3 (for legacy Ethernet traffic). Guarantee bandwidth 40% for priority 4, 5

Traffic class 4 (for FCoE traffic): Guarantee bandwidth 60% for priority 3

= Unicast to Non-Unicast weight ratio is 100:100
Table 61 ETS Example 2 Traffic Classes

PRIORITY TRAFFIC CLASS ID NAME

0 0 Default
1 0 Default
2 0 Default
3 4 FCoE

4 3 Ethernet
5 3 Ethernet
6 0 Default
7 0 Default

sysname# configure

sysname(config)# traffic-class 3 scheduler ets 40 name ethernet
sysname (config)# traffic-class 4 scheduler ets 60 name fcoe

sysname (config)# interface port-channel 6

sysname (config-interface)# ets

sysname (config-interface)# ets traffic-class binding 0 004 3 300
sysname (config-interface)# unicast-nonunicast-weight 100 100
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20.2.7 DCBX

DCBX uses LLDP (Link Layer Discovery Protocol) to exchange PFC, ETS and application priority
information between switches. PFC information should be consistent between switches, so this can be

configured automatically using DCBX.

See Chapter 44 on page 178 for more information on LLDP.

In order for switches to exchange information, they must send their type-length values (TLVs) in order to

be able to read each other’s information.

The following table lists the commands for this feature.

Table 62 dcbx Command Summary

dcbx-application-priority

specified port(s).

COMMAND DESCRIPTION M | P
interface port-channel <port-list> Enters config-interface mode for the specified port(s). | C | 13
Ildp org-specific-tlv dotl Enables the sending of ETS TLVs on the specified C |13
dcbx-ets-configuration port(s).
I1dp org-specific-tlv dotl Enables the sending of PFC TLVs on the specified C |13
dcbx-pfc-configuration port(s).
I1dp org-specific-tlv dotl Enables the sending of application priority TLVs onthe | C | 13

This is a DCBX command example.

sysname# configure
sysname(config)# 1ldp
interface port-channel 2

configuration

configuration

priority
sysname(config-interface)#exit

sysname(config)# exit
syshame#

sysname(config-interface)# lldp admin-status tx-rx
sysname(config-interface)# 1ldp org-specific-tlv dotl dcbx-ets-

sysname(config-interface)# 1ldp org-specific-tlv dotl dcbx-pfc-

sysname(config-interface)# lldp org-specific-tlv dotl dcbx-application-

See Chapter 44 on page 178 for LLDP command examples.
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CHAPTER 21
DHCP Commands

Use these commands to configure DHCP features on the Switch.

= Use the dhcp option commands to configure DHCP Option 82 profiles.
= Use the dhcp relay commands to configure DHCP relay for specific VLAN.
= Use the dhcp smart-relay commands to configure DHCP relay for all broadcast domains.

= Use the dhcp server commands to configure the Switch as a DHCP server. (This command is
available on a layer 3 Switch only.)

21.1 Command Summary

The following section lists the commands for this feature.

Table 63 dhcp option Command Summary

COMMAND DESCRIPTION M [P

dhcp option profile <name> Creates a DHCPv4 option 82 profile. C |13
[ circuit-id [slot-port] [vlan]
[hostname] [string <string>] ] [
remote-id [mac] [string
<string>] ]

no dhcp option profile <name> Deletes the specified DHCPv4 option 82 profile. C |13

show dhcp option profile Displays DHCP option 82 profile settings. E |3

Table 64 dhcp relay Command Summary

COMMAND DESCRIPTION M| P
show dhcp relay <vlan-id> Displays DHCP relay settings for the specified VLAN. E |3
dhcp relay <vlan-id> helper- Enables DHCP relay on the specified VLAN and setsthe IP | C | 13
address <remote-dhcp-serveril> address of up to 3 DHCP servers. Optionally, sets the Switch
[<remote-dhcp-server2>] to add relay agent information and system name.
[<remote-dhcp-server3>] ]

[option] [information] Note: You have to configure the VLAN before you

configure a DHCP relay for the VLAN. You
have to disable dhcp smart-relay before
you can enable dhcp relay.

dhcp relay <vlan-id> helper- Enables DHCP relay on the specified VLAN and setsthe IP | C | 13
address <remote-dhcp-serveri> address of up to 3 DHCP servers. Optionally, specify a pre-
[<remote-dhcp-server2>] defined DHCP option 82 profile that the Switch applies to

[<remote-dhcp-server3>] [option | &l Portsinthis VLAN.

profile <name>] )
Note: You have to configure the VLAN before you

configure a DHCP relay for the VLAN. You
have to disable dhcp smart-relay before
you can enable dhcp relay.
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Table 64 dhcp relay Command Summary (continued)

field for global dhcp settings.

COMMAND DESCRIPTION M | P
dhcp relay <vlan-id> interface Specifies a pre-defined DHCP option 82 profile that the C |13
port-channel <port-list> option | Switch appliesto the specified port(s) in this VLAN. The
profile <name> Switch adds the Circuit ID sub-option and/or Remote ID
sub-option specified in the profile to DHCP requests that it
relays to a DHCP server.
dhcp relay <vlan-id> source- Specifies the source IP address that the Switch adds to C |13
address <ip-addr> DHCP requests from clients in this VLAN before forwarding
them.
The source IP address helps DHCP clients obtain an
appropriate IP address when you configure multiple
routing domains on a VLAN.
no dhcp relay <vlan-id> Disables DHCP relay. C |13
no dhcp relay <vlan-id> System name is not appended to option 82 information C |13
information field.
no dhcp relay <vlan-id> Sets the Switch to not apply a DHCP option 82 profile tothe | C | 13
interface port-channel <port- specified port(s) in this VLAN.
list> option
no dhcp relay <vlan-id> source- |Removesthe source IP address setting and sets this fieldset | C | 13
address to 0.0.0.0. The Switch automatically sets the source IP
address of the DHCP requests to the IP address of the
interface on which the packet is received.
no dhcp relay <vlan-id> option Disables the relay agent information option 82. C |13
Table 65 dhcp relay-broadcast Command Summary
COMMAND DESCRIPTION M | P
dhcp relay-broadcast The broadcast behavior of DHCP packets (within the C |13
VLAN(s) on which DHCP relay is enabled) will not be
terminated by the Switch.
no dhcp relay-broadcast The Switch terminates the broadcast behavior of DHCP C |13
packets within the VLAN(s) on which DHCP relay is
enabled.
Table 66 dhcp smart-relay Command Summary
COMMAND DESCRIPTION M | P
show dhcp smart-relay Displays global DHCP relay settings. E |3
dhcp smart-relay Enables DHCP relay for all broadcast domains on the C |13
Switch.
Note: You have to disable dhcp relay before you
can enable dhcp smart-relay.
no dhcp smart-relay Disables global DHCP relay settings. C |13
dhcp smart-relay helper-address | Setsthe IP addresses of up to 3 DHCP servers. C |13
<remote-dhcp-serverl> [<remote-
dhcp-server2>] [<remote-dhcp-
server3>]
dhcp smart-relay information Allows the Switch to add system name to agent C |13
information.
no dhcp smart-relay information | System name is not appended to option 82 information C |13
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Table 66 dhcp smart-relay Command Summary (continued)

COMMAND DESCRIPTION P
dhcp smart-relay interface port- | Specifies a pre-defined DHCP option 82 profile that the 13
channel <port-list> option Switch applies to the specified port(s).
profile <name>

Note: The profile you specify here has priority over

the one you set using the dhcp smart-relay
option profile <name> command.

dhcp smart-relay option Allows the Switch to add DHCP relay agent information. 13
dhcp smart-relay option profile | Specifiesa pre-defined DHCPv4 option 82 profile that the 13
<name> Switch applies to all ports. The Switch adds the Circuit ID

sub-option and/or Remote ID sub-option specified in the

profile to DHCP requests that it relays to a DHCP server.
no dhcp smart-relay interface Sets the Switch to not apply a DHCP option 82 profile to 13
port-channel <port-list> the specified port(s).
no dhcp smart-relay option Disables the relay agent information option 82 for global 13

dhcp settings.

Table 67 dhcp server Command Summary

COMMAND DESCRIPTION P
dhcp server <vlan-id> starting- |Enables DHCP server for the specified VLAN and specifies 13
address <ip-addr> <subnet-mask> the TCP/IP configuration details to send to DHCP clients.
size-of-client-ip-pool <1-1024>
dhcp server <vlan-id> starting- |Enables DHCP server for the specified VLAN and specifies 13
address <ip-addr> <subnet-mask> the TCP/IP configuration details to send to DHCP clients.
size-of-client-i p—[_)ool <1-1024> Including default gateway IP address and DNS server
[defau It—gatew:fly <ip-addr>] information.
[primary-dns <ip-addr>]
[secondary-dns <ip-addr>]
no dhcp server <vlan-id> Disables DHCP server for the specified VLAN. 13
no dhcp server <vlan-id> Disables DHCP server default gateway settings. 13
default-gateway
no dhcp server <vlan-id> Disables DHCP primary DNS server settings. 13
primary-dns
no dhcp server <vlan-id> Disables DHCP server secondary DNS settings. 13
secondary-dns
show dhcp server Displays DHCP server settings. 13
show dhcp server <vlan-id> Displays DHCP server settings in a specified VLAN. 13

21.2 Command Examples

In this example, the Switch relays DHCP requests for the VLAN1 and VLAN2 domains. There is only one
DHCP server for DHCP clients in both domains.
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Figure 4 Example: Global DHCP Relay
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This example shows how to configure the Switch for this configuration. DHCP relay agent information
option 82 is also enabled.

sysname# configure
sysname(config)# dhcp smart-relay
sysname(config)# dhcp smart-relay helper-address 192.168.1.100
sysname(config)# dhcp smart-relay option
sysname(config)# exit
sysname# show dhcp smart-relay

DHCP Relay Agent Configuration

Active: Yes

Remote DHCP Server 1:192.168.1.100

Remote DHCP Server 2: 0.0.0.0

Remote DHCP Server 3: 0.0.0.0

Option82: Enable Option82Inf: Disable

In this example, there are two VLANs (VIDs 1 and 2) in a campus network. Two DHCP servers are installed
to serve each VLAN. The Switch forwards DHCP requests from the dormitory rooms (VLAN 1) to the DHCP
server with IP address 192.168.1.100. DHCP requests from the academic buildings (VLAN 2) are sent to
the other DHCP server with IP address 172.16.10.100.

Figure 5 Example: DHCP Relay for Two VLANs
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This example shows how to configure these DHCP servers. The VLANs are already configured.

sysname# configure

sysname(config)# dhcp relay 1 helper-address 192.168.1.100
sysname(config)# dhcp relay 2 helper-address 172.16.10.100
sysname(config)# exit

In this example, the Switch is a DHCP server for clients on VLAN 1 and VLAN 2. The DHCP clientsin VLAN 1
are assigned IP addresses in the range 192.168.1.100 to 192.168.1.200 and clients on VLAN 2 are assigned
IP addresses in the range 172.16.1.30 to 172.16.1.130.

Figure 6 Example: DHCP Relay for Two VLANs
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This example shows how to configure the DHCP server for VLAN 1 with the configuration shown in Figure
6 on page 89. It also provides the DHCP clients with the IP address of the default gateway and the DNS
server.

sysname# configure

sysname(config)# dhcp server 1 starting-address 192.168.1.100
255.255.255.0 size-of-client-ip-pool 100 default-gateway 192.168.1.1
primary-dns 192.168.5.1
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DHCP Snooping & DHCP
VLAN Commands

Use the dhcp snooping commands to configure the DHCP snooping on the Switch and the dhcp vlan
commands to specify a DHCP VLAN on your network. DHCP snooping filters unauthorized DHCP packets

on the network and builds the binding table dynamically.

22.1 Command Summary

The following section lists the commands for this feature.

Table 68 dhcp snooping Command Summary

COMMAND DESCRIPTION M [P
show dhcp snooping Displays DHCP snooping configuration on the Switch. E |3
show dhcp snooping binding Displays the DHCP binding table. E |3
show dhcp snooping database Displays DHCP snooping database update statistics and E |3
settings.
show dhcp snooping database Displays DHCP snooping database update statistics in full E |3
detail detail form.
show dhcp snooping option [vlan | Displaysthe DHCP option 82 profile that the Switch applies |E |3
<vlan-list>] [interface <port- to ports in the specified VLAN or to the specified port(s).
list>]
dhcp snooping Enables DHCP Snooping on the Switch. C |13
no dhcp snooping Disables DHCP Snooping on the Switch. C |13
dhcp snooping database <tftp:// | Specifiesthe location of the DHCP snooping database. C |13
host/filename> The location should be expressed like this: tftp://{domain
name or IP address}/directory, if applicable/file name; for
example, tftp://192.168.10.1/database.txt.
no dhcp snooping database Removes the location of the DHCP snooping database. C |13
dhcp snooping database timeout Specifies how long (10-65535 seconds) the Switch tries to C |13
<seconds> complete a specific update in the DHCP snooping
database before it gives up.
no dhcp snooping database Resets how long (10-65535 seconds) the Switch tries to C |13
timeout complete a specific update in the DHCP snooping
database before it gives up to the default value (300).
dhcp snooping database write- Specifies how long (10-65535 seconds) the Switch waitsto | C | 13
delay <seconds> update the DHCP snooping database the first time the
current bindings change after an update.
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Table 68 dhcp snooping Command Summary (continued)

COMMAND DESCRIPTION P
no dhcp snooping database write- | Resets how long (10-65535 seconds) the Switch waits to 13
delay update the DHCP snooping database the first time the
current bindings change after an update to the default
value (300).
dhcp snooping vlan <vlan-list> Specifies the VLAN IDs for VLANs you want to enable DHCP 13
snooping on.
no dhcp snooping vlan <vlan- Specifies the VLAN IDs for VLANs you want to disable DHCP 13
list> snooping on.
dhcp snooping vlan <vlan-list> Sets the Switch to add the system name to DHCP requests 13
information that it broadcasts to the DHCP VLAN, if specified, or VLAN.
no dhcp snooping vlan <vlan- Sets the Switch to not add the system name to DHCP 13
list> information requests that it broadcasts to the DHCP VLAN, if specified,
or VLAN.
dhcp snooping vlan <vlan-list> Specifies a pre-defined DHCP option 82 profile that the 13
interface port-channel <port- Switch applies to the specified port(s) in the specified
list> option profile <name> VLAN.
no dhcp snhooping vlan <vlan- Sets the Switch to not apply a DHCP option 82 profile to the 13
list> interface port-channel specified port(s).
<port-list> option
dhcp snooping vlan <vlan-list> Sets the Switch to add the slot number, port number and 13
option VLAN ID to DHCP requests that it broadcasts to the DHCP
VLAN, if specified, or VLAN.
no dhcp snooping vlan <vlan- Sets the Switch to not add the slot number, port number 13
list> option and VLAN ID to DHCP requests that it broadcasts to the
DHCP VLAN, if specified, or VLAN.
dhcp snooping vlan <vlan-list> Specifies a pre-defined DHCP option 82 profile that the 13
option profile <name> Switch applies to all ports in the specified VLAN.
no dhcp snooping vlan <vlan- Sets the Switch to not apply a DHCP option 82 profile to all 13
list> option ports in the specified VLAN.
clear dhcp snooping database Delete all statistics records of DHCP requests going through 13
statistics the Switch.
renew dhcp snooping database Loads dynamic bindings from the default DHCP snooping 13
database.
renew dhcp snooping database Loads dynamic bindings from the specified DHCP 13
<tftp://host/filename> snooping database.
interface port-channel <port- Enables a port or a list of ports for configuration. 13
list>
dhcp snooping trust Sets this port as a trusted DHCP snooping port. Trusted ports 13
are connected to DHCP servers or other switches, and the
Switch discards DHCP packets from trusted ports only if the
rate at which DHCP packets arrive is too high.
dhcp snooping limit rate Sets the maximum rate in packets per second (pps) that 13
<pps> DHCP packets are allowed to arrive at a trusted DHCP
snooping port.
no dhcp shooping trust Disables this port from being a trusted port for DHCP 13
snooping.
no dhcp snooping limit rate |Resetsthe DHCP snooping rate to the default (0). 13

Ethernet Switch CLI Reference Guide

91




Chapter 22 DHCP Snooping & DHCP VLAN Commands

The following table describes the dhcp-vlan commands.

Table 69 dhcp-vlan Command Summary

COMMAND DESCRIPTION M [P
dhcp dhcp-vlan <vlan-id> Specifies the VLAN ID of the DHCP VLAN. C |13
no dhcp dhcp-vlan Disables DHCP VLAN on the Switch. C |13

22.2 Command Examples

This example:

= Enables DHCP snooping Switch.

= Sets up an external DHCP snooping database on a network server with IP address 172.16.37.17.

= Enables DHCP snooping on VLANs 1,2,3,

200 and 300.

= Sets the Switch to add the slot number, port number and VLAN ID to DHCP requests that it broadcasts

to the DHCP VLAN.

* Sets ports 1 - 5 as DHCP snooping trusted ports.

= Sets the maximum number of DHCP packets that can be received on ports 1 - 5 to 100 packets per

second.

= Configures a DHCP VLAN with a VLAN ID 300.
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= Displays DHCP snooping configuration details.

sysname(config)# dhcp snhooping
sysname(config)# dhcp snooping database tftp://172.16.37.17/
snhoopdata.txt
sysname(config)# dhcp snooping vlan 1,2,3,200,300
sysname(config)# dhcp snooping vlan 1,2,3,200,300 option
sysname(config)# interface port-channel 1-5
sysname(config-interface)# dhcp snooping trust
sysname(config-interface)# dhcp snooping limit rate 100
sysname(config-interface)# exit
sysname(config)# dhcp dhcp-vlan 300
syshame(config)# exit
sysname# show dhcp snooping
Switch DHCP snooping is enabled
DHCP Snooping is configured on the following VLANs:
1-3,200,300
Option 82 is configured on the following VLANs:
1-3,200,300
Appending system name is configured on the following VLANs:

DHCP VLAN is enabled on VLAN 300
Interface Trusted Rate Limit (pps)

1 yes 100
2 yes 100
3 yes 100
4 yes 100
5 yes 100
6 no unlimited
7 no unlimited
8 no unlimited
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DiffServ Commands

Use these commands to configure Differentiated Services (DiffServ) on the Switch.

23.1 Command Summary

The following section lists the commands for this feature.

Table 70 diffserv Command Summary

COMMAND DESCRIPTION M | P
show diffserv Displays general DiffServ settings. E |3
diffserv Enables DiffServ on the Switch. C |13
no diffserv Disables DiffServ on the Switch. C |13
diffserv dscp <0-63> priority Sets the DSCP-to-IEEE 802.1q mappings. C |13
<0-7>
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
diffserv Enables DiffServ on the port(s). C |13
no diffserv Disables DiffServ on the port(s). C |13
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Use these commands to display configuration information.

24.1 Command Summary

The following section lists the commands for this feature.

Table 71 display Command Summary

COMMAND DESCRIPTION M [P

display user <[system][snmp]> Displays all or specific user account information in the Cc |14
configuration file.

system: Displays system account information, such as
admin, enable or login username and password.

snmp: Displays SNMP user account information.

no display user <[system][snmp]> | Hide all or specific user account information in the C |14
configuration file.

display aaa Displays all or specific AAA information in the C |14

<[authentication][authorization][ | configuration file.

server]>

authentication: Displays authentication information in
the configuration file.

authorization: Displays authorization information in the
configuration file.

server: Displays authentication server information in the
configuration file.

no display aaa Hide all or specific AAA information in the configuration | C | 14
<[authentication][authorization][ | file.
server]>
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DVMRP Commands

This chapter explains how to use commands to activate the Distance Vector Multicast Routing Protocol

(DVMRP) on the Switch.

25.1 DVMRP Overview

DVMRP (Distance Vector Multicast Routing Protocol) is a protocol used for routing multicast data.
DVMRP is used when a router receives multicast traffic and it wants to find out if other multicast routers it
is connected to need to receive the data. DVMRP sends the data to all attached routers and waits for a

reply. Routers which do not need to receive the data (do not have multicast group member

connected) return a “prune” message, which stops further multicast traffic for that group from reaching

the router.

25.2 Command Summary

The following section lists the commands for this feature.

Table 72 Command Summary: DVMRP

COMMAND DESCRIPTION M [P
show ip dvmrp group Displays DVMRP group information. E |3
show ip dvmrp interface Displays DVMRP interface information. E |3
show ip dvmrp neighbor Displays DVMRP neighbor information. E |3
show ip dvmrp prune Displays the DVMRP prune information. E |3
show ip dvmrp route Displays the DVMRP routes. E |3
show router dvmrp Displays DVMRP settings. E |3
router dvmrp Enables and enters the DVMRP configuration C |13
mode.
exit Leaves the DVMRP configuration mode. 13
threshold <ttl-value> Sets the DVMRP threshold value. Multicast C |13
packets with TTL (Time-To-Live) value lower than
the threshold are not forwarded by the Switch.
no router dvmrp Disables DVMRP on the Switch. C |13
interface route-domain <ip-address>/ Enters the configuration mode for this routing C |13
<mask-bits> domain.
ip dvmrp Activates this routing domain in participating in C |13
DVMRP.
no ip dvmrp Disables this routing domain from participatingin | C | 13
DVMRP.
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25.3 Command Examples

In this example, the Switch is configured to exchange DVMRP information with other DVMRP enabled
routers as shown next. The Switch is a DVMRP router (C). DVMRP is activated on IP routing domains
10.10.10.1/24 and 172.16.1.1/24 so that it can exchange DVMRP information with routers A and B.

Figure 7 DVMRP Network Example
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= Enables IGMP and DVMRP on the Switch.
= Enables DVMRP on the following routing domains: 10.10.10.1/24, 172.16.1.1/24.
= Displays DVMRP settings configured on the Switch.

sysname(config)# router igmp
syshame(config-igmp)# exit
sysname(config)# router dvmrp
sysname(config-dvmrp)# exit
sysname(config)# interface route-domain 10.10.10.1/24
sysname(config-if)# ip dvmrp
sysname(config-if)# exit
sysname(config)# interface route-domain 172.16.1.1/24
sysnhame(config-if)# ip dvmrp
sysname(config-if)# exit
sysname(config)# exit
sysname# show router dvmrp
TTL threshold: 50

IP Address Subnet Mask Active
10.10.10.1 255.255.255.0 Yes
172.16.1.1 255.255.255.0 Yes
192.168.1.1 255.255.255.0 No
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CHAPTER 26
Error Disable and Recovery
Commands

Use these commands to configure the CPU protection and error disable recovery features on the
Switch.

26.1 CPU Protection Overview

Switches exchange protocol control packets in a network to get the latest networking information. If a
Switch receives large numbers of control packets, such as ARP, BPDU or IGMP packets, which are to be
processed by the CPU, the CPU may become overloaded and be unable to handle regular tasks
properly.

The CPU protection feature allows you to limit the rate of ARP, BPDU and IGMP packets to be delivered
to the CPU on a port. This enhances the CPU efficiency and protects against potential DoS attacks or
errors from other network(s). You then can choose to drop control packets that exceed the specified
rate limit or disable a port on which the packets are received.

26.2 Error-Disable Recovery Overview

Some features, such as loop guard or CPU protection, allow the Switch to shut down a port or discard
specific packets on a port when an error is detected on the port. For example, if the Switch detects that
packets sent out the port(s) loop back to the Switch, the Switch can shut down the port(s)
automatically. After that, you need to enable the port(s) or allow the packets on a port manually via the
web configurator or the commands. With error-disable recovery, you can set the disabled port(s) to
become active or start receiving the packets again after the time interval you specify.

26.3 User Input Values

This section lists the common term definition appears in this chapter.

Table 73 errdisable recovery command user input values
USER INPUT DESCRIPTION

port-list The port number or a range of port numbers that you want to configure.
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26.4 Command Summary

The following section lists the commands for this feature.

Table 74 cpu-protection Command Summary

<loopguard ] ARP|BPDU| IGMP>

causes the Switch to shut down a port.

COMMAND DESCRIPTION P
interface port-channel <port- Enables a port or a list of ports for configuration. 13
list>
cpu-protection cause Sets the maximum number of ARP, BPDU or IGMP packets 13
<ARP|BPDU] IGMP> rate-limit that the specified port(s) are allowed to receive or transmit
<0-256> per second. 0 means no rate limit.
clear cpu-protection interface Resets the “Total Drop” counters for the specified port(s) to 13
port-channel <port-list> cause zero (0). You can see the counter using the show cpu-
<ARP|BPDU| IGMP> protection command. The “Total Drops” means the
number of ARP, BPDU or IGMP packets that have been
dropped due to the Error Disable feature in rate-
limitation mode.
reset cpu-protection interface Sets the specified port(s) to handle all ARP, BPDU or IGMP 13
port-channel <port-list> cause packets in stead of ignoring them, if the port(s) are in
<ARP|BPDU| IGMP> inactive-reason mode (set by using the errdisable
detet cause command).
show cpu-protection interface Shows the CPU Protection settings and the number of ARP, 13
port-channel <port-list> BPDU and/or IGMP packets that has been dropped by the
Error Disable feature for the specified port(s).
Table 75 errdisable recovery Command Summary
COMMAND DESCRIPTION P
errdisable detect cause Sets the Switch to detect if the number of ARP, BPDU or 13
<ARP | BPDU| IGMP> IGMP packets exceeds the rate limit on port(s) (set by
using the cpu-protection cause command).
errdisable detect cause Sets the action that the Switch takes when the number of 13
<ARP|BPDU| IGMP> mode <inactive- |ARP,BPDU orIGMP packets exceeds the rate limit on
port|inactive-reason|rate- port(s).
limitation> inactive-port: The Switch shuts down the port.
inactive-reason: The Switch bypasses the processing of
the specified control packets (such as ARP or IGMP
packets), or drops all the specified control packets (such
as BPDU) on the port.
rate-limitation: The Switch drops the additional control
packets the port(s) have to handle in every one second.
errdisable recovery Turns on the disabled port recovery function on the Switch. 13
errdisable recovery cause Enables the recovery timer for the specified feature that 13
<loopguard|ARP|BPDU| IGMP> causes the Switch to shut down port(s).
errdisable recovery cause Sets how many seconds the Switch waits before enabling 13
<loopguard|ARP|BPDU] IGMP> the port(s) which was shut down.
interval <30-2592000>
no errdisable detect cause Disables the rate limit for ARP, BPDU or IGMP packets on 13
<ARP|BPDU| IGMP> port(s), set by using the cpu-protection cause
command.
no errdisable recovery Turns off the disabled port recovery function on the Switch. 13
no errdisable recovery cause Disables the recovery timer for the specified feature that 13
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Table 75 errdisable recovery Command Summary (continued)

COMMAND DESCRIPTION M [P

show errdisable Displays which port(s) are detected (by Error Disable), the |[E |13
mode of the ports, and which packets (ARP, BPDU or
IGMP) are being detected.

show errdisable detect Displays the Error Disable settings including the available E |13
protocol of packets (ARP, BPDU or IGMP), the current
status (enabled or disabled), and the corresponding
action the Switch takes when a detected port is handling
packets over the limit.

show errdisable recovery Displays the disabled port recovery settings and afterhow |E | 13
many seconds which port(s) will be activated.

26.5 Command Examples

This example shows you how to configure the following:

limit the number of ARP packets that port 7 can handle to 100 packets per second.

set to shut down port 7 when the number ARP packets the port should handle exceeds the rate limit.

display the CPU protection settings that you just set for port 7.

display the Error Disable status and action mode for ARP packet handling.

systemname# config

systemname(config)# interface port-channel 7
systemname(config-interface)# cpu-protection cause ARP rate-limit 100
systemname(config-interface)# exit

systemname(config)# errdisable detect cause ARP

systemname(config)# errdisable detect cause ARP mode inactive-port
systemname(config)# exit

systemname# show cpu-protection interface port-channel 7

Port - 7

Reason Rate Mode Total Drops
ARP 100 inactive-port -
BPDU 0 inactive-port -
1GMP 0 inactive-port -

systemname# show errdisable detect

Reason Status Mode

ARP enable inactive-port

BPDU enable rate-limitation

1GMP enable inactive-port
systemname#

This example enables the disabled port recovery function and the recovery timer for the loopguard
feature on the Switch. If a port is shut down due to the specified reason, the Switch activates the port
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300 seconds (the default value) later. This example also shows the number of the disabled port(s) and
the time left before the port(s) becomes active.

sysname# configure
sysname(config)# errdisable recovery
sysname(config)# errdisable recovery cause loopguard
sysname(config)# exit
sysname# show errdisable recovery

Errdisable Recovery Status:Enable

Reason Timer Status Time
loopguard Enable 300
ARP Disable 300
BPDU Disable 300
IGMP Disable 300

Interfaces that will be enabled at the next timeout:

Interface Reason Time left(sec) Mode

sysname#
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CHAPTER 27
Ethernet OAM Commands

Use these commands to use the link monitoring protocol IEEE 802.3ah Link Layer Ethernet OAM
(Operations, Administration and Maintenance).

27.1 IEEE 802.3ah Link Layer Ethernet OAM
Implementation

Link layer Ethernet OAM (Operations, Administration and Maintenance) as described in |EEE 802.3ah is a
link monitoring protocol. It utilizes OAM Protocol Data Units or OAM PDU’s to transmit link status
information between directly connected Ethernet devices. Both devices must support IEEE 802.3ah.
Because link layer Ethernet OAM operates at layer two of the OSI (Open Systems Interconnection Basic
Reference) model, neither IP or SNMP are necessary to monitor or troubleshoot network connection

problems.

The Switch supports the following IEEE 802.3ah features:

= Discovery - this identifies the devices on each end of the Ethernet link and their OAM configuration.

< Remote Loopback - this can initiate a loopback test between Ethernet devices.

27.2 Command Summary

The following section lists the commands for this feature.

Table 76 ethernet oam Command Summary

COMMAND DESCRIPTION P
show ethernet oam discovery Displays OAM configuration details and operational status 3
<port-list> of the specified ports.
show ethernet oam statistics Displays the number of OAM packets transferred for the 3
<port-list> specified ports.
show ethernet oam summary Displays the configuration details of each OAM activated 3
port.
ethernet oam Enables Ethernet OAM on the Switch. 13
no ethernet oam Disables Ethernet OAM on the Switch. 13
ethernet oam remote-loopback Initiates a remote-loopback test from the specified port by 13
start <port> sending Enable Loopback Control PDUs to the remote
device.
ethernet oam remote-loopback Terminates a remote-loopback test from the specified port 13
stop <port> by sending Disable Loopback Control PDUs to the remote
device.
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Table 76 ethernet oam Command Summary (continued)

COMMAND DESCRIPTION P
ethernet oam remote-loopback Performs a remote-loopback test from the specified port. 13
test <port> [<number-of-packets> You can also define the allowable packet number and
[<packet-size>]] packet size of the loopback test frames.
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
ethernet oam Enables Ethernet OAM on the port(s). 13
no ethernet oam Disables Ethernet OAM on the port(s). 13
ethernet oam mode Specifies the OAM mode on the ports. 13
< iv ive> . :
active|passive active: Allows the port to issue and respond to Ethernet
OAM commands.
passive: Allows the port to respond to Ethernet OAM
commands.
ethernet oam remote-loopback | Sets the Switch to ignore loopback commands received 13
ignore-rx on the ports.
ethernet oam remote-loopback | Enables the remote loopback feature on the ports. 13
supported
no ethernet oam remote- Sets the Switch to process loopback commands received 13
loopback ignore-rx on the ports.
no ethernet oam remote- Disables the remote loopback feature on the ports. 13
loopback supported
no ethernet oam mode Resets the OAM mode to the default value. 13

27.3 Command Examples

This example enables Ethernet OAM on port 7 and sets the mode to active.

sysname# configure
sysname(config)# ethernet oam

sysname(config-interface)# exit
sysname(config)# exit

sysname(config)# interface port-channel 7
sysname(config-interface)# ethernet oam
sysname(config-interface)# ethernet oam mode active
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This example performs Ethernet OAM discovery from port 7.

sysname# show ethernet oam discovery 7

Port 7
Local client

OAM configurations:

Mode

Unidirectional
Remote loopback
Link events
Variable retrieval
Max. OAMPDU size

Operational status:
Link status
Info. revision
Parser state
Discovery state

Active

Not supported
Not supported
Not supported
Not supported
1518

Down

3

Forward

Active Send Local

The following table describes the labels in this screen.

Table 77 show ethernet oam discovery

LABEL

DESCRIPTION

OAM configurations

The remote device uses this information to determine what functions are supported.

Mode

This field displays the OAM mode. The device in active mode (typically the service
provider's device) controls the device in passive mode (typically the subscriber's
device).

Active: The Switch initiates OAM discovery; sends information PDUs; and may send
event notification PDUs, variable request/response PDUs, or loopback control PDUs.

Passive: The Switch waits for the remote device to initiate OAM discovery; sends
information PDUs; may send event notification PDUs; and may respond to variable
request PDUs or loopback control PDUs.

The Switch might not support some types of PDUs, as indicated in the fields below.

Unidirectional

This field indicates whether or not the Switch can send information PDUs to transmit
fault information when the receive path is non-operational.

Remote loopback

This field indicates whether or not the Switch can use loopback control PDUs to put the
remote device into loopback mode.

Link events

This field indicates whether or not the Switch can interpret link events, such as link fault
and dying gasp. Link events are sent in event notification PDUs and indicate when the
number of errors in a given interval (time, number of frames, number of symbols, or
number of errored frame seconds) exceeds a specified threshold. Organizations may
create organization-specific link event TLVs as well.

Variable retrieval

This field indicates whether or not the Switch can respond to requests for more
information, such as requests for Ethernet counters and statistics, about link events.

Max. OAMPDU size

This field displays the maximum size of PDU for receipt and delivery.

Operational status

Link status

This field indicates that the link is up or down.

Info. revision

This field displays the current version of local state and configuration. This two-octet
value starts at zero and increments every time the local state or configuration
changes.
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Table 77 show ethernet oam discovery (continued)

LABEL

DESCRIPTION

Parser state

This field indicates the current state of the parser.
Forward: The packet is forwarding packets normally.
Loopback: The Switch is in loopback mode.

Discard: The Switch is discarding non-OAMPDUs because it is trying to or has put the
remote device into loopback mode.

Discovery state

This field indicates the state in the OAM discovery process. OAM-enabled devices use
this process to detect each other and to exchange information about their OAM
configuration and capabilities. OAM discovery is a handshake protocol.

Fault: One of the devices is transmitting OAM PDUs with link fault information, or the
interface is not operational.

Active Send Local: The Switch is in active mode and is trying to see if the remote
device supports OAM.

Passive Wait: The Switch is in passive mode and is waiting for the remote device to
begin OAM discovery.

Send Local Remote: This state occurs in the following circumstances.

= The Switch has discovered the remote device but has not accepted or rejected
the connection yet.

= The Switch has discovered the remote device and rejected the connection.

Send Local Remote OK: The Switch has discovered the remote device and has
accepted the connection. In addition, the remote device has not accepted or
rejected the connection yet, or the remote device has rejected the connected.

Send Any: The Switch and the remote device have accepted the connection. This is
the operating state for OAM links that are fully operational.

This example looks at the number of OAM packets transferred on port 1.

Port 1
Statistics:

sysname# show ethernet oam statistics 1

Information OAMPDU Tx
Information OAMPDU Rx

Event Notification OAMPDU Tx
Event Notification OAMPDU Rx
Loopback Control OAMPDU Tx
Loopback Control OAMPDU Rx
Variable Request OAMPDU Tx
Variable Request OAMPDU Rx
Variable Response OAMPDU Tx
Variable Response OAMPDU Rx
Unsupported OAMPDU Tx
Unsupported OAMPDU Rx

[eNeoNeoNoNoNoNeoNoNoNoNoNe)

The following table describes the labels in this screen.

Table 78 show ethernet oam statistics

LABEL

DESCRIPTION

Information OAMPDU Tx

This field displays the number of OAM PDUs sent on the port.

Information OAMPDU Rx

This field displays the number of OAM PDUs received on the port.
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Table 78 show ethernet oam statistics (continued)

LABEL DESCRIPTION
Event Notification This field displays the number of unique or duplicate OAM event notification PDUs sent
OAMPDU Tx on the port.

Event Notification
OAMPDU Rx

This field displays the number of unique or duplicate OAM event notification PDUs
received on the port.

Loopback Control
OAMPDU Tx

This field displays the number of loopback control OAM PDUs sent on the port.

Loopback Control
OAMPDU Rx

This field displays the number of loopback control OAM PDUs received on the port.

Variable Request
OAMPDU Tx

This field displays the number of OAM PDUs sent to request MIB objects on the remote
device.

Variable Request
OAMPDU Rx

This field displays the number of OAM PDUs received requesting MIB objects on the
Switch.

Variable Response
OAMPDU Tx

This field displays the number of OAM PDUs sent by the Switch in response to requests.

Variable Response
OAMPDU Rx

This field displays the number of OAM PDUs sent by the remote device in response to
requests.

Unsupported OAMPDU Tx

This field displays the number of unsupported OAM PDUs sent on the port.

Unsupported OAMPDU Rx

This field displays the number of unsupported OAM PDUs received on the port.

This example looks at the configuration of ports on which OAM is enabled.

sysname# show

OAM Config: U

L
Local
Port Mode
1 Active

ethernet oam summary

Unidirection, R : Remote Loopback
Link Events , V : Variable Retrieval

Remote

The following table describes the labels in this screen.

Table 79 show ethernet oam summary

LABEL DESCRIPTION

Local This section displays information about the ports on the Switch.

Port This field displays the port number.

Mode This field displays the operational state of the port.

Remote This section displays information about the remote device.

MAC Addr This field displays the MAC address of the remote device.

Ooul This field displays the OUI (first three bytes of the MAC address) of the remote device.
Mode This field displays the operational state of the remote device.

Config This field displays the capabillities of the Switch and remote device. THe capabilities are

identified in the OAM Config section.
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External Alarm Commands

Use these commands to configure the external alarm features on the Switch.

28.1 Command Summary

The following section lists the commands for this feature.

Table 80 external-alarm Command Summary
COMMAND DESCRIPTION M |P

external-alarm <index> name Sets the name of the specified external alarm. C |13
<name_string>

index:1~4

name_string: Enters a name of up to 32 ASCII characters.

no external-alarm <index> Removes the name of the specified external alarm. C |13
no external-alarm all Removes the name of all external alarms. C |13
show external-alarm Displays external alarm settings and status. E |13
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28.2 Command Examples

This example configures and shows the name and status of the external alarm(s).

sysname# configure

sysname(config)# external-alarm 1 name dooropen
syshame(config)# exit

sysname# show external-alarm

External Alarm 1

Status: Not asserted
Name: dooropen

External Alarm 2

Status: Not asserted
Name:

External Alarm 3

Status: Not asserted
Name:

External Alarm 4
Status: Not asserted

Name:
syshame#

Ethernet Switch CLI Reference Guide

108



CHAPTER 29
GARP Commands

Use these commands to configure GARP.

29.1 GARP Overview

Switches join VLANs by making a declaration. A declaration is made by issuing a Join message using
GARP. Declarations are withdrawn by issuing a Leave message. A Leave All message terminates all
registrations. GARP timers set declaration timeout values.

29.2 Command Summary

The following section lists the commands for this feature.

Table 81 garp Command Summary

COMMAND DESCRIPTION M [P
show garp Displays GARP information. E |3
garp join <100-65535> leave Configures GARP time settings (in milliseconds), including C |13

<200-65535> leaveall <200-65535> | the join, leave and leave all timers for each port. Leave
Time must be at least two times larger than Join Timer, and

Leave All Timer must be larger than Leave Timer.
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29.3 Command Examples

In this example, the administrator looks at the Switch’s GARP timer settings and decides to change
them. The administrator sets the Join Timer to 300 milliseconds, the Leave Timer to 800 milliseconds, and
the Leave All Timer to 11000 milliseconds.

sysname# show garp

GARP Timer
Join Timer :200
Leave Timer 600

Leave All Timer :10000

sysname# configure

sysname(config)# garp join 300 leave 800 leaveall 11000
syshame(config)# exit

sysname# show garp

GARP Timer
Join Timer =300
Leave Timer -800

Leave All Timer :11000
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CHAPTER 30

Use these commands to configure green Ethernet.

30.1 Green Ethernet Overview

Green Ethernet reduces Switch port power consumption in the following ways.

= |EEE 802.3az Energy Efficient Ethernet (EEE)

If EEE is enabled, both sides of a link support EEE and there is no traffic, the port enters Low Power Idle
(LP) mode. LPI mode turns off some functions of the physical layer (becomes quiet) to save power.

Periodically the port transmits a REFRESH signal to allow the link partner keep the link alive. When there
is traffic to be sent, a WAKE signal is sent to the link partner to return the link to active mode.

< Auto Power Down

Auto Power Down turns off almost all functions of the port’s physical layer functions when the link is
down, so the port only uses power to check for a link up pulse from the link partner. After the link up
pulse is detected, the port wakes up from Auto Power Down and operates normally.

« Short Reach

Traditional Ethernet transmits all data with enough power to reach the maximum cable length.
Shorter cables lose less power, so Short Reach saves power by adjusting the transmit power of each
port according to the length of cable attached to that port.

Note: Not all Switches supports Green Ethernet completely. Some may only support EEE.

First configure Green Ethernet on the Switch, then configure it on an interface.

30.2 Command Summary

The following section lists the commands for this feature.

Table 82 green-ethernet Command Summary

according to the length of cable attached to a port
on the Switch.

COMMAND DESCRIPTION M |P

green-ethernet auto-power-down Enables automatic power down on the Switch. E |13

no green-ethernet auto-power-down Disables automatic power down on the Switch. E |13

green-ethernet eee Enables IEEE 802.3az Energy Efficient Ethernet on the E |13
Switch.

no green-ethernet eee Disables eee on the Switch. E |13

green-ethernet short-reach Enables adjusting the transmission power of each port | E | 13
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Table 82 green-ethernet Command Summary (continued)

COMMAND DESCRIPTION M |P
no green-ethernet short-reach Disables short-reach on the Switch. E |13
interface port-channel <port-list> | Enters config-interface mode for the specified port(s). | C | 13
green-ethernet auto-power-down |Enables automatic power down on the specified C |13
port(s).
no green-ethernet auto-power- Disables automatic power down on the specified C |13
down port(s).
green-ethernet eee Enables |IEEE 802.3az Energy Efficient Ethernet on the C |13
specified port(s).
no green-ethernet eee Disable IEEE 802.3az Energy Efficient Ethernet on the C |13
specified port(s).
green-ethernet short-reach Enables adjusting the transmit power of the specified |C |13
port(s) according to the length of cable attached to
the port.

no green-ethernet short-reach Disables adjusting the transmit power of the specified | C |13
port(s) according to the length of cable attached to

the port.
show green-ethernet auto-power-down | Shows automatic power down information. E |3
show green-ethernet eee Shows Energy Efficient Ethernet information. E |3
show green-ethernet short-reach Shows short reach information. E |3

30.3 Green Ethernet Command Example

In this example, the Switch supports EEE and auto power down per port, and short reach globally. The
following are explanations of the Status parameters:

EEE
= Active displays when EEE is enabled and the EEE port is up

Inactive displays when EEE is enabled but the EEE port is down or the device connected to this port
does not support EEE

Unsupported means the Switch cannot display the status.

< - means EEE is not enabled

Auto power down

< Normal means auto power down has not reduced the power on this link
= Power down means auto power down has reduced the power on this link
= Unsupported means the Switch cannot display the status.

= - means auto power down is not enabled

Short reach
< Normal means short reach has not reduced the power on this link
< Low power means short reach has reduced the power on this link

= Unsupported means the Switch cannot display the status.
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< - means short reach is not enabled

sysname# configure
sysname(config)# green-ethernet eee
sysname(config)# green-ethernet short-reach
syshame(config)# green-ethernet auto-power-down
sysname(config)# interface port-channel 1-4
sysname(config-interface)# green-ethernet eee
sysname(config-interface)# green-ethernet auto-power-down
sysname(config-interface)# exit
sysname(config)# exit
sysname# show green-ethernet eee

EEE globally configuration : Enable

Port Port status Config Status
1 100M/F Enable Active
2 Down Enable Inactive
3 100M/F Enable Unsupported
4 Down Disable -

sysname# show green-ethernet auto-power-down
Auto Power Down globally configuration : Enable

Port Config Status

1 Enable Power down
2 Enable Normal
3 Enable Unsupported
4 Disable -

sysname# show green-ethernet short-reach
Short Reach globally configuration : Enable

sysname#

The following example shows how to configure short reach if the Switch supports short reach per port

sysname# configure
sysname(config)# green-ethernet short-reach

sysname# configure
sysname(config)# interface port-channel 1-4
syshame(config-interface)# green-ethernet short-reach
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The following example shows the display for short reach if the Switch supports short reach per port and
showing the status

sysname# show green-ethernet short-reach
Global configuration : Enable

Port Config Status
1 Enable Low power
2 Disable -
3 Enable Unsupported
4 Enable Normal
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GVRP Commands

Use these commands to configure GVRP.

31.1 Command Summary

The following section lists the commands for this feature.

Table 83 gvrp Command Summary

COMMAND DESCRIPTION M |P
show vlanlq gvrp Displays GVRP settings. E |13
vlanlq gvrp Enables GVRP. C |13
no vlanlqg gvrp Disables GVRP on the Switch. C |13
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>

gvrp Enables this function to permit VLAN groups beyond the C |13

local Switch.
no gvrp Disable GVRP on the port(s). C |13

31.2 Command Examples

This example shows the Switch’s GVRP settings.

sysname# show vlanlqg gvrp

GVRP Support

gvrpEnable = YES
gvrpPortEnable:

This example turns off GVRP on ports 1-5.

sysname# configure

sysname(config)# interface port-channel 1-5
sysname(config-interface)# no gvrp
sysname(config-interface)# exit
sysname(config)# exit
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CHAPTER 32
HTTPS Server Commands

Use these commands to configure the HTTPS server on the Switch.

32.1 Command Summary

The following section lists the commands for this feature.

Table 84 https Command Summary

https cert-regeneration
<rsal]dsa>

COMMAND DESCRIPTION M |P
show https Displays the HTTPS settings, statistics, and sessions. E |3
show https key <rsa]dsa> Displays the HTTPS key. E |3
show https session Displays current HTTPS session(s). E |3
Re-generates a certificate. C |13
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32.2 Command Examples

This example shows the current HTTPS settings, statistics, and sessions.

Configuration
Version

Cache timeout

CBC3-SHA

SHA

RC4-MD5

Statistics:
Total connects

cache
cache
cache
cache

Session
Session
Session
Session

Sessions:
Remote IP

sysname# show https

Maximum session number:
Maximum cache number

Support ciphers
DHE-RSA-AES256-SHA DHE-DSS-AES256-SHA AES256-SHA EDH-RSA-DES-

EDH-DSS-DES-CBC3-SHA DES-CBC3-SHA DES-CBC3-MD5 DHE-RSA-AES128-SHA
DHE-DSS-AES128-SHA AES128-SHA DHE-DSS-RC4-SHA

IDEA-CBC-MD5 RC2-CBC-MDS RC4-MD5

Current connects
Connects that finished
Renegotiate requested
items
hits
misses
timeouts

: SSLv3, TLSvi
64 sessions
: 128 caches
: 300 seconds

IDEA-CBC-SHA RC4-

cNeoNoNoNeoNoNoNe]

Port Local IP Port SSL bytes Sock bytes

The following table describes the labels in this screen.

Table 85 show https

LABEL

DESCRIPTION

Configuration

Version

This field displays the current version of SSL (Secure Sockets Layer) and TLS (Transport
Layer Security).

Maximum session number

This field displays the maximum number of HTTPS sessions the Switch supports.

Maximum cache number

This field displays the maximum number of entries in the cache table the Switch
supports for HTTPS sessions.

Cache timeout

This field displays how long entries remain in the cache table before they expire.

Support ciphers

This field displays the SSL or TLS cipher suites the Switch supports for HTTPS sessions. The
cipher suites are identified by their OpenSSL equivalent names. If the name does not
include the authentication used, assume RSA authentication. See SSL v2.0, SSL v3.0, TLS
v1.0, and RFC 3268 for more information.

Statistics

Total connects

This field displays the total number of HTTPS connections since the Switch started up.

Current connects

This field displays the current number of HTTPS connections.

Connects that finished

This field displays the number of HTTPS connections that have finished.

Renegotiate requested

This field displays the number of times the Switch requested clients to renegotiate the
SSL connection parameters.
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Table 85 show https (continued)

LABEL

DESCRIPTION

Session cache items

This field displays the current number of items in cache.

Session cache hits

This field displays the number of times the Switch used cache to satisfy a request.

Session cache misses

This field displays the number of times the Switch could not use cache to satisfy a
request.

Session cache timeouts

This field displays the number of items that have expired in the cache.

Sessions

Remote IP This field displays the client’s IP address in this session.

Port This field displays the client’s port number in this session.

Local IP This field displays the Switch’s IP address in this session.

Port This field displays the Switch’s port number in this session.

SSL bytes This field displays the number of bytes encrypted or decrypted by the Secure Socket
Layer (SSL).

Sock bytes This field displays the number of bytes encrypted or decrypted by the socket.

This example shows the current HTTPS sessions.

sysname# show https session

SSL-Session:

Protocol : SSLv3
Cipher : RC4-MD5

Session-1D:

68BFB25BFAFEE3FOF15AB7BO38EABG6BACE4AB7A4A6A5280E55943B7191057C96
Session-1D-ctx: 7374756E6E656C20534944

Master-Key:

65C110D9BDOBBOEE36CEOC76408C121DAFD1ESE3209614EBOAC5509CDB60D0904937DA4B
ASBA058B57FD7169ACDD4ACF

Key-Arg : None
Start Time: 2252
Timeout : 300 (sec)

Verify return code: 0 (ok)

The following table describes the labels in this screen.

Table 86 show https session

LABEL DESCRIPTION

Protocol This field displays the SSL version used in the session.

Cipher This field displays the encryption algorithms used in the session.
Session-ID This field displays the session identifier.

Session-ID-ctx

This field displays the session ID context, which is used to label the data and cache in
the sessions and to ensure sessions are only reused in the appropriate context.

Master-Key This field displays the SSL session master key.

Key-Arg This field displays the key argument that is used in SSLv2.

Start Time This field displays the start time (in seconds, represented as an integer in standard UNIX
format) of the session.

Timeout This field displays the timeout for the session. If the session is idle longer than this, the

Switch automatically disconnects.

Verify return code

This field displays the return code when an SSL client certificate is verified.
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CHAPTER 33
IEEE 802.1x Authentication
Commands

Use these commands to configure IEEE 802.1x authentication.

Note: Do not forget to configure the authentication server.

33.1 Guest VLAN Overview

When 802.1x port authentication is enabled on the Switch and its ports, clients that do not have the

correct credentials are blocked from using the port(s). You can configure your Switch to have one VLAN

that acts as a guest VLAN. If you enable the guest VLAN on a port, the user that is not IEEE 802.1x

capable or fails to enter the correct username and password can still access the port, but traffic from
the user is forwarded to the guest VLAN. That is, unauthenticated users can have access to limited
network resources in the same guest VLAN, such as the Internet. The rights granted to the guest VLAN

depends on how the network administrator configures switches or routers with the guest network

feature.

33.2 Command Summary

The following section lists the commands for this feature.

Table 87 port-access-authenticator Command Summary

COMMAND DESCRIPTION M [P
no port-access-authenticator Disables port authentication on the Switch. C |13
no port-access-authenticator Disables EAPoL flood. C |13
eapol-flood

no port-access-authenticator Disables authentication on the listed ports. C |13
<port-list>

no port-access-authenticator Disables the re-authentication mechanism on the listed C |13
<port-list> reauthenticate port(s).

no port-access-authenticator Disables the guest VLAN feature on the listed ports. C |13
<port-list> guest-vlan

no port-access-authenticator Resets the guest VLAN host-mode to its default settings C |13
<port-list> guest-vlan Host-mode | (Multi-host).

port-access-authenticator Enables 802.1x authentication on the Switch. C |13

Ethernet Switch CLI Reference Guide

121




Chapter 33 IEEE 802.1x Authentication Commands

Table 87 port-access-authenticator Command Summary (continued)

COMMAND DESCRIPTION P
port-access-authenticator Floods EAPoL (EAP over LAN) packets to all ports in the 13
eapol-flood same VLAN.
EAPOL is a port authentication protocol used in IEEE 802.1x.
Itis used to encapsulate and transmit EAP packets
between the supplicant (a client device that requests
access to the network resources or services) and
authenticator (the Switch) directly over the LAN.
EAPoL flood will not take effect when you enable 802.1x
authentication in the web configurator or CLI using port-
access-authenticator.
port-access-authenticator Enables 802.1x authentication on the specified port(s). 13
<port-list>
port-access-authenticator Enables the guest VLAN feature on the listed ports. 13
<port-list> guest-vlan
port-access-authenticator Sets the guest VLAN ID number on the listed ports. 13
<port-list> guest-vlan <vlan-id>
port-access-authenticator Sets the Switch to authenticate only the first client that 13
<port-list> guest-vlan Host-mode | connects to the listed ports.
Multi-host If the first user enters the correct credential, any other users
are allowed to access the port without authentication.
Otherwise, they are all putin the guest VLAN. Once the first
user who did authentication logs out or disconnects from
the port, rest of the users are blocked until a user does the
authentication process again.
port-access-authenticator Sets the Switch to authenticate each client that connects 13
<port-list> guest-vlan Host-mode |to the listed ports. Optionally, sets the maximum number of
Multi-secure [<1-24>] the clients that the Switch authenticates on the port(s). The
maximum number supported varies by Switch (24 in this
example).
port-access-authenticator Sets the number of times the Switch tries to authenticate 13
<port-list> max-req <1-10> client(s) before sending unresponsive ports to the guest
VLAN.
port-access-authenticator Sets the number of seconds the port(s) remains in the HELD 13
<port-list> quiet-period <0- state and rejects further authentication requests from the
65535> client after a failed authentication exchange.
port-access-authenticator Sets the number of seconds the Switch waits for client's 13
<port-list> supp-timeout <30- response to the challenge request before sending a
65535> request again.
port-access-authenticator Sets the number of seconds the Switch waits before re- 13
<port-list> tx-period <1-65535> |sending anidentity request to clients on the listed ports.
port-access-authenticator Sets a subscriber to periodically re-enter his or her 13
<port-list> reauthenticate username and password to stay connected to a specified
port.
port-access-authenticator Specifies how often (in seconds) a client has to re-enter the 13
<port-list> reauth-period <1- username and password to stay connected to the
65535> specified port(s).
show port-access-authenticator Displays all port authentication settings. 3
show port-access-authenticator Displays port authentication settings on the specified 3

<port-list>

port(s).
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33.3 Command Examples
This example configures the Switch in the following ways:

1 Specifies RADIUS server 1 with IP address 10.10.10.1, port 1890 and the string secretKey as the password.

2 Specifies the timeout period of 30 seconds that the Switch will wait for a response from the RADIUS
server.

3 Enables port authentication on the Switch.
4 Enables port authentication on ports 4 to 8.
5 Activates reauthentication on ports 4-8.

6 Specifies 1800 seconds as the interval for client reauthentication on ports 4-8.

sysname(config)# radius-server host 1 10.10.10.1 auth-port 1890 key
--> secretKey

sysname(config)# radius-server timeout 30

sysname(config)# port-access-authenticator

sysname(config)# port-access-authenticator 4-8

sysname(config)# port-access-authenticator 4-8 reauthenticate
sysname(config)# port-access-authenticator 4-8 reauth-period 1800

This example configures the Switch in the following ways:

1 Enables the guest VLAN feature on port 8.
2 Puts port 8 in guest VLAN 200.

3 Sets host mode to multi-secure to have the Switch authenticate each client that connects to port 8.

sysname(config)# port-access-authenticator 8 guest-vlan
sysname(config)# port-access-authenticator 8 guest-vlan 200
sysname(config)# port-access-authenticator 8 guest-vlan Host-mode Multi-
secure

This example configures the Switch in the following ways:

1 Disables authentication on the Switch.
2 Disables re-authentication on ports 1, 3, 4, and 5.

3 Disables authentication on ports 1, 6, and 7.

sysname(config)# no port-access-authenticator
sysname(config)# no port-access-authenticator 1,3-5 reauthenticate
sysname(config)# no port-access-authenticator 1,6-7
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CHAPTER 34
IGMP and Multicasting
Commands

This chapter explains how to use commands to configure the Internet Group Membership Protocol
(IGMP) on the Switch. It also covers configuring the ports to remove the VLAN tag from outgoing

multicast packets on the Switch.

34.1 IGMP Overview

The Switch supports IGMP version 1 (IGMP-v1), version 2 (IGMP-v2) and IGMP version 3 (IGMP-v3). Refer
to RFC 1112, RFC 2236 and RFC 3376 for information on IGMP versions 1, 2 and 3 respectively. At start up,
the Switch queries all directly connected networks to gather group membership. After that, the Switch

periodically updates this information.

34.2 Command Summary

The following section lists the commands for this feature.

Table 88 IGMP Command Summary

specifies the version of the IGMP packets that
the Switch should use.

COMMAND DESCRIPTION P
router igmp Enables and enters the IGMP configuration 13
mode.
exit Leaves the IGMP configuration mode. 13
non-querier Sets the Switch to Non-Querier mode. (If the 13
Switch discovers a multicast router with a lower
IP address, it will stop sending Query messages
on that network.)
no non-querier Disables non-querier mode on the Switch, (the 13
multicast router always sends Query messages).
unknown-multicast-frame Specifies the action the Switch should perform 13
<drop]flooding> when it receives unknown multicast frames.
no router igmp Disables IGMP on the Switch. 13
interface route-domain <ip-address>/ Enters the configuration mode for the specified 13
<mask-bits> routing domain.
ip igmp <vi|v2]v3> Enables IGMP in this routing domain and 13
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Table 88 IGMP Command Summary (continued)
COMMAND DESCRIPTION P
ip igmp robustness-variable <2-255> | Setsthe IGMP robustness variable on the Switch. 13
This variable specifies how susceptible the
subnet is to lost packets.
ip igmp query-interval <1-65535> Sets the IGMP query interval on the Switch. This 13
variable specifies the amount of time in seconds
between general query messages sent by the
router.
ip igmp query-max-response-time <1- | Setsthe maximum time that the router waits for 13
25> aresponse to a general query message.
ip igmp last-member-query-interval Sets the amount of time in seconds that the 13
<1-25> router waits for a response to a group specific
query message.
no ip igmp Disables IP IGMP in this routing domain. 13
show ip igmp group Displays the multicast groups learned by IGMP. 3
show ip igmp interface Displays the IGMP status information per 3
interface.
show ip igmp multicast Displays the multicast traffic information. 3
show ip igmp timer Displays the IGMP timer settings. 3
show router igmp Displays global IGMP settings. 3
Table 89 IPMC Command Summary
COMMAND DESCRIPTION P
interface port-channel <port-list> Enters config-interface mode for the specified 13
port(s).
ipmc egress-untag-vlan <vlan-id> Sets the Switch to remove the VLAN tag from P 13
multicast packets belonging to the specified
VLAN before transmission on this port.
Enter a VLAN group ID in this field. Enter 0 to set
the Switch not to remove any VLAN tags from
the packets.
no ipmc egress-untag-vlan Disables the ports from removing the VLAN tags 13

from outgoing IP multicast packets.

34.3 Command Examples

This example configures IGMP on the Switch with the following settings:

= Sets the Switch to flood unknown multicast frames.

= Sets the Switch to non-querier mode.
= Configures the IP interface 172.16.1.1 with subnet mask 255.255.255.0 to route IGMP version 3 packets.

sysname(config)# router igmp

sysname(config-igmp)# non-querier
sysname(config-igmp)# unknown-multicast-frame flooding
sysname(config-igmp)# exit
sysname(config)# interface route-domain 172.16.1.1/24
sysname(config-if)# ip igmp v3
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IGMP Snooping Commands

CHAPTER 35

Use these commands to configure IGMP snooping on the Switch.

35.1 Command Summary

The following section lists the commands for this feature.

Table 90 igmp-flush Command Summary

<name>

cannot delete an IGMP filtering profile that is assigned
to any ports.

COMMAND DESCRIPTION P
igmp-Fflush Removes all multicast group information. 13
Table 91 igmp-snooping Command Summary
COMMAND DESCRIPTION P
clear igmp-snooping statistics all | Removes all multicast statistics of the Switch. 3
clear igmp-snooping statistics Removes the multicast statistics of the port(s). 3
port
clear igmp-snooping statistics Removes the multicast statistics of the Switch. 3
system
clear igmp-snooping statistics Removes the multicast statistics of the multicast VLAN(s) 3
vlan
igmp-snooping Enables IGMP snooping. 13
no igmp-snooping Disables IGMP snooping. 13
igmp-snooping 8021p-priority <0-7> | Setsthe 802.1p priority for outgoing igmp snooping 13
packets.
no igmp-shooping 8021p-priority Disables changing the priority of outgoing IGMP control 13
packets.
igmp-snooping authentication- Sets how long the Switch waits before sending the 13
timeout <0-3000> same access request again if the AAA server rejects the
host’s request to join a multicast group.
no igmp-snhooping authentication- Resets the authentication timeout value to its default 13
timeout setting.
igmp-snooping filtering Enables IGMP filtering on the Switch. Ports can only join 13
multicast groups specified in their IGMP filtering profile.
igmp-snooping filtering profile Sets the range of multicast address(es) in a profile. 13
<name> start-address <ip> end- )
_ name: 1-32 alphanumeric characters
address <ip>
no igmp-snooping Filtering Disables IGMP filtering on the Switch. 13
no igmp-snooping filtering profile | Removes the specified IGMP filtering profile. You 13
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Table 91 igmp-snooping Command Summary (continued)

COMMAND DESCRIPTION P
no igmp-snooping Filtering profile | Clearsthe specified rule of the specified IGMP filtering 13
<name> start-address <ip> end- profile.
address <ip>
igmp-snooping host-timeout <1- Sets the host timeout value. 13
16711450>
igmp-snooping leave-timeout <1- Sets the leave timeout value 13
16711450>
igmp-snooping querier Enables the IGMP snooping querier on the Switch. 13
no igmp-snooping querier Disables the IGMP snooping querier on the Switch. 13
igmp-snooping leave-proxy Enables IGMP snooping leave-proxy mode. 13
In this mode, the Switch sends a leave message with its
MAC address to the multicast router/switch only when it
receives the leave message from the last host in a
multicast group.
no igmp-shooping leave-proxy Disables IGMP snooping leave-proxy mode. 13
In this mode, the Switch just snoops on and sends the
multicast router/switch all IGMP leave messages
without changing their source MAC addresses.
igmp-snooping report-proxy Enables IGMP snooping report-proxy mode. 13
In this mode, the Switch acts as an IGMP v1/v2 report
proxy. The Switch not only checks IGMP packets
between multicast routers/switches and multicast hosts
to learn the multicast group membership, but also
replaces the source MAC address in an IGMP v1/v2
report with its own MAC address before forwarding to
the multicast router/switch. When the Switch receives
more than one IGMP v1/v2 join reports that request to
join the same multicast group, it only sends a new join
report with its MAC address. This helps reduce the
number of multicast join reports passed to the multicast
router/switch.
no igmp-snooping report-proxy Disables IGMP snooping report-proxy mode. 13
In this mode, the Switch just snoops on and sends the
multicast router/switch all IGMP join messages without
changing their source MAC addresses, and forwards
multicast traffic to the hosts.
igmp-snooping reserved-multicast- | Setshow to treat traffic with a reserved multicast 13
frame <drop|flooding> address. Reserved multicast addresses are in the range
224.0.0.0 to 224.0.0.255.
igmp-snooping unknown-multicast- Sets how to treat traffic from unknown multicast groups. 13
frame <drop]flooding>
show igmp-snooping Displays global IGMP snooping settings. 3
show igmp-snooping filtering Displays IGMP filtering profile settings. 3
profile
show igmp-snooping group all Displays all multicast group information. 3
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Table 91 igmp-snooping Command Summary (continued)

<auto|] fixed>

packets are selected.

auto: The Switch learns multicast group membership on
any VLAN. See the User’s Guide for the maximum number
of VLANSs the switch supports for IGMP snooping. The
Switch drops any IGMP control messages on other VLANs
after it reaches this maximum number (auto mode).

fixed: The Switch only learns multicast group membership
on specified VLAN(S). The Switch drops any IGMP control
messages for any unspecified VLANs (Fixed mode). See
the User’s Guide for the maximum number of VLANs the
switch supports for IGMP snooping.

COMMAND DESCRIPTION M |P

show igmp-snooping group client < | Displays client IP information for the specified multicast |E |3

[vlan <vlan-list>] [interface VLAN(s), port(s) and/or multicast group(s).

port-channel <port-list>]

[multicast-group <group-address>]

>

show igmp-snooping group client Displays client IP information for all multicast groupson |E |3

all the Switch.

show igmp-snooping group count Displays the total number of the multicast groupsonthe |E |3
Switch.

show igmp-snooping group interface | Displaysthe multicast group(s) to which the specified E |3

port-channel <port-list> port(s) belongs.

show igmp-snooping group interface | Displaysthe number of the multicast group(s) to which |E |3

port-channel <port-list> count the specified port(s) belongs.

show igmp-snooping group vlan Displays the multicast group(s) for the specified E |3

<vlan-list> multicast VLAN(s).

show igmp-snooping group vlan Displays the number of the multicast group(s) for the E |3

<vlan-list> count specified multicast VLAN(S).

show igmp-snooping querier Displays the IGMP query mode for the ports on the E |3
Switch.

show igmp-snooping statistics Displays the multicast statistics of the specified port(s). |E |3

interface port-channel <port-list>

show igmp-snooping statistics Displays the multicast statistics of the Switch. E |3

system

show igmp-snooping statistics vlan | Displaysthe multicast statistics of the specified multicast |E | 3

<vlan-list> VLAN(S).

show multicast [vlan] Displays multicast status, including the port number, E |3
VLAN ID and multicast group members on the Switch.
Optionally, displays the type of each multicast VLAN.

Table 92 igmp-snooping vlan Command Summary

COMMAND DESCRIPTION M | P

show igmp-snooping vlan Displays the VLANs on which IGMP snooping is enabled. E |3

igmp-snooping vlan mode Specifies how the VLANs on which the Switch snoops IGMP | C | 13
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Table 92 igmp-snooping vlan Command Summary (continued)

profile <name>

IGMP filtering is enabled on the Switch, the port(s) can only
join the multicast groups in the specified profile.

COMMAND DESCRIPTION P
igmp-snooping vlan <vlan-id> Specifies which VLANSs to perform IGMP snooping on if the 13
[name <name>] mode is Fixed. Optionally, sets a hame for the multicast
VLAN.
name: 1-32 printable characters; spaces are allowed if you
put the string in double quotation marks ().
no igmp-snooping vlan <vlan-id> | RemovesIGMP snooping configuration on the specified 13
VLAN if the mode is Fixed.
Table 93 interface igmp Command Summary
COMMAND DESCRIPTION P
show interfaces config <port- Displays the group limits for IGMP snooping. 3
list> igmp-group-limited
show interfaces config <port- Displays the immediate leave settings for IGMP snooping. 3
list> igmp-immediate-leave
show interfaces config <port- Displays the IGMP query mode for the specified port(s). 3
list> igmp-query-mode
show interfaces config <port- Displays the name(s) of the IGMP filtering profiles used for 3
list> igmp-snooping filtering the specified port(s).
show interfaces config <port- Displays whether the group limit is enabled and the 3
list> igmp-snooping group- maximum number of the multicast groups the specified
limited port(s) is allowed to join.
show interfaces config <port- Displays the IGMP leave mode of the specified port(s). 3
list> igmp-snooping leave-mode
show interfaces config <port- Displays the IGMP querier mode of the specified port(s). 3
list> igmp-snooping query-mode
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
igmp-snooping Enables IGMP snooping authentication on the port(s). 13
authentication When a multicast host (connected to the specified ports)
sends a message to join a multicast group, the Switch
sends an access request (that conatins the host
identification information) to an AAA server before
forwarding the join message to the multicast router/switch.
The Switch learns the multicast group membership when
the AAA server returns an access-accept. If the AAA server
returns an access-reject, the Switch will not learn the
multicast group membership, nor process the packet
further. If the multicast group and port has already been
learned, the Switch will not do the authentication again.
igmp-snooping fast-leave- Set the IGMP snooping fast leave timeout (in miliseconds) 13
timeout <200-6348800> the Switch uses to update the forwarding table for the
port(s).
This defines how many seconds the Switch waits for an
IGMP report before removing an IGMP snooping
membership entry when an IGMP leave message is
received on this port from a host.
igmp-snooping filtering Assigns the specified IGMP filtering profile to the port(s). If 13
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Table 93 interface igmp Command Summary (continued)

COMMAND

DESCRIPTION

igmp-snooping group-limited

Enables the group limiting feature for IGMP snooping. You
must enable IGMP snooping as well.

13

igmp-snooping group-limited
action <deny|replace>

Sets how the Switch deals with the IGMP reports when the
maximum number of the IGMP groups a port can join is
reached.

deny: The Switch drops any new IGMP join report received
on this port until an existing multicast forwarding table
entry is aged out.

replace: The Switch replaces an existing entry in the
multicast forwarding table with the new IGMP report(s)
received on this port.

13

igmp-snooping group-limited
number <number>

Sets the maximum number of multicast groups allowed.

number: 0-255

13

igmp-snooping leave-mode
<normal ] immediate| fast>

Sets the Switch to remove an IGMP snooping membership
entry immmediately (immediate) or wait for an IGMP report
before the normal (normal) or fast (fast) leave timeout
when an IGMP leave message is received on this port from
a host.

13

igmp-snooping leave-timeout
<200-6348800>

Set the IGMP snooping normal leave timeout (in
miliseconds) the Switch uses to update the forwarding
table for the port(s).

This defines how many seconds the Switch waits for an
IGMP report before removing an IGMP snooping
membership entry when an IGMP leave message is
received on this port from a host.

13

igmp-snooping querier-mode
<auto|fixed|edge>

Specifies whether or not and under what conditions the
port(s) is (are) IGMP query port(s). The Switch forwards
IGMP join or leave packets to an IGMP query port, treating
the port as being connected to an IGMP multicast router
(or server). You must enable IGMP snooping as well.

fixed: The Switch always treats the port(s) as IGMP query
port(s). Select this when you connect an IGMP multicast
server to the port(s).

auto: The Switch uses the port as an IGMP query port if the
port receives IGMP query packets.

edge: The Switch does not use the port as an IGMP query
port. The Switch does not keep any record of an IGMP
router being connected to this port. The Switch does not
forward IGMP join or leave packets to this port.

13

no igmp-snooping
authentication

Disables IGMP snooping authentication on the port(s). The
Switch directly forwards the host’s join message to the
multicast router without sending an access request to the
AAA server for authentication.

13

no igmp-snooping Filtering
profile

Prohibits the port(s) from joining any multicast groups if
IGMP filtering is enabled on the Switch.

13

no igmp-shooping group-
limited

Disables multicast group limits.

13

igmp-group-limited

Enables the group limiting feature for IGMP snooping. You
must enable IGMP snooping as well.

13
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Table 93 interface igmp Command Summary (continued)

COMMAND DESCRIPTION M [P
igmp-group-limited number Sets the maximum number of multicast groups allowed. C |13
<number> number: 0-255
no igmp-group-limited Disables multicast group limits. C |13
igmp-immediate-leave Enables the immediate leave function for IGMP snooping. | C |13

You must enable IGMP snooping as well.
no igmp-immediate-leave Disables the immediate leave function for IGMP snooping. | C | 13
igmp-querier-mode Specifies whether or not and under what conditions the C |13
<auto| fixed|edge> port(s) is (are) IGMP query port(s). The Switch forwards

IGMP join or leave packets to an IGMP query port, treating
the port as being connected to an IGMP multicast router
(or server). You must enable IGMP snooping as well.

Ffixed: The Switch always treats the port(s) as IGMP query
port(s). Select this when you connect an IGMP multicast
server to the port(s).

auto: The Switch uses the port as an IGMP query port if the
port receives IGMP query packets.

edge: The Switch does not use the port as an IGMP query
port. The Switch does not keep any record of an IGMP
router being connected to this port. The Switch does not
forward IGMP join or leave packets to this port.

35.2 Command Examples

This example enables IGMP snooping on the Switch, sets the host-timeout value to 30 seconds, and
sets the Switch to drop packets from unknown multicast groups.

sysname(config)# igmp-snhooping
sysname(config)# igmp-snooping host-timeout 30
sysname(config)# igmp-snooping unknown-multicast-frame drop

This example limits the number of multicast groups on port 1 to 5.

sysname# configure
syshame(config)# igmp-snooping
sysname(config)# interface port-channel 1
sysname(config-interface)# igmp-snooping group-limited
sysname(config-interface)# igmp-snooping group-limited number 5
sysname(config-interface)# exit
syshame(config)# exit
sysname# show interfaces config 1 igmp-snooping group-limited

Port Enable Max Multicast Group

1 YES 5
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This example shows the current multicast groups on the Switch.

sysname# show multicast
Multicast Status

Index VID Port Multicast Group Timeout

The following table describes the labels in this screen.

Table 94 show multicast

LABEL DESCRIPTION

Index This field displays an entry number for the VLAN.

VID This field displays the multicast VLAN ID.

Port This field displays the port number that belongs to the multicast group.
Multicast Group This field displays the IP multicast group addresses.

Timeout This field displays how long the port will belong to the multicast group.

This example shows the current multicast VLAN on the Switch.

sysname# show multicast vlan
Multicast Vlan Status

Index VID Type

This example restricts ports 1-4 to multicast IP addresses 224.255.255.0 through 225.255.255.255.

sysname# configure

sysname(config)# igmp-snooping Filtering

sysname(config)# igmp-snooping Filtering profile examplel start-address
--> 224.255.255.0 end-address 225.255.255.255

sysname(config)# interface port-channel 1-4

sysnhame(config-interface)# igmp-snooping filtering profile examplel
sysname(config-interface)# exit

sysname(config)# exit
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CHAPTER 36

Use these commands to configure IGMP filters and IGMP filtering on the Switch.

36.1 Command Summary

The following section lists the commands for this feature.

Table 95 igmp-filtering Command Summary

COMMAND DESCRIPTION M [P
show igmp-filtering profile Displays IGMP filtering profile settings. E |3
igmp-filtering Enables IGMP filtering on the Switch. Ports can only join C |13
multicast groups specified in their IGMP filtering profile.
no igmp-filtering Disables IGMP filtering on the Switch. C |13
igmp-filtering profile <name> Sets the range of multicast address(es) in a profile. C |13
- <iD> -
Si_:art address <ip> end-address name: 1-32 alphanumeric characters
<ip>
no igmp-Ffiltering profile <name> | Removes the specified IGMP filtering profile. You cannot C |13
delete an IGMP filtering profile that is assigned to any
ports.
no igmp-Ffiltering profile <name> | Clears the specified rule of the specified IGMP filtering C |13
start-address <ip> end-address profile.
<ip>
show interfaces config <port- Displays IGMP filtering settings. E |3
list> igmp-filtering
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
igmp-filtering profile Assigns the specified IGMP filtering profile to the port(s). If | C | 13
<name> IGMP filtering is enabled on the Switch, the port(s) can only
join the multicast groups in the specified profile.
no igmp-filtering profile Prohibits the port(s) from joining any multicast groups if C |13

IGMP filtering is enabled on the Switch.
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36.2 Command Examples

This example restricts ports 1-4 to multicast IP addresses 224.255.255.0 through 225.255.255.255.

sysname# configure

sysname(config)# igmp-filtering

syshame(config)# igmp-filtering profile examplel start-address
--> 224 _.255.255.0 end-address 225.255.255.255

sysname(config)# interface port-channel 1-4
sysname(config-interface)# igmp-filtering profile examplel
sysname(config-interface)# exit

sysname(config)# exit
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Interface Commands

Use these commands to configure basic port settings.

37.1 Command Summary

The following section lists the commands for this feature.

Table 96 interfface Command Summary

COMMAND DESCRIPTION

clear interface <port-num> Clears all statistics for the specified port. 13

interface port-channel <port-list> Enters config-interface mode for the specified port(s). 13

O|lo|mMZ

bpdu-control Sets how Bridge Protocol Data Units (BPDUs) are used 13

<peer|tunnel |discard]network> in STP port states.

peer: process any BPDU (Bridge Protocol Data Units)
received on this port.

tunnel: forward BPDUs received on this port.
discard: drop any BPDU received on this port.

network: process a BPDU with no VLAN tag and
forward a tagged BPDU.

cx4-length <0.5]1]3]5]10] 15> Sets the number of meters for the length of the C |13
10GBASE-CX4 cable you use to connect between the
Switch and another switch for stacking.

flow-control Enables interface flow control. Flow control regulates | C | 13
transmissions to match the bandwidth of the receiving
port.

frame-type Choose to accept both tagged and untagged C |13

<all]tagged]untagged> incoming frames (all), just tagged incoming frames
(tagged) or just untagged incoming frames on a port
(untagged).

Note: Not all switch models support accepting
untagged frames on a port.

inactive Disables the specified port(s) on the Switch. C |13

intrusion-lock Enables intrusion lock on the port(s) and a port cannot | C | 13
be connected again after you disconnected the
cable.

Note: Intrusion lock is not available on a 10
Gigabit Ethernet port.
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Table 96 interface Command Summary (continued)

<string>

transmitted and received frames on a port, which
start from a line with the specified string.

COMMAND DESCRIPTION P
media-type 10g <SFP+|DAC10G> Sets the media type of the SFP+ module that is 13
attached to the 10 Gigabit interface.
On the Switch that has a 10 Gigabit interface, such as
the SFP+ slot, you can insert either an SFP+ transceiver
or an SFP+ Direct Attach Copper (DAC). An SFP+
Direct Attach Copper (DAC) is an SFP+ housing that
has no optical module but uses a fixed-length passive
copper cable assembly, which reduces cost and
power significantly.
name <port-name-string> Sets a name for the port(s). 13
port-name-string: up to 64 English keyboard
characters
no flow-control Disables flow control on the port(s). 13
no inactive Enables the port(s) on the Switch. 13
no intrusion-lock Disables intrusion-lock on a port so that a port can be 13
connected again after you disconnected the cable.
pvid <1-4094> The default PVID is VLAN 1 for all ports. Sets a PVID in 13
the range 1 to 4094 for the specified interface.
qos priority <0-7> Sets the quality of service priority for an interface. 13
speed-duplex <auto]10-half]10- | Setsthe duplex mode (half or full) and speed 13
ful1]100-hal¥]100-full]1000- (10, 100, 1000, 10000 or 40000 Mbps) of the
ful 1] 1000-auto|10000- connection on the interface. Select auto (auto-
ful 1 ]40000-Ful I> negotiation) to let the specified port(s) negotiate with
a peer to obtain the connection speed and duplex
mode.
no interface <port-num> Resets the port counters for the specified port(s). 13
show interfaces <port-list> Displays the current interface status for the specified 3
port(s).
show interfaces <port-list> | begin | Displaysthe currentinterface status and statistics for 3
<string> the specified port(s), which start from a line with the
specified string.
show interfaces <port-list> | begin | Displaysthe currentinterface status and statistics for 3
<stringl> include <string2> the specified port(s), which start from a line with the
first specified string and also contain the second
specified string.
show interfaces <port-list> | Displays the current interface status and statistics for 3
include <string> the specified port(s), which contain the specified
string.
show interfaces <port-list> | Displays the current interface status and statistics for 3
refresh the specified port(s), and updates every second until
you press the [ESC] button.
show interfaces config <port-list> Displays current interface configuration for the 3
specified port(s).
show interfaces utilization Displays the percentage of actual transmitted and 3
received frames on a port as a percentage of the link
speed.
show interfaces utilization | begin | Displays the link speed and percentage of actual 3
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Table 96 interface Command Summary (continued)

COMMAND

DESCRIPTION

show interfaces utilization | begin
<stringl> include <string2>

Displays the link speed and percentage of actual
transmitted and received frames on a port, which
start from a line with the first specified string and also
contain the second specified string.

show interfaces utilization |
include <string>

Displays the link speed and percentage of actual
transmitted and received frames on a port, which
contain the specified string.

show interfaces utilization |
refresh

Displays the link speed and percentage of actual
transmitted and received frames on a port, and
updates every second until you press the [ESC]
button.

37.2 Command Examples

This example looks at the current status of port 1.

sysname# show interfaces 1
Port Info Port NO.
Link
Status
LACP
TxPkts
RxPkts
Errors
Tx KBs/s
Rx KBs/s
Up Time
Unicast
Multicast
Broadcast
Pause
Tagged
Unicast
Multicast
Broadcast
Pause
Control
Single
Multiple
Excessive
Late
RX CRC
Runt
Distribution 64
65 to 127
128 to 255
256 to 511
512 to 1023
1024 to 1518
Giant

TX Packet

RX Packet

TX Collison

Error Packet

:1
:100M/F
-FORWARDING
:Disabled
17214
395454
:0

0.0
:0.0
:127:26:26
17214
:0

:163

:0

:0
395454
:186495
200177
:0

:0

:0

-0

:0

:0

:0

:0
:285034
31914
122277
50546
:1420
4268
:0
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The following table describes the labels in this screen.

Table 97 show interfaces

LABEL DESCRIPTION
Port Info

Port NO. This field displays the port number you are viewing.

Link This field displays the speed (either 10M for 10 Mbps, 100M for 100 Mbps, 1000M for
1Gbps, 1000M for 1Gbps, 10000M for 10Gbps or 40000M for 40Gbps) and the duplex (F
for full duplex or H for half duplex). It also shows the cable type (Copper or Fiber). This
field displays Down if the port is not connected to any device.

Status If STP (Spanning Tree Protocol) is enabled, this field displays the STP state of the port. If
STP is disabled, this field displays FORWARDING if the link is up, otherwise, it displays
STOP.

LACP This field shows if LACP is enabled on this port or not.

TxPkts This field shows the number of transmitted frames on this port

RxPkts This field shows the number of received frames on this port

Errors This field shows the number of received errors on this port.

Tx KBs/s This field shows the number kilobytes per second transmitted on this port.

Rx KBs/s This field shows the number of kilobytes per second received on this port.

Up Time This field shows the total amount of time the connection has been up.

Tx Packet

The following fields display detailed information about packets transmitted.

Unicast This field shows the number of good unicast packets transmitted.

Multicast This field shows the number of good multicast packets transmitted.

Broadcast This field shows the number of good broadcast packets transmitted.

Pause This field shows the number of 802.3x Pause packets transmitted.

Tagged This field shows the number of packets with VLAN tags transmitted.
Rx Packet

The following fields display

detailed information about packets received.

Unicast This field shows the number of good unicast packets received.
Multicast This field shows the number of good multicast packets received.
Broadcast This field shows the number of good broadcast packets received.
Pause This field shows the number of 802.3x Pause packets received.
Control This field shows the number of control packets received (including those with CRC
error) but it does not include the 802.3x Pause packets.
TX Collision

The following fields display

information on collisions while transmitting.

Single This is a count of successfully transmitted packets for which transmission is inhibited by
exactly one collision.

Multiple This is a count of successfully transmitted packets for which transmission was inhibited
by more than one collision.

Excessive This is a count of packets for which transmission failed due to excessive collisions.
Excessive collision is defined as the number of maximum collisions before the
retransmission count is reset.

Late This is the number of times a late collision is detected, that is, after 512 bits of the

packets have already been transmitted.
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Table 97 show interfaces (continued)

LABEL DESCRIPTION
Error Packet The following fields display detailed information about packets received that were in
error.
RX CRC This field shows the number of packets received with CRC (Cyclic Redundant Check)
error(s).
Runt This field shows the number of packets received that were too short (shorter than 64
octets), including the ones with CRC errors.
Distribution
64 This field shows the number of packets (including bad packets) received that were 64
octets in length.
65-127 This field shows the number of packets (including bad packets) received that were
between 65 and 127 octets in length.
128-255 This field shows the number of packets (including bad packets) received that were
between 128 and 255 octets in length.
256-511 This field shows the number of packets (including bad packets) received that were
between 256 and 511 octets in length.
512-1023 This field shows the number of packets (including bad packets) received that were
between 512 and 1023 octets in length.
1024-1518 This field shows the number of packets (including bad packets) received that were
between 1024 and 1518 octets in length.
Giant This field shows the number of packets (including bad packets) received that were

between 1519 octets and the maximum frame size.

The maximum frame size varies depending on your switch model. See Product
Specification chapter in your User’s Guide.

This example configures ports 1, 3, 4, and 5 in the following ways:

1 Setsthe [EEE 802.1p quality of service priority to four (4).
2 Setsthe name “Test”.

3 Sets the speed to 100 Mbps in half duplex mode.

sysname(config)# interface port-channel 1,3-5
sysname(config-interface)# qos priority 4
sysname(config-interface)# name Test
sysname(config-interface)# speed-duplex 100-half

This example configures ports 1-5 in the following ways:

1 Setsthe default port VID to 200.

2 Sets these ports to accept only tagged frames.

sysname (config)# interface port-channel 1-5
sysname (config-interface)# pvid 200
sysname (config-interface)# frame-type tagged
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Interface Loopback Mode

In order to configure layer 3 routing features on the Switch, you must enter the interface loopback
mode in the CLI.

38.1 Command Summary

The following section lists the commands for this feature.

Table 98 Interface Loopback Command Summary:

COMMAND DESCRIPTION M | P
interface loopback <0-7> Sets a number for this loopback interface C |13
configuration.
no interface loopback <0-7> Resets the loopback interface configuration for the C |13
specified number(s).
inactive Disables the specified loopback interface. C |13
no inactive Enables the specified loopback interface. C |13

ip address <ip-address> <mask> | Setsthe IP address and subnet mask of the Switch in C |13
the specified loopback interface.

no ip address <ip-address> Deletes the IP address and subnet mask from this C |13
<mask> loopback interface.
name <name> Sets a descriptive name of the loopback interface C |13
setting for identification purposes.
show interface loopback Displays current IPv4 loopback interfaces you E |3
configured.
show interface loopback <0-7> Displays the IPv4 loopback interface configuration for |E | 3

the specified number(s).

38.2 Command Examples

This example configures IPv4 loopback interface on the Switch with the following settings:

= Enter the configuration mode.
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= Create the loopback interface 0 with IP address 192.168.2.1, subnet mask 255.255.255.0, name
loopback0 and interface status.

sysname# config

sysname(config)# interface loopback 0
sysname(config-if)# inactive

sysname(config-if)# ip address 192.168.2.1 255.255.255.0
sysname(config-if)# name loopbackO

sysname(config-if)# exit

sysname(config)# exit

sysname# show interface loopback 0
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Interface Route-domain
Mode

In order to configure layer 3 routing features on the Switch, you must enter the interface routing domain

mode in the CLI.

39.1 Command Summary

The following section lists the commands for this feature.

Table 99 Interface Route Domain Command Summary:

COMMAND

DESCRIPTION

interface route-domain <ip-
address>/<mask-bits>

Enters the configuration mode for this routing domain.

The mask-bits are defined as the number of bits in the
subnet mask. Enter the subnet mask number preceded
with a “/”. To find the bit number, convert the subnet mask
to binary and add all of the 1’s together. Take
“255.255.255.0” for example. 255 converts to eight 1’s in
binary. There are three 255’s, so add three eights together
and you get the bit number (24).

13

Exits from the interface routing-domain configuration
mode.

13

39.2 Command Examples

Use this command to enable/create the specified routing domain for configuration.

= Enter the configuration mode.

= Enable default routing domain (the 192.168.1.1 subnet) for configuration.

= Begin configuring for this domain.

syshame# config

sysname(config-if)#

sysname(config)# interface route-domain 192.168.1.1/24
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Use these commands to configure the management port IP address, default domain name server and
to look at IP domains.

Note: See Chapter 85 on page 315 for static route commands.

Note: See Chapter 41 on page 148 for IP source binding commands.

40.1 Command Summary

The following section lists the commands for this feature.

Table 100 ip Command Summary

COMMAND DESCRIPTION M | P
show ip Displays current IPv4 interfaces. E |0
show ipv6 Displays current IPv6 interfaces. E |O
ip address <ip> <mask> Sets the IP address of the MGMT port (for out-of-band E |O
management) on the Switch.
ip address default-gateway <ip> Sets the default gateway for the out-of-band C |13
management interface on the Switch.
ip name-server <ip]|ipv6> Sets the IPv4 and/or IPv6 address(es) of the domain C |13
name server(s).
no ip name-server <all]ip]ipv6> Removes all or the specified DNS server. C |13
show ip iptable all [IP]VID]|PORT] | Displaysthe IP address table. You can sort the table E |3
based on the IP address, VLAN ID or the port number.
show ip iptable count Displays the number of IP interfaces configured on the E |3
Switch.
show ip iptable static Displays the static IP address table. E |3
show ip name-server Displays the DNS server adress(es) on the Switch. E |3
Table 101 tcp and udp Command Summary
COMMAND DESCRIPTION M [P
show ip tcp Displays IP TCP information. E |3
show ip udp Displays IP UDP information. E |3
kick tcp <session id> Disconnects the specified TCP session. E |13
session id: Display the session id by running the show ip
tcp command. See Section 40.2 on page 144 for an
example.
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40.2 Command Examples

This example configures two DNS server ad

dresses and displays the settings.

sysname# configure

syshame# show ip name-server
Name Server Table:
Server Address Source
10.1.2.3 Static
2001::123 Static
sysname#

sysname(config)# ip name-server 10.1.2.3 2001::123

This example shows the TCP statistics and listener ports. See RFC 1213 for more information.

GS2210# show ip tcp

( 1)tcpRtoAlgorithm 4

( 3)tcpRtoMax 6400000

( 5)tcpActiveOpens 0

( 7)tcpAttemptFails 0

( 9)tcpCurrEstab 0

(11)tcpOutSegs 0

(14)tcplnErrs 0

(17)tcpHclnSegs 0
&TCB Rcv-Q Snd-Q Rcv-Wnd Snd-Wnd

State

82ca2290 0 0 128 1

Listen

82ca2058 0] 0 22400 1

Listen (S)

82c92130 0 0O 16384 1

Listen

82c92014 0 0 16384 1

Listen (S)

82c91ef8 0] 0] 128 1

Listen (S)

82e0cb5c 0 0 0] 0]

Listen (S)

82e04b10 0 0 0 0

Listen

82e04934 0 0] 0] 0]

Listen (S)

82e04758 0 0 0] 0

Listen (S)

( 2)tcpRtoMin 30
( 4)tcpMaxConn 4294967295
( 6)tcpPassiveOpens 0
( 8)tcpEstabResets 0
(10)tcplnSegs 0
(12)tcpRetransSegs 0
(15)tcpOutRsts 0
(18)tcpHcOutSegs 0

Local socket Remote socket

0.0.0.0:22 0.0.0.0:0

0.0.0.0:443 0.0.0.0:0

0.0.0.0:21 0.0.0.0:0

0.0.0.0:80 0.0.0.0:0

0.0.0.0:23 0.0.0.0:0

111443 el 0]

121 :::0

:::80 :::0

o223 :::0
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The following table describes the labels in this screen.

Table 102 show ip tcp

LABEL

DESCRIPTION

tcpRtoAlgorithm

This field displays the algorithm used to determine the timeout value that is used for
retransmitting unacknowledged octets.

tcpRtoMin

This field displays the minimum timeout (in miliseconds) permitted by a TCP
implementation for the retransmission timeout. More refined semantics for objects of
this type depend upon the algorithm used to determine the retransmission timeout. In
particular, when the timeout algorithm is rsre(3), an object of this type has the
semantics of the LBOUND quantity described in RFC 793.

tcpRtoMax

This field displays the maximum timeout (in milliseconds) permitted by a TCP
implementation for the retransmission timeout. More refined semantics for objects of
this type depend upon the algorithm used to determine the retransmission timeout. In
particular, when the timeout algorithm is rsre(3), an object of this type has the
semantics of the UBOUND quantity described in RFC 793.

tcpMaxConn

This field displays the maximum number of TCP connections the Switch can support. If
the maximum number is dynamic, this field displays -1.

tcpActiveOpens

This field displays the number of times TCP connections have made a direct transition
to the SYN-SENT state from the CLOSED state.

tcpPassiveOpens

This field displays the number of times TCP connections have made a direct transition
to the SYN-RCVD state from the LISTEN state.

tcpAttemptFails

This field displays the number of times TCP connections have made a direct transition
to the CLOSED state from either the SYN-SENT state or the SYN-RCVD state, plus the
number of times TCP connections have made a direct transition to the LISTEN state
from the SYN-RCVD state.

tcpEstabResets This field displays the number of times TCP connections have made a direct transition
to the CLOSED state from either the ESTABLISHED state or the CLOSE-WAIT state.

tcpCurrEstab This field displays the number of TCP connections for which the current state is either
ESTABLISHED or CLOSE-WAIT.

tcpinSegs This field displays the total number of segments received in a 32-bit count, including
those received in error. This count includes segments received on currently established
connections.

tcpOutSegs This field displays the total number of segments sent in a 32-bit count, including those
on current connections but excluding those containing only retransmitted octets.

tcpRetransSegs This field displays the total number of TCP segments transmitted containing one or more
previously transmitted octets.

tcpinErrs This field displays the total number of segments received with error (for example, bad
TCP checksums).

tcpOutRsts This field displays the number of TCP segments sent containing the RST flag.

tcpHclnSegs

This field displays the total number of segments received in a 64-bit count, including
those received in error. This count includes segments received on currently established
connections.

tcpHcOutSegs This field displays the total number of segments sent in a 64-bit count, including those
on current connections but excluding those containing only retransmitted octets.
This section displays the current TCP listeners.

&TCB This field displays the session ID.

Rcv-Q This field displays the items on the receive queue in this connection.

Snd-Q This field displays the sequence number of the first unacknowledged segment on the
send queue in this connection.

Rev-wnd This field displays the receiving window size in this connection. It determines the

amount of received data that can be buffered.
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Table 102 show ip tcp (continued)

LABEL

DESCRIPTION

Snd-Wnd

This field displays the sending window size in this connection. It is offered by the remote
device.

Local socket

This field displays the local IP address and port number in this TCP connection. In the
case of a connection in the LISTEN state that is wiling to accept connections for any IP
interface associated with the node, the value is 0.0.0.0.

Remote socket

This field displays the remote IP address and port number in this TCP connection.

State

This field displays the state of this TCP connection.

The only value which may be set by a management station is deleteTCB(12).
Accordingly, it is appropriate for an agent to return a "badValue' response if a
management station attempts to set this object to any other value.

If a management station sets this object to the value deleteTCB(12), then this has the
effect of deleting the TCB (as defined in RFC 793) of the corresponding connection on
the managed node, resulting in immediate termination of the connection.

As an implementation-specific option, a RST segment may be sent from the managed
node to the other TCP endpoint (note however that RST segments are not sent reliably).

This example shows the UDP statistics and listener ports. See RFC 1213 for more information.

&UCB Rcv-Q
82398cac
82398c50
82392d70
822ae07c
822ae020
822aadlc
822aa3c0
822aa364
822a9e5c
82adabf8

[eNeoNeoNoNoNoNoNeoNoNe)

GS2210# show ip udp
( DudplnDatagrams

( 3)udplnErrors

( 8)udpHclnDatagrams

0 ( 2)udpNoPorts 0
0 ( 4)udpOutDatagrams 0
0 ( 9)udpHcOutDatagrams 0

Local socket

0.0.0.0:68

0.0.0.0:67

0.0.0.0:161

0.0.0.0:1026

0.0.0.0:1025

0.0.0.0:1024

0.0.0.0:53

0.0.0.0:69

0.0.0.0:263

to:lel

The following table describes the labels in this screen.

Table 103 show ip udp

LABEL

DESCRIPTION

udpinDatagrams

This field displays the total number of UDP datagrams in a 32-bit count delivered to UDP
users.

udpNoPorts

This field displays the total number of received UDP datagrams for which there was no
application at the destination port.

udplnErrors

This field displays the number of received UDP datagrams that could not be delivered
for reasons other than the lack of an application at the destination port.

udpOutDatagrams

This field displays the total number of UDP datagrams in a 32-bit count sent by the
Switch.

udpHcIinDatagrams

This field displays the total number of UDP datagrams in a 64-bit count delivered to UDP
users.
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Table 103 show ip udp (continued)

LABEL DESCRIPTION

udpHcOutDatagrams This field displays the total number of UDP datagrams in a 64-bit count sent by the
Switch.

&UCB This field displays the process ID.

Rev-Q This field displays the queue number of pending datagrams in this connection.

Local socket This field displays the local IP address and port number for this UDP listener. In the case
of a UDP listener that is willing to accept datagrams for any IP interface associated
with the node, the value is 0.0.0.0.
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Commands

CHAPTER 41

Use these commands to manage the bindings table for IP source guard.

41.1 Command Summary

The following section lists the commands for this feature.

Table 104 ip source binding Command Summary

vlan <vlan-id> mac <mac-addr>

specific MAC address .

COMMAND DESCRIPTION P
show ip source binding [<mac- Displays the bindings configured on the Switch, optionally 3
addr>] [..-] based on the specified parameters.
show ip source binding help Provides more information about the specified command. 3
ip source binding arp-freeze Create static bindings from any previously learned ARP 13
entries in the Switch's ARP table and add them in the IP
source guard static binding table.
ip source binding arp-freeze Create static bindings from previously learned ARP entries 13
interface port-channel <port- containing the specified port number and add them in the
list> IP source guard static binding table.
ip source binding arp-freeze Create static bindings from previously learned ARP entries 13
vlan <vlan-list> containing the specified VLAN ID and add them in the IP
source guard static binding table.
ip source binding ip <ip> vlan Creates a static binding that applies to all MAC addresses. 13
<vlan-id> [interface port-
channel <interface-id>]
no ip source binding ip <ip> Removes the specified static binding that applies to all 13
MAC addresses.
ip source binding ip <ip> vlan Creates a static binding that applies to a specific MAC 13
<vlan-id> mac <mac-addr> address.
[interface port-channel
<interface-id>]
no ip source binding ip <ip> Removes the specified static binding that applies to a 13
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41.2 Command Examples

This example shows the current binding table.

sysname# show ip source binding
MacAddress IpAddress Lease Type VLAN Port

Total number of bindings: O

The following table describes the labels in this screen.

Table 105 show ip source binding

LABEL DESCRIPTION

MacAddress This field displays the source MAC address in the binding.

IpAddress This field displays the IP address assighed to the MAC address in the binding.

Lease This field displays how many days, hours, minutes, and seconds the binding is valid; for

example, 2d3h4m5s means the binding is still valid for 2 days, 3 hours, 4 minutes, and 5
seconds. This field displays infinity if the binding is always valid (for example, a static
binding).

Type This field displays how the switch learned the binding.

static: This binding was learned from information provided manually by an
administrator.

VLAN This field displays the source VLAN ID in the binding.
Port This field displays the port number in the binding. If this field is blank, the binding applies
to all ports.
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IPv6 Commands

42.1 IPv6 Overview

IPv6 (Internet Protocol version 6), is designed to enhance IP address size and features. The increase in
IPv6 address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 |P addresses. At the time
of writing, the Switch supports the following features.

- Static address assignment (see Section 42.1.1 on page 150) and stateless autoconfiguration (see
Stateless Autoconfiguration on page 153)

= Neighbor Discovery Protocol (see Neighbor Discovery Protocol (NDP) on page 154)

= Remote Management using SNMP, Telnet, HTTP and FTP services (see Chapter 73 on page 275)

= ICMPvV6 (see ICMPV6 on page 154)

= |Pv4/IPv6 dual stack; the Switch can run IPv4 and IPv6 at the same time.

= DHCPv6 client and relay (see DHCPv6 on page 153)

= Multicast Listener Discovery (MLD) snooping and proxy (see Multicast Listener Discovery on page 155)

For more information on IPv6 addresses, refer to RFC 2460 and RFC 4291.

42.1.1 IPv6 Addressing

The 128-bit IPv6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPv6 address 2001 :0db8:1a2b:0015:0000:0000:1a2f:0000.

IPv6 addresses can be abbreviated in two ways:

= Leading zeros in a block can be omitted. So 2001:0db8:1a2b:0015:0000:0000:1a2f:0000
can be written as 2001:db8:1a2b:15:0:0:1a2f:0.

= Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPv6 address. So 2001 :0db8:0000:0000:1a2f-0000:0000:0015 can
be written as 2001 :0db8: : 1a2¥:0000:0000:0015 or 2001 :0db8:0000:0000:1a2f: :0015.

42.1.2 IPv6 Terms

IPv6 Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPv6 uses an address prefix to represent the network address. An IPv6
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x” where x is a number. For example,

2001:db8:1a2b:15::1a2f:0/32

means that the first 32 bits (2001 : db8) is the subnet prefix.
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Interface ID

In IPv6, an interface ID is a 64-bit identifier. It identifies a physical interface (for example, an Ethernet
port) or a virtual interface (for example, the management IP address for a VLAN). One interface should
have a unique interface ID.

Link-local Address

A link-local address uniquely identifies a device on the local network (the LAN). Itis similar to a “private IP
address” in IPv4. You can have the same link-local address on multiple interfaces on a device. A link-
local unicast address has a predefined prefix of fe80::/10. The link-local unicast address format is as
follows.

Table 106 Link-local Unicast Address Format

1111 1110 10 0 Interface ID
10 bits 54 bits 64 bits

Global Address

A global address uniquely identifies a device on the Internet. It is similar to a “public IP address” in IPv4.
The global address format as follows.

Table 107 Global Address Format

001 Global ID Subnet ID Interface ID
3 bits 45 bits 16 bits 64 bits

The global ID is the network identifier or prefix of the address and is used for routing. This may be
assignhed by service providers.

The subnet ID is a number that identifies the subnet of a site.

Multicast Addresses

In IPv6, multicast addresses provide the same functionality as IPv4 broadcast addresses. Broadcasting is
not supported in IPv6. A multicast address allows a host to send packets to all hosts in a multicast group.

Multicast scope allows you to determine the size of the multicast group. A multicast address has a
predefined prefix of ff00::/8. The following table describes some of the predefined multicast addresses.

Table 108 Predefined Multicast Address

MULTICAST ADDRESS DESCRIPTION
FF01:0:0:0:0:0:0:1 All hosts on a local node.
FF01:0:0:0:0:0:0:2 All routers on a local node.
FF02:0:0:0:0:0:0:1 All hosts on a local connected link.
FF02:0:0:0:0:0:0:2 All routers on a local connected link.
FF05:0:0:0:0:0:0:2 All routers on a local site.
FF05:0:0:0:0:0:1:3 All DHCP severs on a local site.
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The following table describes the multicast addresses which are reserved and can not be assigned to a
multicast group.

Table 109 Reserved Multicast Address

MULTICAST ADDRESS
FF00:0:0:0:0:0:0:0
FF01:0:0:0:0:0:0:0
FF02:0:0:0:0:0:0:0
FF03:0:0:0:0:0:0:0
FF04:0:0:0:0:0:0:0
FF05:0:0:0:0:0:0:0
FF06:0:0:0:0:0:0:0
FF07:0:0:0:0:0:0:0
FF08:0:0:0:0:0:0:0
FF09:0:0:0:0:0:0:0
FFOA:-0:0:0:0:0:0:0
FFOB:0:0:0:0:0:0:0
FFOC:0:0:0:0:0:0:0
FFOD:0:0:0:0:0:0:0
FFOE:0:0:0:0:0:0:0
FFOF:0:0:0:0:0:0:0
Loopback

A loopback address (0:0:0:0:0:0:0:1 or ::1) allows a host to send packets to itself. It is similar to “127.0.0.1”
in IPv4.

Unspecified

An unspecified address (0:0:0:0:0:0:0:0 or ::) is used as the source address when a device does not have
its own address. It is similar to “0.0.0.0” in IPv4.

EUI-64

The EUI-64 (Extended Unique Identifier) defined by the IEEE (Institute of Electrical and Electronics
Engineers) is an interface ID format designed to adapt with IPv6. It is derived from the 48-bit (6-byte)
Ethernet MAC address as shown next. EUI-64 inserts the hex digits fffe between the third and fourth bytes
of the MAC address and complements the seventh bit of the first byte of the MAC address. See the
following example.

MAC 00 :13 :49 :12 : 34 . 56

EUI-64 02 :13 :49 :FF :FE :12 : 34 :56
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Stateless Autoconfiguration

With stateless autoconfiguration in IPv6, addresses can be uniquely and automatically generated.
Unlike DHCPV6 (Dynamic Host Configuration Protocol version six) which is used in IPv6 stateful
autoconfiguration, the owner and status of addresses don’t need to be maintained by a DHCP server.
Every IPv6 device is able to generate its own and unique IP address automatically when IPv6 is initiated
on its interface. It combines the prefix and the interface ID (generated from its own Ethernet MAC
address, see Interface ID and EUI-64) to form a complete IPv6 address.

When IPv6 is enabled on a device, its interface automatically generates a link-local address (beginning
with fe80).

When the interface is connected to a network with a router and the ipv6 address autoconfig
command is issued on the Switch, it generates lanother address which combines its interface ID and
global and subnet information advertised from the router. This is a routable global IP address.

DHCPv6

The Dynamic Host Configuration Protocol for IPv6 (DHCPv6, RFC 3315) is a server-client protocol that
allows a DHCP server to assign and pass IPv6 network addresses, prefixes and other configuration
information to DHCP clients. DHCPv6 servers and clients exchange DHCP messages using UDP.

Each DHCP client and server has a unique DHCP Unique IDentifier (DUID), which is used for identification
when they are exchanging DHCPv6 messages. The DUID is generated from the MAC address, time,
vendor assigned ID and/or the vendor's private enterprise number registered with the IANA. It should not
change over time even after you reboot the device.

Identity Association

An Identity Association (IA) is a collection of addresses assigned to a DHCP client, through which the
server and client can manage a set of related IP addresses. Each IA must be associated with exactly
one interface. The DHCP client uses the IA assigned to an interface to obtain configuration from a DHCP
server for that interface. Each IA consists of a unique IAID and associated IP information.

The IA type is the type of address in the IA. Each IA holds one type of address. IA_NA means an identity
association for non-temporary addresses and IA_TA is an identity association for temporary addresses.
An IA_NA option contains the T1 and T2 fields, but an IA_TA option does not. The DHCPV6 server uses T1
and T2 to control the time at which the client contacts with the server to extend the lifetimes on any
addresses in the IA_NA before the lifetimes expire. After T1, the client sends the server (S1) (from which
the addresses in the IA_NA were obtained) a Renew message. If the time T2 is reached and the server
does not respond, the client sends a Rebind message to any available server (S2). For an IA_TA, the
client may send a Renew or Rebind message at the client's discretion.
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1. InIPv6, all network interfaces can be associated with several addresses.
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DHCP Relay Agent

A DHCP relay agent is on the same network as the DHCP clients and helps forward messages between
the DHCP server and clients. When a client cannot use its link-local address and a well-known multicast
address to locate a DHCP server on its network, it then needs a DHCP relay agent to send a message to
a DHCP server that is not attached to the same network.

The DHCP relay agent can add the remote identification (remote-ID) option and the interface-ID option
to the Relay-Forward DHCPv6 messages. The remote-ID option carries a user-defined string, such as the
system name. The interface-ID option provides slot number, port information and the VLAN ID to the
DHCPV6 server. The remote-ID option (if any) is stripped from the Relay-Reply messages before the relay
agent sends the packets to the clients. The DHCP server copies the interface-ID option from the Relay-
Forward message into the Relay-Reply message and sends it to the relay agent. The interface-ID should
not change even after the relay agent restarts.

ICMPv6

Internet Control Message Protocol for IPv6 (ICMPV6 or ICMP for IPv6) is defined in RFC 4443. ICMPv6 has
a preceding Next Header value of 58, which is different from the value used to identify ICMP for IPv4.
ICMPV6 is an integral part of IPv6. IPv6 nodes use ICMPV6 to report errors encountered in packet
processing and perform other diagnostic functions, such as "ping".

Neighbor Discovery Protocol (NDP)

The Neighbor Discovery Protocol (NDP) is a protocol used to discover other IPv6 devices and track
neighbor’s reachability in a network.

An IPv6 device uses the following ICMPv6 messages types:

= Neighbor solicitation: A request from a host to determine a neighbor’s link-layer address (MAC
address) and detect if the neighbor is still reachable. A neighbor being “reachable” means it
responds to a neighbor solicitation message (from the host) with a neighbor advertisement message.

= Neighbor advertisement: A response from a node to announce its link-layer address.

= Router solicitation: A request from a host to locate a router that can act as the default router and
forward packets.

= Router advertisement: A response to a router solicitation or a periodical multicast advertisement from
a router to advertise its presence and other parameters.

IPv6 Cache

An [Pv6 host is required to have a neighbor cache, destination cache, prefix list and default router list.
The Switch maintains and updates its IPv6 caches constantly using the information from response
messages. In IPv6, the Switch configures a link-local address automatically, and then sends a neighbor
solicitation message to check if the address is unique. If there is an address to be resolved or verified, the
Switch also sends out a neighbor solicitation message. When the Switch receives a neighbor
advertisement in response, it stores the neighbor’s link-layer address in the neighbor cache. When the
Switch uses a router solicitation message to query for a router and receives a router advertisement
message, it adds the router’s information to the neighbor cache, prefix list and destination cache. The
Switch creates an entry in the default router list cache if the router can be used as a default router.

When the Switch needs to send a packet, it first consults the destination cache to determine the next
hop. If there is no matching entry in the destination cache, the Switch uses the prefix list to determine
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whether the destination address is on-link and can be reached directly without passing through a router.
If the address is onlink, the address is considered as the next hop. Otherwise, the Switch determines the
next-hop from the default router list or routing table. Once the next hop IP address is known, the Switch
looks into the neighbor cache to get the link-layer address and sends the packet when the neighbor is
reachable. If the Switch cannot find an entry in the neighbor cache or the state for the neighbor is not
reachable, it starts the address resolution process. This helps reduce the number of IPv6 solicitation and
advertisement messages.

Multicast Listener Discovery

The Multicast Listener Discovery (MLD) protocol (defined in RFC 2710) is derived from IPv4's Internet
Group Management Protocol version 2 (IGMPv2). MLD uses ICMPv6 message types, rather than IGMP
message types. MLDv1 is equivalent to IGMPv2 and MLDV2 is equivalent to IGMPV3.

MLD allows an IPv6 switch or router to discover the presence of MLD listeners who wish to receive
multicast packets and the IP addresses of multicast groups the hosts want to join on its network.

MLD snooping and MLD proxy are analogous to IGMP snooping and IGMP proxy in IPv4.

MLD filtering controls which multicast groups a port can join.

MLD Messages

A multicast router or switch periodically sends general queries to MLD hosts to update the multicast
forwarding table. When an MLD host wants to join a multicast group, it sends an MLD Report message
for that address.

An MLD Done message is equivalent to an IGMP Leave message. When an MLD host wants to leave a
multicast group, it can send a Done message to the router or switch. If the leave mode is not set to
immediate, the router or switch sends a group-specific query to the port on which the Done message is
received to determine if other devices connected to this port should remain in the group.

MLD Port Role

A port on the Switch can be either a downstream port or upstream port in MLD. A downstream port (DSP
in the figure) connects to MLD hosts and acts as a multicast router to send MLD queries and listen to the
MLD host’s Report and Done messages. An upstream port (USP in the figure) connects to a multicast
router and works as a host to send Report or Done messages when receiving queries from a multicast
router.
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MLD Snooping-Proxy

MLD snooping-proxy is a Zyxel-proprietary feature. IPv6 MLD proxy allows only one upstream interface on
a switch, while MLD snooping-proxy supports more than one upstream port on a switch. The upstream
port in MLD snooping-proxy can report group changes to a connected multicast router and forward
MLD messages to other upstream ports. This helps especially when you want to have a network that uses
STP to provide backup links between switches and also performs MLD snooping and proxy functions.
MLD snooping-proxy, like MLD proxy, can minimize MLD control messages and allow better network
performance.

In MLD snooping-proxy, if one upstream port is learned via snooping, all other upstream ports on the
same device will be added to the same group. If one upstream port requests to leave a group, all other
upstream ports on the same device will also be removed from the group.

In the following MLD snooping-proxy example, all connected upstream ports (1 ~7) are treated as one
interface. The connection between ports 8 and 9 is blocked by STP to break the loop. If there is one
query from a router (X) or MLD Done or Report message from any upstream port, it will be broadcast to
all connected upstream ports.

42.2 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 110 ipv6 User-input Values

COMMAND DESCRIPTION

interface-type VLAN. The Switch supports only the VLAN interface type at the time of writing.

interface-number | AVLAN ID number.
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The following section lists the commands for this feature.

Table 111 ipv6 address Command Summary

COMMAND DESCRIPTION P
interface vlan <1-4094> Enters config-route-domain mode for the specified 13
VLAN. Creates the VLAN, if necessary.
ipv6 Globally enables IPv6 in this VLAN. The Switch then 13
creates a link-local address automatically. Use “show
ipv6” to see the generated address.
ipv6 address <ipv6-address>/ Manually configures a static IPv6 global address for the 13
<prefix> VLAN.
ipv6 address <ipv6-address>/ Manually configures a static IPv6 global address for the 13
<prefix> eui-64 VLAN and have the interface ID be generated
automatically using the EUI-64 format.
ipv6 address <ipv6-address>/ Manually configures a static IPv6 link-local address for 13
<prefix> link-local the VLAN.
ipv6 address autoconfig Use the command to have the Switch generate an 13
IPv6 global address automatically in this VLAN after the
Switch obtains the VLAN network information from a
router.
Note: Make sure an IPv6 router is available in the
VLAN network before using this command
on the Switch.
ipv6 address default-gateway Sets the default gateway for the VLAN. When an 13
<gateway-ipv6-address> interface cannot find a routing information for a
frame’s destination, it forwards the packet to the
default gateway.
ipv6 address dhcp client <ia- Sets the Switch to get a non-temporary IP address from 13
na> the DHCP server.
ipv6 address dhcp client <ia- Sets the Switch to get a non-temporary IP address from 13
na> [rapid-commit] the DHCP server for this VLAN. Optionally, sets the
Switch to send its DHCPV6 Solicit message with a Rapid
Commit option to obtain information from the DHCP
server by a rapid two-message exchange. The Switch
discards any Reply messages that do not include a
Rapid Commit option. The DHCPv6 server should also
support the Rapid Commit option to have it work well.
ipv6 address dhcp client Sets the time interval (in seconds) at which the Switch 13
information refresh minimum exchanges other configuration information with a
<600-4294967295> DHCPvV6 server again.
ipv6 address dhcp client Sets the Switch to obtain DNS server IPv6 addresses or a 13
option <[dns][domain-list]> list of domain names from the DHCP server.
no ipv6 Disables IPv6 in this VLAN. 13
no ipv6 address <ipv6- Removes a specified static global address. 13
address>/<prefix>
no ipv6 address <ipv6- Removes a specified static global address whose 13
address>/<prefix> eui-64 interface ID was generated using the EUI-64 format.
no ipv6 address <ipv6- Removes a specified static link-local address. 13
address>/<prefix> link-local
no ipv6 address autoconfig Disables IPv6 address autoconfiguration in this VLAN. 13
no ipv6 address default- Removes the default gateway address for this VLAN. 13

gateway
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Table 111 ipv6 address Command Summary (continued)

COMMAND DESCRIPTION M [P
no ipv6 address dhcp client Disables the DHCP client feature in this VLAN. C |13
no ipv6 address dhcp client sets the Switch to not include a Rapid Commit option | C | 13
[rapid-commit] in its DHCPV6 Solicit message for this VLAN.
no ipv6 address dhcp client Sets the Switch to not obtain the DNS server information | C | 13
option from the DHCP server.
no ipv6 address dhcp client Sets the Switch to not obtain DNS server IPv6 addresses | C | 13
option <[dns][domain-list]> or a list of domain names from the DHCP server.
restart ipv6 dhcp client vlan <1- | Setsthe Switch to send a Release message for the E |13
4094> assigned IPv6 address to the DHCP server and start
DHCP message exchange again.
show ipv6 Displays IPv6 settings in all VLANs on the Switch. E |3
show ipv6 dhcp Displays the Switch’s DHCPv6 DUID. E |3
show ipv6 dhcp vlan <1-4094> Displays the DHCPvV6 settings for the specified VLAN, E |3
including DHCPv6 mode, the IA type and the IAID.
show ipv6 <interface-type> Displays IPv6 settings for a specified interface on the E |3
<interface-number> Switch.
Table 112 ipv6 dhcp relay Command Summary
COMMAND DESCRIPTION M [P
ipv6 dhcp relay vlan <1-4094> Enables DHCPV6 relay agent and configures the C |13
helper-address <remote-dhcp- remote DHCP server address for the specified VLAN.
server>
ipv6 dhcp relay vlan <1-4094> Sets the Switch to add the interface-ID option in the C |13
option interface-id DHCPvV6 requests from the clients in the specified VLAN
before the Switch forwards them to a DHCP server.
ipv6 dhcp relay vlan <1-4094> Sets the Switch to add the remote-ID option in the C |13
option remote-id <remote-id> DHCPv6 requests from the clients in the specified VLAN
before the Switch forwards them to a DHCP server. This
also specifies a string (up to 64 printable ASCII
characters) to be carried in the remote-ID option.
no ipv6 dhcp relay vlan <1-4094> Disables DHCPV6 relay agent in the specified VLAN. C |13
no ipv6 dhcp relay vlan <1-4094> Sets the Switch to not add the interface-ID option in C |13
option interface-id the DHCPvV6 requests from the clients in the specified
VLAN before the Switch forwards them to a DHCP
server.
no ipv6 dhcp relay vlan <1-4094> Sets the Switch to not add the remote-ID optioninthe | C | 13
option remote-id DHCPvV6 requests from the clients in the specified VLAN
before the Switch forwards them to a DHCP server.
Table 113 ipv6 dhcp trust Command Summary
COMMAND DESCRIPTION M [P
ipv6 dhcp trust Enables IPv6 DHCP trust to set whether ports are trusted | C | 13
or untrusted ports for DHCP snooping. All ports are
untrusted ports by default.
no ipv6 dhcp trust Disables IPv6 DHCP trust. All ports are automatically C |13
trusted.
interface port-channel <port-list> | Enters config-interface mode for the specified port(s). | C | 13
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Table 113 ipv6 dhcp trust Command Summary (continued)

COMMAND

DESCRIPTION

ipv6 dhcp trust

Configures this port as a trusted port. Trusted ports are
connected to DHCPv6 servers or other switches.

13

no ipv6 dhcp trust

Configures this port as an untrusted port. Untrusted
ports are connected to subscribers, and the Switch
discards DHCPv6 packets from untrusted ports in the
following situations:

= The packetis a DHCPv6 server packet (for
example, ADVERTISE, REPLY, or RELAY-REPLY).

= The source MAC address and source IP address in
the packet do not match any of the current
bindings.

13

Table 114 ipv6 icmp and pingé Command Summary

COMMAND

DESCRIPTION

ipv6 icmp error-interval <0-
2147483647> [bucket-size <1-200>]

Sets the average transmission rate of ICMPv6 error
messages the Switch generates, such as Destination
Unreachable message, Packet Too Big message, Time

error-interval: specifies a time period (in
milliseconds) during which packets of up to the bucket
size (10 by default) can be transmitted. 0 means no
limit.

Note: The Switch applies the time interval in
increments of 10. For example, if you set a
time interval from 1280 to 1289
milliseconds, the Switch uses the time
interval of 1280 milliseconds.

bucket-size: Defines the maximum number of
packets which are allowed to transmit in a given time
interval. If the bucket is full, subsequent error messages
are suppressed.

Exceeded message and Parameter Problem message.

13
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Table 114 ipv6 icmp and pingé Command Summary (continued)

COMMAND DESCRIPTION P
ping6 <ipv6-address> <[-i Sends IPv6 ping packets to the specified Ethernet 0
<interface-type> <interface- device.
number>] [-t] B [-1 <1-1452>] [-n <1- interface-type: the Switch supports only the VLAN
65535>] [-s <ipv6-address>] interface type at the time of writing.
interface-number: The VLAN ID to which the Ethernet
device belongs.
-1 <1-1452>: Specifies the size of the ping packet.
-t: Sends ping packets to the Ethernet device
indefinitely. Press [CTRL]+C to terminate the Ping
process.
-n <1-65535>: Specifies how many times the Switch
sends the ping packets.
-s <ipv6-address>: Specifies the source IPv6 address
of the pin packets.
show ipv6 mtu The Switch uses Path MTU Discovery to discover Path 3
MTU (PMTU), that is, the minimum link MTU of all the links
in a path to the destination. If the Switch receives an
ICMPv6 Packet Too Big error message after sending a
packet, it adjusts the next packet size according to the
suggested MTU in the error message.
Displays IPv6 path MTU information on the Switch.
Table 115 ipv6 mid snooping-proxy Command Summary
COMMAND DESCRIPTION P
clear ipv6 mld snooping-proxy Removes all MLD snooping-proxy statistics of the 13
statistics all Switch.
clear ipv6 mld snooping-proxy Removes the MLD snooping-proxy statistics of the 13
statistics port port(s).
clear ipv6 mld snooping-proxy Removes the MLD snooping-proxy statistics of the 13
statistics system Switch.
clear ipv6 mld snooping-proxy Removes the MLD snooping-proxy statistics of the 13
statistics vlan multicast VLAN(s).
interface port-channel <port-list> | Enters config-interface mode for the specified port(s). 13
ipv6 mld snooping-proxy Enables multicast group limits for MLD snooping-proxy. 13
filtering group-limited
ipv6 mld snooping-proxy Sets the maximum number of the multicast groups the 13
filtering group-limited number | port(s)is allowed to join.
<number> number: 0 - 255
ipv6 mld snooping-proxy Assigns the specified MLD filtering profile to the port(s). 13
filtering profile <name> If MLD filtering is enabled on the Switch, the port(s) can
only join the multicast groups in the specified profile.
no ipv6é mld snooping-proxy Disables multicast group limits for MLD snooping. 13
filtering group-limited
no ipv6é mld snooping-proxy Disables MLD filtering on the port(s) and allows the 13
filtering profile port(s) to join any group.
ipv6 mld snooping-proxy Enables IPv6 MLD snooping-proxy on the Switch. 13
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Table 115 ipv6 mld snooping-proxy Command Summary (continued)

<vlan-id> upstream interface port-
channel <port-list>

port(s) will work as an MLD host to send join or leave
messages when receiving queries from the multicast
router.

COMMAND DESCRIPTION P
ipv6é mld snooping-proxy 8021p- Sets the default IEEE 802.1p priority in the MLD 13
priority <0-7> messages.
ipv6é mld snooping-proxy filtering |Enables MLD fitering on the Switch. 13
ipv6é mld snooping-proxy filtering | Addsan MLD filtering profile and sets the range of the 13
profile <name> start-address <ip> | multicast address(es).
end-address <ip>
ipv6é mld snooping-proxy vlan Enables MLD snooping-proxy on the specified VLAN. 13
<vlan-id>
ipv6 mld snooping-proxy vlan Specifies the downstream port(s) on the Switch. The 13
<vlan-id> downstream interface port(s) will work as a multicast router to send MLD
port-channel <port-list> queries and listen to the MLD host’s join and leave

messages.
ipv6é mld snooping-proxy vlan Sets the fast leave timeout (in miliseconds) for the 13
<vlan-id> downstream interface specified downstream port(s).
port—chrfmnel <port-list> fast- This defines how many seconds the Switch waits for an
leave-timeout <2-16775168> MLD report before removing an MLD snooping

membership entry (learned on a downstream port)

when an MLD Done message is received on this port

from a host.
ipv6 mld snooping-proxy vlan Set the MLD snooping normal leave timeout (in 13
<vlan-id> downstream interface milliseconds) the Switch uses to update the forwarding
port-channel <port-list> leave- table for the specified downstream port(s).
timeout <2-16775168> This defines how many seconds the Switch waits for an

MLD report before removing an MLD snooping

membership entry (learned on a downstream port)

when an MLD Done message is received on this port

from a host.
ipv6é mld snooping-proxy vlan Sets the leave mode for the specified downstream 13
<vlan-id> downstream interface port(s) in a specified VLAN.
pc_)rt—cl:lannel <port-list> mode This specifies whether Switch removes an MLD
<immediate | normal | fast> snooping membership entry (learned on a downstream

port) immediately (immediate) or wait for an MLD

report before the normal (normal) or fast (Fast) leave

timeout when an MLD leave message is received on

this port from a host.
ipv6é mld snooping-proxy vlan Sets the amount of time (in milliseconds) between 13
<vlan-id> downstream query- general query messages sent by the downstream port.
interval <1000-31744000>
ipv6 mld snooping-proxy vlan Sets the maximum time (in milliseconds) that the Switch 13
<vlan-id> downstream query-max- waits for a response to a general query message sent
response-time <1000-25000> by the downstream port.
ipv6é mld snooping-proxy vlan Specifies the upstream (host) port(s) on the Switch. The 13
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Table 115 ipv6 mld snooping-proxy Command Summary (continued)

COMMAND

DESCRIPTION

ipv6 mld snooping-proxy vlan
<vlan-id> upstream last-listener-
query-interval <1-8387584>

Sets the amount of time (in miliseconds) between the
MLD group-specific queries sent by an upstream port
when an MLD Done message is received. This value
should be exactly the same as what’s configured in the
connected multicast router.

This value is used to calculate the amount of time an
MLD snooping membership entry (learned only on the
upstream port) can remain in the forwarding table
after a Done message is received.

When an MLD Done message is received, the Switch
sets the entry’s lifetime to be: last-listener-query-
interval xrobustness-variable

13

ipv6é mld snooping-proxy vlan
<vlan-id> upstream query-interval
<1000-31744000>

Sets the amount of time (in milliseconds) between
general query messages sent by the router connected
to the upstream port. This value should be exactly the
same as what’s configured in the connected multicast
router.

This value is used to calculate the amount of time an
MLD snooping membership entry (learned only on the
upstream port) can remain in the forwarding table.

When an MLD Report message is received, the Switch
sets the timeout period of the entry to be: query-
interval xrobustness-variable + query-max-
response-time

13

ipv6 mld snooping-proxy vlan
<vlan-id> upstream query-max-
response-time <1000-25000>

Sets the amount of time (in milliseconds) the router
connected to the upstream port waits for a response to
an MLD general query message. This value should be
exactly the same as what’s configured in the
connected multicast router.

This value is used to calculate the amount of time an
MLD snooping membership entry (learned only on the
upstream port) can remain in the forwarding table.

When an MLD Report message is received, the Switch
sets the timeout period of the entry to be: query-
interval xrobustness-variable + query-max-
response-time

When an MLD Done message is received, the Switch
sets the entry’s lifetime to be: last-listener-query-
interval x robustness-variable

13

ipv6 mld snooping-proxy vlan
<vlan-id> upstream robustness-
variable <1-25>

Sets the number of queries. A multicast address entry
(learned only on an upstream port by snooping) is
removed from the forwarding table when there is no
response to the configured number of queries sent by
the router connected to the upstream port. This value
should be exactly the same as what’s configured in the
connected multicast router.

This value is used to calculate the amount of time an
MLD snooping membership entry (learned only on the
upstream port) can remain in the forwarding table.

13

no ipvé mld snooping-proxy

Disables IPv6 MLD snooping-proxy on the Switch.

13

no ipv6 mld snooping-proxy
filtering

Disables IPv6 MLD filtering on the Switch.

13
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Table 115 ipv6 mld snooping-proxy Command Summary (continued)

Switch’s ports and the timeout values.

COMMAND DESCRIPTION P

no ipv6é mld snooping-proxy Removes the specified MLD filtering profile. 13

filtering profile <name>

no ipv6 mld snooping-proxy Removes the range of multicast address(es) from the 13

filtering profile <name> start- specified filtering profile.

address <ip> end-address <ip>

no ipv6 mld snooping-proxy vlan Disables MLD snooping-proxy on the specified VLAN. 13

<vlan-id>

no ipv6 mld snooping-proxy vlan Sets the specified port(s) to not be a downstream 13

<vlan-id> downstream interface port(s) for the specified VLAN.

port-channel <port-list>

no ipv6 mld snooping-proxy vlan Sets the specified port(s) to not be an upstream port(s) 13

<vlan-id> upstream interface port- | forthe specified VLAN.

channel <port-list>

show interfaces config <port-list> | Displays whether MLD filtering is enabled and the 3

mld snooping-proxy filtering maximum MLD group number for the specified port(s).

group-limited

show interfaces config <port-list> | Displaysthe name of the filtering profile for the 3

mld snooping-proxy Ffiltering specified port(s).

profile

show ipv6 mld snooping-proxy Displays whether MLD snooping-proxy is enabled on 3
the Switch and on which VLAN(s).

show ipv6 mld snooping-proxy Displays whether MLD filtering is enabled on the Switch 3

filtering profile and the filtering profile settings.

show ipv6 mld snooping-proxy group | Displaysthe multicast group addresses learned on the 3
Switch’s ports.

show ipv6 mld snooping-proxy Displays the MLD snooping-proxy statistics of the 3

statistics interface port-channel | specified port(s).

<port-list>

show ipv6 mld snooping-proxy Displays the MLD snooping-proxy statistics of the 3

statistics system Switch.

show ipv6 mld snooping-proxy Displays the MLD snooping-proxy statistics of the 3

statistics vlan <vlan-list> specified multicast VLAN(s).

show ipv6é mld snhooping-proxy vlan Displays MLD proxy settings for the specified VLAN. 3

<vlan-id>

show ipv6 multicast Displays the multicast group addresses learned on the 3
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Table 116 ipv6 nd Command Summary

COMMAND

DESCRIPTION

interface vlan <1-4094>

Enters config-route-domain mode for the specified
VLAN. Creates the VLAN, if necessary.

13

ipv6é nd dad-attempts <0-600>

Sets the number of consecutive neighbor solicitations
the Switch sends for this VLAN.

The Switch uses Duplicate Address Detection (DAD)
with neighbor solicitation and advertisement messages
to check whether an IPv6 address is already in use
before assigning it to an interface, such as the link-
local address it creates through stateless address
autoconfiguration for this VLAN.

To turn off the DAD for this VLAN, set the number of
DAD attempts to 0.

13

ipv6é nd managed-config-flag

Configures the Switch to set the “managed address
configuration” flag (the M flag) to 1 in IPv6 router
advertisements, which means hosts use DHCPv6 to
obtain IPv6 stateful addresses.

13

ipv6 nd ns-interval <1000-
3600000>

Specifies the time interval (in milliseconds) at which
neighbor solicitations are re-sent for this VLAN.

13

ipv6 nd other-config-flag

Configures the Switch to set the “Other stateful
configuration” flag (the O flag) to 1 in IPv6 router
advertisements, which means hosts use DHCPv6 to
obtain additional configuration settings, such as DNS
information.

13

ipv6 nd prefix <ipv6-prefix>/
<prefix-length> <[valid-
lifetime <0-4294967295>]
[preferred-lifetime <0-
4294967295>] [no-autoconfig]
[no-onlink] [no-advertise]>

Sets the Switch to include the specified IPv6 prefix,
prefix length and optional parameters in router
advertisements for this VLAN.

valid-lifetime: sets how long in seconds the prefix is
valid for on-link determination.

preferred-lifetime: sets how long (in seconds) that
addresses generated from the prefix via stateless
address autoconfiguration remain preferred.

no-autoconfig: indicates the hosts can not use this
prefix for stateless address autoconfiguration.

no-onl ink: indicates this prefix can not be used for
on-link determination.

no-advertise: sets the Switch to not include the
specified IPv6 prefix, prefix length and optional
parameters in router advertisements for this VLAN.

13

ipv6 nd prefix <ipv6-prefix>/
<prefix-length>

Sets the Switch to include the specified IPv6 prefix and
prefix length in router advertisements for this VLAN.

13

ipv6 nd ra interval minimum <3-
1350> maximum <4-1800>

Specifies the minimum and maximum time intervals at
which the Switch sends router advertisements for this
VLAN.

13

ipv6é nd ra lifetime <0-9000>

Sets how long (in seconds) the router in router
advertisements can be used as a default router for this
VLAN.

13

ipv6 nd ra suppress

Sets the Switch to not send router advertisements and
responses to router solicitations for this VLAN.

13

ipv6 nd reachable-time <1000-
3600000>

Specifies how long (in miliseconds) a neighbor is
considered reachable for this VLAN.

13
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Table 116 ipv6 nd Command Summary (continued)

type> <interface-number>

interface on the Switch.

COMMAND DESCRIPTION M [P
no ipv6 nd dad-attempts Resets the number of the DAD attempts to the default | C | 13
settings (3).
no ipv6 nd managed-config-flag | Configures the Switch to set the “managed address C |13
configuration” flag (the M flag) to 0 in IPv6 router
advertisements, which means hosts do not use DHCPv6
to obtain IPv6 stateful addresses.
no ipv6 nd ns-interval Resets the time interval between retransmissions of C |13
neighbor solicitations to the default setting (1000
milliseconds).
no ipv6 nd other-config-flag Configures the Switch to set the “Other stateful C |13
configuration” flag (the O flag) to 0 in IPv6 router
advertisements, which means hosts do not use DHCPv6
to obtain additional configuration settings, such as DNS
information.
no ipv6 nd prefix <ipv6- Sets the Switch to not include the specified IPv6 prefix | C |13
prefix>/<prefix-length> and prefix length in router advertisements for this VLAN.
no ipv6é nd ra interval Resets the minimum and maximum time intervals C |13
between retransmissions of router advertisements for
this VLAN to the default settings.
no ipv6é nd ra lifetime Resets the lifetime of a router in router advertisements | C | 13
to the default setting (1800 seconds).
no ipv6é nd ra suppress Enables the sending of router advertisements and C |13
responses to router solicitations on this interface.
no ipv6 nd reachable-time Resets the reachable time of a neighbor to the default | C | 13
setting (30000 milliseconds).
ipv6 hop-limit <1-255> Sets the maximum number of hops on which an IPv6 C |13
packet is allowed to transmit before it is discarded by
an IPv6 router, which is similar to the TTL field in IPv4.
ipv6 route <ipv6-prefix>/<prefix- Creates a static route to forward packets with the C |13
length> <next-hop> specified IPv6 prefix and prefix length to a specific
gateway.
ipv6 route <ipv6-prefix>/<prefix- | Creates a static route to forward packets with the C |13
length> <next-hop> <interface- specified IPv6 prefix and prefix length to a specific
type> <interface-number> gateway in a VLAN.
no ipv6 hop-limit Resets the maximum number of hops in router C |13
advertisements to the default setting.
no ipv6 route <ipv6-prefix>/ Removes an IPv6 static route. C |13
<prefix-length>
show ipv6 route Displays IPv6 routing information on the Switch. E |3
show ipv6 route static Displays static IPv6 routing information on the Switch. E |3
show ipv6 prefix Displays all IPv6 prefix information on the Switch. E |3
show ipv6 prefix <interface-type> Displays IPv6 prefix information for the specified E |3
<interface-number> interface (VLAN).
Table 117 ipv6 neighbor Command Summary
COMMAND DESCRIPTION M [P
clear ipv6 neighbor Removes all IPv6 neighbor information on the Switch. |E | 13
clear ipv6 neighbor <interface- Removes IPv6 neighbor information for a specified E |13
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Table 117 ipv6 neighbor Command Summary (continued)

<name>

interface.

COMMAND DESCRIPTION P
ipv6 neighbor <interface-type> Creates a static IPv6 neighbor entry in the IPv6 cache 13
<interface-number> <ipv6-address> | forthis VLAN.
<mac-address>
no ipv6 neighbor <interface-type> Removes a static IPv6 neighbor entry from the IPv6 13
<interface-number> <ipv6-address> | cache.
show ipv6 neighbor Displays the IPv6 neighbor devices on the Switch 3
show ipv6 neighbor <interface- Displays IPv6 neighbor devices for a specified interface 3
type> <interface-number> on the Switch.
show ipv6 router Displays all IPv6 router advertisement information on 3
the Switch.
show ipv6 router <interface-type> Displays IPv6 router advertisement information for a 3
<interface-number> specified interface on the Switch.
show ipv6 neighbor address Displays and arranges the data according to IPv6 3
address of the neighboring device.
show ipv6 neighbor count Displays the number of the neighboring device(s). 3
show ipv6 neighbor interface Displays and arranges the data according to IPv6 3
interface on which the IPv6 address is created or
through which the neighboring device can be
reached.
show ipv6 neighbor mac Displays and arranges the data according to MAC 3
address of the IPv6 interface on which the IPv6 address
is configure or the MAC address of the neighboring
device.
Table 118 ipv6 snooping policy Command Summary
COMMAND DESCRIPTION P
ipv6 snooping policy <name> Enters sub-command mode for creating an IPv6 13
snooping policy.
limit address-count <number> Sets the number of IPv6 addresses and prefixes learned 13
using the IPv6 snooping policy.
The maximum limit address count is the maximum size
of the IPv6 source guard binding table.
no limit address-count Removes the maximum limit address count setting. 13
prefix-glean Allows the Switch to learn the IPv6 prefix and length 13
from DHCPV6 sniffed packets.
no prefix-glean Disables IPv6 prefix gleaning. 13
protocol dhcp Enables DHCP snooping to have the Switch sniff 13
DHCPv6 packets sent from a DHCPV6 server to a
DHCPvV6 client.
no protocol dhcp Disables DHCP snooping. 13
no ipv6 snooping policy <name> Removes the specified IPv6 snooping policy. 13
interface vlan <1-4094> Enters config-route-domain mode for the specified 13
VLAN. Creates the VLAN, if necessary.
ipv6 snooping attach-policy Enables a IPv6 snooping policy on the specified VLAN 13
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Table 118 ipv6 snooping policy Command

Summary (continued)

[<name>]

the Switch or the specified IPv6 source guard policy.

COMMAND DESCRIPTION P
no ipv6 snooping attach-policy | Disablesthe IPv6 snooping policy on the VLAN 13
interface.
show ipv6 snooping policy [<name>] | Displays all or the specified IPv6 snooping policy 3
settings.
Table 119 ipv6 source binding Command Summary
COMMAND DESCRIPTION P
clear ipv6 source binding [address | Removes all or the dynamic IPv6 source binding entries 13
<ipv6-address> | prefix <ipv6- snooped with the specified IPv6 address and/or prefix
address/prefix-length>] address.
ipv6 source binding <ipv6-address | Createsan IPv6 source binding table entry. 13
| ipv6-address/prefix-length> [mac
<mac-addr>] [vlan <vlan-id>]
[interface port-channel <port-
list>]
no ipv6 source binding <ipv6- Removes a static IPv6 source binding entry with the 13
address| ipv6-address/prefix- specified IPv6 address and/or prefix address.
length>
show ipv6 source binding Displays all the current dynamic and static bindings on 3
the Switch.
show ipv6 source binding [ipv6- Displays the IPv6 source binding table, based on the 3
address| ipv6-address/prefix- specified parameters.
length] [mac <mac-address>] [vlan
<vlan-id>] [interface port-channel
<port-list>] [dhcpv6-snooping
|static]>
show ipv6 source binding count Displays the number of IPv6 source binding entries. 3
Table 120 ipv6 source guard Command Summary
COMMAND DESCRIPTION P
ipv6 source-guard policy <name> Enters sub-command mode for creating an IPv6 source 13
guard policy.
permit link-local Allows data traffic from all link-local addresses. 13
no permit link-local Blocks data traffic from all link-local addresses. 13
validate address Sets IPv6 source guard to forward valid IPv6 addresses 13
that are stored in the binding table.
no validate address Sets IPv6 source guard to not forward valid IPv6 13
addresses that are stored in the binding table.
validate prefix Sets IPv6 source guard to forward valid IPv6 prefixes 13
that are stored in the binding table.
no validate prefix Sets IPv6 source guard to not forward valid IPv6 prefixes 13
that are stored in the binding table.
show ipv6 source-guard policy Displays information of all IPv6 source guard policies on 3
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42.3 Command Examples

This example shows how to enable IPv6 in VLAN 1 and display the link-local address the Switch
automatically generated and other IPv6 information for the VLAN.

sysname# config

sysname(config)# interface vlan 1

syshame(config-vlan)# ipv6

sysname(config-vlan)# exit

sysname(config)# exit

sysname# show ipv6 vlan 1

VLAN : 1 (VLAN1)
IPv6 is enabled.
MTU is 1500 bytes.
ICMP error messages limited to 10 every 100 milliseconds.
Stateless Address Autoconfiguration is disabled.
Link-Local address is fe80::219:cbff:fe6f:9159 [preferred]
Global unicast address(es):
Joined group address(es):

f02::2
ff01::1
f02::1

FF02::1:FF6f-9159
ND DAD is enabled, number of DAD attempts: 1
ND NS-interval is 1000 milliseconds
ND reachable time is 30000 milliseconds
ND router advertised managed config flag is disable
ND router advertised other config flag is disable
ND router advertisements are sent every 200 to 600 seconds
ND router advertisements lifetime 1800 seconds

This example shows how to manually configure two IPv6 addresses (one uses the EUI-64 format, one
doesn’t) in VLAN 1, and then display the result. Before using ipv6 address commands, you have to
enable IPv6 in the VLAN and this has the Switch generate a link-local address for the interface.
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There are three addresses created in total for VLAN 1. The address “2001:db8:c18:1:219:cbff:fe00:1/64” is
created with the interface ID “219:cbff:fe00:1*“ generated using the EUI-64 format. The address
“2001:db8:c18:1::12b/64” is created exactly the same as what you entered in the command.

sysname# config
sysname(config)# interface vlan 1
sysname(config-vlan)# ipv6
sysname(config-vlan)# ipv6 address 2001:db8:c18:1::127/64 eui-64
sysname(config-vlan)# ipv6 address 2001:db8:c18:1::12b/64
sysnhame(config-vlan)# exit
syshame(config)# exit
sysname# show ipv6
VLAN : 1 (VLAN1)
IPv6 is enabled.
MTU is 1500 bytes.
ICMP error messages limited to 10 every 100 milliseconds.
Stateless Address Autoconfiguration is disabled.
Link-Local address is fe80::219:cbff:fe00:1 [preferred]
Global unicast address(es):
2001:db8:c18:1::12b/64 [preferred]
2001:db8:c18:1:219:cbff:fe00:1/64 [preferred]
Joined group address(es):
fF02::1:FF00:12b

f02::2
f01::1
f02::1

fF02::1:FF6F:-9159
ND DAD is enabled, number of DAD attempts: 1
ND NS-interval is 1000 milliseconds
ND reachable time is 30000 milliseconds
ND router advertised managed config flag is disable
ND router advertised other config flag is disable
ND router advertisements are sent every 200 to 600 seconds
ND router advertisements lifetime 1800 seconds

This example shows the Switch owns (L displays in the T field) two manually configured (permanent) IP
addresses, 2001::1234 and fe80::219:cbff:fe00:1. It also displays a neighbor fe80::2d0:59ff:feb8:103c in
VLAN 1 is reachable from the Switch.

sysname# show ipv6 neighbor

Address MAC S T Interface
2001::1234 00:19:¢cb:0:0:0:1 R L vlan 1
fe80::219:cbff:fe00:1 00:19:¢cb:0:0:0:1 R L vlan 1
fe80::2d0:59fFfF:feb8:103c 00:d0:59:b8:10:3c R D vlan 1

S: reachable(R),stale(S),delay(D),probe(P), invalid(1V), incomplete(l),unknown(?)
T: local(L),dynamic(D),static(S),other(0)

The following table describes the labels in this screen.

Table 121 show ipv6 neighbor

LABEL DESCRIPTION
Address This is the IPv6 address of the Switch or a neighboring device.
MAC This is the MAC address of the neighboring device or itself.
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Table 121 show ipv6 neighbor (continued)

LABEL DESCRIPTION

S This field displays whether the neighbor IPv6 interface is reachable. In IPv6,
“reachable” means an IPv6 packet can be correctly forwarded to a neighbor node
(host or router) and the neighbor can successfully receive and handle the packet. The
available options in this field are:

= reachable(R): The interface of the neighboring device is reachable. (The Switch
has received a response to the initial request.)

= stale(S): The last reachable time has expired and the Switch is waiting for a
response to another initial request. The field displays this also when the Switch
receives an unrequested response from the neighbor’s interface.

= delay(D): The neighboring interface is no longer known to be reachable, and
traffic has been sent to the neighbor recently. The Switch delays sending request
packets for a short to give upper-layer protocols a chance to determine
reachability.

= probe(P): The Switch is sending request packets and waiting for the neighbor’s
response.

= invalid(1V): The neighbor address is with an invalid IPv6 address.

= unknown(?): The status of the neighboring interface can not be determined for
some reason.

= incomplete(l): Address resolution is in progress and the link-layer address of the
neighbor has not yet been determined (see RFC 2461). The interface of the
neighboring device did not give a complete response.

T This field displays the type of an address mapping to a neighbor interface. The
available options in this field are:

= other(0): none of the following type.

= dynamic(D): The IP address to MAC address can be successfully resolved using
IPv6 Neighbor Discovery protocol (See Neighbor Discovery Protocol (NDP)). Is it
similar as IPv4 ARP (Address Resolution protocol).

= static(S): The interface address is statically configured.
= local (L): A Switch interface is using the address.

Interface This field displays the IPv6 interface.

Expire This displays how long (hhhmmmsss) an address can be used before it expires. If an
address is manually configured, it displays permanent (never expires).

This example sends ping requests to an Ethernet device with IPv6 address fe80::2d0:59ff:feb8:103c in
VLAN 1. The device also responds the pings.

sysname# ping6 ffe80::2d0:59fFf:Ffeb8:103c -1 vlan 1

PING6(56=40+8+8 bytes) fe80::219:cbff:fe00:1 --> fe80::2d0:59fF:feb8:103c
16 bytes from fe80::2d0:59ff:feb8:103c, icmp_seq=0 hlim=64 time=1.0 ms
16 bytes from fe80::2d0:59ff:feb8:103c, icmp_seq=1 hlim=64 time=1.0 ms
16 bytes from fe80::2d0:59fFfF:feb8:103c, icmp_seq=2 hlim=64 time=1.0 ms

-—- fe80::2d0:59fF:feb8:103c ping6 statistics ---

3 packets transmitted, 3 packets received, 0.0 % packet loss
round-trip min/avg/max = 1.0 /1.0 /1.0 ms

sysname#
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This example configures a static IPv6 route to forward packets with IPv6 prefix 2100:: and prefix length 64
to the gateway with IPv6 address fe80::219:cbff:fe01:101 in VLAN 1.

sysname# config
sysname(config)# ipv6 route 2100::/64 fe80::219:cbff:fe01:101 vlan 1
sysname(config)# exit
sysname# show ipv6 route

Terminology:

C - Connected, S - Static

Destination/Prefix Length Type
Next Hop Interface
2001:db8:c18:1::/64 C
it VLAN1
2100::/64 S
fe80::219:cbff:fe01:101 VLAN1
syshame#

42.4 Example - Enabling IPv6 on Windows XP/2003

By default, Windows XP and Windows 2003 support IPv6. This example shows you how to use the ipv6
install command on Windows XP/2003 to enable IPv6. This also displays how to use the ipconfig
command to see auto-generated IP addresses.

C:\>ipv6 install
Installing...
Succeeded.
C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix .

IP Address. . . . . . . . . . . . - 10.1.1.46

Subnet Mask . . . . . . . . . . . 1 255.255.255.0

IP Address. . . . . . . . . . . . : fe80::2d0:59ff:feb8:103c%4
Default Gateway . . . . . . . . . - 10.1.1.254

Tunnel adapter Teredo Tunneling Pseudo-Interface:

Connection-specific DNS Suffix . :
IP Address. . . . . . . . . . . . - fe80::5445:5245:444F%5
Default Gateway . . . . . . . . . :

Tunnel adapter Automatic Tunneling Pseudo-Interface:
Connection-specific DNS Suffix .

IP Address. . . . . . . . . . . .
Default Gateway . . . . . . . . .

fe80::5efe:10.1.1.46%2
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IPv6 is installed and enabled by default in Windows Vista. Use the “ipconfig” command to check your
automatic configured IPv6 address as well. You should see at least one IPv6 address available for the
interface on your computer.

42.5 Example - HTTP Accessing the Switch Using IPv6

How you access the Switch using HTTP varies depending on the operating system (OS) and the type of
browser you use and the type of address you want to access.

Note: It’s recommended to use Internet Explorer 7.0 or FireFox to access the Switch’s web GUI.

Table 122 Specifying the Switch Address for HTTP Access

oS DESTINATION INTERNET EXPLORER 7.0 FIREFOX
Windows | A link-local address Use http://address
XP

The address should be converted using the following procedure.
1. Use a dash “-” to replace each colon “:” in an IPv6 address.

2. Append the Ethernet interface identifier you want to use to connect to the
Switch. But replace the percentage character “%” with “s”.

3. Append “.ipv6-literal.net” at the end.
For example, the Switch uses an address fe80::1234:5678. The Ethernet interface

identifier you want to use on your computer to access the Switch is %4. You
have to type the following to access the Switch.

http://fe80--1234-5678-1s4.ipv6-literal.net.

A global address Use http://[address]

Windows | Alink-local address | For example, http://[fe80--1234-5678-1]
Vista

A global address

This example shows you how to access the Switch using HTTP on Windows XP.

1 Make sure you have enabled IPv6 on your computer (see Section 42.4). Use the ipconfig command in
the command prompt to check the IPv6 address on your computer. The example uses an interface with
address “fe80::2d0:59ff:feb8:103c” to access the Switch. So its Ethernet interface identifier is %4 and wiill
be used later to make a ping.

C:\>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix .

IP Address. . . . . . . . . . . . - 10.1.1.46

Subnet Mask . . . . . . . . . . . - 255.255.255.0

IP Address. . . . . . . . . . . . : fe80::2d0:59ff:feb8:103c%4
Default Gateway . . . . . . . . . - 10.1.1.254
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Check the Switch IPv6 address(es) you want to ping. In this example, there are two IPv6 addresses in
VLAN 1. One is a link-local address (fe80::219:cbff:fe00:1/64) and the other one is a global address
(2001::1234/64).

sysname# show ipv6

VLAN ID -1
IPv6 Status : Enable

Origin IP Address/PrefixLength Status Expire
manual Te80::219:cbff:fe00:1/64 preferred permanent
manual 2001::1234/64 preferred permanent

In order to access the Switch through its link-local address, do the address conversion (See Table 122 on
page 172).

3a Use a dash “-” to replace each colon “:” in an IPv6 address. Then the address becomes:
fe80--219-cbff-fe00-1

3b Inthe step 1, the Ethernet interface identifier you want to use to connect to the Switch is “%4”.

Replace the percentage character “%” with “s” and then append it to the address. The address
becomes:

fe80--219-cbff-fe00-1s4

3c  Append “.ipv6-literal.net” at the end. The address becomes:
fe80--219-cbff-fe00-1s4.ipv6-literal.net

Open an Internet Explorer 7.0 browser and type http://fe80--219-cbff-fe00-1s4. ipv6-
literal .net. The login page appears.

febdl--213-cbif-felU-1s4.1pv6-literal. net - Windows Internet txplorer

http:
@._— | > | http:)ifed0--219-cbff-fe00-154.ipvo-literal.netf

sy |gC0nnecting... | |

The server Feg0--219-chff-fel0-1s4.ipwa-literal.net ak ES-
2103 at Thu Jan 1 18:50:31 1970 requires a username and
password.,

Warning: This server is requesting that vour username and
password be sent in an insecure manner {basic authentication
without & secure connection),

User name: | L 5 v |

Password: | |

[ JRemember my passvord

[ O, ] [ Cancel
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4  Alternatively, you can use the global address to access the Switch. Type http://[2001::1234] on
your browser and the login page appears.

/" http:/[[2001::1234]/ - Windows Internet Explorer

G? ~ | hitpsf[2008::1234Y

File  Edit  Miew Favorites Tools  Help

Sy i ‘ﬁCDnnecting...

Connect to [2001::1234]

The server [2001::1234] at ES-2108 at Thu Jan 1 18:44:03
1970 reguires a username and password,

WWarning: This server is requesting that vour username and
password be sent in an insecure manner (basic authentication
without a secure connection),

User name: | L% - |

Password: | |

[CIremember my password

L Ok ][ Cancel J
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CHAPTER 43
Layer 2 Protocol Tunnel
(L2PT) Commands

The following section lists the commands for this feature.

Table 123 12pt Command Summary

COMMAND

DESCRIPTION

clear 12protocol-tunnel

Removes all layer 2 protocol tunneling counters.

13

interface port-channel <port-list>

Enters config-interface mode for configuring the
specified port(s).

13

12protocol-tunnel

Enables layer 2 protocol tunneling for CDP (Cisco
Discovery Protocol), STP (Spanning Tree Protocol) and
VTP (VLAN Trunking Protocol) packets on the specified
port(s).

13

12protocol-tunnel cdp

Enables layer 2 protocol tunneling for CDP packets on
the specified port(s).

13

12protocol-tunnel mode
<access]|tunnel>

Sets the L2PT mode for the specified port(s)

access: for ingress ports at the edge of the service
provider's network. The Switch encapsulates the
incoming layer 2 protocol packets and forward them
to the tunnel port(s).

Note: You can enable L2PT services for STP,
LACP, VTP, CDP, UDLD, and PAGP on the
access port(s) only.

tunnel: for egress ports at the edge of the service
provider's network. The Switch decapsulates the
encapsulated layer 2 protocol packets received on a
tunnel port by changing the destination MAC address
to the original one, and then forward them to an
access port. If the service(s) is not enabled on an
access port, the protocol packets are dropped.

13

12protocol-tunnel point-to-
point

Enables point-to-point layer 2 protocol tunneling for
LACP (Link Aggregation Control Protocol), PAgP (Port
Aggregation Protocol) and UDLD (UniDirectional Link
Detection) packets on the specified port(s).

13

12protocol-tunnel point-to-
point lacp

Enables point-to-point layer 2 protocol tunneling for
LACP packets on the specified port(s).

13

12protocol-tunnel point-to-
point pagp

Enables point-to-point layer 2 protocol tunneling for
PAgP packets on the specified port(s).

13
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Table 123 [2pt Command Summary (continued)

COMMAND DESCRIPTION M [P
12protocol-tunnel point-to- Enables point-to-point layer 2 protocol tunneling for C |13
point udld UDLD packets on the specified port(s).

I2protocol-tunnel stp Enables layer 2 protocol tunneling for STP packetson | C |13
the specified port(s).

12protocol-tunnel vtp Enables layer 2 protocol tunneling for CDP packetson | C | 13
the specified port(s).

no 12protocol-tunnel Disables layer 2 protocol tunneling for CDP, VTP and C |13
STP packets on the specified port(s).

no 12protocol-tunnel cdp Disables layer 2 protocol tunneling for CDP packetson | C | 13
the specified port(s).

no 12protocol-tunnel point-to- Disables point-to-point layer 2 protocol tunneling for C |13

point LACP, PAgP and UDLD packets on the specified
port(s).

no 12protocol-tunnel point-to- Disables point-to-point layer 2 protocol tunneling for C |13

point lacp LACP packets on the specified port(s).

no 12protocol-tunnel point-to- Disables point-to-point layer 2 protocol tunneling for C |13

point pagp PAgP packets on the specified port(s).

no 12protocol-tunnel point-to- Enables point-to-point layer 2 protocol tunneling for C |13

point udld UDLD packets on the specified port(s).

no 12protocol-tunnel stp Disables layer 2 protocol tunneling for STP packetson | C | 13
the specified port(s).

no 12protocol-tunnel vtp Disables layer 2 protocol tunneling for VTP packetson | C | 13
the specified port(s).

12protocol-tunnel Enables layer 2 protocol tunneling on the Switch. C |13

12protocol-tunnel mac <mac-addr> Sets the destination MAC address used for C |13

encapsulating layer 2 protocol packets received on
an access port.

no 12protocol-tunnel Disables layer 2 protocol tunneling on the Switch. C |13

show 12protocol-tunnel Displays layer 2 protocol tunneling settings and E |13
counters for all ports.

show 12protocol-tunnel interface Displays layer 2 protocol tunneling settings and E |13

port-channel <port-list> counters for the specified port(s).

43.2 Command Examples

This example enables L2PT on the Switch and sets the destination MAC address for encapsulating layer 2
protocol packets received on an access port.

sysname# configure

sysname(config)# 12protocol-tunnel

sysname(config)# 12protocol-tunnel mac 00:10:23:45:67:8e
sysname(config)#
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This example enables L2PT for STP, CDP and VTP packets on port 3. It also sets L2PT mode to access for
this port.

sysname(config)# interface port-channel 3
sysname(config-interface)# 12protocol-tunnel
sysname(config-interface)# 12protocol-tunnel mode access
sysname(config-interface)# exit

sysname(config)# exit

This example sets L2PT mode to tunnel for port 4.

sysname(config)# interface port-channel 4
sysname(config-interface)# 12protocol-tunnel mode tunnel
sysname(config-interface)# exit

sysname(config)# exit

This example displays L2PT settings and status on port 3. You can also see how many CDP, STP, VTP,
LACP, PAgP and UDLD packets received on this port are encapsulated, decapsulated or dropped.

sysname# show I2protocol-tunnel interface port-channel 3

Status : Running
Layer 2 Protocol Tunneling: Enable
Destination MAC Address: 00:10:23:45:67:8e

Port Protocol State Encapsulation Decapsulation Drop
Counter Counter Counter

3 cdp Enable 0 0 0
stp Enable 1280 2548 0

vtp Enable 0 0 0

lacp Disable 0 0 0

pagp Disable 0 0 0

udld Disable 0] 0] 0

sysname#
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Link Layer Discovery Protocol
(LLDP) Commands

44.1 LLDP Overview

The LLDP (Link Layer Discovery Protocol) is a layer 2 protocol. It allows a network device to advertise its
identity and capabillities on the local network. It also allows the device to maintain and store information
from adjacent devices which are directly connected to the network device. This helps an administrator
discover network changes and perform necessary network reconfiguration and management. The
device information is encapsulated in the LLDPDUs (LLDP data units) in the form of TLV (Type, Length,
Value). Device information carried in the received LLDPDUs is stored in the standard MIB.

The Switch supports these basic management TLVs.

= End of LLDPDU (mandatory)
« Chassis ID (mandatory)

= Port ID (mandatory)

< Time to Live (mandatory)

= Port Description (optional)

= System Name (optional)

= System Description (optional)
= System Capabillities (optional)

= Management Address (optional)
The Switch also supports the IEEE 802.1 and IEEE 802.3 organizationally-specific TLVs.
Annex F of the LLDP specification defines the following set of IEEE 802.1 organizationally specific TLVs:

= Port VLAN ID TLV (optional)
= Port and Protocol VLAN ID TLV (optional)

Annex G of the LLDP specification defines the following set of IEEE 802.3 Organizationally Specific TLVs:

MAC/PHY Configuration/Status TLV (optional)
= Power via MDI TLV (optional)

Link Aggregation TLV (optional)

Maximum Frame Size TLV (optional)

The optional TLVs are inserted between the Time To Live TLV and the End of LLDPDU TLV.
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LLDP-MED (Link Layer Discovery Protocol for Media Endpoint Devices) is an enhanced extension to LLDP

especially for voice applications. You can use LLDP-MED to advertise location-based information of

emergency calls and/or network policies for voice/video streaming.

44.2 Command Summary

The following section lists the commands for this feature.

Table 124 lldp Command Summary

<county>] [city <city>]
[division <division>]
[neighbor <neighbor>]

[street <street>]
[leading-street-direction
<value>] [trailing-street-
suffix <value>] [street-suffix
<value>] [house-number <num>]
[house-number-suffix <value>]
[landmark <landmark>]
[additional-location<value>]
[name <value>] [zip-code
<value>] [building <value>]
[unit<value>] [floor <value>]
[room-number <value>]
[place-type <value>]
[postal-community-name<value>]
[post-office-box <value>]
[additional-code <value>]

and city name.

COMMAND DESCRIPTION P
interface port-channel <port-list> | Enters config-interface mode for configuring the 13
specified port(s).
Ildp admin-status <disabled]tx- | SetsLLDP operating mode. 13
- -rx>
onlyrx-only [ tx-rx disabled: the port(s) can’t send or receive LLDP
packets.
tx-only: the port(s) can only send LLDP packets.
rx-only: the port(s) can only receive LLDP packets.
tx-rx: the port(s) can send or receive LLDP packets.
I1dp basic-tlv management- Enables the sending of Management Address TLVs on 13
address the port(s).
I1dp basic-tlv port-description | Enables the sending of Port Description TLVs on the 13
port(s).
I1dp basic-tlv system- Enables the sending of System Capabilities TLVs on the 13
capabilities port(s).
I1dp basic-tlv system- Enables the sending of System Description TLVs on the 13
description port(s).
I1dp basic-tlv system-name Enables the sending of System Name TLVs on the 13
port(s).
I1dp med location civic [county | Sets civic location information, such as street address 13
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Table 124 lldp Command Summary (continued)

address

the port(s).

COMMAND DESCRIPTION P
11dp med location coordinate Sets coordinate location information. 13
i < >
[1atitude nor_’th | south Latitude value: -90° to 90°
<value>][longitude <west]east >
<value>][altitude Longtitude value: -180° to 180°
smeters|floor> <value>][datum Altitud 1 2097151 to 2097151 i t
itude value: - o in meters or -
< - -
WGSB4NADB3-NAVDES INADE3 2097151 to 2097151 in the number of floors
MLLW>]
I1dp med location elin Sets location information of a caller by its ELIN 13
<number> (Emergency Location Identifier Number).
number: a ten-digit phone number
I1dp med network-policy Sets a network policy for the specified application. 13
<voice|voice-signaling|guest-
voice|guest-voice-
signaling|softphone-
voice|video-
conferencing|streaming-
video|video-signaling>
[tagged]untagged][vlan <vlan-
id>][priority <priority>][dscp
<dscp>]
I1dp med topology-change- Enables the sending of LLDP-MED topology change 13
notification traps when devices are connected to or
disconnected from the specified ports.
I1dp notification Enables the sending of LLDP traps. 13
I1dp org-specific-tlv dotl Enables the sending of IEEE 802.1 Port and Protocol 13
port-protocol-vlan-id VLAN ID TLVs, which contains the VLAN ID and
indicates whether the VLAN is enabled and
supported.
I1dp org-specific-tlv dotl Enables the sending of IEEE 802.1 Port VLAN ID TLVs, 13
port-vlan-id which contains the port’s VLAN ID.
I1dp org-specific-tlv dot3 Enables the sending of IEEE 802.3 Link Aggregation 13
link-aggregation TLVs, which shows the link aggregation status of the
port(s).
I1dp org-specific-tlv dot3 mac- | Enables the sending of IEEE 802.3 MAC/PHY 13
phy Configuration/Status TLV, which shows duplex and
rate settings and indicates whether auto negotiation
is supported on the port.
I1dp org-specific-tlv dot3 max- | Enablesthe sending of IEEE 802.3 Maximum Frame Size 13
frame-size TLVs on the port(s).
I1dp org-specific-tlv dot3 Enables the sending of IEEE 802.3 Power via MDI TLVs, 13
power-via-mdi which indicates whether power can be supplied via a
media dependent interface (MDI) on the port(s).
I1dp org-specific-tlv med Enables the sending of location TLVs on the port(s). 13
location
I1dp org-specific-tlv med Enables the sending of network policy TLVs on the 13
network-policy port(s).
no Ildp admin-status Resets the port(s) to default setting on sending or 13
receiving LLDP packets.
no Ildp basic-tlv management- Disables the sending of Management Address TLVs on 13
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Table 124 lldp Command Summary (continued)

LLDPDU transmissions initiated by value or status
changes in the Switch MIB.

COMMAND DESCRIPTION P
no lldp basic-tlv port- Disables the sending of Port Description TLVs on the 13
description port(s).
no Ildp basic-tlv system- Disables the sending of System Capabilities TLVs on 13
capabilities the port(s).
no Ildp basic-tlv system- Disables the sending of System Description TLVs on the 13
description port(s).
no lldp basic-tlv system-name Disables the sending of System Name TLVs on the 13

port(s).
no Ildp med location Deletes all location identification. 13
no lldp med location Deletes location identification of the specified type. 13
<civic]coordinate]elin>
no Ildp med network-policy Deletes network policies for all connected media 13
endpoint devices.
no 1ldp med network-policy Deletes network policies for the specified 13
<voice|voice-signaling]guest- applications.
voice|guest-voice-
signaling]softphone-voice|vid
eo-conferencing|streaming-
video|video-signaling>
no Ildp med topology-change- Disables the sending of LLDP-MED topology change 13
notification traps.
no lldp notification Disables the sending of LLDP traps. 13
no Ildp org-specific-tlv dotl Disables the sending of IEEE 802.1 Port and Protocol 13
port-protocol-vlan-id VLAN ID TLVs on the port(s).
no Ildp org-specific-tlv dotl Disables the sending of IEEE 802.1 Port VLAN ID TLVs on 13
port-vlan-id the port(s).
no lldp org-specific-tlv dot3 Disables the sending of IEEE 802.3 Link Aggregation 13
link-aggregation TLVs on the port(s).
no Ildp org-specific-tlv dot3 Disables the sending of IEEE 802.3 MAC/PHY 13
mac-phy Configuration/Status TLVs on the port(s).
no lldp org-specific-tlv dot3 Disables the sending of IEEE 802.3 Maximum Frame 13
max-frame-size Size TLVs on the port(s).
no Ildp org-specific-tlv dot3 Disables the sending of IEEE 802.3 Power via MDI TLVs 13
power-via-mdi on the port(s).
11dp Enables the LLDP feature on the Switch. 13
Ildp reinitialize-delay <1-10> Sets a number of seconds for LLDP wait to initialize on 13
a port.
I1dp transmit-delay <1-8192> Sets the delay (in seconds) between the successive 13
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Table 124 lldp Command Summary (continued)

port-channel <port-list>

port(s).

COMMAND DESCRIPTION P
I1dp transmit-hold <2-10> Sets the time-to-live (TTL) multiplier of the LLDP 13
packets. The device information on the neighboring
devices ages out and is discarded when its
corresponding TTL expires. The TTL value is to multiply
the TTL multiplier by the LLDP packets transmitting
interval.
Note: Make sure the LLDP packet transmitting
interval is shorter than its TTL to have the
Switch’s device information being
updated in the neighboring devices
before it ages out.
Ildp transmit-interval <5-32768> Sets the interval (in seconds) the Switch waits before 13
sending LLDP packets.
no 1ldp Disables the LLDP feature on the Switch. 13
show 1ldp config Displays the global LLDP settings on the Switch. 3
show Ildp config interface port- Displays the LLDP settings on the specified port(s). 3
channel <port-list>
show 1ldp info local Displays the Switch’s device information. 3
show Ildp info local interface Displays the LLDP information for the specified port(s). 3
port-channel <port-list>
show 1ldp info remote Displays the device information from the neighboring 3
devices.
show Ildp info remote interface Displays the neighboring device information received 3
port-channel <port-list> on the specified port(s).
show 1ldp statistic Displays LLDP statistics on the Switch. 3
show lldp statistic interface port- | Displays LLDP statistics of the specified port(s). 3
channel <port-list>
clear lldp statistic Resets the LLDP statistics counters to zero. 13
clear 1ldp remote_info Deletes all device information from the neighboring 13
devices.
clear 1ldp remote_info interface Deletes remote device information on the specified 13

44.3 Command Examples

This example enables LLDP on the Switch, sets port 2 to send and receive LLDP packets and allows the
Switch to send optional basic management TLVs (such as management-address, port-description and
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system-description TLVs) on port 2. This example also shows the LLDP settings on port 2 and global LLDP
settings on the Switch.

sysname# configure
sysname(config)# 1ldp
sysname(config)# interface port-channel 2
sysname(config-interface)# lldp admin-status tx-rx
sysname(config-interface)# lldp basic-tlv management-address
sysname(config-interface)# lldp basic-tlv port-description
sysname(config-interface)# lldp basic-tlv system-description
sysname(config-interface)# exit
sysname(config)# exit
sysname# show Ildp config interface port-channel 2
LLDP Port Configuration:
Port AdminStatus Notification BasicTLV  DotlTLV Dot3TLV
2 tX-rx Disable P-D-M - -——

Basic TLV Flags: (P)Port Description, (N)System Name, (D)System
Description

(C)System Capabilities, (M)Management Address
802.1 TLV Flags: (P)Port & Protocol VLAN ID, (V)Port VLAN ID
802.3 TLV Flags: (L)Link Aggregation, (M)MAC/PHY Configuration/Status

(F)Maximun Frame Size, (P)Power Via MDI
sysname# show Ildp config
LLDP Global Configuration:

Active: Yes
Transmit Interval: 30 seconds
Transmit Hold: 4

Transmit Delay: 2 seconds
Reinitialize Delay: 2 seconds

syshame#

See Chapter 20 on page 77 for DCB configuration and examples.

This example shows global Switch LLDP settings.

syshame# show 1ldp config
LLDP Global Configuration:
Active: No
Transmit Interval: 30 seconds
Transmit Hold: 4
Transmit Delay: 2 seconds
Reinitialize Delay: 2 seconds

syshame#

The following table describes the labels in this screen.

Table 125 Switch LLDP settings

LABEL DESCRIPTION
Active This displays whether LLDP is enabled on the Switch. It is disabled by default.
Transmit Interval This displays how long the Switch waits before sending LLDP packets.
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Table 125 Switch LLDP settings (continued)

LABEL DESCRIPTION

Transmit Hold This displays the time-to-live (TTL) multiplier of LLDP frames. The device information on
the neighboring devices ages out and is discarded when its corresponding TTL expires.
The TTL value is to multiply the TTL multiplier by the LLDP packets transmitting interval.

initiated by value or status changes in the Switch MiIB.

Transmit Delay This displays the delay (in seconds) between the successive LLDP PDU transmissions

Reinitialize Delay This displays the number of seconds for LLDP to wait before initializing on a port.

This example shows LLDP settings on a port.

sysname# show Ildp config interface port-channel 2

LLDP Port Configuration:

Port AdminStatus Notification BasicTLV DotlTLV Dot3TLV

2 txX-rx Disable W ---—-—- --EFA —-——

Basic TLV Flags: (P)Port Description, (N)System Name, (D)System Description
(C)System Capabilities, (M)Management Address

802.1 TLV Flags: (P)Port & Protocol VLAN ID, (V)Port VLAN ID
(E)DCBX ETS Configuration, (F)DCBX PFC Configuration
(A)DCBX Application Priority Configuration

802.3 TLV Flags: (L)Link Aggregation, (M)MAC/PHY Configuration/Status
(F)Maximum Frame Size, (P)Power Via MDI

sysname#

The following table describes the labels in this screen.

Table 126 LLDP settings on a port

LABEL DESCRIPTION

Port This displays the port number with this LLDP configuration.

AdminStatus This displays whether LLDP transmission and/or reception is allowed on this port.

Notification This displays whether LLDP notification is enabled on this port.

BasicTLV This shows which Basic TLC flags are enabled on this port. For example, ‘N’ is System
Name.

DotlTLV This shows which 802.1 TLV flags are enabled on this port. For example, ‘V’ is Port VLAN
ID.

Dot3TLV This shows which 802.3 TLV flags are enabled on this port. For example, “L" is Link
Aggregation.

BasicTLV Flags The Basic TLV Flags are (P) Port Description, (N) System Name, (D) System Description,
(C) System Capabilities, and (M) Management Address.

802.1TLV Flags The 802.1 TLV Flags are (P) Port & Protocol VLAN ID, (V) Port VLAN ID, (E) DCBX ETS
Configuration, (F) DCBX PFC Configuration and (A) DCBX Application Priority
Configuration.

802.3TLV Flags The 802.3 TLV Flags are (L) Link Aggregation, (M) MAC/PHY Configuration/Status, (F)
Maximum Frame Size, and (P) Power Via MDI.
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This example shows global Switch LLDP statistics.

sysname# show Ildp statistic

LLDP Global Statistic:

Neighbor Entries List Last Update: 0:00:00
New Neighbor Entries Count: O

Neighbor Entries Deleted Count: O

Neighbor Entries Dropped Count: O

Neighbor Entries Ageout Count: O

syshame#

The following table describes the labels in this screen.

Table 127 Switch LLDP statistics

LABEL DESCRIPTION

neighboring Switches.

Neighbor Entries List Last Update This displays the time the LLDP database was last updated for this and

since the last update.

New Neighbor Entries Count This displays the number of new neighbors added to the LLDP database

the last update.

Neighbor Entries Deleted Count This displays the number of neighbors deleted from the LLDP database since

since the last update.

Neighbor Entries Dropped Count This displays the number of neighbors dropped from the LLDP database

Neighbor Entries Ageout Count This displays the number of neighbors with expired TTLs since the last update.

This example shows LLDP statistics on a port

sysname# show Ildp statistic interface port-channel 1
LLDP Port Statistic:
Local Port: 1
Frames Discarded: 0O
Frames Invalid: O
Frames Received: O
Frames Sent: 0O
TLVs Unrecognized: O
TLVs Discarded: O
Neighbor Ageouts: 0O

sysname#

The following table describes the labels in this screen.

Table 128 LLDP statistics on a port

LABEL DESCRIPTION

Local Port This displays the port number with these LLDP statistics.
Frames Discarded This displays the number of discarded frames on this port.
Frames Invalid This displays the number of invalid frames on this port.
Frames Received This displays the number of frames received on this port.
Frames Sent This displays the number of frames sent on this port.

TLVs Unrecognized This displays the number of unrecognized TLVS on this port.
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Table 128 LLDP statistics on a port (continued)

LABEL DESCRIPTION

TLVs Discarded This displays the number of discarded TLVs on this port.

Neighbor Ageouts This displays the number of neighbors with expired TTLs on this port.

This example shows local Switch (the Switch you’re accessing) LLDP information

sysname# show Ildp info local
LLDP Global Local Device Information:
Chassis ID Subtype: mac-address
Chassis ID: 00:19:cb:00:00:02
System Name: sysname
System Description: V4_00(AAEW.0)b7 | 12/11/2012
System Capabilities Supported: Bridge
System Capabilities Enabled: Bridge
Management Address :
Management Address Subtype:
Interface Number Subtype:
Interface Number: O
Object ldentifier: 0O

ipvd / all-802
unknown

sysname#

The following table describes the labels in this screen.

Table 129 Local LLDP Information

LABEL DESCRIPTION

LLDP Global Local Device
Information

This contains the chassis ID subtype, chassis ID, and system name.

System Description

This shows the firmware version number and date released.

System Capabilities
Supported

This shows what functionality the Switch supports.

System Capabilities
Enabled

This shows what functionality is enabled on the Switch.

Management Address

This contains the management address subtype, interface number subtype, interface
number, and object identifier.
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This example shows local Switch (the Switch you’re accessing) LLDP information on a port.

LLDP Local
Local
Port ID Subtype:
Port ID:
Port Description:

-Port VLAN 1D

-DCBX

sysname#

sysname# show Ildp info local
Device Information Detail:
Port:
local-assigned

Extended TLV Info 802.1 OUl (hex value) = 00-80-c2

-1D: 1
-DCBX Application Priority
- ether-type: fcoe Priority: 2

ETS Configuration
-Willing Bit: False
-Max Traffic Classes: 3
-Priority-Group 2:
-Priority-Group 1:
-Priority-Group O:
-DCBX PFC Configuration
-Willing Bit:
-PFC capability: 8
-Priority enable list: 0-2
Extended TLV Info 802.3 OUl (hex value) = 00-12-0f
-MAC PHY Configuration & Status
-AN Supported: Y
-AN Enabled: Y
-AN Advertised Capability:

-Oper MAU type: 30
-Link Aggregation
—-Capability: Y
-Status: N
-Port 1ID: 2
-Max Frame Size
-Frame Size: 1518

interface port-channel 2
2

2

Strict-priority, Priority-list:7
ETS Bandwidth 50%, Priority-list:3-6
ETS Bandwidth 50%, Priority-list:0-2

True

1000baseTFD

The following table describes the labels in this screen.

Table 130 Local Switch LLDP information on a port

LABEL

DESCRIPTION

LLDP Local Device
Information Detail

This displays the local port, port ID, and port description.

Port VLAN ID

This displays the VLAN ID for this port.

DCBX Application Priority

This displays the priority given to FCoE traffic on the Switch.

DCBX ETS Configuration

This displays the Willing Bit, Max Traffic Classes, and Traffic Class binding for each
priority.

DCBX PFC Configuration

This displays the Willing Bit, PFC capability, and priority enable list.

MAC PHY Configuration &
Status

This displays the AN Supported, AN Enabled, AN Advertised Capability, Oper MAU type

Link Aggregation

This displays the capabillity, status, and port ID.

Max Frame Size

This displays the maximum frame size on this port.
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This example shows remote Switch (the Switch connected to the port on the Switch you’re accessing)
LLDP information.

sysname# show Ildp info remote interface port-channel 2
LLDP Remote Device Information Detail:

Chassis

Chassis ID: 00:19:cb:00:00:02

Port ID Subtype: local-assigned
Port ID: 47
Time To Live: 120

Extended TLV Info 802.1 OUl (hex value) = 00-80-c2
-Port VLAN 1D

-DCBX Application Priority

-DCBX ETS Configuration

-DCBX PFC Configuration

Extended TLV Info 802.3 0OUl (hex value) = 00-12-0Ff
-Max Frame Size

syshame#

Local Port: 2
ID Subtype: mac-address

-1D: 1
ether-type: fcoe Priority: 2

-Willing Bit: False

-Max Traffic Classes: 3

-Priority-Group 7: Strict-priority, Priority-list:-
-Priority-Group 6: Strict-priority, Priority-list:-
-Priority-Group 5: Strict-priority, Priority-list:-
-Priority-Group : Strict-priority, Priority-list:-
-Priority-Group 3: Strict-priority, Priority-list:-
-Priority-Group : Strict-priority, Priority-list:7
-Priority-Group 1: ETS Bandwidth 50%, Priority-list:3-6
-Priority-Group O: ETS Bandwidth 50%, Priority-list:0-2

-Willing Bit: True
-PFC capability: 8
-Priority enable list: 0-2

-Frame Size: 1518

The following table describes the labels in this screen.

Table 131 Remote Switch LLDP information
LABEL DESCRIPTION
LLDP Remote Device This contains the following information:

Information Detail

Local Port This is the local port number which receives the LLDPDU from the remote Switch.

Chassis ID Subtype This displays how the chassis of the remote Switch is identified.

Chassis ID This displays the chassis ID of the remote Switch. The chassis ID is identified by the
chassis ID subtype.

Port ID Subtype This displays how the port is identified.

Port ID This is the ID of the remote Switch.

Time To Live This displays the time-to-live (TTL) multiplier of LLDP frames. The device information on

the neighboring devices ages out and is discarded when its corresponding TTL expires.
The TTL value is to multiply the TTL multiplier by the LLDP frames transmitting interval.
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Table 131 Remote Switch LLDP information (continued)

LABEL

DESCRIPTION

Extended TLV Info 802.1
OUI (hex value)

The 802.1 organizationally specific TLVs start with the 24-bit organizationally unique
identifier (OUI) and a 1 byte organizationally specific subtype followed by data. Each
organization is responsible for managing their subtypes.

Port VLAN ID

This TLV displays the VLAN ID for the remote Switch.

DCBX Application Priority

This TLV displays the priority given to FCoE traffic on the remote Switch.

DCBX ETS Configuration

This TLV displays the willing bit, ETS capability and traffic class settings configured by ETS
on the remote Switch.

DCBX PFC Configuration

This TLV displays the willing bit, PFC capability, and enabled priority list configured by
PFC on the remote Switch.

Extended TLV Info 802.3
OUlI (hex value)

The 802.3 organizationally specific TLVs start with the 24-bit organizationally unique
identifier (OUI) and a 1 byte organizationally specific subtype followed by data. Each
organization is responsible for managing their subtypes.

Max Frame Size

This TLV displays the maximum transmission unit (MTU) sent by the remote Switch.
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45.1 Load Sharing Overview

The Switch learns the next-hop(s) using ARP and determines routing path(s) for a destination. The Switch
supports Equal-Cost MultiPath (ECMP) to forward packets destined to the same device through different

routing paths of equal path cost. This allows you to balance or share traffic loads between multiple

routing paths when the Switch is connected to more than one next-hop. ECMP works with static routes

or a routing protocol, such as OSPF.

With ECMP, packets are routed through the paths of equal cost according to the hash algorithm output.

The maximum number of paths for one ECMP (Equal-Cost MultiPath) route varies by Switch. A smaller

number of maximum-paths means more ECMP routes are allowed and a larger number of maximum-
paths means fewer ECMP routes are allowed.

The number of paths for a static route for ECMP cannot be bigger than the maximum-paths value.

Throughput may be influenced while configuring ECMP maximum-paths.

45.2 Command Summary

The following section lists the commands for this feature.

Table 132 load-sharing Command Summary

COMMAND

DESCRIPTION

ip load-sharing

Enables load sharing on the Switch.

@]

13

ip load-sharing <sip|sip-dip>

Sets the criteria the Switch uses to determine the routing
path for a packet.

sip: the Switch uses a hash algorithm to convert a
packet’s source IP address into a hash value which acts as
an index to a route path.

sip-dip: the Switch uses a hash algorithm to convert a
packet’s source and destination IP addresses into a hash
value which acts as an index to a route path.

13

ip load-sharing aging-time <0-
86400>

Sets the time interval (from 0 to 86400 in increments of 10)
in seconds at which the Switch sends an ARP request to
update a resolved next-hop’s MAC address.

13

ip load-sharing discover-time
<0-86400>

Sets the time interval (from 0 to 86400 in increments of 10)
in seconds at which the Switch sends an ARP request to
update an unresolved next-hop’s MAC address.

13
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Table 132 load-sharing Command Summary (continued)

no ip load-sharing

COMMAND DESCRIPTION P
ip load-sharing maximum-path Set the maximum number of paths for one ECMP (Equal- 13
Cost MultiPath) route.

Disables load sharing on the Switch. 13

45.3 Command Examples

This example enables Equal-Cost MultiPath (ECMP) routing on the Switch and sets the Switch to use a
packet’s source and destination IP addresses to determine the routing path for the packet.

sysname# configure
sysname(config)# ip load-sharing

sysname(config)#

sysname(config)# ip load-sharing sip-dip
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CHAPTER 46
Logging Commands

Use these commands to manage system logs.

46.1 Command Summary

The following section lists the commands for this feature.

Table 133 logging Command Summary

COMMAND DESCRIPTION M | P

show logging Displays system logs. E |3

Press [CTRL]+C to terminate the process.

show logging | begin <string> Displays system logs, which start from a line with the E |3
specified string.
show logging | begin <stringl> Displays system logs, which start from a line with the first E |3
include <string2> specified string and also contain the second specified
string.
show logging | include <string> | Displays system logs, which contain the specified string. E |3
show logging | refresh Displays system logs, and updates every second untiyou |E |3

press the [ESC] button.

clear logging Clears system logs. E |13

46.2 Command Examples

This example displays the system logs.

sysname# show logging

1 Thu Jan 1 00:02:08 1970 PP0O5 -WARN SNMP TRAP 3: link up

2 Thu Jan 1 00:03:14 1970 INFO adjtime task pause 1 day

3 Thu Jan 1 00:03:16 1970 PPOf -WARN SNMP TRAP 26: Event On Trap

4 Thu Jan 1 00:03:16 1970 PINI -WARN SNMP TRAP 1: warm start

5 Thu Jan 1 00:03:16 1970 PINI -WARN SNMP TRAP 3: link up

6 Thu Jan 1 00:03:16 1970 PINI INFO main: init completed

7 Thu Jan 1 00:00:13 1970 PP26 INFO adjtime task pause 1 day

8 Thu Jan 1 00:00:14 1970 PPOf -WARN SNMP TRAP 26: Event On Trap

9 Thu Jan 1 00:00:14 1970 PINI -WARN SNMP TRAP 0: cold start

10 Thu Jan 1 00:00:14 1970 PINI INFO main: init completed

11 Thu Jan 1 00:00:04 1970 PPO5 -WARN SNMP TRAP 3: link up

11 Thu Jan 1 00:00:04 1970 PPO5 -WARN SNMP TRAP 3: link up
syshame#
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CHAPTER 47
Login Account Commands

Use these commands to configure login accounts on the Switch.

47.1 Password Encryption

See Section 62.1 on page 238 for information on this feature.

47.2 Command Summary

The following section lists the commands for this feature.

Table 134 logins Command Summary

COMMAND DESCRIPTION M [P
show logins Displays login account information. E |3
logins username <name> password | Creates account with the specified user name and sets C |14
[cipher] <password> privilege the password and privilege. The privilege level is applied

<0-14> the next time the user logs in.

name: 1-32 alphanumeric characters.
password: 32 alphanumeric characters.

cipher: inform the Switch that the string after the word
"cipher" is an encrypted secret. This is used for password
encryption. To encrypt the password, use the password
encryption command.

no logins username <name> Removes the specified account. C |14

47.3 Command Examples

This example creates a new user user2 with privilege 13.

syshame# config

sysname(config)# logins username user2 password 1234 privilege 13
sysname(config)# exit

sysname# show logins

Login Username Privilege
1 user2 13

2 0]

3 0]

4 0
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CHAPTER 48
Loopguard Commands

Use these commands to configure the Switch to guard against loops on the edge of your network. The
Switch shuts down a port if the Switch detects that packets sent out on the port loop back to the Switch.

48.1 Command Summary

The following section lists the commands for this feature.

Table 135 loopguard Command Summary

COMMAND DESCRIPTION M |P
show loopguard Displays which ports have loopguard enabled as well as E |3
their status.

loopguard Enables loopguard on the Switch. C |13
no loopguard Disables loopguard on the Switch. C |13
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>

loopguard Enables the loopguard feature on the port(s). You haveto | C | 13

enable loopguard on the Switch as well. The Switch shuts
down a port if the Switch detects that packets sent out on
the port loop back to the Switch.

Note: The loop guard feature can not be enabled
on the ports that have Spanning Tree Protocol
(RSTP, MRSTP or MSTP) enabled.

no loopguard Disables the loopguard feature on the port(s). C |13

clear loopguard Clears loopguard counters. E |13
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48.2 Command Examples

This example enables loopguard on ports 1-3.

Port Port
No Status

1 Active
2 Active
3 Active
4 Active

sysname# configure
sysname(config)# loopguard
sysname(config)# interface port-channel 1-3
sysnhame(config-interface)# loopguard
sysname(config-interface)# exit
sysname(config)# exit
sysname# show loopguard

LoopGuard Status: Enable

LoopGuard Total Total Bad Shutdown
Status TxPkts RxPkts Pkts Time
Enable 0 00:00:00 UTC Jan 1 1970

0 0
Enable 0 0 0 00:00:00 UTC Jan 1 1970
Enable 0 0 0 00:00:00 UTC Jan 1 1970

Disable 0 0 0 00:00:00 UTC Jan 1 1970

The following table describes the labels in this screen.

Table 136 show loopguard

LABEL

DESCRIPTION

LoopGuard Status

This field displays whether or not loopguard is enabled on the Switch.

Port No

This field displays the port number.

Port Status

This field displays whether or not the port is active.

LoopGuard Status

This field displays whether or not loopguard is enabled on the port.

Total TxPkts

This field displays the number of packets that have been sent on this port since
loopguard was enabled on the port.

Total RxPkts

This field displays the number of packets that have been received on this port since
loopguard was enabled on the port.

Bad Pkts

This field displays the number of invalid probe packets that were received on this port.

Shutdown Time

This field displays the last time the port was shut down because a loop state was
detected.
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CHAPTER 49
MAC Address Commands

Use these commands to look at the MAC address table and to configure MAC address learning. The
Switch uses the MAC address table to determine how to forward frames.

49.1 Command Summary

The following section lists the commands for this feature.

Table 137 mac, mac-aging-time, and mac-flush Command Summary

COMMAND DESCRIPTION M [P
show mac-aging-time Displays MAC learning aging time. E |3
mac-aging-time <10-1000000> Sets learned MAC aging time in seconds. C |13
show mac address-table all Displays MAC address table. You can sort by MAC E |3
[<sort>] address, VID or port.
sort: MAC, VID, or PORT.
show mac address-table count Displays the total number of MAC addresses in the MAC E |3
address table.
show mac address-table port Displays the MAC address table for the specified port(s). E |3
<port-list> [<sort>] Sorted by MAC, Port or VID.
sort: MAC, VID, or PORT.
show mac address-table static Displays the static MAC address table. E |3
show mac address-table vlan Displays the MAC address table for the specified VLAN(s). |E |3
<vlan-list> [<sort>] Optionally, sorted by MAC, Port or VID.
sort: MAC, VID, or PORT.
show mac address-table mac <mac- | Displays a specified MAC entry. E |3
addr>
show mac address-table multicast | Displays the multicast MAC addresses learned by the E |3
Switch.
mac-flush [<port-num>] Clears the MAC address table. Optionally, removes all E |13
learned MAC address on the specified port.
mac-transfer dynamic-to-filter Displays and changes a dynamically learned MAC C |13
mac <mac-addr> address entry into a MAC filtering entry.
mac-transfer dynamic-to-filter Displays and changes all dynamically learned MAC C |13
interface port-channel <port- address entries on the specified port(s) into MAC filtering
list> entries.
mac-transfer dynamic-to-filter Displays and changes all dynamically learned MAC C |13
vlan <vlan-list> address entries in the specified VLAN(s) into MAC filtering
entries
mac-transfer dynamic-to-forward | Displays and changes a dynamically learned MAC C |13
mac <mac-addr> address entry into a MAC forwarding entry.
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Table 137 mac, mac-aging-time, and mac-flush Command Summary (continued)

COMMAND DESCRIPTION M | P
mac-transfer dynamic-to-forward | Displays and changes all MAC addresses dynamically C |13
interface port-channel <port- learned on the specified port(s) into static MAC addresses.
list>
mac-transfer dynamic-to-forward | Displays and changes all dynamically learned MAC C |13
vlan <vlan-list> addresses in the specified VLAN(s) into static MAC

addresses.

49.2 Command Examples

This example shows the current MAC address table.

Port
2

NNNNNNDN

sysname# show mac address-table all

VLAN 1D
1

RPRRPRRRRPR

MAC Address Type

00:00:e8:7c:14:80 Dynamic
00:04:80:9b:78:00 Dynamic
00:0f:fe:ad:58:ab Dynamic
00:13:49:6b:10:55 Dynamic
00:13:d3:f0:7e:f0 Dynamic
00:18:18:04:F5:67 Dynamic
00:80:c8:ef:81:d3  Dynamic
00:a0:c5:00:00:01 Dynamic

The following table describes the labels in this screen.

Table 138 show mac address-table

LABEL DESCRIPTION

Port This is the port from which the above MAC address was learned.
Drop: The entry is created from a filtering rule.

VLAN ID This is the VLAN group to which this frame belongs.

MAC Address This is the MAC address of the device from which this frame came.

Type This shows whether the MAC address is dynamic (learned by the Switch) or static
(manually entered using mac-forward commands, see Chapter 53 on page 205).
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CHAPTER 50
MAC Authentication
Commands

Use these commands to configure MAC authentication on the Switch.

50.1 MAC Authentication Overview

MAC authentication allows you to validate access to a port based on the MAC address and password
of the client.

Note: You also need to configure a RADIUS server (see Chapter 72 on page 273).

See also Chapter 33 on page 121 for |[EEE 802.1x port authentication commands and Chapter 66 on
page 253 for port security commands.

50.2 Command Summary

The following section lists the commands for this feature.

Table 139 mac-authentication Command Summary

COMMAND DESCRIPTION M [P
show mac-authentication Displays MAC authentication settings for the Switch. E |3
show mac-authentication config Displays MAC authentication settings on a port by port E |3

basis with authentication statistics for each port.
mac-authentication Enables MAC authentication on the Switch. C |13
mac-authentication case Sets the case (upper or lower) the external server requires | C | 13
<upper]lower> for using MAC addresses as the account username and

password.

For example, use mac-authentication case upper and
mac-authentication delimiter dash if you need to
use a MAC address formatted like 00-11-AC-01-A0-11 as
the username and password.

mac-authentication delimiter Specifies the separator the external server uses for the two- | C | 13
<dash|colon|none> character pairs within MAC addresses used as the
account username and password.

For example, use mac-authentication case upper and
mac-authentication delimiter dash if you need to
use a MAC address formatted like 00-11-AC-01-A0-11 as
the username and password.
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Table 139 mac-authentication Command Summary (continued)

COMMAND DESCRIPTION P
mac-authentication nameprefix Sets the prefix appended to the MAC address before it is 13
<name-string> sent to the RADIUS server for authentication. The prefix can
be up to 32 printable ASCII characters.
mac-authentication password Sets the password sent to the RADIUS server for clients using 13
<name-string> MAC authentication. The password can be up to 32
printable ASCII characters.
mac-authentication password- Sets the password type (stattic or mac-address) for the 13
type <static|mac-address> MAC authentication password.
<static>: Have the Switch send the password you
specify using the mac-authentication password
<name-string> command.
<mac-address>: Have the Switch use the client MAC
address as the password.
mac-authentication timeout <1- Specifies the amount of time before the Switch allows a 13
3000> client MAC address that fails authentication to try and
authenticate again.
This settings is superseded by the mac-aging-time
command.
no mac-authentication Disables MAC authentication on the Switch. 13
no mac-authentication timeout Sets the MAC address entries learned via MAC 13
authentication to never age out.
interface port-channel <port- Enables a port or a list of ports for configuration. 13
list>
mac-authentication Enables MAC authentication via a RADIUS server on the 13
port(s).
no mac-authentication Disables MAC authentication via a RADIUS server on the 13
port(s).
mac-authentication trusted- | Setsthe clientsin the specified VLAN(s) to access the 13
vlan <vlan-list> port(s) and the connected networks without MAC
authentication.
no mac-authentication Removes the trusted VLAN settings. 13

trusted-vlan <vlan-list>

Ethernet Switch CLI Reference Guide

199




Chapter 50 MAC Authentication Commands

50.3 Command Examples

This example enables MAC authentication on the Switch. Specifies the name prefix clientName and the
MAC authentication password Lech89. Next, MAC authentication is activated on ports 1 - 5 and
configuration details are displayed.

sysname(config)# mac-authentication

sysname(config)# mac-authentication nameprefix clientName
sysname(config)# mac-authentication password Lech89
sysname(config)# interface port-channel 1-5
sysname(config-interface)# mac-authentication
sysname(config-interface)# exit

sysname(config)# exit

sysname# show mac-authentication

NamePrefix: clientName
Password: Lech89
Update Time: None

Deny Number: 0
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CHAPTER 51
MAC-based VLAN

Use these commands to bind a client source MAC address to a VLAN on the Switch.

51.1 MAC-based VLAN Overview

The MAC-based VLAN feature assigns incoming untagged packets to a VLAN and classifies the traffic

based on the source MAC address of the packet. When untagged packets arrive at the switch, the

source MAC address of the packet is looked up in a MAC to VLAN mapping table.

If an entry is found, the corresponding VLAN ID is assigned to the packet. The assigned VLAN ID is verified
against the VLAN table. If the VLAN is valid, ingress processing on the packet continues; otherwise, the

packet is dropped.

This feature allows users to change ports without having to reconfigure the VLAN, which allows better
mobility. You can assign priority to the MAC-based VLAN and define a MAC to VLAN mapping table by

entering a specified source MAC address in the MAC-based VLAN using a command. You can also

delete a MAC-based VLAN entry using a command described below.

51.2 Command Summary

The following section lists the commands for this feature.

Table 140 MAC-based VLAN Command Summary

COMMAND DESCRIPTION P
mac-based-vlan name <name> Adds a binding client source MAC address to a VLAN and 13
source-mac <mac-addr> vlan sets priority level.

<vlan-id> priority <0-7> Name: 1-32 alphanumeric characters

no mac-based-vlan source-mac Removes a binding client source MAC address to a VLAN. 13
<mac-addr>

show mac-based-vlan Show status of the MAC-based VLAN. 13
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51.3 Command Example: add source MAC address

This example adds a binding source MAC address to a MAC-based VLAN with MAC address
00:11:22:33:44:55, VLAN ID number 3 and priority level 6..

sysname(config)# mac-based-vlan name test source-mac 00:11:22:33:44:55 vlan
3 priority 6

sysname(config)

syshame(config)# exit

sysname# show mac-based-vlan

Index Name Source MAC VLAN Priority

1 test 00:11:22:33:44:55 3 6

51.4 Command Example: remove source MAC address

This example deletes a binding source MAC address to a MAC-based VLAN with MAC address
00:11:22:33:44:55.

sysname(config)# no mac-based-vlan source-mac 00:11:22:33:44:55
syshame(config)# exit
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CHAPTER 52
MAC Filter Commands

Use these commands to filter traffic going through the Switch based on the MAC addresses and VLAN
group (ID).

Note: Use the running configuration commands to look at the current MAC filter settings. See
Chapter 76 on page 287.

Note: MAC filtering implementation differs across Switch models.

= Some models allow you to specify a filter rule and discard all packets with the specified MAC address
(source or destination) and VID.

= Other models allow you to choose whether you want to discard traffic originating from the specified
MAC address and VID (src), sent to the specified MAC address (dst) or both.

See Section 52.2 on page 204 and Section 52.3 on page 204 for examples.

52.1 Command Summary

The following section lists the commands for this feature.

Table 141 mac-filter Command Summary

COMMAND DESCRIPTION M [P

mac-filter name <name> mac <mac- | Configures a static MAC address port filtering rule. C |13

addr> vlan <vlan-id> )
name: 1-32 alphanumeric characters

no mac-filter mac <mac-addr> Deletes the specified MAC filter rule. C |13
vlan <vlan-id>

mac-filter name <name> mac <mac- | Disables a static MAC address port filtering rule. C |13

addr> vlan <vlan-id> inactive )
name: 1-32 alphanumeric characters

no mac-filter mac <mac-addr> Enables the specified MAC-filter rule. C |13
vlan <vlan-id> inactive

mac-filter name <name> mac <mac- | Specifies the source and or destination filter parameters. C |13
addr> vlan <vlan-id> drop
<src|dst|both>
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52.2 Command Example

This example creates a MAC filter called “filterl” that drops packets coming from or going to the MAC
address 00:12:00:12:00:12 on VLAN 1.

‘sysname(config)# mac-filter name filterl mac 00:12:00:12:00:12 vlan 1

52.3 Command Example: Filter Source

The next example is for Switches that support the filtering of frames based on the source or destination
MAC address only. This example creates a filter “sourcefilter” that drops packets originating from the
MAC address af:af:01:01:ff:02 on VLAN 2.

sysname(config)# mac-filter name sourcefilter mac af:af:01:01:ff:02 vlan 2
drop src
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CHAPTER 53
MAC Forward Commands

Use these commands to configure static MAC address forwarding.

Note: Use the mac commands to look at the current mac-forward settings. See Chapter 49 on

page 196.

53.1 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 142 mac-forward User-input Values

COMMAND DESCRIPTION

name 1-32 alphanumeric characters

The following section lists the commands for this feature.

Table 143 mac-forward Command Summary

<interface-id> iInactive

COMMAND DESCRIPTION P
mac-forward name <name> mac Configures a static MAC address forwarding rule. 13
<mac-addr> vlan <vlan-id>

interface <interface-id>

no mac-forward mac <mac-addr> Removes the specified MAC forwarding entry, belonging 13
vlan <vlan-id> interface to a VLAN group forwarded through an interface.
<interface-id>

mac-forward name <name> mac Disables a static MAC address forwarding rule. 13
<mac-addr> vlan <vlan-id>

interface <interface-id>

inactive

no mac-forward mac <mac-addr> Enables the specified MAC address, belonging to a VLAN 13
vlan <vlan-id> interface group forwarded through an interface.
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CHAPTER 54
MAC Pinning Commands

Use these commands to configure MAC pinning to set a port or multiple ports to have priority over other
ports in MAC address learning. That means when a MAC address (and VLAN ID) is learned on a MAC-

pinning-enabled port, the MAC address will not be learned on any other port until the aging time for the
dynamically learned MAC address in the table expires.

54.1 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 144 mac-pinning User-input Values

COMMAND

DESCRIPTION

port-list

The port number or a range of port numbers that you want to configure. Possible
values range from 1 to the number of ports on your Switch.

The following section

lists the commandes for this feature.

Table 145 mac-pinning Command Summary

show mac-pinning

COMMAND DESCRIPTION M [P
mac-pinning Enables MAC pinning on the Switch. C |13
no mac-pinning Disables MAC pinning on the Switch. C |13
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
mac-pinning Enables MAC pinning on the specified port(s). C |13
no mac-pinning Disables MAC pinning on the specified port(s). C |13
Displays MAC pinning settings E |3
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54.2 Command Examples

This example enables MAC pinning on the Switch and port 3. It also shows the MAC pinning status.

sysname(config)# interface port-channel 3
sysname(config-interface)# mac-pinning
sysname(config-interface)# exit
syshame(config)# exit
sysname# show mac-pinning
MAC Pinning Status: Enable
Port Active
1 No
2 No
3 Yes
4 No
5 No
6 No
7 No
8 No
9 No
10 No
11 No
12 No
13 No
14 No
15 No
16 No
17 No
18 No
19 No
20 No
21 No
22 No
23 No
24 No
25 No
26 No
27 No
28 No
sysname#
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CHAPTER 55
Mirror Commands

Use these commands to copy a traffic flow for one or more ports to a monitor port (the port you copy
the traffic to) so that you can examine the traffic on the monitor port without interference.

In local port mirroring, the mirroring ports (through which traffic you copy passes) and the monitor port
are on the same device.

In remote port mirroring (RMirror), the mirroring ports and monitor port can be on different devices in a
network. You can use it to monitor multiple switches across your network. The traffic from the source
device’s mirroring port(s) is sent to a reflector port for VLAN tagging and copied to the connected

port(s). Traffic are then carried over the specified remote port mirroring (RMirror) VLAN and sent to the
destination device’s monitor port through the connected ports that connect to other switches.

Single-Destination RMirror

If the mirrored traffic is forwarded to one single destination switch, you can disable the reflector port. The
Switch adds RMirror VLAN tag and forwards mirrored traffic from the mirroring port to the connected
port directly.

Multi-Destination RMirror

If you configure more than one connected port on the source switch to forward the mirrored traffic to
multiple destination switches, you must enable a reflector port on the source switch.

Note: Use the running configuration commands to look at the current mirror settings. See
Chapter 76 on page 287.

Note: mirror-filter commands are not supported on all Switch models.

55.1 Command Summary

The following section lists the commands for this feature.

Table 146 mirror Command Summary

COMMAND DESCRIPTION M | P
mirror-port Enables port mirroring on the Switch. C |13
mirror-port <port-num> Specifies the monitor port (the port to which traffic flowis | C |13

copied) for port mirroring.

no mirror-port Disables port mirroring on the Switch. C |13
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Table 146 mirror Command Summary (continued)

COMMAND DESCRIPTION P
no mirror-port <port-num> Removes the specified monitor port. 13
port-num: in a modular switch, enter the port number
preceded by a slot number and backslash (/). For
example, 3/11 indicates port 11 on the card in the third
slot.
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list> S .
st port-list: in a modular switch, enter the port number
preceded by a slot number and backslash (/). For
example, 3/11 indicates port 11 on the card in the third
slot. Use a comma (,) to separate individual ports or a dash
(-) to indicates a range of ports. For example, “3/11,4/5” or
“3/7-3/9”.
mirror Enables port mirroring in the interface. 13
mirror dir Enables port mirroring for incoming (ingress), outgoing 13
<ingress|egress|]both> (egress) or both incoming and outgoing (both) traffic.
no mirror Disables port mirroring on the port(s). 13
Table 147 mirror-fiter Command Summary
COMMAND DESCRIPTION P
mirror-filter egress mac <mac- Copies outgoing frames with the specified source or 13
addr> destination MAC address from mirrored ports to the
monitor port.
mirror-filter egress type This command works with the previous command, 13
<all|dest|src> mirror-filter egress mac.
al I: Specifies that the Switch should copy all outgoing
traffic from mirrored ports.
dest: Specifies that the Switch should copy all outgoing
traffic with the specified destination MAC address from
mirrored ports.
src: Specifies that the Switch should copy outgoing traffic
with the specified source MAC address from mirrored
ports.
mirror-filter ingress mac <mac- | Copiesincoming frames matching with the specified 13
addr> source or destination MAC address from mirrored ports to
the monitor port.
mirror-filter ingress type This command works with the previous command, 13
<all]dest|src> mirror-filter ingress mac.
al I: Specifies that the Switch should copy all outgoing
traffic from mirrored ports.
dest: Specifies that the Switch should copy all incoming
traffic with the specified destination MAC address from
mirrored ports.
src: Specifies that the Switch should copy all incoming
traffic with the specified source MAC address from
mirrored ports.
show mirror Displays mirror settings of the Switch. 3
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Table 148 rmirror Command Summary

COMMAND DESCRIPTION M | P
rmirror vlan <vlan-id> Enters config-rmirror mode to create a remote port mirroring C |13
(RMirror) VLAN through which the mirrored traffic is forwarded.
connected-port <port-list> Sets the port(s) that helps forward mirrored traffic to other C |13
connected switches and/or receive mirrored traffic from other
connected port in the same RMirror VLAN.
no connected-port <port- Removes the specified connected port(s) from this RMirror C |13
list> VLAN.
destination monitor-port Sets the port to which you copy the traffic in order to examineit | C | 13
<port-num> in more detail without interfering with the traffic flow on the
<untagged| tagged> original port(s). You can also set whether to add the RMirror
VLAN tag to mirrored traffic on the monitor port.
no destination monitor-port |Removes the destination monitor port from this RMirror VLAN. C |13
inactive Disables the RMirror VLAN. C |13
no inactive Enables the RMirror VLAN. C |13
source 8021p-priority <0 - Sets the priority of the mirrored traffic in this VLAN. C |13
7>
source mirror-port <port- Sets the port(s) on which traffic is mirrored and the traffic flow C |13
list> dir to be copied to the monitor port when the Switch is the source
<ingress|egress|both> device in remote port mirroring.
no source mirror-port <port- | Setsthe Switch to not mirror any traffic on the specified port(s). | C | 13
list>
no source mirror-port <port- | Setsthe Switch to not mirror outgoing (egress) traffic on the C |13
list> dir egress specified port(s).
no source mirror-port <port- | Setsthe Switch to not mirror incoming (ingress) trafficonthe | C |13
list> dir ingress specified port(s).
source reflector-port Enables the source reflector port. 13
source reflector-port <port- | Setsthe port that adds the RMirror VLAN tag to all mirrored C |13
num> traffic and forwards traffic to the connected port(s) in the same
RMirror VLAN.
no source reflector-port Removes the source reflector port. C |13
no rmirror vlan <vlan-id> Removes the specified RMirror VLAN. C |13
show rmirror vlan Displays all RMirror VLANS settings on the Switch. E |3
show rmirror vlan <vlan-id> Displays the specified RMirror VLAN settings. E |3

55.2 Command Examples

This example enables port mirroring and copies outgoing traffic from ports 1, 4, 5, and 6 to port 3.

sysname(config)# mirror-port
sysname(config)# mirror-port 3

sysname(config-interface)# mirror
sysname(config-interface)# mirror

sysname(config)# interface port-channel 1,4-6

dir egress
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This example displays the mirror settings of the Switch after you configured in the example above.

sysname# show mirror
Mirroring: enable
Monitor port: 3

Mirrored port: 1,4-6
Ingress:
Egress: 1,4-6
Both:

This example creates an RMirror VLAN with a VLAN ID of 200 on the Switch, sets port 6 as the reflector
port and sets the priority of mirrored traffic to 3 in this RMirror VLAN when the Switch is the source device.
This example also specifies the ports (4 and 5) on which traffic will be mirrored and shows the RMirror
VLAN settings.

sysname# configure

sysname(config)# rmirror vlan 200
sysname(config-rmirror)# source reflector-port 6
sysname(config-rmirror)# source reflector-port
sysname(config-rmirror)# source 8021lp-priority 3
sysname(config-rmirror)# source mirror-port 4,5
sysname(config-rmirror)# exit

sysname(config)# exit

sysname# show rmirror vlan 200

RMirror VLAN:200 Active=Yes
Source
802.1p priority =3
Mirror-port :
Ingress o
Egress :
Both :4-5
Reflector-port
Active :Yes
Port )

Destination
Monitor-port
Connected-port

syshame#
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CHAPTER 56
MRSTP Commands

Use these commands to configure MRSTP on the Switch.

56.1 MRSTP Overview

The Switch allows you to configure multiple instances of Rapid Spanning Tree Protocol (RSTP) as defined
in the following standard.

= |EEE 802.1w Rapid Spanning Tree Protocol

See Chapter 82 on page 307 for information on RSTP commands and Chapter 57 on page 215 for
information on MSTP commands.

56.2 Command Summary

The following section lists the commands for this feature.

Table 149 Command Summary: mrstp

COMMAND DESCRIPTION M [P

show mrstp <tree-index> Displays multiple rapid spanning tree configurationfor |E | 3
the specified tree.

tree-index: this is a number identifying the RSTP tree
configuration.

Note: The number of MRSTP tree configurations
supported differs by model. Refer to your
User’s Guide for details.

spanning-tree mode Specifies the STP mode you want to implementonthe | C |13
<RSTP|MRSTPMSTP> Switch.

mrstp <tree-index> Activates the specified MRSTP configuration. C |13
mrstp <tree-index> priority <0- Sets the bridge priority of the Switch for the specified | C | 13
61440> MRSTP configuration.

mrstp <tree-index> hello-time <1- Sets the Hello Time, Maximum Age and Forward Delay | C | 13
10> maximum-age <6-40> forward- values on the Switch for the specified MRSTP

delay <4-30> configuration.

mrstp interface <port-list> Activates MRSTP on the specified ports. C |13
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Table 149 Command Summary: mrstp

port(s).

COMMAND DESCRIPTION P
mrstp interface <port-list> edge- Sets the specified ports as edge ports. This allows the 13
port port to transition to a forwarding state immediately

without having to go through the listening and

learning states.

Note: An edge port becomes a non-edge port

as soon as it receives a Bridge Protocol
Data Units (BPDU).

no mrstp interface <port-list> Sets the listed ports as non-edge ports. 13
edge-port
mrstp interface <port-list> path- Sets a path cost to the specified ports. 13
cost <1-65535>
mrstp interface <port-list> Sets the priority value to the specified ports for MRSTP. 13
priority <0-255>
mrstp interface <port-list> Enables root guard on the specified port in order to 13
rootguard prevent the switch(es) attached to the port from

becoming the root bridge.
no mrstp interface <port-list> Disables root guard on a port. 13
rootguard
mrstp interface <port-list> tree- Assigns the specified port list to a specific MRSTP 13
index <tree-index> configuration.
no mrstp <tree-index> Disables the specified MRSTP configuration. 13
no mrstp interface <port-list> Disables the MRSTP assignment from the specified 13

56.3 Command Examples

This example configures MRSTP in the following way:

= Enables MRSTP on the Switch.

= Activates tree 1 and sets the bridge priority, Hello Time, Maximum Age and Forward Values for this

RSTP configuration.

= Activates MRSTP for ports 1-5 and sets path cost on these ports to 127.

= Adds ports 1-5 to tree index 1.

sysname(config)# spanning-tree mode mrstp

sysname(config)# mrstp 1

syshame(config)# mrstp 1 priority 16384
sysname(config)# mrstp 1 hello-time 2 maximum-age 15 forward-delay 30

sysname(config)# mrstp interface 1-5

sysname(config)# mrstp interface 1-5 path-cost 127
sysname(config)# mrstp interface 1-5 tree-index 1
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In this example, we enable MRSTP on ports 21-24. Port 24 is connected to the host while ports 21-23 are
connected to another switch.

sysname(config)# configure

sysname(config)# spanning-tree mode MRSTP
sysname(config)# mrstp 1

sysname(config)# mrstp interface 21-24
sysname(config)# no mrstp interface 21-23 edge-port
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MSTP Commands

Use these commands to configure Multiple Spanning Tree Protocol (MSTP) as defined in IEEE 802.1s.

57.1 Command Summary

The following section lists the commands for this feature.

Table 150 mstp Command Summary

COMMAND DESCRIPTION M | P
show mstp Displays MSTP configuration for the Switch. E |3
spanning-tree mode Specifies the STP mode you want to implementonthe | C | 13
<RSTP|MRSTP |MSTP> Switch.

mstp Activates MSTP on the Switch. C |13
no mstp Disables MSTP on the Switch. C |13
mstp configuration-name <name> Sets a name for an MSTP region. C |13

name: 1-32 printable characters

mstp revision <0-65535> Sets the revision number for this MST Region C |13
configuration.
mstp hello-time <1-10> maximum-age Sets Hello Time, Maximum Age and Forward Delay. C |13

<6-40> forward-delay <4-30> hello-time: The time interval in seconds between

BPDU (Bridge Protocol Data Units) configuration
message generations by the root switch.

maximum-age: The maximum time (in seconds) the
Switch can wait without receiving a BPDU before
attempting to reconfigure.

forward-delay: The maximum time (in seconds) the
Switch will wait before changing states.

mstp max-hop <1-255> Sets the maximum hop value before BPDUs are C |13
discarded in the MST Region.

mstp interface port-channel <port- Sets the specified ports as edge ports. This allows the | C | 13

list> edge-port port to transition to a forwarding state immediately

without having to go through the listening and
learning states.

Note: An edge port becomes a non-edge port
as soon as it receives a Bridge Protocol
Data Units (BPDU).

no mstp interface port-channel Sets the listed ports as non-edge ports. C |13
<port-list> edge-port
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P Commands

Table 150 mstp Command Summary (continued)

port-channel <port-list> priority
<0-255>

which port should be disabled when more than one
port forms a loop in a Switch. Ports with a higher
priority numeric value are disabled first.

COMMAND DESCRIPTION M |P
mstp interface port-channel <port- Enables root guard on the specified port in order to C |13
list> rootguard prevent the switch(es) attached to the port from

becoming the root bridge.
no mstp interface port-channel Disables root guard on a port. C |13
<port-list> rootguard

Table 151 mstp instance Command Summary

COMMAND DESCRIPTION M | P
show mstp instance <number> Displays the specified MSTP instance configuration. E |3
no mstp instance <number> Disables the specified MSTP instance on the Switch. C |13
mstp instance <number> priority <0- | Specifies the bridge priority of the instance. C |13
61440>

priority: Must be a multiple of 4096.
mstp instance <number> vlan <vlan- | Specifies the VLANs that belongs to the instance. C |13
list>
no mstp instance <number> vlan <1- Disables the assignment of specific VLANs from an C |13
4094> MST instance.
mstp Instance <number> interface Specifies the ports you want to participate in this MST | C | 13
port-channel <port-list> instance.
no mstp instance <number> interface | Disablesthe assignment of specific ports froman MST | C | 13
port-channel <port-list> instance.
mstp Instance <number> interface Specifies the cost of transmitting a frame to a LAN C |13
port-channel <port-list> path-cost | throughthe port(s). Itisrecommended you assign it
<1-65535> according to the speed of the bridge.
mstp Instance <number> interface Sets the priority for the specified ports. Priority decides | C | 13
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57.2 Command Examples

This example shows the current MSTP configuration.

sysname# show mstp

(a)BridgeMaxAge: 20 (seconds)
(b)BridgeHelloTime: 2 (seconds)
(c)BridgeForwardDelay: 15 (seconds)
(d)BridgeMaxHops: 128
(e)TransmissionLimit: 3
(F)ForceVersion: 3
(gMST Configuration ID

Format Selector: 0

Configuration Name: 001349aefb7a

Reveision Number: 0

Configuration Digest: 0OxAC36177F50283CD4B83821D8AB26DE62

msti vlans mapped

0] 1-4094

The following table describes the labels in this screen.

Table 152 show mstp

LABEL DESCRIPTION

BridgeMaxAge This field displays the maximum time (in seconds) the Switch can wait without receiving
a configuration message before attempting to reconfigure.

BridgeHelloTime This field displays the time interval (in seconds) at which the Switch transmits a
configuration message.

BridgeForwardDelay This field displays the time (in seconds) the Switch will wait before changing states (that
is, listening to learning to forwarding).

BridgeMaxHops This field displays the number of hops (in seconds) in an MSTP region before the BPDU is
discarded and the port information is aged.

TransmissionLimit This field displays the maximum number of BPDUs that can be transmitted in the interval
specified by BridgeHelloTime.

ForceVersion This field indicates whether BPDUs are RSTP (a value less than 3) or MSTP (a value
greater than or equal to 3).

MST Configuration ID

Format Selector This field displays zero, which indicates the use of the fields below.
Configuration Name This field displays the configuration name for this MST region.

Revision Number This field displays the revision number for this MST region.

Configuration Digest A configuration digest is generated from the VLAN-MSTI mapping information.

This field displays the 16-octet signature that is included in an MSTP BPDU. This field
displays the digest when MSTP is activated on the system.

msti This field displays the MSTI ID.

vlans mapped This field displays which VLANs are mapped to an MSTI.
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This example shows the current CIST configuration (MSTP instance 0).

sysname# show mstp instance 0O

Bridge Info: MSTID: O
(a)BridgelD: 8000-001349aefb7a
(b)TimeSinceTopoChange: 756003
(c)TopoChangeCount: 0
(d)TopoChange: 0
(e)DesignatedRoot: 8000-001349aefb7a
(F)RootPathCost: 0
(g)RootPort: 0x0000
(h)RootMaxAge: 20 (seconds)
(i)RootHelloTime: 2 (seconds)
(J)RootForwardDelay: 15 (seconds)
(k)BridgeMaxAge: 20 (seconds)
(D)BridgeHelloTime: 2 (seconds)
(m)BridgeForwardDelay: 15 (seconds)
(n)ForceVersion: mstp
(o)TransmissionLimit: 3
(p)CIST_RRootID: 8000-001349aefb7a
(g)CIST_RRootPathCost: 0

The following table describes the labels in this screen.

Table 153 show mstp instance

LABEL DESCRIPTION
MSTID This field displays the MSTI ID.
BridgelD This field displays the unique identifier for this bridge, consisting of bridge priority plus

MAC address.

TimeSinceTopoChange

This field displays the time since the spanning tree was last reconfigured.

TopoChangeCount This field displays the number of times the spanning tree has been reconfigured.
TopoChange This field indicates whether or not the current topology is stable.
0: The current topology is stable.
1: The current topology is changing.
DesignatedRoot This field displays the unique identifier for the root bridge, consisting of bridge priority
plus MAC address.
RootPathCost This field displays the path cost from the root port on this Switch to the root switch.
RootPort This field displays the priority and number of the port on the Switch through which this
Switch must communicate with the root of the Spanning Tree.
RootMaxAge This field displays the maximum time (in seconds) the root switch can wait without

receiving a configuration message before attempting to reconfigure.

RootHelloTime

This field displays the time interval (in seconds) at which the root switch transmits a
configuration message.

RootForwardDelay

This field displays the time (in seconds) the root switch will wait before changing states
(that is, listening to learning to forwarding).

BridgeMaxAge

This field displays the maximum time (in seconds) the Switch can wait without receiving
a configuration message before attempting to reconfigure.

BridgeHelloTime

This field displays the time interval (in seconds) at which the Switch transmits a
configuration message.
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Table 153 show mstp instance (continued)

LABEL DESCRIPTION

BridgeForwardDelay This field displays the time (in seconds) the Switch will wait before changing states (that
is, listening to learning to forwarding).

ForceVersion This field indicates whether BPDUs are RSTP (a value less than 3) or MSTP (a value
greater than or equal to 3).

TransmissionLimit This field displays the maximum number of BPDUs that can be transmitted in the interval
specified by BridgeHelloTime.

CIST_RRootID This field displays the unique identifier for the CIST regional root bridge, consisting of
bridge priority plus MAC address.

CIST_RRootPathCost This field displays the path cost from the root port on this Switch to the CIST regional root
switch.

This example adds the Switch to the MST region MSTRegionNorth. MSTRegionNorth is on revision number
1. In MSTRegionNorth, VLAN 2 is in MST instance 1, and VLAN 3 is in MST instance 2.

sysname# configure

sysname(config)# mstp

sysname(config)# mstp configuration-name MSTRegionNorth
sysname(config)# mstp revision 1

sysname(config)# mstp instance 1 vlan 2
sysname(config)# mstp instance 2 vlan 3
syshame(config)# exit
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Multiple Login Commands

Use these commands to configure multiple administrator logins on the Switch.

58.1 Command Summary

The following section lists the commands for this feature.

Table 154 multi-login Command Summary

COMMAND DESCRIPTION M | P
show multi-login Displays multi-login information. E |3
multi-login Enables multi-login. C |14
no multi-login Disables another administrator from logging into Telnetor | C | 14
SSH.
58.2 Command Examples
This example shows the current administrator logins.
syshame# show multi-login
[session info ("*" denotes your session)]
index session remote ip
1 telnet-d 172.16.5.15
* 2 telnet-d 172.16.5.15
The following table describes the labels in this screen.
Table 155 show multi-login
LABEL DESCRIPTION
index This field displays a sequential number for this entry. If there is an asterisk (*) next to the
index number, this entry is your session.
session This field displays the service the administrator used to log in.
remote ip This field displays the IP address of the administrator’s computer.
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CHAPTER 59

Use these commands to configure Multicast VLAN Registration (MVR).

59.1 Command Summary

The following section lists the commands for this feature.

Table 156 mvr Command Summary

the Switch.

COMMAND DESCRIPTION M |P
show mvr Shows the MVR status. E |3
show mvr <vlan-id> Shows the detailed MVR status and MVR group 3
configuration for a VLAN.
mvr <vlan-id> Enters config-mvr mode for the specified MVR (multicast C |13
VLAN registration). Creates the MVR, if necessary.
8021p-priority <0-7> Sets the IEEE 802.1p priority of outgoing MVR packets. C |13
inactive Disables these MVR settings. C |13
no inactive Enables these MVR settings. C |13
mode <dynamic|compatible> Sets the MVR mode (dynamic or compatible). C |13
name <name> Sets the MVR name for identification purposes. C |13
name: 1-32 English keyboard characters
receiver-port <port-list> Sets the receiver port(s).An MVR receiver port can only C |13
receive multicast traffic in a multicast VLAN.
no receiver-port <port-list> | Disables the receiver port(s).An MVR receiver portcanonly | C | 13
receive multicast traffic in a multicast VLAN.
source-port <port-list> Sets the source port(s).An MVR source portcansendand |C |13
receive multicast traffic in a multicast VLAN.
no source-port <port-list> Disables the source port(s).An MVR source port can send C |13
and receive multicast traffic in a multicast VLAN.
tagged <port-list> Sets the port(s) to tag VLAN tags. C |13
no tagged <port-list> Sets the port(s) to untag VLAN tags. C |13
group <name> start-address Sets the multicast group range for the MVR. C |13
<ip> end-address <ip> name: 1-32 English keyboard characters
no group Disables all MVR group settings. C |13
no group <name-str> Disables the specified MVR group setting. C |13
no mvr <vlan-id> Removes an MVR configuration of the specified VLAN from | C | 13
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59.2 Command Examples

This example configures MVR in the following ways:

1 Enters MVR mode. This creates a multicast VLAN with the name multivlan and the VLAN ID of 3.
2 Specifies source ports 2, 3, 5 for the multicast group.

3 Specifies receiver ports 6-8 for the multicast group.

4  Specifies dynamic mode for the multicast group.

5 Configures MVR multicast group addresses 224.0.0.1 through 224.0.0.255 by the name of ipgroup.

6 Exits MVR mode.

sysname(config)# mvr 3

sysname(config-mvr)# name multivlan

sysname(config-mvr)# source-port 2,3,5

sysname(config-mvr)# receiver-port 6-8

sysname(config-mvr)# mode dynamic

sysname(config-mvr)# group ipgroup start-address 224.0.0.1 end-address
--> 224.0.0.255

sysnhame(config-mvr)# exit
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CHAPTER 60
NLB Commands

Use these commands to configure NLB (Network Load Balancing) traffic distribution settings on the
Switch.

60.1 NLB Overview

The Switch supports NLB (Network Load Balancing) traffic distribution. The Switch will copy and forward
the incoming traffic to a cluster(s). Each server in a cluster tackles a separate copy of traffic.

Figure 8 NLB Traffic Distribution

The Switch only supports up to 2 clusters for NLB traffic distribution.

Note: NLB settings are configured on the servers.

NLB

Network Load Balancing (NLB) is a feature developed by Microsoft. NLB enhances the performance
reliability for critical applications by sharing traffic with multiple servers in a cluster using TCP/IP protocol.
Each server of a cluster tackles a copy of a traffic. You can create a cluster by grouping up to 32 servers
together.

If a server in a cluster fails, traffic will be redistributed to the other operating servers. When the server is
back in service, it will join the cluster automatically and share the traffic.
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Unicast Mode

NLB replaces the real MAC addresses of the servers in a cluster with a unicast MAC address. Each server
uses the same unicast MAC address, and a switch can’t map the unicast MAC address to a port. This
forces a switch to flood traffic meant for the cluster to all ports of the switch to make sure the traffic is
forwarded to the right destination.

The servers in a cluster can’t communicate with each other, because they use the same unicast MAC
address.

Multicast Mode

NLB assigns a multicast MAC address to the servers in a cluster. Therefore, each server has two MAC
addresses, the real MAC address and the multicast MAC address.

Create static ARP entries on a switch for the servers, so the switch will only forward traffic to the servers of
the cluster.

The servers in a cluster can communicate with each other, because they keep their real MAC address
and already have their own IP addresses.
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60.2 Command Summary

The following section lists the commands for this feature.

Table 157 NLB Command Summary

COMMAND

DESCRIPTION

nlb mac-forward name <name> mac
<mac> vlan <vlan-id> interface
port-channel <port-list>

Configures to which MAC addresses and ports the Switch
should forward the incoming NLB traffic.

<name>: Enters a descriptive name for identification
purposes for this rule.

<mac>: Enters a multicast or unicast MAC address of a
Cluster.

The last binary bit of the first octet pair in a multicast MAC
address must be 1. For example, the first octet pair
00000001 is 01 and 00000011 is 03 in hexadecimal, so
01:00:5e:00:00:0A and 03:00:5e:00:00:27 are valid multicast
MAC addresses.

The last binary bit of the first octet pair in a unicast MAC
address must be 0. For example, the first octet pair
00000000 is 00 and 00000010 is 02 in hexadecimal, so
00:00:5e:00:00:0A and 02:00:5e:00:00:27 are valid unicast
MAC addresses.

<vlan-id>: Enters the VLAN identification number. If you
don’t have a specific target VLAN, enter 1.

The Switch will forward traffic to ports in this VLAN group.

<port-list>: Enters the port(s) to which you want the
Switch to forward the incoming NLB traffic.

You can enter multiple ports separated by (no space)
comma (,) or hyphen (-). For example, enter “3-5” for ports
3, 4, and 5. Enter “3,5,7” for ports 3, 5, and 7.

13

no nlb mac-forward mac <mac>
vlan <vlan-id>

Removes the specified MAC forwarding rule.

<mac>: Enters a multicast or unicast MAC address of a
Cluster.

<vlan-id>: Enters the VLAN identification number.

13
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Table 157 NLB Command Summary (continued)

COMMAND

DESCRIPTION

nlb arp name <name> ip <ip> mac
<mac>

Maps the IP address to the MAC address of a cluster for
layer-3 forwarding.

<name>: Enters a descriptive name for identification
purposes for this rule.

<ip>: Enters an IPv4 address for a cluster.

<mac>: Enters a multicast or unicast MAC address added
via the nlb mac-forward name <name> mac <mac>
vlan <vlan-id> interface port-channel <port-
list> command.

The last binary bit of the first octet pair in a multicast MAC
address must be 1. For example, the first octet pair
00000001 is 01 and 00000011 is 03 in hexadecimal, so
01:00:5€:00:00:0A and 03:00:5e:00:00:27 are valid multicast
MAC addresses.

The last binary bit of the first octet pair in a unicast MAC
address must be 0. For example, the first octet pair
00000000 is 00 and 00000010 is 02 in hexadecimal, so
00:00:5e:00:00:0A and 02:00:5e:00:00:27 are valid unicast
MAC addresses.

13

no nlb arp ip <ip>

Removes the specified IPv4-to-MAC mapping.

<ip>: Enters an IPv4 address for a cluster.

13

nlb ipv6 neighbor name <name> ip
<ip> mac <mac>

Maps the IP address to the MAC address of a cluster for
layer-3 forwarding.

<name>: Enters a descriptive name for identification
purposes for this rule.

<ip>: Enters an IPv6 address for a cluster.

<mac>: Enters a multicast or unicast MAC address added
via the nlb mac-forward name <name> mac <mac>
vlan <vlan-id> interface port-channel <port-
list>command.

The last binary bit of the first octet pair in a multicast MAC
address must be 1. For example, the first octet pair
00000001 is 01 and 00000011 is 03 in hexadecimal, so
01:00:5e:00:00:0A and 03:00:5e:00:00:27 are valid multicast
MAC addresses.

The last binary bit of the first octet pair in a unicast MAC
address must be 0. For example, the first octet pair
00000000 is 00 and 00000010 is 02 in hexadecimal, so
00:00:5e:00:00:0A and 02:00:5e:00:00:27 are valid unicast
MAC addresses.

13

no nlb ipv6 neighbor ip <ip>

Removes the specified IPv6-to-MAC mapping.

<ip>: Enters an IPv6 address for a cluster.

13
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CHAPTER 61
OSPF Commands

This chapter explains how to use commands to configure the Open Shortest Path First (OSPF) routing
protocol on the Switch.

61.1 OSPF Overview

OSPF (Open Shortest Path First) is a link-state protocol designed to distribute routing information within an
autonomous system (AS). An autonomous system is a collection of networks using a common routing
protocol to exchange routing information.

The Switch uses OSPFv2 for IPv4, and also supports OSPFv3 to work with IPv6. OSPFv2 and OSPFv3 are
quite similar. The OSPF mechanisms and algorithms are not changed but there are two new Link State
Advertisements (LSA) types in OSPFv3. OSPFv2 uses plain text or MD5 authentication, while no
authentication is required for OSPFv3 on the Switch. Their packet format is different, too.

Note: You must purchase the Advance Routing service license and go to myZyxel to activate

it for your Switch in order to use advanced L3 routing features, such as RIPnhg and
OSPFv3 for IPv6. See Chapter 77 on page 290 for more information.

61.2 Command Summary

The following section lists the commands for this feature.

Table 158 OSPF Command Summary

COMMAND DESCRIPTION M | P
show ip ospf database Displays OSPF link state database E |3
information.
show ip ospf interface Displays OSPF interface settings. E |3
show ip ospf neighbor Displays OSPF neighbor information. E |3
show ipv6 ospf database Displays IPv6 OSPF link state database E |3
information.
show ipv6 ospf interface Displays IPv6 OSPF interface settings. E |3
show ipv6 ospf neighbor Displays IPv6 OSPF neighbor information. E |3
show ipv6 ospf redistribute Displays IPv6 OSPF redistribution settings. E |3
show ipv6 ospf route Displays IPv6 OSPF route entries. E |3
show ip protocols Displays the routing protocol the Switch is E |3

using and its administrative distance value.

show router ospf Displays OSPF settings. E |3
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Table 158 OSPF Command Summary (continued)

COMMAND DESCRIPTION M | P
show router ospf area Displays OSPF area settings. E |3
show router ospf network Displays OSPF network (or interface) settings. | E | 3
show router ospf redistribute Displays OSPF redistribution settings. E |3
show router ospf virtual-link Displays OSPF virtual link settings. E |3
interface route-domain <ip-address>/<mask- | Enters the configuration mode for this C |13
bits> routing domain.
ip ospf authentication-key <key> Specifies the authentication key for OSPF. C |13
no ip ospf authentication-key <key> Disables OSPF authentication in this routing | C | 13
domain.
ip ospf authentication-same-aa Sets the same OSPF authentication settings | C | 13
in the routing domain as the associated
area.
ip ospf authentication-same-as-area Sets the same OSPF authentication settings | C | 13
in the routing domain as the associated
area.
no ip ospf authentication-same-aa Sets the routing domain not to use the same | C |13
OSPF authentication settings as the area.
no ip ospf authentication-same-as-area | Setsthe routing domain not to use the same | C |13
OSPF authentication settings as the area.
ip ospf cost <1-65535> Sets the OSPF cost in this routing domain. C |13
no ip ospf cost <1-65535> Resets the OSPF cost in the routing domain | C | 13
to default.
ip ospf retransmit-interval <1-65535> | Setsthe OSPF retransmission interval in this C |13
routing domain.
ip ospf transmit-delay <1-65535> Sets the OSPF transmission delay in this C |13
routing domain.
ip ospf dead-interval <1-65535> Sets the OSPF dead interval in this routing C |13
domain.
ip ospf hello-interval <1-65535> Sets the OSPF hello interval in this routing C |13
domain.
ip ospf message-digest-key <key> Sets the OSPF authentication key in this C |13
routing domain.
no ip ospf message-digest-key <key> Disables the routing domain from using a C |13
security key in OSPF.
ip ospf priority <0-255> Sets the OSPF priority for the interface. C |13
Setting this value to 0 means that this router
will not participate in router elections.
no ip ospf priority <0-255> Resets the OSPF priority for the interface. C |13
interface vlan <vlan-id> Enters the configuration mode for this VLAN | C | 13
interface.
ipv6 ospf cost <1-65535> Sets the IPv6 OSPF cost in this VLAN C |13
interface.
ipv6 ospf dead-interval <1-65535> Sets the IPv6 OSPF dead interval in this VLAN | C | 13
interface.
ipv6 ospf hello-interval <1-65535> Sets the IPv6 OSPF hello interval in this VLAN | C | 13

interface.
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Table 158 OSPF Command Summary (continued)

COMMAND DESCRIPTION M [P

ipv6 ospf instance-id <0-255> OSPFv3 can support multiple instances per C |13
link. Sets the IPv6 OSPF Instance ID to which
the VLAN is assighed. The interface will drop
the packets that contain a different
instance ID number.

ipv6 ospf passive-interface Sets the VLAN interface to be passive. A C |13
passive interface does not send or receive
IPv6 OSPF traffic.

no ipv6 ospf passive-interface Sets the VLAN interface to not be passive. C |13

ipv6 ospf priority <0-255> Sets the IPv6 OSPF priority for the VLAN C |13
interface. Setting this value to 0 means that
this router will not participate in router
elections.

ipv6 ospf retransmit-interval <1- Sets the IPv6 OSPF retransmission interval in C |13

65535> this VLAN interface.

ipv6 ospf transmit-delay <1-65535> Sets the IPv6 OSPF transmission delay in this C |13
IPv6 interface.

router ospf <router-id> Enables and enters the OSPF configuration C |13

mode.

area <area-id> Enables and sets the area ID. C |13

no area <area-id> Removes the specified area. C |13

area <area-id> authentication Enables simple authentication for the area. | C | 13

area <area-id> authentication message- | Enables MD5 authentication for the area. C |13

digest

no area <area-id> authentication Sets the area to use no authentication C |13
(None).

area <area-id> default-cost <0- Sets the cost to the area. C |13

16777215>

no area <area-id> default-cost Sets the area to use the default cost (15). C |13

area <area-id> name <name> Sets a descriptive name for the area for C |13
identification purposes.

area <area-id> stub Enables and sets the area as a stub area. C |13

no area <area-id> stub Disables stub network settings in the area. C |13

area <area-id> stub no-summary Sets the stub area not to send any LSA (Link | C |13
State Advertisement).

no area <area-id> stub no-summary Sets the stub area to send LSAs (Link State C |13
Advertisements).

area <area-id> nssa Enables and sets the area as a not-so-stubby | C | 13
area.

no area <area-id> nssa Disables not-so-stubby network settings in C |13
the area.

area <area-id> nssa no-summary Sets the not-so-stubby area nottosend any | C | 13
LSA (Link State Advertisement).

no area <area-id> nssa no-summary Sets the not-so-stubby area to send LSAs C |13
(Link State Advertisements).

area <area-id> virtual-link <router- Sets the virtual link ID information for the C |13

id>

area.
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Table 158 OSPF Command Summary (continued)

COMMAND DESCRIPTION P
no area <area-id> virtual-link Deletes the virtual link from the area. 13
<router-id>
area <area-id> virtual-link <router- Enables simple authentication and sets the 13
id> authentication-key <key> authentication key for the specified virtual

link in the area.
no area <area-id> virtual-link Resets the authentication settings on this 13
<router-id> authentication-key virtual link.
area <area-id> virtual-link <router- Sets the virtual link to use the same 13
1d> authentication-same-as-area authentication method as the area.
no area <area-id> virtual-link Resets the authentication settings on this 13
<router-id> authentication-same-as- virtual area.
area
area <area-id> virtual-link <router- Enables MD5 authentication and sets the 13
id> message-digest-key <keyid> md5 key ID and key for the virtual link in the area.
<key>
no area <area-id> virtual-link Resets the authentication settings on this 13
<router-id> message-digest-key virtual link.
area <area-id> virtual-link <router- Sets a descriptive name for the virtual link for 13
1d> name <name> identification purposes.
area <area-id> virtual-link <router- Sets the retransmission interval for the virtual 13
id> retransmit-interval <1-65535> link in the area.
area <area-id> virtual-link <router- Sets the transmission delay for the virtual link 13
id> transmit-delay <1-65535> in the area.
area <area-id> virtual-link <router- Sets the dead interval for the virtual link in 13
id> dead-interval <1-65535> the area.
area <area-id> virtual-link <router- Sets the hello interval for the virtual link in the 13
id> hello-interval <1-65535> area.
distance <10-255> When two different routing protocols, such 13

as RIP and OSPF provide multiple routes to

the same destination, the Switch can use

the administrative distance of the route

source to determine which routing protocol

to use and add the route to the routing

table.

Sets the administrative distance (from 10 to

255) that is assigned to the routes learned by

OSPF.

The lower the administrative distance value

is, the more preferable the routing protocol

is. If two routes have the same administrative

distance value, the Switch uses the route

that has the lowest metric value.

Note: You cannot set two routing

protocols to have the same
administrative distance.

exit Leaves the router OSPF configuration mode. 13
network <ip-addr/bits> area <area-id> | Creates an OSPF area. 13
no network <ip-addr/bits> Deletes the OSPF network. 13
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Table 158 OSPF Command Summary (continued)

(Link State Advertisements).

COMMAND DESCRIPTION P
redistribute rip metric-type <1|2> Sets the Switch to learn RIP routing 13
metric <0-16777215> information which will use the specified

metric information.
redistribute rip Sets the Switch to redistribute RIP routing 13
information.
Route redistribution allows your Switch to
import and translate external routes
learned through other routing protocols (RIP
and Static) into the OSPF network
transparently.
no redistribute rip Sets the Switch not to learn RIP routing 13
information.
redistribute static metric-type <1]2> | Setsthe Switch to learn static routing 13
metric <0-16777215> information which will use the specified
metric information.
redistribute static Sets the switch to redistribute static routing 13
information.
Route redistribution allows your Switch to
import and translate external routes
learned through other routing protocols (RIP
and Static) into the OSPF network
transparently.
no redistribute static Sets the Switch not to learn static routing 13
information.
passive-iface <ip-addr/bits> Sets the interface to be passive. A passive 13
interface does not send or receive OSPF
traffic.
no passive-iface <ip-addr/bits> Sets the interface to not be passive. 13
summary-address <ip-address> <mask> Sets a summary address which is a network 13
IP address used to cover more than one
network routing entry in order to reduce the
routing table size.
no summary-address <ip-address> <mask> | Removes a summary address. 13
show router ospf summary-address Displays all summary addresses on the 3
Switch.
ipv6 router ospf <router-id> Enables and enters the IPv6 OSPF 13
configuration mode.
area <area-id> Enables and sets the area ID. 13
no area <area-id> Removes the specified area. 13
area <area-id> default-cost <0- Sets the cost to the area. 13
16777215>
no area <area-id> default-cost Sets the area to use the default cost (15). 13
area <area-id> nssa Enables and sets the area as a not-so-stubby 13
area.
no area <area-id> nssa Disables not-so-stubby network settings in 13
the area.
area <area-id> nssa no-summary Sets the not-so-stubby area not to send any 13
LSA (Link State Advertisement).
no area <area-id> nssa no-summary Sets the not-so-stubby area to send LSAs 13
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Table 158 OSPF Command Summary (continued)

COMMAND DESCRIPTION M [P
area <area-id> stub Enables and sets the area as a stub area. C |13
no area <area-id> stub Disables stub network settings in the area. C |13
area <area-id> stub no-summary Sets the stub area not to send any LSA (Link | C |13

State Advertisement).
no area <area-id> stub no-summary Sets the stub area to send LSAs (Link State C |13

Advertisements).
area <area-id> virtual-link <router- Sets the virtual link ID information for the C |13
id> area.
no area <area-id> virtual-link Deletes the virtual link from the area. C |13
<router-id>
area <area-id> virtual-link <router- Sets the dead interval for the virtual link in C |13
id> dead-interval <1-65535> the area.
area <area-id> virtual-link <router- Sets the hello interval for the virtual link in the | C | 13
id> hello-interval <1-65535> area.
area <area-id> virtual-link <router- Sets the retransmission interval for the virtual | C | 13
id> retransmit-interval <1-65535> link in the area.
area <area-id> virtual-link <router- Sets the transmission delay for the virtual link | C | 13
id> transmit-delay <1-65535> in the area.
distance <10-255> When two different routing protocols, such C |13

as RIP and OSPF provide multiple routes to

the same destination, the Switch can use

the administrative distance of the route

source to determine which routing protocol

to use and add the route to the routing

table.

Sets the administrative distance (from 10 to

255) that is assigned to the routes learned by

OSPF.

The lower the administrative distance value

is, the more preferable the routing protocol

is. If two routes have the same administrative

distance value, the Switch uses the route

that has the lowest metric value.

Note: You cannot set two routing

protocols to have the same
administrative distance.

interface <interface-type> <interface- | Setsthe area ID of an area to associate a C |13
number> area <area-id> specific VLAN interface with that area.
no interface <interface-type> Removes the specified IPv6 VLAN interface. | C | 13
<interface-number>
redistribute rip Sets the Switch to redistribute RIP routing C |13

information.

Route redistribution allows your Switch to

import and translate external routes

learned through other routing protocols (RIP

and Static) into the OSPF network

transparently.
no redistribute rip Sets the Switch not to learn RIP routing C |13

information.
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Table 158 OSPF Command Summary (continued)

COMMAND DESCRIPTION M [P
redistribute rip metric-type <1|2> Sets the Switch to learn RIP routing C |13
metric <0-16777215> information which will use the specified

metric information.
redistribute static Sets the switch to redistribute static routing C |13
information.

Route redistribution allows your Switch to
import and translate external routes
learned through other routing protocols (RIP
and Static) into the OSPF network
transparently.

no redistribute static Sets the Switch not to learn static routing C |13
information.
redistribute static metric-type <1]2> | Setsthe Switch to learn static routing C |13
metric <0-16777215> information which will use the specified
metric information.
no router ospf Disables OSPF on the Switch. C |13
no ipv6 router ospf Disables OSPFv3 for IPv6 on the Switch. C |13

61.3 Command Examples

In this example, the Switch (A) is an Area Border Router (ABR) in an OSPF network.

Figure 9 OSPF Network Example
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This example enables OSPF on the Switch, sets the router ID to 172.16.1.1, configures an OSPF area ID as
0.0.0.0 (backbone) and enables simple authentication.

sysname(config)# router ospf 172.16.1.1
sysname(config-ospf)# area 0.0.0.0
sysname(config-ospf)# area 0.0.0.0 authentication
sysname(config-ospf)# area 0.0.0.0 name backbone
sysname(config-ospf)# network 172.16.1.1/24 area 0.0.0.0
sysname# show router ospf area
index:1 active:Y name:backbone
area-id:0.0.0.0 auth:SIMPLE
stub-active:N stub-no-sum:N default-cost:15
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This example configures an OSPF interface for the 172.16.1.1/24 network and specifies to use simple
authentication with the key 1234abcd. The priority for the Switch is also set to 1, as this router should
participate in router elections.

sysname(config)# interface route-domain 172.16.1.1/24
sysname(config-1f)# ip ospf authentication-key abcd1234
sysname(config-if)# ip ospf priority 1
sysname# show ip ospf interface
swif2 is up, line protocol is up
Internet Address 172.16.1.1/24, Area 0.0.0.0
Router 1D 172.16.1.1, Network Type BROADCAST, Cost: 15
Transmit Delay is 1 sec, State Waiting, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04
Neighbor Count is 0, Adjacent neighbor count is 0O

In this example, the Switch (Z) is a redistributor between a RIP network and an OSPF network. It
summarizes 4 routing entries 192.168.8.0/24 ~ 192.168.11.0/24 (learned from RIP router A) into 192.168.8.0/

22 and then sends it to OSPF router B.

Figure 10 OSPF Redistribution Summary Address Example
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This example shows you how to enable the redistribution for RIP protocol and then show all redistribution
entries.

sysname# config

sysname(config)# router ospf 172.16.1.1

sysname(config-ospf)# redistribute rip metric-type 1 metric 123
sysname(config-ospf)# exit

sysname(config)# exit

sysname# show ip ospf database

OSPF Router with ID (172.16.1.1)
(Omit not external part °K)

AS External Link States

Link ID ADV Router Age Seq# CkSum Route

192.168.8.0 192.168.2.2 618 0x80000001 0x02f6 E1 192.168.8.0/24
192.168.9.0 192.168.2.2 618 0x80000001 Oxf601 E1 192.168.9.0/24
192.168.10.0 192.168.2.2 618 0x80000001 OxebOb E1 192.168.10.0/24
192.168.11.0 192.168.2.2 618 0x80000001 Oxe015 E1 192.168.11.0/24

From the example above, the third octet of all the four network IP addresses is 00001000, 00001001,
00001010, 000001011 respectively. The first 4 digits (000010) are the common part among these IP
addresses. So 192.168.8.0/22 can be used to represent all of the 4 networks. The following example
shows you how to configure the OSPF summary address and then show all redistribution entries.

syshame# config

sysname(config)# router ospf 172.16.1.1

sysname(config-ospf)# summary-address 192.168.8.0 255.255.252.0
sysname(config-ospf))# exit

sysname(config)# exit

sysname# show ip ospf database

OSPF Router with ID (172.16.1.1)
(Omit not external part °K)
AS External Link States

Link ID ADV Router Age Seq# CkSum Route
192.168.8.0 192.168.2.2 6 0x80000001 Oxf209 E1 192.168.8.0/22
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Password Commands

Use these commands to configure passwords for specific privilege levels on the Switch.

62.1 Password Encryption

Password encryption provides service providers a means to securely enter administrator and login
passwords. By default, passwords are sent in plain text. Plain text passwords are also stored temporarily in
the Switch’s spt and temp buffers. By enabling password encryption, you can hide these plain text
passwords in transit as well as in the device buffers.

62.2 Command Summary

The following section lists the commands for this feature.

Table 159 password Command Summary

COMMAND DESCRIPTION M [P

admin-password <pw-string> Changes the administrator password. C |14

<confirm-string> _ )
9 pw-string: 1-32 alphanumeric characters

confirm-string: 1-32 alphanumeric characters

admin-password [cipher] <pw- Changes the administrator password. C |14

ing>
string cipher: inform the Switch that the string after the word

"cipher" is an encrypted secret. This is used in password
encryption. To encrypt the password, use the password
encryption command.

pw-string: 32 alphanumeric characters

password [cipher] <pw-string> Changes the password for the highest privilege level or, Cc |14
[privilege <0-14>] optionally, the specified privilege.

cipher: inform the Switch that the string after the word
"cipher" is an encrypted secret. This is used in password

encryption. To encrypt the password, use the password
encryption command.

password: 32 alphanumeric characters

no password privilege <0-14> Clears the password for the specified privilege level and C |14
prevents users from entering the specified privilege level.

password encryption Encrypts all passwords configured on the Switch. The C |14
encrypted secret will be preceded by the word "cipher" in
the configuration file (called running-config)."

no password encryption Disables password encryption. The encrypted password C |14
will not be changed back to plain text.
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62.3 Command Examples

See Section 2.1.3.2 on page 14.
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CHAPTER 63
PoE Commands

Use these commands to configure Power over Ethernet (PoE). These are applicable for POE models only.

63.1 Command Summary

The following section lists the commands for this feature.

Table 160 pwr Command Summary

COMMAND DESCRIPTION M | P

0

interface port-channel <port-list> Enters config-interface mode for the specified port(s). 13

extend-range Sets the port(s) to extend the PoE range up to 250 C |13
meters.

After you enable this feature, the port will transfer
data at a rate up to10 Mbps in full duplex mode. If a
PD is connected to the port, the Switch follows the
IEEE 802.3at PoE+ standard to supply power to the
connected PD during power-up.

Note: Maximum PoE power that can be
supplied to a PD at 250 mis 15 W.

Note: If you enable extended range on a port
after the connected PD starts up
completely, you must disable PoE and
enable it again or disconnect and
reconnect the cable to the port for
extended mode to take effect.

Note: The port speed and duplex mode you
previously configured will be applied
automatically when the extend range
feature is disabled.

no extend-range Sets the port(s) to not extend the PoE range. 13

pwr auto-pd-recovery Turns on auto PD recovery on the Switch. 13

no pwr auto-pd-recovery Turns off auto PD recovery on the Switch. 13

Olo|l ol o

pwr continuous-poe Enables this function to guarantee continuous power 13
supply to the connected PDs when you restart the
Switch (warm reboot) without physically turning the
power off. The Switch will NOT perform a power cycle

on the connected PDs.

If you do a cold reboot, the Switch also restarts the
connected PDs.

no pwr continuous-poe Disables continuous PoE on the Switch. C |13
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Table 160 pwr Command Summary (continued)

COMMAND DESCRIPTION P
pwr interface <port-list> Enables PoE (Power over Ethernet) on the specified 13

port(s).
no pwr interface <port-list> Disables PoE (Power over Ethernet) on the specified 13

port(s).
pwr interface <port-list> auto-pd- | Turnson auto PD recovery on the specified port(s). 13
recovery
no pwr interface <port-list> auto- Turns off auto PD recovery on the specified port(s). 13
pd-recovery
pwr interface <port-list> auto-pd- | Setthe action to take when the connected PD has 13
recovery action <reboot- stopped responding.
alarmjalarm> reboot-alarm: to have the Switch turn OFF the

power of the connected PD and turn it back ON

again to restart the PD after sending an SNMP trap

and generating a log message.

alarm: to have the Switch send an SNMP trap and

generate a log message.
pwr interface <port-list> auto-pd- | Setswhetherthe Switch uses LLDP or ping to check 13
recovery mode <lldp|ping <ip> current status of a connected PD.
Lpoll !ng—lnterval <10-300>] 11dp: to have the Switch passively monitor current
[polling-count <2-5>]> status of the connected PD by reading LLDP packets

from the PD on the specified port(s).

ping: to have the Switch ping the IP address of the

connected PD to test whether the PD is reachable or

not.
pwr interface <port-list> auto-pd- Sets how many times the Switch attempts to restart 13
recovery pd-reboot-count <1-5> the PD on the specified port(s).
pwr interface <port-list> auto-pd- | Setsthe number of seconds the Switch waits before 13
recovery resume-polling-interval monitoring the PD status again after it restarts the PD
<60-800> on the specified port(s).
pwr interface <port-list> auto-pd- | Setsthe number of seconds the Switch waits before 13
recovery resume-power-interval <50- supplying power to the connected PD again after it
120> restarts the PD on the specified port(s).
pwr interface <port-list>max-power Sets the maximum amount of power the PD could use 13
<1000-33000> from the Switch on the specified port(s).

Note: The user-configured maximum power

setting will not take effect when the
power-up mode is set to 802.3bt.

no pwr interface <port-list> max- Removes the maximum power settings for the 13

power

specified port(s). The PD(s) that is connected to the
port(s) then can use power up to the Switch’s total
power budget.
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Table 160 pwr Command Summary (continued)

COMMAND

DESCRIPTION

pwr interface <port-list> power-up
<802.3af| legacy|pre-
802.3at]|802.3at]802.3bt>

Sets how the Switch provides power to a connected
PD at power-up.

802 . 3af: the Switch follows the IEEE 802.3af Power
over Ethernet standard to supply power to the
connected PDs during power-up.

legacy: the Switch can provide power to the
connected PDs that require high inrush currents at
power-up. Inrush current is the maximum,
instantaneous input current drawn by the PD when
first turned on.

pre-802. 3at: the Switch initially offers power on the
port according to the IEEE 802.3af standard, and then
switches to support the [EEE 802.3at standard within 75
milliseconds after a PD is connected to the port.
Select this option if the Switch is performing 2-event
Layer-1 classification (POE+ hardware classification) or
the connected PD is NOT performing Layer 2 power
classification using Link Layer Discovery Protocol
(LLDP).

802 . 3at: the Switch supports the IEEE 802.3at High
Power over Ethernet standard and can supply power
of up to 30W per Ethernet port. IEEE 802.3at is also
known as PoE+ or POE Plus. An IEEE 802.3at
compatible device is referred to as Type 2. Power
Class 4 (High Power) can only be used by Type 2
devices. If the connected PD requires a Class 4
current when it is turned on, it will be powered up in
this mode.

802 .3bt: the Switch supports the IEEE 802.3bt
standard and can supply power of up to 60W per
Ethernet port to the connected PDs at power-up.

13

pwr interface <port-list> priority
<critical |high]low>

Sets the PD priority on a port to allow the Switch to
allocate power to higher priority ports when the
remaining power is less than the consumed power.

critical >high>low

Note: Available for non-full power models only.

13

pwr interface <port-list> time-
range <name>

Specifies a pre-defined schedule to control when the
Switch enables PoE to provide power on the specified
port(s).

13

no pwr interface <port-list> time-
range

Removes all the applied schedule(s) from the
specified port(s).

13

no pwr interface <port-list> time-
range <name>

Removes a specific schedule from the specified
port(s).

13
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Table 160 pwr Command Summary (continued)

COMMAND

DESCRIPTION

pwr interface <port-list> wide-
range

Enables this function to let the Switch have a wider
detection range for the PDs on the specified port(s).

The Switch detects whether a connected device is a
powered device or not before supplying power to the
port. For the PD detection, the Switch applies a fixed
voltage to the device and then receives returned
current. If the returned current is within the [EEE
802.3af/at standard range, the device will be
considered as a valid PD by the Switch.

However, in real cases, environmental interferences
might easily cause the returned current to be out of
the standard range.

13

no pwr interface <port-list> wide-
range

Disables wide range detection on the specified
port(s).

13

pwr mibtrap

Enables PoE MIB traps on the Switch. Traps are
initiated when the usage reaches the limit set by the
pwr usagethreshold command

13

no pwr mibtrap

Disables POE MIB traps on the Switch.

13

pwr mode
<classification]consumption>

Sets the power management mode.

« Classification - Reserve the maximum power to
each PD according to the PD’s power class and
priority level.

= Consumption - Supply the actual power that the
PD needs. The Switch also allocates power based
on a port’s maximum power and the PD’s power
class and priority level.

13

pwr usagethreshold <1-99>

Sets the percentage of power usage which initiates
MIB traps.

13

show poe-status

This command is available for POE models only.

Displays information about Power over Ethernet (PoOE)
availability and usage.

show pwr

Displays information about port power consumption
and Power over Ethernet (PoE). Only available on
models with the PoE feature.

show pwr time-range

Displays the name of the applied schedule and
whether or not the port(s) currently receives power
from the Switch according to its schedule.

« |tshows “In” if POE is currently enabled on the port.

* |tshows “Out” if POE is currently disabled on the
port.

« |tshows “-” if no schedule is applied to the port.
PoE is enabled by default.

show pwr time-range interface
<port-list>

Displays the name of the schedule applied to the
specified port(s) and the current POE state.
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63.2 Command Examples

This example enables Power over Ethernet (POE) on ports 1-4 and enables traps when the power usage
reaches 25%.

sysname# configure

sysname(config)# pwr interface 1-4
sysname(config)# pwr usagethreshold 25
sysnhame(config)# pwr mibtrap
sysname(config)# exit

This example sets the maximum amount of power allowed for port 2 to 7500 mW.

sysname# configure
sysname(config)# pwr interface 2 max-power 7500
sysname(config)# exit

This example creates a schedule (named Work), applies the pre-defined schedule to port 1 and displays
the port’s current POE state.

sysname# configure
sysname(config)# time-range Work periodic weekdays 08:00 to 20:00
sysname(config)# pwr interface 1 time-range Work
sysname(config)# exit
sysname# show pwr time-range interface
sysname# show pwr time-range interface 1

Port TimeRange State

1 Work Out

sysname# exit

This example enables auto PD discovery on the Switch and ports 1 to 3.

sysname# configure

sysname(config)# pwr auto-pd-recovery
sysname(config)# pwr interface 1-3 auto-pd-recovery
sysname# exit
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This example shows the current status and configuration of Power over Ethernet.

sysname# sh pwr

PoE Mode : Classification mode
Continuous PoE : enable

Total Power:60.0(W)
Usage:10(%)

Consuming Power:6.9(W)
Allocated Power:30.0 (W)
Remaining Power:30.0(W)

Averaged Junction Temperature: 42 (c), 107 (f).

Port State PD Class Priority Power-Up Wide Range Consumption (mW) Ma
xPower (mW)

1 Enable on 4 Low 802.3bt Enable 6900

30000

2 Enable Off 0 Low 802.3bt Enable 0
0

3 Enable Off 0 Low 802.3at Enable 0
0

4 Enable OfF 0 Low 802.3at Enable 0
0

5 Enable Off 0 Low 802.3at Enable 0
0

The following table describes the labels in this screen.

Table 161 show pwr

LABEL DESCRIPTION

PoE Mode This field displays the power management mode used by the Switch, whether it is in
Classification or Consumption mode.

Continuous PoE This field displays whether continuous PoE is enabled on the Switch.

Total Power This field displays the total power the Switch can provide to PoE-enabled devices.

Usage This field displays the percentage of POE Power consumption.

Consuming Power This field displays the amount of power the Switch is currently supplying to the PoE-

enabled devices.

Allocated Power This field displays the total amount of power the Switch has reserved for PoE after
negotiating with the PoOE device(s).

Note: If the management mode is set to Consumption, this field shows NA.

Remaining Power This field displays the amount of power the Switch can still provide for PoE.

Note: The Switch must have at least 16 W of remaining power in order to
supply power to a PoE device, even if the POE device requested less

than 16 W.
Averaged Junction This field displays the internal temperature of the PoE chipset.
Temperature
Port This field displays the port number.
State This field indicates whether or not PoE is enabled on this port.
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Table 161 show pwr (continued)

LABEL DESCRIPTION
PD This field indicates whether or not a powered device (PD) is allowed to receive power
from the Switch on this port.
Class This field displays the power classification of the PD. Each PD has a specified maximum
power that fall under one of the classes.
The Class is a number from 0 to 6, where each value represents the range of power
that the Switch provides to the PD. The power ranges in POE standards are as follows.
= Class 0 - default: 0.44 W to 15.4 W.
e Class1-default: 0.44 Wto 4 W.
e Class2-default: 0.44 Wto 7 W.
e Class 3 - default: 0.44 W to 15.4 W.
= Class 4 - default: 0.44 W to 30 W.
e Class5 - default: 0.44 W to 45 W.
= Class 6 - default: 0.44 W to 60 W.
Note: You can extend or set a limit on the maximum power the connected
PD can use on a port using the pwr interface <port-list> max-
power <1000-33000> command.
The user-configured maximum power setting will not take effect when
the power-up mode is set to 802.3bt.
When the power-up mode is NOT 802.3bt and the Switch is in
consumption mode, the default maximum power that can be
delivered to the PD is 33 W (IEEE 802.3at Class 4) or 22 W (IEEE 802.3af
Classes 0 to 3).
Priority When the total power requested by the PDs exceeds the total POE power budget on
the Switch, the Switch uses the PD priority to provide power to ports with higher priority.
Power-Up This field displays the PoE standard the Switch uses to provide power on this port.
Wide Range This field displays whether wide range detection is enabled on the Switch.

Consumption (mW)

This field displays the amount of power the Switch is currently supplying to the PoE-
enabled devices connected to this port.

MaxPower(mWw)

This field displays the maximum amount of power the Switch can supply to the PoE-
enabled devices connected to this port.
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Policy Commands

Use these commands to configure policies based on the classification of traffic flows. A classifier
distinguishes traffic into flows based on the configured criteria. A policy rule defines the treatment of a

traffic flow.

Note: Configure classifiers before you configure policies. See Chapter 15 on page 60 for more
information on classifiers.

64.1 Command Summary

The following section lists the commands for this feature.

Table 162 policy Command Summary
COMMAND DESCRIPTION M [P

Displays all policy related information. E |3

show policy
show policy <name> Displays the specified policy related information. E |3
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Table 162 policy Command Summary

COMMAND

DESCRIPTION

policy <name> classifier
<classifier-list> <[vlan <vlan-
id>][egress-port <port-
num>][priority <0-7>][dscp <0-
63>][tos <0-7>][bandwidth
<bandwidth>][egress-port <port-
list>][outgoing-packet-format
<tagged]untagged>] [out-of-
profile-dscp <0-63>][forward-
action
<drop|forward]egressmask>] [
priority-action <[prio-set]set-
prio-as-inner-prio |prio-
replace-tos] [queue-action
<prio-set|prio-queue|prio-
replace-tos>][diffserv-action
<diff-set-tos|diff-replace-
priority|diff-set-
dscp>][outgoing-
mirror][outgoing-
eport][outgoing-non-unicast-
eport][outgoing-set-
vlan][metering][out-of-profile-
action <[change-dscp][drop][
forward] [set-drop-
precedence]>][inactive]>

Configures a policy with the specified name.

name: 32 alphanumeric characters

Specifies which classifiers this policy applies to.

classifier-list: names of classifiers separated by
commas.

Specifies the parameters related to the actions:
egress-port: an outbound port number
priority: [EEE 802.1p priority field

bandwidth: bandwidth limit in Kbps, actions can be
assigned to packets which exceed the bandwidth limit
(out-or-profile).

out-of-profile-dscp: sets a DSCP number, if you want
to replace or remark the DSCP number for out-of-profile
traffic.

Specifies the actions for this policy:

= priority-action: tells the Switch to:

- replace the packet’s |[EEE 802.1p priority field with the
priority you specified in the priority parameter
(prio-set)

- replace the packet’s [EEE 802.1p priority field with the
existing customer priority level carried in the frames
(set-prio-as-inner-prio)

- replace the I[EEE 802.1p priority field with the tos
parameter value (prio-replace-tos).

= queue-action: tells the Switch to:

- set the IEEE 802.1p priority you specified in the
priority parameter (prio-set)

- sends the packet to priority queue (prio-queue)
- replace the I[EEE 802.1p priority field with the tos
parameter value (prio-replace-tos).

= diffserv-action - chooses whether you want to set
the ToS field with the value you specified for the tos
parameter (di Ff-set-tos), replaces the IP ToS with
IEEE 802.1p priority value (diff-replace-priority)or
sets the DSCP field with the dscp parameter value
(diff-set-dscp)

e outgoing-mirror - sends the packet to the mirror
port.

= outgoing-eport -sendsthe packet to the egress
port.

= outgoing-non-unicast-eport - sends the
broadcast, dIf or multicast packets (marked for
dropping or to be sent to the CPU) to the egress port.

= metering - enables bandwidth limitations on the traffic
flows.

= out-of-profile-action - specifies the actions to
take for packets that exceed the bandwidth
limitations:

- replaces the DSCP field with the value in the out-of-
profile-dscp parameter (change-dscp).

- discards the out of profile packets (drop).

- queues the packets that are marked for dropping
(forward).

- marks the out of profile traffic and drops it when
network is congested (set-drop-precedence).

= inactive - disables the policy rule.

13
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Table 162 policy Command Summary

COMMAND DESCRIPTION P
policy <name> classifier Configures a policy with the specified name. 13
<classifier-list> <[vlan <vlan- .
_ name: 32 alphanumeric characters
id>] [egress-port <port-num>]
[priority <0-7>] [bandwidth Specifies which classifiers this policy applies to.
<bandwidth>] [forW?‘rd_aCt!on classifier-list: names of classifiers separated by
<drop>] [queue-action <prio- commas.
set>] [outgoing-eport]
[outgoing-set-vlan] [rate-limit Specifies the parameters related to the actions:
1 [inactive]> vlan: a VLAN ID number
egress-port: an outbound port number
priority: [EEE 802.1p priority field
bandwidth: bandwidth limit in Kbps, packets which
exceed the bandwidth limit are dropped.
Specifies the actions for this policy:
= queue-action: tells the Switch to:
- set the [EEE 802.1p priority you specified in the
priority parameter (prio-set)
= outgoing-eport -sendsthe packet to the egress
port.
= outgoing-set-vlan - replaces the VLAN ID of the
packets with the one you configured.
= rate-limit- enables bandwidth limitations on the
traffic flows.
inactive - disables the policy rule.
no policy <name> Deletes the policy. 13
no policy <name> inactive Enables a policy. 13

64.2 Command Examples

This example creates a policy (highPriority) for the traffic flow identified via classifier VLAN3 (see the

classifier example in Chapter 15 on page 60). This policy replaces the |EEE 802.1 priority field with the IP
ToS priority field (value 7) for VLAN3 packets.

prio-replace-tos
sysname(config)# exit
sysname# show policy highPriority
Policy highPriority:
Classifiers:
VLAN3;
Parameters:

Bandwidth = 0; Out-of-profile
Action:

VLAN = 1; Priority = 0; DSCP = 0; TOS =
Egress Port = 1; Outgoing packet format

sysname(config)# policy highPriority classifier VLAN3 tos 7 queue-action

7;
= tagged;
DSCP = 0;

Replace the 802.1 priority field with the IP TOS value;
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This example creates a policy (Policyl) for the traffic flow identified via classifier Classl (see the classifier
example in Chapter 15 on page 60). This policy forwards Classl packets to port 8.

sysname(config)# policy Policyl classifier Classl egress-port 8 outgoing-
eport
sysname(config)# exit
sysname# show policy Policyl
Policy Policyl:
Classifiers:
Classl;
Parameters:
VLAN = 1; Priority = 0;
Egress Port = 8;
Bandwidth = 64;
Action:
Send the packet to the egress port;
syshame#
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Policy Route Commands

Use these commands to configure policy route to override the default routing behavior and alter the
packet forwarding. Policy-based routing is based on the classification of traffic flows and applied to
incoming packets prior to the normal routing. A classifier distinguishes traffic into flows based on the
configured criteria.

Note: Configure layer-3 classifiers before you configure policy routing. See Chapter 15 on

page 60 for more information on classifiers.

65.1 Command Summary

The following section lists the commands for this feature.

Table 163 policy-route Command Summary

COMMAND DESCRIPTION P
show ip policy-route Displays all policy routing profile settings. 3
show ip policy-route <name> Displays the specified policy routing profile settings. 3
name: 32 alphanumeric characters
show ip policy-route <name> Displays settings for the specified policy routing rule in a 3
sequence <number> profile.
sequence: sets the rule number from 1 to 64. The ordering
of policy routing rules is important as rules are applied in
turn.
ip policy-route <name> Sets a a policy routing profile with the specified name. You 13
must configure a profile before you can configure a rule.
ip policy-route <name> inactive | Disables a policy routing profile. 13
ip policy-route <name> sequence | Configures a policy routing rule in the specified profile. 13
<number> <permit]deny> B ) . i )
classifier <classifier> next-hop permit]deny: turns on or off this policy routing rule.
<ip-addr> classifier: sets the name of active layer 3 classifier to
which this rule applies.
next-hop: sets the IP address of the gateway to which the
Switch forwards the matched traffic.
no ip policy-route <name> Deletes the specified policy routing profile. 13
no ip policy-route <name> Enables a policy routing profile. 13
inactive
no ip policy-route <name> Deletes a rule from the specified policy routing profile. 13
sequence <number>
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65.2 Command Examples

By default, the Switch forwards all packets to the default gateway. This example configures a layer 3
classifier (Class-1) to group traffic with source IP address 192.168.2.13. This example also creates a policy
routing rule in profile Profile-1 to set the Switch to forward packets that match the layer 3 classifier to the
gateway with IP address 10.1.1.99. It then shows the policy routing information.

sysname# configure

sysname(config)# classifier Class-1 source-ip 192.168.2.13 mask-bits 24
sysname(config)# ip policy-route Profile-1 sequence 5 permit classifier
Class-1 next-hop 10.1.1.99

sysname(config)# exit

sysname# show ip policy-route

ActiveProfile Name Sequence State Classifier

Yes Profile-1 5 permit Class-1

sysname# show ip policy-route Profile-1 sequence 5
Policy route profile: Profile-1 Yes
Information: permit 5
Classifier: Class-1
Action:
Next hop: 10.1.1.99
Matched policy route: 19074 packets
syshame#
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CHAPTER 66

Use these commands to allow only packets with dynamically learned MAC addresses and/or
configured static MAC addresses to pass through a port on the Switch. For maximum port security,

enable port security, disable MAC address learning and configure static MAC address(es) for a port.

Note: It is not recommended you disable both port security and MAC address learning

because this will result in many broadcasts.

66.1 Command Summary

The following section lists the commands for this feature.

Table 164 port-security Command Summary

vlan <vlan-id> address-limit

COMMAND DESCRIPTION M |P
show port-security Displays all port security settings. E |3
show port-security <port-list> Displays port security settings on the specified port(s). E |3
port-security Enables port security on the Switch. C |13
no port-security Disables port security on the device. C |13
port-security <port-list> Enables port security on the specified port(s). C |13
no port-security <port-list> Disables port security on the specified port(s). C |13
port-security <port-list> learn | Disables MAC address learning on the specified port(s). C |13
inactive
no port-security <port-list> Enables MAC address learning on the specified ports. C |13
learn inactive
port-security <port-list> Limits the number of (dynamic) MAC addresses thatmay |C |13
address-limit <number> be learned on the specified port(s).
port-security <port-list> MAC- Stops MAC address learning and enables port securityon | C | 13
freeze the port(s).
Note: All previously-learned dynamic MAC

addresses are saved to the static MAC

address table.
port-security <port-list> vlan Limits the number of (dynamic) MAC addresses thatmay | C | 13
<vlan-id> address-limit <number> | be learned on the specified port(s) in a specified VLAN.
no port-security <port-list> Removes the specified VLAN MAC address limit. C |13
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Table 164 port-security Command Summary (continued)

COMMAND DESCRIPTION M | P
port-security <port-list> vlan Disables the specified VLAN MAC address limit. C |13
<vlan-id> address-limit <number>

inactive

no port-security <port-list> Enables the specified VLAN MAC address limit. C |13
vlan <vlan-id> address-limit

inactive

66.2 Command Examples

This example enables port security on port 1 and limits the number of learned MAC addresses to 5.

sysname# configure
sysname(config)# port-security
sysname(config)# port-security 1
sysname(config)# no port-security 1 learn inactive
sysname(config)# port-security 1 address-limit 5
syshame(config)# exit
sysname# show port-security 1
Port Security Active : YES
Port Active Address Learning Limited Number of Learned MAC Address
01 Y Y 5
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Port-based VLAN
Commands

Use these commands to configure port-based VLAN.

Note: These commands have no effect unless port-based VLAN is enabled.

67.1 Command Summary

The following section lists the commands for this feature.

Table 165 egress Command Summary

COMMAND DESCRIPTION M [P
show interfaces config <port- Displays outgoing port information for the specified ports. |E |3
list> egress
vlan-type <802.1q|port-based> Specifies the VLAN type. C |13
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
egress set <port-list> Sets the outgoing traffic port list for a port-based VLAN. C |13
no egress set <port-list> Removes the specified ports from the outgoing traffic port | C | 13

list.

67.2 Command Examples

This example looks at the ports to which incoming traffic from ports 1 and 2 can be forwarded.

sysname# show interfaces config 1-2 egress
Port 1: Enabled egress ports cpu, egl
Port 2: Enabled egress ports cpu, egl-eg4
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CHAPTER 68
PPPoOE IA Commands

Use these commands if you want the Switch to add a vendor-specific tag to PADI (PPPOE Active
Discovery Initiation) and PADR (PPPOE Active Discovery Request) packets from PPPOE clients. This tag
gives a PPPOE termination server additional information (such as the port number, VLAN ID, and MAC
address) that the server can use to identify and authenticate a PPPOE client.

68.1 PPPOE Intermediate Agent Overview

A PPPOE Intermediate Agent (PPPOE IA) is deployed between a PPPOE server and PPPOE clients. It helps
the PPPOE server identify and authenticate clients by adding subscriber line specific information to
PPPOE discovery packets from clients on a per-port or per-port-per-VLAN basis before forwarding them
to the PPPOE server.

68.1.1 Port State

Every port is either a trusted port or an untrusted port for the PPPOE intermediate agent. This setting is
independent of the trusted/untrusted setting for DHCP snooping or ARP inspection. You can also specify
the agent sub-options (circuit ID and remote ID) that the Switch adds to PADI and PADR packets from
PPPOE clients.

Trusted ports are connected to PPPOE servers.

- If a PADO (PPPOE Active Discovery Offer), PADS (PPPOE Active Discovery Session-confirmation), or
PADT (PPPoOE Active Discovery Terminate) packet is sent from a PPPOE server and received on a
trusted port, the Switch forwards it to all other ports.

= |f a PADI or PADR packet is sent from a PPPOE client but received on a trusted port, the Switch
forwards it to other trusted port(s).

Note: The Switch will drop all PPPOE discovery packets if you enable the PPPOE intermediate
agent and there are no trusted ports.

Untrusted ports are connected to subscribers.

- If a PADI, PADR, or PADT packet is sent from a PPPOE client and received on an untrusted port, the
Switch adds a vendor-specific tag to the packet and then forwards it to the trusted port(s).

= The Switch discards PADO and PADS packets which are sent from a PPPOE server but received on an
untrusted port.
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68.2 Command Summary

The following section lists the commands for this feature.

Table 166 PPPOE Intermediate Agent Command Summary

<vlan-list> remote-id

VLAN(S).

COMMAND DESCRIPTION P
clear pppoe intermediate-agent Removes all statistics records of PPPoE packets on the 13
statistics Switch.
clear pppoe intermediate-agent Removes statistics records of PPPoE packets for the 13
statistics vlan <vlan-list> specified VLAN(s).
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
pppoe intermediate-agent Sets the specified port(s) as PPPOE IA trusted port(s). 13
trust
pppoe intermediate-agent Specifies a string the Switch adds into the Agent Circuit ID 13
format-type circuit-id sub-option for PPPOE discovery packets received on this
string <string> port. Spaces are allowed.
string: up to 63 ASCIl characters
pppoe intermediate-agent Specifies a string the Switch adds into the Agent Remote ID 13
format-type remote-id string sub-option for PPPOE discovery packets received on this
<string> port. Spaces are allowed.
string: up to 63 ASCIl characters
pppoe intermediate-agent Specifies a string the Switch adds into the Agent Circuit ID 13
vlan <vlan-id> format-type sub-option for PPPOE discovery packets received on this
circuit-id string <string> VLAN on the specified port. Spaces are allowed.
The Circuit ID you configure for a specific VLAN on a port
has the highest priority.
pppoe intermediate-agent Specifies a string the Switch adds into the Agent Remote ID 13
vlan <vlan-id> format-type sub-option for PPPOE discovery packets received on this
remote-id string <string> VLAN on the specified port. Spaces are allowed.
The Remote ID you configure for a specific VLAN on a port
has the highest priority.
no pppoe intermediate-agent | Setsthe specified port(s) PPPOE IA untrusted port(s). 13
trust
no pppoe intermediate-agent | Disablesthe PPPoE IA Circuit ID settings for the specified 13
format-type circuit-id port(s).
no pppoe intermediate-agent | Disablesthe PPPOE IA Remote ID settings for the specified 13
format-type remote-id port(s).
no pppoe intermediate-agent | Disablesthe PPPoE IA Circuit ID settings for the specified 13
vlan <vlan-id> format-type port(s) on the specified VLAN(s).
circuit-id
no pppoe intermediate-agent | Disablesthe PPPOE IA Remote ID settings for the specified 13
vlan <vlan-id> format-type port(s) on the specified VLAN(s).
remote-id
no pppoe intermediate-agent Disables PPPOE IA globally. 13
no pppoe intermediate-agent vlan | Disables the PPPOE IA Remote ID settings for the specified 13
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Table 166 PPPOE Intermediate Agent Command Summary (continued)

statistic vlan <vlan-list>

VLAN(S).

COMMAND DESCRIPTION P
no pppoe intermediate-agent Removes the access-node-identifier you have set. 13
format-type access-node-
identifier
no pppoe intermediate-agent Removes the identifier-string you have set. 13
format-type identifier-string
no pppoe intermediate-agent Sets the Switch to not add the Switch’s host name to the 13
format-type identifier-string identifier-string.
hostname
no pppoe intermediate-agent vlan | Disables PPPoOE IA for the specified VLAN(s). 13
<vlan-list>
no pppoe intermediate-agent vlan | Disablesthe PPPOE IA Circuit ID settings for the specified 13
<vlan-list> circuit-id VLAN(s).
pppoe intermediate-agent Enables PPPoE Intermediate Agent (PPPOE IA) globally. 13
pppoe intermediate-agent format- | Sets the Switch to add the Switch’s host name to the 13
type identifier-string hostname | identifier-string.
pppoe intermediate-agent format- | Setsthe access-node-identifier string. 13
-n —-identifier B i ) .

t{??naczei's,i noge dent € string: Enter up to 20 alphanumeric characters to identify
S g <s 9 the PPPOE intermediate agent. Hyphens (-) and spaces are

also allowed. The default is the Switch’s host name.
pppoe intermediate-agent format- | This command sets the following: 13
type identifier-string strin i . . I

yp - - 9 9 = astring that the Switch adds in the Agent Circuit ID

<string> option o sub-option
<s|plvlsplsvlpvlspv> delimiter - the variables to generate and add in the Agent Circuit
<#l-1.1:171 1> ID sub-option,

= adelimiter to separate the identifier-string, slot ID, port

number and/or VLAN ID from each other.

string: You can up to 63 printable characters. Spaces

are allowed.

option <s|plvilsplsvlpVv]spv>:s, p and v indicate slot,

port, vlan, and sp, sv, pv and spv indicate combinations of

slot-port, slot-VLAN, port-VLAN and slot-port-VLAN

respectively. The Switch enters a zero into the PADI and

PADR packets for the slot value.

delimiter <#|.|,|;1/] |>: You can use a pound key

(#), semi-colon (;), period (.), comma (,), forward slash (/)

or a space.
pppoe intermediate-agent vlan Enables PPPOE IA for the specified VLAN(S). 13
<vlan-list>
pppoe intermediate-agent vlan Enables the PPPOE IA Circuit ID settings for the specified 13
<vlan-list> circuit-id VLAN(s).
pppoe intermediate-agent vlan Enables the PPPOE IA Remote ID settings for the specified 13
<vlan-list> remote-id VLAN(s).
show pppoe intermediate-agent Shows the PPPOE IA settings. 13
show pppoe intermediate-agent Shows the statistics of PPPOE packets handled (received, 13
statistic forwarded and dropped) by PPPOE IA on the Switch.
show pppoe intermediate-agent Shows the statistics of PPPOE packets for the specified 13
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68.3 Command Examples

This is an example of how to enable and disable PPPOE IA on the Switch.

sysname# configure
sysname(config)# pppoe intermediate-agent
sysname(config)# no pppoe intermediate-agent

This is an example of how to enable and configure PPPOE IA for VLANS.

sysname# configure

sysname(config)# pppoe intermediate-agent vlan 2
sysname(config)# pppoe intermediate-agent vlan 5,9,11
sysname(config)# pppoe intermediate-agent vlan 1 circuit-id
sysname(config)# pppoe intermediate-agent vlan 3,6 remote-id
sysname(config)# no pppoe intermediate-agent vlan 2-10
sysname(config)# no pppoe intermediate-agent vlan 1 circuit-id
sysname(config)# no pppoe intermediate-agent vlan 3,6 remote-id

This is an example of how to set a PPPOE IA trust port.

sysname# configure

sysname(config)# interface port-channel 3
sysname(config-interface)# pppoe intermediate-agent trust
sysname(config-interface)# no pppoe intermediate-agent trust

This example is more advanced. It assumes a PPPOE IA client is connected to port 2 and a PPPOE |1A
server is connected to port 5. If we want PPPOE |A to work, port 2 and port 5 must be belong to the some
VLAN and the PPPOE IA must be enabled globally and in this corresponding VLAN. We also need to set
port 5 as trust port. Then the last thing we need to do is to decide which sub-options the received PADI,
PADR, or PADT packet needs to carry. Here, assume both circuit-id and remote-id should be carried.

sysname# configure

sysname(config)# vlan 2

sysname(config-vlan)# fixed 2,5

sysname(config-vlan)# untagged 2,5

sysname(config-vlan)# exit

syshame(config)# pppoe intermediate-agent
sysname(config)# pppoe intermediate-agent vlan 2
sysname(config)# interface port-channel 2
sysname(config-interface)# pvid 2
sysname(config-interface)# exit

sysname(config)# interface port-channel 5
sysname(config-interface)# pvid 2
sysname(config-interface)# pppoe intermediate-agent trust
sysname(config-interface)# exit

sysname(config)# pppoe intermediate-agent vlan 2 circuit-id
sysname(config)# pppoe intermediate-agent vlan 2 remote-id
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68.3.1 Vendor-Specific Tag Examples

The following examples show you how to configure the vendor-specific tag for PPPOE IA. They assume
there is a PPPOE IA client connected to port 2 and PPPOE IA server (or up-link port) connected to port 5.

sysname# configure

sysname(config)# pppoe intermediate-agent

sysname(config)# pppoe intermediate-agent format-type access-node-
identifier string test

sysname(config)# pppoe intermediate-agent vlan 1

sysname(config)# pppoe intermediate-agent vlan 1 circuit-id
sysname(config)# pppoe intermediate-agent vlan 1 remote-id
sysname(config)# interface port-channel 5
sysname(config-interface)# pppoe intermediate-agent trust
sysname(config-interface)#exit

This is a variation of the previous one and uses the same initial setup (client on port 2, server on port 5).

sysname# configure

sysname(config)# pppoe intermediate-agent

sysname(config)# pppoe intermediate-agent format-type identifier-string
string PrivateTest option spv delimiter /

sysname(config)# pppoe intermediate-agent vlan 1

sysname(config)# pppoe intermediate-agent vlan 1 circuit-id
sysname(config)# pppoe intermediate-agent vlan 1 remote-id
sysname(config)# interface port-channel 5

sysname(config-interface)# pppoe intermediate-agent trust
sysname(config-interface)#exit

Because we didn't assigh the appended string for remote-id in examples 1 and 2, the Switch appends a

string to carry the client's MAC address as default. If we want the remote-id to carry the

"ForPortVlanRemoteldTest" information for a specific VLAN on a port, we can add the following

configuration:

sysname# configure

sysname(config)# interface port-channel 2

syshame(config-interface)# pppoe intermediate-agent vlan 1 format-type
remote-id string ForPortVlanRemoteldTest

sysname(config-interface)# exit

Similarly, we can let the circuit-id carry the information which we configure:

sysname# configure

sysname(config)# interface port-channel 2

syshame(config-interface)# pppoe intermediate-agent vlan 1 format-type
circuit-id string ForPortVlanCircuitldTest

sysname(config-interface)# exit
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Additionally, we can let the circuit-id or remote-id carry the user-configured information from a specific
port whose priority is less than the specific VLAN on a port setting:

sysname# configure
sysname(config)# interface port-channel 2

sysname(config-interface)# pppoe intermediate-agent format-type circuit-
id string ForPortCircuitldTest

sysname(config-interface)# pppoe intermediate-agent format-type remote-
id string ForPortRemoteldTest

sysname(config-interface)# exit

Since we didn't assign the appended string for remote-id in example 1 and 2, it will carry the client's
MAC address as default.
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Private VLAN Commands

This chapter explains how to use commands to configure (legacy) Private VLANs (PVLAN) on the Switch.

69.1 Legacy PVLAN Overview

Private VLAN allows you to do port isolation within a VLAN in a simple way. In private VLAN, a
promiscuous port can communicate with any port in the same VLAN. While an isolated port can
communicate with the promiscuous port(s) only.

Figure 11 Private VLAN Example
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Note: If you change the VLAN settings, make sure you keep at least one port in the
promiscuous port list for a VLAN with private VLAN enabled. Otherwise, this VLAN is
blocked from the whole network.

69.1.1 Legacy PVLAN Command Summary

The following section lists the commands for this feature.

Table 167 private-vlan (legacy) Command Summary

COMMAND DESCRIPTION M | P
no private-vlan <vlan-id> Removes the specified private VLAN rule. C |13
no private-vlan <vlan-id> Enables the specified private VLAN rule. C |13
inactive
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Table 167 private-vlan (legacy) Command Summary (continued)

VLAN rule on the Switch.

COMMAND DESCRIPTION P
private-vlan name <name> vlan Sets a private VLAN rule. You specify which port(s) in a 13
<vlan-id> promiscuous-port VLAN is not isolated by adding it to the promiscuous port
<port-list> list. The Switch automatically adds other ports in this VLAN

to the isolated port list and block traffic between the

isolated ports.

Enter a name, VLAN ID and the promiscuous ports. You

can enter individual ports separated by a comma or a

range of ports by using a dash. For example, 1,3,5-8

indicates ports 1 and 3 and ports 5 through 8 are the

promiscuous ports.
private-vlan name <name> vlan Disables a private VLAN rule. 13
<vlan-id> promiscuous-port
<port-list> inactive
private-vlan name <name> vlan Sets a private VLAN rule for the specified VLAN. The Switch 13
<vlan-id> automatically adds all ports (except the uplink port(s)) in

this VLAN to the isolated port list and blocks traffic

between the isolated ports. The uplink ports in the VLAN

are always in the promiscuous port list.
private-vlan name <name> vlan Disables a private VLAN rule. 13
<vlan-id> inactive
show private-vlan Displays the settings and status of all private VLAN rules on 3

the Switch.
show private-vlan <vlan-id> Displays the settings and status of the specified private 3

69.1.2 Command Examples

This example sets a private VLAN rule (pvlan-123) that applies to VLAN 123. Ports 7 and 8 are the

promiscuour ports in VLAN 123. Other ports in this VLAN are added to the isolated port list automatically
and cannot communicate with each other. The isolated ports in VLAN 123 can send and receive traffic
from ports 7 and 8. This example also shows all private VLAN rules configured on the Switch.

sysname# configure

syshame(config)# exit

syshame# show private-vlan
Private VLAN: 123
Name Promiscuous Port

pvlan-123 7-8
sysname#

sysname(config)# private-vlan name pvlan-123 vlan 123 promiscuous-port 7-8

Active: Yes

This example sets a private VLAN rule (pvlan-111) that applies to VLAN 111. Ports 1, 2 and 24 belong to
VLAN 111. Ports 1 and 2 are added to the isolated port list automatically and cannot communicate with

each other. Port 24 is the uplink port and also the promiscuous port in this VLAN. The isolated ports in
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VLAN 111 can send and receive traffic from the uplink port 24. This example also shows all private VLAN
rules configured on the Switch.

sysname# configure
sysname(config)# private-vlan name pvlan-111 vlan 111
sysname(config)# exit
sysname# show private-vlan
Private VLAN: 111 Active: Yes
Name Promiscuous Port
pvlan-111 24
syshame#

69.2 Private VLAN

Use Private VLAN if you want you to block traffic between ports in the same VLAN. Community and
Isolated VLANs are secondary private VLANs that must be associated with a Primary private VLAN.

= Primary: Ports in a Primary VLAN are promiscuous and they can communicate with all promiscuous
ports in the same primary VLAN, and all ports in associated community and isolated VLANs. They
cannot communicate with ports in different primary VLANS.

= Community: Ports in a Community VLAN can communicate with promiscuous ports in an associated
Primary VLAN and other community ports in the same Community VLAN. They cannot communicate
with ports in Isolated VLANSs, non-associated Primary VLAN promiscuous ports nor community ports in
different Community VLANSs.

= Isolated: Ports in an Isolated VLAN can communicate with promiscuous ports in an associated Primary
VLAN only. They cannot communicate with other isolated ports in the same Isolated VLAN, non-
associated Primary VLAN promiscuous ports nor any community ports.

Tagged private VLANs can span switches but trunking ports must be VLAN-trunking ports.

69.2.1 Command Summary

The following section lists the commands for this feature.

Table 168 private-vlan Command Summary

COMMAND DESCRIPTION M [P
vlan <vlan-id> Enters config-vlan mode for the specified VLAN. Creates C |13
the VLAN, if necessary.
private-vlan <primary | Configures the specified VLAN as a Primary VLAN, Isolated | C | 13
isolated | community> VLAN or a Community VLAN.
private-vlan association Primary private VLANs can associate with several C |13
<secondary-vlan-list> (secondary) Community private VLANs and up to one

(secondary) Isolated private VLAN. Specify a primary
private VLAN, then associate it with a secondary VLAN(s)
using this command.

no private-vlan <primary | | Disablesthe VLAN as a Primary, Isolated or Community C |13
isolated | community> VLAN.

no private-vlan association |Removes all association between the primary VLAN and C |13
secondary VLANSs.
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Table 168 private-vlan Command Summary (continued)

show vlan private-vlan <vlan-id>

VLAN rule on the Switch.

COMMAND DESCRIPTION P
no private-vlan association |Removes association between the primary VLAN and the 13
<secondary-vlan-list> specified secondary VLAN(S).

interface port-channel <port- Enters config-interface mode for the specified port(s). 13

list>
private-vlan mode Configures PVLAN on a port. Set the associated PVLAN ID, 13
<promiscuous | isolated | type of private VLAN and specify whether outgoing frames
community> association from this port are tagged or not.
<vlan-id> dotlqg <tagged |
untagged>
no private-vlan mode Removes PVLAN mode configuration. 13

show vlan private-vlan Displays the settings and status of all private VLAN rules on 3

the Switch.
Displays the settings and status of the specified private 3

69.2.2 Command Example

This example sets private VLAN 100 as a primary private VLAN, private VLAN 101 as a community private

VLAN and private VLAN 102 as an isolated private VLAN. VLANs 101 and 102 are secondary private

VLANSs that are associated primary private VLAN 101. Use the specified show command to display all
private VLAN configurations on the switch.
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Primary PVLAN 100 is then mapped to port 2 on the Switch and outgoing frames from port 2 will be
tagged.

sysname# configure
sysname(config)# vlan 100
sysname(config-vlan)# private-vlan primary
sysname(config-vlan)# exit
sysname(config)# vlan 101
syshame(config-vlan)# private-vlan community
sysnhame(config-vlan)# exit
sysname(config)# vlan 102
sysname(config-vlan)# private-vlan isolated
sysname(config-vlan)# exit
sysname(config)# vlan 100
sysname(config-vlan)# private-vlan association 101,102
sysnhame(config-vlan)# exit
sysname(config)# exit
sysname# show vlan private-vlan

Private Vlan:

Primary Secondary Type Ports
100 Primary
100 102 Isolated
100 101 Community
syshame#

sysname# configure

sysname(config)# interface port-channel 2

syshame(config-interface)# private-vlan mode promiscuous association 100-->
dotlq tagged

sysname(config-interface)# exit

sysname(config)#
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Commands

Use these commands to configure protocol based VLANs on the Switch.

70.1 Protocol-based VLAN Overview

Protocol-based VLANs allow you to group traffic based on the Ethernet protocol you specify. This allows
you to assign priority to traffic of the same protocol.

See also Chapter 86 on page 318 for subnet-based VLAN commands and Chapter 96 on page 339 for
VLAN commands.

70.2 Command Summary

The following section lists the commands for this feature.

Table 169 protocol-based-vlan Command Summary

COMMAND DESCRIPTION M | P
show interfaces config <port- Displays the protocol based VLAN settings for the specified |E | 3
list> protocol-based-vlan port(s).

interface port-channel <port- Enters subcommand mode for configuring the specified C |13
list> ports.
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Table 169 protocol-based-vlan Command Summary (continued)

COMMAND DESCRIPTION M [P

protocol-based-vlan name Creates a protocol based VLAN with the specified C |13
<name> ethernet-type <ether- | parameters.
num]ip|ipx]arp]rarp]appleta
Ik]decnet> vlan <vlan-id>
priority <0-7> ether-num - if you don’t select a predefined Ethernet
protocol (ip, ipx, arp, rarp, appletalk or decnet), type
the protocol number in hexadecimal notation with a
prefix, "0x". For example, type 0x0800 for the IP protocol
and type 0x8137 for the Novell IPX protocol.

name - Use up to 32 alphanumeric characters.

Note: Protocols in the hexadecimal number range
0x0000 to 0x05ff are not allowed.

priority - specify the IEEE 802.1p priority that the Switch
assigns to frames belonging to this VLAN.

no protocol-based-vlan Disables protocol based VLAN of the specified protocolon | C | 13
ethernet-type <ether- the port.
num]ip|ipx]arp]rarp]appleta
Ik|decnet>

70.3 Command Examples

This example creates an IP based VLAN called IP_VLAN on ports 1-4 with a VLAN ID of 200 and a priority
6.

sysname(config)# interface port-channel 1-4
sysname(config-interface)# protocol-based-vlan name IP_VLAN ethernet-type ip
--> vlan 200 priority 6
sysname(config-interface)# exit
sysname(config)# exit
sysname# show interfaces config 1-4 protocol-based-vlan
Name Port Packet type Ethernet type VIan Priority Active

I1P_VLAN 1 Etherll ip 200 6 Yes
I1P_VLAN 2 Etherll ip 200 6 Yes
IP_VLAN 3 Etherll ip 200 6 Yes
IP_VLAN 4 Etherll ip 200 6 Yes
syshame#
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Queuing Commands

Use queuing commands to help solve performance degradation when there is network congestion.

Note: Queuing method configuration differs across Switch models.

= Some models allow you to select a queuing method on a port-by-port basis. For example, port 1 can
use Strictly Priority Queuing and ports 2-8 can use Weighted Round Robin.

= Other models allow you to specify one queuing method for all the ports at once.

71.1 Queuing Overview

The following queuing algorithms are supported by Zyxel Switches:
Note: Check your User’s Guide for queuing algorithms supported by your model.

= Strictly Priority Queuing (SPQ) - services queues based on priority only. As traffic comes into the Switch,
traffic on the highest priority queue, Q7 is transmitted first. When that queue empties, traffic on the
next highest-priority queue, Q6 is transmitted until Q6 empties, and then traffic is transmitted on Q5
and so on. If higher priority queues never empty, then traffic on lower priority queues never gets sent.

Note: Switch models which have only 4 queues, support a limited version of SPQ. The highest
level queue is serviced using SPQ and the remaining queues use WRR queuing.

= Weighted Fair Queuing (WFQ)- guarantees each queue's minimum bandwidth based on its
bandwidth weight (portion) when there is traffic congestion. WFQ is activated only when a port has
more traffic than it can handle. Queues with larger weights get more guaranteed bandwidth than
queues with smaller weights. This queuing mechanism is highly efficient in that it divides any available
bandwidth across the different traffic queues. By default, the weight for Q0 is 1, for Q1 is 2, for Q2is 3,
and so on. Guaranteed bandwidth is calculated as follows:

Queue Weight x Port Speed

Total Queue Weight

For example, using the default setting, Q0 on Port 1 gets a guaranteed bandwidth of:

1 x 100 Mbps = 3 Mbps

142+3+4+5+6+7+8

= Weighted Round Robin Scheduling (WRR) - services queues on a rotating basis and is activated only
when a port has more traffic than it can handle. A queue is a given an amount of bandwidth based
on the queue weight value. Queues with larger weights get more service than queues with smaller
weights. This queuing mechanism is highly efficient in that it divides any available bandwidth across
the different traffic queues and returns to queues that have not yet emptied.
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= Hybrid Mode: WRR & SPQ or WFQ & SPQ - some switch models allow you to configure higher priority

queues to use SPQ and use WRR or WFQ for the lower level queues.

71.2 Command Summary: Port by Port Configuration

The following section lists the commands for this feature.

Table 170 Queuing Command Summary

Switch.

COMMAND DESCRIPTION P
queue priority <0-7> level <0-7> | Setsthe IEEE 802.1p priority level-to-physical queue 13
mapping.
priority <0-7>:|EEE 802.1p defines up to eight separate
traffic types by inserting a tag into a MAC-layer frame that
contains bits to define class of service. Frames without an
explicit priority tag are given the default priority of the
ingress port.
level <0-7>:The Switch has up to 8 physical queues that
you can map to the 8 priority levels. On the Switch, traffic
assigned to higher index queues gets through faster while
traffic in lower index queues is dropped if the network is
congested.
Note: Some models only support 4 queues.
interface port-channel <port- Enters subcommand mode for configuring the specified 13
list> ports.
spq Sets the switch to use Strictly Priority Queuing (SPQ) on the 13
specified ports.
ge-spq <qO0]ql] --- |q7> Enables SPQ starting with the specified queue and 13
subsequent higher queues on the Gigabit ports.
hybrid-spg lowest-queue Enables SPQ starting with the specified queue and 13
<q0lgl] ... |q7> subsequent higher queues on the ports.
hybrid-spq <qO|ql]---]q7> Enables SPQ starting with the specified queue and 13
subsequent higher queues on the ports.
no hybrid-spq Disables SPQ starting with the specified queue and 13
subsequent higher queues on the ports.
wrr Sets the switch to use Weighted Round Robin (WRR) on the 13
specified ports.
wfq Sets the switch to use Weighted Fair Queuing (WFQ) on the 13
specified ports.
weight <wtl> <wt2> ... <wt8> | Assigns a weight value to each physical queue on the 13
Switch. When the Switch is using WRR or WFQ, bandwidth is
divided across different traffic queues according to their
weights. Queues with larger weights get more service than
queues with smaller weights. Weight values range: 1-15.
wrr <wtl> <wt2> ... <wt8> Assigns a weight value to each physical queue on the 13
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71.3 Command Examples: Port by Port Configuration

This example configures WFQ on ports 1-5 and assigns weight values (1,2,3,4,12,13,14,15) to the physical
queues (QO to Q8).

sysname(config)# interface port-channel 1-5
sysname(config-interface)# wfq
sysname(config-interface)# weight 1 2 3 4 12 13 14 15

71.4 Command Summary: System-Wide Configuration

The following section lists the commands for this feature.

Table 171 Queueing Command Summary

COMMAND DESCRIPTION M [P
queue priority <0-7> level <0-7> | Setsthe [EEE 802.1p priority level-to-physical queue C |13
mapping.

priority <0-7>:|EEE 802.1p defines up to eight separate
traffic types by inserting a tag into a MAC-layer frame that
contains bits to define class of service. Frames without an
explicit priority tag are given the default priority of the
ingress port.

level <0-7>:The Switch has up to 7 physical queues that
you can map to the 8 priority levels. On the Switch, traffic
assigned to higher index queues gets through faster while
traffic in lower index queues is dropped if the network is
congested.

Note: Some models only support 4 queues.

spq Sets the Switch to use Strictly Priority Queuing (SPQ). C |13
wrr Sets the Switch to use Weighted Round Robin (WRR). C |13
wfqg Sets the Switch to use Weighted Fair Queuing (WFQ). C |13
fe-spqg <qO0]ql] --- 97> Enables SPQ starting with the specified queue and C |13

subsequent higher queues on the 10/100 Mbps ports.

71.5 Command Examples: System-Wide

This example configures WFQ on the Switch and assigns weight values (1,2,3,4,12,13,14,15) to the
physical queues (QO to Q8).

sysname(config)# wfq
sysname(config)# interface port-channel 1-5
sysname(config-interface)# weight 1 2 3 4 12 13 14 15
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This example configures the Switch to use WRR as a queuing method but configures the Gigabit ports 9-
12 to use SPQ for queues 5, 6 and 7.

sysname(config)# wrr
sysname(config)# interface port-channel 9-12
sysname(config-interface)# ge-spg 5
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RADIUS Commands

Use these commands to configure external RADIUS (Remote Authentication Dial-In User Service) servers.

72.1 Command Summary

The following section lists the commands for this feature.

Table 172 radius-server Command Summary

COMMAND

DESCRIPTION

show radius-server

Displays RADIUS server settings.

m

radius-server host <index> <ip>
[auth-port <socket-number>] [key
[cipher] <key-string>]

Specifies the IP address of the RADIUS authentication
server. Optionally, sets the UDP port number and shared
secret.

index: 1 or?2.

cipher: inform the Switch that the string after the word
"cipher" is an encrypted secret. This is used in password

encryption. To encrypt the password, use the password
encryption command.

key-string: 1-32 alphanumeric characters.

14

radius-server mode <index-
priority|round-robin>

Specifies how the Switch decides which RADIUS server to
select if you configure multiple servers.

index-priority: The Switch tries to authenticate with the
first configured RADIUS server. If the RADIUS server does not
respond, then the Switch tries to authenticate with the
second RADIUS server.

round-robin: The Switch alternates between RADIUS
servers that it sends authentication requests to.

14

radius-server timeout <1-1000>

Specify the amount of time (in seconds) that the Switch
waits for an authentication request response from the
RADIUS server.

In index-priority mode, the timeout is divided by the
number of servers you configure. For example, if you
configure two servers and the timeout is 30 seconds, then
the Switch waits 15 seconds for a response from each
server.

14

no radius-server <index>

Resets the specified RADIUS server to its default values.

14

Table 173 radius-accounting Command

Summary

COMMAND

DESCRIPTION

show radius-accounting

Displays RADIUS accounting server settings.

m

radius-accounting timeout <1-
1000>

Specifies the RADIUS accounting server timeout value.

13
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Table 173 radius-accounting Command Summary (continued)

default values.

COMMAND DESCRIPTION P
radius-accounting host <index> Specifies the IP address of the RADIUS accounting server. 13
<ip> [acct-port <socket-number>] Optionally, sets the port number and key of the external
[key [cipher] <key-string>] RADIUS accounting server.
index: 1 or 2.
cipher: inform the Switch that the string after the word
"cipher" is an encrypted secret. This is used in password
encryption. To encrypt the password, use the password
encryption command.
key-string: 1-32 alphanumeric characters.
no radius-accounting <index> Resets the specified RADIUS accounting server to its 13

72.2 Command Examples

This example sets up one primary RADIUS server (172.16.10.10) and one secondary RADIUS server

(172.16.10.11). The secondary RADIUS server is also the accounting server.

sysname# configure

sysname(config)# exit

sysname(config)# radius-server mode index-priority
sysname(config)# radius-server host 1 172.16.10.10
sysname(config)# radius-server host 2 172.16.10.11
sysname(config)# radius-accounting host 1 172.16.10.11
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Remote Management
Commands

Use these commands to specify a group of one or more “trusted computers” from which an
administrator may use one or more services to manage the Switch and to decide what services you

may use to access the Switch.

73.1 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 174 remote-management User-input Values

COMMAND DESCRIPTION

1-4

index

The following section lists the commands for this feature.

Table 175 remote-management Command Summary

COMMAND DESCRIPTION M | P
show remote-management [index] Displays all secured client information or, optionally, a E |3
specific group of secured clients.

remote-management <index> Enables the specified group of trusted computers. C |13
no remote-management <index> Disables the specified group of trusted computers. C |13
remote-management <index> start- | Specifies a group of trusted computer(s) from which an C |13
addr <ip> end-addr <ip> service administrator may use the specified service(s) to manage
<[telnet] [ftp] [http] [icmp] the Switch. Group 0.0.0.0-0.0.0.0 refers to every
[snmp] [ssh] [https]> computer.
no remote-management <index> Disables the specified service(s) for the specified group of | C | 13
service <[telnet] [ftp] [http] trusted computes.
[icmp] [snmp] [ssh] [https]>

Table 176 service-control Command Summary
COMMAND DESCRIPTION M [P
show service-control Displays service control settings. E |3
service-control console Defines the timeout period (in minutes) fora management | C | 13
<timeout> session via the console port.
service-control ftp Allows FTP access to the Switch. C |13
service-control ftp <socket- Specifies the service port for the FTP service and defines C |13
number> <timeout> the timeout period (in minutes).
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Table 176 service-control Command Summary (continued)

COMMAND DESCRIPTION M [P
no service-control ftp Disables FTP access to the Switch. C |13
service-control http Allows HTTP access to the Switch. C |13
service-control http <socket- Specifies the service port for the HTTP service and defines | C | 13
number> <timeout> the timeout period (in minutes).

timeout: 1-255
no service-control http Disables HTTP access to the Switch. C |13
service-control https Allows HTTPS access to the Switch. C |13
service-control https <socket- Specifies the service port for the HTTPS service. C |13
number>
no service-control https Disables HTTPS access to the Switch. C |13
service-control icmp Allows ICMP management packets. C |13
no service-control icmp Disables ICMP access to the Switch. C |13
service-control snmp Allows SNMP management. C |13
no service-control snmp Disables SNMP access to the Switch. C |13
service-control ssh Allows SSH access to the Switch. C |13
service-control ssh <socket- Specifies the service port for the SSH service. C |13
number>
no service-control ssh Disables SSH access to the Switch. C |13
service-control telnet Allows Telnet access to the Switch. C |13
service-control telnet <socket- | Specifiesthe service port for the Telnet service and defines | C | 13
number> <timeout> the timeout period (in minutes).
no service-control telnet Disables Telnet access to the Switch. C |13

73.2 Command Examples

This example allows computers in subnet 172.16.37.0/24 to access the Switch through any service except
SNMP, allows the computer at 192.168.10.1 to access the Switch only through SNMP, and prevents other
computers from accessing the Switch at all.

sysname# configure

--> 192.168.10.1 service snmp
sysname(config)# exit

sysname(config)# remote-management 1 start-addr 172.16.37.0 end-addr
-—> 172.16.37.255 service telnet ftp http icmp ssh https
sysname(config)# remote-management 2 start-addr 192.168.10.1 end-addr

This example disables all SNMP and ICMP access to the Switch.

sysname# configure

sysname(config)# exit

sysname(config)# no service-control snmp
sysname(config)# no service-control

icmp
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RIP Commands

This chapter explains how to use commands to configure the Routing Information Protocol (RIP) on the
Switch.

74.1 RIP Overview

RIP is a protocol used for exchanging routing information between routers on a network. Information is
exchanged by routers periodically advertising a routing table. The Switch can be configured to receive
and incorporate routing table information sent from other routers, to only send routing information to
other routers, both send and receive routing information, or to neither send nor receive routing
information to or from other routers on the network.

Apart from RIPv1 and RIPv2 for IPv4, the Switch also supports RIPng (RIP next generation) for IPv6. RIPv2
uses UDP port 520 and the multicast address 224.0.0.9, while RIPng uses UDP port 521 and the multicast
address FF02::9.

Note: You must purchase the Advance Routing service license and go to myZyxel to activate

it for your Switch in order to use advanced L3 routing features, such as RIPnhg and
OSPFv3 for IPv6. See Chapter 77 on page 290 for more information.

74.2 Command Summary

The following section lists the commands for this feature.

Table 177 rip Command Summary

COMMAND DESCRIPTION M [P

show router rip Displays global RIP settings. E |3

show ip protocols Displays the routing protocol the Switchis usingand |E |3
its administrative distance value.

router rip Enables and enters the RIP configuration modeon | C |13
the Switch.
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Table 177 rip Command Summary (continued)

COMMAND

DESCRIPTION

distance <10-255>

When two different routing protocols, such as RIP
and OSPF provide multiple routes to the same
destination, the Switch can use the administrative
distance of the route source to determine which
routing protocol to use and add the route to the
routing table.

Sets the administrative distance (from 10 to 255)
that is assigned to the routes learned by RIP.

The lower the administrative distance value is, the
more preferable the routing protocol is. If two
routes have the same administrative distance
value, the Switch uses the route that has the lowest
metric value.

Note: You cannot set two routing protocols to

have the same administrative distance.

13

exit

Leaves the RIP configuration mode.

13

ipv6 router rip

Enables and enters the IPv6 RIP configuration mode
on the Switch.

13

distance <10-255>

When two different routing protocols, such as RIP
and OSPF provide multiple routes to the same
destination, the Switch can use the administrative
distance of the route source to determine which
routing protocol to use and add the route to the
routing table.

Sets the administrative distance (from 10 to 255)
that is assigned to the routes learned by RIP.

The lower the administrative distance value is, the
more preferable the routing protocol is. If two
routes have the same administrative distance
value, the Switch uses the route that has the lowest
metric value.

Note: You cannot set two routing protocols to

have the same administrative distance.

13

exit

Leaves the RIP configuration mode.

13

timer garbage-collection <1-
65535>

Sets how long (in seconds) the Switch waits before
removing the invalid route from the routing table.

13

timer timeout <1-65535>

Sets how long (in seconds) the Switch waits for
route updates before a route is declared no longer
valid. The metric of route will then be set to 16,
which means the route is considered unreachable.

Timeout Timer should be greater than Update
Timer.

13

timer update <1-65535>

Sets the duration of the Update Timer (in seconds)
to specify how often the Switch broadcasts its
routing table and incorporates routing table
information sent from other routers.

13

no router rip

Disables RIP on the Switch.

13

interface route-domain <ip-address>/
<mask-bits>

Enters the configuration mode for this routing
domain.

13
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Table 177 rip Command Summary (continued)

Switch.

COMMAND DESCRIPTION P
ip rip direction Sets the RIP direction and version in this routing 13
<Outgoing] Incoming|Both|None> domain.
version <vil|v2b]v2m>

interface vlan <vlan-id> Enters the configuration mode for this VLAN 13

interface.
ipv6 rip Enables IPv6 RIP on the VLAN interface. 13
no ipv6 rip Disables IPv6 RIP on the VLAN interface. 13
ipv6 rip method <no- Specifies the mechanism used by the interface to 13
horizon|split-horizon|poison- prevent routing loops.
reverse> no-horizon: to not use any mechanism on this
interface to prevent routing loops.
split-horizon;to prevent the interface from
sending back the routing information received and
learned from a neighbor. This also helps save
bandwidth.
poison-reverse: to have the interface set the
metric of routes learned from a neighbor to 16 and
send the routing information back. The neighbor wiill
then delete the routes from its routing table.
ipv6 rip metric <metric> Enters a number that approximates the cost for this 13
link. The number need not be precise, but it must be
between 1 and 15. In practice, 2 or 3 is usually a
good number.
metric: 1-15
show ip rip database Displays the RIP configuration settings on the 3
Switch.
show ipv6 rip Shows whether IPv6 RIP is enabled on the Switch. 3
show ipv6 rip database Displays the IPv6 RIP configuration settings on the 3

74.3 Command Examples

This example:

= Enables RIP.

= Enters the IP routing domain 172.16.1.1 with subnet mask 255.255.255.0.

= Sets the RIP direction in this routing domain to Both and the version to 2 with subnet broadcasting

(v2b); the Switch will send and receive RIP packets in this routing domain.

sysname(config)# router rip
syshame(config-rip)# exit

sysname(config)# interface route-domain 172.16.1.1/24
sysname(config-if)# ip rip direction Both version v2b
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CHAPTER 75
RMON

75.1 RMON Overview

Similar to SNMP, RMON (Remote Network Monitor) allows you to gather and monitor network traffic.

Both SNMP and RMON use an agent, known as a probe, which are software processes running on
network devices to collect information about network traffic and store it in a local MIB (Management
Information Base). With SNMP, a network manager has to constantly poll the agent to obtain MIB
information. The probe on the Switch communicates with the network manager via SNMP.

RMON groups contain detailed information about specific activities. The following table describes the
four RMON groups that your Switch supports.

Table 178 Supported RMON Groups

GROUP DESCRIPTION

Statistics Records current network traffic information on a specified Ethernet port.

History Records historical network traffic information on a specified Ethernet port for a certain time period.
Alarm Provides alerts when configured alarm conditions are met.

Event Defines event generation and resulting actions to be taken based on an alarm.

75.2 User Input Values

This section lists the common term definition appears in this chapter.

Table 179 rmon command user input values

USER INPUT

DESCRIPTION

event-index

This is an event’s index number in the event table, between 1 and 65535.

alarm-index

This is an alarm’s index number in the alarm table, between 1 and 65535.

etherstats- This is an entry’s index number in the Ethernet statistics table, between 1 and 65535.

index

historycontrol | Thisis an entry’s index number in the history control table, between 1 and 65535.

—-index

owner This is a person’s name who will handle the event, alarm, historycontrol, or Ethernet statistics

entry.

interface-id

This is a port that the Switch will poll for data.
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75.3 Command Summary

The following section lists the commands for this feature.

Table 180 rmon Command Summary

channel <interface-id>

the specified port.

COMMAND DESCRIPTION P
rmon alarm alarmtable <alarm-index> Sets an alarm that occurs when the sampled 13
variable <variable> interval <interval- data exceeds the specified threshold. See
integer> sample-type <absolute|delta> Section 75.3.2 on page 282 for more
startup-alarm <startup-alarm> rising- information.
threshold <rising-integer> <event-index>
falling-threshold <falling-integer>
<event-index> [owner <owner>]
rmon event eventtable <event-index> [log] | Setsthe actionsthat the Switch takes when 13
[trap <community>] [owner <owner>] an associated alarm is generated by the
[description <description>] Switch.

1og: set this to have the Switch record the

logs for the alarm

trap <community>: set this to have the

Switch send a trap with the specified

community.

description: the description of the event.
rmon history historycontrol Sets RMON history configuration settings. 13
<hi -1i > <1- >
_ h;stor)llczzt;g(l)olndext bzcket? <:!' ?:SSiS buckets <1-65535>: the number of data
!n erva - port-channe intertace- samplings the network manager requests
id> [owner <owner>] the Switch to store. At the time of writing, the

Switch can only store up to 200 data

samplings although you can configure a

bucket number higher than 200.

interval <1-3600>: the time in seconds

between data samplings.
rmon statistics etherstats <etherstats- Sets to collect network traffic on the 13
index> port-channel <interface-id> [owner |specified Ethernet portsince the last time
<owner>] the Switch was reset.
no rmon alarm alarmtable <alarm-index> Removes the specified alarm’s settings. 13
no rmon event eventtable <event-index> Removes the action’s settings of the 13

specified event.
no rmon history historycontrol Removes the RMON history configuration 13
<historycontrol-index> settings for the specified event.
no rmon statistics etherstats <etherstats- | Stops collecting network traffic for the 13
index> specified event.
show rmon alarm alarmtable [alarm-index] Displays all or the specified alarm settings. 3
show rmon event eventtable [event-index] Displays all or the specified event settings. 3
show rmon history historycontrol [index Displays all historical network traffic statistics 3
<historycontrol-index>] or only the specified entry’s.
show rmon history historycontrol port- Displays historical network traffic statistics for 3
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Table 180 rmon Command Summary (continued)

COMMAND DESCRIPTION M |P
show rmon statistics etherstats [index Displays all current network traffic statisticsor |E | 3
<etherstats-index>] only the specified entry’s.

show rmon statistics etherstats port- Displays current network traffic statistics for |E |3
channel <interface-id> the specified port.

75.3.1 RMON Event Command Example

This example shows how to configure the Switch’s action when an RMON event using the following
settings:

event index number: 2

enable event logging and SNMP traps: Yes

= the trap’s community: public

who will handle this alarm: operator

additional description for this event entry: test

This example also shows how to display the setting results.

ras# config
ras(config)# rmon event eventtable 2 log trap public owner operator description test
ras(config)# exit
ras# show rmon event eventtable 2
Event 2 owned by operator is valid
eventType: logandtrap
eventCommunity: public
eventDescription: test

75.3.2 RMON Alarm Command Example

Syntax:

rmon alarm alarmtable <alarm-index> variable <variable> interval <interval-integer>
sample-type <absolute]delta> startup-alarm <startup-alarm> rising-threshold
<rising-integer> <event-index> falling-threshold <falling-integer> <event-index>
[owner <owner>]

Ethernet Switch CLI Reference Guide

282



Chapter 75 RMON

where
1-65535 This is an alarm’s index number in the alarm table.
variable This is the variable(s) whose data is sampled. The allowed options are:
« [ifType.<port>]
e [ifMtu.<port>]
« [ifSpeed.<port>]
« [ifAdminStatus.<port>]
« [ifOperStatus.<port>]
* [ifLastChange.<port>]
* [iflnOctets.<port>]
= [iflnUcastPkts.<port>]
= [iflnNUcastPkts.<port>]
= [iflnDiscards.<port>]
e [iflnErrors.<port>]
« [iflnUnknownProtos.<port>]
* [ifOutOctets.<port>]
e [ifOutUcastPkts.<port>]
« [ifOutNUcastPkts.<port>]
« [ifOutDiscards.<port>]
* [ifOutErrors.<port>]
« [ifOutQLen.<port>]
e [sysMgmtCPUUsage.<index>]
= [sysMemoryPoolUtil.<index>]
= [<OID>]
interval-integer This is the time interval (in seconds) between data samplings.
absolute|delta This is the method of obtaining the sample value and calculating the value to be
compared against the thresholds.
= absolute - the sampling value of the selected variable will be compared
directly with the thresholds.
= delta - the last sampling value of the selected variable will be subtracted from
the current sampling value first. Then use the difference to compare with the
thresholds.
startup-alarm Specify when the Switch should generate an alarm regarding to the rising and/or
falling thresholds.
e risingAlarm - the Switch generates an alarm if the sampling value (or
calculated value) is greater than or equal to the rising threshold.
e fallingAlarm - the Switch generates an alarm if the sampling value (or
calculated value) is less than or equal to the falling threshold.
= risingOrFallingAlarm - the Switch generates an alarm either when the
sampling value (or calculated value) is greater than or equal to the rising
threshold or when the sampling value (or calculated value) is less than or equal
to the falling threshold.
rising-integer Specify an integer for the rising threshold. When the value is greater or equal to this
threshold, the Switch generates an alarm.
rising-event-index Specify an event’s index number (between 0 and 65535). The Switch will take the
corresponding action of the selected event for the rising alarm. Set this to 0 if you
do not want to take any action for the alarm.
falling-integer Specify an integer for the falling threshold. When the value is smaller or equal to this
threshold, the Switch generates an alarm.
falling-event-index Specify an event’s index number (between 0 and 65535). The Switch will take the
corresponding action of the selected event for the falling alarm. Set this to 0 if you
do not want to take any action for the alarm.
owner Specify who should handle this alarm.

This example shows you how to configure an alarm using the following settings:
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= alarm index number: 2

= variable: getting the number of errored packets received on port 1

= how often to get a data sample: every 60 seconds

= sampling method: delta

< when to send an alarm: when the value is higher than the rising threshold

= the rising threshold: 50

= which event’s action should be taken for the rising alarm: 2 (see Section 75.3.1 on page 282)
= the falling threshold: 0

= which event’s action should be taken for the falling alarm: 0 (see Section 75.3.1 on page 282)

= who will handle this alarm: operator

This example also shows how to display the setting results.

ras# config
ras(config)# rmon alarm alarmtable 2 variable iflnErrors.1 interval 60 sample-type
delta startup-alarm rising rising-threshold 50 2 falling-threshold 0 2 owner operator
ras(config)# exit
ras# show rmon alarm alarmtable
Alarm 2 owned by operator is valid
alarmvariable: ifInErrors.1
alarminterval: 60
alarmSampleType: delta
alarmStartupAlarm: rising
alarmRisingThreshold: 50
alarmRisingEventindex: 2
alarmFallingThreshold: 0O
alarmFallingEventindex: O
Last value monitored: O
ras#

75.3.3 RMON Statistics Command Example

This example shows how to configure the settings to display current network traffic statistics using the
following settings:

= the Ethernet statistics table entry’s index number: 1

= collecting data samples from which port: 12
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This example also shows how to display the data collection results.

ras# config
ras(config)# rmon statistics etherstats 1 port-channel 12
ras(config)# exit
ras# show rmon statistics etherstats index 1
Statistics 1 owned by is valid
Monitor on interface port-channel 12
etherStatsDropEvents: 0
etherStatsOctets: 1576159
etherStatsPkts: 19861
etherStatsBroadcastPkts: 16721
etherStatsMulticastPkts: 1453
etherStatsCRCAlignErrors: 2
etherStatsUndersizePkts: 0
etherStatsOversizePkts: 0
etherStatsFragments: O
etherStatsJabbers: 0
etherStatsCollisions: 0
Packet length distribution:
64: 17952
65-127: 666
128-255: 671
256-511: 509
512-1023: 26
1024-1518: 37
ras#

75.3.4 RMON History Command Example

This example shows how to configure the settings to display historical network traffic statistics using the
following settings:

the history control table entry’s index number: 1

how many data sampling data you want to store: 10

time interval between data samplings: 10 seconds

collecting data samples from which port: 12
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This example also shows how to display the data collection results.

ras# config
ras(config)# rmon history historycontrol 1 buckets 10 interval 10 port-channel 12
ras(config)# exit
ras# show rmon history historycontrol index 1
History control 1 owned by is valid
Monitors interface port-channel 12 every 10 sec.
historyControlBucketsRequested: 10
historyControlBucketsGranted: 10
Monitored history 1:
Monitored at O days 00h:08m:59s
etherHistorylntervalStart: 539
etherHistoryDropEvents: 0
etherHistoryOctets: 667217
etherHistoryPkts: 7697
etherHistoryBroadcastPkts: 5952
etherHistoryMulticastPkts: 505
etherHistoryCRCAlignErrors: 2
etherHistoryUndersizePkts: 0O
etherHistoryOversizePkts: 0
etherHistoryFragments: 0O
etherHistoryJabbers: 0O
etherHistoryCollisions: 0
etherHistoryUtilization: 72
Monitored history 2:
Monitored at 0 days 00h:09m:08s
etherHistorylntervalStart: 548
etherHistoryDropEvents: 0
etherHistoryOctets: 673408
etherHistoryPkts: 7759
etherHistoryBroadcastPkts: 5978
etherHistoryMulticastPkts: 519
etherHistoryCRCAlignErrors: 2
etherHistoryUndersizePkts: 0O
etherHistoryOversizePkts: 0
etherHistoryFragments: 0O
etherHistoryJabbers: 0O
etherHistoryCollisions: 0
etherHistoryUtilization: 0O
ras#
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Commands

Use these commands to back up and restore configuration and firmware.

76.1 Switch Configuration File

When you configure the Switch using either the CLI (Command Line Interface) or web configurator, the
settings are saved as a series of commands in a configuration file on the Switch called running-
config. You can perform the following with a configuration file:

= Back up Switch configuration once the Switch is set up to work in your network.
= Restore a previously-saved Switch configuration.

= Use the same configuration file to set all switches (of the same model) in your network to the same
settings.

You may also edit a configuration file using a text editor. Make sure you use valid commands.

Note: The Switch rejects configuration files with invalid or incomplete commands.

76.2 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 181 running-config User-input Values

COMMAND DESCRIPTION

attribute Possible values: active, name, speed-duplex, bpdu-control, flow-control,
intrusion-lock, vlanlqg, vlanlg-member, bandwidth-limit, vlan-stacking,
port-security, broadcast-storm-control, mirroring, port-access-
authenticator, queuing-method, igmp-filtering, spanning-tree, mrstp,
protocol-based-vlan, port-based-vlan, mac-authentication, trtcm,
ethernet-oam, loopguard, arp-inspection, dhcp-snooping.
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The following section lists the commands for this feature.

Table 182 running-config Command Summary

COMMAND DESCRIPTION P
show running-config [interface Displays the current configuration file. This file contains the 3
port-channel <port-list> commands that change the Switch's configuration from
[<attribute> [<...>]111 the default settings to the current configuration.

Optionally, displays current configuration on a port-by-port

basis.
show running-config interface Displays the current configuration for the Switch or the 3
port-channel <port-list> | begin | specified port(s), which start from a line with the specified
<string> string.
show running-config [interface Displays the current configuration for the Switch or the 3
port-channel <port-list>] | specified port(s), which start from a line with the first
begin <stringl> include specified string and also contain the second specified
<string2> string.
show running-config [interface Displays the current configuration for the Switch or the 3
port-channel <port-list>] | specified port(s), which contain the specified string.
include <string>
show running-config [interface Displays the current configuration for the Switch or the 3
port-channel <port-list>] | specified port(s), and updates every second until you press
show running-config help Provides more information about the specified command. 3
show running-config page Displays the current configuration file page by page. 3
copy running-config interface Clones (copies) the attributes from the specified port to 13
port-channel <port> <port-list> | otherports. Optionally, copies the specified attributes from
[<attribute> [<...>]] one port to other ports.
copy running-config custom- Saves the current configuration settings permanently to a 14
default customized default file on the Switch.
copy running-config help Provides more information about the specified command. 13
copy running-config slot <slot> | Clones (copies) the attributes from the specified slot to 13
<slot-list> other slots.
copy running-config slot <slot> | Copiesthe specified attributes from one slot to other slots. 13
<slot-list> [bandwidth-limit
---1
erase running-config Resets the Switch to the factory default settings. 13
erase running-config interface Resets to the factory default settings on a per-port basis 13
port-channel <port-list> and optionally on a per-feature configuration basis.
[<attribute> [<...>]]
erase running-config help Provides more information about the specified command. 13
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Table 182 running-config Command Summary (

continued)

COMMAND DESCRIPTION

Note:

Note:

Note:

reload custom-default Reboots the system and loads a saved customized default
file on the Switch.

Note: This will save the customized default

configuration settings to both Configuration 1
and Configuration 2.

If you did not save a customized default file in
the web configurator or CLI using copy
running-config custom-default, then the
factory default file is restored. You will then
have to make all your configurations again on
the Switch.

For the GS2210 Series, you need to enable
custom default in the web configurator or CLI
using custom-default first.

For the GS2210 Series, if you had saved a
Config 2 file in the web configurator or CLI
using write memory [<index>], but didn’t
save a customized default file, then the
Config 2 file is restored.

14

reload factory-default Resets

the Switch to the factory default settings, including

default user name and password.

14

sync running-config Uses th

e current configuration on the active management

card to update the current configuration on the standby
management card.

13

76.3 Command Examples

This example resets the Switch to the factory default settings.

sysname# erase running-config
sysname# write memory

This example copies all attributes of port 1 to port 2 and copies selected attributes (active, bandwidth

limit and STP settings) from port 1 to ports 5-8

sysname# configure

bandwidth-limit spanning-tree

sysname(config)# copy running-config interface port-channel 1 2
sysname(config)# copy running-config interface port-channel 1 5-8 active
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Service Register

This chapter shows you how to use commands to update and view service license information.

77.1 Service Register Overview

myZyxel is Zyxel’s online services center where you can register your Switch and manage subscription
services available for your Switch.

At the time of writing, you can enable the Advance Routing service license for the Switch, which allows
you to use advanced L3 routing features, such as RIPng (see Chapter 74 on page 277) and OSPFv3 (see
Chapter 61 on page 229) for IPv6. Without the service license, you can still configure the L3 routing
features, but they will not work.

Note: The Advance Routing service license can’t be transferred to another device.

77.2 Command Summary

The following section lists the commands for this feature.

Table 183 service-register Command Summary
COMMAND DESCRIPTION M |P

service-register update Renews service license information (such as the C |13
registration status and expiration day).

show service-register Displays the status of your service registration. E |3
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sFlow

This chapter shows you how to configure sFlow to have the Switch monitor traffic in a network and send

information to an sFlow collector for analysis.

78.1 sFlow Overview

sFlow (RFC 3176) is a standard technology for monitoring switched networks. An sFlow agent embedded
on a switch or router gets sample data and packet statistics from traffic forwarded through its ports. The
sFlow agent then creates sFlow data and sends it to an sFlow collector. The sFlow collector is a server
that collects and analyzes sFlow datagram. An sFlow datagram includes packet header, input and
output interface, sampling process parameters and forwarding information.

sFlow minimizes impact on CPU load of the Switch as it analyzes sample data only. sFlow can
continuously monitor network traffic and create reports for network performance analysis and
troubleshooting. For example, you can use it to know which IP address or which type of traffic caused

network congestion.

78.2 Command Summary

The following section lists the commands for this feature.

Table 184 sflow Command Summary

COMMAND DESCRIPTION M [P
interface port-channel <port-list> | Enters config-interface mode for the specified port(s). C |13
no sflow Disables sFlow on this port. C |13
no sftlow collector <ip- Removes the specified collector IP address from the C |13
address> port.
sTtlow Enables sFlow on this port. The Switch will monitor traffic | C | 13
on this port and generate and send sFlow datagram to
the specified collector.
sflow collector <ip-address> Specifies a collector for this port. You can set a time C |13
[poll-interval <20-120>] interval (from 20 to 120 in seconds) the Switch waits
[sample-rate <256-65535>] before sending the sFlow datagram and packet
counters for this port to the collector. You can also set
a sample rate (N) from 256 to 65535. The Switch
captures every one out of N packets for this port to
create sFlow datagram.
no sflow Disables the sFlow agent on the Switch. C |13
no sflow collector <ip-address> Removes an sFlow collector entry. C |13
sTlow Enables the sFlow agent on the Switch. C |13
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Table 184 sflow Command Summary (continued)
COMMAND DESCRIPTION P
sflow collector <ip-address> [udp- | Configures an sFlow collector and the UDP port the 13
port <udp-port>] Switch uses to send sFlow datagram to the collector.
The default UDP port is 6343.
show sflow Displays sFlow settings on the Switch. 3

78.3 Command Examples

This example enables the sFlow agent on the Switch and configures an sFlow collector with the IP
address 10.1.1.58 and UDP port 6343. This example also enables sFlow on ports 1, 2, 3 and 4 and

configures the same collector, sample rate

and poll interval for these ports.

sysname(config)# sflow

sysname(config-interface)# sflow

sample-rate 2500
sysname(config-interface)# exit
sysname(config)# exit
sysname# show sflow
sFlow version: 5
sFlow Global Information:
sFlow Status: Active
index Collector Address

1 10.1.1.58 6343

sFlow Port Information:
Port Active Sample-rate Pol

1 Yes 2500
2 Yes 2500
3 Yes 2500
4 Yes 2500
5 No 32768
6 No 32768
7 No 32768

sysname(config)# sflow collector 10.1.1.58 udp-port 6343
sysname(config)# interface port-channel 1,2,3,4

sysname(config-interface)# sflow collector 10.1.1.58 poll-interval 120

UDP port

Collector Address

I-interval
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CHAPTER 79
Smaurt Isolation Commands

This chapter explains how to use commands to configure smart isolation on the Switch.

79.1 Smart Isolation Overview

To block traffic between two specific ports within the Switch, you can use port isolation or private VLAN
(see Chapter 69 on page 262 for more information). However, it does not work across multiple switches.
For example, broadcast traffic from isolated ports on a switch (say B) can be forwarded to all ports on
other switches (A and C), including the isolated ports.

Isolated ports: 2—~6
Root port: 7
Designated port: 8

N\ e

Smart isolation allows you to prevent isolated ports on different switches from transmitting traffic to each
other. After you enable RSTP/MRSTP and smart isolation on the Switch, the designated port(s) will be
added to the isolated port list. In the following example, switch A is the root bridge. Switch B’s root port 7
connects to switch A and switch B’s designated port 8 connects to switch C. Traffic from isolated ports
on switch B can only be sent through non-isolated port 1 or root port 7 to switch A. This prevents isolated
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ports on switch B sending traffic through designated port 8 to switch C. Traffic received on designated
port 8 from switch C will not be forwarded to any other isolated ports on switch B.

Before Smart Isolation:
Isolated ports: 2—~6
Root port: 7
Designated port: 8

After Smart Isolation:
Isolated ports: 2—6, 8
Root port: 7
Designated port: 8

N\ e

You should enable RSTP or MRSTP before you can use smart isolation on the Switch. If the network
topology changes, the Switch automatically updates the isolated port list with the latest designated

port information.

Note: The uplink port connected to the Internet should be the root port. Otherwise, with smart

isolation enabled, the isolated ports cannot access the Internet.

79.2 Command Summary

The following section lists the commands for this feature.

Table 185 smart-isolation Command Summary
COMMAND DESCRIPTION M | P
no smart-isolation Disables smart isolation on the Switch. C |13
show smart-isolation Enables smart isolation on the Switch. E |3

C |13

smart-isolation Displays the smart isolation status and information on the

Switch.

79.3 Command Examples

This example enables smart isolation and displays smart isolation status and information on the Switch.
You should have configured RSTP or MRSTP on the Switch in order to have smart isolation work by adding

the designated port(s) to the isolated port list. You also have created VLAN 200 and configured a
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private VLAN rule for VLAN 200 to put ports 3, 4 and 5 in the isolated port list. In this example, the
designated port 7 is added to the isolated port list after smart isolation is enabled.

sysname# configure
sysname(config)# spanning-tree mode rstp
sysname(config)# spanning-tree
sysname(config)# spanning-tree priority 32768
sysname(config)# spanning-tree 3-5, 7-8
syshame(config)# vlan 200
sysnhame(config-vlan)# fixed 3-5, 7-8
sysname(config-vlan)# untagged 3-5, 7-8
sysname(config-vlan)# exit
sysname(config)# private-vlan name pvlan-200 vlan 200 promiscuous-port 7-8
sysname(config)# smart-isolation
syshame(config)# exit
sysname# show smart-isolation

smart isolation enable

Private VLAN:
Original VLAN:
VLAN 200
isolated 3-5
promiscuous 7-8

Smart lIsolated VLAN:
VLAN 200
isolated 3-5,7
promiscuous 8

syshame#

The following table describes the labels in this screen.

Table 186 show smart-isolation

LABEL DESCRIPTION

Port isolation This section is available only when you have configured port isolation on the Switch.

The following fields display the port isolation information before and after smart
isolation is enabled.

original isolated ports | This field displays the isolated port list before smart isolation is enabled.

smart isolated ports This field displays the isolated port list after smart isolation is enabled.

Private VLAN This section is available only when you have configured private VLAN on the Switch.

The following fields display the private VLAN information before and after smart
isolation is enabled.

Original VLAN This section displays the VLAN ID and isolated and promiscuous port list before smart

isolation is enabled

Smart Isolated VLAN This section displays the VLAN ID and isolated and promiscuous port list after smart

isolation is enabled
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Use these commands to configure SNMP on the Switch.

80.1 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 187 snmp-server User-input Values

COMMAND DESCRIPTION
property 1-32 alphanumeric characters
options aaa: authentication, authorization, accounting.

interface: linkup, Iinkdown, autonegotiation, Ildp, transceiver-ddm.
ip: ping, traceroute.
switch: stp, mactable, rmon, cfm.

system: coldstart, warmstart, fanspeed, temperature, voltage, reset, timesync,
intrusionlock, loopguard, errdisable, poe.

The following section lists the commands for this feature.

Table 188 snmp-server Command Summary

COMMAND DESCRIPTION M [P
show snmp-server Displays SNMP settings. E |3
snmp-server <[contact <system- Sets the geographic location and the name of the person | C | 13
contact>] [location <system- in charge of this Switch.

location>]>

system-contact: 1-32 English keyboard characters;
spaces are allowed.

system-location: 1-32 English keyboard characters;
spaces are allowed.

snmp-server version Sets the SNMP version to use for communication with the C |13
<v2c|v3]v3v2c> SNMP manager.
snmp-server get-community Sets the get community. Only for SNMPv2c or lower. C |13

i < >
[cipher] <property cipher: inform the Switch that the string after the word

"cipher" is an encrypted secret. This is used in password
encryption. To encrypt the password, use the password
encryption command.

snmp-server set-community Sets the set community. Only for SNMPv2c or lower. C |13

i < >
[cipher] <property cipher: inform the Switch that the string after the word

"cipher" is an encrypted secret. This is used in password
encryption. To encrypt the password, use the password
encryption command.
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Table 188 snmp-server Command Summary (continued)

COMMAND DESCRIPTION P
snmp-server trap-community Sets the trap community. Only for SNMPv2c or lower. 13
cipher] <property> _ . . '
[cip 1 <prop 4 cipher: inform the Switch that the string after the word
"cipher" is an encrypted secret. This is used in password
encryption. To encrypt the password, use the password
encryption command.
snmp-server trap-destination Sets the IP addresses of up to four SNMP managers 13
<ip> [udp-port <socket-number>] | (stations to send your SNMP traps to). You can configure
[version <vl1]v2c|v3>] [username | Up tofourmanagers.
<name>]
snmp-server trap-destination Sets the types of SNMP traps that should be sent to the 13
<ip> enable traps specified SNMP manager.
<aaa Il:lterface| ip|switch|system options: enter the trap type you want to configure here,
> [options] such as timesync, intrusionlock, loopguard, errdisable, poe,
loginrecord, linkup, linkdown, autonegotiation, lldp,
transceiver-ddm, storm-control, zuld, authentication,
authorization, accounting, ping, traceroute, stp,
mactable, rmon, cfm, or classifier.
no snmp-server trap-destination | Deletes the specified SNMP manager. 13
<ip>
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
snmp trap [options] Enables sending of SNMP traps on this port. The Switch 13
sends the related traps received on this port to the SNMP
manager.
options: enter the trap type you want to configure here,
such as intrusionlock, loopguard, errdisable, poe, linkup,
linkdown, autonegotiation, lldp, transceiver-ddm, storm-
control, or zuld.
no snmp trap [options] Disables sending of SNMP traps on this port. The Switch 13

sends the related traps received on this port to the SNMP
manager.

options: enter the trap type you want to configure here,
such as intrusionlock, loopguard, errdisable, poe, linkup,
linkdown, autonegotiation, lldp, transceiver-ddm, storm-
control, or zuld.
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Table 188 snmp-server Command Summary (continued)

<ip> enable traps aaa <options>

COMMAND DESCRIPTION P
snmp-server username <name> sec- | Sets the authentication level for SNMP v3 user 14
level <noauth]auth]priv> [auth authentication. Optionally, specifies the authentication
<md5|sha> auth-password [cipher] and encryption methods for communication with the
<password>] | [priv <des|aes> SNMP manager.
priv-password [cipher] name: Enter the SNMP username.
<password>] group <group-name>
noauth: Use the username as the password string sent to
the SNMP manager. This is equivalent to the Get, Set and
Trap Community in SNMP v2c. This is the lowest security
level.
auth: Implement an authentication algorithm for SNMP
messages sent by this user.
priv: Implement privacy settings and encryption for SNMP
messages sent by this user. This is the highest security level.
auth-password: Set the authentication password for
SNMP messages sent by this user.
priv-password: Set the privacy settings password for
SNMP messages sent by this user.
group-name: Set the View-based Access Control Model
(VACM) group. Available group names are:
admin: The user belongs to the admin group and has
maximum access rights to the Switch.
readwrite: The user can read and configure the
Switch except for confidential options (such as user
account and AAA configuration options.)
readonly: The user can read but cannot make any
configuration changes.
cipher: inform the Switch that the string after the word
"cipher" is an encrypted secret. This is used in password
encryption. To encrypt the password, use the password
encryption command.
Note: The settings on the SNMP manager must be
set at the same security level or higher than
the security level settings on the Switch.
Nno snmp-server username <name> Removes the specified SNMP user’s information. 14
show snmp-server [user] Displays the SNMP information on the Switch. The user 3
flag displays SNMP user information.
Table 189 snmp-server trap-destination enable traps Command Summary
COMMAND DESCRIPTION P
snmp-server trap-destination Enables sending SNMP traps to a manager. 13
<ip> enable traps
no snmp-server trap-destination | Disablessending of SNMP traps to a manager. 13
<ip> enable traps
snmp-server trap-destination Sends all AAA traps to the specified manager. 13
<ip> enable traps aaa
no snmp-server trap-destination | Preventsthe Switch from sending any AAA traps to the 13
<ip> enable traps aaa specified manager.
snmp-server trap-destination Sends the specified AAA traps to the specified manager. 13
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Table 189 snmp-server trap-destination enable traps Command Summary (continued)

COMMAND DESCRIPTION P
no snmp-server trap-destination | Preventsthe Switch from sending the specified AAA traps 13
<ip> enable traps aaa <options> | to the specified manager.

snmp-server trap-destination Sends all interface traps to the specified manager. 13
<ip> enable traps interface

no snmp-server trap-destination |Preventsthe Switchfrom sending any interface traps to the 13
<ip> enable traps interface specified manager.

snmp-server trap-destination Sends the specified interface traps to the specified 13
<ip> enable traps interface manager.

<options>

no snmp-server trap-destination | Preventsthe Switch from sending the specified interface 13
<ip> enable traps interface traps to the specified manager.

<options>

snmp-server trap-destination Sends all IP traps to the specified manager. 13
<ip> enable traps ip

no snmp-server trap-destination | Preventsthe Switch from sending any IP traps to the 13
<ip> enable traps ip specified manager.

snmp-server trap-destination Sends the specified IP traps to the specified manager. 13
<ip> enable traps ip <options>

no snmp-server trap-destination | Preventsthe Switch from sending the specified IP traps to 13
<ip> enable traps ip <options> the specified manager.

snmp-server trap-destination Sends all switch traps to the specified manager. 13
<ip> enable traps switch

no snmp-server trap-destination | Preventsthe Switch from sending any switch traps to the 13
<ip> enable traps switch specified manager.

snmp-server trap-destination Sends the specified switch traps to the specified manager. 13
<ip> enable traps switch

<options>

no snmp-server trap-destination | Preventsthe Switch from sending the specified switch traps 13
<ip> enable traps switch to the specified manager.

<options>

snmp-server trap-destination Sends all system traps to the specified manager. 13
<ip> enable traps system

no snmp-server trap-destination | Preventsthe Switch from sending any system traps to the 13
<ip> enable traps system specified manager.

snmp-server trap-destination Sends the specified system traps to the specified manager. 13
<ip> enable traps system

<options>

no snmp-server trap-destination | Preventsthe Switch from sending the specified system 13

<ip> enable traps system
<options>

traps to the specified manager.
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80.2 Command Examples

This example sets the Switch to not send the linkup and linkdown traps received on port 3 to the SNMP
manager.

sysname# configure
sysname(config)# interface port-channel 3
sysname(config-interface)# no snmp trap linkup linkdown

This example shows you how to display the SNMP information on the Switch.

sysname# show snmp-server

[General Setting]

SNMP Version > v2c

Get Community : public
Set Community : public
Trap Community : public

[ Trap Destination ]

Index Version 1P Port Username
1 v2c 0.0.0.0 162
2 v2c 0.0.0.0 162
3 v2c 0.0.0.0 162
4 v2c 0.0.0.0 162

This example shows you how to display all SNMP user information on the Switch.

sysname# show snmp-server user

[ User Information ]
Index Name SecurityLevel GroupName

1 admin noauth admin
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Stacking Commands

81.1 Overview

Stacking is directly connecting Switches to form a larger system that behaves as a single Switch or a
virtual chassis with increased port density.

The ports of your Switch which are dedicated for Switch stacking vary depending on your Switch model.
Please check the User’s Guide for your Switch. These are the Switches that support stacking at the time
of writing.

Table 190 Switch Models that Support Stacking
MODELS WITH STACKING SUPPORT

XGS2210-28

XGS2210-28HP

XGS2210-52

XGS2210-52HP

XGS3700-24

XGS3700-24HP

XGS3700-48

XGS3700-48HP

XGS4600-32

XGS4600-32F

XGS4600-52F

XS3800-28

These are the maximum switches that are allowed per stack for the Switches.

Table 191 Maximum Switches Allowed per Stack

MODELS MAXIMUM SWITCHES ALLOWED PER STACK
XGS2210-28
XGS2210-28HP
XGS2210-52
XGS2210-52HP
XGS3700-24
XGS3700-24HP
XGS3700-48
XGS3700-48HP
XGS4600-32
XGS4600-32F

Al || OWOW[OWOW|[O[N|[N|[NIDN
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Table 191 Maximum Switches Allowed per Stack

MODELS MAXIMUM SWITCHES ALLOWED PER STACK
XGS4600-52F 4
XS3800-28 4

You can manage each Switch in the stack from a master Switch using its web configurator or console.
Each Switch supports up to two stacking channels. Use the master Switch to assign a ‘slot ID’ for each
‘linecard’ non-master Switch. ‘Slot’ refers to a Switch in the “virtual chassis’ stack.

You can build a Switch stack using a ring or chain topology. In a ring topology, the last Switch is
connected to the first.

Note: When you change modes, all configurations except user accounts, but including
running configuration, config01 and config02 will be erased and the Switch will reboot
with a new config01. Therefore, you should back up previous configurations if you want
to reload them later.

Stacking will automatically choose a master Switch in a stack but you can overwrite that by actively
forcing a Switch to become a master Switch using the Stacking force-master command. This master
Switch will have the highest priority over all other stacked Switches even when they have same priority
value.

If two or more Switches have Stacking force-master enabled, then the Switch will use Stacking
priority to determine which is master. If they have the same Stacking priority, then the Switch
with the longest up-time is selected. Uptime is measured in increments of 10 minutes. The Switch with the
higher number of increments is selected. If they have the same uptime, then the Switch with the lowest
MAC address will be the master.

This is the master election priority in a stack system:

1 Stacking force-master
2 Highest Stacking priority
3 Longest System Up Time

4  Lowest MAC Address

Note: Master election occurs when stacking / standalone mode changes or when a stacking
port is temporarily disconnected in stacking mode.

81.2 Command Summary

The following section lists the commands for this feature.

Table 192 stacking Command Summary

COMMAND DESCRIPTION M | P
show stacking Shows stacking slot status. E |3
show stacking slot status Shows stacking information on each slot. E |3
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Table 192 stacking Command Summary (continued)

stacking mode except username and password back to
the original settings.

COMMAND DESCRIPTION P
show running-config Shows current Switch configuration including stacking slot 3
summary.
Press [CTRL]+C to terminate the process.
show stacking slot <number> Shows stacking details for the specified slot. 3
show system-information Shows Switch stacking mode. 3
Stacking Enables stacking when the Switch is in standalone mode. 13
The Switch will automatically reboot with a new config01.
no Stacking Enables standalone when the Switch is in stacking mode. 13
The Switch will automatically reboot with a new config01.
Stacking priority <1-63> Sets switch stacking priority. 13
Stacking force-master Enables force master mode which makes this Switch the 13
master in the stack.
no Stacking force-master Disables force master mode. 13
Stacking slot-id <current slot- | Setsselected slot to auto mode. 13
id> renumber auto
Stacking slot-id <current slot- | Setsselected slotto new slot ID. 13
id> renumber <new slot-id>
reload stacking-default Resets all configurations done since the change to 13

81.3 Command Examples

Use show system-information to show current Switch stacking mode.

Product Model
System Name
System Mode
System Contact
System Location
System up Time
Ethernet Address
Bootbase Version
ZyNOS F/W Version

sysname# show system-information

Config Boot Image 1
Current Boot Image 1
RomRasSize 6550116
syshame#

XGS3700-48HP
XGS3700
Standalone

67:58:37 (e965d83 ticks)
00:19:cb:00:00:02
V1.00 | 03/27/2013
V4 _20(AAGF.0)b4 | 08/12/2014

Use the following procedure to create a stack:
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1 Select a Switch to be the master. Change its mode to stacking mode. You will see a message asking you
to confirm the change. Press [Y] to confirm and the Switch will reboot automatically using a new

config01.

2 Afterreboot completes, the master LED will turn on.

3 Force the Switch to be master, configure stacking priority to a high value, such as 63 and set its slot ID to

1.

syshame# configure terminal

sysname(config)# stacking

System will erase all configuration and reboot. Continue? [y/N]y
< reboot.....>

sysname(config)# stacking force-master
sysname(config)# stacking priority 63
sysname(config)# stacking slot-id 1 renumber 1

4 Change a second Switch to stacking mode and wait for it to finish rebooting automatically. This master

LED wiill also turn on.

sysname# configure terminal

syshame(config)# stacking

System will erase all configuration and reboot. Continue? [y/N]y
< reboot.....>

5 Connect the two Switches using the stacking ports for the Switch defined.

6 The second Switch master LED will then turn off, and its Sys LED wiill blink while it's initializing. Please wait

until it stops blinking, indicating that it has joined the stack.

7 Repeatsteps 4 to 6 to connect other Switches to the stack.
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Use these commands to then see the stacking status of the stack, see details of the slots in the stack and
see details of an individual slot.

sysname# show stacking
Slot Id Type Status MAC address Role

XGS3700-48HP active 00:19:cb:00:00:02 master

Stacking Topology:Chain

syshame#
sysname# show stacking slot status
Slot Name Status Up Time Version(Running/Flashl/Flash2)
*1 XGS3700-48HP active 68:20:57 V4.20(AAGF.0)b4
V4 _20(AAGF.0)b4
V4 .10(AAGF.5)b1l
2 inactive
3 inactive
4 inactive
5 inactive
6 inactive
7 inactive
8 inactive
sysname#

syshame# show stacking slot 1
Stacking Slot 1 Information

Stacking . active

Role : master
Force Master Mode > active
Priority : 63

Slot 1D after reboot o1

Stacking Status . active
Master Capable : auto
Stacking MAC Address : 00:19:cb:00:00:02
Stacking-channel 1 : down
Stacking-channel 2 : down
Stacking Up Time : 68:19:41

ZyNOS Version

Running : V4_20(AAGF.0)b4
Flash 1 : V4_20(AAGF.0)b4
Flash 2 : VA_10(AAGF.5)b1l

sysname#
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Use these commands to see the stacking mode on a Switch.

sysname# show running-config
Building configuration. ..

Current configuration:

;; slot 1 type XGS3700-48HP
stacking force-master
vian 1

name 1

fixed 1/1-1/50

forbidden "

untagged 1/1-1/50

ip address 172.23.30.223 255.255.0.0
exit
interface route-domain 172.23.30.223/16
exit
ip address 192.168.0.1 255.255.0.0
ip address default-gateway 192.168.0.254
service-control http 80 255
service-control console 255
service-control telnet 23 255
syshame#

sysname# show system-information
XGS3700-48HP

XGS3700
Stacking

Product Model
System Name
System Mode
System Contact
System Location
System up Time
Ethernet Address
Bootbase Version
ZyNOS F/W Version

00:19:cb:00:00:02
V1.00 | 03/27/2013

Config Boot Image 1
Current Boot Image 1
RomRasSize 6550116
syshame#

67:58:37 (e965d83 ticks)

V4.20(AAGF.0)b4 | 08/12/2014
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CHAPTER 82

Use these commands to configure Spanning Tree Protocol (STP) and Rapid Spanning Tree Protocol
(RSTP) as defined in the following standards.

= |EEE 802.1D Spanning Tree Protocol

= |EEE 802.1w Rapid Spanning Tree Protocol

See Chapter 56 on page 212 and Chapter 57 on page 215 for more information on MRSTP and MSTP

commands respectively. See also Chapter 48 on page 194 for information on loopguard commands.

82.1 Command Summary

The following section lists the commands for this feature.

Table 193 spanning-tree Command Summary

COMMAND DESCRIPTION M | P
show spanning-tree config Displays Spanning Tree Protocol (STP) settings. E |3
spanning-tree mode Specifies the STP mode you want to implement on the C |13
<RSTP|MRSTPMSTP> Switch.
spanning-tree Enables STP on the Switch. C |13
no spanning-tree Disables STP on the Switch. C |13
spanning-tree hello-time <1-10> | Sets Hello Time, Maximum Age and Forward Delay. C |13
i - <6-40> -
Tixgggm age <6-40> forward-delay hello-time: The time interval in seconds between BPDU
- (Bridge Protocol Data Units) configuration message
generations by the root switch.
maximum-age: The maximum time (in seconds) the Switch
can wait without receiving a BPDU before attempting to
reconfigure.
forward-delay: The maximum time (in seconds) the
Switch will wait before changing states.
spanning-tree priority <0-61440> | Setsthe bridge priority of the Switch. The lower the numeric | C | 13
value you assign, the higher the priority for this bridge.
priority: Must be a multiple of 4096.
spanning-tree <port-list> Enables STP on a specified ports. C |13
no spanning-tree <port-list> Disables STP on listed ports. C |13
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Table 193 spanning-tree Command Summary (continued)

COMMAND DESCRIPTION P
spanning-tree <port-list> edge- | Setsthe specified ports as edge ports. This allows the port 13
port to transition to a forwarding state immediately without

having to go through the listening and learning states.

Note: An edge port becomes a non-edge port as

soon as it receives a Bridge Protocol Data
Units (BPDU).

no spanning-tree <port-list> Sets the listed ports as non-edge ports. 13
edge-port
spanning-tree <port-list> path- | Specifiesthe cost of transmitting a frame to a LAN through 13
cost <1-65535> the port(s). It is assigned according to the speed of the

bridge.
spanning-tree <port-list> Sets the priority for the specified ports. Priority decides 13
priority <0-255> which port should be disabled when more than one port

forms aloop in a Switch. Ports with a higher priority numeric

value are disabled first.
spanning-tree <port-list> Enables root guard on the specified port in order to 13
rootguard prevent the switch(es) attached to the port from

becoming the root bridge.
no spanning-tree <port-list> Disables root guard on a port. 13
rootguard
spanning-tree help Provides more information about the specified command. 13

82.2 Command Examples

This example configures STP in the following ways:

1 Enables STP on the Switch.

2  Sets the bridge priority of the Switch to 0.

3 Sets the Hello Time to 4, Maximum Age to 20 and Forward Delay to 15.

4  Enables STP on port 5 with a path cost of 150.

5 Sets the priority for port 5 to 20.

syshame(config)# spanning-tree
sysname(config)# spanning-tree
sysname(config)# spanning-tree
--> 15

sysname(config)# spanning-tree
sysname(config)# spanning-tree

priority O
hello-time 4 maximum-age 20 forward-delay

5 path-cost 150
5 priority 20
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This example shows the current STP settings.

sysname# show spanning-tree config

Bridge Info:
(a)BridgelD: 8000-001349aefb7a
(b)TimeSinceTopoChange: 9
(c)TopoChangeCount: 0
(d)TopoChange: 0
(e)DesignatedRoot: 8000-001349aefb7a
(F)RootPathCost: 0
(g)RootPort: 0x0000
(h)MaxAge: 20 (seconds)
(i)HelloTime: 2 (seconds)
(J)ForwardDelay: 15 (seconds)
(k)BridgeMaxAge: 20 (seconds)
(D)BridgeHelloTime: 2 (seconds)
(m)BridgeForwardDelay: 15 (seconds)
(n)TransmissionLimit: 3
(o)ForceVersion: 2

The following table describes the labels in this screen.

Table 194 show spanning-tree config

LABEL

DESCRIPTION

BridgelD

This field displays the unique identifier for this bridge, consisting of bridge priority plus
MAC address.

TimeSinceTopoChange

This field displays the time since the spanning tree was last reconfigured.

TopoChangeCount This field displays the number of times the spanning tree has been reconfigured.

TopoChange This field indicates whether or not the current topology is stable.
0: The current topology is stable.
1: The current topology is changing.

DesignatedRoot This field displays the unique identifier for the root bridge, consisting of bridge priority
plus MAC address.

RootPathCost This field displays the path cost from the root port on this Switch to the root switch.

RootPort This field displays the priority and number of the port on the Switch through which this
Switch must communicate with the root of the Spanning Tree.

MaxAge This field displays the maximum time (in seconds) the root switch can wait without
receiving a configuration message before attempting to reconfigure.

HelloTime This field displays the time interval (in seconds) at which the root switch transmits a

configuration message.

ForwardDelay

This field displays the time (in seconds) the root switch will wait before changing states
(that is, listening to learning to forwarding).

BridgeMaxAge

This field displays the maximum time (in seconds) the Switch can wait without receiving
a configuration message before attempting to reconfigure.

BridgeHelloTime

This field displays the time interval (in seconds) at which the Switch transmits a
configuration message.

BridgeForwardDelay

This field displays the time (in seconds) the Switch will wait before changing states (that
is, listening to learning to forwarding).
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Table 194 show spanning-tree config (continued)

LABEL

DESCRIPTION

TransmissionLimit

This field displays the maximum number of BPDUs that can be transmitted in the interval
specified by BridgeHelloTime.

ForceVersion

This field indicates whether BPDUs are RSTP (a value less than 3) or MSTP (a value
greater than or equal to 3).

In this example, we enable RSTP on ports 21-24. Port 24 is connected to the host while ports 21-23 are
connected to another switch

sysname(config)# configure

sysname(config)# spanning-tree

sysname(config)# spanning-tree 21-24
syshame(config)# no spanning-tree 21-23 edge-port
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Use these commands to configure SSH on the Switch.

83.1 Command Summary

The following section lists the commands for this feature.

Table 195 ssh Command Summary

COMMAND DESCRIPTION M | P
show ssh Displays general SSH settings. E |3
show ssh session Displays current SSH session(s). E |3
show ssh known-hosts Displays known SSH hosts information. E |3
ssh known-hosts <host-ip> Adds a remote host to which the Switch can accessusing | C | 13
<1024|ssh-rsa|ssh-dsa> <key> SSH service.
no ssh known-hosts <host-ip> Removes the specified remote hosts from the list of all C |13
known hosts.
no ssh known-hosts <host-ip> Removes the specified remote hosts with the specified C |13
<1024 |ssh-rsa|ssh-dsa> public key (1024-bit RSA1, RSA or DSA).
show ssh key <rsal|rsaldsa> Displays internal SSH public and private key information. E |3
no ssh key <rsal|rsa|dsa> Disables the secure shell server encryption key. Your Switch | C | 13
supports SSH versions 1 and 2 using RSA and DSA
authentication.
ssh <1]2> <[user@]dest-ip> Connects to an SSH server with the specified SSH version E |3
[command </>] and, optionally, adds commands to be executed on the
server.

83.2 Command Examples

This example disables the secure shell RSA1 encryption key and removes remote hosts 172.165.1.8 and
172.165.1.9 (with an SSH-RSA encryption key) from the list of known hosts.

sysname(config)# no ssh key rsal

sysname(config)# no ssh known-hosts 172.165.1.8
sysname(config)# no ssh known-hosts 172.165.1.9 ssh-rsa
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This example shows the general SSH settings.

sysname# show ssh
Configuration
Version : SSH-1 & SSH-2 (server & client), SFTP (server)
Server : Enabled
Port 22
Host key bits : 1024
Server key bits - 768
Support authentication: Password
Support ciphers - AES, 3DES, RC4, Blowfish, CAST
Support MACs : MD5, SHAl1
Compression levels - 1~9
Sessions:
Proto Serv Remote IP Port Local 1P Port Bytes In
Bytes Out

The following table describes the labels in this screen.

Table 196 show ssh

LABEL DESCRIPTION

Configuration

Version This field displays the SSH versions and related protocols the Switch supports.
Server This field indicates whether or not the SSH server is enabled.

Port This field displays the port number the SSH server uses.

Host key bits

This field displays the number of bits in the Switch’s host key.

Server key bits

This field displays the number of bits in the SSH server’s public key.

Support authentication

This field displays the authentication methods the SSH server supports.

Support ciphers

This field displays the encryption methods the SSH server supports.

Support MACs

This field displays the message digest algorithms the SSH server supports.

Compression levels

This field displays the compression levels the SSH server supports.

Sessions This section displays the current SSH sessions.

Proto This field displays the SSH protocol (SSH-1 or SSH-2) used in this session.

Serv This field displays the type of SSH state machine (SFTP or SSH) in this session.

Remote IP This field displays the IP address of the SSH client.

Port This field displays the port number the SSH client is using.

Local IP This field displays the IP address of the SSH server.

Port This field displays the port number the SSH server is using.

Bytes In This field displays the number of bytes the SSH server has received from the SSH client.
Bytes Out This field displays the number of bytes the SSH server has sent to the SSH client.
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Static Multicast Commands

Use these commands to tell the Switch how to forward specific multicast frames to specific port(s). You
can also configure which to do with unknown multicast frames using the router igmp unknown-
multicast-frame command (see Table 88 on page 124).

84.1 Command Summary

The following section lists the commands for this feature.

Table 197 multicast-forward Command Summary

COMMAND DESCRIPTION M [P
show mac address-table multicast | Displays the multicast MAC address table. E |3
multicast-forward name <name> Creates a new static multicast forwarding rule. The rule C |13
mac <mac-addr> vlan <vlan-id> name can be up to 32 printable ASCIl characters.
inactive mac-addr: Enter a multicast MAC address which identifies

the multicast group. The last binary bit of the first octet pair

in a multicast MAC address must be 1. For example, the

first octet pair 00000001 is 01 and 00000011 is 03 in

hexadecimal, so 01:00:5e:00:00:0A and 03:00:5e:00:00:27

are valid multicast MAC addresses.

vlan-id: A VLAN identification number.

Note: Static multicast addresses do not age out.
multicast-forward name <name> Associates a static multicast forwarding rule with specified | C | 13
mac <mac-addr> vlan <vlan-id> port(s) within a specified VLAN.
interface port-channel <port-
list>
no multicast-forward mac <mac- Removes a specified static multicast rule. C |13
addr> vlan <vlan-id>
no multicast-forward mac <mac- Activates a specified static multicast rule. C |13
addr> vlan <vlan-id> inactive
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84.2 Command Examples

This example shows the current multicast table. The Type field displays User for rules that were manually
added through static multicast forwarding or displays System for rules the Switch has automatically
learned through IGMP snooping.

sysname# show mac address-table multicast
MAC Address VLAN ID Type Port

01:02:03:04:05:06 1 User 1-2
01:02:03:04:05:07 2 User 2-3
01:02:03:04:05:08 3 User 1-12
01:02:03:04:05:09 4 User 9-12
0l:a0:cb:aa:aa:aa 1 System 1-12

This example removes a static multicast forwarding rule with multicast MAC address (01:00:5e:06:01:46)
which belongs to VLAN 1.

sysname# no multicast-forward mac 01:00:5e:06:01:46 vlan 1

This example creates a static multicast forwarding rule. The rule forwards frames with destination MAC
address 01:00:5e:00:00:06 to ports 10~12 in VLAN 1.

sysname# configure
sysname(config)# multicast-forward name AAA mac 01:00:5e:00:00:06 vlan 1
interface port-channel 10-12
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Static Route Commands

Use these commands to tell the Switch how to forward IP traffic. IP static routes are used by layer-2
Switches to ensure they can respond to management stations not reachable via the default gateway

and to proactively send traffic, for example when sending SNMP traps or conducting IP connectivity

tests using ping.

Layer-3 Switches use static routes to forward traffic via gateways other than those defined as the default

gateway.

85.1 Command Summary

The following section lists the commands for this feature.

Table 198 ip route Command Summary

hop-ip> inactive

COMMAND DESCRIPTION M |P
show ip route Displays the IP routing table. E |3
show ip route static Displays the static routes. E |3
ip route <ip> <mask> <next-hop- | Creates a static route. If the <ip> <mask> already exists, C |13
ip> [metric <metric>] [name the Switch deletes the existing route first. Optionally, also
<name>] [inactive] sets the metric, sets the name, and/or deactivates the
static route.
metric: 1-15
name: 1-10 English keyboard characters
Note: If the <next-hop-ip> is not directly
connected to the Switch, you must make the
static route inactive.
no ip route <ip> <mask> Removes a specified static route. C |13
no ip route <ip> <mask> <next- Removes a specified static route. C |13
hop-ip>
no ip route <ip> <mask> inactive | Enables a specified static route. C |13
no ip route <ip> <mask> <next- Enables a specified static route. C |13
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85.2 Command Examples

This example shows the current routing table.

sysname# show ip route
Dest FF Len Device Gateway Metric stat Timer Use

Route table in VPS00

172.16.37.0 00 24 swp0O 172.16.37.206 1 041b O 1494
127.0.0.0 00 16 swp0O 127.0.0.1 1 041b O 0
0.0.0.0 00 O swp00 172.16.37.254 1 801b O 12411

Original Global Route table

The following table describes the labels in this screen.

Table 199 show ip route

LABEL DESCRIPTION

Dest This field displays the destination network number. Along with Len, this field defines the
range of destination IP addresses to which this entry applies.

FF This field is reserved.

Len This field displays the destination subnet mask. Along with Dest, this field defines the
range of destination IP addresses to which this entry applies.

Device This field is reserved.

Gateway This field displays the IP address to which the Switch forwards packets whose
destination IP address is in the range defined by Dest and Len.

Metric This field displays the cost associated with this entry.

stat This field is reserved.

Timer This field displays the number of remaining seconds this entry remains valid. It displays 0
if the entry is always valid.

Use This field displays the number of times this entry has been used to forward packets.

In this routing table, you can create an active static route if the <next-hop-ip>isin 172.16.37.0/24 or
127.0.0.0/16. You cannot create an active static route to other IP addresses.

For example, you cannot create an active static route that routes traffic for 192.168.10.1/24 to

192.168.1.1.

sysname# configure
sysnhame(config)# ip

Error : The Action is failed. Please re-configure setting.

route 192.168.10.1 255.255.255.0 192.168.1.1

You can create this static route if it is inactive, however.

sysname# configure
sysname(config)# ip

route 192.168.10.1 255.255.255.0 192.168.1.1 inactive
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You can create an active static route that routes traffic for 192.168.10.1/24 to 172.16.37.254.

sysname# configure

sysname(config)# ip route 192.168.10.1 255.255.255.0 172.16.37.254
sysname(config)# exit

sysname# show ip route static

Idx Active Name Dest. Addr. Subnet Mask Gateway Addr.
Metric
o1 Y static 192.168.10.1 255.255.255.0 172.16.37.254

1
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CHAPTER 86
Subnet-based VLAN
Commands

Use these commands to configure subnet-based VLANs on the Switch.

86.1 Subnet-based VLAN Overview

Subnet-based VLANs allow you to group traffic based on the source IP subnet you specify. This allows
you to assign priority to traffic from the same IP subnet.

See also Chapter 70 on page 267 for protocol-based VLAN commands and Chapter 96 on page 339 for

VLAN commands.

86.2 Command Summary

The following section lists the commands for this feature.

Table 200 subnet-based-vlan Command Summary

COMMAND DESCRIPTION M | P
show subnet-vlan Displays subnet based VLAN settings on the Switch. E |3
subnet-based-vlan Enables subnet based VLAN on the Switch. C |13
subnet-based-vlan dhcp-vlan- Sets the Switch to force the DHCP clients to obtain theirIP | C | 13
override addresses through the DHCP VLAN.
subnet-based-vlan name <name> Specifies the name, IP address, subnet mask, VLAN ID of C |13
source-ip <ip> mask-bits <mask- the subnet based VLAN you want to configure along with
bits> vlan <vlan-id> priority the priority you want to assign to the outgoing frames for
<0-7> this VLAN.
subnet-based-vlan name <name> Specifies the name, IP address, subnet mask, source-port C |13
source-ip <ip> mask-bits <mask- and VLAN ID of the subnet based VLAN you want to
bits> source-port <port> vlan configure along with the priority you want to assign to the
<vlan-id> priority <0-7> outgoing frames for this VLAN.

Note: Implementation on a per port basis is not

available on all models.

subnet-based-vlan name <name> Disables the specified subnet-based VLAN. C |13
source-ip <ip> mask-bits <mask-
bits> vlan <vlan-id> priority
<0-7> inactive
no subnet-based-vlan Disables subnet-based VLAN on the Switch. C |13
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Table 200 subnet-based-vlan Command Summary (continued)

no subnet-based-vlan dhcp-vlan-
override

VLAN(S).

COMMAND DESCRIPTION P
no subnet-based-vlan source-ip Removes the specified subnet from the subnet-based 13
<ip> mask-bits <mask-bits> VLAN configuration.

Disables the DHCP VLAN override setting for subnet-based 13

86.3 Command Examples

This example configures a subnet-based VLAN (subnetl1VLAN) with priority 6 and a VID of 200 for traffic

received from IP subnet 172.16.37.1/24.

--> 24 vlan 200 priority 6
sysname(config)# exit
sysname# show subnet-vlan

Global Active :Yes

subnetlVLAN 172.16.37.1

Name Src IP Mask-Bits VIlan

24 200 6 1

sysname# subnet-based-vlan name subnetlVLAN source-ip 172.16.37.1 mask-bits

Priority Entry Active
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CHAPTER 87

Use these commands to configure the device’s system logging settings and to configure the external

syslog servers.

87.1 Command Summary

The following table describes user-input values available in multiple commands for this feature.

Table 201 syslog User-input Values

COMMAND DESCRIPTION

type

Possible values: system, interface, switch, aaa, ip.

The following section lists the commands for this feature.

Table 202 syslog Command Summary

COMMAND DESCRIPTION M |P
syslog Enables syslog logging. C |13
no syslog Disables syslog logging. C |13
Table 203 syslog server Command Summary
COMMAND DESCRIPTION M | P
syslog server <ip-address> level | Setsthe IPv4 or IPv6 address of the syslog server and the C |13
<level> [udp <socket-number>] severity level. The default UDP port is 514.
level: 0-7
no syslog server <ip-address> Deletes the specified syslog server. C |13
syslog server <ip-address> Disables syslog logging to the specified syslog server. C |13
inactive
no syslog server <ip-address> Enables syslog logging to the specified syslog server. C |13
inactive
Table 204 syslog type Command Summary
COMMAND DESCRIPTION M | P
syslog type <type> Enables syslog logging for the specified log type. C |13
syslog type <type> facility <0- | Setsthe file location for the specified log type. C |13
7>
syslog type commands privilege Sets a command privilege level. The Switch will only C |13
<0-14> generate logs for commands that have a privilege level
greater than or equal to the specified privilege level.
no syslog type <type> Disables syslog logging for the specified log type. C |13
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CHAPTER 88

Use these commands to configure external TACACS+ (Terminal Access Controller Access-Control

System Plus) servers.

88.1 Command Summary

The following section lists the commands for this feature.

Table 205 tacacs-server Command Summary

COMMAND DESCRIPTION M |P
show tacacs-server Displays TACACS+ server settings. E |3
tacacs-server host <index> <ip> | Specifiesthe IP address of the specified TACACS+ server. C |14
[auth-port <socket-number>] [key | Optionally, sets the port number and key of the TACACS+
[cipher] <key-string>] server.

index: 1 or 2.

cipher: inform the Switch that the string after the word

"cipher" is an encrypted secret. This is used in password

encryption. To encrypt the password, use the password

encryption command.

key-string: 1-32 alphanumeric characters.
tacacs-server mode <index- Specifies the mode for TACACS+ server selection. C |14
priority|round-robin>
tacacs-server timeout <1-1000> Specifies the TACACS+ server timeout value. C |14
no tacacs-server <index> Disables TACACS+ authentication on the specified server. | C | 14

Table 206 tacacs-accounting Command Summary

COMMAND DESCRIPTION M |P
show tacacs-accounting Displays TACACS+ accounting server settings. E |3
tacacs-accounting timeout <1- Specifies the TACACS+ accounting server timeout value. C |13
1000>
tacacs-accounting host <index> Specifies the IP address of the specified TACACS+ C |13
<ip> [acct-port <socket-number>] accounting server. Optionally, sets the port number and
[key [cipher] <key-string>] key of the external TACACS+ accounting server.

index: 1or?2.

cipher: inform the Switch that the string after the word

"cipher" is an encrypted secret. This is used in password

encryption. To encrypt the password, use the password

encryption command.

key-string: 1-32 alphanumeric characters.
no tacacs-accounting <index> Disables TACACS+ accounting on the specified server. C |13
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Tech Support Commands

89.1 Tech-Support Overview

The Tech-Support feature is a log Enhancement tool that logs useful information such as CPU utilization
history, memory and Mbuf (Memory Buffer) information and crash reports for issue analysis that’s
collected by customer support should you have difficulty with your Switch. The Tech Support Command
Line Interface eases your effort in obtaining these reports. Type show tech-support command to see
the log reports.

89.2 Command Summary

The following section lists the commands for this feature.

Table 207 Tech Support Command Summary

COMMAND DESCRIPTION M |P
show tech-support Shows all tech-support log reports. E |13
show tech-support cpu Shows CPU history log. The log report holds 7 days of CPU | E | 13

log data and is stored in volatile memory (RAM). The data
is lost if the Switch is turned off or in event of power outage.
After 7 days, the logs wrap around and new ones and
replace the earliest ones.

show tech-support memory Shows the last memory session log before the Switch is E |13
turned off or in event of power outage.

show tech-support mbuf Shows the mbuf that is higher than the threshold. Default | E | 13
mbuf value is 50.

show tech-support crash Shows the last crash log before the Switch is turned offorin | E | 13
event of power outage.

tech-support cpu <threshold> Sets the CPU threshold and time value for CPU utilization C |13

keep <time> history report. Default CPU value is 80 and time 5.

cpu threshold: a number between and including 50 and
100.

time: a number between and including 5 to 60.

tech-support mbuf <threshold> Sets the Memory Buffer threshold for mbuf report. C |13

mbuf threshold: a number between and including 50 to
100.
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89.3 Command Examples

This example sets the mbuf threshold to 60%, checks the mbuf threshold setting and generates the mbuf
log report

sysname# config <cr>
sysname(config)#
syshame(config)# tech-support mbuf 60 <cr>
sysname (config)#
sysname(config)# exit <cr>
sysname# show run <cr>
sysname# Building configuration...
Current configuration:
tech-support mbuf 60
syshame#
sysname# show tech-support mbuf
Tech-support version: vl1.1
time : 0:23: 18#@###### show system-information
HHHHHHHHHHHHHHHHHHHHH S C
lock = 1398080

Product Model
System Name
System Contact
System Location
System up Time
Ethernet Address
Bootbase Version
ZyNOS F/W Version

GS2210-24
GS2210

0:23:18 (22220 ticks)
00:19:cb:ba:11:01
V1.00 | 12/18/2013
V4 _10(AAND.0)20140120 | 01/20/2014

Config Boot Image 1

Current Boot Image 1
RomRasSize 3206408
time : 0:23: 18#Q###### show time

HHHHH R R R RS C
lock = 1398090

Current Time 00:23:08 (UTC)

Current Date 1970-01-01

time : 0:23: 18#@####HH# mbuf log

HHHHH R s c lock

= 1398090

time: 1970-1-1 0:19:8

Pool ID: 0, Type: 0, used/max cnt: 19/20

8005¢c92c 8005c92c¢c 8005c92c 8005c92c 8005c92c 8005c92c¢ 8005c92c 8005c92c
8005c92c 8005c92c 8005c92c 8005c92c 8005c92c 8005c92c¢ 8005c92¢c 8005c92c
8005c92c 8005c92c¢ 8005c92c

Pool ID: 0, Type: 1, used/max cnt: 17/20

8005c92c 8005c92c 8005c92c¢c 8005c92c 8005c92c 8005c92c 8005c92c 8005c92c
8005c92c 8005c92c 8005c92c 8005c92c 8005c92c 8005c92c¢ 8005c92c 8005c92c

8005c92c
Pool ID: 0, Type: 2, used/max cnt: 3/60
8005c92c 8005c92c 0

Pool ID: 1, Type: 0, used/max cnt: 0/96
Pool ID: 1, Type: 1, used/max cnt: 0/96
Pool ID: 1, Type: 2, used/max cnt: 0/300
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This example sets the CPU threshold to 80 and time to 5. Then uses the command show logging to see
the log.

sysname# config <cr>
sysname(config)#
sysname(config)# tech-support cpu 80 keep 5 <cr>
sysname (config)#
sysname(config)# exit <cr>
syshame#
syshame# show logging

1 Jan 01 02:52:55 IN authentication: CLI user admin login

2 Jan 01 02:52:54 NO authentication: Console authentication failure
[username: 7]

3 Jan 01 00:01:20 NO system: System cold start

4 Jan 01 00:01:20 AL system: System has reset without management
command

5 Jan 01 00:01:00 IN system: CPU utilization is over 80 and keep 5
second, driver count = O.

6 Jan 01 00:01:00 IN system: CPU utilization is over 80 and keep 5
second, driver count = O.

7 Jan 01 00:01:00 IN system: CPU utilization is over 80 and keep 5
second, driver count = O.

8 Jan 01 00:00:55 IN authentication: CLI user admin login

9 Jan 01 00:01:19 NO system: System cold start

10 Jan 01 00:01:19 AL system: System has reset without management
command

11 Jan 01 00:01:00 IN system: CPU utilization is over 80 and keep 5
second, driver count = O.

12 Jan 01 00:01:00 IN system: CPU utilization is over 80 and keep 5
second, driver count = O.

13 Jan 01 00:01:00 IN system: CPU utilization is over 80 and keep 5
second, driver count = 0.

14 Jan 01 00:46:09 DE interface: Port 43 link down

15 Jan 01 00:45:31 DE interface: Port 48 link down

16 Jan 01 00:45:26 DE interface: Port 36 link down

17 Jan 01 00:45:25 DE interface: Port 26 link down

18 Jan 01 00:45:21 DE interface: Port 43 link up

19 Jan 01 00:45:21 DE interface: Port 36 link up
-- more --, next page: Space, continue: c, quit: ESC
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Use these commands to back up and restore configuration and firmware via TFTP.

90.1 Command Summary

The following section lists the commands for this feature.

Table 208 tftp Command Summary

COMMAND DESCRIPTION M |P
copy tftp flash <ip> <remote- Restores firmware via TFTP. E |13
file>
copy tftp config <index> <ip> Restores configuration with the specified flename fromthe |E | 13
<remote-file> specified TFTP server to the specified configuration file on

the Switch.

index: 1or2

Use reload config <1]2> to restart the Switch and use
the restored configuration.

Note: This overwrites the configuration on the Switch
with the file from the TFTP server.

copy tftp config merge <index> Merges configuration with the specified filename fromthe | E | 13
<ip> <remote-file> specified TFTP server with the specified configuration file on
the Switch.

index: 1 or2

Use reload config <1]2> to restart the Switch and use
the restored configuration.

Note: This joins the configuration on the Switch with
the one on the TFTP server, keeping the
original configuration file and simply adding
those parts that are different.

copy running-config tftp <ip> Backs up running configuration to the specified TFTP server |E | 13
<remote-file> with the specified file name.
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91.1 About Time Range

You can set a time range for time-oriented features such as Classifier ACL (Access Control List) rule

CHAPTER 91
Time Range Commands

which categorizes data packets into different network traffic flows. The advantage of the time range

feature is that it allows you to schedule the active time of configurations. Time range can be configured
in two ways - Absolute and Periodic. Absolute is a fixed time range with a start and end time. Periodic
is recurrence of a time range and doesn’t have an end time.

91.2 Command Summary

The following section lists the commands for this feature.

Table 209 time-range Command Summary

COMMAND DESCRIPTION P
show time-range <name> Displays details on the named rule. 3
time-range <name> [absolute Creates an absolute time-range rule that has a set start 13
start <hh:mm> <1-31> <jan-dec> and end time and date (absolute). name is the name of
<1970-2037> end <hh:mm> <1-31> | thetime-range rule.

<jan-dec> <1970-2037>]

time-range <name> [periodic <[ Creates a periodic time-range rule that recurs at the 13
<monday | tuesday |wednesday | thurs | specified time and day (periodic). name is the name of

day| friday|saturday|sunday><hh: | thetime-range rule.

mm> to

monday | tuesday |wednesday | thursd

ay|friday|saturday|sunday>

<hh:mm>] [<[monday] [tuesday][wed

nesday][thursday][friday][satur

day][sunday] |daily|weekdays|wee

kend> <hh:mm> to <hh:mm>]

no time-range <name> Removes the specified time-range rule. 13
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91.3 Command Examples

The following are some examples of using the time-range commands.

syshame#
sysname# configure terminal
sysname(config)# time-range work absolute start 08:00 1 jan 2015 end
17:30 31 dec 2015
sysname(config)# exit
sysname# show time-range work
Time range work:
Absolute start 08:00 1 January 2015 end 17:30 31 December 2015

sysname(config)# time-range work2 periodic monday 08:00 to friday 17:30
monday 08:00 to friday 17:30
sysname(config)# exit
sysname# show time-range work2
Time range work2:
Periodic Monday 08:00 to Friday 17:30
syshame#
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Traceroute Commands

92.1 Traceroute Overview

Traceroute is a tool to display the path a packet takes between two endpoints.

92.2 Command Summary

The following section lists the commands for this feature.

Table 210 traceroute Command Summary

COMMAND DESCRIPTION M [P

traceroute <ip|host-name> [vlan | Displaysthe path a packet takes to the specified Ethernet |E |0
<vlan-id>] [ttl <1-255>] [wait device with an IPv4 address.

<1-60>] [queries <1-10>] vlan <vlan-id>: Specifies the VLAN ID to which the

Ethernet device belongs.

ttl <1-255>: Specifies the Time To Live (TTL) period. This is
to set the maximum number of the hops (routers) a packet
can travel through.

wait <1-60>: Specifies the time period to wait for a
response to a probe before running another traceroute.

queries <1-10>: Specifies how many times the Switch
performs the traceroute function.

traceroute help Provides more information about the specified command. |E | 0
traceroute6 <ipv6-addr|host- Displays the route a packet takes to the specified Ethernet |E |0
name> <[ttl <1-255>] [wait <l1- device with an IPv6 address.

60>] [queries <1-10> ]> vlan <vlan-id>: Specifies the VLAN ID to which the

Ethernet device belongs.

ttl <1-255>: Specifies the Time To Live (TTL) period. This is
to set the maximum number of the hops (routers) a packet
can travel through.

wait <1-60>: Specifies the time period to wait for a
response to a probe before running another traceroute.

queries <1-10>: Specifies how many times the Switch
performs the traceroute function.

traceroute6 help Provides more information about the specified command. |E | 0
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CHAPTER 93

Use these commands to logically aggregate physical links to form one logical, higher-bandwidth link.

The Switch adheres to the |EEE 802.3ad standard for static and dynamic (Link Aggregate Control

Protocol, LACP) port trunking.

Note: Different models support different numbers of trunks (T1, T2, ...). This chapter uses a
model that supports six trunks (from T1 to T6).

93.1 Command Summary

The following section lists the commands for this feature.

Table 211 trunk Command Summary

COMMAND DESCRIPTION M |P
show trunk Displays link aggregation information. E |3
trunk <T1|T2|T3|T4|T5]|T6> Activates a trunk group. C |13
no trunk <T1|T2]T3|T4|T5|T6> Disables the specified trunk group. C |13
trunk <T1|T2|T3|T4|T5|T6> Sets the traffic distribution type used for the specified trunk | C | 13
criteria <src-mac|dst-mac|src- group.
dst-mac|src-ip|dst-ip|src-dst-
ip>
no trunk <T1|T2|T3|T4]|T5]|T6> Returns the traffic distribution type used for the specified C |13
criteria trunk group to the default (src-dst-mac).
trunk <T1|T2|T3|T4|T5]|T6> Adds a port(s) to the specified trunk group. C |13
interface <port-list>
no trunk <T1|T2|T3|T4]|T5]|T6> Removes ports from the specified trunk group. C |13
interface <port-list>
trunk <T1|T2|T3|T4]|T5]|T6> lacp Enables LACP for a trunk group. C |13
no trunk <T1|T2]T3|T4|T5|T6> Disables LACP in the specified trunk group. C |13
lacp
trunk interface <port-list> Defines LACP timeout period (in seconds) for the specified | C | 13
timeout <lacp-timeout> port(s).
lacp-timeout: 1 or 30

Table 212 lacp Command Summary
COMMAND DESCRIPTION M | P
show lacp Displays LACP (Link Aggregation Control Protocol) settings. | E | 3
lacp Enables Link Aggregation Control Protocol (LACP). C |13
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Table 212 lacp Command Summary (continued)

COMMAND DESCRIPTION P

no lacp Disables the link aggregation control protocol (dynamic 13
trunking) on the Switch.

lacp system-priority <1-65535> Sets the priority of an active port using LACP. 13

93.2 Command Examples

This example activates trunk 1 and places ports 5-8 in the trunk using static link aggregation.

syshame(config)# trunk tl
sysname(config)# trunk tl interface 5-8

This example disables trunk one (T1) and removes ports 1, 3, 4, and 5 from trunk two (T2).

sysname(config)# no trunk T1
sysname(config)# no trunk T2 interface 1,3-5

This example looks at the current trunks.

sysname# show trunk
Group 1D 1: inactive
Status: -
Member number: O
Group 1D 2: inactive
Status: -
Member number: O
Group 1D 3: inactive
Status: -
Member number: O

The following table describes the labels in this screen.

Table 213 show trunk

LABEL DESCRIPTION

Group ID This field displays the trunk ID number and the current status.
inactive: This trunk is disabled.

active: This trunk is enabled.

Status This field displays how the ports were added to the trunk.
-: The trunk is disabled.
Static: The ports are static members of the trunk.

LACP: The ports joined the trunk via LACP.

Member Number This field shows the number of ports in the trunk.

Member This field is displayed if there are ports in the trunk.

This field displays the member port(s) in the trunk.
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This example shows the current LACP settings.

sysname# show lacp
AGGREGATOR INFO:
ID: 1
[ (0000, 00-00-00-00-00-00,0000,00,0000)][(0000,00-00-00-00-00-00
-->,0000,00,0000)]
LINKS :
SYNCS :

ID: 2
[ (0000 ,00-00-00-00-00-00,0000, 00 ,0000)] [ (0000, 00-00-00-00-00-00

-->,0000,00,0000)]

LINKS :

SYNCS :

ID: 3
[(0000, 00-00-00-00-00-00, 0000, 00,0000)] [(0000,00-00-00-00-00-00

--> ,0000,00,0000)]

LINKS -

SYNCS :

The following table describes the labels in this screen.

Table 214 show lacp

LABEL DESCRIPTION

ID This field displays the trunk ID to identify a trunk group, that is, one logical link
containing multiple ports.

[(0000,00-00-00-00-00- This field displays the system priority, MAC address, key, port priority, and port number.

00,0000,00,0000)]

LINKS In some switches this displays the ports whose link state are up.

In other switches this displays the ports which belong to this trunk group.

SYNCS These are the ports that are currently transmitting data as one logical link in this trunk

group.
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trTCM Commands

This chapter explains how to use commands to configure the Two Rate Three Color Marker (trTCM)

feature on the Switch.

94.1 trTCM Overview

Two Rate Three Color Marker (trTCM, defined in RFC 2698) is a type of traffic policing that identifies
packets by comparing them to two user-defined rates: the Committed Information Rate (CIR) and the
Peak Information Rate (PIR). trTCM then tags the packets:

= red - if the packet exceeds the PIR

= yellow - if the packet is below the PIR, but exceeds the CIR

= green - if the packet is below the CIR

The colors reflect the packet’s loss priority and the Switch changes the packet’s DiffServ Code Point

(DSCP) value based on the color.

94.2 Command Summary

The following section lists the commands for this feature.

Table 215 trtcm Command Summary

63> yellow <0-63> red <0-63>

COMMAND DESCRIPTION M | P

trtcm Enables trTCM on the Switch. C |13
trtcm mode <color-aware|color-blind> Sets the mode for trTCM on the Switch. C |13
no trtcm Disables trTCM feature on the Switch. C |13
no trtcm dscp profile <name> Removes the specified DSCP profile. C |13
trtcm dscp profile <name> dscp green <0- | Configuresa DSCP profile to specify the DSCP | C | 13

values that you want to assign to packets
based on the color they are marked via trTCM

show interfaces config <port-list> trtcm
dscp profile

Displays DSCP profile settings on the specified |E |3
port(s).

show trtcm dscp profile

Displays all DSCP profiles settings on the E |3
Switch.

interface port-channel <port-list>

Enters subcommand mode for configuringthe | C | 13
specified ports.

trtcm

Enables trTCM on the specified port(s). C |13

no trtcm

Disables trTCM on the port(s). C |13
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Table 215 trtcrm Command Summary (continued)

profile to packets on the port(s).

COMMAND DESCRIPTION P

trtcm cir <rate> Sets the Commit Information Rate on the 13
port(s).

trtcm pir <rate> Sets the Peak Information Rate on the port(s). 13

trtcm dscp green <0-63> Specifies the DSCP value to use for packets 13
with low packet loss priority.

trtcm dscp yellow <0-63> Specifies the DSCP value to use for packets 13
with medium packet loss priority.

trtcm dscp red <0-63> Specifies the DSCP value to use for packets 13
with high packet loss priority.

trtcm dscp profile <name> Specifies the DSCP profile that you want to 13
apply to packets on the port(s).

no trtcm dscp profile Sets the Switch to apply the default DSCP 13

94.3 Command Examples

This example activates trTCM on the Switch with the following settings:

= Sets the Switch to inspect the DSCP value of packets (color-aware mode).

= Enables trTCM on ports 1-5.

= Sets the Committed Information Rate (CIR) to 4000 Kbps.

= Sets the Peak Information Rate (PIR) to 4500 Kbps.

= Specifies DSCP value 7 for green packets, 22 for yellow packets and 44 for red packets.

syshame(config)# trtcm

sysname(config)# interface
sysname(config-interface)#
sysname(config-interface)#
sysname(config-interface)#
sysnhame(config-interface)#
sysname(config-interface)#
sysname(config-interface)#
sysname(config-interface)#
sysname(config)# exit

Building configuration. ..

Current configuration:
interface port-channel 1

trtcm

trtcm cir 4000

trtcm pir 4500

trtcm dscp green 7

trtcm dscp yellow 22

trtcm dscp red 44
exit

trtcm
trtcm
trtcm
trtcm
trtcm
trtcm
exit

sysname(config)# trtcm mode color-aware
port-channel 1-5

cir 4000
pir 4500

dscp green 7
dscp yellow 22
dscp red 44

sysname# show running-config interface port-channel 1 trtcm
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This examples activates trTCM on the Switch with the following settings:

= Enable trTCM on the Switch
= Enable Diffserv on the Switch
= Set the Switch to inspect the DSCP value of packets (color-aware mode)

= Create a trTCM DSCP profile with the nhame “abc”, and set DSCP value 1 for green packets, 2 for
yellow packets, 3 for red packets

= Associate the profile “abc” with port 1

= Enable trTCM on port 1

= Enable Diffserv on port 1

= Set the Committed Information Rate (CIR) to 4000 Kpbs
= Set the Peak Information Rate (PIR) to 4500 Kbps

= Display the settings of this example

sysname# config
syshame(config)# trtcm
syshame(config)# diffserv
sysname(config)# trtcm mode color-aware
sysname(config)# trtcm dscp profile abc dscp green 1 yellow 2 red 3
sysname(config)# interface port-channel 1
sysname(config-interface)# trtcm
sysname(config-interface)# diffserv
sysname(config-interface)# trtcm dscp profile abc
sysname(config-interface)# trtcm cir 4000
sysname(config-interface)# trtcm pir 4500
sysname(config-interface)# exit
sysname(config)# exit
syshame # show running-config

Building configuration. ..

Current configuration:

vian 1
name 1
normal "'
fixed 1-28
forbidden "**
untagged 1-28
ip address default-management 192.168.1.1 255.255.255.0
exit
trtcm
trtcm mode color-aware
trtcm dscp profile abc dscp green 1 yellow 2 red 3
interface port-channel 1
diffserv
trtcm
trtcm cir 4000
trtcm pir 4500
trtcm dscp profile abc
exit
diffserv
sysnhame #
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Use these commands to bind a bunch of client source MAC addresses to a VLAN on the Switch.

95.1 Vendor ID-based VLAN Overview

The Vendor ID based VLAN feature assigns incoming untagged packets to a VLAN and classifies the
traffic based on the source MAC address of the packet. When untagged packets arrive at the switch,
the source MAC address of the packet is looked up in a Vendor ID to VLAN mapping table. If an entry is
found, the corresponding VLAN ID is assigned to the packet. The assigned VLAN ID is verified against the
VLAN table. If the VLAN is valid, ingress processing on the packet continues; otherwise, the packet is
dropped.

This feature allows users to change ports without having to reconfigure the VLAN. You can assign a
802.1p priority to the vendor ID-based VLAN and define a vendor ID to VLAN mapping table by entering
a specified source MAC address and mask.

For every vendor ID-based VLAN rule you set, you can specify a weight number to define the rule’s
priority level. As rules are processed one after the other, stating a priority order will let you choose which
rule has to be applied first and which second.
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95.2 Command Summary

The following section lists the commands for this feature.

Table 216 Vendor ID-based VLAN Command Summary

COMMAND DESCRIPTION P
vendor-id-based-vlan name <name> | Adds a new vendor ID-based VLAN entry. 13
source-mac <mac-addr> mask '
- o name: 1-32 alphanumeric characters
<mask> <vlan-id> priority <0-7>
[weight <0-255>] mask: type the mask (from ff:ff:ff:00:00:00 to ff.ff.ff:ff:ff:ff) for
the specified MAC address to determine which bits a
packet’s MAC address should match. Enter “f” for each bit
of the specified MAC address that the traffic’s MAC
address should match. Enter “0” for the bit(s) of the
matched traffic’s MAC address, which can be of any
hexadecimal character(s). For example, if you set the
MAC address to 00:13:49:00:00:00 and the mask to
ff:ff:ff:00:00:00, a packet with a MAC address of
00:13:49:12:34:56 matches this criteria.
weight: Enter a number between 0 and 255 to specify
the rule’s weight. This is to decide the priority in which the
rule is applied. The higher the number, the higher the rule’s
priority.
no vendor-id-based-vlan name Removes an existing vendor ID-based VLAN entry. 13
<name> source-mac <mac-addr>
mask <mask>
show vendor-id-based-vlan Show status of the vendor ID-based VLAN. 13

95.3 Command Example: add source MAC address

This example adds a binding source MAC address to a vendor ID-based VLAN with MAC address

00:a0:¢5:01:23:45, mask ff:ff:ff:00:00:00, VLAN ID number 222, priority level 3 and weight 200.

sysname(config)# exit

Index Name

syshame#

sysname(config)# vendor-id-based-vlan name exl source-mac 00:a0:C5:01:23:45
mask FF:FF:FF:00:00:00 vlan 222 priority 3 weight 200

sysname# show vendor-id-based-vlan
Source MAC

Mask VLAN Priority Weight

1 exl 00:a0:c5:01:23:45 FfF:fF:FF-00:00:00 222 3 200
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95.4 Command Example: remove source MAC address

This example deletes a binding source MAC address to a vendor ID-based VLAN with MAC address
00:a0:¢5:01:23:45 and mask ff:ff:ff:00:00:00.

sysname(config)# no vendor-id-based-vlan source-mac 00:a0:c5:01:23:45 mask
fF:FF:-£F:00:00:00
syshame(config)# exit
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Use these commands to configure |EEE 802.1Q VLAN.

Note: See Chapter 97 on page 345 for VLAN IP commands.

96.1 VLAN Overview

A VLAN (Virtual Local Area Network) allows a physical network to be partitioned into multiple logical
networks. Devices on a logical network belong to one group. A device can belong to more than one
group. With VLAN, a device cannot directly talk to or hear from devices that are not in the same
group(s); the traffic must first go through a router.

Note: VLAN is unidirectional; it only governs outgoing traffic.

96.2 VLAN Configuration Overview

1 Use the vlan <vlan-id>command to configure or create a VLAN on the Switch. The Switch
automatically enters config-vilan mode. Use the exit command when you are finished configuring the
VLAN.

2 Use the interface port-channel <port-list>command to set the VLAN settings on a port. The
Switch automatically enters config-interface mode. Use the pvid <vlan-id>command to set the
VLAN ID you created for the port-list in the PVID table. Use the exit command when you are finished
configuring the ports.

sysname (config)# vlan 2000

sysname (config-vlan)# name upl

sysname (config-vlan)# fixed 5-8

syshame (config-vlan)# no untagged 5-8
sysname (config-vlan)# exit

sysname (config)# interface port-channel 5-8
sysname (config-interface)# pvid 2000
sysname (config-interface)# exit

Note: See Chapter 37 on page 135 for interface port-channel commands.
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96.3 Command Summary

The following section lists the commands for this feature.

Table 217 vlan Command Summary

COMMAND DESCRIPTION M | P
show vlan Displays the status of all VLANS. E |3
show vlan <vlan-id> Displays the status of the specified VLAN. E 3
show vlan <vlan-id> counters Displays concurrent incoming packet statistics of the E |3
specified VLAN and refreshes every 10 seconds until you
press the [ESC] button.
show vlan <vlan-id> interface Displays concurrent incoming packet statistics of the E |3
port-channel <port-num> counters specified port in the specified VLAN and refreshes every 10
seconds until you press the [ESC] button.
vlan-type <802.1g]|port-based> Specifies the VLAN type. C |13
vlan <vlan-id> Enters config-vlan mode for the specified VLAN. Creates C |13
the VLAN, if necessary.
fixed <port-list> Specifies the port(s) to be a permanent member of this C |13
VLAN group.
no fixed <port-list> Sets fixed port(s) to normal port(s). C |13
forbidden <port-list> Specifies the port(s) you want to prohibit from joining this C |13
VLAN group.
no forbidden <port-list> Sets forbidden port(s) to normal port(s). C |13
inactive Disables the specified VLAN. C |13
no inactive Enables the specified VLAN. C |13
name <name> Specifies a name for identification purposes. C |13
name: 1-64 English keyboard characters
normal <port-list> Specifies the port(s) to dynamically join this VLAN group C |13
using GVRP
untagged <port-list> Specifies the port(s) you don’t want to tag all outgoing C |13
frames transmitted with this VLAN Group ID.
no untagged <port-list> Specifies the port(s) you want to tag all outgoing frames C |13
transmitted with this VLAN Group ID.
no vlan <vlan-id> Deletes a VLAN. C |13

The following section lists the commands for the ingress checking feature.

Note: VLAN ingress checking implementation differs across Switch models.

= Some models enable or disable VLAN ingress checking on all the ports via the vlanlq ingress-

check command.
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= Other models enable or disable VLAN ingress checking on each port individually via the ingress-

check command in the config-interface mode.
Table 218 vlanlqg ingress-check Command Summary

COMMAND DESCRIPTION M |P
show vlanlqg ingress-check Displays ingress check settings on the Switch. E |3
vlanlqg ingress-check Enables ingress checking on the Switch. The Switch C |13
discards incoming frames on a port for VLANs that do not
include this port in its member set.
no vlanlg ingress-check Disables ingress checking on the Switch. C |13
Table 219 ingress-check Command Summary
COMMAND DESCRIPTION M | P
interface port-channel <port-list> Enters config-interface mode for the specified port(s). | C | 13
ingress-check Enables ingress checking on the specified ports. The C |13
Switch discards incoming frames for VLANs that do not
include this port in its member set.
no ingress-check Disables ingress checking on the specified ports. C |13

96.4 Command Examples

This example configures ports 1 to 5 as fixed and untagged ports in VLAN 2000.

sysname (config)# vlan 2000
sysname (config-vlan)# fixed 1-5
sysname (config-vlan)# untagged 1-5

This example deletes entry 2 in the static VLAN table.

sysname (config)# no vlan 2

This example shows the VLAN table.

sysname# show vlan
The Number of VLAN: 3
ldx. VID Status Elap-Time TagCtl
1 1 Static 0:12:13 Untagged :-1-2
Tagged :

2 100 Static 0:00:17 Untagged :
Tagged :1-4

3 200 Static 0:00:07 Untagged :-1-2
Tagged :3-8
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The following table describes the labels in this screen.

Table 220 show vian

LABEL

DESCRIPTION

The Number of VLAN

This field displays the number of VLANs on the Switch.

Idx. This field displays an entry number for each VLAN.

VID This field displays the VLAN identification number.

Status This field displays how this VLAN was added to the Switch.
Dynamic: The VLAN was added via GVRP.
Static: The VLAN was added as a permanent entry
Other: The VLAN was added in another way, such as Multicast VLAN Registration
(MVR).

Elap-Time This field displays how long it has been since a dynamic VLAN was registered or a static
VLAN was set up.

TagCtl This field displays untagged and tagged ports.

Untagged: These ports do not tag outgoing frames with the VLAN ID.

Tagged: These ports tag outgoing frames with the VLAN ID.

This example enables ingress checking on ports 1-5.

sysname (config)# interface port-channel 1-5
sysname (config-vlan)# ingress-check
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This example displays concurrent incoming packet statistics for VLAN 1.

Vlan Info
Packet

Vlan Info
Packet

MGS-3712# show vlan 1 counters
———————— Press ESC to finish —--—-———--
System up time:

Distribution

———————— Press ESC to finish --—-——-—-
System up time:

Distribution

0:59:02

Vlan Id. b
KBs/s :0.0
Packets :2
Multicast :0
Broadcast :2
Tagged :
64 :2
65 to 127 :0
128 to 255 :0
256 to 511 :0
512 to 1023 :
1024 to 1518 :0
Giant :

0:59:12
Vian Id. :1
KBs/s :0.384
Packets :10
Multicast :0
Broadcast :10
Tagged -0
64 :10
65 to 127 :0
128 to 255 :
256 to 511 :0
512 to 1023 :0
1024 to 1518 :0
Giant :0

The following table describes the labels in this screen.

Table 221 show vlan counters

LABEL

DESCRIPTION

System up time

This field shows the total amount of time the connection has been up.

VLAN Info This field displays the VLAN ID you are viewing.
Packet
KBs/s This field shows the number kilobytes per second flowing through this VLAN.
Packets This field shows the number of good packets (unicast, multicast and broadcast) flowing
through this VLAN.
Multicast This field shows the number of good multicast packets flowing through this VLAN.
Broadcast This field shows the number of good broadcast packets flowing through this VLAN.
Tagged This field shows the number of VLAN-tagged packets flowing through this VLAN.
Distribution
64 This field shows the number of packets (including bad packets) received that were 64
octets in length.
65-127 This field shows the number of packets (including bad packets) received that were

between 65 and 127 octets in length.
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Table 221 show vlan counters (continued)

LABEL DESCRIPTION

128-255 This field shows the number of packets (including bad packets) received that were
between 128 and 255 octets in length.

256-511 This field shows the number of packets (including bad packets) received that were
between 256 and 511 octets in length.

512-1023 This field shows the number of packets (including bad packets) received that were
between 512 and 1023 octets in length.

1024-1518 This field shows the number of packets (including bad packets) received that were
between 1024 and 1518 octets in length.

Giant This field shows the number of packets (including bad packets) received that were

between 1519 octets and the maximum frame size.

The maximum frame size varies depending on your switch model.
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Use these commands to configure the default gateway device and add IP domains for VLAN.

CHAPTER 97
VLAN IP Commands

97.1 IP Interfaces Overview

The Switch needs an IP address for it to be managed over the network. The factory default IP address is
192.168.1.1. The subnet mask specifies the network number portion of an IP address. The factory default

subnet mask is 255.255.255.0.

97.2 Command Summary

The following section lists the commands for this feature.

Table 222 vlan ip address Command Summary

ip address default-
management dhcp-bootp
release

by a DHCP server.

COMMAND DESCRIPTION M |P
show vlan <vlan-id> Displays the status of the specified VLAN. E |3
vlan <1-4094> Enters config-vlan mode for the specified VLAN. Creates C |13
the VLAN, if necessary.
ip address default- Configures the Switch to get the in-band management P | C |13
management dhcp-bootp address from a DHCP server.
no ip address default- Configures the Switch to use the static in-band C |13
management dhcp-bootp management IP address. The Switch uses the default IP
address of 192.168.1.1 if you do not configure a static IP
address.
ip address default-management | Enables DHCP option 60. When you enable DHCP option C |13
dhcp-bootp option-60 60, make sure you set up a Vendor Class Identifier.
no ip address default- Disables DHCP option 60. C |13
management dhcp-bootp option-
60
ip address default-management | Defines a Vendor Class Identifier for DHCP option 60. C |13
dhcp-bootp option-60 class-id
<class-id>
no ip address default- Reset the Vendor Class Identifier for DHCP option 60 to C |13
management dhcp-bootp option- | default settings.
60 class-id
ip address default- Sets and enables the in-band management IP address C |13
management <ip-address> and subnet mask.
<mask>
Releases the in-band management IP address provided C |13
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Table 222 vlan ip address Command Summary (continued)

no ip address default-
gateway

COMMAND DESCRIPTION P
ip address default- Updates the in-band management IP address provided by 13
management dhcp-bootp renew |a DHCP server.
ip address <ip-address> Sets the IP address and subnet mask of the Switch in the 13
<mask> specified VLAN.
ip address <ip-address> Sets the IP address and subnet mask of the Switch in the 13
<mask> manageable specified VLAN. Some switch models require that you

execute this command to ensure that remote

management via HTTP, Telnet or SNMP is activated.
no ip address <ip-address> Deletes the IP address and subnet mask from this VLAN. 13
<mask>
ip address default-gateway Sets a default gateway IP address for this VLAN. 13
<ip-address>

Deletes the default gateway from this VLAN. 13

97.3 Command Examples

See Section 3.4 on page 19 for an example of how to configure a VLAN management IP address
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VLAN Mapping Commands

Use these commands to configure VLAN mapping on the Switch. With VLAN mapping enabled, the

Switch can map the VLAN ID and priority level of packets received from a private network to those used
in the service provider’s network. The Switch discards the tagged packets that do not match an entry in

the VLAN mapping table.

Note: You can not enable VLAN mapping and VLAN stacking at the same time.

98.1 Command Summary

The following section lists the commands for this feature.

Table 223 vlan mapping Command Summary

COMMAND DESCRIPTION M | P
no vlan-mapping Disables VLAN mapping on the Switch. C |13
no vlan-mapping interface port- |Removes the specified VLAN mapping rule. C |13
channel <port> vlan <1-4094>
no vlan-mapping interface port- |Enablesthe specified VLAN mapping rule. C |13
channel <port> vlan <1-4094>
inactive
vlan-mapping Enables VLAN mapping on the Switch. C |13
vlan-mapping name <name> Creates a VLAN mapping rule. C |13
interface port-channel <port>
vlan <1-4094> translated-vlan
<1-4094> priority <0-7>
vlan-mapping name <name> Disables the specified VLAN mapping rule. C |13
interface port-channel <port>
vlan <1-4094> translated-vlan
<1-4094> priority <0-7> inactive
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
vlan-mapping Enables VLAN mapping on the port(s). C |13
no vlan-mapping Disables VLAN mapping on the port(s). C |13
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98.2 Command Examples

This example enables VLAN mapping on the Switch and creates a VLAN mapping rule to translate the
VLAN ID from 123 to 234 in the packets received on port 4.

sysname# configure

sysname(config)# vlan-mapping

sysname(config)# vlan-mapping name test interface port-channel 4 vlan 123
translated-vlan 234 priority 3

sysname(config)#

This example enables VLAN mapping on port 4.

sysname# configure

sysname(config)# interface port-channel 4
sysname(config-interface)# vlan-mapping
sysname(config-interface)# exit
syshame(config)#
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CHAPTER 99
VLAN Port Isolation
Commands

Use these commands to configure VLAN port isolation on the Switch. VLAN port isolation allows each
port to communicate only with the CPU management port and the uplink ports, but not to
communicate with each other.

99.1 Command Summary

The following section lists the commands for this feature.

Table 224 vlanlq port-isolation Command Summary

COMMAND DESCRIPTION M | P
show vlanlg port-isolation Displays port isolation settings. E |3
vlanlqg port-isolation Enables VLAN port isolation. C |13
no vlanlq port-isolation Disables VLAN port isolation. C |13
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>

no vlanlq port-isolation Enables VLAN port isolation on the port(s). C |13

vlanlg port-isolation Disables VLAN port isolation on the port(s). C |13
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CHAPTER 100
VLAN Stacking Commands

Use these commands to add an outer VLAN tag to the inner [EEE 802.1Q tagged frames that enter your

network.

Command Summary

The following section lists the commands for this feature.

Table 225 vlan-stacking Command Summary

COMMAND DESCRIPTION P
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
vlan-stacking priority <0-7> | Sets the priority of the specified port(s) in port-based VLAN 13
stacking.
vlan-stacking role Sets the VLAN stacking port roles of the specified port(s). 13
< >
normaljaccess|tunnel normal: The Switch ignores frames received (or
transmitted) on this port with VLAN stacking tags.
access: the Switch adds the SP TPID tag to all incoming
frames received on this port.
tunnel: (available for Gigabit and faster ports only) for
egress ports at the edge of the service provider's network.
Note: In order to support VLAN stacking on a port,
the port must be able to allow frames of 1526
Bytes (1522 Bytes + 4 Bytes for the second tag)
to pass through it.
vlan-stacking SPVID <1-4094> | Sets the service provider VID of the specified port(s). 13
vlan-stacking tunnel-tpid Sets a four-digit hexadecimal number from 13
<tpid> . .
0000 to FFFF that the Switch adds in the outer VLAN tag of
the outgoing frames sent on the tunnel port(s).
no vlan-stacking Disables VLAN stacking on the Switch. 13
no vlan-stacking selective-gqing | Removes the specified selective VLAN stacking rule. 13
interface port-channel <port>
cvid <vlan-id>
no vlan-stacking selective-qing |Enables the specified selective VLAN stacking rule. 13
interface port-channel <port>
cvid <vlan-id> inactive
show vlan-stacking Displays VLAN stacking settings. 3
vlan-stacking Enables VLAN stacking on the Switch. 13
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Table 225 vlan-stacking Command Summary (continued)

COMMAND DESCRIPTION M |P
vlan-stacking <sptpid> Sets the SP TPID (Service Provider Tag Protocol Identifier). C |13
SP TPID is a standard Ethernet type code identifying the
frame and indicating whether the frame catrries IEEE
802.1Q tag information. Enter a four-digit hexadecimal
number from 0000 to FFFF.
vlan-stacking selective-qing Creates a selective VLAN stacking rule. C |13
name <name> interf rt- _ . L
E En Ia< N rt> tevi daie VF;%: vid cvid: 1 -4094. This is the VLAN tag carried in the packets
cha _e pq _ ¢ ¢ Sp from the subscribers.
<spvid> priority <0-7>
spvid: 1 -4094: This is the service provider’s VLAN ID (the
outer VLAN tag).
vlan-stacking selective-qing Disables the specified selective VLAN stacking rule. C |13
name <name> interface port-
channel <port> cvid <cvid> spvid
<spvid> priority <0-7> inactive

100.2

Command Examples

In the following example figure, both A and B are Service Provider’s Network (SPN) customers with VPN
tunnels between their head offices and branch offices respectively. Both have an identical VLAN tag for
their VLAN group. The service provider can separate these two VLANSs within its network by adding tag
37 to distinguish customer A and tag 48 to distinguish customer B at edge device x and then stripping
those tags at edge device y as the data frames leave the network.

Figure 12 Example: VLAN Stacking
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This example shows how to configure ports 1 and 2 on the Switch to tag incoming frames with the
service provider’s VID of 37 (ports are connected to customer A network). This example also shows how
to set the priority for ports 1 and 2 to 3.

sysname(config)# vlan-stacking

sysname(config)# interface port-channel 1-2
sysname(config-interface)# vlan-stacking role access
sysname(config-interface)# vlan-stacking spvid 37
sysname(config-interface)# vlan-stacking priority 3
sysname(config-interface)# exit

syshame(config)# exit

sysname# show vlan-stacking

Switch Vlan Stacking Configuration

Operation: active

STPID: 0x8100

Port Role SPVID Priority
01 access 37 3
02 access 37 3
03 access 1 0
04 access 1 0
05 access 1 0
06 access 1 0
07 access 1 0
08 access 1 0
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CHAPTER 101
VLAN Trunking Commands

Use these commands to decide what the Switch should do with frames that belong to unknown VLAN

groups.

Command Summary

The following section lists the commands for this feature.

Table 226 vlan-trunking Command Summary

no vlan-trunking

COMMAND DESCRIPTION P
interface port-channel <port- Enters config-interface mode for the specified port(s). 13
list>
vlan-trunking Enables VLAN trunking on ports connected to other 13
switches or routers (but not ports directly connected to
end users). This allows frames belonging to unknown VLAN
groups to go out via the VLAN-trunking port.
Disables VLAN trunking on the port(s). 13
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102.2

CHAPTER 102
Voice VLAN Commands

Use these commands to set up Voice VLAN on the Switch.

Voice VLAN Overview

Voice VLAN ensures that the sound quality of an IP phone is preserved from deteriorating when the data
traffic on the Switch ports is high. It groups the voice traffic with defined priority into an assigned VLAN
which enables the separation of voice and data traffic coming onto the Switch port.

You can set priority level to the Voice VLAN and add MAC address of IP phones from specific
manufacturers by using its ID from the Organizationally Unique Identifiers (OUI).

See below commands and examples to set up the Voice VLAN.

Command Summary

The following section lists the commands for this feature.

Table 227 Voice VLAN Command Summary

COMMAND DESCRIPTION M | P
voice-vlan <vlan-id> Sets the Voice VLAN ID. C |13
voice-vlan priority <0-7> Sets the Voice VLAN priority level. C |13
voice-vlan oui <mac-addr> mask Sets the Voice VLAN device’s OUl address, mask address C |13
<mask-addr> description and device manufacturer description.

<description>

no voice-vlan Disables Voice VLAN configuration. C |13
no voice-vlan oui <mac-addr> Removes the OUI from the Voice VLAN. C |13
mask <mask-addr>

show voice-vlan Show Voice VLAN status. E |3
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102.3 Command Example

This example configures Voice VLAN to port number 5, priority level number 6 and displays Voice VLAN

session.
sysname# configure
sysname(config)# voice-vlan 5
syshame(config)# voice-vlan priority 6
syshame(config)# exit
sysname# show voice-vlan
Voice VLAN . enable
VLAN 1D : 5
Priority : 6
Port Mode Tagging VLAN Membership
1 normal tagged no
2 normal tagged no
3 normal tagged no
4 normal tagged no
5 normal tagged no
6 normal tagged no
7 normal tagged no
8 normal tagged no
9 normal tagged no
10 normal tagged no
11 fixed tagged yes
12 fixed tagged yes
13 fixed tagged yes
14 fixed tagged yes
15 fixed tagged yes
16 fixed tagged yes
17 fixed tagged yes
18 fixed tagged yes
19 fixed tagged yes
20 fixed tagged yes
21 forbidden tagged no
22 forbidden tagged no
23 forbidden tagged no
24 forbidden tagged no
25 forbidden tagged no
26 forbidden tagged no
27 forbidden tagged no
28 forbidden tagged no
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This example sets the VLAN ports for Voice VLAN as seen in the above example. Normal portis 5 to 10,
Fixed portis 11 to 20 and forbidden port is 21 to 28. Port numbers can be higher if the Switch model has
48 ports.

sysname# configure
sysname(config)# vlan 5
sysname(config-vlan)# normal 5-10
sysname(config-vlan)# fixed 11-20
sysname(config-vlan)# forbidden 21-28
syshame(config-vlan)# exit
sysname# show voice-vlan
Voice VLAN : enable
VLAN 1D -5
Priority : 6
Port Mode Tagging VLAN Membership
1 normal tagged no
2 normal tagged no
3 normal tagged no
4 normal tagged no
5 normal tagged no
6 normal tagged no
7 normal tagged no
8 normal tagged no
9 normal tagged no
10 normal tagged no
11 fixed tagged yes
12 fixed tagged yes
13 fixed tagged yes
14 fixed tagged yes
15 fixed tagged yes
16 fixed tagged yes
17 fixed tagged yes
18 fixed tagged yes
19 fixed tagged yes
20 fixed tagged yes
21 forbidden tagged no
22 forbidden tagged no
23 forbidden tagged no
24 forbidden tagged no
25 forbidden tagged no
26 forbidden tagged no
27 forbidden tagged no
28 forbidden tagged no
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CHAPTER 103
VRRP Commands

This chapter explains how to use commands to configure the Virtual Router Redundancy Protocol
(VRRP) on the Switch.

103.1 VRRP Overview

VRRP is a protocol that allows you to configure redundant router connections. The protocol reduces
downtime in case of a single link failure. Multiple routers are connected and one is elected as the
master router. If the master router fails, then one of the backup routers takes over the routing function
within a routing domain.

103.2 Command Summary

The following section lists the commands for this feature.

Table 228 VRRP Command Summary

COMMAND DESCRIPTION M |P
router vrrp network <ip-address>/<mask- Adds a new VRRP network and enters the C |13
bits> vr-id <1~7> uplink-gateway <ip- VRRP configuration mode.
address>
name <name> Sets a descriptive name of the VRRP setting | C | 13
for identification purposes.
priority <1~254> Sets the priority of the uplink-gateway. C |13
interval <1~255> Sets the time interval (in seconds) between |C |13
Hello message transmissions.
primary-virtual-ip <ip-address> Sets the primary VRRP virtual gateway IP C |13
address.
no primary-virtual-ip <ip-address> Resets the primary VRRP virtual gateway IP C |13
address.
secondary-virtual-ip <ip-address> Sets the secondary VRRP virtual gateway IP | C | 13
address.
no secondary-virtual-ip Sets the network to use the default C |13
secondary virtual gateway (0.0.0.0).
no primary-virtual-ip Resets the network to use the default C |13
primary virtual gateway (interface IP
address).
inactive Disables the VRRP settings. C |13
no inactive Activates this VRRP. C |13
no preempt Disables VRRP preemption mode. C |13
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103.3

Table 228 VRRP Command Summary (continued)

COMMAND DESCRIPTION M | P
preempt Enables preemption mode. C |13
exit Exits from the VRRP command mode. C |13

no router vrrp network <ip-address>/<mask- | Deletes VRRP settings. C |13

bits> vr-id <1~7>

interface route-domain <ip-address>/<mask- | Setsthe VRRP authentication key. C |13

bits> ip vrrp authentication-key <key> key: Up to 8 alphanumeric characters.

interface route-domain <ip-address>/<mask- | Resetsthe VRRP authentication key. C |13

bits> no ip vrrp authentication-key

Displays VRRP settings. C |13

show router vrrp

Command Examples

The following figure shows a VRRP network example with the switches (A and B) implementing one
virtual router VR1 to ensure the link between the host X and the uplink gateway G. Host X is configured
to use VR1 (192.168.1.254) as the default gateway. Switch A has a higher priority, so it is the master
router. Switch B, having a lower priority, is the backup router.

Figure 13 Example: VRRP
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This example shows how to create the IP routing domains and configure the Switch to act as router A in
the topology shown in Figure 13 on page 358.

sysname# config

sysname(config)# vlan 100

sysname(config-vlan)# fixed 1-4

sysname(config-vlan)# untagged 1-4

sysname(config-vlan)# ip address 10.10.1.252 255.255.255.0
syshame(config-vlan)# exit

sysname(config) interface port-channel 1-4
sysname(config-interface)# pvid 100
sysname(config-interface)# exit

sysname(config)# vlan 200

sysname(config-vlan)# fixed 24-28

sysname(config-vlan)# untagged 24-28
sysname(config-vlan)# ip address 172.16.1.1 255.255.255.0
sysname(config-vlan)# exit

sysname(config)# interface port-channel 24-28
sysname(config-interface)# pvid 200
sysname(config-interface)# exit

syshame(config)# router vrrp network 10.10.1.252/24 vr-id 1 uplink-gateway
172.16.1.200

sysname(config-vrrp)# name VRRP-networkA
sysname(config-vrrp)# priority 200

sysname(config-vrrp)# interval 2

sysname(config-vrrp)# primary-virtual-ip 10.10.1.254
sysnhame(config-vrrp)# exit

syshame(config)#

This example shows how to create the IP routing domains and configure the Switch to act as router B in
the topology shown in Figure 13 on page 358.

sysname# config

sysname(config)# vlan 100

sysname(config-vlan)# fixed 1-4

sysname(config-vlan)# untagged 1-4

sysname(config-vlan)# ip address 10.10.1.253 255.255.255.0
sysnhame(config-vlan)# exit

sysname(config) interface port-channel 1-4
sysname(config-interface)# pvid 100
sysname(config-interface)# exit

sysname(config)# vlan 200

syshame(config-vlan)# fixed 24-28

sysname(config-vlan)# untagged 24-28

sysname(config-vlan)# ip address 172.16.1.10 255.255.255.0
sysname(config-vlan)# exit

sysname(config)# interface port-channel 24-28
sysname(config-interface)# pvid 200
sysname(config-interface)# exit

syshame(config)# router vrrp network 10.10.1.253/24 vr-id 1 uplink-gateway
172.16.1.200

sysname(config-vrrp)# name VRRP-networkB
sysname(config-vrrp)# interval 2

sysname(config-vrrp)# primary-virtual-ip 10.10.1.254
sysname(config-vrrp)# exit

syshame(config)#

Ethernet Switch CLI Reference Guide

359



104.1

104.2

CHAPTER 104
ZULD Commands

Use these commands to configure ZULD on the Switch.

ZULD Overview

A unidirectional link is a connection where the link is up on both ends, but only one end can receive
packets. This may happen if OAM was initially enabled but then disabled, there are misconfigured
transmitting or receiving lines or the hardware is malfunctioning. Zyxel Unidirectional Link Detection
(ZULD) is a layer-2 protocol that can detect and disable these physical one-way links before they cause
loops or communication malfunction.

ZULD must be enabled on the Switch and the port(s) in order to detect unidirectional links by monitoring
OAMPDUEs.

Note: Ports advertise their unidirectional link detection capability using OAMPDUs, so all
connected devices must support OAM as well as ZULD.

Note: OAM must be enabled on other connected devices too. If OAM is not enabled initially,
ZULD will not work.

Command Summary

The following section lists the commands for this feature.

Table 229 zuld Command Summary

COMMAND DESCRIPTION M [P
zuld Enables ZULD on the Switch. C |13
no zuld Disables ZULD on the Switch. C |13
interface port-channel <port- Enters config-interface mode for the specified port(s). C |13
list>
zuld Enables ZULD on the specified port(s). C |13
no zuld Disables ZULD on the specified port(s). C |13
zuld mode Configures the ZULD mode. C |13
<normal r ive> .
ormal |aggressive normal: ZULD only sends a syslog and trap when it detects
a unidirectional link.
aggressive: ZULD shuts down the port (puts it into an
ErrDisable state) as well as sends a syslog and trap when it
detects a unidirectional link.
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Table 229 zuld Command Summary (continued)

COMMAND

DESCRIPTION

zuld probe-time <5-65535>

Sets the length of time that ZULD waits before declaring
that a link is unidirectional. When the probe time expires,
and one port (either on the Switch or the connected
device) still has not received an OAMPDU, then ZULD
declares that the link is unidirectional.

13

show zuld [<port-list>]

Displays ZULD details and link state for all ports or the
specified port(s).

show zuld summary

Displays ZULD details of each port in a summary table.

104.3 Command Example

This example enables Ethernet OAM on the Switch and ports 1-3 first, then enables ZULD on the Switch

and ports 1-3. It also sets a ZULD mode and displays the configuration details.

sysname# configure

sysname(config)# interface port-channel 1-3
sysname(config-interface)# ethernet oam
sysname(config-interface)# exit
sysname(config)# zuld

sysname(config)# interface port-channel 1-3
sysname(config-interface)# zuld
sysname(config-interface)# zuld mode aggressive
sysname(config-interface)# exit
sysname(config)# exit

sysname# show zuld 1-3

Port 1
Active
Mode
Probe Time
Link State

Port 2
Active
Mode
Probe Time
Link State

Port 3
Active
Mode
Probe Time
Link State

syshame#

sysname(config)# ethernet oam

Yes
Aggressive

Linkdown

Yes
Aggressive

Linkdown

Yes
Aggressive

Linkdown
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105.2

CHAPTER 105
Wol Relay Commands

Use these commands to configure WolL (Wake On LAN) relay settings on the Switch.

Wol Relay Overview

Wake On LAN is a feature to remotely turn on a device on the LAN network. A device is turned on by
receiving a magic packet. To use this feature the remote hardware (for example the network adapter
on a computer) must support Wake On LAN using the “Magic Packet” method.

A magic packet is a UDP broadcast packet. The device that you want to turn on is off, so it can’t
respond to a TCP packet. Therefore, It has to be a UDP broadcast packet to turn on a device.

Broadcast packets are generally not routed. A magic packet can’t be routed. This prevents DDoS
attacks, but also prohibits you from sending magic packets to other devices in different subnets. The
Switch’s Wake On LAN relay feature allows you to send magic packets to devices across different
subnets.

Command Summary

The following section lists the commands for this feature.

Table 230 Wol Relay Command Summary

COMMAND DESCRIPTION M [P

wol relay udp <destination- Configure settings on Wake On LAN relay. C |13
socket> source-vlan <vlan-list>

N N _ <destination-socket>: Enters a UDP port number
destination-vlan <vlan-list> P

that magic packets are sent through.
The most common port for transmission is UDP port 9.

<vlan-list>: Enter the source VLAN ID where the
magic packet originates from.

Enter the destination VLAN ID where the magic packet will
be sent to.

no wol relay udp <destination- Removes the specified Wake on LAN relay rule. C |13

> _ _
socket <destination-socket>: Enters a UDP port number

that magic packets are sent through.
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CHAPTER 106
Additional Commands

Use these commands to configure or perform additional features on the Switch.

106.1 Command Summary

The following section lists the commands for this feature.

Table 231 Command Summary: Changing Modes or Privileges

configuration file.

COMMAND DESCRIPTION P
enable Changes the session’s privilege level to 14 and puts the session 0
in enable mode (if necessary). The user has to provide the
enable password. See Section 2.1.3.1 on page 14.
enable <0-14> Raises the session’s privilege level to the specified level and 0
puts the session in enable mode if the specified level is 13 or 14.
The user has to provide the password for the specified privilege
level. See Section 2.1.3.2 on page 14.
disable Changes the session’s priority level to 0 and changes the mode 13
to user mode. See Section 2.1.3.3 on page 15.
configure Changes the mode to config mode. 13
interface port-channel <port- | Enters config-interface mode for the specified port(s). 13
list>
mvr <1-4094> Enters config-mvr mode for the specified MVR (multicast VLAN 13
registration). Creates the MVR, if necessary.
vlan <1-4094> Enters config-vlan mode for the specified VLAN. Creates the 13
VLAN, if necessary.
exit Returns to the previous mode. 13
logout Logs out of the CLI. 0
Table 232 Command Summary: Additional Enable Mode
COMMAND DESCRIPTION P
baudrate <1]2]3]4]5> Changes the console port speed. 13
1: 38400 bps
2:19200 bps
3: 9600 bps
4: 57600 bps
5: 115200 bps
boot config <index> Restarts the Switch (cold reboot) with the specified 13
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Table 232 Command Summary: Additional Enable Mode (continued)

COMMAND DESCRIPTION M [P
boot image <1 | 2> The Switch supports dual frmware images, ras-0 and ras-1. Run | E | 13
this command, where <index> is 1 (ras-0) or 2 (ras-1) to specify
which image is updated when firmware is loaded using the
web configurator and to specify which image is loaded when
the Switch starts up.
cable-diagnostics <port- Performs a physical wire-pair test of the Ethernet connections E |13
list> on the specified port(s).
ping <iplhost-name> [vlan Sends Ping packets to the specified Ethernet device. E |O
< -id> i <0- > -
t}/lan 10>] [size <0-1472>] [ vlan-id: Specifies the VLAN ID to which the Ethernet device
belongs.
size <0-1472>: Specifies the size of the Ping packet.
-t: Sends Ping packets to the Ethernet device indefinitely. Press
[CTRL]+C to terminate the Ping process.
ping help Provides more information about the specified command. E |O
reload config [1]2] Restarts the system (warm reboot) with the specified E |13
configuration file.
1: config-1
2: config-2
reset slot <slot-list> Restarts the card in the selected slot. The card restarts using the | E 13
last-saved configuration. Any unsaved changes are lost.
show allarm-status Displays alarm status. E |0
show cpu-utilization Displays the CPU utilization statistics on the Switch. E |0
show cpu-utilization process | Displaysthe CPU and memory usage of each process. E |0
show except-smac Displays whether the Switch is to drop the packets with an all- E |13
zero source MAC address (00:00:00:00:00:00).
show hardware-monitor <C|F> This command is not available in all models. E |O
Displays current hardware monitor information with the
specified temperature unit (Celsius C or Fahrenheit F).
show interfaces status Displays the summary status of interfaces for all ports on the E |3
Switch.
show interfaces transceiver Displays real-time SFP (Small Form Factor Pluggable) transceiver |E | 3
<port-list> information and operating parameters on specified SFP port(s).
The parameters include, for example, module temperature,
module voltage, transmitting and receiving power.
show memory Displays the memory utilization statistics on the Switch. E |3
show power-source-status Displays the status of each power module in the system. E |O
show rootguard Displays STP mode and root guard information. E |3
show sfp <port-list> Displays real-time SFP (Small Form Factor Pluggable) transceiver | E 3
operating parameters on specified SFP port(s). The parameters
include, for example, module temperature, module voltage,
transmitting and receiving power.
show slot Displays general status information about each slot. E |13
show slot config Displays what type of card is installed in each slot and its E |13
current operational status.
show slot config <slot-list> | Displays detailed information about the specified slots. E |13
show system-information Displays general system information. E |0
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Table 232 Command Summary: Additional Enable Mode (continued)

4294967>

timer.

This defines how often (in milliseconds) the Switch sends the
digital diagnostic monitoring (DDM) information via the
installed transceiver(s).

COMMAND DESCRIPTION M | P
show version [flash] Display the version of the currently running firmware on the E |O
Switch. Optionally, display the version of the currently installed
firmware on the flash memory.
telnet ipv4_address Connects to a specified host using Telnet. E |13
test interface port-channel Performs an internal loopback test on the specified ports. The E |13
<port-list> test returns Passed! or Failed!.
write memory [<index>] Saves current configuration in volatile memory to the E |13
configuration file the Switch is currently using or the specified
configuration file.
Table 233 Command Summary: Additional Configure Mode
COMMAND DESCRIPTION M |P
bcp-transparency Enables Bridge Control Protocol (BCP) transparency on the C |13
Switch.
default-management <in- Sets which traffic flow (in-band or out-of-band) the Switch C |13
band|]out-of-band> sends packets originating from itself (such as SNMP traps) or
packets with unknown source.
except-smac zero-smac-drop Sets the Switch to filter and drop the packets with an all-zero C |13
source MAC address (00:00:00:00:00:00).
hostname <name> Sets the Switch’s name for identification purposes. C |13
name: 1-64 printable characters; spaces are allowed if you put
the string in double quotation marks ().
install help Displays command help information. C |13
install slot <slot-list> Changes what type of card is in the slot without restartingthe | C | 13
type <card-type> system.
locator-led Turns on the LOCATOR LED on the Switch. By default, the LED C |13
blinks and automatically turns off after 30 minutes.
This helps to locate the Switch that you are managing when
multiple switches are installed in a rack or placed in the same
room.
locator-led <1-1440> Changes how long (in minutes) the LOCATOR LED blinks for. C |13
mode zynos Changes the CLI mode to the ZyNOS format. C |13
no except-smac zero-smac- Sets the Switch to allow and forward the packets with an all- C |13
drop zero source MAC address (00:00:00:00:00:00).
no install slot <slot> Uninstalls the card in the slot. C |13
no locator-led Stops the LOCATOR LED from blinking immediately. C |13
no shutdown slot <slot-list> | Turnson the power to the slot. C |13
shutdown slot <slot-list> Turns off the power to the slot. C |13
transceiver-ddm timer <1 - Sets the duration of the digital diagnostic monitoring (DDM) C |13
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106.2 Command Examples

This example checks the cable pairs on ports 1 and 4.

Port Channel

1 pairA
pairD
Port  Channel

4 pairA

sysname# cable-diagnostics 1
Pair status Cable length (m) Distance to fault (m)

sysname# cable-diagnostics 4
Pair status Cable length (m) Distance to fault (m)

Open N/ZA 0.00
Open N/ZA 0.00
Open N/ZA 0.00
Open N/ZA 0.00

Ok 5.55 NZA
Ok 5.55 NZA
Ok 5.55 NZA
Ok 5.55 N/A

The following table describes the labels in this screen.

Table 234 Cable-diagnostics

LABEL

DESCRIPTION

Port

This is the number of the physical Ethernet port on the Switch.

Channel

An Ethernet cable usually has four pairs of wires. A 10BASE-T or 100BASE-TX port only use
and test two pairs, while a 1000BASE-T port requires all four pairs.

This displays the descriptive name of the wire-pair in the cable.

Pair status

Ok: The physical connection between the wire-pair is okay.

Open: There is no physical connection (an open circuit detected) between the wire-
pair.

Short: There is an short circuit detected between the wire-pair.
Unknown: The Switch failed to run cable diagnostics on the cable connected this port.

Unsupported: The port is a fiber port or it is not active.

Cable length

This displays the total length of the Ethernet cable that is connected to the port when
the Pair status is Ok and the Switch chipset supports this feature.

This shows N/A if the Pair status is Open or Short. Check the Distance to fault.

This shows Unsupported if the Switch chipset does not support to show the cable
length.

Distance to fault

This displays the distance between the port and the location where the cable is open
or shorted.

This shows N/A if the Pair status is Ok.

This shows Unsupported if the Switch chipset does not support to show the distance.
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This example sends Ping requests to an Ethernet device with IP address 172.16.37.254.

sent rcvd rate

1 1 100
2 2 100
3 3 100

sysname# ping 172.16.37.254
Resolving 172.16.37.254... 172.16.37.254

rtt avg mdev max min reply from
0] 0 0] 0] 0 172.16.37.254
0] 0 0] 0] 0 172.16.37.254
10 1 3 10 0 172.16.37.254

The following table describes the labels in this screen.

Table 235 ping

LABEL DESCRIPTION

sent This field displays the sequence number of the ICMP request the Switch sent.

rcvd This field displays the sequence number of the ICMP response the Switch received.

rate This field displays the percentage of ICMP responses for ICMP requests.

rtt This field displays the round trip time of the ping.

avg This field displays the average round trip time to ping the specified IP address.

mdev This field displays the standard deviation in the round trip time to ping the specified IP
address.

max This field displays the maximum round trip time to ping the specified IP address.

min This field displays the minimum round trip time to ping the specified IP address.

reply from This field displays the IP address from which the Switch received the ICMP response.

This example shows the current status of the various alarms in the Switch.

name

VOLTAGE
TEMPERATURE

FAN

POE OVER LOAD
POE SHORT CIRCUIT
POE POWERBOX

sysname# show alarm-status

status suppressAlarm alarmLED

Normal No OffF
Normal No OfF
Normal No OffF
Normal No off
Normal No Off
Normal Yes Off

The following table describes the labels in this screen.

Table 236 show alarm-status

LABEL DESCRIPTION
name This field displays the name or type of the alarm.
status This field displays the status of the alarm.

Normal: The alarm is off.

Error: The alarm is on.

suppressAlarm This field displays whether or not the alarm is inactive.

alarmLED This field displays whether or not the LED for this alarm is on.
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This example shows the current and recent CPU utilization.

sysname# show cpu-utilization
CPU usage status:
baseline 1715384 ticks
sec ticks util sec ticks util sec ticks util sec ticks util
0 657543 61.67 1 255118 85.13 2 394329 77.01 3 620008 63.85
4 195580 88.60 5 791000 53.89 6 137625 91.98 7 508456 70.36
————————————————————————————————— SNIP e

The following table describes the labels in this screen.

Table 237 show cpu-utilization

LABEL DESCRIPTION
baseline This field displays the number of CPU clock cycles per second.
sec This field displays the historical interval.

Interval 0 is the time starting one second ago to the current instant.
Interval 1 is the time starting two seconds ago to one second ago.

Interval 2 is the time starting three seconds ago to two seconds ago.

ticks This field displays the number of CPU clock cycles the CPU was not used during the interval.

util This field displays the CPU utilization during the interval.

util = [(baseline - ticks) / baseline] * 100
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The following examples look at the current sensor readings from various places in the hardware. The
display for your Switch may be different.

sysname# show hardware-monitor C

Customer Part
PSU Serial Number Number & Revision Manufacturing Fan Air Flow

PSU1 D1YD11MOOCN 20110124 front-to-back
PSU2 D1YD11MOODV 20110125 front-to-back

Temperature Unit : (C)

Temperature(%c) Current Max Min Threshold Status
CPU 45.0 45.0 33.0 80.0 Normal
MAC 47.0 47.0 32.0 90.0 Normal
PHY1 45.0 45.0 31.0 90.0 Normal
PHY2 45.0 45.0 32.0 90.0 Normal

FAN Speed(RPM) Current Max Min Threshold Status

FAN1 9360 15960 9360 500 Normal

FAN2 9360 16320 9360 500 Normal

FAN3 9360 15720 9360 500 Normal

FAN4 9480 15240 9360 500 Normal
FAN TRAY Air Flow Status

FAN TRAY 1 front-to-back Present
FAN TRAY 2 front-to-back Present

Voltage(V) Current Max Min Threshold Status
12v_PSU1  11.737 11.918 11.737 +/-10% Normal
12v_PSU2 11.676 11.858 11.676 +/-10% Normal

syshame#
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sysname# show hardware-monitor C

Temperature Unit : (C)

Temperature(%c) Current Max Min Threshold Status
CPU/MAC 42.0 43.0 39.0 76.0 Normal

BOARD 43.0 44_0 40.0 113.0 Normal

PHY 43.0 44_0 39.0 99.0 Normal

FAN Speed(RPM) Current Max Min Threshold Status

FAN1 6561 6593 6498 500 Normal

FAN2 6375 6405 6315 500 Normal

FAN3 6257 6315 6228 500 Normal
Voltage(V) Current Max Min Threshold Status

1.88Vv_84887 1.920 1.920 1.920 +4%/-4% Normal
1v_84888 1.013 1.013 1.013 +5%/-5% Normal
1.88v 1.907 1.907 1.907 +4%/-4% Normal
1.0V 1.025 1.037 1.025 +5%/-5% Normal
1.8V 1.803 1.803 1.803 +6%/-6% Normal
1.0V_H3 1.025 1.025 1.025 +5%/-5% Normal
1V5_DDR 1.490 1.490 1.490 +6%/-6% Normal
VTT_DDR 0.744 0.744 0.744 +5%/-5% Normal
3.3V 3.274 3.274 3.274 +6%/-6% Normal
2.5V 2.565 2.565 2.539 +6%/-6% Normal

12v 11.656 11.656 11.656 +10%/-20% Normal

Power Supply Status

PSU 1 Active
PSU_2 NZA
syshame#

The following table describes the labels in this screen.

Table 238 show hardware-monitor

LABEL DESCRIPTION

Customer Part This displays information on the fan and power module kits installed in the Switch.
PSU The PSU (Power Supply Unit) is the power module number.
Serial Number This is a unigue number that identifies the inserted power module.

Number & Revision | This is the customer part number and revision.

Manufacturing This is the date (yyyy-mm-dd) the module was assembled.
Fan Air Flow This displays the power module fan air flow. All fan air flows within a Switch must be
consistent, that is either front-to-back or back-to-front.
Temperature Unit This field displays the unit of measure for temperatures in this screen.
Temperature This field displays the location of the temperature sensors.
Current This field displays the current temperature at this sensor.
Max This field displays the maximum temperature measured at this sensor.
Min This field displays the minimum temperature measured at this sensor.
Threshold This field displays the upper temperature limit at this sensor.
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Table 238 show hardware-monitor (continued)

LABEL

DESCRIPTION

Status

Normal: The current temperature is below the threshold.

Error: The current temperature is above the threshold.

FAN Speed(RPM)

This field displays the fans in the Switch. Each fan has a sensor that is capable of
detecting and reporting when the fan speed falls below the threshold.

Current This field displays the current speed of the fan at this sensor.

Max This field displays the maximum speed of the fan measured at this sensor.

Min This field displays the minimum speed of the fan measured at this sensor. It displays "<41"
for speeds too small to measure. (See the User’s Guide to find out what speeds are too
small to measure in your Switch.)

Threshold This field displays the minimum speed at which the fan should work.

Status Normal: This fan is running above the minimum speed.

Error: This fan is running below the minimum speed.
FAN TRAY This is the is the fan module number

Air Flow This displays the fan module fan air flow. All fan air flows within a Switch must be
consistent, that is either front-to-back or back-to-front.

Status This displays whether the fan module is inserted (Present) or not (Absent).

Voltage(V) This field displays the various power supplies in the Switch. Each power supply has a
sensor that is capable of detecting and reporting when the voltage is outside tolerance.

Current This field displays the current voltage at this power supply.

Max This field displays the maximum voltage measured at this power supply.

Min This field displays the minimum voltage measured at this power supply.

Threshold This field displays the percentage tolerance within which the Switch still works.

Status Normal: The current voltage is within tolerance.
Error: The current voltage is outside tolerance.

Power Supply This field lists the power supply modules installed in the Switch.

Status If the Switch supports two hot-swappable power supply modules and both can supply

power to the Switch simultaneously,

< Normal indicates that the Switch is currently operating from the power source to
which the inserted power module is connected.

= Error indicates that the power module is inserted and connected to a power source
but it is not in normal operation.

= Absentindicates that you did not insert the power module.

= Present indicates that you inserted the power module, but it is not connected to a
power source and there is no available power.

If the Switch comes with two built-in power supply modules but only one can supply

power to the Switch at a time,

= Active indicates the Switch is currently operating from the power source to which the
power module is connected.

= Standby indicates the power module is connected to a power source but the Switch
is NOT operating from it.

= N/Ais displayed when the power module is not connected to a power source and
there is no available power.
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This example displays multicast VLAN configuration on the Switch.

sysname> show multicast vlan
Multicast Vlan Status

Index VID Type

1 123 MVR

The following table describes the labels in this screen.

Table 239 show multicast vilan

LABEL DESCRIPTION

Index This field displays an entry number for the multicast VLAN.
VID This field displays the multicast VLAN ID.

Type This field displays what type of multicast VLAN this is.

MVR: This VLAN is a Multicast VLAN Registration (MVR).
Static: This VLAN is configured via IGMP snooping VLAN in fixed mode.

Dynamic: This VLAN is learned dynamically in auto mode.

IGMP modes.

See Chapter 35 on page 126 for more information about IGMP snooping VLAN and

This example shows the current status of Power over Ethernet.

sysname# show poe-status
Total Power (W) : 185.0

Consuming Power (W) : 0.0
Allocated Power (W) : 0.0
Remaining Power (W) : 185.0

The following table describes the labels in this screen.

Table 240 show poe-status

LABEL DESCRIPTION
Total Power This field displays the total power the Switch can provide to PoE-enabled devices.
Consuming Power This field displays the amount of power the Switch is currently supplying to the PoE-

enabled devices.

negotiating with the PoE device(s).

Allocated Power This field displays the total amount of power the Switch has reserved for PoE after

Note: If the management mode is set to Consumption, this field shows NA.

Remaining Power This field displays the amount of power the Switch can still provide for PoE.

than 16 W.

Note: The Switch must have at least 16 W of remaining power in order to
supply power to a PoE device, even if the PoOE device requested less

This example looks at general system information about the Switch
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The following table describes the labels in this screen.

Table 241 show system-information

LABEL

DESCRIPTION

Product Model

This field displays the model name.

System Name

This field displays the system name (or hosthame) of the Switch.

System Mode

This field displays standalone or stacking mode

System Contact

This field displays the name of the person in charge of this Switch. Use the snmp-server
command to configure this. See Chapter 80 on page 296.

System Location

This field displays the geographic location of this Switch. Use the snmp-server
command to configure this. See Chapter 80 on page 296.

System up Time

This field displays how long the switch has been running since it last started up.

Ethernet Address

This field displays the MAC address of the Switch.

Bootbase Version

This field displays the bootbase version the Switch is running.

ZyNOS F/W Version

This field displays the firmware version the Switch is running.

Config Boot Image

This field displays whether the Switch is configured to run firmware 1 or 2 when it next
starts.

Current Boot Image

This field displays whether the Switch is running firmware 1 or 2.

RomRasSize

This field displays how much ROM is used.

This example displays run-time SFP (Small Form Factor Pluggable) parameters on ports 9 (the first SFP port
0, with an SFP transceiver installed) and 10 (the second SFP port 1, no SFP transceiver installed) on the
Switch. You can also see the alarm and warning thresholds for temperature, voltage, transmission bias,
transmission and receiving power as shown.

SFP

Part Number
Series Number
Revision
Transceiver

SFP
Not Available

syshame# show sfp 9-10

Temperature(C) Alarm(80.00 ~ 0.00), Warning(75.00 ~ 5.00), Current(38.00)
Voltage(V) Alarm(3.50 ~ 3.10), Warning(3.45 ~ 3.15), Current(3.37)

Tx Bias(mA) Alarm(100.05 ~ 1.00), Warning(90.04 ~ 2.00), Current(5.25)

Tx Power(dBm) Alarm(-2.99 ~ -8.98), Warning(-3.49 ~ -8.48), Current(-6.05)
Rx Power(dBm) Alarm(-2.99 ~ -18.01), Warning(-3.49 ~ -17.39), Current(-4.24)

-0

: SFP-SX-DDM

- S081113001132
- V1.0

- 1000BASE-SX

.
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This example displays run-time SFP (Small Form Factor Pluggable) parameters on port 21 on the Switch.
You can also see the alarm and warning thresholds for temperature, voltage, transmission bias,
transmission and receiving power as shown.

sysname# show interface transceiver 21
Transceiver Information

syshame#

Port : 21 (SFP)
Vendor . ZyXEL
Part Number : SFP-LX-10-D
Series Number : S081133000074
Revision V1.0
Date Code : 2008-08-11
Transceiver - 1000BASE-LX
++ : high alarm, + : high warn, - : low warn, -- : low alarm.

Current High Alarm High Warn Low Warn Low Alarm

Threshold Threshold Threshold Threshold

Temperature(C) ++ 38.00 -1.00 75.00 5.00 0.00
Voltage(V) 3.36 3.50 3.45 3.15 3.10
Tx Bias(mA) 14.53 100.05 90.04 7.00 6.00
Tx Power(dBm) -5.80 -2.99 -3.49 -8.96 -9.50
Rx Power(dBm) + -3.36 -2.99 -3.49 -20.50 -21.02

This example displays the firmware version the Switch is currently using..

sysname# show version
Current ZyNOS version: V3.80(BBA.3)bl | 04/17/2008

This example runs an internal loopback test on ports 3-6.

Ethernet Port 3 Test ok.
Testing internal loopback
Ethernet Port 4 Test ok.
Testing internal loopback
Ethernet Port 5 Test ok.
Testing internal loopback
Ethernet Port 6 Test ok.

sysname# test interface port-channel 3-6
Testing internal loopback

on port 3 :Passed!

on port 4 :Passed!

on port 5 :Passed!

on port 6 :Passed!

This example displays route information to an Ethernet device with IP address 192 .168.1.100.

sysnhame>

sysname> traceroute 192.168.1.100

traceroute to 192.168.1.100, 30 hops max, 40 byte packet
1:192.168.1.100 (10 ms) (10 ms) (0 ms)

traceroute done:
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APPENDIX A
Default Values

Some commands, particularly no commands, reset settings to their default values. The following table

identifies the default values for these settings.

Table 242 Default Values for Reset Commands

COMMAND

DEFAULT VALUE

no aaa authentication enable

Method 1: enable
Method 2: none

Method 3: none

no aaa authentication login

Method 1: local
Method 2: none

Method 3: none

no aaa accounting update

0 minutes

no arp inspection filter-aging-time

300 seconds

no arp inspection log-buffer entries

32 messages

no arp inspection log-buffer logs

5 syslog messages

1second

no radius-server <index>

IP address: 0.0.0.0
Port number: 1812

Key: blank

no radius-accounting <index>

IP address: 0.0.0.0
Port number: 1813

Key: blank
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Index of Commands

Use of undocumented commands or misconfiguration can damage the unit and
possibly render it unusable.

[ circuit-id [slot-port] [vlan] [hostname] [string <string>] ] [ remote-id [mac] [string <String>]] ....ccccovvvirieninninnns 85
<ip>: ENters an IPV4 address fOr @ CIUSTEL. ......oiiiiiiiiiii ettt et e e e et e e e e et e e e s e satseeaesabeaeaeeanssneeaeaanes 228
<ip>: ENters an [PV address fOr @ CIUSTEI. ......couiiiiiiiiii ettt ettt ekt b bbb e e et e et e s e e anbe e e e 228
<static>: Have the Switch send the password you specify using the mac-authentication password <name-string>

[oTe] 00110 =T o Lo AR SPPPRR 199
8021p-priority <0-7>

aaa accounting commands <privilege> stop-only tacacs+ [ProadCast] .........cccocueieiiiiiiiiiiiiiiii e
aaa accounting dotlx <start-stop | stop-only> <radius | tacacs+> [broadcast]
aaa accounting exec <start-stop | stop-only> <radius | tacacs+> [broadcast]

aaa accounting system <radius [ tacacs+> [BroadCaAST] ........cocciiiiiiiii e
aaa accounting update PeriodiC SL-2LATAB3BAT> ......coo it e ettt e e e ettt e e e e tee e e e e aaseeeeeeeaasbeeaeesantaeeaasaanaeeaaeaannes
aaa authentication enable <method1> [KMETNOA2> ...] ... e a e
aaa authentication I0gin <Methodl> [KMETNOA2> ...] oo et e e e e e e eaeeaaes
aaa authorization console
= W= 1011 alel 4= i o] g 1o (o) s DTQ r= Lo LU LSO SUPPRRN
aaa authorization eXeC <STAAIUS [ TACAICSTS .....ooiiiiiiiii ittt b e et nab e et e e et nes
admin-password [cipher] <pw-String> .........cccccciiiiiieeiiniieeenn.
admin-password <pw-string> <confirm-string> ................
AUAMNEINABX i
Eo Y a1 =T o 1 o= 1 o KPP PPUPOPPPRN
anti arpscan host threshold <2-100>
anti arpscan port threshold <2-255>
ANT AIPSCAN TIUST ..ottt e e e e e e e e e e e e e e e e e annaeeeaeans

anti arpscan trust host <ip-address> <mask> [ name <name>1] ................

Yoo =T =T Tl o DO PPUTRUPUPPRRN
LT ST: R == T o O PP UPROUPPPUR
area <area-id> authentication ...........cccccccoviieeeniinnen.

area <area-id> authentication message-digest
area <area-1d> default-COSt KO-LO7T7TT2L5> ... it e e e ettt e e e ettt e e e e asaee e e e e e saeeeeeaannsseeeeaanbeeeaeaaneneaaeaanns
area <area- 10> default-COSt KO-LO7T7TT2L5> ... .o ittt e e e bt e e e e bt et e e s abbb e e e e e aabe e e e e aanbeeeaeanes
area <area-id> name <name>
area <area-id> nssa
area <area-id> nssa
area <area— 10> NSSA NO-SUIMIMEATY ......oiiiiieiiitaiitea ettt e te e ats e ettt e e see e e be e a2 ee e e aase e e esEe e e eabe e e ea b et e es b et e esbe e e na b e e ek b e e nabe e e nsneeeanbeee e
area <area-id> nssa no-summary .............
area <area-i1d>stub .......cccoeeeeiiiiiiiiiiiinn,
area <area-i1d>stub .......cccoeeeeiiiiiiiiiiiiinn,
area <area— 10> StUD NO-SUMIMAIY ...ttt e e e e st e e e e a et e e e e ttaee e e e s tbeeeeeassbeeeaasbeseaeaanssneeaenanes
area <area-— 1> STUD NO-SUMIMIAIY ......oiiiiiiii ettt et e e sttt e a et ekt e e ket e e be e et bt e na et e nsneeeanbeee e
area <area-id> virtual-link <router-id>
area <area-id> virtual-link <router-id>
area <area-id> virtual-link <router-id> authentication-key <key> .........
area <area-1id> virtual-link <router-id> authentication-same-as-area
area <area-id> virtual-link <router-id> dead-interval <1-65535>
area <area-id> virtual-link <router-id> dead-interval <1-65535>
area <area-id> virtual-link <router-id> hello-interval <1-65535>

area <area-id> virtual-link <router-id> hello-interval <1-65535>

area <area-i1d> virtual-link <router-id> message-digest-key <keyid> md5 <key> ..........cccccccriiiniiiiiiiiiiic e 232
area <area-id> virtual-link <Krouter—1d> NAME SNAME™ ......c.ccoiiiiiiiieeeccee e e e e e e e e e e e e et eaeeaaaaaas 232
area <area-id> virtual-link <router-id> retransmit-interval <1-65535> .........cccccccceiiiiiiiiiiiiiiiiiee e 232
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area <area-id> virtual-link <router-id> retransmit-interval <1-65535>
area <area-id> virtual-link <router-id> transmit-delay <1-65535> ...........ccciiiiiiiiiiiie e
area <area-id> virtual-link <router-id> transmit-delay <1-65535> ...........

arp aging-time <60-1000000>
Arp INSPECTHION .ottt
arp inspection filter-aging-time <1-2147483647>
arp iNSPection filter-agiNng-tIME NONE ... ..o ettt e oottt e e e ekttt e e e e tae e e e e e ntee e e e e amnbeeaeeeanbaeeeasaannenaaaeannes
arp inspection log-buffer entries <0-1024> ...........cccoooveeiiiiiiineenn.

arp inspection log-buffer logs <0-1024> interval <0-86400>
EoXg o ] oT=Tox 1[0 a1 £ 11 1) AP SOPPPRTNE

arp iNSPECHON VIAN SVEAN =T ESTS ..ot h bttt e bt e ekt et e st e et e st e e e e et e e nes

arp inspection vian <vlan-l1ist> logging [all|none | permMit JAENY] ........cooiiiiiiiiiii e

arp nhame <name> ip <ip-address> mac <mac-addr> vlan <vlan-id> interface port-channel <port-list> ....... 32

arp name <name> ip <ip-address> mac <mac-addr> vlan <vlan-id> interface port-channel <port-list>inactive
32

arp-learning <arp-reply | gratuitous-arp | arp-request>
auto-config .....ccccocvevviiiiiiieiieee
auto-config <dhcp | https>
auto-config url SNttPS:///NOSH/FIIENAIMES ... ... et e ettt e e e et e e e e e e e e e e enbae e e e e anneeeaeeannes
=10 (o RTote] g1iTe IV F=Ta IS F=T o Ei T b PO PPT R POPPPRTN
bandwidth-control ........................
bandwidth-limit cir
bandwidth-limit cir <rate> ..........
[oF=Tale \VViTe | i o B ITa g1 A =T e | £SO PP P P PTPPPPRTPP
bandwidth-limit egress <rate>
bandwidth-limit ingress
DaNAWIATN-IIMIT INGIESS STATE> ... ettt e e ook et e e ook bttt e e o e bbbt e e e o s bbe e e e e e n b bt e e e e e sbe e e ennbb et e e e annaeeas
Lo T=Ta o \ViViTe | i s 1) A o 1 PSP OUPPPRPP
[oF=Tale\VViTe | i B ITa g 1A ] AR =N K= > PRV P P PPPPROPRP
(oF= TUlo [N (I A P2 [ H I 1 USSP
bcp-transparency
o]0 a1y 011 00 B 110 011 ST OPUPPPPPO
o]0 Y10 )1 0 g B 110 0T AN =N =TSP PUPPPPO
boot config <index>
bootimage <1]2> ..o
bpdu-control <peer]tunnel] discard | network> ..........
0] oTo [ e [ U =1 (o PSR RRT
o] oTo (50 [UF= 1o PP PO P TP PPRPO
broadcast-limit .............cc.oceeee.
broadcast-limit <pkt/s>
cable-diagnostics <port-Tist> ........cccccociiiieiincnnen.
cc-interval <100ms|1s]10s | 1min]10min>
classifier <name> < [weight <0-65535> ][packet- format <802.3untag | 802.3tag | Etherlluntag | Etherlitag>] [priority <0-
7>] [ inner-priority <0-7>] [vlan <vlan-id>] [ inner-vlan <vlan-id-list> J[ethernet-type <ether-
num|ipJipx]arp |rarp | appletalk | decnet | IPv6>] [source-mac <src-mac-addr> [mask <mask>]] [source-
port <port-list>][source-trunk <trunk-list>][ destination-port <port-list>][destination-mac <dest-
mac-addr> [mask <mask>]] [ip-packet-length <0-65535> to <0-65525>] [dscp <0-63>] [precedence <0-7>]
[tos <0-255>] [ipv6-dscp <0-63>] [ip-protocol <protocol-num|tcpjudplicmplegp| ospf|rsvp|ig-
mp Jigp | pim | ipsec> [establish-only]][ipv6-next-header <protocol-num|tcp Judp |icmpv6> [establish-on-
ly]l[source-ip <src-ip-addr> [mask-bits <mask-bits>]] [ipv6-source-ip <src-ipv6-addr> [prefix-length
<prefix-length>]] [source-socket <socket-num> [to <socket-num>] ]] [destination-ip <dest-ip-addr>
[mask-bits <mask-bits>]] [ipv6-destination-ip <dest-ipv6-addr> [prefix-length <prefix-length>] ] [desti-
nation-socket <socket-num> [to <socket-num>] ]] [time-range <name>] [log] [count] [inactive]> .............. 61
(o1F= Ty i =T i (oo o [ a o[RS OO U PP OTPPPPR
classifier logging INTEIVAl KO—B5535> ... ... i i ettt e ettt e e e et et e e e e e aeetee e e e neeeeeeaasaseeeeaaasaeeeaeaannnneaeaaannneaeaannes
classifier match-order <AUTO [MANUAE> ... et e e et e e e e ettt e e e e et et e e e e e asaeeeeeaanneeeaeeeannneeaaannes
Clear anti arpSCaN NOST ..........uuiiiiiiii e
clear anti arpscan host interface port-channel <port-list>
(ol (T T = Ta o a1 o T=Ted a0 I 11 (= SO PPPOPPPRNt
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(ollST- Tar=Tg o Il 1 o Y=Y ex 1o ] o 1N (o Yo RO SUPPRRN
Clear arp INSPECTION STALISTICS .........eieieeiiitiiie ettt ettt e e e bttt e e s e bbbt e e oo aa bbbt e e e aa b b e e e e e o nb bt e e e e aanb e e e e e e enbbn e e e s snbbeeeeeannn
clear arp inspection statistics vlan <vlan-list>
clear certificate https .......cccccceiviiiie i
clear classifier match-count [<name>]
clear cpu-protection interface port-channel <port-list> cause <ARP|BPDU | I GMP>
clear dhcp snooping database statistics
clear ethernet cfm linktrace ...........ccccooiiiiiiiiiienenns

Clear ethernet CIM MEP-COMIAD ... ettt e e oottt e e e b et e e e et b et e e e s et be e e e s anba e e e e s aane
Clear etherNet CIM MEP-UETECTS ......oiiiiiiii ettt e e et e e e oot e e e e e et ae e e e e sasbae e e e e s st eeaeesantaeseessnbaaeaesannes
Clear ethernet CfM MIP-COMAD ... ettt bt e e bttt b et e bt e e bt e st e e st e e e anbe e nnns
clear igmp-SNOOPING SLALISTICS @I ........ooiiiiiiii ettt b e e st s et s sb e e e et e e e et e e e e e etree e
clear igmp-snooping statistics port
Clear igmp-SNOOPING STATLISTICS SYSTEIM ......ii ittt ettt e e h et e e e bttt e e e e a bt e e e e ek be et e e aa bbb e e e e aa bbb e eeeaannneeaeaanns
Clear igmp-SNO0PING STATLISTICS VIBIN ... ..ueiiiiiiiiiii et ettt e oo bttt e e e sttt e e ek bttt e e e e bbb e e e e e e beeeeeeaasbneeaeaanns
clear interface <port-num>
ClEAI IP ArP «veeeiiie et
clear ip arp interface port-channel <port-list>
(ol T T o I= g o I o I o Tt To (o | gl Ry U SRTTSUPRRTN
clear ipv6 mid SNOOPING-ProXY SLALISTICS @l .....c.eeiieiiiiiie et e et e e e st e e e e bt e e e e e nbbeeeaeaanes
clear ipv6 mld snooping-proxy statistics port ................

clear ipv6 mld snooping-proxy statistics system
clear ipv6 mld snooping-proxy statistics vlan ............

(o= Tl o)V SR aT=1 e | o] o o ] T O TP SRR PP PPROPPPPURI
clear ipv6 neighbor <interface-type> <interface-nNUMDEr> ...
clear ipv6 source binding [address <ipv6-address> | prefix <ipv6-address/prefix-length>]
(olre T V] o T (o] (e ToTe] K (U] o o L= E OO PP PP UPUPPRRN
(ol Tl [Te [ o M =T aa L) =T L) {0 NSO PPPRUPTPPRR
clear lldp remote_info interface port-channel SPOI-lIST> .........c.oiiiiiiiiii e
clear ldp statistic
clearlogging ......ccccceeeeiiiiiienenns
clear loopguard
Clear pppoe intermediate-agent STATISTICS ...........oiiiiiiiiiiiiii et e e e et e e e s bbe e e e e e be e e e e e aabaneeaeaaans
clear pppoe intermediate-agent statistics vlan <vlan-1ist> ...........cccccoivieecennn,

clear priority-flow-control statistics interface port-channel <port-list>
CIUSEET SVTAN=EO> oottt e ae s

cluster member <mac> PASSWOIA SPASSWON TS ...t e ettt e e et et e e e e e teetea e e e aeeeeeeaasnseeaeaaasneeeaeaasneneaeeaasnneeaeaanns
cluster name <cluster name>

configure
connected-port <port-list>
copy running-config custom-default
copy running-config help
copy running-config interface port-channel <port> <port-list> [<attribute> [<..>]] ..o
copy running-config slot KSTOT> KSTOT—BESTS ... i et e e ae e e st baaeaeaan
copy running-config slot <slot> <slot-1ist> [bandwidth-limit ...] ...
copy running-config tftp <ip> <remote-file>

copy tftp config <index> <ip> <remote-file>
copy tftp config merge <index> <ip> <remote-—TEIe> ...
copy tip flash <EP> KTreMOTE—TFHIE> ... ettt et e et e e et e et e e et e e ateeesteeeaneeene
cpu-protection cause <ARP | BPDU | IGMP> rate-limit <0-256>
custom-default ..o

cx4-length <0.5]1]3]5]10]15>
default-management <in-band | out-of-band>
destination monitor-port <port-num> <untagged | tagged>
dhcp dhcp-vlan <vlan-id>
dhcp option profile <name>
dhcp relay <vlan-id> helper-address <remote-dhcp-serverl> [<remote-dhcp-server2>] [<remote-dhcp-serv-

Ethernet Switch CLI Reference Guide

379



Index of Commands

er3>] [OPLioN Profile SNAMES] ... .. ettt e ettt e e ettt e e e e ettt e e e e aaneeeeeaaanneeeaeeannseeeeaannseeeannens 85
dhcp relay <vlan-id> helper-address <remote-dhcp-serverl> [<remote-dhcp-server2>] [<remote-dhcp-serv-

er3>] [OptioN] [INFOIMATION] ......ueiii et e e e e et e e e e e tb et e e e e e baaeeaeasbseeeesantaaaeessnnseeaeesannes
dhcp relay <vlan-id> interface port-channel <port-list> option profile <name>
dhcp relay <vlan-id> source-address <Tp-addr> .........ccccccoviiiiiiiieeiiie e
(o] aTed o =T = NV o] (o T=To (o= T] AR SOPPRRN
dhcp server <vlan-id> starting-address <ip-addr> <subnet-mask> size-of-client-ip-pool <1-1024>
dhcp server <vlan-id> starting-address <ip-addr> <subnet-mask> size-of-client-ip-pool <1-1024> [default-gateway

<ip-addr>] [primary-dns <ip-addr>] [secondary-dns <EP-addr>] ........cccccouiiiiiiiiiiiiie e 87
(o aTed o I 0 1= 11 G (<11 | PP RPPOPPPRN 86
dhcp smart-relay helper-address <remote-dhcp-serverl> [<remote-dhcp-server2>] [<remote-dhcp-server3>]
86
(o] aled o g g F=Ta S (<1 F= NV AT (o)1 0 0 F= L[] o PSRRI

dhcp smart-relay interface port-channel <port-1ist> option profile KName> ..........ccccciiiiiiiiii e
(o] aTed oI g g F=Ta B =1F= 1Y A 0] 01110 o HUU TP PPTPPPPPRTN
dhcp smart-relay option profile <name> ....
ANCP SNOOPING ..veieiiii e
dhcp snooping database <tftp://host/filename>
dhcp snooping database tiIMEOUL SSECONUSS ... ...t e e e ettt e e e e e aee e e e e e st aeeeeeaaasaeeeaeaasneeeaeaaasnneeaeaanns
dhcp snooping database write-delay <seconds>
dhcp snooping limit rate <pps> ....ccoooeveiiie e
dhcp snoopiNg trust .......ccccvveeiviiiiiec e
dhcp snooping vlan <vlan-list>
dhcp snooping vian <vEan—TEST> INFOrMATION ......c.oiiiiiiii e
dhcp snooping vlan <vlan-list> interface port-channel <port-l1ist> option profile <name> .............c.ccccoeeieennie
dhcp snooping vlan <vlan-list> option
dhcp snooping vian <vlan-11st> option Profile SNAME> ...
(o 111 51T O OO T T T T PP OO PO PP PR UROPPOURPPRP
(o {1151 Y SRR POPPRR
(o 111 =TV o Yol o I 3 Bl o 1110 141 A YA O L PSSP
disable
display aaa <[authentication][authOorzatiON][SEIVEIT> ... et e e e e e e
display user <[system][snmp]>
distance <10-255>
distance <10-255>
distance <10-255>
distance <10-255>
(o 11 2110 01 S T O T TP O PP P PR UP T OPPOTRUPPPPN
dif-limit <pkt/s> ..o
egress set <port-list> .............
enable ..o
LS aE= o[ O PSSP PSPPI
eo-conferencing | streaming-video | VIAEO-SIGNAIING™ ......coiiiiiiiiiii et et e e e e e e e e e neeeeaeenes
erase ruNNING-CONTIQ ....ooiiiiiiiiie e
erase running-config help
erase running-config interface port-channel <port-list> [<attribute> [<...>]] ..o
errdisable detect cause <ARP [BPDU [IGIMP> ... ittt b et e et e e
errdisable detect cause <ARP | BPDU | IGMP> mode <inactive-port ] inactive-reason | rate-limitation>
EITAISADIE TECOVEIY ...ttt e e ettt e e e ekttt e e e e e nt et eeeeassteeeeaaabbeeeeeaanaseeaeaannneeaaeanns
errdisable recovery cause <loopguard | ARP [ BPDU [IGIMP> ...ttt ettt e
errdisable recovery cause <loopguard | ARP | BPDU | IGMP> interval <30-2592000> ........ccccciiiiieiiieeniieesieeesieeeseee e
EENEINET CIM e bttt h et e bt ek et e bt e b e oo bt e e E e e et e et e ket e et et e bt e saeenn e e e s
ethernet cfm linktrace mac <mac-address> mep <mep-id> ma <ma-index> md <md-index> [mip-ccmdb][[ttl

1 o ] T TSP TRPT PP PP PPRPPPRIN 52
ethernet cfm linktrace remote-mep <mep-id> mep <mep-id> ma <ma-index> md <md-index> [mip-ccmdb][[ttl

D 1 o O OO U RSV OPROPRTRTPO 52
ethernet cfm loopback mac <mac-address> mep <mep-id> ma <ma-index> md <md-index> [size <0-1500>][count

CL-L024>] et h e E b e h et h Rt et E e ke e e e e E et ettt s 52
ethernet cfm loopback remote-mep <mep-id> mep <mep-id> ma <ma-index> md <md-index> [size <0-
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010> | oo 101 o AR R 0122 > RSP 52
ethernet cfm ma <ma-index> format <vid | string | integer> name <ma-name> md <md-index> primary-vlan <1-4094>
53
ethernet cfm management-address-domain ip [STP—adar>] .......cooiiiiiiiiiiiiie e a e e arareaeenes

ethernet cfm md <md-index> format <dns | mac | sting> hame <md-name> level <0-7>
ethernet cfm Virtual-MacC SMAC—AUAS ... .ottt e ettt e e e ettt e e e e e e et eeeaasaeeeaeaaasaeeeaeeasneeeaeaaasnneaaaannes
ethernet oam
ethernet oam
ethernet 0am MOAE SACTIVE [ PASSIVES ........eiiiiiiiiiii ettt ettt e oo b et e e e o s b b et e e e o ab et e e e e e bbb e e e e e bbb e e e aansbneeaeaanns
ethernet oam remote-loopback ignore-rx
ethernet oam remote-l00PDACK SLAMT SPOITE> ... e e e e et e e st e e st e e e nteeeesneeessaeee s

ethernet oam remote-l00PDACK STOP SPOITE> ....oiiiiii et e et e st e e et e e e st e e s raeeeateeeaneeesnaeeean

ethernet oam remote-loopback supported

ethernet oam remote-loopback test <port> [<number-of-packets> [<packet-size>]] ..o 103

LY LTS e S o To [ PP PPTTOPPPPTN 280

LS £ TP 81

ets traffic-class binding <tc-i1d0> <tc-idl> <tc-id2> <tc-i1d3> <tc-id4> <tc-id5> <tc-id6> <tc-
[0 PO PO P PP OPR

[NV /=T 1 e 0T [ TSR
except-smac zero-smac-drop
exit

(=Y =] alo B =T [o [ PO PP PP OPPPOPPP PPNt
external-alarm <index> name <name_string>
(=R oTe IS e [0 Ko [N U o I PP PPTSPPPP
iR CCTe RN oo ) gt [ Sy o PP PPPR PP
flow-Ccontrol .........cccceeiiiiiiiii

forbidden <port-list> ......c.cccoeevevvrennnen.

frame-type <all|tagged |untagged>
garp join <100-65535> leave <200-65535> leaveall <200-65535> ...... ...t e e e e e e ee e
(o [=E e Te [o [0 o I U o T PO PPPPUPUPPRRN
green-ethernet auto-power-down
green-ethernet auto-power-down
green-ethernet eee ........cccooceevvvivciiieciieenne

GIEEN-ETNEIMET ©EE ...ttt ekt a e h e bt e eh bt oAbt e ke e e H et 4 b e e be e R et oAbt e E e e eh b e en bt e bt e e neeen bt e nbeenbeenne e
green-ethernet short-reach
green-ethernet short-reach
group <name> start-address <TP> E@NA-AAAIESS SEP> ..oiiiuiiiiiiiiiiiiie e e e et e et e e et e e e e e abbeeeeeaabbeeeeeaas
[0 171 o T T T T T T TP T T OO TP T TSP U PO P P PUPR PPN
0TS o T T T TSP PTPPPPPP
1S (05 O TPV P P PTPPPPPP
historycontrol-index
NOSTNAIME SNAMES ...ttt h et e ettt e e b et oo o b e e e e R bt e e bt oo bt oo R et e nh e e e ek e e e b bt e e nre e e s be e e s e e nanes
https cert-regeneration <rsa | dsa>
hybrid-spq <qO 1 ql]...1 97> oo
hybrid-spq lowest-queue <q0]qgl] ... |q7>
id-permission < none | chassis | management | chassis-management> ..................
[[o gl o {11 (=T ¢ o T SRR URUSPTPPRRN
IgMP-filtering Profile SNAMES ... ettt e e oottt e e e oottt e e e e ettt et e e e e tbeeeeeaansbeeeeeaaeeeaeaaannneaaaanes
igmp-filtering profile <name> start-address <ip> end-address <ip>
IOMIP-TIUSN e e a e
igmp-group-limited
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igmp-group-limited NUMDEr SNUMDEIS ... ettt e et e e e et et e e e et e e e e e anteeeeeeansneaaaanes
IOMP-IMMEIALE-IEAVE ...ttt oot ettt ook et e o4 o a bt e oo oae e e e e ek bbbt e e e e bbbt e e e e e bbbeeeeaannteeaeaanns
igmp-querier-mode <auto | fixed Jedge> .....................

IgMP-SNOOPING .oooiiriieie et e e e e e e e e eaeeaaes

igmp-snooping 8021p-priority <0-7>
[[e]gql o Rt igleYe] o) ale Jr=T01dq =T 0] lex=1 1 Te] o H R PRUSPUPPRRN
igmp-snooping authentication-timeout <0-3000>
igmp-snooping fast-leave-timeout <200-6348800>
(o] gqY o R gleTe] o) ale 111 C=T 10 o TRRuuE PO PP UPPPTUPUPPRRN
igMp-snooping filtering Profile SNAMES ...t e e e et e e e e bt e e e e e s tbe e e e e e satbeaeeessbaeeeessssseeeennes
igmp-snooping filtering profile <name> start-address <ip> end-address <ip>
IgMP-SNOOPING GrOUP-TIMIEEA ...ttt oo h et e ettt e e et e e h b et ekttt e ebb e e ek b e e nate e e e e e e anteee e
igmp-snooping group-limited action <deny |replace>
igmp-snooping group-limited NUMBDETr SNUMDES ... .o ettt e e e e bbeeeeeaas
IgMpP-SNo0oPING NOSE-LIMEOUL KL-LE7LLAD0> ......oiiiiiiiiiii ettt e e ettt e e e bt e e e e e bee e e e e ek bee e e e e e bbb e e e e aabeeeeeaansbneeaeaanns
igmp-snooping leave-mode <normal [immediate | fast> ..........

IgMP-SNO0PING IEAVE-PIOXY ....vvevivveeiiiieriiiieniiieeiiireens

igmp-snooping leave-timeout <1-16711450>
igmp-snooping leave-timeout <200-6348800> ...........oiiiiiiiiieiaaiiiia et ee e e e eeeaa e e aeeaaaaaseeeaeaaaseeeaeaaaereeaeaanaeeeaeaaanaeeaaaaanns
(o] gql o R gleTe] o] ale e [UT<T1I ] SO PP PPPTUPUPPRRN
igmp-snooping querier-mode <auto | fixed Jedge> ...................

IgMP-SNOOPING FEPOM-PIOXY ..eeiiuvvireeeiiirireeeiiirereessirreeeesannrrereessnnens

igmp-snooping reserved-multicast-frame <drop | flooding>
igmp-snooping unknown-multicast-frame <drop | flooding>
igmp-snooping vlan <vlan-id> [name <name>]
igmp-snooping vlan mode <auto | fixed> ....................

[1gg] olelgared=Tquli{or=u =20 o] 11 o L PO PU PP POPPPRTN
1= Tt 1)V T T TS T TP T TP T T TP T U PO PO PRPUPRPPPOPPN

1 F=T 0 1AV TS TP T PP OUPPOPPPPPRINt

1 F= 0 11V PO PP OPPPOPPPPTRINt
inactive ....
1T et 1)Y= PP PPPUPPPPTN
1T et 1)Y= PP TOPPPPTN
inactive .........cccceeeeenee.

ingress-check
INSEAIl NEIP oo

IS 1R (o] ESS] Fo) i N ESY > 1Y o TSI o= 1 e oy Y o1 PRSP UPTRRP
interface <interface-type> <interface-number> area <area-id>
interface [0OPDACK <O-7> ...
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
INterface POrt-CRaNNEl SPOTT-IISES ...ttt oo ettt e e et e e e e b b et e e e e b bt e e e e e bbe e e e e anbeeeeeaannns
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
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interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list> ...............
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface port-channel <port-list>
interface route-domain <ip-address>/<mask-bits>
interface route-domain <ip-address>/<mask-bits>
interface route-domain <ip-address>/<mask-bits>
interface route-domain <ip-address>/<mask-bits>
interface route-domain <ip-address>/<mask-bits>
interface route-domain <ip-address>/<mask-bits> ip vrirp authentication-key <key>
interface route-domain <ip-address>/<mask-bits> no ip virp authentication-key .................

INEEITACE VIAIN SL-A004> ittt oot e e oottt e e oo oatteeee e e st e eee e e R eeeeaeeassaeeeeeeamaeeeee e e s seeeee e nneeeeeeannbeeeaeaannneeaasannes
INEEITACE VIAIN SL-A094> ...ttt oottt e ookttt oo oo h ke et e 44 s bttt e e o sk kbt e 4o 2 h bbbt e e o e b bt e e e e e nbee e e e e anbbe e e e e anbaeeeesannns
interface vlan <1-4094> ................

interface vlan <vlan-id>
interface vlan <vlan-id>
g = = ot T o PRSP RSPP
1L (T AV 2= L R T R URRSPUPPRR
INtrusion-loCk ..........cccoveeiiiiiienennns

ip address <ip> <mask>
IP Address <EP—addrESS> KMASKS ....iiiiiiiiiii ittt e st e e e e et e e e sttt eeeeasatteeeeeasbtsaeeeesssbeeeeeanssbeeeeeasssseeeeasssaeaenanes
P address KTP—a0ddrESS> SMASKS ........cciiiiiiiiteiiie ettt et e e e sttt e st e st e e e e teeessteaeasteeeasseeeasseeeasteeaasseeasseeanteeeaseeesnseeanseeenns
ip address <ip-address> <mask™> MaNAQEADIE ..........ccooiiiiiii e
ip address default-gateway <ip> ......ccccccceivieeeninennnn.

ip address default-gateway <ip-address>
ip address default-management <ip-address> <mask>
ip address default-management dhcp-bootp ..........ccocceeveeeins
ip address default-management dhcp-bootp release
ip address default-management dhcp-bootp renew
103 AV 1 01 1 o TR USSP
[Tl g al oIS A Y22 V>R UOPPRPRN:
ip igmp last-member-query-interval <1-25> ..................
ip igmp query-interval <1-65535> ..........ccccveeiiiiiieeeniins
IP IgMP QUETY-MAaX-TESPONSE-TIME KL-25> ... i iiiiiiie ittt e et e e e s st e e e e e e ateeeeeasstaeaeeeastbeaeeasssaeaesaseseaesaasseseaenanes
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IP IgMP rOBUSTNESS-VANADIE <2-2553 ... ettt e e oottt e e e e et bt e e e e e e nbeee e e e e neeeeaeaanneeeaeaaannneeaaaanns
[Tl (e T=Yo Et o F= 11 o e H PO PP UPPPTUPUPPRRN
ip load-sharing <sip | sip-dip> ......ccccovvveennnnn.
ip load-sharing aging-time <0-86400> .......
ip load-sharing discover-time <0-86400> ...
ip load-sharing MaXiMUM-PATN ... ettt ettt e e e ettt e e e e et tee e e e e e s aeeeee e e asaeeeee e nneeeee e e nbeeeaeaannneaaaeannes
1P NAME-SEIVET SEP | VB> .ottt ettt e oottt et e oottt ee e e e at et ee e e aa et e e e e e e amt e et e e e e neeeeeeeannaeeeeeaansbeee e nnseeaeaaannneaaeanes
ip ospf authentication-key <key>
ip ospf authentication-same-aa
IP OSPf AUTNENTICALION-SAME-AS-AIE@A .....eiiiiiiiiiiie ettt ee et e et e e e e e e e e sttt e e e e e aateeeeaassteeeeeessbeseeeeasssseeaeeassseaeeassssseaenanes
1ol e 1 o o0 ) A R 1 1SS SPROURPRTR
i OSPF AEA-INTEIVAI KL-B5535> ... ..iiiiiiiiiiii it stie et e st e e et e e s e e e ssaee e ettt e e aseee e teeeasaeeasseeeasbeeeasaeeessseeasseeanseeesnseeeanseennns
ip ospf hello-interval <1-65535>
IP OSPT MESSAGE-AIGEST-KEY SKEY S ...ttt e oottt e e ookt e e ettt e e e e abb et e e e anbbeee e e e nneeeeeanns
[To X ok o) il o1 Te] 110V AN AT PP UPPPTUPUPPRRN
ip ospf retransmit-interval <1-65535>
ip ospf transmit-delay <1-65535> ................

ip policy-route <name> ..........ccccccveviveeeiineenns

IP POIICY-TOULE SNAMES INAICTIVE ......eiiiiiiiiiii ettt e oottt e e oottt e e e e ea et e e e e e e ate et e e e amneeeeeeeamsbeeeeeaansbeeeaannseeaeaannneeaeaanns

ip policy-route <name> sequence <number> <permit | deny> classifier <classifier> next-hop <ip-addr> ........... 251
ip rip direction <Outgoing | Incoming | Both | None> version <V1v2bh [V2M> ...

ip route <ip> <mask> <next-hop-ip> [metric <metric>] [name <name>] [inactive] .............

ip source biNdiNG Arp-frEEZE ..........oi i

ip source binding arp-freeze interface port-channel <Port-TIST> ...

ip source binding arp-freeze vian SVEan-—FEST> ... ettt e e e e raeeeaean

ip source binding ip <ip> vlan <vlan-id> [interface port-channel <interface-id>]
ip source binding ip <ip> vlan <vlan-i1d> mac <mac-addr> [interface port-channel <interface-id>] ............ 148
IPMC €gress-UNTag-VIAN SV EAN=—E0> ...ttt e et e e e et e e e sttt et e e e s tbeeeeeaantbeeeeeanstsaeeessssaeenannes
102 TP PP P PR PPRTOPPROPPPPRTPR
IPVB address <TPVE—addresSS>/<PIrETaX> ..ottt e e e et e e et e e et e e asteeesnse e e s rteeenteeeeaeeeenaeeean
ipv6 address <ipv6-address>/<prefix> eui-64
ipv6 address <ipv6-address>/<preTiX> INK-IOCAI ...
[T AVAoar=To [o If =t I 10 | (oY oTe] o il ISP UPPUTUPUPPRRN
ipv6 address default-gateway <gateway-ipv6-address>
ipv6 address dhcp client <ia-na> .........ccccceeeviiieeees
ipv6 address dhcp client <ia-na> [rapid-commit]
ipv6 address dhcp client information refresh minimum <600-4294967295>
ipv6 address dhcp client option <[ANS][AOMAIN-TIST]> ......cooiiiiiiii e a e
ipv6 dhcp relay vian <1-4094> helper-address <remote-dhcp-server> ...............

ipv6 dhcp relay vlan <1-4094> option interface-id ...........ccccccoovviveeiicieneeen

ipv6 dhcp relay vlan <1-4094> option remote-id <remote-id> ................

[10)Y/5R e | g Tod o I8 £ U ] T T PP TP P TP PR PPROUPPPUPR
[TV Ao 3 o | Tod o 1 {0 1) SRR SR SPTPPRR
IPV6 NOP-lIMIt KL-255> ..o

ipv6 icmp error-interval <0-2147483647> [DUCKEL-SIZE <L-200>] ...ooeiiiiuiiiiiiiiiiiiee ettt e e eae e e e
[ToAVs N a1 g ToToT o1 g e I o]0 )oY AP UPPPTRUOPPPPN:
ipv6 Mid sNOOPING-ProxXy 802LP-PHONLY KO-7> ....iiiiiiiiiie ettt iei e e e e et e e e e e te e e e e e teaeeeeaaseeeaeeaassaeeaeaassseeeeaasseseaeaaassseeaeaanes
iIPV6 MId SNOOPING-PIOXY FILEIING ...coetieiitie ettt bbbt b e e h bt e e e s et e s st e e bt e e et e e e e e etneenas
ipv6 mid snooping-proxy filtering group-limited ............cccoooiiiiiiiiieniee

ipv6 mld snooping-proxy filtering group-limited number <number>
ipv6 mid snooping-proxy filtering Profile SNAME> ... et
ipv6 mld snooping-proxy filtering profile <name> start-address <ip> end-address <ip> ..............
ipv6 MId snoopPINg-Proxy VIAaN SVEAN=—T0> .. ... s e e et e e e e e arae e e e e
ipv6 mld snooping-proxy vlan <vlan-id> downstream interface port-channel <port-list>
ipv6 mid snooping-proxy vlan <vlan-id> downstream interface port-channel <port-list> fast-leave-timeout <2-

LBTTELBB> ...ttt ettt ettt etttk a ekt e btk a bt oAb e R e Rt b 4R £ e R e oAb e oAb £ e AR e e eR e Rt et e R e R et e bt bt e bt e nn e nn e nne s 161
ipv6 mld snooping-proxy vlian <vlan-id> downstream interface port-channel <port-list> leave-timeout <2-
LOTTELBB> ...ttt ettt h e R E b h e R et h e h et h e e et bt bt 161

ipv6 mid snooping-proxy vlan <vlan-id> downstream interface port-channel <port-l1ist>mode <immediate | nor-
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[ aF= T [ = T SRS SURRURPR
ipv6 mld snooping-proxy vian <vlan-id> downstream query-interval <1000-31744000> ............cccccevrivieriinerineeninnenns
ipv6 mld snooping-proxy vian <vlan-id> downstream query-max-response-time <1000-25000>
ipv6 mid snooping-proxy vlan <vlan-id> upstream interface port-channel <port-list> ....................
ipv6 mld snooping-proxy vlan <vlan-id> upstream last-listener-query-interval <1-8387584>
ipv6 mld snooping-proxy vian <vlan-id> upstream query-interval <1000-31744000> ..........ccccoiirmeeriiriernineerieeenneeees
ipv6 mld snooping-proxy vian <vlan-id> upstream query-max-response-time <1000-25000> ...........ccccoevverireeerirnrnnns
ipv6 mld snooping-proxy vlan <vlan-id> upstream robustness-variable <1-25>
[TV glo e F=To Br= Y a =T g Y o) SR 0 o100 PO UPPPTUPUPPRRN
o)V N ale Magt-Tat=Te<To Erote] alile b it= Yo ISP PP SPPPPRRN
ipv6 Nnd ns-interval <1000-3600000 .........cccueeiiuiieiieeeaireeieresitteeatree s teeaasteeaasteeasseeeasseeeaseeeaseeeasseesasseesssseesasseeansesesseeeaseenass
IPVE NA OthEI-CONTIG-TIAIG .eeieiiiieiiei ettt a et e ket e e bt e e bt e et e e e e e et e e nas
ipv6 nd prefix <IpVve-prefIxX>/<preTIX—Tength> ... e
ipv6 nd prefix <ipv6-prefix>/<prefix-length> <[valid-lifetime <0-4294967295>] [preferred-lifetime <0-

4294967295>] [no-autoconfig] [no-onlink] [no-advertise]>
ipv6 nd ra interval minimum <3-1350> maximum <4-1800>
ipv6 nd ra lifetime <0-9000>
IPVE NA FA& SUPPIESS ...ttt
ipv6 nd reachable-time <1000-3600000>
ipv6 neighbor <interface-type> <interface-number> <ipv6-address> <mac-address>
TPV OSPT COSE SL-B5535> ...ttt et e ettt oo et e e e ek b et e e oo e bbbt e e e e s bbbt e e e ek bbbt e e e e bbb e e e e aaneneeeeaans
ipv6 ospf dead-interval <1-65535> .............
ipv6 ospf hello-interval <1-65535> ..............

IPVE OSPT INSTANCE-IA KO-2553 ... ittt ettt e e bt oot e et eeh b et ekt et e nbb e e ek b e e et e e e e e anbe e e e
IPVO OSPT PASSIVE-INTEITAICE ...ttt e oottt e e e e et bttt e e e e esbee e e e e e amsee e e e e e asaeeeee e e nbseeaeaannteeaeeaannneeaaaanns
ipv6 ospf priority <0-255> ........ccccceiiiiiiiiinnns
ipv6 ospf retransmit-interval <1-65535>
IPV6 OSPT tranSMIt-OEIAY SL-B5535> ... iiiiiiiiieiiiiit et e et e et e e e et e e e e e bt e e e e e aaaeee e e e stbeeeeaasbeaeeeaassssaeeeasseeeessassseaaesanses
102V SR 1] o T T PO TP P PR PP PPRPOUPPPRUPR
ipv6 rip method <no-horizon | split-horizon | poison-reverse>
IPV6 1P MEtriC <METrTC> ..o
ipv6 route <ipv6-prefix>/<prefix-length> <next-hop>
ipv6 route <ipv6-prefix>/<prefix-length> <next-hop> <interface-type> <interface-number> ............... 165
TV R (o]0  =Ta oL o1l o0k (=] ol o PP PTUOPPPPOt
IPVE FOULET 1D oo
ipv6 snooping attach-policy <name>
[TeAVieR gleTo] ol Te [ e Lo ]I ex AN g F= 1 11= >R UOPPRRTN:
ipv6 source binding <ipv6-address | ipv6-address/prefix-length> [mac <mac-addr>] [vlan <vlan-id>] [inter-
face port-channel <port-list>]
ipv6 source-guard policy <name> ..........cccceeiiiiiiieeninns
kick tcp <session id> ......cccoeevivieeniinenns
(P2 o ]fe] o oto] (01 o1 o =] TP P PP PP PR PPPOPPPPURI
(124 o] ) (e TeXa ] T (U] o] o 1= RSP PPRUSPUPPR
|2protocol-tunnel cdp
[2ProtoCol-tUNNEl MAC SMAC-AAUIS ... ettt e ettt e e et bt e e e e b et e e e bbbt e e e e sbe e e e e e abbneeaeaanns
[2protocol-tunnel MOAE SACCESS JTUNNEIS ...ttt h et s bt e e et ee e
[2ProtOCOI-tUNNE] POINT-LO-POINT ...ttt ettt et e e bt ekt e e h b et e esbe e e shb e e e ekt e e et e e beeeatreenas
I2protocol-tunnel point-to-point lacp
I2protocol-tunnel point-to-point pagp
I2protocol-tunnel point-to-point udid
(Aol (e ToXo] T (N o] aT=] 1K) 1 o PP UPPPPUPUPPRRN
[2protocol-tunnel vtp ........cccee....
[ACP cooiiiiie
lacp system-priority <1-65535>
limit address-count <number>
o | o T T T PP P TR PP T OPP PP
lldp admin-status <disabled | tx-only | rx-only | tx-rx>
lIdp basic-tlv management-address
[fe o} oT= T {ox 1 \VA o To 14 e (<1 ox 1] o] i ] o IR OSSO P PP UPTPPRRN
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Idp basiC-tlv SYStEM-CAP@DIITIES ......ooeieieiie ettt e e ettt e e e ettt e e e e e sttt e e e e asaeeeeeaanneeeee e e naeeeaeaanneeeaaeannes

[fe el oF= T Tom 1AV Vi (=T 0 g Be [T ol 1] o] 0] o PP OPPPPTN

lIdp basic-tlv system-Name ..........cccccveeiiiiiiie e

lIdp dcbx application <ether-type><fcoe> priority <0-7>

lIdp med location civic [county <county>] [city <city>] [division <division>] [neighbor <neighbor>]
[street <street>] [leading-street-direction <value>] [trailing-street-suffix <value>] [street-suffix <value>]
[house-number <num>] [house-number-suffix <value>] [landmark <landmark>] [additional-
location <value>] [name <value>] [zip-code <value>] [building <value>] [unit <value>] [floor
<value>] [room-number <value>] [place-type <value>] [postal-community-name <value>]
[post-office-box <value>] [additional-code SVATUES] ...t 179

lIdp med location coordinate [latitude <north | south> <value>][longitude <west ] east > <value>][altitude <me-
ters|floor> <value>][datum <WGS84 | NAD83-NAVDS88 | NADB3-MLLW=>] .....oooiiiiiiiiiiiiieiieccseeeeee e 180

lIdp med location €lin. SNUMDEI> ... ettt e oottt e e ettt e e e e e e tbe e e e e e ntbeeeeeannbeeeeeannreaaeannes 180

lldp med network-policy <voice | voice-sighaling | guest-voice | guest-voice-signaling | softphone-voice | video-con-
ferencing | streaming-video | video-signaling> [tagged Juntagged][vlan <vlan-id>][priority <priori-
1872 Lo (o3 o IRLe K=Y od o >l SOOI
lldp med topology-change-notification
Idp NOLIfICALION .....eeeiiiiieecc e
lIdp org-specific-tlv dotl dcbx-application-priority
lIdp org-specific-tlv dotl dChX-E1S-CONTIGQUIATION ........iiiiiiiiiii ettt e ekt e e st e e e s et be e e e s aiba e e e e s anne
lIdp org-specific-tlv dotl dcbx-pfc-configuration ........
lIdp org-specific-tlv dotl port-protocol-vlian-id ............
lIdp org-specific-tlv dotl port-vian-id ...........ccccceveeenne
lIdp org-specific-tlv dOt3 lINK-BGGIrEGATION ......oiiiiiiiii ettt e et e et e s e e e e e e
lIdp Org-SpecCifiC-tlV AOt3 MAC-PRY ...ttt e e e ettt e e e ettt ee e e saae e e e e e e amneeeaeaaneeeaeeaanneeeaeaanns
lldp org-specific-tlv dot3 max-frame-size
lldp org-specific-tlv dot3 power-via-mdi
[feTeNelo B o1=Tedlilox 1\VA o aT=To l o Tox= L1 o] oINPT PP UOPPPPN:
lIdp org-specific-tlv Med NETWOIK-PONICY .......ccuiiiiiiiii e e bttt ne et e et e s e e et e e
lldp reinitialize-delay <1-10>
lldp transmit-delay <1-8192>
1le [ el ug=Ta Tl 0 011 el a0 (0 IS 0 TP PP OPPPPTN
lldp transmit-interval <5-32768>
locator-led ..........cccceoviiiiiiicnncn,
[[oTor= N0 ) ol [=To B R I 0 PSPPSR
logins username <name> password [cipher] <password> privilege <0-14>
(0T o 1 U | SRR SPUPPRR
[[oTo] oTo 18 F= 1 ENE PP PPUUPUPPRRN
loopguard .........cccceeeeen.
mac-address
mac-aging-time <10-1000000> ...................
(0 aF= Toxr=TU 1Tt 0] foX= Y 1 To ] o L PRSP PPSPRO
(0 aF= Toxr=TU 1 d g T<T o] ([eX=Y 1 To ] o L PRSP
mac-authentication case <upper|lower>
mac-authentication delimiter <Aash | COION [ NONE> ... ... et
mac-authentication NamMepPrefix KNAME—STEIENGS ... s e e st e e e s et e e e e e st bereeesstaeeeeesnees
mac-authentication PassWOrd <NAME=STE N> .......coiiiiiiiiiiiit et e e e st e e e e st eeeateeessee e s teeeasseeesssaeessseeaaseeessseeessseeeanes
mac-authentication password-type <statiC | MaC-address> ..........cccccciuiiiiiiiiiie e e e sae e eaees
mac-authentication timeout <1-3000> .............cccccvviiviereeeeeeeeenn,
mac-authentication trusted-vlan <vlan-list>
mac-based-vlan name <name> source-mac <mac-addr> vlan <vlan-id> priority <O-7> ........ccccccviiiiiiininieeenieenne
mac-filter name <name> mac <mac-addr> vlan <vlan-1d> ...,
mac-filter name <name> mac <mac-addr> vlan <vlan-id> drop <src|dst]both> ....................
mac-filter name <name> mac <mac-addr> vlan <vlan-1d> inactive .............ccccccceviieiiiinninennnn.
(0 aF= Tom 1B o 0T ] st o111 D RSP SPTO
mac-forward name <name> mac <mac-addr> vlan <vlan-id> interface <interface-i1d> ............cccciiiiieiinnnnn.
mac-forward name <name> mac <mac-addr> vlan <vlan-id> interface <interface-id> inactive ....
mac-pinning
mac-pinning
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mac-transfer dynamic-to-filter interface port-channel <port-list>
mac-transfer dynamic-to-filter mac <mac-addr> ............ccccooiiiiiiiiiiiei e

mac-transfer dynamic-to-filter vian SVEan—FEST> ... e
mac-transfer dynamic-to-forward interface port-channel <port-TISt> ..o 197
mac-transfer dynamic-to-forward mac <mac-addr>
mac-transfer dynamic-to-forward vlan <vlan-list>
ma-index

md-index

media-type 10g <SFP+| DAC10G>

mep <mep-id> interface port-channel <port> direction <up |down> priority <O-7> ......cccccoiiieiiieeiinieneeeee e 53
mep <mep-id> interface port-channel <port> direction <up | down> priority <0-7> cc-enable .............cccccceriiinnnn. 53
mep <mep-id> interface port-channel <port> direction <up | down> priority <0-7> inactive ............ccccccevivverinneninnn. 53
11T o Lo PSR UOPPRRN

mhf-creation < none | default | explicit>
MIITOT i
mirror dir <ingress | egress | both>
MIrror-filter @gress MAaC KMAC—AUUI™ ..........oi ettt e e a et e e st a et e ek e e et et e et e e a b e e nr e nes
MIrror-filter @gress tyPe <AIILAESTISICS ... ettt e ke e e bt et e e e nanes
Mirror-filter INGress MAaC SMAC—AUAS ... ..o e ee ettt e ettt e e e e sttt e e e e e ettt e e e e aateeeeeaasteeeeeeansteeaeeaanteeeeansnneas
mMirror-filter INGress tyPe <Al JA@STISIC> ... ettt e ettt e e ettt e e e e aabb e e e e aibb e e e e e annees
MIMTOr-POIT .oeeiiiiiiiie e

mirror-port <port-num> ...................

mode <dynamic | compatible>
(TeTo 1S3/ o0 1 T OO TP SRR PP PP PUPRPPPRN
(00T 1 oI W =TSl T 0T = TSP RPT
mrstp <tree-index> hello-time <1-10> maximum-age <6-40> forward-delay <4-30> .........ccccoiiiiiiiiiniiiee e 212
MIstp <tree-INdex> Priofty KO-6LA40> ... .ot e et e e e bbbt e e e aa bttt e e e e bbbt e e e e aabe e e e e e aanbereeeaasbbreeeeanneeas
MISTP INTEITACE SPOT Tl EST> oottt e e e et e e e st e e e e e e st e e e e e e satb e e e e e e s taeeeeessbeaesanssbeeeesnsnees
Mrstp iNterface <POFrT—TESTS EUQEPON .....ooiiiiiiiti ettt bt e et et e et et e st e e s e e eabe e naes
mrstp interface <port-1ist> path-cost <1-65535>
mrstp interface <port-list> priority <0-255> .................

mrstp interface <port-list>rootguard ..........c.ccocveveernnnnn

mrstp interface <port-1IST> tree-iNAEX SEFEE—TNUEX> ...ttt e et e e et e e e e e aaees
00511 o T TP T TP PP OO PO T PP U OP RO PPP PR
MSEP CONFIGUIATION-NEIME SNAMES ... ..ottt ekt e et et oo bt oot et e e st e oo hb et e s b e e e be e e e b b e e eabe e e e b e e e n b e e anbe e e e
mstp hello-time <1-10> maximum-age <6-40> forward-delay <4-30> .........ccccooiiiiiiiiiiie e
mstp instance <number> interface port-channel <Port-lISt> ..o

mstp instance <number> interface port-channel <port-list> path-cost <1-65535>
mstp instance <number> interface port-channel <port-list> priority <0-255> .......cccccovviiiiiieeniieenns

mstp instance <NUMbEr> PriOrty KO-61440> ... . ..ottt et e e e e e e e e e e e e e st e e e e e sstaeeeesasseeeeeaasaaeeessasssaeeeeanssees
mstp instance <NUMbEr=> VIAN SVEAN-TESTS ...ttt
mstp interface port-channel <port-list> edge-port
mstp interface port-channel <port-1ist> rootguard
mstp max-hop <1-255>
mstp revision <0-65535>
multicast-forward name <name> mac <mac-addr> vlan <vlan-id> inactive
multicast-forward name <name> mac <mac-addr> vlan <vlan-id> interface port-channel <port-list> ............ 313
(0811 or= T 1 s o1 ST T T PP PP P PTPPPPRP
0T8T T ol T 0T A 0] S oSSR PRR

[0 01011 [ T 11 o I PP TP PPRPPPP
mvr <1-4094> ......
mvr <vlan-id> ..
name <name> ....
(= Ta TSI o F= 11D SRR P PRSP
= T TSI 0 F= 11D O TP U PSP PTPPRTROPN
= T TSI g F= 111D ST PP PT PPN
(aF=Ta ISR 0T g a g oV (SRS ol 1 g e D PP PPTP
network <ip-addr/bits> area <area-id>
nlb arp name <name> ip <ip> mac <mac>
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nlb ipv6 neighbor name <name> ip <IP> MEAC SIMAIC™S ........uiiiiiiiiiiii ettt et e e e e ettt e e e e e bee e e e e aaneaeeaeeanneeeeeeaanneeas
nlb mac-forward name <name> mac <mac> vlan <vlan-id> interface port-channel <port-list>
NO 8aa ACCOUNTING COMMIMEAINTS ...ttt ittt ettt b e bttt bt e b et e et e bt e sk st eaa e e bt e b e e e et e e bt e st e e sbeesar e e sbeesbeeserean
(a[eJr-F-Y-1=ToZoTo]UTa | ila e [o (o) i 5t PSP PPPRPO
(o J= - F= W= Tot oo 10 o} il o I =) (=T o O PO U TP PPRURTIN
(o J- - F= W= Tot oo 10 ol il o I3 VA (=] o o H TR P PO U TS UPRTPPRVRPPN
no aaa accounting update ...........

no aaa accounting update ...........

no aaa authentication enable
no aaa authentication enable
NO AAA AULNENTICATION TOQIN ...eiiiiiiiiiie ettt h e ekt e okt o bt e e b bt oot et oo bt e e bt e et e e nbb e e e asb e e e anbe e e nnnes
NO AAA AULNENTICATION TOGIN ...ttt et e et e o bt e e es bt eea et e eb e e ek bt e e be e e e b e e e e e nanes
no aaa authorization console
no aaa authorization dotix ............
no aaa authorization exec .............
No anti arpscan .........ccccceevvveeeeeennen,
no anti arpscan host threshold
no anti arpscan port threshold
Nno anti arpscan trust NOSt KEP-addreSS> KMASKS ...ttt e e e et e e e e st e e e e e snneeeaeeanneaeeeeeannees
(o= Yoo A= ] g=T: Tl o b TP P R SP PP
no area <area-id> ...........ccceeeennnn.
no area <area-id> authentication
no area <area-id> default-cost ......
NO area <area— 10> EFAUI-COSE .......oiiii ettt et e st nbe e e e et
o Re YT R o T o bl g T O TSP PP PR
MO ArE@A KAFEA = FU> NSSEL ..tiiutiiiiiiiiii ettt ettt ettt ettt ettt e bt ookt ea bt e s bt ek e e e as e e bt e eE et eh et e e bt ekt e ean e e b e e et et e e bt ettt e e e e b e et s
NO area <area— 10> NSSA NO-SUMIMIBIY ....c.uiitiiitiaitait ettt e sttt eabeeahe e bt e bt e aae e e bt e ek e e she e es bt e bt e aae e es bt e bt e nbe e bt e ssneaaneennees
NO area <area— 10> NSSA NO-SUIMIMIBIY .......ciuiiiiaiieitt ittt ettt e ettt et e e ahe e bt e bt eaae e e bt e ab e e she e es bt e bt e sttt e bt e et e e sbe e beesbeenaneenrees
NO Area <AFEA—TU> STUD ..o ettt ettt e e e ettt e e e e bbbt e e e e s atb et e e e e asbeeeeaasbeseeeeannsaeeeeaannenas
no area <area-id>stub ......................
no area <area-id> stub no-summary ....
no area <area-id> stub no-summary ...........ccccoiiin
no area <area-id> virtual-link <router-id>
no area <area-id> virtual-link <router-id>
no area <area-id> virtual-link <router-id> authentiCatiON-KEY ..........cccoiuiiiiiiiiiii e
no area <area-id> virtual-link <router-id> authentiCation-SamME-as-Ar€a ..........ccccocveeriiieriie it
no area <area-id> virtual-link <router-id> message-digest-key
NO AP INSPECTION oottt e e et e e e e et b et e e e e asbe et e e e atbeeeeeaaneae
no arp inspection filter-aging-time ...
NO arp INSPECHION fILEr-AGING-TIME ... ..ooiiiiiiiie e ettt e e e et e e e e e e b et a e e e e sbae e e e e asbeteeeeansbeeeeesasaeeeeesansaeeas
NO arp INSPECHION [0G-DUFFEI ENTHES ...ttt b e et e et e nes
NO arp INSPECHION [0G-DUFFEI ENTIES ... ittt b et rbe et e e e
NO arp INSPECLON [0G-DUTFEI IOGS ... .. ettt e ettt e e e e ettt e e e e tb e e e e e e nbee e e e e ebbeeeaeeannaeeas
no arp inspection log-bufferlogs ........cccccoviiiis

NO arp INSPECTHION TrUST .....cooiiiiiiiiiiiie e

no arp inspection vlan <vlan-1ist> ...........ccoccciiiiiiienins

no arp inspection vian <vlan-list>logging
no arp ip <ip-address> mac <mac-addr> vian <vlan-1d> iNACLVE .........c.cccciiiiiiiiiiii e
no arp ip <ip-address> mac <mac-addr> vian SVEaN-T0> ... e
(a{o =Yg o EIF= T o 1o o PSPPSR PPRTPO
NO auto-CONTIG ..ooovviiiiiiiiiiiiecciee

no bandwidth-control
no bandwidth-limit cir
no bandwidth-limit egress
no bandwidth-limit ingress
[ To T o =Yg o \ViV/Te |1 g i 1 o1 A o | SRRSO
[ To T8 010 o 1511011 0 1 B 11 011 AP PT OO UPPPTPO
no bpduguard ....
(o T o7 oTa [ e U T= 1o IR PSP PTPPPRPP
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[ To TN o] T=To [o= T 2 1 o 11 SRRSO
[ [o o F= T =T g g F= 1) 1= TSRO UPPPT PP
no classifier <name> inactive ....
no classifier logging ..........cc.......
NO CIUSTET ..ot

o {o e [V (=T o 0 g 1=T 0 g] o1 1T Vo> PSPPI
[ [0 o VRSP RPT
no connected-port <port-list>
[ {o ot UL (0] g Ele =] = LU || APPSR OPU PP
(aleNe IS u[aF=Nulo] ol aale] a1 o] o Yo ] o AN RTRROPRPRPRP
[gle X |gley e Xe | Tod o RV =T o E O PP P TP PP OTPPPPRP
NO ANCP OPLION PrOfilE SNAMES ...ttt e ettt e s st e e s et et e e e bte et e e e b e nes
no dhcp relay <vlan-id> ...........cccoeeneennn

no dhcp relay <vlan-id> information
no dhcp relay <vlan-id> interface port-channel <port-1ist> option
no dhcp relay <vlan—id> OpLioN ......cccccoeiiiiiiii e

no dhcp relay <vlan-id> source-address ...............

no dhcp relay-broadcast ...........cccoviiiiiiiiciies

(a{e ol aled o J=TaVZ=T ARV =T g L o bR RRR
no dhcp server <vlan-id> default-gateway
no dhcp server <vlan-id> primary-dns ....................

no dhcp server <vlan-id>secondary-dns ..............

NO dhCp sMart-relay ........cccccveeieeiniieiicceee e

NO dhCP sMaArt-relay INFOMMEATION .........oiiiiiii ettt e bttt e bt e e bt e et enab e e e et e e et e nns
no dhcp smart-relay interface port-channel KPOrt—LEST> ...
no dhcp smart-relay option
(a{e e 1 aTed o <] ale o] o] o o RUR PSP PT PP PPPPO
NO ANCP SNOOPING UALADASE ......ooiiiiiiiiiii et e e et e e e et e e e e e et b bt e e e e atbaaeeeeastbeeee e s sareeeesaasbeaeaeeansaeeas
NO dhCP SNOOPING AALADASE TIMEOUL ..ottt ettt et et e b et e e bt e e bt e nab e e e st e e e anne e nns
NO dhcp SNOOPING AAtADASE WHEE-UEIAY .......ccueiiiiiieiiie ettt ettt e e et e
no dhcp snooping limit rate
(g{e el aTed o I aloTe] o] g Te N1 U] AT PO PUPPPRPO
NO AhCP SNOOPING VIAN SVEAN=TESTS ..ottt e e e e bbbt e e e e s bttt e e e e s b b e e e e e et e e e e e e nbae e e e e aneeeas
no dhcp snooping vian <vlan-1Ist> iNfOrmation ...........ccooiiiiiiiiiiic e

no dhcp snooping vian <vlan-list> interface port-channel <port-list> option
no dhcp snooping vian SVEan—TEST> OPLON ......coiiiiiiiiiiiii e

gleNelalelo K aleTe]o]lale MY/F-To IR VA K- Ta Bl I K ] o] o) 1o ] o NN PSPPSR
[ To e 111 1= YT P OPUPPPPPO
NO AIffSEIV ..o

no display aaa <[authentication][authorization][server]>
no display user <[system][SNMP]> ....c.cocvevieiiiiiieiicie e

[ o o |1 1T 0 PRSPPI
(p{e =T e (ST A oTo] g el IS} o> PSPPSR
no errdisable detect cause <ARP | BPDU | IGMP>
NO EITAISADIE TECOVEIY ...ttt e a et oo ookttt oo ookttt eehe et oo o4k bt et e e e e bb e e e e e e bt et e e e ebbe e e e e e atneeas
no errdisable recovery cause <loopguard | ARP | BPDU [IGIMP> .......cc.oiiiiiiiiiiiiiiiii ettt
a{o =T d aL=T 4 U= i oo 1 o o SRS P PR
no ethernet cfm ma <ma-iTndeXx> MA KMA-INAEX> .......oiiiiiii e
no ethernet cfm management-address-domain
NO ethernet CIM MA SMA—FNAEX> ...ttt e e ettt e e e o kb et e e o e b bt e e e e e s bbe e e e e e s b be e e e e aasbe e e e e ann e e e e aabneeas
no ethernet cfm virtual-mac
no ethernet oam
no ethernet oam
no ethernet cam Mode .........c.ccccciviiiiiicii e

no ethernet oam remMote-I00PDACK IGNOIE-TX .......iii et e et e e e e et e e e e e s e e e e e annneeeeeeanneeas
no ethernet oam remote-lo0PDACK SUPPOIEA ... ..ot e et e et e e e e snae e e e e anneeeaeeaenneeas
no ets traffic-class binding ..........ccccooiii

no except-smac zero-smac-drop
a[o = (= g o i =T T [ TP RPPRPRPP
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(ol T g ab= 1 or= 1= T4 0 g I [0 (ot PRSP
(alo Sy g b= (e Y= o 1= 1| TP PPPPPP
no fixed <port-list> ............

no flow-control ..........c.cccceveene.

no forbidden <port-list>
no green-ethernet auto-power-down
no green-ethernet auto-power-down
no green-ethernet eee
no green-ethernet eee
NO gre€n-therNet SNOM-TEACK .........cuiiii e e e e e e e e e ettt e e e e e bt e e e e e stbe e e e e sasbeaeeesasaeeas
NO GreenN-etherNEt SNOM-TEAICK .......cuiiii ettt h e bt e ekt b e s e e e nnns
(aTo X e (01U o LTRSS PP PR
no group <name-str>
LTo X e |V 1 o T O OO ST TP O P OT PP PRPPTR
({0 TN 1Y/ o] g0 FtS] o T U PP OPRPPPP
no igmp-filtering .........cccceeeeeis

no igmp-filtering profile .........cccccoceiiiens

no igmp-filtering profile <name>
no igmp-filtering profile <name> start-address <ip> end-address <ip>
(a{o e aaY oo (e 10T o 110 011 =T KPP P T SPUPPPPP
no igmp-immediate-leave
No igmp-snoopiNg ..................

no igmp-snooping 8021p-priority ................
NO IgMP-SNOO0PING AUNENTICATION ....eiiiuiiiiiiiii ettt et e s et e es et e eh e e e ekt e e kbt e enbe e e s beeennneeenanes
no igmp-snooping authentication-timeout
no igmp-snooping filtering .........cccccviieiiiiiie e,

NO iIgMP-SNOOPING FILENNG PrOfIE .. ..ottt e e et e e e h bbbt e e e e bbe e e e e e bbe e e e e e annaeeas
no igmp-snooping filtering profile <name>
no igmp-snooping filtering profile <name> start-address <ip> end-address <EP> .....cccccoeiiiiiiiiiiiiiiie e 127
no igmp-snooping group-limited
Nno igmp-snooping leave-proxy ...................

(g{o e Tna] X aleTe] o]l gle Mo [ =TuI=T ST PPPPPRPP
NO IGMP-SNOOPING TEPIOIT-PINOXY ....uttteteeiattteteetatteteaasaatteeeasaaaseetaaaaasaeeeeaaasbeeee et aasbeeeeeaaaseeeeeeaassbbe e e e e aasebeeeeaasneseeesannbbeeeesannens
no igmp-snooping vian <vlan-id>
no inactive
no inactive
no inactive
no inactive
no inactive ..................

no inactive .................

no inactive .................

(e R aTe [ (= T o g 1= ox G T TP U PP PPRPPPPT
no install slot <slot>
no interface <interface-type> <interface-number>
(a{o gl =T g r= Yot SIS oo g st 01U b TP PPPP
(a[oRIa] (=T a=Yot=N o ]o] o] o T= ox QR O Ly o PRSP
(o T 11U ][0 o I (Y o G PR PPSPRRRP
no ip address <ip-address> <mask>
no ip address <ip-address> <mask>
NO iP AAAress AEFAUI-QATIEWAY ........c.ueiiiiiiiiiii ettt e ettt e e e e h et e e e e bbb e e e e e e bbbt e e e e aabtb e e e e annbbeeeeeannnes
no ip address default-management dhcp-bootp
NO P AVIMIP it
NO P IgMP cooeveeviinee.

no ip load-sharing
NO IP NAME-SEIVET <A J EP | EPVO> ...ttt oottt e oottt e e e oo ate e e e e e aa ettt e e e e amte et e e e asbeeeeeeannaeeaeaaanteeeeasneeas
NO ip OSPF AULNENTICALION-KEY SKEY > ... i ettt e ettt e oottt e e e e s at et e e e e ste e e e e e ansbeeeeaaanteeeeannneeas
no ip ospf authentication-same-aa
no ip ospf authentication-same-as-area ..................

(o] o o1 o)l oXe ) A KL C 151 1C 1o PRSP
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NO iP OSPT MESSAGE-AIGESI-KEY SKEY S ... ittt ettt e e oottt e e e e ettt e e e e aate e e e e e e nte e e e e e ansbeeaeaaanteeeaeenneeas
NO P OSPT PHOMLY KO-2553 ...ttt ettt oo h e e et e e e a bt et e o2 oa s te e e e ook b bt e e e e ek bttt e e e aanb b e e e e e anbbb e e e e ansbbeeeenannrnas
no ip policy-route <name> ............cccceceennee.

no ip policy-route <name> inactive
no ip policy-route <name> sequence <number> ..........

(g {o T o (o 1N 1 (= o D 11 F= T PSPPSR
NO P roUte <EP> KMASKS SNEXTE—NOP = E P> ...ttt ettt e e ettt e e e et et e e e e ek beeee e e aabeeeeeeaasbaeeeeeasbseeeesansnneaaeannnes
no ip route <ip> <mask> <next-hop-ip> inactive
NO P roULE <EP> KMASKS INAICTIVE ... ..ottt e e bt e e e e a b bttt e e ekttt e e e e e bbb e e e e e aabt b e e e e asbereeeeenneeas
(a[oRT o R 10| (o= o1l aTe [1aTe Il o I 1 o PSSP SRR RPP
no ip source binding ip <ip> vlan <vlan-1d> mac <macC-addl> ..........cccccoiiiiiiiiii e
(e R o] aqlo=Te (=T U] o] F=To B/ = 1o HN O P T PP P PP PUPR PPN
no ipv6
NO iPV6 address KEPVE—addreSS>/<PIETEX> .ottt e et e e e s st e e e e e et bt e e e s aabbeeeeeanees
NOo ipv6 address <IPVE—-addreSS>/<SPreTIX> QUIBA .......oo ettt e e e bae e e e e aees
no ipv6 address <ipv6-address>/<prefix> link-local ..............

no ipv6 address autoconfig ..........cccoceeennen.

no ipv6 address default-gateway
(a{o T o)VIoTr=To Lo (=T e | o Tod o I od =] o | AR TSRS
no ipv6 address dhcp client [rapid-COMIMIL] .........ooiiiiiii e et e e e e e e e e e be e e e e aibaree e e annens
no ipv6 address dhcp client Option .........cccceeeiiiiiieiinieiee e,

no ipv6 address dhcp client option <[dns][domain-list]>
no ipv6 dhcp relay vian <1-4094> ........ccccviiiiiiieeieieee e

no ipv6 dhcp relay vian <1-4094> Option INTEITACE-IA .........ooiiiiiiiie e
no ipv6 dhcp relay vian <1-4094> OPtioN rE€MOTE-IA ........uiiiiiiiiiie et e ettt e e et e e e e e st e e e e anneeeeeeeanneeas
no ipv6 dhcp trust
no ipv6 dhcp trust
L To T o)V AC T T o [ 10'a 1 APPSR
(e X o)Vl aqlle IS{qToTe] o]l gTe I o] o )Y AN N T T O OO U PP PTRPPPPTP
NO iPV6 MIA SNOOPING-PrOXY FIILEIING ..ottt b e et e e
no ipv6 mld snooping-proxy filtering group-limited ..
No ipv6 Mid sSNOOPING-Proxy fIlLerNG PrOfIlE ... et e e e e e e e e e e e enneeas
Nno ipv6 mid snooping-proxy filtering Profile KNAME> ... ... et e e
no ipv6 mid snooping-proxy filtering profile <name> start-address <ip> end-address <ip>
NOo ipv6 MId sNOOPING-ProxXy VIAN SVEAN—T0> ...ttt e e e ettt e e e e et e e e e e e asbeeeeesarbaeaeeaannes
no ipv6 mid snooping-proxy vlan <vlan-id> downstream interface port-channel <port-list>
no ipv6 mld snooping-proxy vian <vlan-id> upstream interface port-channel <port-list> ...
(a{o T o)V ol aTe Mo F=To Er=Nu =] 0 0] ] ST PPRPPPP
no ipv6 nd managed-config-flag
No ipv6 nd ns-interval ..........cccccveeiiiiiieeeins
no ipv6 nd other-config-flag
no ipv6 nd prefix <ipv6-prefix>/<prefix-length>
(e To T o)V Aol alo I =T 01 1T V7= 1 PRSP
no ipv6 nd ra lifetime ..................

(a{o T o)V ol gTo I =T U o] o] (=L PP TP PPPP
no ipv6 nd reachable-time
no ipv6 neighbor <interface-type> <interface-number> <ipv6-addreSsS> ..........cccociiiiiiiiiiiii e
NO PV OSPT PASSIVE-INTEITACE .....oiiiiiiiiii ittt a et e e a et e e bttt ekt e e bt e e b e e s e e e enbe e e nanes
(e To T o)V LG I 1] o U RE R

no ipv6 route <ipv6-prefix>/<prefix-length>
[T )Y (e U (=T a0 L] o ] PP SPPPPPTP
no ipv6 snooping attach-policy
no ipv6 snooping policy <name>
no ipv6 source binding <ipv6-address|]ipv6-address/prefix-length> .............

[ {o N P2 o] (o (e TeX o] (8] o1 1 PRSP
(o {o P2 o] o) (e TeT o] (8 o1 1 PSPPSR
no I2protocol-tunnel cdp .......ccccceeeiiiiiieeenn.

no I2protocol-tunnel point-to-point .............

no I2protocol-tunnel point-to-point lacp
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no I2protocol-tunnel point-to-point pagp
no I2protocol-tunnel point-to-point udld ...........ccccceeeinee.

(a{o V2] o]fe] foToTa] K iUl ol aT=T ) 1 o LRSS PP PRPP
(a{o V2] o]fe] foToTa] & iUl a 1= ANV i o TR PRPP
(Lo TN = Lo o TR T T T PSP O TP UPRP PPN
[ To TN 1 T A= T o [ =1SiSE o0 18 | o | APPSR
NO AP oo

no lldp admin-status
no lldp basic-tiv management-address ..
(g{ol[{s ol o =15 Ton 1 \VAN o o1 4 e [T ox (] o 1 o ] o [T RPP
NO lldp basiC-tlV SYStEM-CAP@DIITIES ........eiiiieiei ettt s e e bt nee et e e e
(TR lo ] o} o =T 1\VAS YA (=] g Ble =X o3 ] 0] (0] o IO O O PP O TP PUPR PPN
(ol ([ o o F= T T AV YA (=T o o B = Vo 1 PRSP
no lldp dcbx application <ether-type > <fcoe> ...............

no lldp med location <civic ]| coordinate | elin>
no lldp med location ..........ccccvveiiiiiiii e

NO AP MEA NEIWOTK-PIONCY ...ttt e et e et e e st e ea et e eb e e ek bt e e bt e s e e e enbe e e nanes

no lldp med network-policy <voice | voice-signaling | guest-voice | guest-voice-signaling | softphone-voice | vid ....181
no lldp med topology-Change-NOLIFICALION ...........ooiiiie ettt e e e e st e e e e anneeeeeeeenneeas

(g{o N [[o] e JaTe] u]{ot= Lo o HN RO PP PPRPPRP

no lldp org-specific-tlv dotl port-protocol-vian-id
no lldp org-specific-tlv dotl port-vlan-id ..........c....ccceeeeeenne

no lldp org-specific-tiv dot3 link-aggregation ...................

NO lldp Org-SPEeCIfiC-tIV AOt3 MAC-PNY ..ooiiiiiiiie ettt e btk e e bt e nbe e et e e e e nanes
NO lIdp org-specific-tlv dOt3 MAaX-TTAME-SIZE ........coi ittt e e ettt e e e et e e e e enne e e e e annnaeeeeeannenas
NO lIdp Org-sPecCifiC-tlV dOt3 POWETI-VIA-IMAI .....cooiiiiiiiiiiiiit ettt e e et e e e et e e e e abbb e e e e e annens
(g {o N (e Tox= 110 ] i =T H TP TR OPPPPPPP
({o [T [ I =T PN 0 g TSI g = 1= S SR SPPPSPRP
(TR [oTo] oo U F= T HNUN TR T PO PP U PP PURPPPPPP
NO loopguard .........cccceeeveeriiieniiee e,

no mac-authentication .....................

no mac-authentication ......................

no mac-authentication timeout
no mac-authentication trusted-vian SVEan-—TEST> ... e
No mac-based-vlian SOUrCe-MAaC SMAC—AAUIS .........cciiiiiiiiiie ettt b et e e bt e bt e st b e asb e et e e nbeeareeenbeeees
no mac-filter mac <mac-addr> VIan SVEaN-—T0> ... et e e et a e e araeeannee
no mac-filter mac <mac-addr> vlan <vlan-id> inactive ...........ccccccociiiiiincennnnn.
no mac-forward mac <mac-addr> vlan <vlan-id> interface <interface-id>
no mac-forward mac <mac-addr> vlan <vlan-id> interface <interface-id> inactive
[ {o 0 gF= o 011 o] o115 T [RES T P P O T PSPTPRPTRP
(e X aqF=Yox o1l g] 0] o Te O O P PP U PP OPRPPPPPN
[ To 0 aT=T o I 11=T o Rl o DSOS PRI
(ol n aT=T o IS (=T o Bl o bl o ot =T o F= Y o[ PSPPSR
no mep <mep-id> inactive
Nno mMirror ...........
no mirror-port
no mirror-port <port-num>
e a1 o I W =TTl a0 [0 S STSRPUR
NO MISEP INTEITACE SPOFrT—FEST> Lottt oottt e e e ot bt e e e e e ettt e e e e eatb e e e e e e antee e e e e annbeeaeaaaneeaeeasnneas
NO Mrstp INterface <POrt—TESTS @AQE-POIT ...cooiiiiii et e et e e ettt e e e et e e e e e bbeee e e aneeas
no mrstp interface <port-l1ist>rootguard
NO MSEP it

no mstp instance <number>
no mstp instance <number> interface port-channel KPOrT-TEST> ...
NOo Mstp instance <NUMDEI= VIAN <L-4094> ... et ettt e e e et e e e e e e aeeeae e e sttt eaeaanaeeeeeeannneeaeeannneeaeeasneeas
no mstp interface port-channel <KPOrt—1IST> EAQE-POIT ... e e e et e e e enee e e e e anees
no mstp interface port-channel <KPOrt—1ESTS TOOTGUAIT ......c..uiiiiiiiiiiii e e e e e e e
no multicast-forward mac <mac-addr> vian <vlan-id> ..........c.cccecviiiicniennn.

no multicast-forward mac <mac-addr> vlan <vlan-id> inactive
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no multicast-limit
no multi-login ............

MO MVT SVEAN =TS Lottt h e bbbt e e e bt et e bt oo bt e e E e e e bt e bt e bt e et e s bt e e e bt et e e sbe e be e e e e e eneentees
(ol =YY 014 I o = To (o | g o 1 i =SOSR
(ol a1l o Jr= T4 o TN o T o D PRSP
(s{elall oM e)V{oH a1l 0] o Yo g1 o I o bR RPRO
no nlb mac-forward mac <mac> vian <vlan-id>
NO NON-QUENET ...oeiiiiiiiiieiiiieee e
no passive-iface <ip-addr/bits> ...
(a[e Tl o F=1Y\V o] (o I=Y g 015/ o ] o PRSP PRPP
(el o F= ViV o] (o I o] 1AV/I[=To ToIRS O E I TP PP TP PO PP OTRPPPPP
NO PEIMMIL INK-TOCAU ...ttt e e e st oo s et ehe e oo bt e e st e ea et e eh et e s et enae e et e e e e e nanes
[ To T o To] ({03 VAR g =111 =PRSS
no policy <name> inactive ...............

no port-access-authenticator
no port-access-authenticator <port-list> .......................
no port-access-authenticator <port-list> guest-vlan
no port-access-authenticator <port-1ist> guest-vlan HOSt-MOAE .......cceoiiiiiiiiiiii it 121
no port-access-authenticator <port-1Ist> reauthentiCate ... 121
No port-access-authenticator €aPOI-IOOA ... i e e e e e anaeeas

NO POI-SECUIMLY ....vvviieiiiiiiieeiiiiee e

no port-security <port-list>
no port-security <port-list> learn inactive
no port-security <port-1ist> vian <vlan-1d> address-limit ...
no port-security <port-list> vlan <vlan-id> address-limit inactive
NO PPPOE INTEMMEAIALE-GAGENT .....eii ittt oottt e oottt e e 2o h b b et e e e ok b e et e e e bbe e e e e aabb b e e e e abbe e e e e abbeeeeeaantaeeas
no pppoe intermediate-agent format-type access-Node-identifier ...
no pppoe intermediate-agent format-type CIrCUIT-IA ..........cccviiiiiiiiiiii e e e e e s erare e e e e esaees
no pppoe intermediate-agent format-type identifier-StriNg ...........cooiiiiiii
no pppoe intermediate-agent format-type identifier-string hostname
no pppoe intermediate-agent format-type remote-id
Nno pppoe intermediate-agent trUSE ..........ooouiiii i

no pppoe intermediate-agent vian <vlan-1d> format-type CirCUIt-id .............cceiiiiiiiiiiiiii e 257
no pppoe intermediate-agent vian <vlan-id> format-type remote-id ..........ccccviiiiiiiiii i 257
no pppoe intermediate-agent VIan SVEaN-—FEST> ...

no pppoe intermediate-agent vian <VIan-FTTST> CIFCUIT-I .....c.oooiiiiiiiiiiii e

no pppoe intermediate-agent vian <vlan-list>remote-id ..
NO PrEEIMPL ettt ettt
no prefix-glean
(o o lglaa F= N V1 (U T 1T o SRRSO RPRSP
no primary-virtual-ip <ip-address>
NO PHOMEY-FIOW-CONTION ...ttt bttt oot oot e ekt e e bt oo bt e e b et e et et e ea e e e et et e nnbe e nnnes
ple N elglelqinYaile)  atoTe] gl uge ]l o)1 Te] 11 AP PRR
no private-vlan <primary | isolated | community>
no private-vlan <vlan-id> ..............
no private-vlan <vlan-id> inactive .
NO PrIVALE-VIAN @SSOCIALION ......iiiiiiieitiie ettt oot e a et e s e ekt e £ b et oo bt e e ea bt ees b et e eh e e e b bt e e b e e e et e e nnnn e e e
no private-vlan association <secondary-VEan-—TEST> ...
(ol ol (AVZ=X (T = 1o I o o o Yo =SSP
(g{elelfe] (e elo] e | oTol o HNNR PP OPPPPRP
no protocol-based-vian ethernet-type <ether-num|ip |ipx]arp |rarp | appletalk | decnet>
No pwr auto-pd-recovery ..................

NO PwWr continUOUS-POE ..........cccccvenee.

no pwr interface <port-list>
Nno pwr interface <Port-TIST> QUEO-PA-TECOVEIY .......oiiiiiiiiiiie ettt e e e ettt e e e e ettt e e e e abae e e e e e araeeeeeaansaeeas
NO PWr iNterface <POFT—EESTS MEAX-POWE ... ittt e ettt e e e ettt e e e e aseteeee e e seteea e e e nseeeaeaannsseaeeannaeeaeaanneeas
NO pwr interface <POrT—EESTS LME-TANGE ......ooiuiiiii ettt et e e et e e e e e bbbt e e e e nbte e e e abaeeas
no pwr interface <port-list> time-range <name>
NO pwr interface <POrT-EISTS WIE-TANQE ....cooiiiiiii e e e e e e e et e e e e et e e e e e et e e e e e ssaaeeaeeasaeeas
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(o To TN 01, o 1 011 011 7= o PRSP
no radius-accounting <index>
no radius-accounting <index>
NO TAAIUS-SEIVET STNTUEX> .ottt ettt ettt et e bbbt e bt e bt h et e bt e oh e e eE bt e e bt e bt e ehe e e et e bt e s b b et e e ebe e bt e e e e n e et
o g=To (U A G g o () PP PP PR
no receiver-port <port-list>
no redistribute rip

no redistribute rip

no redistribute static ..............cccceeeiiinnen.

NO TEAISIIDULE STAILIC ..ottt bttt bt e b e sh et et h e e e b e sh e st e b e e s bt e et et e e nbe et e b e e nne et
no remote-management <index>
no remote-management <index> service <[telnet] [ftp] [http] [icmp] [snmp] [ssh] [MTtPS]> ...cveeviiiiiiiiii, 275
(el (=T aaTe] (=R 0 pT=T OIS o o o PSPPSR
no rmirror vian <vlan-id> ...

no rmon alarm alarmtable <alarm-index>
no rmon event eventtable <event-index>
no rmon history historycontrol <hTSTOryCONTIrOl—TFNAEX> . .....ooiiiiiiiiiii e 281
NO rmon statistics etherstats KETtherstats-FNAEX> .........iiiiiiiii ettt sttt nb e beeenbe e 281
no router dvmrp
(a{o (o 1U 1 (=T e [ o ] o PO PPPPTP
no router ospf
[ [o T (o 10| (=Y g (] o TSRS
no router vrrp network <ip-address>/<mask-bits> vr-id <1~7>
(Lo T=ToTo oo = 1a YAVl q (U= |l o E TP P PO P PP PUPR PPN
(a[o =T oY ot SRt oTe] oY1 e ] I 11 o H PRSP
(p{o I =TV o= Tl ole ] al 1ol I | 11 o HN PP PPRPPRP
no service-control https
no service-control icmp
no service-control snmp
no service-control ssh .........c.ccccoeeeeinnen.
no service-control telnet
NO SHIOW ...

[ [0 JESY 10 T PP PPPTP
([l 1[0}V VA eTe] | (=T ox Vo R o Bt Vo (o ] ST S P RSP
(eI (Lo MV iVA o011 =Yed o AR o Ror=To [o | gl STt SRS PPR
NO SNULAOWN SIOT SSTOT =T ESTS ..ot ettt bbbttt e bt e bt e et e e bt e e b b e eab e e bt e e e e nneenbeeaeas
NO SMArt-ISOIALION ....ciiiiiiiie e

NO SNMP trap [OPETONS] oo
no snmp-server trap-destination <Ip> .........cccceeeeviiiieeeenne
Nno snmp-server trap-destination <EP> €NADIE TrAPS .......vviiii it e e e e st r e e e s nataeeeessnres
No snmp-server trap-destination <IP> €NabIE traPS GAA . ....cviiiiiiiiii e
no snmp-server trap-destination <ip> enable traps aaa <OPTEONSS ... e e
no snmp-server trap-destination <ip> enable traps INTEITACE ..........oooi i
no snmp-server trap-destination <ip> enable traps interface <options>
no snmp-server trap-destination <ip> enable traps iP ......ccccoeeeiiiiiiieeiiiiiieee s

no snmp-server trap-destination <ip> enable traps ip <Options> ..........cccccceuee.

no snmp-server trap-destination <ip> enable traps SWILCH .........ooiiiiii e
no snmp-server trap-destination <ip> enable traps SWItCh <KOPTIONS> ...t
no snmp-server trap-destination <ip> enNable traps SYSTEIM ...t a e e e e e eae e e e e aneeas
no snmp-server trap-destination <ip> enable traps SyStem <OPTIONSS ....c.ooiiiiiiiiiiiiiiii e
NO SNMP-SEIVET USEIMAME SNAME™ .....eiiiiiiieiiieeiiieeateeesteeaatreesaseeessteeeanseessnseeesneeens

no source mirror-port <port-list>
no source mirror-port <port-list> dir egress
No source MiIrror-POrt KPOFT—FESTS Il INGIESS ...ecocuiiiiieieiie ettt et sn e e e e e e e
(a{o o TU (o=l (=Y {[=Tox (o] i o] o AR RPRPTP
(ple e ]U[ (ot =R oo ]y A oTo] gt el K ] o> SRR SP
(a{o ] o =T a a1l g o Lo (=T PP SPPPPPTP
no spanning-tree <port-1ist> .........ccccceeiiiiiie e,

no spanning-tree <port-list> edge-port
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gl eF=TalpllaTe Rif=ToRN oTo] m ol W ES] >l (oTo] (o U F= T HR PRSP SPT
[l o I (S AN £ F= W T2 [0 [T= PP PP PP
NO ssh KNOWN-hosts KNOST—TP> ...voviiiiiiiiiecccce e

no ssh known-hosts <host-ip> <1024 | ssh-rsa | ssh-dsa>
NO STACKING .eeiiiiiieiiie ettt

p[o IS = Ted (g o I (ol ot = s F= ] (T USRS RPO
[ To TSy (o] 0 0 KT oo ] o1 1 (o ] E RSP RPT
no subnet-based-vian .............cccoii

no subnet-based-vian dhcp-vlan-override
no subnet-based-vian source-ip <ip> Mask-bits <KMAaSK-DIES> ......cccciiiiiiiiii e
no summary-address <EP—-addreSS> SMASKS ......ccciiiiiiiiiiiie ettt e st et e e st e e e e e e steeeasteeeassaeessseaeasseeaaseeesnsseeanseeennes
(Lo RNV (ot gl o o] A=Y oX o =TIV =T o E T PP P P PTRPOPRP
no switchport hybrid allowed vlan <vlan-list>
NO SWItChPOrt NyBrid PVIA SV TGN —TA> ..o et e et e e e et e e e e e e bbbt e e e e aabte e e e e annbee e e e aaneeeas
(e To S\ /1 (o o] o Lo ]l ¢ d T Yo [T TSRO PU PP
no switchport trunk allowed vlan <vlan-list>
no switchport trunk allowed vian all
no switchport trunk native vlan ..................

L[0Ty Y] (o T [ PRSP
NO SYSIOQ SEIVET KTP—AUUEESS™S ...ttt oo bttt oo oot bttt a4 oa sk b et e o4 oa bbbt e e oo oa b b et e e e e bbb et e e e e bbbt e e ehbaeeeeaanraeeas
no syslog server <ip-address> inactive ....
Nno syslog type <type> ........ccccceevvivvreeeeennnnn.
no tacacs-accounting <index> ...............
(pTo R = Tot- Lot =T AV T AR g o [ PSPPSR
(gler=Te e [<To IS o o] a Bl [ 1= oo PSPPSR
no time daylight-saving-time
NO TIME-TANGE SNAME™ .. ittt ittt ettt e e oot bttt e e oot et e e ook be et e e 4o b b e et e o4 a kb e e e 24 oa R b b et e o4 oAk b e et oo oa kb et e e e ek be e e e e bbe e e e e e annbeeeeeannnnes
Lo TR 110 8 1= 1Y/ o [ oSS PO PTPPPRPO
[o TR 1 = N Tt o = T o DSOS PR
no trtcm
no trtcm
(p{oug (ot n g le Kol o I o] (] {11 T PO P TSP PP
NO trtCM ASCP PrOfil@ SNAMES ... ettt e e b et e e oo a bbbt e e e e eabb et e e e ek bbbt e e e aabbe e e e nnbbeeeeesneeas
NO trunk <TL T2 T3 T4 T5]T6> .oovvvveiinns

no trunk <T1 T2 T3] T4 5] 16> criteria
no trunk <T1 72| T3] T4 15] 76> interface <port-list>
(o R (Uls RN A RECH R ST LS F= e o RSP
no untagged <port-list>
no validate address
no validate prefix ........cccccevvinnenn.

no vendor-id-based-vian name <name> source-mac <mac-addr> mask <mask> ....
oY = Ta ISV K= Ta e o b PSPPSR
(o To Y/ =g 1Ko [ LV 1 e T PRSP
no vlanlq ingress-check
no vlanlq port-isolation
no vlanlq port-isolation
LoV F=T o o g F=T o] o 1] o Te [ O P TP O TR PP P PUPR PPN
LoV F=T o o g F=T o] o 1] o Te [T OO TP PR PP P PUPR PPN
no vlan-mapping interface port-channel <port> vlan <1-4094>
no vlan-mapping interface port-channel <port> vlian <1-4094> INACHIVE ..........cciiiiiiiiiiiiiiiiee e
(a[o Y =Yg Bt = el (1 [ [T OPPPPP
no vlan-stacking selective-ginq interface port-channel <port> cvid <vlan-id> ......................

no vlan-stacking selective-ginq interface port-channel <port> cvid <vlan-id> inactive
NO VIAN-TTUNKING <otttk h et e e h et e e e ket e s h et e eh et e e ettt e nbb e e et e e e b e e nnnes

[ [o I oo =TV =T o PRSP
no voice-vlan oui <mac-addr> mask <mask-addr>
no wol relay udp <destination-socket>
NO ZUID .ot

IO ZUIO .ttt bbbtk h e h bbb e R Rt e b E R e e e R e e R e e b e Rt et e b ettt ettt e e nrees
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(e T ETe 181 11 PRSPPI
(lelgga = RS oTo] g iy L] o T PP SPPP PP
OWNET ettt ettt ettt ettt ettt er e
passive-iface <ip-addr/bits> .........cccooiiiiiiiii e,
password [cipher] <pw-string> [priviege <0-14>] ...
(o= VIV o (o I =T o Tox 5/ o1 1[0 o KPP SPUPRPT
(01T 0 a1l 101 [0 T o= 1 PRSP
ping <ip ] host-name> [vlan <vlan-id>] [size <0-1472>] [-1] ....
(o110 Te TN a L= o TP PPPPPPPP
ping6 <ipv6-address> <[-i <interface-type> <interface-number>] [-t] [-| <1-1452>] [-n <1-65535>] [-s <ipv6-ad-
(o Lt ST PR TRRS 160
policy <name> classifier <classifier-list> <[vlan <vlan-id>] [egress-port <port-num>] [priority <0-7>] [bandwidth
<bandwidth>] [forward-action <drop>] [queue-action <prio-set>] [outgoing-eport] [outgoing-set-vlan] [rate-
1 o T1 o W L E= e 1A= PRSP PPPPPRTN 249
policy <name> classifier <classifier-list> <[vlan <vlan-id>][egress-port <port-num>][priority <0-7>][dscp <O-
63>][tos <0-7>][bandwidth <bandwidth>][egress-port <port-list>][outgoing-packet-format <tagged | un-
tagged>][out-of-profile-dscp <0-63>][forward-action <drop | forward | egressmask>] [ priority-action <[prio-
set | set-prio-as-inner-prio | prio-replace-tos] [queue-action <prio-set | prio-queue | prio-replace-tos>][diffserv-
action <diff-set-tos ] diff-replace-priority | diff-set-dscp>][outgoing-mirror][outgoing-eport][outgoing-non-uni-
cast-eport][outgoing-set-vilan][metering][out-of-profile-action <[change-dscp][drop][ forward] [set-drop-
PreCedENCE]Z][INACTIVE]™> .. .. ittt e e oot e e ook bbbt e e e e bbbt e e e e sbae e e e e e nbe e e e e aanbeeeeeaanns
port-access-authenticator .........cccccccovvciveecvcciin e
port-access-authenticator <port-list>
port-access-authenticator <port-list> guest-vian
port-access-authenticator <port-11st> guest-vian SVIan—Td> ...
port-access-authenticator <port-1ist> guest-vlan Host-mode Multi-host
port-access-authenticator <port-1ist> guest-vlan Host-mode Multi-secure [<1-24>] .....ccccccoiiiiiniiiiiieniee e 122
port-access-authenticator <POrt-TIST> MaX-TEQ <L-10> .....ooiiiiiiiiiie e e st a e e e s e e e s abaaeeeesasaees
port-access-authenticator <port-1ist> quiet-period <O-65535> .........cciiiiiiiiiiiiii e
port-access-authenticator <Port-TIST> reaUtNENTICALE ..........cooiiiiiiiiii e
port-access-authenticator <port-l1ist> reauth-period <1-65535>
port-access-authenticator <port-list> supp-timeout <30-65535>
port-access-authenticator <port-list> tx-period <1-65535>
port-access-authenticator eapol-flood
POIt-SECUIMY ...ocvvveiiiieiiiiceiiee
port-security <port-list>
port-security <port-list> address-limit <number>
port-security KPOrt—TEST> [EAIN INACTIVE ......ccooiiiiiii ettt e e et e e e bbbt e e e e s bbbt e e e anneeeeaanbaeeas
port-security <port-1ist> MAC-re@Ze .......cccoiiiiiiiiiii e
port-security <port-list> vlan <vlan-id> address-limit <number>
port-security <port-list> vlan <vlan-id> address-limit <number> inactive ..........
PPPOE INTEIMEAIATE-EGENT .....ii ittt ettt e bt oot e e s bt e aa bt ea et e oo kbt e ea bt e e eb bt e e eh e e et bt e e be e e e e e e e enbe e e nnnes
pppoe intermediate-agent format-type access-node-identifier sting <KSTrING™ ......ccccviiiiiiiiiiiieeneeee e
pppoe intermediate-agent format-type circuit-id string <string>
pppoe intermediate-agent format-type identifier-string hostname
pppoe intermediate-agent format-type identifier-string string <string> option <s|p|vlsplsvlpv|spv> delimiter
S5z [ I I 7 T UV P PRI
pppoe intermediate-agent format-type remote-id StiNg SSTrENG™> ...
ppPPoe iINntermMediate-ageNt TrUSE ...........iiii et e et e e e e e e e et e e e e e anaeeeaeaan
pppoe intermediate-agent vian <vlan-id> format-type circuit-id string <STriNg> ........ccccociviiiiiiiiiiniie e
pppoe intermediate-agent vlan <vlan-id> format-type remote-id string <string>
pppoe intermediate-agent vian <vEan-TaSt> ...
pppoe intermediate-agent vlan <vlan-list> circuit-id ...........
pppoe intermediate-agent vlan <vlan-1ist> remote-id
[0 11ST=T 001 o] A TP PP PP PR
(o111l e | [T = T o [ PRSP
primary-virtual-ip <ip-address>
priority <1~254> ...
o] (o] 118V i{0 )1,V At ot o] o1 1 (o H PSP PTPPPRPO
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o] glelgInY a1 (e )YV R ool ] i o] =0 | (o TSRS PRPT
priority-flow-control priority KPrEOrTEY—FESTS et e et e e e e et e e e e et b e e e e e aanees
private-vlan <primary | isolated | community> ..........
private-vlan association <secondary-vlan-list> ....
private-vlan mode .. <promiscuous | isolated | community> association <vlan-id> dotlq <tagged | untagged> 265
private-vian name <name> VIAaN SVEAN=T0> ... ettt e ettt e e e ettt e e e e ettt e e e e anbeeeaesanneeaaeaannes
private-vlan name <name> vlan SVIan—10d> INACTIVE ..ot e e e e e e e e nneeas
private-vlan name <name> vlan <vlan-id> promiscuous-port <port-1ist> ...
private-vlan name <name> vlan <vlan-id> promiscuous-port <port-list> inactive
[o]ge] 10 oZo] e | s oo J PRSP
protocol-based-vlan name <name> ethernet-type <ether-num]ip |ipx]arp |rarp | appletalk | decnet> vlan <vlan-
[0 Bl oY (o T (1 AR O L PSSP PRR PP
pvid <1-4094> ..o
o)V = T (o B o Yo Bl =T ot o AVZ=T o O O T TP U PP PP PPP PR
o)V oTe] o1 ] 018 [o 10 T o T 1= R T T T TSP T PP PP PPP PR
pwrinterface <port-list> .........cccccviiiiiiii
pwr interface <port-1ist> auto-pd-recovery
pwr interface <port-list> auto-pd-recovery action <reboot-alarm | alarm>
pwr interface <port-list> auto-pd-recovery mode <lldp | ping <ip> [polling-interval <10-300>] [polling-count <2-
oDl BT TP T TSP PP O PR PP PPPPN
pwr interface <port-1ist> auto-pd-recovery pd-reboot-count <1-5> ...................
pwr interface <port-list> auto-pd-recovery resume-polling-interval <60-800> ....
pwr interface <port-list> auto-pd-recovery resume-power-interval <50-120>
pwr interface <port-list> max-power  <1000-330003 .........ccoiuriiiimiemmirieiie e
pwr interface <port-list> power-up <802.3af|legacy| pre-802.3at]802.3at] 802.3bt> ..........ccceviviriiiiiieiiiieee
pwr interface <port-1ist> priority <critical | high | low>
pwr interface <port-TTST> tIME-TANGE SNAME™ ..ottt e e st e e e s sttt e e e s et b et e e e aabbb e e e e s abbeeeeeaantes
pwr interface <POrT-TEST> WIE-TANQE ......oiiiiiiiiii et e e e e e st e e e e bt e e e e e et e e e e e e atbeeeeessstaeeennsaees
[0)01Y 0 011 o] £ =T o T TSP P O PSP O TP PUPR PPN
pwr mode <classifiCation | CONSUMIPTION .........uii ittt e et e b e e e bt e abe e e st e e nane e e nanes
pwr usagethreshold <1-99>
(o [0 1S o1 g [0 111 YA O PP PPTTOPPPPTO
quEUE PIIONLY SO-7> 1@VEI KO-7> ...ttt ettt e e oottt e e o sk b et e e e o a b bttt e e e ek bbb e e e e e bbb e e e e e e bbb e e e eaanneeeaeaanns
quEUE PHONLY SO-7> IEVEI KO-7> ..ottt e e e et e e e e et e e e e e satb e e e e e aatbeeeeeasntbeeeeesnntaeeeesanees
radius-accounting host <index> <ip> [acct-port <socket-number>] [key [cipher] <key-string>]
radius-accounting tiMeEOUL <1-1000> ........cc.ciiiieiiiieeiireerereseeesseeesteeesteeaaseeeassaeeaseeesseeessseaeasteeeasseesssseesasseeans
radius-server host <index> <ip> [auth-port <socket-number>] [key [cipher] <key-String>] ......c..cccooviniiieniinnns
radius-server mode <index-priority | round-robin>
radius-server timeout <1-1000>
receiver-port <port-list> ...........cc.co..
redistribute rip ..o
[(=Te ISy 17] o101 (=2 ] o H T O OO PT PP PPRPOPPPRURI
redistribute rip metric-type <1]2> metric <0-16777215>
redistribute rip metric-type <1]2> metric <0-16777215>
[(STe [ 1] oW | (SI £= 1 1 o PP UPPPPUPUPPRRN
TEAISIIIULE SEATIC ...t b ettt h e bt et e bt e b et s he e et e b e e e ee e et bttt e sae e e e
redistribute static metric-type <1]2> metric <0-16777215>
redistribute static metric-type <1]2> metric <0-16777215>
reload CONfIg [L2] oo eeeeeiiiiiee e e e
[(=1leT=Yo W otU 1 (o]0 g Ble [y = T || NPT PP TOPPPPTN
[(=1leT=To I = Ted (o] 5 V2T e [=] 1= 10 || PO UPPPTUPUPPRRN
reload stacking-default ..........ccccccoevviiiiiiiiie e,
remote-management <index>
remote-management <index> start-addr <ip> end-addr <ip> service <[telnet] [ftp] [http] [icmp] [snmp] [ssh]
101 0 1] PRI
(=T ale 1 (=R o =T o IS 11T=T o Ll o bSO ERSOPRRRN
renew dhcp snooping database ..o
renew dhcp snooping database <tftp://host/filename>
reset cpu-protection interface port-channel <port-list> cause <ARP | BPDU | IGMP>
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(SRS A (o RS =] o) el [ S o ST EUUPPUSPUPPTN
restart ipvé dhcp client vlan <1-4094> .
FMIITOT VIAN SVTAN=TO> oottt eh bbbttt e bt e e bt e eb bt et e e bt e e bbbt e bt e neb et e e b e nae e
rmon alarm alarmtable <alarm-index> variable <variable> interval <interval-integer> sample-type <abso-
lute | delta> startup-alarm <startup-alarm> rising-threshold <rising-integer> <event-index> falling-
threshold <falling-integer> <event-index> [OWNEr KOWNET>] ....oiiiiiiiiiii i eeiiee e 281
rmon alarm alarmtable <alarm-index> variable <variable> interval <interval -integer> sample-type <abso-
lute | delta> startup-alarm <startup-alarm> rising-threshold <rising-integer> <event-index> falling-
threshold <falling-integer> <event-index> [OWNEr KOWNET>] ....ooiiiiiiiiiiiiiiiieee it 282
rmon event eventtable <event-index> [log] [trap <community>] [owner <owner>] [description <description>] ....
281
rmon history historycontrol <historycontrol-index> buckets <1-65535> interval <1-3600> port-channel <inter-
Lz o= Lo bl o) Y= Ao 1 =T e PR RRRRRPRI
rmon statistics etherstats <etherstats-index> port-channel <interface-id> [owner <owner>]
router dvmrp
FTOULET IGMP wovveeiiiiiieeeeee e
router ospf <router-id>
(0101 (= g (] o TP TP PP T PP OPPPOPPPPPRTNt
router vrrp network <ip-address>/<mask-bits> vr-id <1~7> uplink-gateway <ip-address>
SECONAArY-VIMtUAI-D STP—AO0FESSS ..ottt e oo h et e oo h b bt e e e oo st bt e e e e a e b et e e e aa bbbt e e e s anbb et e e e e aabbeeeeaanneeeaan
service-control console <timeout> ..
SErVICE-CONIOl P .ovieiiiiiiee e
service-control ftp <socket-number> <timeout>
=T gV (o= oTe] gl o]l o111 o J RO U T PO U P PU PP OPPPT
service-control http <soCKet-NUMDEr=> STEMEOUTS ...t et e e e e e e e e e e e et e e e e e ane e e e e e annaeeens
1TV lot =R ot 0l o] o 11 o L ST SPPPPPTT PP
service-control NttPs KSOCKET—NUMDE™ ... ..ottt et e e e e e a b e e e e e aab bt e e e s bbb e e e e e annneeean
Y =1aVi (et T oTe] a1 (o] I e 4 ] o TN SO P PPTR PSP
=T aY (o= oTe] gl gl I o1 0 o] o JEUURT T T T PP P PP PP RPRPPPPPT
service-control ssh ...
service-control ssh <socket-number>
service-control telNet ..o
service-control telnet <socket-number> <timeout>
IV (el c R =Te [ =T QU o Yo F= (YOS PRRPTRP
] 1YY ST SPR PSPPI
] 1YY USSR
sflow collector <ip-address> [poll-interval <20-120>] [sample-rate <256-65535>] .
sflow collector <ip-address> [udp-port <udp-port>]
ShOW @aaa aCCOUNTING .......ueviiiiiiiiieeiiiee e
S ale)A-E-F- - TeToto U] o] laTe [ o]0 010 g = 1o o K PSP PPSOPPPRNE
S ale)V V= F= b= = Tot oto 1N ] ol 1o o e o] if QO PP U PP TSP OU PP PPPP PRI
SNOW @88 ACCOUNTING ©XEC .ottt h ettt e et et oo bt e oa bt e o2 bt o4 H b et e ea bt e e ea e e ek bt e ekt e e b e e e ek b eeeabe e e nnneeeanbe e e e
gl =TT B et oo U o] ] g Te [V (=] o o [PPSR SUPRRR
show aaa accounting update .......
show aaa authentication ................
show aaa authentication enable ..
SHOW @@@ @UINENTICATION TOGIN .. ...iiiiiii ettt bt b e et e e e bt e ekt e ek et e e bt e e be e e eabe e e nnbeeennreeene
gl ) A= T B = 101 g To ] (2= 1 [0 o SRR SOPPRRN
ol )= = F= W= 1011 gTo] 4= i o] o [ [0 o 0t PSR SUPRRRN
S gl = o b = 1011 gTo ] fv4= i 0] I =3 (T o PP PP OPPPRTN
show allarm-status
show anti arpscan
show anti arpscan host
] ale VY= T o W1 g Y o =T ox 1[0 ] o KT TP U PPV RPOUPPPPPP PRSI
show arp inspection filter [xmac-addr=>] [VIaN SVEAN=T0>] ....ccccoiiiiiiiiiciic et e e saee e
show arp inspection interface port-channel KPOTT—TEST> ... e eeareeeens
S ale VA= Tq o N g o1=Tod i1 1 [0 o IR PRSP PPTSUPPPRTN
show arp inspection statistiCs ..........cccccevvvieeeeeiiiiiee e,
show arp inspection statistics vlan <vlan-list>
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show arp inspection vian <vlan-list>
K gTe )iV 101 (o Rt oo ] o il [N PP PP SUPPPRN
show bpdupguard .........ccccc.cc..
show classifier [<name>] ................
ShOW CIUSEET ..o
gl MY o (T (T g o= g o [ F= 1 PSR SUPRRRN
K L)Y oI 1 (=T g =T 0181 o 1= PSR SOPRRRRN
show cluster member config .........ccccceevnnee
show cluster member mac <mac>
show cpu-protection interface port-channel KPOrT-TEST> ... e 929
] ale )YV ot o T U1 1] [72= 1101 o [ OO U PP TR PT ST PPPPT 364
SNOW CPU-UTIIZATION PIOCESS ...ttt etttk h e ekt ookt e 1 a e e ea e e e a bt e ookt e e b et e b bt e e bt e et e e e e nne s 364
show dhcp option profile
S ale) Ve [aled o W =Tr= NV AN VA =10 Ll o b PP PP PPPRRTRt
K gTe )Y Ao [ gTed o JT =T AV PRSP PPTSOPPPRTN
show dhcp server <vlan-id> .....................
show dhcp smart-relay .............
show dhcp SNO0PING ....oovcvviviiieiiiicice
show dhcp snooping binding
show dhcp snooping database
show dhcp snooping database detail ...
show dhcp snooping option [vlan <vlan-list>] [interface <port-list>] .............
SNOW QIFFSEIV it e e ettt e e e st et e e e et e e e e e snteeeeeannees
S Lo 1T A =T e [1ST= T oSSR PP
gl VAT g [F= T 1[N e =] T o USRS
show errdisable recovery
SNOW €therNet CIM IINKLIAICE ... ittt e oottt e e oottt e oo e h b et e e e e bt et e e e esb bt e e e e anbbe e e e e e anbaneeeeannn
SNOW €therNet CIM IOCAU ......oociiiii ettt b e rh bbbt sr e sb e e
SHOW ethernet CIM IOCAI STACK ........ooiiiiii ettt ettt e e bt et e sebeeannre e e
show ethernet CfM [OCAI STACK MED ...ttt ettt b e e bt et e sbbe e e abbe e e
show ethernet cfm local stack mep <mep-id> ma <ma-index> md <md-index>
show ethernet cfm local stack mep <mep-id> ma <ma-index> md <md-index> mep-ccmdb [remote-mep <mep-
[0 bl P SOT T SPUP PR
show ethernet cfm local stack mip ........cccccoeeevivneen.n.
show ethernet cfm local stack mip mip-ccmdb
show ethernet cfm remote ..........ccccoeviiiiiiciiicne,
ShOW ethernet CIM VIFUAU-MEIC .. ...ttt ettt e oottt e e e e ettt e a2 e e aat e e e e e e kes e e e e e nneeeeeeannaeeeaeaanneeeaasannes
show ethernet cfm virtual-Mmac POIT SPOIT-IISES ... ettt e et e e e st e e s ebe e e e e s aane
show ethernet oam discovery <port-list> .............
show ethernet oam statistics <port-list> ................
show ethernet oam summary .........ccccceeevveiiieeinneene
] al0 ) VA ot o E] £ F= T o TP PP TP U PP UPPTOPPROT
K LoV S (=T g = 1= 1= T o o SRRSO
show garp
ShoW green-etherNet AULO-POWET-TIOWI ........uiiiiei ittt et e e e bt e e s o s b et e e e e a b bt e e e e e sbbe e e e e aabb bt e e e e nbbeeeeeannreeaeas
SNOW GIEEN-EINEINEL @@ ......eiiiiii et e oot e e e ettt e e e e ea bt e e e e e e es st e e e e e ebeeeee e e sbeeaeeeassseaeeesnsbaeeeeeansanneeean
SHOW green-etherNet SNOM-TEAICKH .........ooiiiii ettt h e bbbt e b e et e s e neees
SHOW NardwWarE-mMONITOr SC | F> ...ttt e ettt e et e et e e et e e e ss e e e seeeaasteeeaseeessbeeeasbeeesnseeessbeeenseaeenneaesnneeas
show https
SNOW NEEPS COITIFICALE ....eiiiiieiiiii ittt oottt e oottt e oo o2 st bt e e £ 4k bbbt 4o e e b b et e e e e nbbe e e e e enbbe e e e e annbeeeesaann
SNOW NEPS KEY SIS USAS ... .ottt oottt e oo b et oo oo a b bt e e oo a b b et e e e e sb et e e e e nbb e e e e e nbbe e e e e e nnneeeeas
show https session ..........ccc.......
show igmp-filtering profile ........
SHOW IgMP-SNO0PING ..veiiiiiiiiiiieiiie e
show igmp-snooping filtering profile
ale) VAT g gl o R gleTe] olg e Ko 018 ] o = 1| Huu USRS
show igmp-snooping group client < [vlan <vlan-list>] [interface port-channel <port-list>] [multicast-group
S0 ] o lU] o Rr=To [0 =TT PSS PRRPPPPRPN
show igmp-snooping group client all
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ale)VATe g ql o R gTeTe] olg e e 018 ] o I oo 18 o | ARSI
show igmp-snooping group interface port-channel <Port-TEIST> ...
show igmp-snooping group interface port-channel <port-list> count
show igmp-snooping group vlian <vlan—liSt> ........ccccccoiiiiiiiiiiic e
show igmp-snooping group vian <vlan-l1ist> count
S ale)VATe g gl o R gleTe] o] g e Ko [U1<T1T=] SRS UPRPRR
show igmp-snooping statistics interface port-channel <KPort—LIST> ...
show igmp-snooping statistics system
show igmp-snooping statistiCs VIan SVEan-—FEST> ...t
S ale)iVATe [ aal o R aleTe] o1a e IRV, = o HN OSSP RPRRPPPPRP
SNOW INTEITACE I0OPIDACK ... etttk e st e bt e b et e nne e neees
ShOW INterface I00PDACK SO-7> ... ..ottt a ettt h e et bt e e bt e s bt e anbe e et eenaneeas
show interfaces <port-1ist> .........cccccoiviiiiiiiiiiineee

show interfaces <port-list> | begin <string>
show interfaces <port-list> | begin <stringl> iNClude <STIrINQg2> ...
show interfaces <port-list> | include <string>
show interfaces <port-list> | refresh
show interfaces config <port-list> ...,

show interfaces config <port-1ist> bandwidth-CONTIOl ... e
show interfaces config <port-l1ist> bstorm-control
show interfaces config <port-l1ist> egress .........ccccovvvvveernnnnnn.
show interfaces config <port-list>igmp-filtering ....
show interfaces config <port-list>igmp-group-limited
show interfaces config <port-list>igmp-immediate-leave
show interfaces config <port-list>igmp-query-mode
show interfaces config <port-list>igmp-snooping filtering
show interfaces config <port-1ist>igmp-snooping group-limited ...
show interfaces config <port-1ist>igmp-sn00pPINg [€AVE-MOAE ............ccoiiiiiii it
show interfaces config <port-1ist> igmp-sNO0OPING QUETNY-MOTE ......c.cciiiiiiiiiiiieiiie ettt
show interfaces config <port-1ist> pProtoCol-based-VIan ...
show interfaces config <port-list> trtcm dscp profile
K aTe VA a1 (=] g r= Lot S = LU L PSP PPPP PP
show interfaces transCeiVer KPOFT-—FESTS .. ettt e e e et e e s eas
show interfaces utilization ............ccccceeveiiiiiiiicnce

show interfaces utilization | begin <string>
show interfaces utilization | begin <stringl> include <string2>
show interfaces utilization | INCIUAE SSTEEENQT™S ...ttt e e et e e e e et e e e e s mta e e e e e ansbeeaeeantaeaeeeaneeeeas
show interfaces utilization | refresh
SNOW P it
show ip arp ...ccccceeeuneee.
show ip arp count ..........c.c.......
show ip dvmrp group
show ip dvmrp interface
show ip dvmrp neighbor
S gl ) YA e o AV aplq o I o] (U1 1< TP PUPPTSOPPPRTN
S ale )iV AT o e A/t aTg o I (o 11 | SO SOPPPRN
S ale)V VAT o Mo aa] o e (o] 0] o JUR TP OO PO T PP PP UPROPPROT
show ip igmp interface
show ip igmp multicast
S aTe )Y A e X e [ o] o I 1] 1= O PP RTTSPTPP
SHOW ip IPTADIE Al [IP JVID [ PORT] ittt ettt ettt ettt e oot e e 4o a ket e e 4 ea ket e e e 42 b bt e e e e e nbb e e e e e nbbe e e e e e anneeeeens
show ip iptable count
show ip iptable static
show ip name-server .................

S aTe VYA e ol o) il = U= o F= 11U
gl YA e e L] o] T g1 (=] £= Yo =PRSS
show ip ospf neighbor .................
show ip policy-route .....................
gl )V AT ol oo [ox Y (o 101 {= IR  T= 111 PSSP PPPTTSPTRP
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show ip policy-route <name> SeqUENCE <NUMDEE™S ... ...ttt e e e s et e e e e e et e e e e e aneeeae e e anneeeens 251
show ip protocols
show ip protocols
show ip rip database
show ip route
show ip route static
show ip source binding [<mac-addr>] [...]
show ip source binding help
K aTe VYA o 1 (o] o RSP RT PP
£ Lo )ViV AT o XU Lo I o TSP PRSP
K] aT0 ) VT 0 ) R TP P PP PP PR UPRTOPPPOT
K] aT0 )YV 0 ) T PO T PP T PP UPRTOPPRTOT
show ipv6 <interface-type> <interface-number>
K aTe VYA o AL o | s Tod o TSP PPTR PSPPI
SNOW IPVE ANCP VIAN SL-Z094> ...ttt e e oottt e e oo a e e et e e oo a bbbt e oo aa kbt et e e e s b et e e a4 e nb b e e e e e e sbbe e e e e nbbeeeeeeannbeeeens
show ipv6 mid SNOOPING-PrOXY .....cccvveeeviiirireeerinenennn
show ipv6 mld snooping-proxy filtering profile
show ipv6 MId SNOOPING-PrOXY GrOUP ...cccuvvieruiriariiieeiiieesieee sttt e ettt e e s e nnneens
show ipv6 mid snooping-proxy statistics interface port-channel <port-list>
show ipv6 MId SNOOPING-ProXy SLALISTICS SYSTEIM .. ...ttt e et e e et e et e e e e ettt e e e e e nbb e e e e e ennaeeaeas
show ipv6 mld snooping-proxy statistics vilan <vlan-list>
show ipv6 mid snooping-proxy vlan <vlan-id>
SNOW IPVB MU .o
SNOW VB MUITICAST ...ttt a ekt e st e ket e E e e ea e e e e e £ oo h et ek et eebb e e e e b e e et e e e e ees
g Te VYA o AV =T e | ] o T SN ESTPTTIR
show ipv6 neighbor <interface-type> <i
SNOW IPV6E NEIGNDOT GUATIESS ...t et e oo h ettt e oo h bttt e e oo kb et e a4 e b bt e e e e ettt e e e e enbbn e e e e eannteeeeas
gl )V AT o)V N aT=1{e 0] o o) g o0 18 | o | A SOPPPR TSP
SHOW IPV6 NEIGNDOI INTEITAICE ... ettt b et eb e bttt e es
show ipv6 neighbor mac
show ipv6 ospf database
show ipv6 ospf interface
show ipv6 ospf neighbor
show ipv6 ospf redistribute ........
show ipv6 ospf route .................
SNOW IPVB PrefiX ...veiiiiiiiiiic e
show ipv6 prefix <interface-type> <interface-number>
K T )Y AT )V S 1]« PO PPR PP
show ipv6 rip database
show ipv6 route ..........ccccceeeeeenns
show ipv6 route static ................
] ale )YV o)V Sl o1V (= P O PO T PP PP TP OPPPTOT
show ipv6 router <interface-type> <Iinterface-—NUMDEr> ... e
show ipv6 snooping policy [<name>]
SNOW IV SOUICE DINGING ...ttt e oot e e ookttt e e ookttt e e e n b bt e e e 4o s b bt e e e e an bbb e e e e eatbbe e e e e anbnneeeean
show ipv6 source binding [ipv6-address| ipv6-address/prefix-length] [mac <mac-address>] [vlan <vlan-id>]
[interface port-channel <port-1ist>] [dhcpv6-snoopiNg [StatiC]> .......ccccoviiiiiiiiiiiie e
SHOW IPV6 SOUICE DINAING COUNT ....oiiiiiiiiiee e h e bt eb et e bt e e skt e et bt e e bt e s bt e an et e aennre s
show ipv6 source-guard policy [<name>]
S ale Vb A el g (e Tedo i (N o] o =1 PP ST P PP PR PP
show [2protocol-tunnel interface port-channel <KPOrt-—TEST> ...
) L0 1YLV A F= T o TP PSP PRR PP
show lldp config
show lldp config interface port-channel <port-list>
K aTe ViV Te [ o X1 a1 {0 i [ X o= | SPTII
show lidp info local interface port-channel KPOrt—FEST> ...
Show IIdp INFO reMOLE .......coooiiiiiiii e
show lldp info remote interface port-channel <port-list> ....
g Lo ViV A [ [ o JE] = X 1) 1 oSO RRTS SRR
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show lldp statistic interface port-channel <port-list>
SNOW 10QGING ...

Sale)VVAleTo e 1aTe I [ oX=To 1o IRSS] o o 1 o le b T PP PR TSP OPRP
show logging | begin <STringl> INCIUAE SSTEIENG2> ...ttt e st e et
SalelVVATeTe e Tale I ITaled[Ulo Loy ol ol g le P SR OPRRO
S ale) VA TeTe o lale BN N C=] =] o PRSP
ShOW 10QINS ...eeieiiiiiiiiieeiee e

show loopguard
show mac address-table all [<sort>] ..
SHOW MaC address-tabIe COUNL .........c.ooiiiiii ettt b e e bbb e b
show mac address-table MAaC SMAC-AAAIS ..ottt b et saee e
Show Mac address-table MUIICAST .........ooiiii e bbbt et e et e e e s
Show mMac address-table MUILICAST .......... ettt e e e e ettt e e e e ettt e e e seee e e e e enneeeeeeeannteeaaeeannneaaens
show mac address-table port <port-list> [<sort>] ....

show mac address-table static ...........ccccccceeiiiiiieiiiiie,

show mac address-table vlan <vlan-list> [<sort>]
SNOW MAC-AQING-TIME ..ttt oottt ekttt h bt e ek bt oo bt o4 h e e 44k e ea b e £ e eh bt e ek bt e e b et e e b et e en et e nnn e e e nanee s
SNOW MAC-AULNENTICATION ... ..eiiiiiiiiiii ettt e ettt e e e ettt e e e e e tbe e e e e e sttt e e e e eanseeeee e e ssteaeeeasssseeeeensbaeaeesansaneeaenn
show mac-authentication config
SNOW MAC-DASEA-VIAN ... .ottt e oottt e ookttt b et e e e e bttt e e e e st et e e e et et e e e e anbnaeeeean
show mac-pinNiNg .........cccccevvivieeeenns

show memory ....
SNOW MIITOr ..

SNOW MISEP SEFEE—ENAEX> ..ottt ettt e oo s bt 4o s et oo h s et e h bt e e as et e b e e ekt e et e e ahe e e et e nabeeenanee s
K T 111V 1 o SRR
SHOW MSEP INSTANCE SNUMDEES . ettt ettt e e oottt e oo e s a b et e e e ea bbbt e e e e sabb et e e e aate e e e e annbeeeaens
gLV W L fot= T A V=T o | PSP PPTP PSP
Lo ViV A U1 1 (o T | o OSSP RPPR PSPPI
£ T 1VLY A 0 PP RR S PTRP
show mvr <vlan-id> ...........ccceeieene

show poe-status
show policy ..................

K aTe VYA o o] [[ox YA £ F= 111 T= > PSP PPPRP ST
show port-access-authenticator
show port-access-authentiCator KPOFT—TESTS> ..ot e et e et e e ss e e s ste e e sste e e staeeeasaeeenes
] aT0) IV e To 4 Nl U 1 1Y O PSP P TR PU PP PPPPOT
show port-security <port-list> ...
show power-source-status ...............
show pppoe intermediate-agent
show pppoe intermediate-agent statistic

show pppoe intermediate-agent statistic vian SVEanN-TEST> ... 258
SNOW PHOMEY-TIOW=CORNTIOL ...ttt bt bt e e bt e ekttt ookt ee ekt e ek et e e be e e ek b eeeab e e e nebeeeanneeane 78
show priority-flow-control statistics interface port-channel <port-FTEIST> ... 78
SNOW PIIVALE-VIAN ...t e e

show private-vlan <vlan-id>
SNOW PWI .eieiiiiiiiieccceee e

] alo )NV o VY [ g LT =T T [= P PO P PP PU ST TOPRPPT
show pwr time-range interface <port-list>
K aTe VYA =T [TUESEr=Tod oo 18 | o1 1] oo RSP PTSTTRI
SNOW TAITIUS-SEIVET ...ttt ettt ettt oot oo bt e o e b et e e s b et e e et e e e s e e es et e e ab et e nb e e ekt s e bt e e b e e e esbe e e nen e e e nane s
show remote-management [index] ...
show rmirror vian ..........cccceeciiiiiieennn,
show rmirror vian <vlan-i1d> ...,
show rmon alarm alarmtable [alarm-index]
show rmon event eventtable [event-index]

show rmon history historycontrol [index <hisStorycontrol—TN0EX>] ... 281
show rmon history historycontrol port-channel <INterface-—T0> ..o 281
show rmon statistics etherstats [index <etherstats-index>] .........cccccceeeviiiieecinnnnnn.

show rmon statistics etherstats port-channel <interface-id>
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K gTe VYA (e T ] (o [ U =T 'o IR SRPSPTRI
gl )Y A (o 11 (=T e AV o1 o T PO PUPPTSUPPPRN
show router igmp ........
show router ospf ......cccceevviveeeeins
show router ospf area ...............
SNOW FOULET OSPT NEIWOIK ...ttt ettt e e ettt et e e ettt e e e e ne bt e e e e e at bt e e e naee e e e e e neeeeeeeanneseaeeansbeeaaeeannnneaaean
gl YA (o 10 (=T o 1] o)l (=To 1] 1] o 11 | £ SRS
show router ospf summary-address
SNOW rOULEr OSPT VIFTUAU-INK ...ttt e e oottt e oo bt e e e e ab bt e e e e e bbbt e e e e nbbe e e e e ennreeaens
Lo AV A (o 10 | (=1 g (] o TSSO PT SRR
] al0) T (o 10 1 =] SRV 1 o T PP PP PP PT PP OPPPOT
SNOW FUNNMING-CONTIG ittt ekttt E et ekt e ekttt 4k e e ekt e eea e e e ek et e ek et e bbb e e et e e et e nnne e e b ees
show running-config [interface port-channel <port-list> [<attribute> [<...>]]]
show running-config [interface port-channel <port-list>] | begin <stringl>include <string2>
show running-config [interface port-channel <port-list>] | include <string>
show running-config [interface port-channel <port-list>] | refresh
Show runNNING-CONfIg NEIP ...eeii s
show running-config interface port-channel <port-list> | begin <string> ........
show running-config page
K gl V=T oV [od SR oo o1 1 o HNU PSP PPP PRI
show service-register ................

ShOW SAIOW ..c.oooiiiiiiii

show sfp <port-list>
K] 2101V [0 ) TP PP PU PP UPRTOPPPOT
K g Te ViV [0} A o0 | T ST PTRSPTIR
show slot config <slot-list>
gl VA g F=Tg e Yo F= Ui [o o H PP PPRTTSPTPP
) gL A VA a1 a ] o BES=T AVZ= T PSP PTTRPTRP
SNOW SNIMIP-SEIVET [USEIT ..iieeiitie ettt ettt oot e bt e 42 st e e st £ e et oo h s et e st 4o a e e e e h et e b et e b bt e e b e e et e e e e snne s
SNOW SPANNING-TIEE CONTIG ...eiiiiiieiiiie ittt e et e 1 s et e ea bt eea bt e ook bt e ek et ebe e e e b e e e et e e e e e b s
show ssh
show ssh key <rsal | rsa| dsa>
K Lo ATV o I 01 o B o o 1 S PP P PP RPPPPRP
show ssh session ..........cccccevenenn.
show stacking .......c.ccecveviiienineens
show stacking slot <number>
show stacking slot status
gLV A 8 o] g [T o F= T o PRSP PPT TSP
show system-information
show system-information
show tacacs-accounting
] [0 )TV = o= Loty Y =T PP POPRPRVRN
K LoV iY A (Yo o B 8] 0] o o o APPSR
show tech-support cpu
gl VA (=Tod g B B o] oo ol r= 1 o HN PSSP PPTP PP
g le VYA (= Tod g B U] o] o o]l o1 o 1V | PSSP PTTS PP
S alo )YV (Yot g BT U o] o Yo ]l 10 T=T0 g Lo Y A T PSP TP PR PP SRR PPRP
K] aT0 )V 110 o[ P OO TP TR PP PP OPPP PRSI
show time-range <name>
K Lo ATV A (T 0 g 1< o o TSP PPTSOPPPRTN
K aTe VYA (= 11 ol ol = T PSP P SOPPPRTN
show trtcm dscp profile ...............

ShOW trunk ......oooveviiniiiiicee

show vendor-id-based-vlan
] g Lol VA=Y ] ol o I [y i =T o 1 [ PP PRURUPURPTN
show vlan
show vian
show vian
SNOW VIAN SUEBN= 0> .ottt h e bbbt e bt e bt e bt e e bt e skt b e e sb e e s ab e e bt e s beesaneenneen
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Tl YA P o IS VA =T o El o PSR SRTP
S gl VA P T o ISV A =g Eel o b OO POPPPRN
Show vian <VIan—1d> COUNTETS .........ccciiiiiiiiiicii e
show vlan <vlan-id> interface port-channel <port-num> counters
ShOW VIaN Private-VIAN .........cooiiiiiiiii s
ShOW VIan Private-VIan SVEAN—T0> ... ettt e e oottt e e e ettt e e e et b e e e e e e st e e e e e e annaeeaeeanneneaeanneneaeaan
K L)Y AV F=Ta Ko e )71 o T SRR
show vlanlq ingress-check
show vlanlq port-isolation
) Lo MY AV P g B 7= od (] Vo [ PSPPSRSO
Lo )Y AV T oX ST F= T o ST PPRSPTRP
) aTo )NV V| To I S o o] i e [ Y e [ SRRSO
show zuld summary
SNUEAOWN SIOT SSTOT T ESTS ..ottt oo oo bttt e oo h bttt e ookt bt e e e oo R a b bt e e oo ea bbbt e e e e ea bt e e e eanbb e e e e e ennaneeeas
a1 Yo ] = Ui Lo o H PSSP PP PPN
S alag] s ig=1 o} o] o] fl Fo] o = [PPSR SUPRRRIN
snmp-server <[contact <system-contact>] [location <system-location>]>
snmp-server get-community [Cipher] <property> .........ccccieiiiieiiiiciiieene e
snmp-server set-community [CIPNEIT SPIrOPEIEY> ... e e ettt e e e s e e e e et e e e e antae e e e e anneeeeas
snmp-server trap-community [CIPNEr] SPIOPEITEY> ... e e st e et e e e e aabee s
snmp-server trap-destination <ip> [udp-port <socket-number>] [version <vl]v2c|v3>] [username <name>] ........ 297
snmp-server trap-destination <EP> €NADIE TrAPIS ....ocveiii i e e e e aa s
snmp-server trap-destination <ip> enable traps <aaa|interface | ip | switch | system> [options]
snmp-server trap-destination <ipP> €NabIe traPS @A .......cooueiiiiiii s
snmp-server trap-destination <ip> enable traps aaa <KOPTIONS> ... aeeee s
snmp-server trap-destination <ip> enable traps interface ............cccccouue.
snmp-server trap-destination <ip> enable traps interface <options>
snmp-server trap-destination <IP> €NADIE TrAPS I .vvviiiiiiiiiiie e e s e e e et e e e e e aa e e e e e earaeaeas
snmp-server trap-destination <ip> enable traps iP KOPTEONSD ....ccciiiiii i e e eaeeeaaeeas
snmp-server trap-destination <ip> enable traps SWILCN .......cooiiiiiiii e
snmp-server trap-destination <ip> enable traps switch <options>
snmp-server trap-destination <Ip> enNable traPs SYSTEIM .......ooi i e e
snmp-server trap-destination <ip> enable traps systemM <OPTTONSD .....c.coiiiiieiiiiieiie e se e see e aae e
snmp-server username <name> sec-level <noauth | auth | priv> [auth <md5 | sha> auth-password [cipher] <password>]
| [priv <des|aes> priv-password [cipher] <password>] group <group-name>
sNMP-Server VErsion SV2C [ V3 [ V3V2C> .ottt ettt et e e e e et e e e s enaeeeeeanees
SOUNCE BO2LP-PHIONLY SO - 75 .eeiiiii ittt ettt e ettt e e e ettt ee e ettt e e e e e s eeeeae e e aseeeeaeaaaneeeee e e meee e e e e nsee e e e e e nseeeeeeanneeeeaeannntneaaeaannnneaeas
source mirror-port <port-list> dir <ingress | egress | both>
SOUrCe refleCtor-POrt ...
source reflector-port <port-num> .............
source-port <port-list> ..o,
o T=Tal a1l aTe B (=T PO P PP P PP UPRTOPPPOT
e r=Talallale =TSR o To ) el [ S oS PRTSPT
spanning-tree <port-list> edge-port
spanning-tree <port-TIST> PAth-COSt KL-65535> ... ...t e e et e e e st a e e e e aineeee s
spanning-tree <POrT-EEST> PriONty <O-255> ...ttt e e e e e et e e e et e e e e e s e sbeeeeesetseaeesssbaaeaeesssaaeeeean
spanning-tree <POFrt—HBESTS TOOTGUAIT ......ooiuiiiiiiiiiii ettt ettt e bt e ek et e bt e s bt e et e e st e e e nnree s
spanning-tree hello-time <1-10> maximum-age <6-40> forward-delay <4-30>
SPANNING-TrEE NEIP ..ottt e e e e e e e
spanning-tree mode <RSTP | MRSTP | MSTP>
spanning-tree mode <RSTP | MRSTP | MSTP>
spanning-tree mode <RSTP | MRSTP | MSTP>
SPaNNINg-tree Prionity KO-6L440> ...ttt et e e e e e e e e st e e e e e s tteee e e e atbeeeeaassaeaeeasssseaeesansseeaeaanes
speed-duplex <auto | 10-half | 10-full ] 100-half | 100-full | 1000-full | 1000-auto | 10000-full | 40000-full>
] o Lo T TP PP TP OPRRPRPRN

] o Lo PO P PP TP U P OPRUPRPRON
ssh <1]2> <[user@]dest-ip> [command </>] ........cccoccovveerrinnnn.

ssh known-hosts <host-ip> <1024 | ssh-rsa | ssh-dsa> <key>
] 2= ox (] o o PSP P PRSPPI
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] e= Yot aTe i (o] foX SX o o F= L) £ SO STUPTPIP
] = T L pTe I e 10 111 N YAt R SO OPR
Stacking slot-id <current slot-id> renumber <new slot-id>
Stacking slot-id <current slot-id> renumber auto
STOrM-CONEIOl ...oviiiiiiee e

8] eTg ISy o T= 11T Y = T o LSRR
subnet-based-vlian dNCP-VIAN-OVEITIAE ........ ettt e et e e e e et e e e e e shee e e e e e neeeeeeeannteaaaeaannneeaens
subnet-based-vlan name <name> source-ip <ip> mask-bits <mask-bits> source-port <port> vlan <vlan-id> priority
O T TS P T TP TP PO VRTUPPOPRPPRN 318
subnet-based-vlan name <name> source-ip <ip> mask-bits <mask-bits> vlan <vlan-id> priority <0-7> ................ 318

subnet-based-vlan name <name> source-ip <ip> mask-bits <mask-bits> vlan <vlan-id> priority <0-7> inactive .318
summary-address <ip-address> <mask>
switchport access <vlan-1d> .........ccccooiiiiiiiiiiiineee
switchport forbidden vian add SVEAN—FEST> ...ttt e et e e e et e e e e aaes
switchport forbidden VIAN @A @ll ............oooi ettt e e e e e bbbt e e e et e e e e b et e e n e e e e e aane
switchport forbidden vlan remove <vlan-list> ...
switchport forbidden vian remove all .........ccccccoiiiiiiiiiiiecees
switchport hybrid allowed vlan <vlan-list>tagged ..............
switchport hybrid allowed vian <vlan-list> untagged
SWItChPOrt YDA PVIA SV AN =TS ..o ettt ettt e oottt e e e et e e e e e e h bbbt e e e et b e e e e eabeeeaeaantes
switchport mode <access | trunk | hybrid> ................
switchport mode access
switchport mode hybrid
SWILCRP O MO TIUNK ...ttt a ek et ekt e oo h et 4 bt e et e 4o Rt e ek bt e e ket e e b et e et b e e enb et e nnbeeeanbeeane
switchport trunk allowed vian <vlan-list>
switchport trunk allowed vian all .............cccccooiiiiiennnn
sWitchport trunk NAtive VIAN SVEAN—T0> ... ettt ettt e e ettt e e et e e e e e bbb e e e e e anbnreaeaates
V[ 8 [alallaTe EoTe] o)l [RUUU PSP PRS PP
Y2 (o T [ PO T PP OT PP PPRPOT
SYSlOQ Server KEP—addrEeSS> INACTIVE .....cociiiiiiii ittt e bt et e et eea et e et e st e e e naneeenanee s
syslog server <ip-address> level <level> [udp <socket-number>]
Vi (eTe R0 Y] o TSI Y/ 1> PP PPRP PP
Vi(eTe n Y] o J=IS 0/ o1=b = ol 114 AN Oy PO PRSPPI
syslog type commands Privilege <O-L4> ..t e e e e e e e e e e et e e e e e e rraaeaaa
tacacs-accounting host <index> <ip> [acct-port <socket-number>] [key [cipher] <key-string>] ....
tacacs-accounting tiMeEOUL <L-1000> ..........cciiuiieiiuieeiieeeiieesteeeateeesreeeseeeasteeeasseeessseeeaseeesseeessseeeasseeassseesssses
tacacs-server host <index> <ip> [auth-port <socket-number>] [key [cipher] <key-String>] .........ccccoovirinennnnn.
tacacs-server mode <index-priority | round-robin>
tacacs-server timeout <1-1000>
tagged <port-list> ...
tech-support cpu <threshold> keep <time> .............
L=Toda BRI0 o] o Yo u l n] o 1U RS d =11 T ] Lo SRRSO
L LTSy Al o)V =T (o | =T S USRS
test interface port-channel <port-list>
gl = ale]le I i o V= Y UL PSP PP PPPPPRN
TIME SNOUFIMENISECS ..ottt h e bt a ekt he e e et h e e eh e e et e bt oo bt e e e bt e b e e e b e e e et e nh e e bt et e bt et e e e r et
tiMe date KMONTN/AY/YEAI™S ......coceiii ettt e e et e st e e ettt e aateeesateeessteeeaseee e saeeaseeeensaeeanseeeanteeenseeesneeeanseeenne
TIME dAYlIgNT-SAVING-TIME .. ..ottt ettt ekt e bt e e bt e et et oo R bt e ek bt e ek et e e be e e ek b eeeab et e nnbeeeasbeeane
time daylight-saving-time end-date <week> <day> <month> <o”clock>
time daylight-SAVING-TIME NEIP ..o et ettt e oottt e e ettt e e e e bbbt e e e e bt e e e e e anbbe e e e e anbeeeaesanne
time daylight-saving-time start-date <week> <day> <month> <o”clock>
time timezone <-1200] ... [ L2003 ........ooiiuiiiiiiieiiee et
timer garbage-collection <1-65535>
timer timeout <1-65535> ..........c.cccceviieennnnn.
LTS Ul oo P TSI R o1 1 | U STSPPII
time-range <name> [absolute start <hh:mm> <1-31> <jan-dec> <1970-2037> end <hh:mm> <1-31> <jan-dec> <1970-
P o T T O OO U PO OPR PP PPPOPRN 327
time-range <name> [periodic <[ <monday | tuesday | wednesday | thursday | friday | saturday | sunday><hh:mm> to
monday | tuesday | wednesday | thursday | friday | saturday | sunday> <hh:mm>][<[monday][tues-
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day][wednesday][thursday][friday][saturday][sunday] | daily | weekdays | weekend> <hh:mm> to <hh:mm>]

327
HMESYNC <AAYHIME UM NP> .ottt ettt et e et et e e i b et ek bt e e kbt e e bt e e kb eesabe e e nnbeeeabbeeene
timesync server <ip | domain name>
traceroute <ip|host-name> [vlan <vlan-id>] [ttl <1-255>] [wait <1-60>] [queries <1-10>]
LYot Co T UL (< a1 o TSRS
tracerouteb <ipv6-addr ] host-name> <[ttl <1-255>] [wait <1-60>] [queries <1-10> 1> ...cocceeiiireiireeiiee e see e
traceroute6 help
traffic-class <id> scheduler <sp | ets <weight>> [Name <NAME>] .....cccciiiiiiiieiie e
transceiver-ddm tMEr KL - 42949673 ........ooiii itttk s et bt e st e e et e s bt s b e e sbe e s e e bt e sbe e e e

trtcm dscp green <0-63>
trtcm dscp profile <name>
trtcm dscp profile <name> dscp green <0-63> yellow <0-63> red <0-63> ....
trtcm dscp red <0-63> .................
trtcm dscp yellow <0-63>
trtcm mode <color-aware | color-blind>
g0l gl oI R = W= PSP PPRTSPTPP
L Lo N N 2 ECT R RGN LU PR PU PPN
trunk <T1] T2 13| T4 | 75| 76> criteria <src-mac | dst-mac | src-dst-mac | src-ip | dst-ip | src-dst-ip>
trunk <TL]T2 T3 T4 T5]T6> interface <port—lEST> ...
L0 e RN I A T R ST LSl = e o T TP T PP T PRSP PU ST PPRP
trunk interface <port-1list> timeout <lacp-timeout>
unicast-nonunicast-weight <weight> <weight>
unknown-multicast-frame <drop [ flOOTING> ......coooii ettt e e e e e e abea e e e e anneees
(U]l e=Yo o [=To IR o Lol wcl I K=} v PP PRPRP
(V2= Te F= N (== To [0 [ LT SO
(V=1 Fo N L o] (Y [ O PO PSP TR PU PP PPPPOT
vendor-id-based-vlan name <name> source-mac <mac-addr> mask <mask> <vlan-id> priority <0-7> [weight <0-
1 D [ PO RR PP PUTUPPPPPRN
LV = ISt R 0V TSP RS OPUPPRP
vlan <1-4094> .............
vian <1-4094> .............
vlan <vlan-id> .........
LV E= LISV =T Ll o bR
LVZE= ol Ko le LY/ o o T TSP RSO PPPPPP
vlanlq ingress-check
vlanlq port-isolation
vlanlq port-isolation
VA E= T E aaF=T o o 11 0 Te [ PP PP PU PP UPRTOPPPTOT
AV/E= o 0 F=1 o] o 11 [ [T
vlan-mapping name <name> interface port-channel <port> vlan <1-4094> translated-vlan <1-4094> priority <0-7> ..
347
vlan-mapping name <name> interface port-channel <port> vlan <1-4094> translated-vian <1-4094> priority <0-7> in-
F= o 11V ST RRPPRRN
(VA E= T B £ Yo (] [ O OO PO P PP UPRTOPPRPTOT
vlan-stacking <sptpid> ...
V= g B = ot (] g Te [ o 1 Te ] 11V o TP P PP PUPPPUPPRPPN
vlan-stacking role <normal] access | tunnel>
vlan-stacking selective-qing name <name> interface port-channel <port> cvid <cvid> spvid <spvid> priority <0-7>
351
vlan-stacking selective-ging name <name> interface port-channel <port> cvid <cvid> spvid <spvid> priority <0-7>
19 F= T 1Y PSR PRUURTRRPR
VIAN-StACKING SPVID SL-4094> ... ..ot et e e e ettt e e e ettt et e e e e kae e e e e e ambee e e e e e s beeeaeeamseeeeeeeanneeeeeeaasaeseeeaannneeeeeeannenns
vlan-stacking tunnel-tpid <tpid>
vlan-trunking ......cccceeeviiiiiie e
vian-type <802.10 [ POIT-D@SEUS .........oiiiiiiiii ettt
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AV e Ta T aY o TSI 10 A Ko o To] g i o T= 11T o bR RRPR
VOICE-VIAN SV EAN T ettt oottt e e oottt e e ook bbbt e e ook bttt e oo oo hb b et e e e e nbe e e e e bbe e e e e e anbneeeeenanneeas
voice-vlan oui <mac-addr> mask <mask-addr> description <description>
VOICE-VIAN PrIONLY SO=7> ..oiiiiiiiiiiiiie ettt e e e e s e e e e e et e e e satbeee e e s araeaeeeaas
weight <wt1> <wt2> ... <wt8>
1717 (o TSRS RPT
1717 (o PSSP EPT
wol relay udp <destination-socket> source-vlan <vlan-list> destination-vlan <vlan-list>
LN alcT ap Tl oV RN T e (=3 e PSSP PPPRP

zuld
zuld
b4V{[e WapleTe (IS ale ] a gl 1N [F= Lo [0 IS YLD PP PPRT PP
b4V [[o [ o] 0] ook 1] 0 g (SRR ST I 1SR PRTSPTRP
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