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IDRAC Property Database Group and Object
Descriptions

The iDRAC property database contains the configuration information for iDRAC. Associated object is organizing data, and object group is
organizing object. The IDs for the groups and objects that the property database supports are listed in this guide. To configure iDRAC, use
the group and object IDs.

All string values are limited to displayable ASCII characters, except where otherwise noted.

)

NOTE: You can configure a setting that does not have a hash symbol (#) as the prefix in its output name. To modify a
configurable object, use the -o option.

Topics:

New In This Release

New In This Release

Added support for iDRAC.CurrentIPv6.DHCPv6Address subcommand
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IDRAC Attributes

Topics:

iDRAC.ActiveDirectory
iDRAC.ADGroup
iDRAC.ASRConfig
iDRAC.Autodiscovery
iDRAC.AutoOSLockGroup
iDRAC.CurrentIPV4
iDRAC.CurrentlPV6
iDRAC.CurrentNIC
iDRAC.DCSCustom
iDRAC.DefaultCredentialMitigationConfigGroup
iDRAC.EmailAlert
iDRAC.GroupManager
iDRAC.GUISecurityPolicyMessage
iDRAC.Info
iDRAC.IntegratedDatacenter
iDRac.lOIDOpt
iDRAC.IPBlocking
iDRAC.IPMILan
iDRAC.IPMISerial
iDRAC.IPMISOL
iDRac.IPv4
iDRAC.IPV4Static
iDRAC.IPV6
iDRAC.IPvBStatic
iDRAC.IPVEBURL
iDRAC.LDAP
iDRAC.LDAPRoleGroup
iDRAC.LocalSecurity
iDRAC.Lockdown
iDRAC.Logging
iDRAC.MgmtNetworkinterface
iDRAC.NICStatic
iDRAC.NIC
iDRAC.NTPConfigGroup
iDRAC.OS-BMC
iDRAC.Platformcapability
iDRAC.RACADM
iDRAC.Redfish
iDRAC.RedfishEventing
iDRAC.RemoteHosts
iDRAC.RFS

iDRAC.RSM
iDRAC.Security
iDRAC.SecurityCertificate
iDRAC.Serial
iDRAC.SerialRedirection
iDRAC.ServerBoot
iDRAC.ServiceModule
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iDRAC.Smartcard
iDRAC.SNMP
iDRAC.SNMPAlert
iDRAC.SNMPTRAPIPv4
iDRAC.SNMPTRAPIPv6
iDRAC.SSH
iDRAC.SupportAssist

iDRAC.SwitchConnectionView

iDRAC.SysInfo
iDRAC.Syslog
iDRAC.Telnet
iDRAC.Time
iDRAC.Update
iDRAC.USB
iDRAC.Userdomain
iDRAC.Users
iDRAC.vFlashPartition
iDRAC.vFlashSD
iDRAC.VirtualConsole
iDRAC.VirtualMedia
iDRC.VNCServer
iDRAC.WebServer

IDRAC.ActiveDirectory

This group contains the attributes that provides details about ActiveDirectory.

IDRAC.ActiveDirectory.AuthTimeout (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the number of seconds to wait for Active Directory authentication requests to complete before timing

out.

Integral values from 15 to 300

120
Configure iDRAC
iDRAC Enterprise

None

IDRAC.ActiveDirectory.CertValidationEnable (Read or

Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enables or disables Active Directory certificate validation as a part of the Active Directory configuration process.

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Enterprise

None
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IDRAC.ActiveDirectory.DCLookupByUserDomain (Read or

Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Chooses the way the user domain is looked up for Active Directory.

Disabled-0
Enabled-1

1
Configure iDRAC
iDRAC Enterprise

Cannot be Disabled unless DC Lookup Domain Name is set

IDRAC.ActiveDirectory.DCLookupDomainName (Read or

Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

This is the configured search domain to use when DCLookupByUserDomain is disabled

String of up to 254 ASCII characters.
None
Configure iDRAC
iDRAC Enterprise

None

IDRAC.ActiveDirectory.DCLookupEnable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Configures iDRAC to use pre-configured domain controllers or to use DNS to find the domain controller.

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Enterprise

None

IDRAC.ActiveDirectory.DomainController1 (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the LDAP server from which you want the iDRAC to obtain user names

String of up to 254 ASCII characters.
None
Configure iDRAC
iDRAC Enterprise

None
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IDRAC.ActiveDirectory.DomainController2 (Read or Write)

Description Specifies the LDAP server from which you want the iDRAC to obtain user names
Legal Values - String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.DomainController3 (Read or Write)

Description Specifies the LDAP server from which you want the iDRAC to obtain user names
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.Enable (Read or Write)

Description Enables or disables Active Directory user authentication on iDRAC
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.GCLookupEnable (Read or Write)

Description Determines how the global catalog server is looked up.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.GCRootDomain (Read or Write)

Description The name of the Active Directory root domain used for DNS look up, to locate Global Catalog servers.
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Legal Values - String of up to 254 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.GlobalCatalog1 (Read or Write)

Description Specifies the Global Catalog server from which you want the iDRAC to obtain user names.
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.GlobalCatalog2 (Read or Write)

Description Specifies the Global Catalog server from which you want the iDRAC to obtain user names.
Legal Values - String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.GlobalCatalog3 (Read or Write)

Description Specifies the Global Catalog server from which you want the iDRAC to obtain user names.
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.RacDomain (Read or Write)

Description Active Directory Domain in which iDRAC resides.
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise
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Dependancy None

IDRAC.ActiveDirectory.RacName (Read or Write)

Description Name of iDRAC as recorded in the Active Directory forest.
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.Schema (Read or Write)

Description Determines the schema type to use with Active Directory.

Legal Values - Extended Schema-1
Standard Schema-2

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ActiveDirectory.SSOEnable (Read or Write)

Description Enables or disables Active Directory single sign-on authentication on iDRAC.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy Cannot be Enabled unless SmartCard Logon Enable is Disabled

iDRAC.ADGroup

This group contains the attributes that provides details about ADGroup.

IDRAC.ADGroup.Domain (Read or Write)

Description Active Directory Domain in which the Role Group resides.
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise
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Dependancy None

IDRAC.ADGroup.Name (Read or Write)

Description Name of the Role Group as recorded in the Active Directory forest.
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.ADGroup.Privilege (Read or Write)

Description Role-based authority privileges for a Role Group
Legal Values - Integral values from 0 to 511
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

iIDRAC.ASRConfig

This group contains the attributes that provides details about ASR configuration.

IDRAC.ASRConfig.Enable (Read or Write)

Description Status of ASR Config
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Autodiscovery

This group contains the attributes that provides details about i DRAC.Autodiscovery.

IDRAC.Autodiscovery.EnablelPChangeAnnounce (Read or
Write)

Description Enable Auto Discovery to allow 1:many consoles to discover iIDRAC
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Legal Values . Disabled-0
Enabled-1

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.Autodiscovery.EnablelPChangeAnnounceFromDHC
P (Read or Write)

Description Enable iDRAC to obtain list of consoles through DHCP.
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.Autodiscovery.EnablelPChangeAnnounceFrommDN
S (Read or Write)

Description Enable iDRAC to obtain list of consoles through mDNS
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.Autodiscovery.EnablelPChangeAnnounceFromUnic
astDNS (Read or Write)

Description Enable iDRAC to obtain list of consoles through unicast DNS.
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None
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IDRAC.Autodiscovery.UnsolicitediIPChangeAnnounceRate
(Read or Write)

Description Rate of periodic refresh of IP address to consoles

Legal Values . Disabled-0

1 hour-1

6 hours-2

12 hours-3

1day-4

3 days-5

1 week-6

2 weeks-7

4 weeks-8

6 weeks-9
Default Value 4
Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.AutoOSLockGroup

This group contains the attributes that provides details about Auto OS lock group.

@ | NOTE: TheiDRAC.AutoOSLock command is deprecated and replaced with iDRAC.AutoOSLockGroup command.

IDRAC.AutoOSLockGroup.AutoOSLockState (Read or
Write)

Description Enable Auto OS Lock State
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentIPV4

This group contains the attributes that provides details about iDRAC.CurrentIPV4.

IDRAC.CurrentlPv4.Address (Read Only)

Description The current IPv4 address assigned to the iDRAC
Legal Values - String of up to 16 ASCII characters.
Default Value 0.0.0.0
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Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv4.DHCPEnable (Read Only)

Description Specifies if DHCP is used to assign the iIDRAC IPv4 address
Legal Values .- Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv4.DNS1 (Read Only)

Description IPv4 address for DNS server 1
Legal Values - String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv4.DNS2 (Read Only)

Description IPv4 address for DNS Server 2
Legal Values - String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv4.DNSFromDHCP (Read Only)

Description Specifies if the DNS server IPv4 addresses should be assigned from the DHCP server on the network.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iDRAC Attributes

61



IDRAC.CurrentlPv4.DupAddrDetected (Read Only)

Description The current IPv4 address assigned to the IDRAC
Legal Values - String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentiPv4.Enable (Read Only)

Description Enables or Disables the iDRAC IPv4 stack
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv4.Gateway (Read Only)

Description The gateway for the iDRAC IPv4 address
Legal Values . String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv4.Netmask (Read Only)

Description The subnet mask used for the iDRAC IPv4 address
Legal Values . String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iDRAC.CurrentiPV6

This group contains the attributes that provides details about current IPv6 settings.
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IDRAC.CurrentlPv6.Address1 (Read Only)

Description iDRAC IPv6 Address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address10 (Read Only)

Description iDRAC IPv6 tenth address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address11 (Read Only)

Description iDRAC IPv6 eleventh address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address12 (Read Only)

Description iDRAC IPv6 twelfth address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address13 (Read Only)

Description iDRAC IPv6 thirteenth address

Legal Values - String of up to 63 ASCII characters.
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Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address14 (Read Only)

Description iDRAC IPv6 fourteenth address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address15 (Read Only)

Description iDRAC IPv6 fifteenth address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address2 (Read Only)

Description iDRAC IPv6 second address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address3 (Read Only)

Description iDRAC IPv6 third address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.CurrentlPv6.Address4 (Read Only)

Description iDRAC IPv6 fourth address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentIPv6.Address5 (Read Only)

Description iDRAC IPv6 fifth address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address6 (Read Only)

Description iDRAC IPv6 sixth address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address7 (Read Only)

Description iDRAC IPv6 seventh address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentIPv6.Address8 (Read Only)

Description iDRAC IPv6 eighth address

Legal Values - String of up to 63 ASCII characters.
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Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Address9 (Read Only)

Description iDRAC IPv6 ninth address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.AutoConfig (Read Only)

Description Enables or Disables the iDRAC IPv6 auto configuration option
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.DHCPv6Address (Read Only)

Description Specifies the IDRAC DHCPv6 Address.
Legal Values String of up to 63 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.DNS1 (Read Only)

Description IPv6 DNS Server 1 Address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.CurrentlPv6.DNS2 (Read Only)

Description IPv6 DNS Server 2 Address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.DNSFromDHCP6 (Read Only)

Description Specifies if the DNS Server addresses are obtained from DHCP or not
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.DUID (Read Only)

Description DHCP Unique Identifier
Legal Values - String of up to 63 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Enable (Read Only)

Description Enables or Disables iDRAC IPv6 stack
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.Gateway (Read Only)

Description iDRAC IPv6 Gateway
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Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.IPV6NumOfExtAddress (Read Only)

Description Total number of extended IP
Legal Values - Integral values from O to 255
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.LinkLocalAddress (Read Only)

Description iDRAC IPv6 Link Local Address
Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentlPv6.PrefixLength (Read Only)

Description Prefix length for the IDRAC IPv6 Address
Legal Values - Integral values from 1to 128
Default Value 64

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iIDRAC.CurrentNIC

This group contains the attributes that provide details about current NIC.

IDRAC.CurrentNIC.ActiveNIC (Read Only)

Description Currently Active iDRAC network interface

Legal Values . None-0
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Dedicated-1
LOM1-2
LOM2-3
LOM3-4
LOM4-5
LOMb5-6
LOMB-7
LOM7-8
LOMS8-9
LOM9-10
LOM10-1
LOM11-12
LOM12-13
LOM13-14
LOM14-15
LOM15-16
LOM16-17

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.ActiveSharedLOM (Read Only)

Description Currently Active iDRAC shared network interface

Legal Values . None-0

LOM1-1
LOM2-2
LOM3-3
LOM4-4
LOMb5-5
LOMG6-6
LOM7-7
LOM8-8
LOM9-9
LOM10-10
LOMT1-11
LOM12-12
LOM13-13
LOM14-14
LOM15-15
LOM16-16

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.AutoDetect (Read Only)

Description Enable or disable auto detection feature of iDRAC

iDRAC Attributes 69



Legal Values . Disabled-0
Enabled-1

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.Autoneg (Read Only)

Description Enables autonegotiation of physical link speed and duplex
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.DedicatedNICScanTime (Read Only)

Description Shared to Dedicated Failover Timeout
Legal Values - Integral values from 5 to 255
Default Value 5

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.DNSDomainFromDHCP (Read Only)

Description Specifies that the IDRAC DNS Domain Name should be assigned from the network DHCP server.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.DNSDomainName (Read Only)

Description The DNS Domain Name
Legal Values - String of up to 254 ASCII characters.
Default Value None
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Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.DNSRacName (Read Only)

Description The iDRAC name, which is IDRAC-&It;SVCTAG&gt; by default
Legal Values . String of up to 63 ASCI characters.
Default Value idrac-SVCTAG

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.DNSRegister (Read Only)

Description Registers the IDRAC name with the DNS server.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.Duplex (Read Only)

Description Specifies the duplex setting for the iDRAC NIC
Legal Values . Half-0

full-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.Enable (Read Only)

Description Enables or Disables the iDRAC network interface controller.
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

IDRAC.CurrentNIC.Failover (Read Only)

Description Specifies the NIC Failover LOM

Legal Values . None-0

LOM1-1
LOM2-2
LOM3-3
LOM4-4
ALL-5

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.LinkStatus (Read Only)

Description iDRAC Link Status.
Legal Values . No-0

Yes-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.MACAddress (Read Only)

Description The MAC Address of the iDRAC
Legal Values . String of up to 17 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.MACAddress2 (Read Only)

Description The MAC Address 2 of the iDRAC
Legal Values . String of up to 17 ASCIl characters.
Default Value 00:00:00:00:00:02

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

IDRAC.CurrentNIC.MgmtifaceName (Read Only)

Description The name of the Management Network Interface
Legal Values . String of up to 11 ASCII characters.
Default Value bond0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.MTU (Read Only)

Description The size in bytes of the maximum transmission unit used by the iDRAC NIC
Legal Values - Integral values from 576 to 1500
Default Value 1500

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.NumberOfLOM (Read Only)

Description Number of shared LOM available for iDRAC network interface
Legal Values - Integral values from O to 8
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.Selection (Read Only)

Description Specifies the current mode of operation for the IDRAC network interface controller
Legal Values . Dedicated-1

LOM1-2

LOM2-3

LOM3-4

LOM4-5
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.CurrentNIC.SharedNICScanTime (Read Only)

Description Dedicated to Shared Failover Timeout
Legal Values - Integral values from 5 to 255
Default Value 30

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.Speed (Read Only)

Description Specifies the speed for the iIDRAC NIC

Legal Values . 10-0
100-1
1000-2
2500-3
10000-4
20000-5
25000-6
40000-7
50000-8
100000-9

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.VLanEnable (Read Only)

Description Enables or Disables the VLAN capabilities of the iDRAC
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.VLanID (Read Only)

Description Specifies the VLAN ID for the network VLAN configuration
Legal Values - Integral values from 1to 4094
Default Value 1

Write Privilege Configure iDRAC
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License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.VLanPriority (Read Only)

Description Specifies the VLAN priority for the network VLAN configuration
Legal Values - Integral values from 0 to 7
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.CurrentNIC.VLanSetting (Read Only)

Description Auto VLAN Setting

Legal Values - Both Enable-0
Disabled on Dedicated-1
Disabled on share-2

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iDRAC.DCSCustom

This group contains the attributes that provides DCS custom details.

IDRAC.DCSCustom.RRCCardPresent (Read or Write)

Description Indicates the presence or absence of RRC card or any other fabric
Legal Values - NotApplicable-0

Unknown-1

Present-2

Absent-3
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.DCSCustom.WANCardPresent (Read or Write)

Description Indicates the presence or absence of WAN Card

Legal Values - Unknown-0
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Present-1
Absent-2
NotApplicable-3

Default Value 3
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.DefaultCredentialMitigationConfigGroup

(D | NOTE: The iDRAC.Tuning group is deprecated and replaced with iDRAC.DefaultCredentialMitigationConfigGroup group.

This group contains the attributes that provide details about iDRAC Default Credential Mitigation Configuration Group.

IDRAC.DefaultCredentialMitigationConfigGroup.DefaultCr
edentialMitigation (Read or Write)

Description Enable Default Credential Mitigation

®

NOTE: Attribute naming might not be same across all interfaces. Use the key string to find and
compare correct attribute name in WSMAN SCP.

Legal Values - Disabled-0
Enabled-1

Default Value 1

Write Privilege Configure User

License Required iDRAC Basic

Dependancy None

IDRAC.EmailAlert

This group contains the attributes that provide details about email alerts.

IDRAC.EmailAlert.Address (Read or Write)

Description Specifies the destination email address for email alerts
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.EmailAlert.CustomMsg (Read or Write)

Description Specifies the custom message that forms the subject of the alert
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Legal Values

Default Value
Write Privilege
License Required

Dependancy

String of up to 32 ASCII characters.
None
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

IDRAC.EmailAlert.Enable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enables or Disables the destination to receive alerts

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

IDRAC.GroupManager

This group contains the attributes that provides details about GroupManager.

IDRAC.GroupManager.GroupName (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

IDRAC.GroupManager.GroupUUID (Read Only)

NOTE: The iDRAC.GroupManager.GroupUID attribute is deprecated and replaced with

GroupName is the user specified name of the IDRAC Group Manager local group.

String of up to 32 ASCII characters.
None
Configure iDRAC
iDRAC Basic, iDRAC Express, or iDRAC Enterprise

None

iDRAC.GroupManager.GroupUUID attribute.

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

GroupUUID is a universally unique identifier that is automatically generated when the iDRAC Group Manager local
group is created. This is used to track a group and remains constant for the life of the group.

String of up to 32 ASCII characters.
None
Configure iDRAC
iDRAC Basic, iDRAC Express, or iDRAC Enterprise

None
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IDRAC.GroupManager.Status (Read or Write)

@ NOTE: The iDRAC.GroupManager.Globalstate command is deprecated and replaced with iDRAC.GroupManager.Status

command.

Description Enables or disables Group Management. iDRAC Group Manager feature offers simplified basic management of
iDRACs on the same local network using the iDRAC GUI. When enabled a link local IPv6 address is used to
discover and communicate with other iDRACs.

Legal Values . Disabled-0

Enabled-1

Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.GUISecurityPolicyMessage

This group contains the attributes that provides details about GUI security policy message.

IDRAC.GUL.SecurityPolicyMessage (Read or Write)

Description Security Policy Message Displayed on the GUI login screen
Legal Values - String of up to 1024 ASCII characters.
Default Value By accessing this computer, you confirm that such access complies with your organization's security policy.

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Info

This group contains the attributes that provides details about iDRAC info.

IDRAC.Info.Build (Read Only)

Description String containing the current product build version
Legal Values - String of up to 16 ASCII characters.
Default Value 25

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Info.CPLDVersion (Read Only)

Description Specifies the CPLD firmware version of the server.
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Legal Values . String of up to 6 ASCII characters.

Default Value 0.0.0
Write Privilege Server Configuration
License Required iDRAC Basic

Dependancy None

IDRAC.Info.Description (Read Only)

Description Text description of the iDRAC
Legal Values . String of up to 512 ASCII characters.
Default Value This system component provides a complete set of remote management functions for Dell PowerEdge Server.

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Info.HWRev (Read Only)

Description Specifies the IDRAC hardware revision.
Legal Values - String of up to 256 ASCII characters.
Default Value .01

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Info.IPMIVersion (Read Only)

Description Current IPMI Version supported on iDRAC
Legal Values . String of up to 20 ASCII characters.
Default Value 2

Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

IDRAC.Info.Name (Read Only)

Description User assigned name identifying this controller
Legal Values . String of up to 15 ASCII characters.
Default Value iDRAC

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

IDRAC.Info.Product (Read Only)

Description String identifying the Product
Legal Values . String of up to 71 ASCI characters.
Default Value Integrated Dell Remote Access Controller

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Info.RollbackBuild (Read Only)

Description Specifies the IDRAC rollback build number.
Legal Values - String of up to 256 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Info.RollbackVersion (Read Only)

Description Specifies the IDRAC rollback version.
Legal Values . String of up to 256 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Info.ServerGen (Read Only)

Description String containing the current server generation
Legal Values . 12G-1

13G-2

14G-3
Default Value 3

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.Info.Type (Read Only)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Identifies the remote access controller type as iDRAC

12G/13G/14G-0
Other-1
Unknown-2

12G Monolithic-16
12G Modular-17
13G Monolithic-32
13G Modular-33
12G DCS-21

13G DCS-34

14G Monolithic-48
14G Modular-49
14G DCS-50

1
Configure iDRAC
iDRAC Basic

None

IDRAC.Info.Version (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

IDRAC.IntegratedDatacenter

This group contains the attributes that provides details about Integrated datacenter.

IDRAC.IntegratedDatacenter.DiscoveryEnable (Read or

Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

String containing the current product firmware version

String of up to 63 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

Enable Autodiscovery

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Basic

None
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iDRac.I0OIDOpt

This group contains the attributes that provides details about iDRAC I0IDOpt.

IDRAC.IOIDOpt.InitiatorPersistencePolicy (Read or Write)

Description Initiator Persistence Policy

Legal Values . None-0

WarmReset-1

ColdReset-2

WarmReset, ColdReset-3
ACPowerlLoss-4

WarmReset, ACPowerlLoss-5
ColdReset, ACPowerlLoss-6
WarmReset, ColdReset, ACPowerloss-7

Default Value 7
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iDRAC.IOIDOpt.I0IDOptEnable (Read or Write)

Description Enable IO Identity Optimization
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IOIDOpt.StorageTargetPersistencePolicy (Read or
Write)

Description Storage Target Persistence Policy

Legal Values . None-0

WarmReset-1

ColdReset-2

WarmReset, ColdReset-3
ACPowerlLoss-4

WarmReset, ACPowerlLoss-5
ColdReset, ACPowerlLoss-6
WarmReset, ColdReset, ACPowerloss-7

Default Value 7
Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

IDRAC.IOIDOpt.VirtualAddressPersistencePolicyAuxPwrd
(Read or Write)

Description Virtual Address Persistence Policy Auxiliary Powered

Legal Values . None-0

WarmReset-1

ColdReset-2

WarmReset, ColdReset-3
ACPowerloss-4

WarmReset, ACPowerloss-5
ColdReset, ACPowerloss-6
WarmReset, ColdReset, ACPowerloss-7

Default Value 3
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IOIDOpt.VirtualAddressPersistencePolicyNonAuxP
wrd (Read or Write)

Description Virtual Address Persistence Policy Non Auxiliary Powered

Legal Values . None-0

WarmReset-1

ColdReset-2

WarmReset, ColdReset-3
ACPowerlLoss-4

WarmReset, ACPowerlLoss-5
ColdReset, ACPowerlLoss-6
WarmReset, ColdReset, ACPowerloss-7

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPBlocking

This group contains the attributes that provides details about IP Blocking.

IDRAC.IPBlocking.BlockEnable (Read or Write)

Description Enables or disables the IPv4 address blocking feature of iDRAC.
Legal Values - Disabled-0
Enabled-1
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Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.IPBlocking.FailCount (Read or Write)

Description Specifies the maximum number of login failures to occur within the window before login attempts from the IP
address are rejected.

Legal Values - Integral values from 2 to 16

Default Value 3
Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.IPBlocking.FailWindow (Read or Write)

Description Defines the time span in seconds that the failed attempts are counted.
Legal Values - Integral values from 10 to 65535
Default Value 60

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.IPBlocking.PenaltyTime (Read or Write)

Description Defines the time span in seconds that session requests from an IP address with excessive failures are rejected.
Legal Values - Integral values from 2 to 65535
Default Value 60

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.IPBlocking.RangeAddr (Read or Write)

Description Specifies the IPv4 address of IPv4 Address Range 1 of the IP blocking feature of iDRAC.
Legal Values . String of up to 16 ASCII characters.
Default Value 192.168.1.1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

84 iDRAC Attributes



IDRAC.IPBlocking.RangeEnable (Read or Write)

Description Enables or disables IPv4 Address Range 1 of the IP blocking feature of iDRAC.
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.IPBlocking.RangeMask (Read or Write)

Description Specifies the IPv4 subnet mask of IPv4 Address Range 1 of the IP blocking feature of iDRAC.
Legal Values . String of up to 16 ASCII characters.
Default Value 255.255.255.0

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.IPMILan

This group contains the attributes that provides details about iDRAC IPMI Lan.

IDRAC.IPMILan.AlertEnable (Read or Write)

Description Enables or Disables global email alerting
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMILan.CommunityName (Read or Write)

Description Specifies the SNMP community name for traps
Legal Values . String of up to 18 ASCII characters.
Default Value public

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.IPMILan.Enable (Read or Write)

Description Enables or Disables the IPMI over LAN interface
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMILan.EncryptionKey (Read or Write)

Description Specifies the IPMI Encryption key
Legal Values . String of up to 40 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMILan.PrivLimit (Read or Write)

Description Specifies the maximum privilege level for IPMI over LAN access
Legal Values . User-2
Operator-3

Administrator-4

Default Value 4
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMISerial

This group contains the attributes that provides details about iDRAC IPMI Serial.

@ | NOTE: This is supported only for rack and tower systems.

IDRAC.IPMISerial.BaudRate (Read or Write)

Description Specifies the baud rate for serial connection over IPMI

Legal Values - 9600-9600
19200-19200
57600-57600
115200-115200

Default Value 57600
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Write Privilege
License Required

Dependancy

Configure iDRAC
iDRAC Basic

None

IDRAC.IPMISerial.ChanPrivLimit (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the maximum privilege limit allowed on the IPMI serial channel

User-2
Operator-3
Administrator-4

4
Configure iDRAC
iDRAC Basic

None

IDRAC.IPMISerial.ConnectionMode (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Determines the IPMI defined mode of the serial port
Terminal-0
Basic-1

1

Configure iDRAC

iDRAC Basic

None

IDRAC.IPMISerial.DeleteControl (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enables or Disables delete control on the IPMI serial interface

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Basic

None

IDRAC.IPMISerial. EchoControl (Read or Write)

Description

Legal Values

Default Value

Write Privilege

Enables or Disables echo control on the IPMI serial interface

Disabled-0
Enabled-1

1
Configure iDRAC
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License Required iDRAC Basic

Dependancy None

IDRAC.IPMISerial.FlowControl (Read or Write)

Description Specifies the Flow Control setting for IPMI serial port
Legal Values . None-0

RTS/CTS-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMISerial.HandshakeControl (Read or Write)

Description Enables or Disables the IPMI terminal mode handshake control
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMISerial.InputNewLineSeq (Read or Write)

Description Specifies the input new line sequence for the IPMI serial interface
Legal Values . Enter-1

Null-2
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMISerial.LineEdit (Read or Write)

Description Enables or Disables line editing on the IPMI serial interface
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.IPMISerial.NewLineSeq (Read or Write)

Description Specifies the new line sequence for the IPMI serial interface

Legal Values . None-0
CR-LF-1
NULL-2
CR-3
LF-CR-4
LF-5

Default Value 1

Write Privilege Configure iDRAC

License Required iDRAC Basic

Dependancy None

iDRAC.IPMISOL

This group contains the attributes that provides details about iDRAC IPMI SOL.

IDRAC.IPMISOL.Accumulatelnterval (Read or Write)

Description Specifies the typical amount of time that iDRAC waits before transmitting a partial SOL character data packet
Legal Values - Integral values from 1to 255
Default Value 10

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMISOL.BaudRate (Read or Write)

Description Specifies the Baud rate for serial communication over LAN

Legal Values . 9600-9600
19200-19200
57600-57600
115200-115200

Default Value 115200
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMISOL.Enable (Read or Write)

Description Enables or disables Serial Over LAN (SOL)
Legal Values - Disabled-0
Enabled-1
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Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMISOL.MinPrivilege (Read or Write)

Description Specifies the minimum privilege level required for serial access
Legal Values . User-2
Operator-3

Administrator-4
Default Value 4
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPMISOL.SendThreshold (Read or Write)

Description Specifies the SOL threshold limit value and the maximum number of bytes to buffer before sending an SOL data
packet

Legal Values - Integral values from 1to 255

Default Value 255

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRac.IPv4

This group contains the attributes that provides details about iDRAC IPv4 settings.

IDRAC.IPv4.Address (Read or Write)

Description The current IPv4 address assigned to the IDRAC
Legal Values . String of up to 16 ASCII characters.
Default Value 192.168.0.120

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv4.DHCPEnNable (Read or Write)

Description Specifies if DHCP is used to assign the IDRAC IPv4 address
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Legal Values

Default Value
Write Privilege
License Required

Dependancy

Disabled-0
Enabled-1

1
Configure iDRAC
iDRAC Basic

None

IDRAC.IPv4.DNS1 (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

IPv4 address for DNS server 1

String of up to 16 ASCII characters.
0.0.0.0
Configure iDRAC
iDRAC Basic

None

IDRAC.IPv4.DNS2 (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

IPv4 address for DNS Server 2

String of up to 16 ASCII characters.
0.0.0.0
Configure iDRAC
iDRAC Basic

None

IDRAC.IPv4.DNSFromDHCP (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies if the DNS server IPv4 addresses should be assigned from the DHCP server on the network.

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Basic

None

IDRAC.IPv4.Enable (Read or Write)

Description

Legal Values

Default Value

Enables or Disables the iDRAC IPv4 stack

Disabled-0
Enabled-1

1
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Write Privilege
License Required

Dependancy

Configure iDRAC
iDRAC Basic

None

IDRAC.IPv4.Gateway (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

The gateway for the iDRAC IPv4 address

String of up to 16 ASCII characters.
192.168.0.1
Configure iDRAC
iDRAC Basic

None

IDRAC.IPv4.Netmask (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

The subnet mask used for the iDRAC IPv4 address

String of up to 16 ASCII characters.
255.255.255.0
Configure iDRAC
iDRAC Basic

None

iIDRAC.IPV4Static

This group contains the attributes that provides details about 1DRAC. IPV4Static.

IDRAC.IPv4Static.Address (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

iDRAC static IPv4 address (can be configured even when DHCP is enabled)

String of up to 16 ASCII characters.
192.168.0.120
Configure iDRAC
iDRAC Basic

None

IDRAC.IPv4Static.DNS1 (Read or Write)

Description
Legal Values

Default Value

Write Privilege

Statically configurable DNS Server 1

String of up to 16 ASCII characters.

0.0.0.0
Configure iDRAC
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License Required iDRAC Basic

Dependancy None

IDRAC.IPv4Static.DNS2 (Read or Write)

Description Statically configurable DNS Server 2
Legal Values . String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv4Static. DNSFromDHCP (Read or Write)

Description Specifies if the DNS server IPv4 addresses should be assigned from the DHCP server on the network.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv4Static.Gateway (Read or Write)

Description iDRAC static IPv4 gateway (can be configured even when DHCP is enabled)
Legal Values - String of up to 16 ASCII characters.
Default Value 192.168.0.1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv4Static.Netmask (Read or Write)

Description iDRAC static IPv4 subnet mask(can be configured even when DHCP is enabled)
Legal Values - String of up to 16 ASCII characters.
Default Value 255.255.255.0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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iDRAC.IPV6

This group contains the attributes that provides details about iDRAC IPv6 settings

IDRAC.IPv6.Address1 (Read or Write)

Description iDRAC IPv6 Address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address10 (Read Only)

Description iDRAC IPv6 tenth address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address11 (Read Only)

Description iDRAC IPv6 eleventh address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address12 (Read Only)

Description iDRAC IPv6 twelfth address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None
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IDRAC.IPv6.Address13 (Read Only)

Description iDRAC IPv6 thirteenth address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or IDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address14 (Read Only)

Description iDRAC IPv6 fourteenth address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address15 (Read Only)

Description iDRAC IPv6 fifteenth address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address2 (Read Only)

Description iDRAC IPv6 second address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address3 (Read Only)

Description iDRAC IPv6 third address

Legal Values - String of up to 63 ASCII characters.
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Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address4 (Read Only)

Description iDRAC IPv6 fourth address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address5 (Read Only)

Description iDRAC IPv6 fifth address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address6 (Read Only)

Description iDRAC IPV6 sixth address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address7 (Read Only)

Description iDRAC IPv6 seventh address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None
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IDRAC.IPv6.Address8 (Read Only)

Description iDRAC IPv6 eighth address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.Address9 (Read Only)

Description iDRAC IPv6 ninth address

Legal Values . String of up to 63 ASCII characters.

Default Value

Write Privilege Configure iDRAC

License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.AddressState (Read Only)

Description IPV6 Address State

Legal Values . Active-0

Disabled-1
Pending-2
Failed-3
Deprecated-4
Invalid-5

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv6.AutoConfig (Read or Write)

Description Enables or Disables the iDRAC IPv6 auto configuration option
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None
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IDRAC.IPv6.DNS1 (Read or Write)

Description IPv6 DNS Server 1 Address

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or IDRAC Enterprise

Dependancy None

IDRAC.IPv6.DNS2 (Read or Write)

Description IPv6 DNS Server 2 Address

Legal Values . String of up to 63 ASCI characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.DNSFromDHCP6 (Read or Write)

Description Specifies if the DNS Server addresses are obtained from DHCP or not
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

iDRAC.IPv6.DUID (Read Only)

Description DHCP Unique Identifier
Legal Values . String of up to 63 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv6.Enable (Read or Write)

Description Enables or Disables iDRAC IPv6 stack
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Legal Values . Disabled-0
Enabled-1

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv6.Gateway (Read or Write)

Description iDRAC IPv6 Gateway

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.LinkLocalAddress (Read Only)

Description iDRAC IPv6 Link Local Address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6.PrefixLength (Read or Write)

Description Prefix length for the iDRAC IPv6 Address
Legal Values - Integral values from 1to 128
Default Value 64

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.IPv6Static

This group contains the attributes that provides details about iDRAC IPv6 Static.

IDRAC.IPv6Static.Address1 (Read or Write)

Description iDRAC static IPv6 address
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Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv6Static.DNS1 (Read or Write)

Description Statically configurable DNS Server 1

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv6Static.DNS2 (Read or Write)

Description Statically configurable DNS Server 1

Legal Values - String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv6Static. DNSFromDHCP6 (Read or Write)

Description Specifies if the DNS server IPv6 addresses should be assigned from the DHCP server on the network.
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPv6Static.Gateway (Read or Write)

Description iDRAC static IPv6 gateway

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

IDRAC.IPv6Static.PrefixLength (Read or Write)

Description Prefix length for the IDRAC IPv6 Address
Legal Values - Integral values from 1to 128
Default Value 64

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.IPV6URL

This group contains the attributes that provides details about iDRAC IPv6 URL.

IDRAC.IPV6URL.URL (Read Only)

Description Provides the IPv6 URL for the iDRAC.
Legal Values . String of up to 80 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

iIDRAC.LDAP

This group contains the attributes that provides details about iDRAC LDAP.

IDRAC.LDAP.BaseDN (Read or Write)

Description The Domain Name of the branch of the directory where all searches should start from.
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

iDRAC.LDAP.BindDN (Read or Write)

Description The distinguished name of a user used to bind to the server when searching for the login user&#39;s DN.
Legal Values - String of up to 254 ASCII characters.
Default Value None
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Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LDAP.BindPassword (Read or Write)

Description A bind password to use in conjunction with the bindDN.
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LDAP.CertValidationEnable (Read or Write)

Description Controls certificate validation during SSL handshake.
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LDAP.Enable (Read or Write)

Description Turns LDAP service on or off.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LDAP.GroupAttribute (Read or Write)

Description Specifies which LDAP attribute is used to check for group membership.
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None
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IDRAC.LDAP.GroupAttributelsDN (Read or Write)

Description Specifies whether the user domain name should be used from the LDAP server or from what was provided by
user at login
Legal Values - Disabled-0
Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LDAP.Port (Read or Write)

Description Port of LDAP over SSL.
Legal Values - Integral values from 1to 65535
Default Value 636

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LDAP.SearchFilter (Read or Write)

Description A valid LDAP search filter to be used if the user attribute cannot uniquely identify the login user within the chosen
baseDN.

Legal Values - String of up to 1024 ASCII characters.

Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LDAP.Server (Read or Write)

Description Configures the address of the LDAP Server
Legal Values . String of up to 1024 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LDAP.UserAttribute (Read or Write)

Description Specifies the user attribute to search for.
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Legal Values - String of up to 254 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

iDRAC.LDAPRoleGroup

This group contains the attributes that provides details about iDRAC LDAP Role Grouping.

IDRAC.LDAPRoleGroup.DN (Read or Write)

Description This is the Domain Name of the group.
Legal Values - String of up to 1024 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LDAPRoleGroup.Privilege (Read or Write)

Description A bit-mask defining the privileges associated with this particular group.
Legal Values - Integral values from O to 511
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.LocalSecurity

This group contains the attributes that provides details about iDRAC local security.

IDRAC.LocalSecurity.LocalConfig (Read or Write)

(D NOTE: The iDRAC.LocalSecurity.LocalConfigDisabled attribute is deprecated and replaced with
iDRAC.LocalSecurity.LocalConfig attribute.

Description Enable local security
Legal Values .- Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

IDRAC.LocalSecurity.PrebootConfig (Read or Write)

Description Enables or disables the ability of the local user to configure iDRAC from the BIOS POST option-ROM.
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iDRAC.Lockdown

This group contains the attributes that provides details about iDRAC lockdown.

IDRAC.Lockdown.SystemLockdown (Read or Write)

Description Specifies if the System Lockdown is enabled or disabled

@ NOTE: This attribute is the replacement of iDRAC.Lockdown.SystemLockdownMode attribute,
which is deprecated from iDRAC version 3.15.15.15.

@ NOTE: The following commands or configuration items are exceptions when the system is in
lockdown mode.

+ Power operations ( System power on, power off, reset)

racadm serveraction graceshutdown
racadm serveraction powerdown
racadm serveraction powerup
racadm serveraction powercycle

racadm serveraction hardreset

+ Setting power budget, power profiles
+ Identify operations to blink an LED (racadm settled)
+ Run diagnostics

+ Coredump delete

Legal Values . Disabled-0
Enabled-1

Default Value 0

Write Privilege Configure iDRAC

License Required iDRAC Enterprise

Dependancy None
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iIDRAC.Logging

This group contains the attributes that provides details about iDRAC logging.

IDRAC.Logging.SELBufferType (Read or Write)

Description Configurable attribute to modify the SEL behavior to make it linear instead of default circular.
Legal Values . Circular-0

Linear-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Logging.SELOEMEventFilterEnable (Read or Write)

Description Enable SEL OEM Event Filter
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.MgmtNetworkinterface

This group contains the attributes that provides details about IDRAC mgmt network interface.

IDRAC.MgmtNetworkinterface.NicConfig (Read or Write)

Description NIC Configuration

Legal Values . Disabled-0
CableDetect-1

Default Value 0

Write Privilege Configure iDRAC

License Required iDRAC Basic

Dependancy Requires LOM1 NIC selection.

IDRAC.NICStatic

This group contains the attributes that provides details about iDRAC NIC Static.

@ NOTE: The following objects are not valid for the modular systems:

+ Auto negotiation
+ Auto dedicated NIC
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+ Network speed

+ Duplex

+ Dedicated NIC scan time
+ Shared NIC scan time

IDRAC.NIC.AutoConfig (Read or Write)

Description Enable Auto Configuration

Legal Values . Disabled-0
(D NOTE: iDRAC does not perform DHCP configuration.
Enable Once-1
(D NOTE: iDRAC performs DHCP configuration once.
Enable Once After Reset-2
@ NOTE: Configures after iDRAC reset.

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.NIC.AutoConfiglPV6 (Read or Write)

Description IPV6 Enable Auto Configuration

Legal Values - Disabled-0
Enable Once-1
Enable Once After Reset-2

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.NIC.AutoDetect (Read or Write)

Description Enable or disable auto detection feature of iDRAC
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.NIC.Autoneg (Read or Write)

Description Enables autonegotiation of physical link speed and duplex
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Legal Values . Disabled-0
Enabled-1

Default Value 1

Write Privilege Configure iDRAC

License Required iDRAC Basic

Dependancy None

IDRAC.NIC.DedicatedNICScanTime (Read or Write)

Description Wait time for the iDRAC to switch from dedicated mode to shared mode.
Legal Values - Integral values from 5 to 255
Default Value 5

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.NIC.DiscoveryLLDP (Read or Write)

Description Enables LLDP over active NIC Interface.
Legal Values . Disabled-0

Dedicated-1

SharedLOM-2

Enabled-3
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.NIC.DNSDomainFromDHCP (Read or Write)

Description Specifies that the IDRAC DNS Domain Name should be assigned from the network DHCP server.
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.NIC.DNSDomainName (Read or Write)

Description The DNS Domain Name

Legal Values - String of up to 254 ASCII characters.
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Default Value
Write Privilege
License Required

Dependancy

IDRAC.NIC.DNSDomainNameFromDHCP (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

IDRAC.NIC.DNSRacName (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

IDRAC.NIC.DNSRegister (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

None
Configure iDRAC
iDRAC Basic

None

Specifies that the IDRAC DNS Domain Name should be assigned from the network DHCP server.

Disabled-0
Enabled-1

0
Configure iDRAC

iDRAC Basic, iDRAC Express, or iDRAC Enterprise

None

The iDRAC name, which is iDRAC-<SVCTAG> by default

String of up to 63 ASCII characters.

idrac-SVCTAG
Configure iDRAC

iDRAC Basic, iDRAC Express, or iDRAC Enterprise

None

Registers the iDRAC name with the DNS server.

Disabled-0
Enabled-1

0
Configure iDRAC

iDRAC Basic, iDRAC Express, or iDRAC Enterprise

None

IDRAC.NIC.DNSRegisterinterval (Read or Write)

Description
Legal Values

Default Value
Write Privilege

License Required

Set DNS Interval as required

Integral values from O to 7776000
0

Configure iDRAC
iDRAC Basic
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Dependancy None

IDRAC.NIC.Duplex (Read or Write)

Description Specifies the duplex setting for the iDRAC NIC
Legal Values . Half-0

Full-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.NIC.Enable (Read or Write)

Description Enables or Disables the iDRAC network interface controller.
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.NIC.Failover (Read or Write)

Description Specifies the NIC Failover LOM.

Legal Values . None-0

LOM1-1
LOM2-2
LOM3-3
LOM4-4
All-5

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.NIC.MACAddress (Read Only)

Description The MAC Address of the IDRAC
Legal Values . String of up to 17 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

IDRAC.NIC.MTU (Read or Write)

Description The size in bytes of the maximum transmission unit used by the iDRAC NIC
Legal Values - Integral values from 576 to 1500
Default Value 1500

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.NIC.Selection (Read or Write)

Description Specifies the current mode of operation for the iDRAC network interface controller
Legal Values . Dedicated-1

LOM1-2

LOM2-3

LOM3-4

LOM4-5
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
@ | NOTE: On platforms with single LOM port, the legal values are applicable.

@ | NOTE: For Dell EMC PowerEdge C6320, NIC selection will be applied on next host reboot.

IDRAC.NIC.SharedNICScanTime (Read or Write)

Description Wait time for the iDRAC to switch from shared mode to dedicated mode.
Legal Values - Integral values from 5 to 255
Default Value 30

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.NIC.Speed (Read or Write)

Description Specifies the speed for the IDRAC NIC
@ NOTE: To set this property:

+ iDRAC.NIC.Selection must be set to Dedicated mode
+« iDRAC.NIC.Autoneg must be disabled
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Legal Values

Default Value
Write Privilege
License Required

Dependancy

+ iDRAC.IPv4.Enable, iDRAC.IPv4.DHCPEnable, iDRAC.IPv6.Enable, and
iDRAC.IPv6.AutoConfig must be enabled

10-0
100-1
1000-2
2500-3
10000-4
20000-5
25000-6
40000-7
50000-8
100000-9

@ NOTE: You cannot manually set the Network Speed to 1000 MB. This option is available only if

iDRAC.NIC.Autoneg is set to 1 (Enabled).

1
Configure iDRAC
iDRAC Basic

None

IDRAC.NIC.SwitchConnection (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the Chassis ID extracted from LLDP packet

String of up to 512 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

IDRAC.NIC.SwitchPortConnection (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the Port ID extracted from LLDP packet.

String of up to 512 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

IDRAC.NIC.TopologyLldp (Read or Write)

Description

Legal Values

Default Value

Enable/Disable LLDP topology information

Disabled-0
Enabled-1

0
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Write Privilege
License Required

Dependancy

Configure iDRAC
iDRAC Basic

None

IDRAC.NIC.VLanEnable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enables or Disables the VLAN capabilities of the iDRAC

@ | NOTE: This object is applicable only to iDRAC on Racks and Towers.
Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Basic

None

IDRAC.NIC.VLanID (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the VLAN ID for the network VLAN configuration

@ | NOTE: This object is applicable only to iDRAC on Racks and Towers.

Integral values from 1 to 4094

1
Configure iDRAC
iDRAC Basic

None

IDRAC.NIC.VLanPort (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

VLAN Port

Both-0
Dedicated port only-1
LOM ports only-2

0
Configure iDRAC
iDRAC Basic

None

IDRAC.NIC.VLanPriority (Read or Write)

Description

Specifies the VLAN priority for the network VLAN configuration

@ | NOTE: This object is applicable only to iDRAC on Racks and Towers.
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Legal Values

Default Value
Write Privilege
License Required

Dependancy

Integral values from O to 7
0
Configure iDRAC
iDRAC Basic

None

iDRAC.NIC

This group contains the attributes that provides details about iDRAC NIC.

IDRAC.NICStatic.DNSDomainFromDHCP (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies that the iDRAC DNS Domain Name should be assigned from the network DHCP server.

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Basic

None

IDRAC.NICStatic. DNSDomainName (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

The DNS Domain Name

String of up to 254 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

IDRAC.NTPConfigGroup

This group contains the attributes that provides details about iDRAC NTP Config group.

IDRAC.NTPConfigGroup.NTP1 (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Name of NTP Server 1

String of up to 255 ASCII characters.
None
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None
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IDRAC.NTPConfigGroup.NTP2 (Read or Write)

Description Name of NTP Server 2
Legal Values - String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.NTPConfigGroup.NTP3 (Read or Write)

Description Name of NTP Server 3
Legal Values . String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.NTPConfigGroup.NTPEnable (Read or Write)

Description Enable Network Time Protocol
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.NTPConfigGroup.NTPMaxDist (Read or Write)

Description NTP Maximum Distance
Legal Values - Integral values from 1 to 128
Default Value 6

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.OS-BMC

This group contains the attributes that provides details about iDRAC OS BMC.

@ | NOTE: In Autocomplete mode, the group OS-BMC is autocompleted as OS_BMC.

iDRAC Attributes 115



@ | NOTE: The iDRAC.IMC group is deprecated and replaced with iDRAC.OS-BMC group.

IDRAC.OS-BMC.AdminState (Read or Write)

Description Manages the administrative state of the IMC.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.OS-BMC.OslpAddress (Read or Write)

Description 0S-BMC Passthrough Host IP Address. Enter a valid IPv4 address.
Legal Values . String of up to 16 ASCII characters.
Default Value 0.0.0.0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iDRAC.OS-BMC.PTCapability (Read Only)

Description 0S-BMC Pass Through Capability
Legal Values - Not Capable-0

Capable-1

Unavailable-2
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.OS-BMC.PTMode (Read or Write)

Description Specify the OS-BMC Passthrough Mode
@ | NOTE: To enable the pass-through, make sure that iDRAC.0S-BMC.AdminState is enabled.
Legal Values - lom-p2p-0
usb-p2p-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy OS-BMC.PTCompatibility must be set to Capable.

IDRAC.OS-BMC.UsbNiclpAddress (Read or Write)

Description Specifies the USB NIC IP Address. Enter a valid IPv4 address.
Legal Values . String of up to 16 ASCII characters.
Default Value 169.254.1.1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.OS-BMC.UsbNiclpV6Address (Read Only)

Description USB NIC IPv6 Address

Legal Values . String of up to 63 ASCII characters.

Default Value
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Platformcapability

This group contains the attributes that provides details about iDRAC Platform capability.

IDRAC.PlatformCapability. CUPSCapable (Read Only)

Description Indicates hardware is CUPS capable
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.PlatformCapability.FrontPanelCapable (Read Only)

Description Indicates hardware is front panel capable
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy

None

IDRAC.PlatformCapability.FrontPanelUSBCapable (Read

Only)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Indicates hardware is Front Panel USB capable

Disabled-0
Enabled-1

1
Configure iDRAC
iDRAC Basic

None

IDRAC.PlatformCapability.LCDCapable (Read Only)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Indicates platform is LCD capable

Disabled-0
Enabled-1

1
Configure iDRAC
iDRAC Basic

None

IDRAC.PlatformCapability.MaxPCleSlots (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Provides the maximum number of PCle slots supported by a platform

Integral values from O to 65535

8
Configure iDRAC
iDRAC Basic

None

iDRAC.RACADM

This group contains the attributes that provides details about iIDRAC RACADM.

IDRAC.Racadm.Enable (Read or Write)

Description

Legal Values

Default Value

Enables or disables the Remote Racadm interface.

Disabled-0
Enabled-1

1

118 iDRAC Attributes



Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Racadm.MaxSessions (Read Only)

Description Specifies the maximum number of active Remote Racadm sessions allowed.
Legal Values - Integral values from 0 to 8
Default Value 2

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Racadm.Timeout (Read or Write)

Description Defines the idle timeout in seconds of the Remote Racadm interface.
Legal Values - Integral values from 10 to 1920
Default Value 60

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iIDRAC.Redfish

This group contains the attributes that provides details about iIDRAC Redfish.

IDRAC.Redfish.Enable (Read or Write)

Description Redfish Enable
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.RedfishEventing

This group contains the attributes that provides details about iDRAC Redfish Eventing.
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IDRAC.RedfishEventing.DeliveryRetryAttempts (Read or
Write)

Description This is the number of attempts an event posting is retried before the subscription is terminated.
Legal Values - Integral values from 0 to 5
Default Value 3

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.RedfishEventing.DeliveryRetrylntervallnSeconds
(Read or Write)

Description This represents the number of seconds between retry attempts for sending any given Event.
Legal Values - Integral values from 5 to 60
Default Value 5

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.RedfishEventing.lgnoreCertificateErrors (Read or
Write)

Description To ignore any SSL certificate warnings that may arise during SSL handshake with Event Listener.
Legal Values . No-0

Yes-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iDRAC.RemoteHosts

This group contains the attributes that provides details about iDRAC remote hosts.

IDRAC.RemoteHosts.SMTPAuthentication (Read or Write)

Description Enable SMTP Authentication
Legal Values . Disabled-0

Enabled-1
Default Value 0
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Write Privilege
License Required

Dependancy

Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

IDRAC.RemoteHosts.SMTPPassword (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

SMTP Password

String of up to 50 ASCII characters.
None
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

IDRAC.RemoteHosts.SMTPPort (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the SMTP Port

Integral values from 1 to 65535
25
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

IDRAC.RemoteHosts.SMTPServerlPAddress (Read or

Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Address of the network SMTP server

String of up to 254 ASCII characters.

0.0.0.0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

IDRAC.RemoteHosts.SMTPUserName (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

SMTP User Name

String of up to 50 ASCII characters.
None
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None
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iDRAC.RFS

This group contains the attributes that provides details about IDRAC RFS

@ | NOTE: To perform the complete workflow for RFS and set attributes, refer to remoteimage.

IDRAC.RFS.AttachMode (Read or Write)

Description RFS Media attach mode

Legal Values . Auto Attach-0
Attach-1

Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.RFS.Enable (Read or Write)

Description RFS Enable State
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.RFS.IgnoreCertWarning (Read or Write)

Description Ignore certificate warning message
Legal Values . No-0

Yes-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.RFS.Image (Read or Write)

Description RFS Image path

Legal Values - String of up to 511 ASCII characters.
Default Value None

Write Privilege Server Configuration

License Required iDRAC Enterprise
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Dependancy None

IDRAC.RFS.MediaAttachState (Read Only)

Description RFS Media attach state

Legal Values . Detached-0
Attached-1

Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.RFS.Password (Read or Write)

Description Specifies the remote file share password.
Legal Values - String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.RFS.Status (Read or Write)

Description RFS connection status
Legal Values . Done-0

Pending-1

Error-2
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.RFS.User (Read or Write)

Description Specifies the remote file share user.
Legal Values - String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None
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IDRAC.RFS.WriteProtected (Read Only)

Description RFS Write Protection

Legal Values - Read Only-0
Read Write-1

Default Value 0

Write Privilege Server Configuration

License Required iDRAC Enterprise

Dependancy None

iDRAC.RSM

This group contains the attributes that provides details about iDRAC RSM.

IDRAC.RSM.ChassisPSUInfoCapability (Read Only)

Description Indicates if Chassis PSUs Attributes to be displayed in iDRAC
Legal Values . PE-O
DCS-1
EC-2
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

iDRAC.RSM.RSMCapability (Read Only)

Description Indicates if system is Server Based Management Capable or not
Legal Values . Disabled-0
Enabled-1
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

IDRAC.RSM.RSMSetting (Read Only)

Description Indicates the current Server Based Management setting.
Legal Values . None-0
Monitor-1

Manage and Monitor-2

Default Value 1

Write Privilege Server Configuration
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License Required iDRAC Basic

Dependancy None

iIDRAC.Security

This group contains the attributes that provides details about iDRAC security.

IDRAC.Security.CsrCommonName (Read or Write)

Description Specifies the CSR Common Name (CN) being certified (usually the web server's Fully Qualified Domain Name
(FQDN).

Legal Values . String of up to 64 ASCII characters.

Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Security.CsrCountryCode (Read or Write)

Description Specifies the CSR Country Code (CC).
Legal Values . String of up to 2 ASCII characters.
Default Value N

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Security.CsrEmailAddr (Read or Write)

Description Specifies the CSR email address.
Legal Values - String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Security.CsrKeySize (Read or Write)

Description Specifies the SSL asymmetric key size for the CSRs.
Legal Values . 2048-2048

4096-4096
Default Value 2048

Write Privilege Configure iDRAC
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License Required iDRAC Basic

Dependancy None

IDRAC.Security.CsrLocalityName (Read or Write)

Description Specifies the CSR Locality (L).
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Security.CsrOrganizationName (Read or Write)

Description Specifies the CSR Organization Name (O)
Legal Values . String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Security.CsrOrganizationUnit (Read or Write)

Description Specifies the CSR Organization Unit (OU)
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Security.CsrStateName (Read or Write)

Description Specifies the CSR State Name (S).
Legal Values . String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.Security.CsrSubjectAltName (Read or Write)

Description Specifies the CSR Subject Alternative Name
Legal Values - String of up to 1024 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Security.FIPSMode (Read or Write)

Description Enables or Disables the FIPS mode compliance. Enabling FIPS mode resets iDRAC configuration to factory
defaults.
Legal Values . Disabled-0
Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

@ NOTE: Setting FIPSMode to 0 - Disabled, will not have any effect.

(D NOTE: To disable FIPSmode, reset the iDRAC to factory default setting (racadm racresetcfg).

(D NOTE: If FIPS is enabled, you cannot perform any actions associated with the vFlash SD card, such as configuring the
vFlash SD card, exporting or backing up server profile to the vFlash, or importing server profile using vFlash.

IDRAC.SecurityCertificate

This group contains the attributes that provides details about iDRAC security certificate.

IDRAC.SecurityCertificate.CertificateType (Read Only)

Description Specifies the type of certificate.

Legal Values . SEKM_SSL_CERT-6
KMS_SERVER_CA-7
RSYSLOG_SERVER_CA-8
BIOS_HTTPS_BOOT_CERT-9

Default Value 6
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.SecurityCertificate.CertValidFrom (Read Only)

Description Specifies the earliest time and date on which the certificate is valid.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.CertValidTo (Read Only)

Description Specifies the time and date past which the certificate is no longer valid.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.lssuerCommonName (Read
Only)

Description Specifies the common name of the entity that verified the information and signed the certificate.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.lssuerCountryCode (Read
Only)

Description Specifies the country code of the entity that verified the information and signed the certificate.
Legal Values . String of up to 2 ASCII characters.
Default Value us

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.SecurityCertificate.lssuerLocality (Read Only)

Description Specifies the locality of the entity that verified the information and signed the certificate.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.lssuerOrganization (Read Only)

Description Specifies the organization of the entity that verified the information and signed the certificate.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.lssuerOrganizationalUnit (Read
Only)

Description Specifies the organizational unit of the entity that verified the information and signed the certificate.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.lssuerState (Read Only)

Description Specifies the state name of the entity that verified the information and signed the certificate.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.SerialNumber (Read Only)

Description Specifies a unique number to identify the certificate.
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Legal Values - String of up to 64 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.SubjectCommonName (Read
Only)

Description Specifies the common name of the entity a certificate belongs to.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.SubjectCountryCode (Read
Only)

Description Specifies the country code of the entity a certificate belongs to.
Legal Values . String of up to 2 ASCII characters.
Default Value us

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.SubjectLocality (Read Only)

Description Specifies the locality of the entity a certificate belongs to.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.SubjectOrganization (Read
Only)

Description Specifies the organization of the entity a certificate belongs to.
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Legal Values - String of up to 64 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.SubjectOrganizationalUnit
(Read Only)

Description Specifies the organizational unit of the entity a certificate belongs to.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SecurityCertificate.SubjectState (Read Only)

Description Specifies the state of the entity a certificate belongs to.
Legal Values . String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iDRAC.Serial

This group contains the attributes that provides details about iDRAC Serial.

@ | NOTE: This is supported only for rack and tower systems.

IDRAC.Serial.BaudRate (Read or Write)

Description Sets the Baud rate on the iDRAC serial port

Legal Values . 9600-9600
19200-19200
57600-57600
115200-115200

Default Value 57600
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.Serial.Command (Read or Write)

Description Specifies a serial command that is executed after the user logs into the serial console interface
Legal Values . String of up to 128 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Serial.Enable (Read or Write)

Description Enables or Disables the iDRAC serial console interface
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Serial.HistorySize (Read or Write)

Description Specifies the maximum size of the serial history buffer
Legal Values - Integral values from 0 to 8192
Default Value 8192

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Serial.ldleTimeout (Read or Write)

Description The maximum number of seconds to wait before an idle serial console session is disconnected. The special value O
disables the timeout.

Legal Values - Integral values from 60 to 1920

Default Value 300
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Serial.NoAuth (Read or Write)

Description Enables or Disables iDRAC serial console login authentication
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Legal Values . Disabled-0
Enabled-1

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iIDRAC.SerialRedirection

This group contains the attributes that provides details about iDRAC Serial Redirection.

(D | NOTE: This is supported only for rack and tower systems.

IDRAC.SerialRedirection.Enable (Read or Write)

Description Enables or Disables the console for COM2 port redirection
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SerialRedirection.QuitKey (Read or Write)

Description This key or key combination terminates the Virtual Console when using the console COM2 command. The valid
quitkey should start with A and has to end with any of the following characters: 'a-zA-Z[]A_' (i.e. letter or one of 5

special characters).

Legal Values . String of up to 2 ASCII characters.

(D | NOTE: For local or remote RACADM, use "A\\\\"

Default Value A
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iIDRAC.ServerBoot

This group contains the attributes that provides details about iDRAC server boot.

IDRAC.ServerBoot.BootOnce (Read or Write)

Description Enable Boot Once
Legal Values - Disabled-0
Enabled-1
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Default Value
Write Privilege
License Required

Dependancy

1
Configure iDRAC
iDRAC Basic

None

IDRAC.ServerBoot.FirstBootDevice (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specify the First Boot Device.

String of up to 64 ASCII characters.
Normal
Configure iDRAC
iDRAC Basic

None

iIDRAC.ServiceModule

This group contains the attributes that provides details about iDRAC Service module.

IDRAC.ServiceModule.HostSNMPAlert (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Host SNMP Alert

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Basic

None

IDRAC.ServiceModule.HostSNMPGet (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Host SNMP Get

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Basic

None

IDRAC.ServiceModule.iDRACHardReset (Read or Write)

Description

Legal Values

ServiceModule Attribute for iDRAC reset

Disabled-0
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Enabled-1

Default Value 1

Write Privilege Configure iDRAC

License Required iDRAC Basic

Dependancy iDRAC.ServiceModule.ServiceModuleEnable should be Enabled

IDRAC.ServiceModule.iDRACSSOLauncher (Read or
Write)

Description iDRAC SSO login via Host OS
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.ServiceModule.LCLReplication (Read or Write)

Description Enable Lifecycle Log Replication
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic
Dependancy With OMSA presence automatically set to 'Disabled'.

IDRAC.ServiceModule.OMSAPresence (Read Only)

Description Indicates if OMSA is present on the host or not.
Legal Values - Not Present-0

Present-1

NA-2
Default Value 2

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.ServiceModule.OSInfo (Read or Write)

Description Enable Sharing OS Information via service module
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Legal Values . Disabled-0
Enabled-1

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy Provide OS information via iDRAC Service Module

IDRAC.ServiceModule.ServiceModuleEnable (Read or
Write)

Description Enable Service Module

Legal Values . Disabled-0
Enabled-1

Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.ServiceModule.ServiceModuleState (Read Only)

Description Specifies the state of the service module on the system
Legal Values - Not Running-0
Running-1

Not running (TLS error)-2
Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.ServiceModule.ServiceModuleVersion (Read Only)

Description Provides the installed version of iDRAC Service Module (iSM).
Legal Values . String of up to 256 ASCII characters.
Default Value NA

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

136 iDRAC Attributes



IDRAC.ServiceModule.WatchdogRecoveryAction (Read or
Write)

Description Specifies the recovery action on watchdog alert
Legal Values . None-0

Reboot-1

Poweroff-2

Powercycle-3

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy The value cannot be set if WatchdogState is 'Disabled'.

IDRAC.ServiceModule.WatchdogResetTime (Read or
Write)

Description Specifies the System reset time on watchdog alert
Legal Values - Integral values from 60 to 720
Default Value 480

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy The value cannot be set if WatchdogState is 'Disabled'.

IDRAC.ServiceModule.WatchdogState (Read or Write)

Description Enable watchdog timer via service module
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic
Dependancy The value will be disabled if OMSA is detected or OS Watchdog is enabled.

IDRAC.ServiceModule.WMIiInfo (Read or Write)

Description Populate WMI information via ServiceModule
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

iDRAC.Smartcard

This group contains the attributes that provides details about iDRAC Smartcard.

IDRAC.SmartCard.SmartCardCRLEnable (Read or Write)

Description Enables or disables the Certificate Revocation List (CRL).
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.SmartCard.SmartCardLogonEnable (Read or Write)

Description Enables, disables, or enables with Remote RACADM support for access to iDRAC using a smart card
Legal Values . Disabled-0
Enabled-1

Enabled With Racadm-2

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.SNMP

This group contains the attributes that provides details about iIDRAC SNMP.

IDRAC.SNMP.AgentCommunity (Read or Write)

Description Specifies the SNMP community name to be used for SNMP Agents
Legal Values . String of up to 31 ASCII characters.
Default Value public

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMP.AgentEnable (Read or Write)

Description Enables or Disables the SNMP Agent on the iDRAC
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Legal Values . Disabled-0
Enabled-1

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMP.AlertPort (Read or Write)

Description Specifies the SNMP Alert Port
Legal Values - Integral values from 1to 65535
Default Value 162

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMP.DiscoveryPort (Read or Write)

Description Specifies the SNMP Discovery Port
Legal Values - Integral values from 1to 65535
Default Value 161

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy The port number to be set can not be the same as any other serviced€™s port number.

IDRAC.SNMP.EnginelD (Read Only)

Description Specifies SNMP V3 Engine ID to be used to receive the SNMP v3 Trap
Legal Values . String of up to 60 ASCII characters.
Default Value 0x800002A204010203040506070809

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMP.SNMPProtocol (Read or Write)

Description SNMP Protocol
Legal Values - Al-0

SNMPv3-1
Default Value 0

Write Privilege Configure iDRAC
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License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMP.TrapFormat (Read or Write)

Description SNMP Trap Format
Legal Values - SNMPV1-0
SNMPv2-1
SNMPv3-2
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

iIDRAC.SNMPAlert

@ | NOTE: The iDRAC.SNMP.Alert group is deprecated and replaced with iDRAC.SNMPAlert group.

This group contains the attributes that provides details about iIDRAC SNMP Alert.

IDRAC.SNMPAlert.Destination (Read or Write)

Description Specifies the IPv4, IPv6, FQDN address, or hostname of the target destination to receive alerts. Must be valid
IPv4, IPv6, FQDN address, or hostname.

Legal Values - String of up to 254 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMPAlert.SNMPv3UserID (Read Only)

Description Indicates the index of the iDRAC user that this SNMP alert destination has been configured to use when sending
SNMP v3 traps.

Legal Values - Integral values from O to 16

Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMPAlert.SNMPv3Username (Read or Write)

Description Specifies the name of the iDRAC user that this SNMP alert destination is configured to use when sending SNMP
v3 traps.
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Legal Values . String of up to 16 ASCII characters.

Default Value None

Write Privilege Configure iDRAC

License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy Value to be set must be an existing iDRAC user name, and that iDRAC user must be enabled with SNMPv3
support also enabled for that user.

IDRAC.SNMPAlert.State (Read or Write)

Description Enable SNMP Alert State
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMPTRAPIPV4

This group contains the attributes that provides details about iDRAC SNMP TRAP IPv4.

IDRAC.SNMPTraplPv4.DestinationNum (Read Only)

Description idrac.embedded.1#

Legal Values - Integral values from 110 4
Default Value 1

Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

IDRAC.SNMPTraplPv4.DestIPv4Addr (Read or Write)

Description See SNMPAlert.1-4.Destination

Legal Values . String of up to 15 ASCII characters.
Default Value 0.0.0.0

Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

IDRAC.SNMPTraplPv4.State (Read or Write)

Description See SNMPAlert.1-4.Enable
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Legal Values . Disabled-0
Enabled-1

Default Value 0
Write Privilege Server Configuration
License Required iDRAC Basic

Dependancy None

IDRAC.SNMPTRAPIPv6

This group contains the attributes that provides details about iIDRAC SNMP TRAP IPv6.

IDRAC.SNMPTraplPv6.DestinationNum (Read Only)

Description Identifier number for the trap destination.
Legal Values - Integral values from 1t0 4

Default Value 1

Write Privilege Server Configuration

License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMPTraplPv6.DestiIPv6Addr (Read or Write)

Description See SNMPAlert.5-8.Destination
Legal Values - String of up to 39 ASCII characters.

Default Value
Write Privilege Server Configuration

License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SNMPTraplPv6.State (Read or Write)

Description See SNMPAlert.5-8.Enable
Legal Values . Disabled-0
Enabled-1
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

iIDRAC.SSH

This group contains the attributes that provides details about iDRAC SSH.
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IDRAC.SSH.Enable (Read or Write)

Description Enables or Disables SSH

Legal Values - Disabled-0
Enabled-1

Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SSH.MaxSessions (Read Only)

Description Maximum number of SSH sessions allowed
Legal Values - Integral values from 110 4
Default Value 4

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SSH.Port (Read or Write)

Description Specifies the port number for the iDRAC SSH interface
Legal Values - Integral values from 1to 65535
Default Value 22

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy The port number to be set can not be the same as any other serviced€™s port number.

IDRAC.SSH.Timeout (Read or Write)

Description Defines the secure shell idle timeout. The special value O disables the timeout.
Legal Values - Integral values from 60 to 10800
Default Value 1800

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.SupportAssist

This group contains the attributes that provides details about iDRAC SupportAssist.
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IDRAC.SupportAssist.DefaultlPAddress (Read or Write)

Description Default IP address for saving SupportAssist collections to network share.
Legal Values - String of up to 256 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SupportAssist.DefaultPassword (Read or Write)

Description Default password for saving SupportAssist collections to network share.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SupportAssist.DefaultProtocol (Read or Write)

Description Default protocol (NFS/CIFS Only) for saving SupportAssist collections.

Legal Values . NFS-1
CIFS-2
HTTP-3
HTTPS-4
TFTP-5
FTP-6

Default Value 2

Write Privilege Configure iDRAC

License Required iDRAC Basic

Dependancy None

IDRAC.SupportAssist.DefaultProtocolPort (Read or Write)

Description Default Protocol Port value
Legal Values - Integral values from 0 to 65535
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.SupportAssist.DefaultShareName (Read or Write)

Description Default share name for saving SupportAssist collections to network share.
Legal Values - String of up to 256 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SupportAssist.DefaultUserName (Read or Write)

Description Default user name for saving SupportAssist collections to network share.
Legal Values . String of up to 320 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SupportAssist.DefaultWorkgroupName (Read or
Write)

Description Default workgroup name for saving SupportAssist collections to network share.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SupportAssist.EmailOptin (Read or Write)

Description Option to receive E-mails from Dell on case creation and collection upload.
Legal Values . No-0

Yes-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy Registration ID needs to be obtained before Email option configuration
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IDRAC.SupportAssist.EventBasedAutoCollection (Read or
Write)

Description Indicates whether SupportAssist event based auto collection features is enabled on this system.
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic
Dependancy Can be enabled only when SupportAssistEnableState is configured to 1-Enabled

IDRAC.SupportAssist.FilterAutoCollections (Read or
Write)

Description Indicates whether auto collections need to be filtered for identification information.
Legal Values . No-0

Yes-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SupportAssist.HostOSProxyAddress (Read or
Write)

Description Host OS proxy address
Legal Values . String of up to 256 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic
Dependancy HostOSProxyConfigured should be Yes-1

IDRAC.SupportAssist.HostOSProxyConfigured (Read or
Write)

Description Indicates whether Host OS uses proxy configuration to connect to Internet.
Legal Values . No-0

Yes-1
Default Value 0

Write Privilege Configure iDRAC
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License Required

Dependancy

iDRAC Basic

None

IDRAC.SupportAssist.HostOSProxyPassword (Read or

Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Host OS proxy password

String of up to 64 ASCII characters.

None

Configure iDRAC

iDRAC Basic

HostOSProxyConfigured should be Yes-1

IDRAC.SupportAssist.HostOSProxyPort (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Host OS proxy port

Integral values from 1 to 65535

1

Configure iDRAC

iDRAC Basic

HostOSProxyConfigured should be Yes-1

IDRAC.SupportAssist.HostOSProxyUserName (Read or

Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Host OS proxy username

String of up to 64 ASCII characters.

None

Configure iDRAC

iDRAC Basic

HostOSProxyConfigured should be Yes-1

IDRAC.SupportAssist.iDRACFirstPowerUpDateTime (Read

Only)

Description
Legal Values

Default Value
Write Privilege

License Required

iDRAC&E™s First Power Up Date / Time

String of up to 64 ASCII characters.

None
Configure iDRAC
iDRAC Basic

iDRAC Attributes 147



Dependancy None

IDRAC.SupportAssist.NativeOSLogsCollectionSupported
(Read Only)

Description Indicates whether Host OS supports native OS logs collection.
Legal Values . None-0

FullReport-1

FilteredReport-2

Both-3
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SupportAssist.PreferredLanguage (Read or Write)

Description Preferred Language for E-mail communication from Dell

Legal Values - English-0

German-1

French-2
Japanese-3
Spanish-4

Simplified Chinese-5

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy Registration ID needs to be obtained before changing language settings.

IDRAC.SupportAssist.ProSupportPlusRecommendationsR
eport (Read or Write)

Description Indicates whether this server will be included for recommendations in ProSupport Plus Recommendations Report
Legal Values .- Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy ScheduleBasedAutoCollection is Enabled and set to Weekly or Monthly Schedule

IDRAC.SupportAssist.RegistrationlD (Read Only)

Description Specifies the SupportAssist Registration ID if the system was registered with Dell.
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Legal Values

Default Value
Write Privilege
License Required

Dependancy

String of up to 64 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

IDRAC.SupportAssist.RequestTechnicianForPartsDispatch
(Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Indicates whether onsite technician is required to replace the part that is being dispatched for the alert that is

being monitored.
No-0
Yes-1
0
Configure iDRAC
iDRAC Basic

None

IDRAC.SupportAssist.SupportAssistEnableState (Read or

Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Indicates whether SupportAssist auto collection features are enabled on this system.

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Basic

Registration ID needs to be obtained before SupportAssistEnabledState can be toggled.

iIDRAC.SwitchConnectionView

This group contains the attributes that provides details about iDRAC Switch connection view.

IDRAC.SwitchConnectionView.Enable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

This Attribute is for Enabling/Disabling the Switch Connection View.

Disabled-0
Enabled-1

1
Configure iDRAC
iDRAC Basic

None
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IDRAC.SysInfo

This group contains the attributes that provides details about iDRAC Sysinfo.

IDRAC.SysInfo.LocalConsoleLockOut (Read or Write)

Description Specifies the local console lockout state.
Legal Values - Integral values from 0 to 65535
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.SysInfo.SystemRev (Read or Write)

Description Provides the system revision.
Legal Values - Integral values from 0 to 65535
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Syslog

This group contains the attributes that provides details about iDRAC Syslog.

IDRAC.SyslLog.PowerLogEnable (Read or Write)

Description Enable Power Logs
Legal Values .- Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.SysLog.PowerLoglnterval (Read or Write)

Description Set Power Log Interval
Legal Values - Integral values from 1 to 1440
Default Value 5

Write Privilege Configure iDRAC
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License Required iDRAC Enterprise

Dependancy None

IDRAC.SysLog.Server1 (Read or Write)

Description Name of remote syslog server
Legal Values . String of up to 63 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.SyslLog.Server2 (Read or Write)

Description Name of remote syslog server
Legal Values - String of up to 63 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.SysLog.Server3 (Read or Write)

Description Name of remote syslog server
Legal Values . String of up to 63 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.SyslLog.SysLogEnable (Read or Write)

Description Enables or disables remote syslog
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None
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iDRAC.Telnet

This group contains the attributes that provides details about iDRAC telnet.

IDRAC.Telnet.Enable (Read or Write)

Description Enables or Disables Telnet
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.Telnet.MaxSessions (Read Only)

Description Maximum numbers of telnet sessions allowed
Legal Values - Integral values from 1to 2

Default Value 2

Write Privilege Server Configuration

License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

IDRAC.Telnet.Port (Read or Write)

Description Specifies the port number for the iIDRAC Telnet interface
Legal Values - Integral values from 1to 65535
Default Value 23

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy The port number to be set can not be the same as any other serviced€™s port number.

IDRAC.Telnet.Timeout (Read or Write)

Description Defines the Telnet idle timeout. The special value O disables the timeout.
Legal Values - Integral values from 60 to 10800
Default Value 1800

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None
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iIDRAC.Time

This group contains the attributes that provides details about iDRAC time.

IDRAC.Time.DayLightOffset (Read or Write)

Description Specifies the daylight savings offset (in minutes) to use for the iDRAC Time.
Legal Values - Integral values from 0 to 60
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.Time.Timezone (Read or Write)

Description Time Zone String
Legal Values . String of up to 32 ASCII characters.
(D | NOTE: Time zone value is case sensitive.
Default Value CST6CDT
Write Privilege Configure iDRAC

License Required iDRAC Basic

Dependancy None

IDRAC.Time.TimeZoneOffset (Read or Write)

Description Specifies the time zone offset (in minutes) from Greenwich Mean Time (GMT)/Coordinated Universal Time
(UTC) to use for the iDRAC Time

Legal Values - Integral values from -43200 to 46800

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iIDRAC.Update

This group contains the attributes that provides details about iDRAC update.

@ | NOTE: fwUpdateIPAddr attribute is applicable for Monolithic & FX2/FX2s only.

IDRAC.Update.EnableSharedCompUpdate (Read or Write)

Description Enables or disables shared component update.
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Legal Values

Default Value
Write Privilege
License Required

Dependancy

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Basic

RSM Capability should be enabled

IDRAC.Update.FwUpdatelPAddr (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the TFTP server address to be used for iDRAC firmware update operations

String of up to 254 ASCII characters.
0.0.0.0
Configure iDRAC
iDRAC Basic

None

IDRAC.Update.FwUpdatePath (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies TFTP path where iDRAC firmware image resides on TFTP server

String of up to 255 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

IDRAC.Update.FwUpdateTFTPEnable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enables or Disables iDRAC firmware updates from a TFTP server
Disabled-0
Enabled-1

1

Configure iDRAC

iDRAC Basic

None

iDRAC.USB

This group contains the attributes that provides details about iDRAC USB.

IDRAC.USB.ConfigurationXML (Read or Write)

Description

Specifies whether configuration can be performed using USB management port.
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Legal Values . Disabled-0
Enabled while server has default credential settings only-1
Enabled-2
Enabled only for compressed configuration files-3

Default Value 1
Write Privilege Server Configuration
License Required iDRAC Basic

Dependancy None

IDRAC.USB.ManagementPortMode (Read Only)

Description Provides how USB Management Port is used.

@ | NOTE: The behaviour and legal values of this attribute differs over generations of servers.

Legal Values - iDRAC Direct Only-0
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

IDRAC.USB.PortStatus (Read or Write)

Description Enables or disables the iDRAC front USB port.
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.USB.ZipPassword (Read or Write)

Description Specifies password that is used to unlock zip file containing Server Configuration Profile on USB drive.
Legal Values - String of up to 128 ASCII characters.

Default Value None

Write Privilege Server Configuration

License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

iIDRAC.Userdomain

This group contains the attributes that provides details about iDRAC userdomain.
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IDRAC.UserDomain.Name (Read or Write)

Description Specifies the Active Directory user domain name. Must be fully qualified domain name or IP address of the domain
controller.

Legal Values - String of up to 254 ASCII characters.

Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

iDRAC.Users

This group contains the attributes that provides details about iDRAC users.

IDRAC.Users.AuthenticationProtocol (Read or Write)

Description The Authentication Protocol for SNMP v3
Legal Values . None-0
MD5-1
SHA-2
Default Value 2
Write Privilege Configure User

License Required iDRAC Basic

Dependancy Need valid username and password to set the attribute. The value could not be set to none if privacy protocol is
not none.

IDRAC.Users.Enable (Read or Write)

Description Enables or Disables an individual user
Legal Values . Disabled-0
Enabled-1
Default Value 0
Write Privilege Configure User

License Required iDRAC Basic

Dependancy Both UserName and Password must be configured prior to enabling user

IDRAC.Users.IPMIKey (Read or Write)

Description IPMI key is used for IPMI authentication
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure User

License Required iDRAC Basic
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Dependancy Need valid username to set the attribute.

IDRAC.Users.lpmiLanPrivilege (Read or Write)

Description Specifies the maximum privilege on the IPMI LAN channel
Legal Values . User-2
Operator-3

Administrator-4
No Access-15

Default Value 15
Write Privilege Configure User
License Required iDRAC Basic

Dependancy Both UserName and Password must be configured prior to sets

IDRAC.Users.lpmiSerialPrivilege (Read or Write)

Description Specifies the maximum IPMI Serial privilege
Legal Values . User-2
Operator-3

Administrator-4
No Access-15

Default Value 15
Write Privilege Configure User
License Required iDRAC Basic

Dependancy Both UserName and Password must be configured prior to sets

IDRAC.Users.MD5v3Key (Read or Write)

Description Specifies the MD5 hash of the SNMPv3 key
Legal Values - String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure User

License Required iDRAC Basic

Dependancy Cannot be set without User Name being set first

IDRAC.Users.Password (Read or Write)

Description iDRAC User Password

Legal Values - String of up to 40 ASCII characters.
Default Value None

Write Privilege Configure User

License Required iDRAC Basic
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Dependancy Cannot be set without User Name being set first

IDRAC.Users.PrivacyProtocol (Read or Write)

@ NOTE: The iDRAC.Users.SNMPv3PrivacyType attribute is deprecated and replaced with iDRAC.Users.PrivacyProtocol

attribute.
Description The Privacy Protocol for SNMP v3
Legal Values . None-0
DES-1
AES-2
Default Value 2
Write Privilege Configure User

License Required iDRAC Basic

Dependancy Need valid username and password to set the attribute. The value could not be set to AES or DES if
authentication protocol is none.

IDRAC.Users.Privilege (Read or Write)

Description Specifies the role based authority privileges allowed for the user. Below list shows the decimal values for each
individual privilege.To create a custom privilege, add up below privilege decimal values and pass the value to the
attribute. Login 1 Configure 2 Configure Users 4 Logs 8 System Control 16 Access Virtual Console 32 Access
Virtual Media 64 System Operations 128 Debug 256

Legal Values - Integral values from 0 to 511
Default Value 0
Write Privilege Configure User

License Required iDRAC Basic

Dependancy Both UserName and Password must be configured prior to sets

IDRAC.Users.ProtocolEnable (Read or Write)

NOTE: The iDRAC.Users.SNMPv3AuthenticationType attribute is deprecated and replaced with
iDRAC.Users.ProtocolEnable attribute.

Description Enable SNMP v3 Protocol
Legal Values . Disabled-0
Enabled-1
Default Value 0
Write Privilege Configure User

License Required iDRAC Basic

Dependancy None

IDRAC.Users.SHA1v3Key (Read or Write)

Description Specifies the SHA1 hash of the SNMPv3 key
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Legal Values . String of up to 40 ASCII characters.
Default Value None

Write Privilege Configure User

License Required iDRAC Basic

Dependancy Cannot be set without User Name being set first

IDRAC.Users.SHA256Password (Read or Write)

Description Specifies the SHA256 hash of the password
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure User

License Required iDRAC Basic

Dependancy Cannot be set without User Name being set first

IDRAC.Users.SHA256PasswordSalt (Read or Write)

Description Specifies the Salt String appended to the password prior to hash
Legal Values - String of up to 32 ASCII characters.

Default Value None

Write Privilege Configure User

License Required iDRAC Basic

Dependancy Both User Name and SHA256 User password must be configured prior to sets

IDRAC.Users.SolEnable (Read or Write)

Description Enables or Disables SOL for the user
Legal Values . Disabled-0
Enabled-1
Default Value 0
Write Privilege Configure User

License Required iDRAC Basic

Dependancy Both UserName and Password must be configured prior to enabling user

IDRAC.Users.UserName (Read or Write)

Description iDRAC User Name
@ NOTE: If there is a space character in the user name, enter the user name in quotes ("user
name").
Legal Values - String of up to 16 ASCII characters.
Default Value None
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Write Privilege Configure User
License Required iDRAC Basic

Dependancy No duplicate User Names are allowed

iDRAC.vFlashPartition

This group contains the attributes that provides details about iDRAC vFlash partition.

IDRAC.vFlashPartition.AccessType (Read or Write)

Description vFlash Partition Access Type
Legal Values . Read Write-0

Read Only-1
Default Value 1

Write Privilege Virtual Media
License Required iDRAC Enterprise

Dependancy vFlash SD card has to be enabled. Partition at the specified index has to be created. AttachState should be
Detached.

IDRAC.vFlashPartition.AttachState (Read or Write)

Description vFlash Partition Attach State
Legal Values . Detached-0
Attached-1
Default Value 0
Write Privilege Virtual Media

License Required iDRAC Enterprise

Dependancy vFlash SD card has to be enabled. Partition at the specified index has to be created

IDRAC.vFlashPartition.EmulationType (Read or Write)

Description vFlash Partition Emulation Type
Legal Values . CD-DVD-0
HDD-1
Floppy-2
Default Value 0
Write Privilege Virtual Media

License Required iDRAC Enterprise

Dependancy vFlash SD card has to be enabled. Partition at the specified index has to be created. AttachState should be
Detached.
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IDRAC.vFlashPartition.FormatType (Read Only)

Description vFlash Partition Format Type
Legal Values . RAW-0
EXT2-1
EXT3-2
FAT16-3
FAT32-4
Default Value 0
Write Privilege Virtual Media

License Required iDRAC Enterprise

Dependancy vFlash SD card has to be enabled. Partition at the specified index has to be created

IDRAC.vFlashPartition.IsGrouplnstanceValid (Read or
Write)

Description vFlash Partition Valid Group
Legal Values . Invalid-0
Valid-1
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Enterprise

Dependancy None

IDRAC.vFlashPartition.Size (Read Only)

Description vFlash Partition Size

Legal Values . String of up to 17 ASCII characters.
Default Value 0

Write Privilege Virtual Media

License Required iDRAC Enterprise

Dependancy vFlash SD card has to be enabled. Partition at the specified index has to be created

IDRAC.vFlashPartition.VolumelLabel (Read Only)

Description vFlash Partition Volume Label

Legal Values . String of up to 65 ASCII characters.
Default Value 0

Write Privilege Virtual Media

License Required iDRAC Enterprise

Dependancy vFlash SD card has to be enabled. Partition at the specified index has to be created
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iIDRAC.vFlashSD

This group contains the attributes that provides details about iDRAC vFlash SD.

IDRAC.vFlashSD.AvailableSize (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

vFlash SD Available Size

String of up to 17 ASCII characters.
None
Virtual Media
iDRAC Enterprise
vFlashSD has to be enabled

IDRAC.vFlashSD.Bitmap (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Bitmap

String of up to 64 ASCII characters.
0x0000000000000000
Configure iDRAC
iDRAC Basic

None

IDRAC.vFlashSD.Enable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enable vFlash SD
Disabled-0
Enabled-1

0

Virtual Media

iDRAC Enterprise

None

IDRAC.vFlashSD.Health (Read Only)

Description

Legal Values

Default Value
Write Privilege

License Required

vFlash SD Health

OK-0
Critical-1
Warning-2
Unknown-3
0
Virtual Media

iDRAC Enterprise
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Dependancy vFlashSD has to be enabled

IDRAC.vFlashSD.Initialized (Read Only)

Description Specifies if vFlash SD is initialized
Legal Values - Not Initialized-0
Initialized-1
Default Value 0
Write Privilege Virtual Media

License Required iDRAC Enterprise
Dependancy vFlashSD has to be enabled

IDRAC.vFlashSD.Licensed (Read Only)

Description Specifies if the vFlash SD is licensed
Legal Values - Not Licensed-0
Licensed-1
Default Value 0
Write Privilege Virtual Media

License Required iDRAC Enterprise
Dependancy vFlashSD has to be enabled

IDRAC.vFlashSD.Presence (Read or Write)

Description vFlash SD card presence
Legal Values . Disabled-0
Enabled-1
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

IDRAC.vFlashSD.Size (Read Only)

Description vFlash SD Size

Legal Values - String of up to 17 ASCII characters.
Default Value None

Write Privilege Virtual Media

License Required iDRAC Enterprise
Dependancy vFlashSD has to be enabled
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IDRAC.vFlashSD.WriteProtect (Read Only)

Description Enable vFlash SD Write Protect
Legal Values . Disabled-0
Enabled-1
Default Value 0
Write Privilege Virtual Media

License Required iDRAC Enterprise
Dependancy vFlashSD has to be enabled

iDRAC.VirtualConsole

This group contains the attributes that provides details about iDRAC virtual console.

IDRAC.VirtualConsole.AccessPrivilege (Read or Write)

Description Specifies the default action upon session sharing request timeout

Legal Values - Full Access-0
Read Only Access-1
Deny Access-2

Default Value 2
Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualConsole.ActiveSessions (Read Only)

Description Specifies current active number of Virtual Console sessions.
Legal Values - Integral values from 0 to 6
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualConsole.AttachState (Read or Write)

Description Specifies the attach state for the Virtual Console.
Legal Values . Detached-0
Attached-1

Auto-attach-2

Default Value 2
Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise
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Dependancy None

IDRAC.VirtualConsole.Enable (Read or Write)

Description Enables or disables the Virtual Console.
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualConsole.EncryptEnable (Read or Write)

Description Encrypts the video in a Virtual Console session.
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualConsole.LocalDisable (Read or Write)

Description Enables/disables the video signal on the local video port of the server.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualConsole.LocalVideo (Read or Write)

Description Enables or disables the local server video.
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None
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IDRAC.VirtualConsole.MaxSessions (Read or Write)

Description Specifies maximum number of Virtual Console sessions.
Legal Values - Integral values from 1to 6
Default Value 6

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualConsole.PluginType (Read or Write)

Description Specifies the plugin type to use when running Virtual Console from a browser.
Legal Values - ActiveX-0

Java-1

HTML5-2
Default Value 2

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualConsole.Port (Read or Write)

Description Specifies the virtual KVM port.
Legal Values - Integral values from 10 to 65535
Default Value 5900

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy The port number to be set can not be the same as any other serviced€™s port number.

IDRAC.VirtualConsole.Timeout (Read or Write)

Description Specifies the idle timeout in seconds for the Virtual Console.
Legal Values - Integral values from 60 to 10800
Default Value 1800

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualConsole.TimeoutEnable (Read or Write)

Description Specifies if timeout is enabled for the Virtual Console
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Legal Values

Default Value
Write Privilege
License Required

Dependancy

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

IDRAC.VirtualMedia

This group contains the attributes that provides details about iDRAC virtual media.

IDRAC.VirtualMedia.ActiveSessions (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Provides the number of Virtual Media sessions that are currently active.

Integral values from O to 1

0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

IDRAC.VirtualMedia.Attached (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Used to attach virtual devices to the system via the USB bus

Detached-0
Attached-1
AutoAttach-2

2
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

IDRAC.VirtualMedia.BootOnce (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enables or Disables the virtual media boot once feature of the iDRAC

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None
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IDRAC.VirtualMedia.Enable (Read or Write)

Description Enables or disables the Virtual Media.
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualMedia.EncryptEnable (Read or Write)

Description Encrypts the video in a Virtual Media session
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualMedia.FloppyEmulation (Read or Write)

Description When Disabled, the virtual floppy disk is recognized as a removable disk by Windows OS
Legal Values .- Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

IDRAC.VirtualMedia.KeyEnable (Read or Write)

Description Enables or Disables the virtual media key feature of the iDRAC
Legal Values .- Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None
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IDRAC.VirtualMedia.MaxSessions (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

iDRC.VNCServer

This group contains the attributes that provides details about IDRAC VNC server.

IDRAC.VNCServer.ActiveSessions (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

IDRAC.VNCServer.Enable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

IDRAC.VNCServer.LowerEncryptionBitLength (Read or

Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Provides the maximum number of the Virtual Media sessions allowed.

Integral values from O to 1
1
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

VNC Server Current Active VNC Sessions

Integral values from O to 2
0
Configure iDRAC
iDRAC Enterprise

None

Enable VNC Server

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Enterprise

None

Enable VNC Lower Encryption Bit Length

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Enterprise

None
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IDRAC.VNCServer.MaxSessions (Read or Write)

Description VNC Server Maximum Session Allowed
Legal Values - Integral values from 1to 2
Default Value 2

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.VNCServer.Password (Read or Write)

Description VNC Server Password
Legal Values . String of up to 8 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.VNCServer.Port (Read or Write)

Description VNC Server Port
Legal Values - Integral values from 1024 to 65535
Default Value 5901

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

IDRAC.VNCServer.SSLEncryptionBitLength (Read or
Write)

Description VNC SSL Encryption Bit Length

Legal Values - Disabled-0

Auto Negotiate-1

128-Bit or higher-2
168-Bit or higher-3
256-Bit or higher-4

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None
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IDRAC.VNCServer.Timeout (Read or Write)

Description VNC Server Timeout
Legal Values - Integral values from 60 to 10800
Default Value 300

Write Privilege Configure iDRAC
License Required iDRAC Enterprise

Dependancy None

iDRAC.WebServer

This group contains the attributes that provides details about iDRAC web server

IDRAC.WebServer.CustomCipherString (Read or Write)

Description Specifies the custom cipher string to filter the available in-use TLS cipher suite (e.g. DEFAULT:CAMELLIA - Note:
These strings are case sensitive).

@ | NOTE: These strings are case sensitive.

Legal Values - String of up to 512 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.WebServer.Enable (Read or Write)

Description Enables or Disables iDRAC WebServer
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.WebServer.HttpPort (Read or Write)

Description Specifies the port number for HTTP communication with the iDRAC
Legal Values - Integral values from 1to 65535
Default Value 80

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.WebServer.HttpsPort (Read or Write)

Description Specifies the port number for HTTPS communication with the iDRAC
Legal Values - Integral values from 1to 65535
Default Value 443

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.WebServer.HttpsRedirection (Read or Write)

Description Enable HTTPS redirection
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.WebServer.LowerEncryptionBitLength (Read or
Write)

Description Lower Encryption Bit Length
Legal Values - Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.WebServer.MaxNumberOfSessions (Read Only)

Description Max session allowed
Legal Values - Integral values from 1to 8
Default Value 8

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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IDRAC.WebServer.SSLEncryptionBitLength (Read or
Write)

Description Specifies the SSL encryption bit length.

@ NOTE: If SSL encryption is set to 256-bit or higher, the cryptography settings for your virtual
machine environment (JVM, IcedTea) may require installing the Unlimited Strength java
Cryptography Extension Policy Files to permit usage of the iDRAC plugins such as vConsole with
level of encryption. For information about installing the policy files, see documentation for Java.

Legal Values . Auto-Negotiate-0
128-Bit or higher-1
168-Bit or higher-2
256-Bit or higher-3

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.WebServer.Timeout (Read or Write)

Description Specifies the web server idle timeout.
Legal Values - Integral values from 60 to 10800
Default Value 1800

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.WebServer.TitleBarOption (Read or Write)

Description Specifies what to display in the title bar.
Legal Values . Auto-1

DNS RAC Name-2

IP Address-3

Service Tag-4
System Host Name-5
Custom-6

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.WebServer.TitleBarOptionCustom (Read or Write)

Description Specifies the custom title when the title bar option is Custom.
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Legal Values - String of up to 30 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

IDRAC.WebServer.TLSProtocol (Read or Write)

Description Specifies the TLS protocol version support.
Legal Values . TLS 1.0 and Higher-0

TLS 1.1 and Higher-1

TLS 1.2 Only-2
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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Lifecycle Controller Attributes

Topics:

LifecycleController.LCAttributes

LifecycleController.LCAttributes

This group contains the Lifecycle controller LC attributes details.

)

NOTE: A job successfully configured using the autoupdate or autobackup feature settings can be deleted only if the job
is currently not running or downloading.

LifecycleController.LCAttributes.AutoDiscovery (Read
Only)

Description Indicates if Auto Discovery feature is turned off or on.
Legal Values . Off-0

On-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

LifecycleController.LCAttributes.AutoBackup (Read or
Write)

Description Enables or disables the automatic backup scheduler.
Legal Values . Disabled-0
Enabled-1
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

LifecycleController.LCAttributes.AutoUpdate (Read or
Write)

Description Enables or disables the automatic update scheduler.

Legal Values . Disabled-0
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Enabled-1

Default Value 0
Write Privilege Server Configuration
License Required iDRAC Enterprise

Dependancy None

LifecycleController.LCAttributes.BIOSRTDRequested
(Read or Write)

Description Allows to reset all the BIOS attributes to the default state. After this property is enabled, restart the server to
view the default values of BIOS.

Legal Values . False-0
True-1
OEMIDDefaults-2
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

LifecycleController.LCAttributes.CMCIP (Read Only)

Description CMC IP address
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

LifecycleController.LCAttributes.CollectSystemlinventory
OnRestart (Read or Write)

Description Enables or disables collection of system inventory on host reboot.
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None
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LifecycleController.LCAttributes.DiscoveryFactoryDefault
s (Read Only)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Off- Do not reset to factory defaults when performing auto discovery. On-Reset to defaults when performing
auto discovery.

Off-0
On-1
0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

LifecycleController.LCAttributes.lgnoreCertWarning
(Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Ignore Certificate warning default when not provided.
Off-0
On-1

1

Configure iDRAC

iDRAC Basic

None

LifecycleController.LCAttributes.IPAddress (Read or

Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

IP Address of the network share

String of up to 255 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

LifecycleController.LCAttributes.IPChangeNotifyPS (Read

or Write)

Description

Legal Values

Default Value

On- Notify provisioning server of an IP change. Off- Do not notify provisioning server of an IP change.

Off-0
On-1

0
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Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

LifecycleController.LCAttributes.Licensed (Read Only)

Description Indicates if the Part Replacement feature is licensed or not
Legal Values . No-0

Yes-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

LifecycleController.LCAttributes.LifecycleControllerState
(Read or Write)

Description Enables or disables Lifecycle Controller.
Legal Values . Disabled-0

Enabled-1

Recovery-2
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

LifecycleController.LCAttributes.PartConfigurationUpdate
(Read or Write)

Description Apply hardware configuration to the replaced part on part replacement.
Legal Values . Disabled-0

Apply Always-1

Apply only if Firmware Match-2
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None
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LifecycleController.LCAttributes.PartFirmwareUpdate
(Read or Write)

Description Apply firmware changes to the replaced part on part replacement.

Legal Values . Disable-0

- Allow version upgrade only-1
Match firmware of replaced part-2

Default Value 2
Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

LifecycleController.LCAttributes.ProvisioningServer
(Read or Write)

Description Provisioning server address and port.
Legal Values - String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise

Dependancy None

LifecycleController.LCAttributes.StorageHealthRollupStat
us (Read Only)

Description
Legal Values - Integral values from 1to 4

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

LifecycleController.LCAttributes.SystemID (Read Only)

Description Dell System ID
Legal Values - String of up to 4 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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LifecycleController.LCAttributes.UserProxyPassword
(Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Proxy Password default if not provided

String of up to 64 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

LifecycleController.LCAttributes.UserProxyPort (Read or

Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Proxy Port default if not provided. Proxy Port is limited to values in the range of O - 65535.

String of up to 64 ASCII characters.
80
Configure iDRAC
iDRAC Basic

None

LifecycleController.LCAttributes.UserProxyServer (Read

or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Proxy Server default if not provided.

String of up to 64 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

LifecycleController.LCAttributes.UserProxyType (Read or

Write)

Description

Legal Values

Default Value
Write Privilege

License Required

Proxy Type default if not provided

HTTP-0
SOCKS-1

0
Configure iDRAC
iDRAC Basic
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Dependancy None

LifecycleController.LCAttributes.UserProxyUserName
(Read or Write)

Description Proxy User name default if not provided.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

LifecycleController.LCAttributes.VirtualAddressManagem
ent (Read or Write)

Description Specify the Virtual Address Management setting

Legal Values . Console-0
FlexAddress-1

Default Value 1
Write Privilege Server Configuration
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None

LifecycleController.LCAttributes.VirtualAddressManagem
entApplication (Read or Write)

Description The console name of the Virtual Address Management Application,VirtualAddressManagement attribute is set to
CurrentValue equals &quot;Console&quot;.

Legal Values - String of up to 32 ASCII characters.

Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic, iDRAC Express, or iDRAC Enterprise

Dependancy None
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System Attributes

Topics:

System.AcquisitionInfo
System.Backplane
System.ChassisControl
System.ChassisInfo
System.CustomAsset
System.Depreciationinfo
System.Diagnostics
System.ExtWarrantyInfo
System.LCD
System.Leaselnfo
System.Maintenancelnfo
System.OpenlDConnectServer
System.Outsourcelnfo
System.Ownerlnfo
System.PCleSlotLFM
System.PowerHistorical
System.QuickSync
System.SC-BMC
System.Serverinfo
System.ServerOS
System.ServerPwr
System.ServerPwrMon
System.ServerTopology
System.ServiceContract
System.Storage
System.Supportinfo
System.SystemInfo
System.ThermalConfig
System. ThermalHistorical
System.ThermalSettings
System.USBFront
System.Warrantylnfo

System.Acquisitioninfo

This group contains the attributes that provides details about System.AcquisitionInfo.

System.AcquisitionIinfo.CostCenter (Read or Write)

Description |dentifying information for the accounting unit within the purchasing company that authorized the purchase.
Legal Values . String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

System.Acquisitioninfo.Expensed (Read or Write)

Description Determines whether the cost of the system was subtracted from the budget of a particular person or department
in the purchasing company.

Legal Values - Yes-0

No-1
Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Acquisitioninfo.lnstallDate (Read or Write)

Description Date the system was put into service by the purchasing company.
Legal Values - String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Acquisitioninfo.PONumber (Read or Write)

Description Number of the purchase order that authorized buying the system.
Legal Values - String of up to 32 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.AcquisitionIinfo.PurchaseCost (Read or Write)

Description Value expressed in currency unit that was paid for the system, for example, 25000.
Legal Values . String of up to 32 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.Acquisitioninfo.PurchaseDate (Read or Write)

Description Date the transaction for acquiring the system was completed.
Legal Values . String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Acquisitioninfo.Vendor (Read Only)

Description Company who sold the system to the purchaser.
Legal Values . String of up to 64 ASCI characters.
Default Value Dell

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Acquisitioninfo.WayBill (Read or Write)

Description Identifying information for the wayhbill or delivery slip, such as a waybill number.
Legal Values . String of up to 32 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Acquisitioninfo.WhoSigned (Read or Write)

Description Person who accepted delivery of the system.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Backplane

This group contains the attributes that provides details about System backplane.
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System.Backplane.BackplaneBusMode (Read Only)

Description Enclosure serial interface type, either SGPIO or 12C

Legal Values Unknown-0

12C1
SGPIO-2

Default Value 1
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Backplane.BackplaneSplitMode (Read or Write)

Description Enclosure split mode setting

Legal Values Integral values from O to 255

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ChassisControl

This group contains the attributes that provides details about System Chassis Control.

System.ChassisControl.ChassisManagementatServer
(Read Only)

Description Specifies the Chassis Management at Server (CMAS) setting for the CMC.
Legal Values . None-0
Monitor-1
Manage and Monitor-2
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

System.ChassisControl.ChassisManagementMonitoring
(Read or Write)

Description Specifies the Chassis Management at Server (CMAS) setting for the iDRAC.

Legal Values - Disabled-0
Enabled-1
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Default Value 1
Write Privilege Server Configuration
License Required iDRAC Basic

Dependancy None

System.ChassisControl.FTREnable (Read or Write)

Description Enable/Disable Fault Tolerant Redundancy
Legal Values - Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Chassisinfo

This group contains the attributes that provides details about sytem chassis info.

System.Chassisinfo.ChassisModel (Read Only)
®

NOTE: The System.ChassisInfo.ServiceTag attribute is deprecated and replaced with System.ChassisServiceTag

attribute.
Description Specifies the chassis model.
Legal Values - String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Chassisinfo.ChassisName (Read Only)

Description Specifies the chassis name.
Legal Values . String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Chassisinfo.ChassisServiceTag (Read Only)

Description Specifies the chassis service tag.
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Legal Values - String of up to 255 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Chassisinfo.ChassisType (Read Only)

Description Specifies the chassis type.

Legal Values - Data Not Available-0
M1000e-9
VRTX-10
FX2 PSB-11
FX2 FOB-12
MX7000-16

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ChassisIinfo.ConnectionState (Read Only)

@ NOTE: The System.ChassisInfo.Model attribute is deprecated and replaced with System.Chassisinfo.ConnectionState

attribute.
Description Chassis connection state
Legal Values . Unknown-0
Disconnected/Offline-1
Connected/Ready-2
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Chassisinfo.FirmwareVersion (Read Only)

Description Chassis firmware version
Legal Values . String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.Chassisinfo.IPV4Address (Read Only)

Description Chassis IPV4 address
Legal Values - String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Chassisinfo.IPV6Address (Read Only)

Description Chassis IPV6 address
Legal Values . String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.CustomAsset

This group contains the attributes that provides details about System.CustomAsset.

System.CustomAsset.Label (Read or Write)

Description Custom Asset label.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.CustomAsset.Value (Read or Write)

Description Custom Asset value
Legal Values - String of up to 255 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.Depreciationinfo

This group contains the attributes that provides details about System.Depreciationinfo.

System.Depreciationinfo.Duration (Read or Write)

Description Displays the duration for which the depreciation value is being calculated.
Legal Values - String of up to 64 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Depreciationinfo.DurationUnit (Read or Write)

Description Indicates the duration in months or years.
Legal Values . Months-0

Years-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Depreciationinfo.Method (Read or Write)

Description Displays the steps and assumptions used to compute the system's depreciation.
Legal Values . String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Depreciationinfo.Percentage (Read or Write)

Description Indicates the portion of 100 that an asset is devalued or depreciated. If the duration of depreciation is 5 years, and
the method is straight line, then the percentage is 20 percent.

Legal Values - String of up to 32 ASCII characters.

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System Attributes 189



System.Diagnostics

This group contains the attributes that provides details about system diagnostics.

System.Diagnostics.OSAppCollectionTime (Read Only)

Description Displays the last OS and Application Data collection time in GMT/UTC
Legal Values - String of up to 64 ASCII characters.

Default Value None

Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

System.ExtWarrantyilnfo

This group contains the attributes that provides details about System.ExtWarrantylnfo

System.ExtWarrantylnfo.Cost (Read or Write)

Description Displays the total cost of the warranty service on a system.
Legal Values . String of up to 32 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ExtWarrantylnfo.EndDate (Read or Write)

Description Displays the date that extended warranty service ends.
Legal Values . String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ExtWarrantyInfo.Provider (Read or Write)

Description Displays the name of the business that is providing warranty service to the system owner.
Legal Values . String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

System.ExtWarrantylnfo.StartDate (Read or Write)

Description Displays the date that extended warranty service begins. This date usually follows the standard warranty service.
Legal Values . String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.LCD
©

NOTE: The System.LCD get and set commands work on iDRAC on Blade Server, even if the LCD is not present on the
server.

(D | NOTE: You can change the LCD group attributes for monolithic servers even if the LCD is not present on servers.

This group contains the attributes that provide details about System.LCD.

System.LCD.ChassisldentifyDuration (Read or Write)

Description Enable/Disable chassis Identify. A value of -1 = force on indefinitely; O = Off; &gt; O number of seconds chassis
identify is on

Legal Values - Integral values from -1to 2592000

Default Value 0

Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

System.LCD.Configuration (Read or Write)

Description Current LCD configuration. If this is set to User Defined, the User defined string will be displayed on the LCD.
Legal Values - User Defined-0

Model Name-1

None-2

iDRAC IPv4 Address-4
iDRAC MAC Address-8
OS System Name-16
Service Tag-32

IPv6 Address-64
Ambient Temperature-128
Airflow-129

System Watts-256
Asset Tag-512
Post-1024
ADStat-2048
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Default Value
Write Privilege
License Required

Dependancy

ADTime-2049
ADComp-2050
ADErr-2051

32
Configure iDRAC
iDRAC Basic

None

System.LCD.CurrentDisplay (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

The string currently displayed on the LCD

String of up to 256 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

System.LCD.ErrorDisplayMode (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

LCD error message format selection SEL or simple where simple format include the message ID.
SEL-1
simple-2

1

Server Configuration

iDRAC Basic

None

System.LCD.FrontPanelLocking (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Sets LCD button interface to Full-Access;View-Only; or No access (Locked)

Full-Access-0
View-Only-1
Locked-2

0

Server Configuration

iDRAC Basic

None

System.LCD.HideErrs (Read or Write)

Description

Legal Values

Hide or unhide errors displayed on LCD screen.

hide-0
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unhide-1
Default Value 1
Write Privilege
License Required iDRAC Basic

Dependancy None

System.LCD.LicenseMsgEnable (Read or Write)

Description Enable/disable display of no license available for certain licensable features.
Legal Values - No-License-Msg-0
Display-Licens-Msg-1
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

System.LCD.NMIResetOverride (Read or Write)

Description Enable/disables iDRAC reset capability via the Chassis ID button

Legal Values . Dlsabled-0

IDButtonResets-1
IDButtonDoesNotReset-2

Default Value 0
Write Privilege Server Configuration
License Required iDRAC Basic

Dependancy None

System.LCD.NumberErrsHidden (Read Only)

Description The number of hidden LCD active errors
Legal Values - Integral values from O to 65535
Default Value 0

Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

System.LCD.NumberErrsVisible (Read Only)

Description The number of visible LCD active errors
Legal Values - Integral values from O to 65535
Default Value 0
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Write Privilege
License Required

Dependancy

Server Configuration
iDRAC Basic

None

System.LCD.QualifierTemp (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies Ambient Temperature Qualifier
C-0
F-1

0

Configure iDRAC

iDRAC Basic

None

System.LCD.QualifierWatt (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies System Watt Qualifier

Watts-0
BTU/hr-1

0
Configure iDRAC
iDRAC Basic

None

System.LCD.UserDefinedString (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

@ NOTE: This property is a replacement for System.LCD.LCDUserString, which has been deprecated
from version 2.00.00.00.

User defined custom string for display on LCD

String of up to 62 ASCII characters.
None
Configure iDRAC
iDRAC Basic

System.LCD.Configuration has to be set to 'User Defined' mode

System.LCD.vConsolelndication (Read or Write)

Description

Legal Values

Default Value

Write Privilege

Virtual Console Indication

Disabled-0
Enabled-1

1
Configure iDRAC
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License Required iDRAC Basic

Dependancy None

System.Leaselnfo

This group contains the attributes that provides details about System.Leaselnfo.

System.Leaselnfo.Buyout (Read or Write)

Description Indicates the amount of money you would have to pay to own a system you are leasing.
Legal Values . String of up to 32 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Leaselnfo.EndDate (Read or Write)

Description Displays the agreed upon day, month, and year that the lease is no longer in force.
Legal Values . String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Leaselnfo.FairValue (Read or Write)

Description Refers to an arrangement that allows a customer to purchase systems at the end of the lease for its then current
fair market value.

Legal Values . String of up to 32 ASCII characters.

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Leaselnfo.Lessor (Read or Write)

Description Displays the name of the business entity that is leasing the system to the user.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

System.Leaselnfo.MultiSched (Read or Write)

Description Indicates whether the cost of leasing the system is computed by more than one rate schedule.
Legal Values - Yes-0

No-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Leaselnfo.RateFactor (Read or Write)

Description Displays the factor used to calculate the lease payment.
Legal Values - String of up to 32 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Maintenancelnfo

This group contains the attributes that provides details about System.Maintenancelnfo.

System.Maintenancelnfo.EndDate (Read or Write)

Description The date that maintenance ends.
Legal Values - String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Maintenancelnfo.Provider (Read or Write)

Description The business entity that provides maintenance on a system.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.Maintenancelnfo.Restrictions (Read or Write)

Description Any exclusions that apply to the maintenance agreement for the system.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Maintenancelnfo.StartDate (Read or Write)

Description The date that maintenance begins.
Legal Values . String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.OpenlDConnectServer

This group contains the attributes that provide details about System.OpenlDConnnectServer.

System.OpeniDConnectServer.ClientToken (Read Only)

Description Client registration access token
Legal Values . String of up to 2816 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.OpeniDConnectServer.ClientURI (Read Only)

Description Client registration UR
Legal Values - String of up to 1024 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.OpeniDConnectServer.DiscoveryURL (Read or
Write)

Description Discovery URL
Legal Values - String of up to 1024 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.OpeniDConnectServer.Enabled (Read or Write)

Description Server state
Legal Values .- Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.OpeniDConnectServer.HttpsCertificate (Read or
Write)

Description HTTPS public certificate
Legal Values - String of up to 2816 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.OpeniDConnectServer.Name (Read or Write)

Description Server name
Legal Values . String of up to 128 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.OpeniDConnectServer.RegistrationDetails (Read

or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

System.OpeniDConnectServer.RegistrationStatus (Read

Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Registration details

String of up to 1024 ASCII characters.

None
Configure iDRAC
iDRAC Basic

None

Registration status

String of up to 1024 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

System.Outsourceinfo

This group contains the attributes that provides details about System.Qutsourcelnfo.

System.Outsourcelnfo.ProbComp (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Component of the system that requires corrective action such as repair or replacement.

String of up to 64 ASCII characters.
None
Configure iDRAC
iDRAC Basic

None

System.Outsourcelnfo.ProviderFee (Read or Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Defines any additional fee invoiced by the outsource service provider.

String of up to 32 ASCII characters.

0
Configure iDRAC
iDRAC Basic

None
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System.Outsourcelnfo.ServiceFee (Read or Write)

Description Amount of money paid for either the service contract or for corrective action on a specific problem component.
Legal Values . String of up to 32 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Outsourcelnfo.SignedFor (Read or Write)

Description Person who authorized the repair of the component.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Outsourcelnfo.SLALevel (Read or Write)

Description Service Level Agreement (SLA) between the service provider and the system owner spells out when service is
available (for example, how many hours and days per week) and what components are excluded. Levels of service
to which the system owner is entitled.

Legal Values - String of up to 64 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Ownerinfo

This group contains the attributes that provides details about System.OwnerInfo.

System.Ownerinfo.InsComp (Read or Write)

Description The company that insures the system against theft or other loss.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.Ownerinfo.OwnerName (Read or Write)

Description The individual or business entity that holds legal title to the system.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Ownerinfo.Type (Read or Write)

Description Whether the system is owned or leased.
Legal Values . Owned-0

Leased-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.PCleSlotLFM

This group contains the attributes that provides details about System PCleSlot LFM.

System.PCleSlotLFM.3rdPartyCard (Read Only)

Description 3rd Party PCle Card may benefit from additional settings
Legal Values . No-0

Yes-1

N/A-2
Default Value 2

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.PCleSlotLFM.CardType (Read Only)

Description Type of PCle card installed
Legal Values . String of up to 512 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.PCleSlotLFM.CustomLFM (Read or Write)

Description Minimum airflow to be delivered the installed PCle card
Legal Values - Integral values from 0 to 5000
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy CustomLFM is read/write when LFMMode is set to custom

System.PCleSlotLFM.LFMMode (Read or Write)

Description Cooling Response Mode

Legal Values - Automatic-0
Disabled-1
Custom-2

Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic
Dependancy LFMMode is read/write when 3rdPartyCard is set to Yes

System.PCleSlotLFM.MaxLFM (Read Only)

Description Estimated airflow delivered to the slot at full fan speed
Legal Values - Integral values from O to 65536
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.PCleSlotLFM.PClelnletTemperature (Read Only)

Description Indicates the current PCle Inlet Temperature for the PCle Slot.
Legal Values - Integral values from 0 to 127
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.PCleSlotLFM.SlotState (Read Only)

Description PCle slot physically exists
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Legal Values

Default Value
Write Privilege
License Required

Dependancy

System.PCleSlotLFM.TargetLFM (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Not-Defined-0
Defined-1

0
Configure iDRAC
iDRAC Basic

None

Minimum airflow provisioned for the installed PCle card

String of up to 512 ASCII characters.
Configure iDRAC
iDRAC Basic

None

System.PowerHistorical

This group contains the attributes that provide details about System.PowerHistorical.

System.PowerHistorical.IntervallnSeconds (Read or

Write)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Time interval between two power reading in the graph.

Integral values from O to O

0
Configure iDRAC
iDRAC Basic

None

System.QuickSync

This group contains the attributes that provides details about System quicksync.

System.QuickSync.Access (Read or Write)

Description

Legal Values

Default Value

Write Privilege

Sets QuickSync access permission

Disabled-0
Read-only-1
Read-write-2

2
Configure iDRAC
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License Required iDRAC Basic

Dependancy System.QuickSync.Presence has to be Absent or Present

System.QuickSync.InactivityTimeout (Read or Write)

Description Quick Sync Inactivity Timeout value specified in seconds with max value of 3600 seconds
Legal Values - Integral values from 120 to 3600
Default Value 120

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy Cannot be set unless Inactivity TimerEnable is Enabled

System.QuickSync.InactivityTimerEnable (Read or Write)

Description Enables or disables the QuickSync inactivity timer
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy System.QuickSync.Presence has to be Absent or Present

System.QuickSync.Presence (Read Only)

Description Indicates the presence or absence of the QuickSync hardware
Legal Values - Not Supported-0

Absent-1

Present-2
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy System.QuickSync.Presence has to be Absent or Present

System.QuickSync.ReadAuthentication (Read or Write)

Description Enables or disables QuickSync read authentication to the server
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy System.QuickSync.Presence has to be Absent or Present
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System.QuickSync.WifiEnable (Read or Write)

@ | NOTE: This property is a replacement for System.QuickSync.WiFi, which has been deprecated.

Description Enables or disables QuickSync WiFi access
Legal Values . Disabled-0

Enabled-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy System.QuickSync.Presence has to be Absent or Present

System.SC-BMC

This group contains the attributes that provide details about System.SC-BMC.

@ | NOTE: The System.Chassis group is deprecated and replaced with System.SC-BMC group.

System.SC-BMC.ChassisinfraPower (Read Only)

Description Chassis Infrastructure Power
Legal Values - Integral values from O to 32767
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.SC-BMC.ChassisPowerCap (Read Only)

Description Chassis Power Cap
Legal Values - Integral values from O to 32767
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.SC-BMC.ChassisServiceTag (Read Only)

Description Chassis Service tag
Legal Values . String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

System.SC-BMC.PowerMonitoring (Read or Write)

Description Power monitoring
Legal Values - Integral values from O to 1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Serverinfo

This group contains the attributes that provides details about system server info.

System.Serverinfo.NodelD (Read Only)

Description Specifies the system node ID.
Legal Values . String of up to 124 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Serverinfo.RChassisServiceTag (Read Only)

Description Provides the system chassis-related service tag.
Legal Values - String of up to 10 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Serverinfo.ServerType (Read Only)

Description The type of physical form factor of the Server
Legal Values . Rack-0

Blade-1

Tower-2

Sled-3
Default Value 0

Write Privilege Configure iDRAC
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License Required iDRAC Basic

Dependancy None

System.Serverinfo.ServiceTag (Read Only)

Description Specifies the system service tag.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerOS

This group contains the attributes that provides details about system server OS.

System.ServerOS.HostName (Read or Write)

Description Server Host Name
Legal Values . String of up to 253 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerOS.OEMOSVersion (Read Only)

Description Server OEM OS Version

Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

System.ServerOS.OSName (Read or Write)

Description Server Operating System
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

System.ServerOS.0OSVersion (Read Only)

Description Server OS Version
Legal Values . String of up to 254 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerOS.ProductKey (Read Only)

Description Windows OS Product Key associated with the server
Legal Values - String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerOS.ServerPoweredOnTime (Read Only)

Description Indicates the time since the Host OS has been powered on ( seconds ).
Legal Values - Integral values from O to 2147483647
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerPwr

This group contains the attributes that provides details about system server power.

NOTE: For Dell PowerEdge FM120x4 server with more than one iDRAC, the power is received and shared from CMC.
Hence, the information about power and temperature for individual iDRACs are not displayed.

System.ServerPwr.ActivePolicyName (Read Only)

Description The active power cap policy name
Legal Values - String of up to 128 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Express or iDRAC Enterprise
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Dependancy

None

System.ServerPwr.ActivePowerCapVal (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Set the Active Power Cap value

Integral values from O to 32767

32767
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

System.ServerPwr.PowerCapMaxThres (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Maximum threshold for Power Cap

Integral values from O to 32767

32767
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

System.ServerPwr.PowerCapMinThres (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Minimum threshold for Power Cap

Integral values from O to 32767

0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

System.ServerPwr.PowerCapSetting (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enables or Disables setting the power cap value

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None
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System.ServerPwr.PowerCapValue (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Indicates maximum power consumption limit in Watts

@ | NOTE: This value is applicable only if System.Power.Cap.Enable is set to 1.

Integral values from O to 32767
32767
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

System.ServerPwr.PSCalcRedPolicy (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specify the Power Supply redundancy policy

Not Redundant-0
PSU Redundant-1
A/B Grid Redundant-2

0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

@ NOTE: In a two PSU system, you must set the primary PSU (that must be ON). In a four PSU system, you must set the
pair of PSUs (1+3 or 2+4) that must be ON.

System.ServerPwr.PSPFCEnabled (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enable the Power Supply Power Factor Correction

@ NOTE:

« This object is supported only for iDRAC on Rack and Tower servers.
+ This object is applicable only if System.Power.Cap.Enable is set to 1.

Disabled-0
Enabled-1

0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

System.ServerPwr.PSRapidOn (Read or Write)

Description

Legal Values

Enable the Power Supply Rapid On. Rapid On is exactly same as Hotspare as listed in idrac GUI.

Disabled-0
Enabled-1
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Default Value
Write Privilege
License Required

Dependancy

1
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

System.ServerPwr.PSRedPolicy (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specify the Power Supply redundancy policy

Not Redundant-0
A/B Grid Redundant-1

0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

System.ServerPwr.RapidOnPrimaryPSU (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

The Rapid On Primary PSU

PSU1-1
pSU2-2

1
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

System.ServerPwr.SCViewSledPwr (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Chassis controller view of Individual sled power

Integral values from O to 1600
0
Configure iDRAC
iDRAC Express or iDRAC Enterprise

None

System.ServerPwrMon

This group contains the attributes that provide details about system server power monitor.

System.ServerPwrMon.AccumulativePower (Read Only)

Description

Legal Values

Total power in energy consumed by server from start time.

Integral values from O to 2147483647
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Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerPwrMon.CumulativePowerStartTime (Read
Only)

Description Start of time period from which cumulative power is calculated.
Legal Values - Integral values from O to 2147483647
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerPwrMon.CumulativePowerStartTimeStr
(Read Only)

Description The start time when cumulative power is recorded.
Legal Values . String of up to 128 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerPwrMon.MinPowerTime (Read Only)

Description The time when minimum power is recorded.
Legal Values - Integral values from O to 2147483647
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerPwrMon.MinPowerTimeStr (Read Only)

Description The time when minimum power is recorded.
Legal Values . String of up to 128 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
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License Required

Dependancy

iDRAC Basic

None

System.ServerPwrMon.MinPowerWatts (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Minimum Power Historical

Integral values from O to 65553

65553
Configure iDRAC
iDRAC Basic

None

System.ServerPwrMon.PeakCurrentTime (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

System.ServerPwrMon.PeakCurrentTimeStr (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Time at which the server observed the maximum current from start time.

Integral values from O to 2147483647
0
Configure iDRAC
iDRAC Basic

None

The time when peak current is recorded.

String of up to 128 ASCII characters.
0
Configure iDRAC
iDRAC Basic

None

System.ServerPwrMon.PeakPowerStartTime (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Start of time period for which peak power is recorded.

Integral values from O to 2147483647
0
Configure iDRAC
iDRAC Basic

None
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System.ServerPwrMon.PeakPowerStartTimeStr (Read

Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

The start time when peak power is recorded.

String of up to 128 ASCII characters.
0
Configure iDRAC
iDRAC Basic

None

System.ServerPwrMon.PeakPowerTime (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Time at which the server consumed the maximum power from start time.

Integral values from O to 2147483647
0
Configure iDRAC
iDRAC Basic

None

System.ServerPwrMon.PeakPowerTimeStr (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

The time when peak power is recorded.

String of up to 128 ASCII characters.
0
Configure iDRAC
iDRAC Basic

None

System.ServerPwrMon.PeakPowerWatts (Read Only)

Description
Legal Values

Default Value
Write Privilege
License Required

Dependancy

Maximum power consumed by server from the start time.

Integral values from O to 32767

0
Configure iDRAC
iDRAC Basic

None
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System.ServerPwrMon.PowerConfigReset (Read or
Write)

Description Resets the power statistics starting time. (Write only).

Legal Values . None-0

ClrCumulaPowerAndTime-1
ClrPeaKValueAndTIme-2
CIrAll-3
ClrPeakAndCumulaValue-4

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerTopology

@ | NOTE: The System.Location group is deprecated and replaced with System.ServerTopology group.

This group contains the attributes that provides details about System server topology.

System.ServerTopology.AisleName (Read or Write)

Description The aisle the system is located in.
Legal Values . String of up to 128 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerTopology.BladeSlotNumInChassis (Read
Only)

Description Slot number within chassis.
Legal Values . String of up to 2 ASCII characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerTopology.ChassisName (Read Only)

Description Chassis in which this system is located
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Legal Values - String of up to 64 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerTopology.DataCenterName (Read or Write)

Description The data center the system is located in.
Legal Values . String of up to 128 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerTopology.RackName (Read or Write)

Description Name of the rack on which the system is located.
Legal Values . String of up to 128 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerTopology.RackSlot (Read or Write)

Description Slot in the rack where the system is located.
Legal Values - Integral values from 1to 255
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServerTopology.RoomName (Read or Write)

Description Room Name
Legal Values . String of up to 128 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic
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Dependancy None

System.ServerTopology.SizeOfManagedSysteminU (Read
Only)

Description Measure of thickness of the system in U
Legal Values - Integral values from 1to 255
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServiceContract

This group contains the attributes that provides details about System.ServiceContract.

System.ServiceContract.Renewed (Read or Write)

Description Whether the service contract was renewed or not (Yes or No).
Legal Values - Yes-0

No-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServiceContract.Type (Read or Write)

Description Type refers to the name or feature of the system covered by the service contract. For example, Installation
Service, Maintenance Service, Return Service, Gold Service, Premier Service.

Legal Values . String of up to 64 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ServiceContract.Vendor (Read or Write)

Description The business entity contracting to service the system.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
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License Required iDRAC Basic

Dependancy None

System.Storage

This group contains the attributes that provides details about system storage.

System.Storage.AvailableSpareAlertThreshold (Read or
Write)

Description Displays the system level user configured threshold value for available spare value of the SSD devices connected
to system.

Legal Values - Integral values from 1to 99

Default Value 10

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Storage.RemainingRatedWriteEnduranceAlertThr
eshold (Read or Write)

Description Displays the system level user configured threshold value for write endurance value of the SSD devices connected
to system.

Legal Values - Integral values from 1to 99

Default Value 10

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Supportinfo

This group contains the attributes that provides details about System.Supportinfo.

System.Supportinfo.AutoFix (Read or Write)

Description Method used to fix the problem
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.Supportinfo.HelpDesk (Read or Write)

Description Name of the help desk that provides technical support for your system; information provided by the help desk.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Supportinfo.Outsourced (Read or Write)

Description Indicates whether you have contracted with an outside business entity to provide technical support for your
system.
Legal Values - Yes-0
No-1
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Supportinfo.Type (Read or Write)

Description Indicates whether a support request is for a problem with your system's network connectivity or with a particular
system component.

Legal Values . Network-0
Storage-1

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Systeminfo

This group contains the attributes that provides details about System.Systeminfo.

System.Systeminfo.BootTime (Read Only)

Description Time of the last system boot.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.SystemInfo.PrimaryTelephone (Read or Write)

Description Telephone number for the person responsible for managing the system.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Systemlinfo.PrimaryUser (Read or Write)

Description Text that provides the name for the person responsible for managing the system.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Systemlinfo.SysLocation (Read or Write)

Description Alphanumeric text that specifies where the system is, such as building and room.
Legal Values - String of up to 64 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.SystemInfo.SysTime (Read Only)

Description Current time configured on the system clock.
Legal Values . String of up to 64 ASCI characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalConfig

This group contains the attributes that provide details about System.ThermalConfig.
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System.ThermalConfig.CriticalEventGenerationinterval
(Read or Write)

Description Indicates time interval in days for critical events to be generated

Legal Values Integral values from O to 365

Default Value 30
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalConfig.EventGenerationinterval (Read or
Write)

Description Indicates time interval in days for warning events to be generated

Legal Values Integral values from O to 365

Default Value 30
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalConfig.FreshAirCompliantConfiguration
(Read Only)

Description Indicates if the system is a Fresh Air compliant configuration
Legal Values - Not Applicable-0

Yes-1

No-2
Default Value 1

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalConfig.MaxCFM (Read Only)

Description

Legal Values Integral values from O to 1000

Default Value 0
Write Privilege Not Applicable
License Required iDRAC Basic

Dependancy Not shown if system.embedded.1#thermalsettings.1#systemCFMsupport is not supported.
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System.ThermalConfig.ValidFanConfiguration (Read Only)

Description Valid Fan Configuration
Legal Values . No-0
Yes-1
NotApplicable-2
Default Value 2
Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

System.ThermalHistorical

This group contains the attributes that provide details about System.ThermalHistorical.

System.ThermalHistorical.IntervalinSeconds (Read or
Write)

Description Specifies the time resolution
Legal Values - Integral values from 0 to O
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings

This group contains the attributes that provides details about system thermal settings.

System.ThermalSettings.AirExhaustTemp (Read or Write)

Description Specifies the Average Air Exhaust Temperature

@ | NOTE: This attribute is platform dependent.

Legal Values . 40-0
451
50-2
55-3
60-4
65-5
70-255

Default Value 255
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy Feature must be supported to set the value.

222 System Attributes



System.ThermalSettings.AirExhaustTempSupport (Read
Only)

Description Specifies if the Average Air Exhaust Temperature is supported
Legal Values - Not Supported-0
Supported-1
Default Value 0
Write Privilege Server Configuration

License Required iDRAC Basic

Dependancy None

System.ThermalSettings.AirTemperatureRiseLimit (Read
or Write)

Description Defines the Air Temperature Rise Limit

Legal Values . 15-0
20-1
25-2
30-3
35-4
40-5
45-6
NO LIMIT-255

Default Value 2565
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy Feature must be supported to set the value.

System.ThermalSettings.AirTemperatureRiseLimitSuppor
t (Read Only)

Description Defines if the Air Temperature Rise Limit configuration is supported
Legal Values - Not Supported-0

Supported-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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System.ThermalSettings.CurrentSystemProfileValue
(Read Only)

Description Displays current system profile value

Legal Values String of up to 32 ASCII characters.

Default Value None
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.FanSpeedHighOffsetVal (Read
Only)

Description Specifies the Fan Speed High Offset Value
@ | NOTE: This attribute is platform dependent.

Legal Values Integral values from O to 65535

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.FanSpeedLowOffsetVal (Read
Only)

Description Specifies the Fan Speed Low Offset Value

@ | NOTE: This attribute is platform dependent.

Legal Values Integral values from O to 65535

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.FanSpeedMaxOffsetVal (Read
Only)

Description Specifies the Fan Speed Max Offset Value

Legal Values Integral values from O to 65535

Default Value 0
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Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.FanSpeedMediumOffsetVal
(Read Only)

Description Specifies the Fan Speed Medium Offset Value

@ | NOTE: This attribute is platform dependent.

Legal Values Integral values from O to 65535

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.FanSpeedOffset (Read or Write)

Description Specifies the Fan Speed Offset

@ | NOTE: This attribute is platform dependent.

Legal Values . Low-0
High-1
Medium-2
Max-3
Off-255
Default Value 255

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.MaximumPClelnletTemperaturelL
imit (Read or Write)

Description Defines the Maximum PCle Inlet Temperature Limit.
Legal Values . 55-0

4541
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy Feature must be supported to set the value.
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System.ThermalSettings.MaximumPClelnletTemperaturelL
imitSupport (Read Only)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Defines if the Maximum PCle Inlet Temperature Limit configuration is supported.

Not Supported-0
Supported-1

0
Configure iDRAC
iDRAC Basic

None

System.ThermalSettings. MFSMaximumLimit (Read Only)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the MFS Maximum Limit

(D | NOTE: This attribute is platform dependent.

Integral values from O to 100
100
Configure iDRAC
iDRAC Basic

None

System.ThermalSettings.MFSMinimumLimit (Read Only)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the MFS Minimum Limit

@ | NOTE: This attribute is platform dependent.

Integral values from O to 100
0
Configure iDRAC
iDRAC Basic

None

System.ThermalSettings.MinimumFanSpeed (Read or

Write)

Description

Legal Values

Default Value

Write Privilege

Minimum Fan Speed

(D | NOTE: This attribute is platform dependent.

Integral values from O to 255

255
Configure iDRAC
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License Required iDRAC Basic

Dependancy None

System.ThermalSettings.PCleSlotLFMSupport (Read
Only)

Description Specifies if the PCle LFM feature is supported

Legal Values Not Supported-0

Supported-1
Default Value 0
Write Privilege Server Configuration
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.SetAirTemperatureRiseLimit
(Read or Write)

Description Defines if the Air Temperature Rise Limit configuration is enabled/disabled.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy Feature must be supported to set the value.

System.ThermalSettings.SetMaximumExhaustTemperatur
eLimit (Read or Write)

Description Defines if the Exhaust Temperature Limit configuration is disabled or enabled.
Legal Values . Disabled-0

Enabled-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy Feature must be supported to set the value.

System.ThermalSettings.SystemCFMSupport (Read Only)

Description Specifies if the System CFM is supported

Legal Values Not Supported-0

Supported-1
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Default Value 0
Write Privilege Server Configuration
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.SystemExhaustTemperature
(Read Only)

Description Indicates the current system exhaust temperature.

Legal Values Integral values from O to 127

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.SysteminletTemperature (Read
Only)

Description Indicates the current system inlet (ambient) temperature.

Legal Values Integral values from O to 127

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.SysteminletTemperatureSupport
LimitPerConfiguration (Read Only)

Description Indicates the system inlet temperature limit supported for system configuration.

Legal Values Integral values from 0 to 127

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.ThermalSettings.TargetExhaustTemperatureLimit
(Read Only)

Description Indicates the current effective target exhaust temperature limit.

228 System Attributes



Legal Values

Default Value
Write Privilege
License Required

Dependancy

Integral values from O to 127
0
Configure iDRAC
iDRAC Basic

None

System.ThermalSettings.ThermalProfile (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Specifies the Thermal Profile

@ | NOTE: Restart the system to activate the power and thermal settings.

Default Thermal Profile Settings-0
Maximum Performance-1
Minimum Power-2

Sound Cap-3

0
Configure iDRAC
iDRAC Basic

None

System.USBFront

This group contains the attributes that provides details about system USB front.

System.USBFront.Enable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependancy

Enables or disables the host front USB port.

@ | NOTE: This setting can be overwritten by BIOS Menu setting.

Enabled-2
Disabled-1
Not Applicable-0

0
Server Configuration
iDRAC Basic

System.USBFront.Enable can only be set to Enable/Disable if
iDRAC.PlatformCapability. FrontPortUSBConfiguration is Enabled. System. USBFront.Enable can only be set to
NotApplicable if iDRAC.PlatformCapability.FrontPortUSBConfiguration is Disabled.

System.Warrantylnfo

This group contains the attributes that provides details about System.WarrantyInfo.

System.Warrantyinfo.Cost (Read or Write)

Description

The total cost of the warranty service on a system.
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Legal Values . String of up to 32 ASCII characters.

Default Value 0
Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Warrantyinfo.Duration (Read or Write)

Description The number of days or months that the warranty is to be in force.
Legal Values . String of up to 64 ASCI characters.
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Warrantylnfo.EndDate (Read or Write)

Description The date that extended warranty service ends.
Legal Values - String of up to 32 ASCII characters.
Default Value None

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None

System.Warrantyinfo.UnitType (Read or Write)

Description Indicates whether the length of the warranty is measured in days or months.
Legal Values . Days-0

Months-1
Default Value 0

Write Privilege Configure iDRAC
License Required iDRAC Basic

Dependancy None
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Topics:

BIOS.BiosBootSettings
BIOS.BootSegEnDis
BIOS.BootSettings
BIOS.BiosCpuKnobTuning
BIOS.DebugMenulioConfigurationSettings
BIOS.DebugMenuSetting
BIOS.EmbServerMgmt
BIOS.HttpDev1Settings
BIOS.HttpDev2Settings
BIOS.HttpDev3Settings
BIOS.HttpDev4Settings
BIOS.HttpDevTIsConfig
BIOS.IntegratedDevices
BIOS.IntelPersistentMemorySettingsMainMenu
BIOS.IsciDevicelConnectionl1Settings
BIOS.IsciDevicelConnection2Settings
BIOS.IscsiDevice1Settings
BIOS.MemSettings
BIOS.MiscSettings
BIOS.NetworkSettings
BIOS.NvmeSettings
BIOS.OneTimeBoot
BIOS.PersistentMemorySetting
BIOS.PmCreateGoalConfig
BIOS.PmintelPersistentMemoryDIMMs
BIOS.PowerMgmtSettings
BIOS.ProcSettings
BIOS.PxeDev1Settings
BIOS.PxeDev2Settings
BIOS.PxeDev3Settings
BIOS.PxeDev4Settings
BIOS.RedundantOsControl
BIOS.SataSettings
BIOS.SerialCommSettings
BIOS.SkHynixSmartTest
BIOS.SlotBifurcation
BIOS.SlotDisablement
BIOS.SysInformation
BIOS.SysProfileSettings
BIOS.SysSecurity

BIOS. TpmAdvancedSettings
BIOS.UefiBootSegEnDis
BIOS.UefiBootSettings

BIOS.BiosBootSettings

You can manage the BIOS start settings using the objects in this group.
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BIOS.BiosBootSettings.BiosBootSeq (Read or Write)

Description This field tells the system where to find the operating system files needed for system startup. This field applies
only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BiosBootSettings (Read or Write)

Description This field controls system boot settings when Boot Mode is set to 'BIOS'. This field has no effect when Boot
Mode is set to 'UEFI'".

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootMode (Read or Write)

Table 1. The details of BIOS.BiosBootSettings.BootMode attribute

Attribute values Attribute description

Description Determines the start mode of the system.
Legal Values . BIOS
UEFI

Default Value Not Applicable

Write Privilege  Sgrver Control

License Required \DRAC Express or iDRAC Enterprise

Dependency None

BIOS.BiosBootSettings.BootSeq (Read or Write)

Description This field tells the system where to find the operating system files needed for system startup. This field applies
only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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@ NOTE: If BootMode is set to UEFI, legacy boot settings are not available in the system. Similarly, if BootMode is set to
Legacy BIOS, UEFI settings are not available in the system.

BIOS.BiosBootSettings.BootSeqEnDis1 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis10 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis11 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'".

Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis12 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency

Not applicable

BIOS.BiosBootSettings.BootSeqEnDis13 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.BootSeqEnDis14 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.BootSeqEnDis15 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.BootSeqEnDis16 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.BiosBootSettings.BootSeqEnDis17 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis18 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis19 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'".

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis2 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BiosBootSettings.BootSeqEnDis20 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.BootSeqEnDis3 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.BootSeqEnDis4 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'".

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.BootSeqEnDis5 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.BiosBootSettings.BootSeqEnDis6 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis7 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis8 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'".

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis9 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch enabled
boot options only; it will not launch disabled boot options. This field applies only when Boot Mode is 'BIOS'; it has
no effect when Boot Mode is 'UEFI'.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BiosBootSettings.BootSeqEnDisRef (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.HddSeq (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field specifies the order in which hard-disk drives will be configured in the system. The first hard drive in the
system will be the bootable C: drive in DOS/DOS-like operating systems. This field applies only when Boot Mode is
'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.UefiBootSeq (Read or Write)

Table 2. The details of BIOS.BiosBootSettings.UefiBootSeq attribute

Attributes values Attribute description

Description
Legal Values

Default Value

Write Privilege
License Required

Dependency

UEFI boot sequence

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Read Only if Boot mode is set to BIOS

BIOS.BootSegEnDis

This group contains the attributes that provides details about BIOS .BootSegEnDis.

BIOS.BootSeqEnDis.BootSeqEnDis (Read or Write)

Description

Legal Values
Default Value
Write Privilege

License Required

This field allows a boot option to be enabled or disabled. When disabled, the device will be skipped in the boot
sequence when booting to the OS.

Not Applicable
Not Applicable
Server Control

iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.BootSettings

This group contains the attributes that provides details about BIOS .BootSettings.

BIOS.BiosBootSettings.BiosBootSettingsRef (Read or
Write)

Description This field controls system boot settings when Boot Mode is set to 'BIOS'. This field has no effect when Boot
Mode is set to 'UEFI'".

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.BootMode (Read or Write)

Description Determines whether the BIOS attempts to boot the OS via the method defined by the Unified Extensible
Firmware Interface (UEFI) specification or via the legacy (BIOS) method. Selecting BIOS ensures compatibility
with older operating systems that do not support the UEFI method. Many newer operating systems are UEFI-
aware, and some of them may also support legacy boot methods.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqRetry (Read or Write)

Description This field enables/disables the Boot Sequence Retry feature. When set to Enabled, the system will re-attempt the
Boot Sequence after a 30-second timeout if the last boot attempt has failed.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.GenericUsbBoot (Read or Write)

Description When set to Enabled, a Generic USB Boot placeholder will be placed in the UEFI Boot Sequence, which will map
to the first bootable USB device in the boot sequence. This allows the entry to remain present even if the USB
device is not present. This is only available in UEFI Boot Mode.

Legal Values Not Applicable
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.HddFailover (Read or Write)

Description When Boot Mode is BIOS, this field specifies the devices in the Hard-Disk Drive Sequence menu the BIOS will
attempt to boot. This field has no effect when Boot Mode is UEFI. When set to Disabled, the BIOS will only
attempt to boot the first Hard-Disk device in the list. When set to Enabled, the BIOS will attempt to boot each
Hard-Disk device in order until it is successful or the entire Hard-Disk Drive Sequence has been attempted.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.HddPlaceholder (Read or Write)

Description When set to Enabled, a Generic RAID HDD placeholder will be placed into the UEFI Boot Sequence. The entry will
remain present until an operating system or boot file is installed on the RAID disk. This setting is only available in
UEFI Boot Mode.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.OneTimeBootRef (Read or Write)

Description This field supports a one-time boot to a specified device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderDis (Read or Write)

Description "The SetBootOrderDis fields specify a list of Fgdds representing the boot Option Disabled to be applied on the
next boot."

Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderEn (Read or Write)

Description "The SetBootOrderEnDis fields specify a list of Fqdds representing the boot " "Option Enable to be applied on the
next boot."

Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd1 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fadds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd10 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd11 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd12 (Read or
Write)

Description The SetBootOrderFgdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd13 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fadds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd14 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd15 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd16 (Read or
Write)

Description The SetBootOrderFgdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd2 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fadds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd3 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd4 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd5 (Read or
Write)

Description The SetBootOrderFgdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd6 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fadds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd7 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd8 (Read or
Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.BiosBootSettings.SetBootOrderFqdd9 (Read or
Write)

Description The SetBootOrderFgdd fields specify a list of Fqdds representing the boot list to be applied on the next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd1 (Read

or Write)
Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd10 (Read

or Write)

Description The SetlLegacyHddOrderFqgdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.

Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd11 (Read

or Write)
Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd12 (Read

or Write)
Description The SetlLegacyHddOrderFqgdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd13 (Read

or Write)
Description The SetLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd14 (Read

or Write)
Description The SetlLegacyHddOrderFqgdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd15 (Read
or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
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Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd16 (Read

or Write)
Description The SetlLegacyHddOrderFqgdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd2 (Read

or Write)
Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd3 (Read

or Write)
Description The SetlLegacyHddOrderFqgdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS Attributes 247



BIOS.BiosBootSettings.SetLegacyHddOrderFqdd4 (Read

or Write)
Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd5 (Read

or Write)
Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd6 (Read

or Write)

Description The SetlLegacyHddOrderFqgdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.

Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd?7 (Read

or Write)
Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd8 (Read

or Write)
Description The SetlLegacyHddOrderFqgdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.BiosBootSettings.SetLegacyHddOrderFqdd9 (Read

or Write)
Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied on the
next boot.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlIOS.BiosBootSettings.UefiBootSettingsRef (Read or
Write)

Description This field controls system boot settings when Boot Mode is set to 'UEFI". This field has no effect when Boot Mode
is set to 'BIOS".

Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.BiosCpuKnobTuning

The objects in this group manage the Bios Cpu Knob Tuning.

BIOS.BiosCpuKnobTuning.LIlcPrefetch (Read or Write)

Description Enable or disable LLC Prefetch on all threads.
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Legal Values . Enabled

Disabled
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Basic, iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosCpuKnobTuning.DirectoryAtoS (Read or Write)

Description AtoS optimization reduces remote read latencies for repeat read accesses without intervening writes.
Legal Values . Enabled
Disabled
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Basic, iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosCpuKnobTuning.DeadLineLlcAlloc (Read or
Write)

Description Enables to opportunistically fill dead lines in LLC.
Legal Values . Enabled
Disabled
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Basic, iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenulioConfigurationSettings

This group contains the attributes that provides details about BIOS . DebugMenulioConfigurationSettings.

BIOS.DebugMenulioConfigurationSettings.DeviceUnhide
(Read or Write)

Description This field enables/disables IO Misc Device unhiding. This field also controls powering down unused ports.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.DebugMenulioConfigurationSettings.Dfx (Read or
Write)

Description This field enables/disables DFX for margining. When Enabled, TXT and VT are disabled.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenulioConfigurationSettings.DirectMedialnt
erfaceSpeed (Read or Write)

Description Changing this field will change the speed for the Direct Media Interface.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenulioConfigurationSettings. TXEQWA
(Read or Write)

Description Enable/Disable PCle TXEQ Workaround.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenulioConfigurationSettings.UnusedPcieClk
(Read or Write)

Description This field enables unused PCle clocks for Mfg Test. When Enabled, no attempt is made to disable PCle clocks.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.DebugMenuSetting

This group contains the attributes that provides details about BIOS . DebugMenuSetting.

BIOS.DebugMenuSetting.AttemptFastBoot (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.AttemptFastBootCold (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.DebugMenuSetting.BiosCpuKnobTuning (Read or
Write)

Description BIOS CPU Knob Tuning
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.BiosCpuKnobTuningRef (Read or
Write)

Description BIOS CPU Knob Tuning
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.BrowserDebugMode (Read or
Write)

Description When enabled, the HIl browser will turn on debug related features.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.BrowserMode (Read or Write)

Description Changes display mode of Hll browser. The setting will take effect after save and exit from the system setup. The
setting will not apply to the next boot.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.BrowserOptionsRef (Read or
Write)

Description HIl forms browser options
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.BugChecking (Read or Write)

Description This field enables/disables features of the BIOS designed to catch serious software bugs. These features include
the memory checker, NULL pointer checking, and sanity checks within the BIOS core. Disabling these features
maximize compatibility. Developers and Testers should enable this feature to detect serious software issues.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.DebugMenuSetting.CkeThrottling (Read or Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.ClpOutput (Read or Write)

Description This field enables or disables CLP strings output during POST for debug purpose.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.CTOMasking (Read or Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.CurrentLimit (Read or Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.DciTransport (Read or Write)

Description Enabling this field will turn on the Intel PCH Direct Connect Interface.
Legal Values Not Applicable
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.DeadLinelLlcAlloc (Read or
Write)

Description "Enabled - opportunistically fill dead lines in LLC. " "Disabled - never fill dead lines in LLC."
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.DebugErrorLevel (Read or
Write)

Description This field controls serial DEBUG output level for certain drivers. The value overrides the platform
PcdDebugPrintErrorLevel PCD value. The value is a 32-bit bit mask of the following values: DEBUG_INIT
0x00000001 DEBUG_WARN 0x00000002 DEBUG_LOAD 0x00000004 DEBUG_FS 0x00000008
DEBUG_POOL 0x00000010 DEBUG_PAGE 0x00000020 DEBUG_INFO 0x00000040 DEBUG_DISPATCH
0x00000080 DEBUG_VARIABLE 0x00000100 DEBUG_BM 0x00000400 DEBUG_BLKIO 0x00001000
DEBUG_NET 0x00004000 DEBUG_UNDI 0x00010000 DEBUG_LOADFILE 0x00020000 DEBUG_EVENT
0x00080000 DEBUG_GCD 0x00100000 DEBUG_CACHE 0x00200000 DEBUG_VERBOSE 0x00400000
DEBUG_ERROR 0x80000000 If the Field is clear, the platform PcdDebugPrintErrorLevel PCD value is used.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.DirectoryAtoS (Read or Write)

Description "AtoS optimization reduces remote read latencies for repeat read accesses without intervening writes."
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.DirectoryMode (Read or Write)

Description Enable or disable directory mode. Useful for Cscript error injection.

Legal Values Not Applicable
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.DebugMenuSetting.EmbSataRSTeDebug (Read or
Write)

Description Enable Hot Plug for SATA ports of the embedded SATA controllers.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.EmbSataTestMode (Read or
Write)

Description Enable Test Mode for SATA ports of the embedded SATA controllers.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.DebugMenuSetting.ldracDebugMode (Read or
Write)

Description This field enables or disables the IDRAC IPMI KCS and SMA debug interface.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.IgnoreldracCrReq (Read or
Write)

Description
Legal Values Not Applicable
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.lioPcieGlobalSpeed (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.IntelTestEventlio (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.InteractivePassword24A (Read

or Write)
Description Enables or disables the new flow of interactive password defined since UEFI 2.4A (1085 and 1174 errata). When
set to Disabled, the HIl browser will apply the old flow defined in UEFI 2.3.1.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.JunoPmEnable (Read or Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.DebugMenuSetting.LinkDowntrainReporting (Read

or Write)
Description
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.LIcPrefetch (Read or Write)

Description "Enable/Disable LLC Prefetch on all threads."
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.MeFailureRecoveryEnable (Read

or Write)

Description Determines whether BIOS will attempt to recover ME when it is in a failed state
Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.MemHotThrottlingMode (Read

or Write)
Description
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.DebugMenuSetting.MemoryBist (Read or Write)

Description This field enables/disables Memory BIST.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.MemoryFastBootCold (Read or
Write)

Description Enable/Disable Memory RMT.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.MemoryMultiThread (Read or
Write)

Description Enable/Disable Memory RMT.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.MemoryPerBitMargin (Read or
Write)

Description Enable/Disable Memory RMT.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.DebugMenuSetting.MemoryRmt (Read or Write)

Description Enable/Disable Memory RMT.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.MemoryThrottlingMode (Read

or Write)
Description
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.MemTestOnFastBoot (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.MeUmaEnable (Read or Write)

Description Changing this field will enable/disable the ME UMA feature
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.DebugMenuSetting.MRCSerialDbgOut (Read or
Write)

Description This field enables/disables the RC/MRC Serial debug output.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.MultiThreaded (Read or Write)

Description Enable to execute the Memory Reference Code multi-threaded.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.NdcConfigurationSpeed (Read

or Write)
Description
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.PCleErrorinjection (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.DebugMenuSetting.PClelLiveErrorRecovery (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.PostPackageRepair (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.PPRErrinjectionTest (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.ProcDpatProDebug (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.DebugMenuSetting.ProcMtrrPatDebug (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.PSPConsoleOut (Read or Write)

Description This field enables/disables PSP Console Output (serial debug).
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.RankMargin (Read or Write)

Description Enable/Disable Memory RMT.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.RebootTestCount (Read or
Write)

Description This field selects Reboot count between 1 - 65535.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.DebugMenuSetting.RebootTestMode (Read or
Write)

Description This field selects Reboot Type.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.RebootTestPoint (Read or
Write)

Description This field selects Reboot Location.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.S4Support (Read or Write)

Description Enable, Disable, or allow normal platform control (Auto) of S4 Sleep State Support.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.SccDebugEnabled (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

264 BIOS Attributes



BIOS.DebugMenuSetting.SrefProgramming (Read or
Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.TpmBindingReset (Read or
Write)

Description Clears the TPM, resets the binding and turns off TPM Security. To apply this, TPM Security should also be set to
On when setting TPM Binding Reset to On.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.TraceHubDebug (Read or Write)

Description This setting enables/disables the Intel North Peak Trace Hub feature.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.DebugMenuSetting.VmWareSupport (Read or Write)

Description This field is for enable different _DSM of NvDimm deivce for MicroSoft or VMWARE (for development purpose)
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.DebugMenuSetting.XptPrefetch (Read or Write)

Description "XPT Prefetch is a mechanism that enables a read request that is being sent to the LLC to speculatively issue a
copy of that read to the memory controller."

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.EmbServerMgmt (Read or Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.FrontLcd (Read or Write)

Description This field allows you to select whether to display the Default (Model name and number) or a user-defined string in
the front-panel LCD display. To modify the advanced features of the front-panel LCD, press F2 during boot to
enter System Setup and then select IDRAC Settings.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.UserLcdStr (Read or Write)

Description This field allows you to view/enter the User-Defined String to be displayed on the LCD. The string can be 62
characters long.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt

This group contains the attributes that provides details about BIOS . EmbServerMgmt.
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BIOS.EmbServerMgmt.EmbServerMgmt (Read or Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.FrontLcd (Read or Write)

Description This field allows you to select whether to display the Default (Model name and number) or a user-defined string in
the front-panel LCD display. To modify the advanced features of the front-panel LCD, press F2 during boot to
enter System Setup and then select iDRAC Settings.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.UserLcdStr (Read or Write)

Description This field allows you to view/enter the User-Defined String to be displayed on the LCD. The string can be 62
characters long.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings

This group contains the attributes that provides details about BIOS.HttpDevlSettings.

BIOS.HttpDevi1Settings.HttpDeviDhcpEnDis (Read or
Write)

Description DHCP Enable/Disable for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDevi1Settings.HttpDeviDns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDevi1Settings.HttpDeviDns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDevi1Settings.HttpDeviDnsDhcpEnDis (Read or
Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDevi1Settings.HttpDeviGateway (Read or Write)

Description Gateway for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDevi1Settings.HttpDevlinterface (Read or
Write)

Description NIC interface used for this HTTP device
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Legal Values
Default Value

Write Privilege

License Required

Dependency

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDevi1Settings.HttpDevllp (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

IP address for this HTTP Device.
Not Applicable

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDev1Settings.HttpDeviMask (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Subnet mask for this HTTP Device.
Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDevi1Settings.HttpDeviProtocol (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol version 6
(the newest version) is used for this device.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDevi1Settings.HttpDev1Settings (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field controls the configuration for this HTTP device
Not Applicable

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable
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BIOS.HttpDevi1Settings.HttpDev1Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS will
attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDevi1Settings.HttpDev1VIanEnDis (Read or
Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDevi1Settings.HttpDev1Vianid (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP servers.
This value can be from 1 to 4094 inclusive.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDevi1Settings.HttpDev1VianPriority (Read or
Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given ID. This
value can be from O to 7 inclusive.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings

This group contains the attributes that provides details about BIOS.HttpDev2Settings.

BIOS.HttpDev2Settings.HttpDev2DhcpEnDis (Read or
Write)

Description DHCP Enable/Disable for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Dns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Dns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2DnsDhcpEnDis (Read or
Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2Gateway (Read or
Write)

Description Gateway for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2interface (Read or
Write)

Description NIC interface for this HTTP device
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2ip (Read or Write)

Description IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Mask (Read or Write)

Description Subnet mask for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2Protocol (Read or
Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol version 6
(the newest version) is used for this device.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Settings (Read or
Write)

Description This field controls the configuration for this HTTP device
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS will
attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2VIanEnDis (Read or
Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2Vlanld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP servers.
This value can be from 1 to 4094 inclusive.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2VlanPriority (Read or
Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given ID. This
value can be from O to 7 inclusive.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings

This group contains the attributes that provides details about BIOS . HttpDev3Settings.

BIOS.HttpDev3Settings.HttpDev3DhcpEnDis (Read or
Write)

Description DHCP Enable/Disable for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Dns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Dns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3DnsDhcpEnDis (Read or
Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Gateway (Read or
Write)

Description Gateway for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3interface (Read or
Write)

Description NIC interface for this HTTP device
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev3Settings.HttpDev3lp (Read or Write)

Description IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Mask (Read or Write)

Description Subnet mask for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Protocol (Read or
Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol version 6
(the newest version) is used for this device.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Settings (Read or
Write)

Description This field controls the configuration for this HTTP device
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev3Settings.HttpDev3Uri (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS will
attempt to contact the network's DHCP server and ask it for the boot file name.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDev3Settings.HttpDev3VIlanEnDis (Read or

Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDev3Settings.HttpDev3Vianld (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP servers.
This value can be from 1 to 4094 inclusive.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDev3Settings.HttpDev3VlanPriority (Read or

Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given ID. This
value can be from O to 7 inclusive.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.HttpDev4Settings

This group contains the attributes that provides details about BIOS.HttpDev4Settings.

BIOS.HttpDev4Settings.HttpDev4DhcpEnDis (Read or
Write)

Description DHCP Enable/Disable for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Dns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Dns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4DnsDhcpEnDis (Read or
Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

278 BIOS Attributes



BIOS.HttpDev4Settings.HttpDev4Gateway (Read or
Write)

Description Gateway for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4interface (Read or
Write)

Description NIC interface for this HTTP device
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4lp (Read or Write)

Description IP address for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4dMask (Read or Write)

Description Subnet mask for this HTTP Device.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev4Settings.HttpDev4Protocol (Read or
Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol version 6
(the newest version) is used for this device.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Settings (Read or
Write)

Description This field controls the configuration for this HTTP device
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS will
attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4VIlanEnDis (Read or
Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev4Settings.HttpDev4Vlanld (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP servers.
This value can be from 1 to 4094 inclusive.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDev4Settings.HttpDev4VlanPriority (Read or

Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given ID. This
value can be from O to 7 inclusive.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDevTIsConfig

The objects in this group manage BIOS.Http dev TLS config

BIOS.HttpDeviTIsConfig.HttpDeviTIsMode (Read or

Write)

Description
Legal Values

Default Value

Write Privilege

License Required

Dependency

View and/or modify this device's boot TLS authentication mode.

None

Enabled

Server Control

iDRAC Basic, iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.HttpDev2TIsConfig.HttpDev2TIsMode (Read or

Write)

Description
Legal Values

Default Value

Write Privilege

View and/or modify this device's boot TLS authentication mode.

None

Not applicable

Server Control
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License Required iDRAC Basic, iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.HttpDev3TIsConfig.HttpDev3TIsMode (Read or
Write)

Description View or modify this device's boot TLS authentication mode.
Legal Values . None

Default Value Not applicable

Write Privilege Server Control

License Required iDRAC Basic, iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.HttpDev4TIsConfig.HttpDev4TIsMode (Read or
Write)

Description View or modify this device's boot TLS authentication mode.
Legal Values . None

Default Value Not applicable

Write Privilege Server Control

License Required iDRAC Basic, iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.IntegratedDevices

This group contains the attributes that provides details about BIOS . IntegratedDevices.

BIOS.IntegratedDevices.CurrentEmbVideoState (Read or
Write)

Description Read-only. Indicates the current state of the Embedded Video Controller. If the Embedded Video Controller is the
only display capability in the system (that is, no add-in graphics card is installed), then the Embedded Video
Controller is automatically used as the primary display even if the Embedded Video Controller setting is Disabled.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable
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BlIOS.IntegratedDevices.EmbNic1 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Enables or disables the embedded NIC. NOTE: If set to Disabled (OS), the embedded NIC may still be available for
shared network access by the embedded management controller. This function must be configured via the NIC
management utilities provided with your system. There is only one onboard RJ45 port shared between BIOS and

iDRAC. So it can only be enabled when iDRAC NIC selection is set to Shared. If the iDRAC setting is Dedicated,

will be grayed out and forced to Disabled.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNiciINic2 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Enables or disables the OS interface of the embedded NIC1and NIC2 controller. NOTE: If set to Disabled (OS),
the embedded NICs may still be available for shared network access by the embedded management controller.

This function must be configured via the NIC management utilities provided with your system.

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNic2 (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNic3 (Read or Write)

Description
Legal Values
Default Value
Write Privilege
License Required

Dependency

Not Applicable
Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BlIOS.IntegratedDevices.EmbNic3Nic4 (Read or Write)

Description Enables or disables the OS interface of the embedded NIC3 and NIC4 controller. NOTE: If set to Disabled (OS),
the embedded NICs may still be available for shared network access by the embedded management controller.
This function must be configured via the NIC management utilities provided with your system.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.EmbNic4 (Read or Write)

Description

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.EmbNicPort1BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Embedded
NIC port number. This attribute is for system management software use, and does not appear in System BIOS
Setup. This attribute always returns Unknown when read. There is no change to the LOM Port Legacy Boot
Protocol setting when Unknown is written. An error is returned if written with a setting (None, PXE, or iISCSI)
that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.EmbNicPort2BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Embedded
NIC port number. This attribute is for system management software use, and does not appear in System BIOS
Setup. This attribute always returns Unknown when read. There is no change to the LOM Port Legacy Boot
Protocol setting when Unknown is written. An error is returned if written with a setting (None, PXE, or iSCSI)
that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.EmbNicPort3BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Embedded
NIC port number. This attribute is for system management software use, and does not appear in System BIOS
Setup. This attribute always returns Unknown when read. There is no change to the LOM Port Legacy Boot
Protocol setting when Unknown is written. An error is returned if written with a setting (None, PXE, or iSCSI)
that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.EmbNicPort4BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Embedded
NIC port number. This attribute is for system management software use, and does not appear in System BIOS
Setup. This attribute always returns Unknown when read. There is no change to the LOM Port Legacy Boot
Protocol setting when Unknown is written. An error is returned if written with a setting (None, PXE, or iSCSI)
that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.EmbVideo (Read or Write)

Description Enables or disables the use of the Embedded Video Controller as the primary display. When set to Enabled, the
Embedded Video Controller will be the primary display even if add-in graphics cards are installed. When set to
Disabled, an add-in graphics card will be used as the primary display. BIOS will output displays to both the primary
add-in video and the embedded video during POST and pre-boot environment. The embedded video will then be
disabled right before the operating system boots. Note: When there are multiple add-in graphics cards installed in
the system, the first card discovered during PCI enumeration is selected as the primary video. You may have to
re-arrange the cards in the slots in order to control which card is the primary video controller.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.IntegratedDevices.GlobalSlotDriverDisable (Read or
Write)

Description If you set this field to Enabled, the BIOS will not load any legacy option ROMs (when Boot Mode is BIOS) or UEFI
drivers (when Boot Mode is UEFI) for any cards in the system slots. If the boot support for some card is provided
by the option ROM, then the system will not be able to boot from the card, nor will its pre-boot services be
available. However, the card will be available for operating system use. If you do not want this behavior or you
would like to limit which slots have this behavior, set this field to Disabled. Use the Slot Disablement setting to limit
the slots having this behavior. This option does not apply to any slot containing a Dell RAID card.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.IntegratedDevices (Read or
Write)

Description Configuration menu for devices integrated on the system board.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.IntegratedNetwork1 (Read or
Write)

Description Enables or disables the integrated network card (NDC). When set to Disabled, the NDC is not available to the
operating system (OS). NOTE: If set to Disabled (OS), the Integrated NICs may still be available for shared
network access by iDRAC.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.IntegratedNetwork2 (Read or
Write)

Description Enables or disables the second integrated network card (NDC). When set to Disabled, the NDC is not available to
the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NICs may still be available for shared
network access by iDRAC.

Legal Values Not Applicable
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.IntegratedRaid (Read or Write)

Description Enables or disables the integrated RAID controller. When set to Disabled, the device is not visible to the operating
system (OS).

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.IntegratedSas (Read or Write)

Description Enables or disables the integrated SAS controller. When set to Disabled, the device is not visisble to the operating
system (OS).

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.InternalSdCard (Read or Write)

Description Enables or disables the internal SD Card port.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.InternalSdCardPresence (Read or
Write)

Description Indicate the presence state of the Internal Dual SD module (IDSDM).
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.IntegratedDevices.InternalSdCardPrimaryCard
(Read or Write)

Description When Redundancy is set to Disabled, either one of the SD card can be selected to present itself as mass storage
device by setting it to be primary card. By default primary SD card is selected to be SD Card 1. If SD Card 1is not
present, then controller will select SD Card 2 to be primary SD card.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.InternalSdCardRedundancy (Read
or Write)

Description Configures the redundancy mode of the Internal Dual SD module (IDSDM). When set to Mirror Mode, data is
written to both SD cards. After failure of either card and replacement of the failed card, the data of the active
card is copied to the offline card during the system boot. When Redundancy is set to disabled, only the primary
SD Card is visible to the OS.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.InternalUsb (Read or Write)

Description Enables or disables the internal USB port.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.InternalUsb1 (Read or Write)

Description Enables or disables the internal USB port 1.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.IntegratedDevices.InternalUsb2 (Read or Write)

Description Enables or disables the internal USB port 2.
Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.IntNic1Port1BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Integrated
Network Card number and port number. This attribute is for system management software use, and does not
appear in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting (None,
PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.IntNic1Port2BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Integrated
Network Card number and port number. This attribute is for system management software use, and does not
appear in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting (None,
PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.IntNic1Port3BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Integrated
Network Card number and port number. This attribute is for system management software use, and does not
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appear in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting (None,
PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.IntNic1Port4BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Integrated
Network Card number and port number. This attribute is for system management software use, and does not
appear in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting (None,
PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.IntNic2Port1BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Integrated
Network Card number and port number. This attribute is for system management software use, and does not
appear in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting (None,
PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.IntNic2Port2BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Integrated
Network Card number and port number. This attribute is for system management software use, and does not
appear in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting (None,
PXE, or iSCSI) that is not supported by the LOM Port.
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Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.IntNic2Port3BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Integrated
Network Card number and port number. This attribute is for system management software use, and does not
appear in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting (None,
PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.IntNic2Port4BootProto (Read or
Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the Integrated
Network Card number and port number. This attribute is for system management software use, and does not
appear in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting (None,
PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.loatEngine (Read or Write)

Description Enables or disables the /0 Acceleration Technology (I/OAT). I/OAT is a set of DMA features designed to
accelerate network traffic and lower CPU utilization. This feature should be enabled only if the hardware and
software support I/OAT.

Legal Values Not Applicable
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.IntegratedDevices.loNonPostedPrefetch (Read or
Write)

Description Controls the PCle throughput by enabling or disabling the PCI IO non-posted prefetch mode. When set to
Enabled, memory reads from PCI devices are optimized. However, performance may be reduced for writes from
PCI devices.

Legal Values Not Applicable

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.MemoryMappedIOH (Read or
Write)

Description MMIO base default is 56TB. User should not change the default value unless addressing a known issue. When set
10 12TB, the system will map MMIO base to 12TB. Enable this feature for an OS that requires 44bit PCle
