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EDITION

DATA SHEET

Virtualisation and deep learning Al security
for SMB environments

HP WOLF SECURITY

Enterprise-level protection
against malware in a simple,
preconfigured installation
package designed for small
and mid-sized businesses.
No management required.

HP recommends Windows 10 Pro
for Business.
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Improve small-office security
Support your small to mid-sized business with powerful security from HP. HP Wolf Pro
Security Edition’ is comprised of three layers of security protection.

HP Wolf Pro Security Edition provides threat containment, malware prevention and
identity protection in a single, easy-to-use configuration. Triple protection is achieved by
the combination of hypervisor-based threat containment, next-generation Al malware
protection and anti-phishing in a single package. The offering is pre-configured and
optimised for SMBs or offices without dedicated IT management.

HP Wolf Pro Security Edition begins protecting your PCimmediately after user registration. IT
support is not required, but if your office grows, basic manageability tools are supported?.

HP support is included with HP Wolf Pro Security Edition to help get the most from your new,
powerful security software.

Simplify protection with a smart design

A simple desktop console presents settings, features and security threat reporting. This
allows you to view how HP Wolf Pro Security Edition is protecting you by identifying the file
types and websites with malicious intentions regarding your PC.

Security is activated after you power on your PC for the first time and register the product.
HP Wolf Pro Security Edition manages background updates, quarantines malicious files and
protects your browsing experience.
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HP recommends Windows 10 Pro for Business.
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Enterprise security for the SMB
HP Wolf Pro Security Edition protects your PC with browser-based threat containment, Al-based malware scanning and anti-phishing creden-
tial protection.

HP Wolf Pro Security Edition does not require you to contact HP to update the security protection. The triple-threat protection is connected to
the HP Cloud service, which provides updates and new security profiles behind the scenes while you continue working.

Security settings are preconfigured out of the box and protection begins the first time you use and register your new PC.

Anintuitive dashboard provides a list of threats or items potentially attacking your PC —and details how threats were halted. The dashboard
provides a file name, date and how the file was safely handled on your PC —while reporting to the HP Cloud to prevent recurring attacks.

By interlacing virtualisation and isolation, HP Wolf Pro Security Edition quarantines files, then allows you to view those files in a virtual safe
zone, allowing you to determine whether a file is safe or needs to be deleted from the PC.

e Threat containment — Features an advanced version of HP Sure Click, a hypervisor-based, virtualisation software that protects against
malicious websites and file downloads.

e Malware prevention — Features an advanced version of HP Sure Sense, deep-learning Al anti-malware technology

e l|dentity protection —HP Wolf Pro Security Edition features an anti-phishing engine with the ability to scan and warn users about
websites that may be logging or capturing user credentials, login and password data.

Simplify protection with a smart design
A simple desktop console presents settings, features and security threat reporting. This allows you to view how HP Wolf Pro Security Edition
is protecting you by identifying the file types and websites with malicious intentions regarding your PC.

Security is activated after you power on your PC for the first time and register the product. HP Wolf Pro Security Edition manages background
updates, quarantines malicious files and protects your browsing experience.

HP WOLF PRO SECURITY EDITION DASHBOARD

HP Wolf Pro Security Edition provides a single dashboard, with a simple “tabbed view” layout. Each tab presents a variety of parameters for
security features, settings and threat reports.

Dashboard features include but are not limited to:

STATUS TAB
Presents an intuitive info centre for HP Wolf Pro Security Edition

. Current protection status
«  Number and date of scanned files on your PC

*  Number of websites visited and protected

ALERTS TAB
Provides an active list of detected malicious files, websites and credential phishing dialogue boxes

= Aviewable list of harmful files placed on your PC via USB key, browser, email attachment or download. (Potentially malicious files
present the name, date, file type and user option to view or delete the file)

»  Correctand act on a file, using HP threat isolation technology to determine whether the file is safe or not

SUPPORT TAB
About Information — Version number

*  HP Wolf Pro Security Edition will automatically update to the latest version when connected to an active internet connection
Advanced settings

e Enable and disable security (HP recommends always leaving security software on and active)

»  Logging - ability to capture, send and clear activity-log files if support is required

«  Live Containment view —real-time view of isolated websites opened by your browser

Get Help — Links to HP Support information
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HP recommends Windows 10 Pro for Business.

HP WOLF PRO SECURITY EDITION SPECIFICATIONS

Supported platforms Preloaded on select HP Pro and Elite PCs (desktops and notebooks) that meet the minimum system requirements listed
below.

Security software elements HP Sure Sense Pro and HP Sure Click Pro

Supported operating systems Windows 10 Pro 64; Windows 10 Enterprise; Windows 10 Enterprise LTSC (64-bit only)

Supported processors 11th Generation Intel® Core™ i7 processor (i7-8665U, i7-8565U models); 11th Generation Intel® Core™ i5 processor (i5-

8365U, i5-8265U models); 11th Generation Intel® Core™ i3 processor and AMD Ryzen or newer processors

Memory/Disk space required Minimum 8 GB / 10-20 GB of free disk space

Software languages English, French, German, Spanish, Swedish, Italian, Brazilian Portuguese, Japanese

CPU utilisation No more than 5% of CPU utilisation with application and services present and running

HP Support Three-year support included. Support is provided in English by HP US Support agents via chat or phone during the one-year

or three-year term. Support times may vary depending on country.

Management features The HP Wolf Pro Security Edition is optimised for the SMB environment and ships pre-configured; manageability is optional.
The HP Wolf Pro Security Edition supports a limited tool set that can be used by the HP Manageability Integration Kit, which
can be downloaded from http://www.hp.com/go/clientmanagement.

Software licence terms HP Wolf Pro Security Edition (including HP Sure Click Pro and HP Sure Sense Pro) is available preloaded on select SKUs and,
depending on the HP product purchased, includes a paid one-year or three-year licence. The HP Wolf Pro Security Edition
software is licensed under the licence terms of the HP Wolf Security Software — End-User Licence Agreement (EULA) that can
be found at: https://support.hp.com/us-en/document/c00581407?0penCLC=true as that EULA is modified by the following:
“7. Term. Unless otherwise terminated earlier pursuant to the terms contained in this EULA, the licence for the HP Wolf Pro
Security Edition (HP Sure Sense Pro and HP Sure Click Pro) is effective upon activation and will continue for either a twelve
(12) month or thirty-six (36) month licence term (“Initial Term”). At the end of the Initial Term, you may either (a) purchase
a renewal licence for the HP Wolf Pro Security Edition from HP.com, HP Sales or an HP channel partner, or (b) continue
using the standard versions of HP Sure Click and HP Sure Sense at no additional cost with no future software updates or HP
Support.”

"HP Wolf Pro Security Edition (including HP Sure Click Pro and HP Sure Sense Pro) is available preloaded on select SKUs and, depending on the HP product
purchased, includes a paid one-year or three-year licence. The HP Wolf Pro Security Edition software is licensed under the licence terms of the HP Wolf
Security Software — End-User Licence Agreement (EULA) that can be found at: https://support.hp.com/us-en/document/c005814071?openCLC=true as that
EULA is madified by the following: “7. Term. Unless otherwise terminated earlier pursuant to the terms contained in this EULA, the licence for the HP Wolf
Pro Security Edition (HP Sure Sense Pro and HP Sure Click Pro) is effective upon activation and will continue for either a twelve (12) month or thirty-six (36)
month licence term (“Initial Term”). At the end of the Initial Term, you may either (a) purchase a renewal licence for the HP Wolf Pro Security Edition from
HP.com, HP Sales or an HP channel partner, or (b) continue using the standard versions of HP Sure Click and HP Sure Sense at no additional cost with no
future software updates or HP Support.”

?HP Sure Click Pro requires Windows 10, and Microsoft Internet Explorer, Google Chrome or Chromium are supported. Supported attachments include
Microsoft Office (Word, Excel, PowerPoint) and PDF files, when Microsoft Office or Adobe Acrobat are installed.

3HP Manageability Integration Kit can be downloaded from http://www.hp.com/go/clientmanagement.

Learn more at hp.com/go/computersecurity.
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