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myo TN 72INNNX V9N

ST 9182 F12 9y wign pn anR71 ,aunnn X 7u9n ,'ays-Tn 2InnX V119NY7 01>'07 '

S2u9IM NIN DX AWNNN NIX N7 Ymim mun|®

1N 7INNXN VMI9N NI'NYOK .[INAXN NNYOX NIANY ,7NNKYT? JNNYOXAY DIPNNN NIX A'¥N 'MyS-TNN 72INNKD 019N

(17 DK) 97w pd
(1'at oR) STXXXX a1

SATA-n 213 1900 RIn XXX n'wn|®

(a7 DX) 'VOIX 21D
(o"j oR) SATA n'wp D
[IN2X

JIDYNN NNTAN 0N 7R NWA7 NINWORN NIX DA A'¥N 72INNKN 9¥1 0N

noaAvYNN NTaN NINYODNKX

Yo' K7 0T 9'Y0d D'NIYIN D'0NISNN P7NY PN 12 NPNINY DIENNYTI TN AwNn7awnn7ni7n awnn? okNN mun|®

nierY'H nIrNusx

"' .4 a0

AIR'N

NNYOKX

:NQN VTN NN arYn

RN XA IRDL,NI7Y20 AN L0010 AN NN AN LBIOS-n noa R Aa'yn ownn w yTn e
ATnn NN'YA T DX DIYan

N'AI71D0 ,[IND'TA 'XINY AXN L[N NN LT [N'TAL[7RMA [N2'TA NX ANN [T YTNn e
.DIMM 2 771121 ,DIMM 1 77112 , D't
Slot3_M.2 ,Slot2_M.2 ,SLOT2 ,Slot1_M nx arxn :PCl yTn
NN ,NMNIRA [IYYA NN, TAyna ANt ,NIAMa 1900 ,Taynn 10 NX A'¥N [Tayn yTn
2w L3 pmona |n2'7 ,7aynn YW L2 imona [N ,n'mropman [Ivwn nintan ,n'nnma [1ywa
.o 64 nrarnpol HT-2 n'7i'a ,Taynn

,WUNY N I 3 a ,LOM MAC naimd ,M.2 PCle SSD-2 ,SATA-O nx a'yn :Taynn 7w yTn e
.Bluetooth |znn1 Wi-Fi |pnn

n>wnn 7V yTn

AT NN'YWI DR'IXAN DRIPNN N7YON NDYN WON'7 N0IN AWNNN 1AW 1TON NIX |'X7 NINWOX

Boot Sequence

1 1 1 1 1 1
201N NNO'0 NX |'TNY7 ININ NNINY WNNWNY N'NIN A'¥N NDIWAN DX VIAP77 [N 1T NNWON NITYA
F12 innxin vmonn UEFI 2innk 2'ma 7w 2innx nya novnn

nnovax) UEFI Boot Path Security
(UEFI'2iInnx 2'ma

. r~]|7I]'1'7 0'0121 NJWNN 7w nywal IIRN] D'IY'Y .AYYUALIRNDN DX A TANYT? NNWON

RN/ NYY

(n>yn 'v19) System Information

(nd>yn mix¥n) System Configuration .5 n7a0

AIXR'N

NNWOKX

(UEFI nwn nnnw 7v9n) 'Enable UEFI Network Stack' nnwaxin .n1amn LAN-n 1722 017¢7 nnwor
N NITNYORN 77NN NNMAD NINIoN NI'R

Disabled
Enabled e
(71nn nana) (PXE oy 7vom) Enabled w/PXE o

Integrated NIC
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(Qwnn) (ndyn naixn) System Configuration .5 n7av

AN NINYOX
YOIt X7 DT 'Y01 D'AIYIN 009NN P7NY PN 12 NPNINY DIPNNY7I AWNNY DRNNA nwn|®
271UNn N'YRN D0 127U D72Y9NN Qv W NNIXNN IR 1'TAN7 NNWONR SATA Operation

o nom SATA-n Mpa = (Nawm) Disabled o
AHCI ax¥n 72y 71am SATA = AHCI e
(77NN n1M2d nion It oK) RAID avna n>mn? 1Tam SATA=RAIDON e

:D1IY 0'772In DD NTAWNYT IX 7'YONT7 NNWON
(71PN n1M2ad 7o) SATA-0 e
(77 n1M2d fvom) M2 PCle SSD-0 e

(nta1d) Drives

DN N7U9N 170N DR7IWNN D'N'YRN D202 N'WR 21D NIRAY 72V DT 2270 DX Yalp N1 T
77TNn N2 nnawim (Ddn Nt NNWOKX 7won) Enable Smart Reporting option ninwox

Smart Reporting

N1y A71vnn USB-n 2pa Nk nfawn? IX WWOKT? NNYOK
(USB 71nnxa n>'n WwoN) Enable USB Boot Support e
(nimTP USB nix'x* "wox) Enable Front USB Ports e
(nmink USB nix'x' "wor) Enable Rear USB Ports e

S7TNN NN NNWSINA NIFNWONRN ‘D

(USB nixn) USB Configuration

77NN N1M2d Nivoim NIRY'A 73 i Trn USB-n nikey' Nk nfawn? Ix 7'von? nnwsx

Front USB Configuration

27N n1Mad Niyom NN 7 niminkn USB-n NNy IR nrawn? IX 7'won? nnwox

Rear USB Configuration

IT NNWOX 77NN NNM2d N2'TIN 1221 0T D1I970 1123 ,0"MIX'N DIPNN |'_UL'J|'1'7 221N IT NNYOX NIY¥NN
JNavin

USB PowerShare

nmion (ynv 7yon) Enable Audio nnwoxn .A%1wnn ynwun 12 IR N'avn? IX 7'won7 NNWor
S77Thn naMad

(19N YwoR) Enable Microphone e
(M9 7171 "woK) Enable Internal Speaker o

77NN N1M2D NIMIoN NIPNYWORN MY

Audio

7Y 2UNN [PNINY "AIYSIND 7ARN pon 7w nitnnn kwina BIOS niyTin nfawn? IX 7'von? nnwox
Disabled nnwoxn .ATamMN NINNN '97 AN 201 DX 97007 IX N7 NIDTH 72INNKRND 197 Ayt BIOS
77NN N1M2d nanion (hawvin)

Disabled e

oI 15

oI 30

o' 60

orr 90

oI 120

oI 150

nI' 180

Dust Filter Maintenance

IXT'I 0N NI'NWUODNKX

IN'T'1 .6 n'7a0

AIR'N

NNWOKX

J1DYN2 DT D72 1901 TWRD N'WRIN NAIXNA 1INAY7 NNWON
(77NN n1M2) ('univik) Auto e
Intel HD njz'oMa @

Aol 793mn np'onan [pnn L, (*univik) Auto a¥na INAN X7 DX mun|®

Primary Display
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(hnvax) Security

(anvax) Security .7 n7av

AIXR'N

NNWOKX

12NN 70 NNo'o NX 7INNY7 IX NNYY? 1 Tan? NNWONR

Admin Password

0NN 7010 NNO'0 DX 7INNY IR NNYWY? 2 Tan7 NNWOKN

System Password

AYNNN 7 mMnaon NP 1N NN0'0 NIX 7INNYI NRYY MTan? TWoNn

Internal HDD-0 Password

.12YN NIXNO'07I NDWN 771N 7w NIXNO'07 MNIMN *71'0pninl "' nn DYINN 190N VI7YW? NNYON
32-9 4 2 K10 DYINN NIY

Password Configuration

Y2 M990 N'YURN 21D0 NNo'o71 (2INNIK) NdIWNN NNO'0Y7 NIYPAN NIXK I7V7 721N IT NNWON NIY¥ANA
JDWnNN W wThn n7uon

[N YUK , M9 N'W{7 70'T 21> NNO'071I NdDIYN NNO'0Y NWa Tnn a¥n — (Nawin) Disabled o
N2V IT NNYOK 77NN NNM2d NNTam

.(0mn 0"7INNKR) wTNN N7U90 Nya Nno'o? NIvpa qipy — (WTnn 72INNX qjpyn) Reboot Bypass e

,NI9N N'YRA 70 TN 21271 N2IWN7 NWA 1727 1IIX7 NIKNO'07 NIWRA TN 2N n>wnn awa|(D)
1113 752 NIXNO'07 NIV TN A'¥N NdWNN L2 11D .(cold boot) 12> axnn N7ysin X'N TWUKD
.0m"p DX ,7ITINN Y1902 N'YRn 70T

Password Bypass

NNO'0 NNTAIN TWKD DININ N'WEN 2101 N2IYNN NINNO0'0A D'I'Y DX YIAjP7 17 NNWOKRN IT NNWON
.Dwn 7nan

N1M2) - (N2YN 7010 7Y 2'RY NIXNO'O ''11'Y TwORKR) Allow Non-Admin Password Changes
N72Y9m IT NNYWOR 7Thn

Password Change

IT nNWor .UEFI n'721097 7w 15TV Ni'an 0T pTvNnnY? BIOS-7 'wsxn ndwnn DX Nyaip IT NNWOK
Microsoft Windows Update 120 o'nin'wn BIOS 1157y nionn IT NNWOX NNAWA .7Thn 112D ninion
.Linux Vendor Firmware Service (LVFS)-I

UEFI Capsule Firmware Updates

.N'72v9nN Nd>wn 1w 17 (TPM) ninfnnn nn1isu7on 71mn oxX viap? 17 'woxn
(77N M2 weikn TPM) TPM On

(nj71) Clear

(n7w9n nimipoY? PPl qpyn) PPI Bypass for Enable Commands

("mawn nimpeY? PPl qun) PPI Bypass for Disable Commands

(72 nimipeY? PPI qpwn) PPl Bypass for Disable Commands

(7Tnnin n1a) Attestation Enable

(71PN N2 ,NNoN 10Nk WWOK) Key Storage Enable

(77N n1Ma) SHA-256

JIRAN NI'NYOKXNN NNXR2 N2

Disabled e
(77nn n1M2a) (7vom) Enabled o

TPM 2.0 Security

¥oIRN NN 7w BIOS 71min punn NX vy [9IX2 N1AWNYT IK DYDY ,7'W9N7 TWORNn N1 nTY
Absolute Software 7w Absolute Persistence Module

77NN N1 NINION IT NNWOX - TUDINN @
(mawn) Disable e
NIN'MY7 NAVIN e

Absolute

.TIRNY7 DTN MIDNA 071V DT NTY
NINAN NI'NYORNN NNX N2

(TPA M) NN e
Enabled e
(upw-7¥9m) On-Silent o

Chassis Intrusion

21X 'wizn nivxnxa Option ROM Configuration 'on'? 013107 1701 0'wnnwnn DX NYAIR IT NNWONX
S2Innx 17nna

77NN N2 NINION IT NNWON - TUDIND - @

OROM Keyboard Access
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(qQwnn) (nnvax) Security .7 n'7av

AIR'M

NNYODNX

(mawn) Disable o
(nnx Dyo oK) One Time Enable o

NNTAN NN IT NNWOKX NIV 701N NN0'o NNTAIM IWKRD N1TANY? 010'07 D'UNNWNN Viin? NNYWOK
27N N

Admin Setup Lockout

NNY7 N NIY T N'YEN 20 TN NINNO'O DX 7INNYT W' N'WRIN NN0'0] ND'ANN NX NYAWNT NNWOX

77NN N1M2D NYTAIN NIYRIT NNYWOXR . NNTANN NN

Master Password Lockout

TNTAIN NN IT NNWOKR .N'WRN 2120 NAN NIIDN NIX N'AWN71 7'YONYT7 D'UNNWN? TWONN NT NTY
27NN nMad

HDD Protection Support

nTam N1R It nNwor .UEFI SMM Security Mitigation 7w nisoi1 ninan n'awn IX 7'von? nNWor
L7Tnn N

SMM Security Mitigation

NLVAINND 7INNXN NI'NYON

(nvaixn 7InnX) Secure Boot .8 n7av

AIR'N

NNYOKX

(nvaixn 7INNR) Secure Boot NmidNN DX NYaWNY7 IX 7'von7 NNYOKR
Secure Boot Enable e

77NN N1M2d NOTAIN NAK IT NNWONR

Secure Boot Enable

¢ NOX IX NWN WWORY 1O (NVaIRN 7INNKR) Secure Boot 7w n'2y9nin 2xna 0"I1'w Yy¥a7 NNWOK

UEFI-n |pnn 7nm nm'nn
(7Tnn n1M2) oo ax¥n) Deployed Mode o
(M2 axn) Audit Mode o

Secure Boot Mode

a1ax1r dbx-1 db ,KEK ,PK 112y nrroan'an nirnwoxin 7uom (n'w'x oxnim axn) ,Custom Mode nox

NNWOXN .N'Y'K DRNIN 2¥N2 NDIWNAN DX 71 NNVAND NN9N 7¢ DIININ “ToN DX NIYY? NNWOR
N NITNYORN 77NN 11N NNAYIN (N'W'R OXNIN 2xn 72von) Enable Custom Mode

(M nM) PK e
KEK e

db e

dox e

N NINWORN

YNNYNN 1NV yal?7? nnonn "Ny - (Yalp? anmw) Save to File

YNNYNN TNAY Yalizn NN9SNA 'NdIIN NN9Nn N97nin - (Yalpm no'7nn) Replace from File

YNNYNN 1NV yaign 0"n DININ Ton? NNon nooin - (yaipn qoin) Append from File

IN1IY NN9NN Nz'nn - (Nj7*'nn) Delete

77TNNN NN NTANT 019'KR - (NINNSNA 7D 019'X) Reset All Keys

niNNonN 22 nz'nn - (nInnosnn 73 ni'nn) Delete All Keys

NTNIY' NINN9ANI 1NN IVXIAY DY1'YUN 7D Navin (N'w'R DRNIN a¥n) Custom Mode DX nwn @
S7TNnn NN nnmany

Expert key Management

2w n11IN nnvax niann) Intel Software Guard Extensions ni'rnwsx

(Intel

Intel Software Guard Extensions .9 n'220

G nNweX

W' YT [IONR/TIP N7W9n7 TNVAIKA 1220 7907 17V AT NTwa (Intel SGX nyon) Intel SGX Enable

JD'WURIN N7U90N NN 7Y wizna
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(qQwnn) Intel Software Guard Extensions .9 n7a0

AIR'M

NNYODNX

NIN2N NI'NWONNNA NNX 7V yn*?

(navin) Disabled e
("voin) Enabled o
77Tnn nMa-(ndin T Y nu'7w) Software controlled e

SGX Enclave Reserve Memory Size NnX n1'Tan NXT NNWOSKR
(SGX a1on ™ N7 77TIR)

NINAN NI'NYOXRNNA NNX 7V yn"?

32MB o
64MB o
2T n1a-MB 128 e

(*aam o't '71a) Enclave Memory Size

(nowix1a) Performance

(n'yix1) Performance .10 a7av

AR

NNYOKX

¥ D'WIXYAN )'70N2 17V91N NI 73 IR NNK N2Y DX ¥ DT T
I901N NIA*7N DY D'I9NYN D'R‘Ion DY

7Tnnna- (Dn) All e
1 e
2 o
3 o

Multi Core Support

.Taynn v Intel SpeedStep 2¥n NX N1AWNY7 IX 7'VONT7 NNYOKR
(Intel SpeedStep nx "wox) Enable Intel SpeedStep o

77NN N1 NNTAIN IT NNWOK

Intel SpeedStep

. TAynn 7¥ 0'901N NI'WN 'a¥N DX N'AWNYT IK TWONT? NINYWON
C states o

77NN NN NNTAN IT NNWOK

C-States Control

.Tavnn 7w Intel TurboBoost axn NX Nrawn? IX TWOX? NINWON
(Intel TuroBoost nx "wox) Enable Intel TurboBoost e

77NN N2 NNTAIN IT NNWOK

Intel TurboBoost

.Taynn 7w HyperThreading naidNn NX 71017 IX Y"WOX? NNWOR

(nawin) Disabled e
27T N1 - (7yomn) Enabled o

Hyper-Thread Control

“nwun Ny 7101

(""mwn nd>"x 71n1) Power Management .11 n'2a0

AIR'N NNYOKN

NIX V' TAN7 INNYOKXA .7MUN NPoON INKY? 'O17'N DT 7W WTNN N7U90 N N2'an NDWNN T¥D vaip

AC Recovery
7 AC Recovery

(nman) Power Off o
nwon e
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(Qwnn) (‘mwn nd>"x 71n1) Power Management .11 n7av

AIRM

NNYODNX

(MNnX n7y9n axn) Last Power State o
.(12D) Power Off 2¥n% namam 1T nNwoK 7Thn N1

Enable Intel Speed ninwoxn .Intel Speed Shift n*i711502 N>'NN DX NFAWNYT IR 7'VON7 NNWON
7Tnn N2> nmion (Intel Speed Shift nrai71>v 7von) Shift Technology

Enable Intel Speed Shift
N"A7100 NX WWorN) Technology
(Intel Speed Shift

NIY 12 ¢ 27117 N'1aN2 NAXiN NYYN AUNNN 7¢ N'ONIVIK N7Y9N7 NYYUN DR 1'Tan

AM/PM -1 nyw NITwa 0N DTN TV n7Yonn NYY DR MY .(NIVYNIPTNINY)

AN IX D'WPY 7X91 7V K¥NIY ANNN NIVYNK 2WNNN IR NN DX '72w9N K7 1T nann 2 wa|(§)
NAYIN a¥n? NTam (N*VNIVIXK N7Yon) Auto Power NNWoXN TWUKD IX D'7IWNIN

Auto On Time

N7vu9m (npimy n1'w) Deep Sleep NNWOXRN TWXD DMPAN DX 1 TAN7 NNWON
(mawin) Disabled o

(17272 S5-12 7y9In) Enabled in S5 only e

(S5-21 S4-2 7voin) Enabled in S4and S5 e

.(1nn N1M2d) NnawmM?TNN NN S5-a1 S4-1 NI IT NNYWONR

Deep Sleep Control

N2 AR NN 7V19 NN NIIRA L, N7V9IN IT NNWOKX UKD IINAN NN DX Vi Nt NTY
NNAYIN IT NNYOX 7Thn

Fan Control Override

Enable USB Wake' nnwoxin .nannn axnn awnnn NX X'¥In? USB pnn'? nwoxn It NNwoK
77NN N1M2d ninion (USB Wake-a namn 2yon) 'Support

USB Wake Support

i N9 1T MadN TN LAN NIR 07177 XID AWK 112D 2¥IN 2WNNN 7W 27290 NMWORN IT NINWOX
'217'N DT 7907 N2INN 2AWNNN TWRD

NI N72pNn X'N WX 0 TNIM LAN DNiniX 072 Niajpya 7uoin X7 ndaynn - (nawin) Disabled o
2oin7R LAN Ix LAN-n qiyn

.07NIM 'uIn7X LAN IXx LAN ninix niy¥nxa no>wwnn 7w n7von 1wonn - LAN WLAN
.0rTnIm LAN ninix niv¥nxa 7yoim no>awnin - (Ta%a LAN) LAN Only

,S5 IN 'S4 2ax¥na nd>wn? nn7vaw nnivnn nin - (PXE 7innx oy LAN) LAN with PXE Boot
.PXE a¥na n*1'n nNIX n7nnxni nvn

.o7nIm LAN nINIX niy¥nxa 2usin no>nn - (1a%a WLAN) WLAN Only e
NNAYIN IT NNYOX 7Thn N1M2d

Wake on LAN/WWAN

JNAYIN IT NNWOKX 77NN 112D .07Y9nn N2y 1212021 (S3 2¥n) N1'w 2¥n7 n0'1d DION7 NINWON

Block Sleep

(POST nianann) Post Behaviour

(POST mjon) POST Behavior .12 n7a0

qIXR'N NNYOX

N1M21) .0'A10N NN 'MANNNA YIN'Y YA NINTR NIYTIN 2'¥N NDIYNAN DX 1INAY7 17 NNWONN IT NNWON Adapter Warnings
NYOINND IT NNWOK 77NN

NYOINND IT NNWOK 7Thn 1NN .avnnn 17von nya Numlock mapn nX nfawn? IX 7'von? NNwox Numlock LED

Enable nnwoxn .awnnn N'7y9n Nya NT77n NIXAY 72V NIFTN DR NRAwnY IR 7'von7 NNWoK
71nn n1M2d nwain (N1 nikaw 1Nt 7won) Keyboard Error Detection

Keyboard Errors

NIN'RNN 27wNn NNd 7Y NORY MT-7V 7INNKN 7*70N DX TIT7 172100 1T NNYWOK

IX Q7010 [N LTIV BIOS-n OX X78 ,NiN'ina n7nnxn nownn — (N'7an) Minimal - e
.07wuIn X7 oTipn POST-nw
SINNRN 17NN 2% DIv 2y na T X7 nownn — (n9'in) Thorough
N7U9NN N>WN WK 71 N7WI9) IT NNTaN2 VI7YY7 N7YONN NdWWN? NMYWORN — (N'VNIVIXR) Auto
.(Simple Boot Flag-2 monin
.(no'1) Thorough X' 7TNNn NN NNWOKR

(2'nn 7INNX) Fast Boot

9011 72INNK-DT N''AWN NN IT NNWON
(7P nMa) (nimw 0) O seconds e

Extend BIOS POST Time
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(Qhwnn) (POST mijon) POST Behavior .12 n7a0

AIRM NNYODNX

(nmw 5) 5seconds e
(m1w 10) 10 seconds

Enable Full Screen nnwosxin .qonn N¥I7IT7 MNKXIN NAINNN DX X701 1002 1217 2N 1T nNweR | (X' qona 1a17) Full Screen Logo
77NN N2 NaTam n'R (R'7n J0na 7no Wwok) Logo
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