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IDRAC Property Database Group and Object
Descriptions

The iDRAC property database contains the configuration information for iDRAC. Associated object is organizing data, and object
group is organizing object. The IDs for the groups and objects that the property database supports are listed in this guide. To
configure iDRAC, use the group and object IDs.

All string values are limited to displayable ASCII characters, except where otherwise noted.

@ NOTE: You can configure a setting that does not have a hash symbol (#) as the prefix in its output name. To modify a
configurable object, use the -o option.

Topics:

. New features added

New features added

This section provides the list of new features added in the following releases:

e Firmware version 5.00.00.00

Firmware version 5.00.00.00

Following features were added in this release:

Added support for BIOS.DebugMenuIioConfigurationSettings group.
Added support for iDRAC.BootstrapUsers group.

Added support for iDRAC.APSTable.vDiskSetup attribute.
Added support for 1DRAC.CMCSNMPTrapIPv6 group.

Added support for iDRAC.CurrentIPv6Router group.
Added support for iDRAC.DCMIThermal group.

Added support for iDRAC.DelegatedAuthConfig group.
Added support for iDRAC.GpGPUTable group.

Added support for iDRAC. InventoryHash group.

Added support for iDRAC.IPMIFireWallChannel group.
Added support for iDRAC.iSMExtensions group.

Added support for iDRAC.MgmtNetworkInterface group.
Added support for iDRAC.NonSDLPlugins group.

Added support for iDRAC.OCPInformation group.

Added support for iDRAC.PrivateStore group.

Added support for iDRAC.SECONDARYNIC group.

Added support for iDRAC.SecurityCSC group.

Added support for iDRAC.SensorThresholds group.

Added support for iDRAC.TelemetryAggregateCUPS group.
Added support for iDRAC.TelemetryCPUConfig group.
Added support for iDRAC.TelemetryCPUInventory group.
Added support for iDRAC.TelemetryFCConfig group.
Added support for iDRAC.TelemetryFCInventory group.
Added support for iDRAC.TelemetryFirmwareInventory group.
Added support for iDRAC.GPUInventory group.
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Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for
Added support for

iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.

iDRAC
iDRAC
iDRAC
iDRAC
iDRAC

TelemetryiDRACLogs group.
TelemetryLCLog group.
TelemetryMemoryConfig group.
TelemetryMemoryInventory group.
TelemetryNICConfig group.

.TelemetryNICInventory group.
.TelemetryNVMeLog group.
.TelemetryPCIDeviceInventory group.
.TelemetryPowerConfig group.
.TelemetryPowerHistoricalTrends group.
iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.
iDRAC.

TelemetryPSUInventory group.
TelemetryStorageController group.
TelemetryStorageEnclosure group.
TelemetryStoragePCIeSSD group.
TelemetryStoragePhysicalDisk group.
TelemetryStorageVirtualDisk group.
TelemetryThermalConfig group.
TelemetryTTYLog group.

Added support for NIC.LnkSpeedConfig group.
Added support for NIC.WakeOnLanLnkSpeedConfig group.
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This section provides details about the BIOS attribute groups and objects.

Topics:

. BIOS.BiosBootSettings

* BIOS.BootSegEnDis

¢ BIOS.EmbServerMgmt

*  BIOS.HttpDev1Settings

* BIOS.HttpDev2Settings

*  BIOS.HttpDev3Settings

*  BIOS.HttpDev4Settings

*  BIOS.HttpDev1TIsConfig

*  BIOS.HttpDev2TIsConfig

*  BIOS.HttpDev3TIsConfig

¢ BIOS.HttpDevA4TIsConfig

¢ BIOS.IntegratedDevices

* BIOS.IscsiDeviCon1Settings
* BIOS.IscsiDeviCon2Settings
¢ BIOS.IscsiDevicelSettings
*« BIOS.MemSettings

. BIOS.MiscSettings

¢ BIOS.NetworkSettings

. BIOS.NVMeSettings

¢ BIOS.OneTimeBoot

*«  BIOS.ProcSettings

*  BIOS.PowerMgmtSettings
*  BIOS.PxeDev1Settings

. BIOS.PxeDev2Settings

*  BIOS.PxeDev3Settings

. BIOS.PxeDev4Settings

¢ BIOS.RedundantOsControl
« BIOS.SataSettings

¢ BIOS.SerialCommSettings
*  BIOS.SlotBifurcation

*  BIOS.SlotDisablement

. BIOS.SysInformation

. BIOS.SysProfileSettings

. BIOS.SysSecurity

*  BIOS.TpmAdvancedSettings
«  BIOS.UefiBootSegEnDis

. BIOS.UefiBootSettings

BIOS.BiosBootSettings

You can manage the BIOS start settings using the objects in this group.

BIOS Attributes

BIOS Attributes
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BIOS.BiosBootSettings.BiosBootSeq (Read or Write)

Description This field tells the system where to find the operating system files needed for system startup. This field
applies only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI'".

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BiosBootSettings (Read or Write)

Description This field controls system boot settings when Boot Mode is set to 'BIOS'. This field has no effect when
Boot Mode is set to 'UEFI".

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeq (Read or Write)

Description This field tells the system where to find the operating system files needed for system startup. This field
applies only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI'".

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis1 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BiosBootSettings.BootSeqEnDis2 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis3 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.BiosBootSettings.BootSeqEnDis4 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis5 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis6 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis7 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis8 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis9 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".
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Legal Values e true
e false

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis10 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis11 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
o false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis12 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BiosBootSettings.BootSeqEnDis13 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.BiosBootSettings.BootSeqEnDis14 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis15 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis16 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis17 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis18 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis19 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis20 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".
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Legal Values e true
e false

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDisRef (Read or Write)

Description
Legal Values e BootSeqEnDis
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.HddSeq (Read or Write)

Description This field specifies the order in which hard-disk drives will be configured in the system. The first hard
drive in the system will be the bootable C: drive in DOS/DOS-like operating systems. This field applies
only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.BootMode (Read or Write)

Description Determines whether the BIOS attempts to boot the OS via the method defined by the Unified Extensible
Firmware Interface (UEFI) specification or via the legacy (BIOS) method. Selecting BIOS ensures
compatibility with older operating systems that do not support the UEFI method. Many newer operating
systems are UEFI-aware, and some of them may also support legacy boot methods.

Legal Values e Bios
o Uefi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.BootSeqRetry (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This field enables or disables the Boot Sequence Retry feature or resets the system. If the last attempt
to boot has failed, the system immediately performs a cold reset or retries to boot after a 30 second
time-out period, depending on if this field is set to Reset or Enabled.

e Enabled
e Disabled
o Reset

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BootSettings.GenericUsbBoot (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to Enabled, a Generic USB Boot placeholder will be placed in the UEFI Boot Sequence, which
will map to the first bootable USB device in the boot sequence. This allows the entry to remain present
even if the USB device is not present. This is only available in UEFI Boot Mode.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BootSettings.HddFailover (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When Boot Mode is BIOS, this field specifies the devices in the Hard-Disk Drive Sequence menu the BIOS
will attempt to boot. This field has no effect when Boot Mode is UEFI. When set to Disabled, the BIOS will
only attempt to boot the first Hard-Disk device in the list. When set to Enabled, the BIOS will attempt to
boot each Hard-Disk device in order until it is successful or the entire Hard-Disk Drive Sequence has been
attempted.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BootSettings.HddPlaceholder (Read or Write)

Description

Legal Values

When set to Enabled, a Generic RAID HDD placeholder will be placed into the UEFI Boot Sequence. The
entry will remain present until an operating system or a bootable file is installed on the RAID disk. This
setting is only available in UEFI Boot Mode.

e Enabled
e Disabled
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.OneTimeBootRef (Read or Write)

Description This field supports a one-time boot to a specified device.
Legal Values e OneTimeBoot
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderDis (Read or Write)

Description "The SetBootOrderDis fields specify a list of Fgdds representing the boot Option Disabled to be applied on
the next boot."

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderEn (Read or Write)

Description "The SetBootOrderEnDis fields specify a list of Fqdds representing the boot " "Option Enable to be
applied on the next boot."

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd1 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd2 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd3 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd4 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd5 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fgdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetBootOrderFqdd6 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd7 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd8 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd9 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetBootOrderFqdd10 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd11 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd12 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd13 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetBootOrderFqdd14 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd15 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd16 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd1 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd2 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd3 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd4 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd5 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd6 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd7 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd8 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd9 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd10 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd11 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd12 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd13 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd14 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd15 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd16 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SysPrepClean (Read or Write)

Description When set to None, BIOS will do nothing. When set to Yes, BIOS will delete variables of SysPrep #### and
SysPrepOrder on next booting. This option is onetime option, will reset to none when delete variables."
&nbsp; This setting is only available in UEFI Boot Mode.

Legal Values e None
e Yes
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.BiosBootSettingsRef (Read or Write)

Description This field controls system boot settings when Boot Mode is set to 'BIOS'. This field has no effect when
Boot Mode is set to 'UEFI".

Legal Values e BiosBootSettings

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.UefiBootSettingsRef (Read or Write)

Description This field controls system boot settings when Boot Mode is set to 'UEFI'. This field has no effect when
Boot Mode is set to 'BIOS'.

Legal Values e UefiBootSettings

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.UefiBootSeq (Read or Write)

Description Indicates the UEFI boot sequence
@ NOTE: FQDD level options are available for configuring the boot sequence. Multiple UEFI boot
options using the same hardware display the same FQDD device for each option.
Legal Values e None
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency This field has no effect when Boot Mode is set to 'BIOS".

BIOS.BootSeqEnDis

This group contains the attributes that provides details about BIOS.BootSegEnDis.

BIOS.BootSeqEnDis.BootSeqEnDis (Read or Write)

Description This field allows a boot option to be enabled or disabled. When disabled, the device will be skipped in the
boot sequence when booting to the OS.

Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt

This group contains the attributes that provides details about BIOS.EmbServerMgmt.

BIOS.EmbServerMgmt.EmbServerMgmt (Read or Write)

Description

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.FrontLcd (Read or Write)

Description This field allows you to select whether to display the Default (Model name and number) or a user-defined
string in the front-panel LCD display. To modify the advanced features of the front-panel LCD, press F2
during boot to enter System Setup and then select iDRAC Settings.

Legal Values e None
e UserDefined
e ModelNum
e Advanced
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.UserLcdStr (Read or Write)

Description This field allows you to view/enter the User-Defined String to be displayed on the LCD. The string can be
62 characters long.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings

This group contains the attributes that provides details about BIOS.HttpDevlSettings.
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BIOS.HttpDev1Settings.HttpDeviDhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviDns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviDns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviDnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev1Settings.HttpDeviGateway (Read or Write)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDevilinterface (Read or Write)

Description NIC interface used for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1lp (Read or Write)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviMask (Read or Write)

Description Subnet mask for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDevi1Protocol (Read or Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

Legal Values o |Pv4
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o |Pv6
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1Settings (Read or Write)

Description This field controls the configuration for this HTTP device
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDevi1TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1VlanEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1Vlanld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1 to 4094 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1VilanPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings

This group contains the attributes that provides details about BIOS.HttpDev2Settings.

BIOS.HttpDev2Settings.HttpDev2DhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Dns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Dns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2DnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Gateway (Read or Write)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2interface (Read or Write)

Description NIC interface for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2lp (Read or Write)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Mask (Read or Write)

Description Subnet mask for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Protocol (Read or Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

Legal Values e |PV4
e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Settings (Read or Write)

Description This field controls the configuration for this HTTP device
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration. ?
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2VianEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Vlanld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1 to 4094 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2VlanPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration. ?
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings

This group contains the attributes that provides details about BIOS.HttpDev3Settings.

BIOS.HttpDev3Settings.HttpDev3DhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Dns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Dns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3DnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Gateway (Read or Write)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3interface (Read or Write)

Description NIC interface for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev3Settings.HttpDev3lp (Read or Write)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Mask (Read or Write)

Description Subnet mask for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Protocol (Read or Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

Legal Values o |Pv4
o |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Settings (Read or Write)

Description This field controls the configuration for this HTTP device
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3VianEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Vlanld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1to 4094 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3VlanPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Legal Values None

Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings

This group contains the attributes that provides details about BIOS.HttpDev4Settings.

BIOS.HttpDev4Settings.HttpDev4DhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Dns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Dns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4DnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.
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Legal Values e Enabled
e Disabled

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Gateway (Read or Write)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4interface (Read or Write)

Description NIC interface for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4lp (Read or Write)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Mask (Read or Write)

Description Subnet mask for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Protocol (Read or Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

Legal Values o |Pv4
e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Settings (Read or Write)

Description This field controls the configuration for this HTTP device
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev4Settings.HttpDev4VianEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4Vlanld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1to 4094 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4Settings.HttpDev4VlanPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from 0 to 7 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1TIsConfig

This group contains the attributes that provides details about BIOS.HttpDev1TlsConfig.

BIOS.HttpDev1TIsConfig.HttpDev1TIsConfig (Read or Write)

Description This field controls the authentication configuration for this HTTP device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS Attributes 117



BIOS.HttpDevi1TIsConfig.HttpDeviTIsMode (Read or Write)

Description This field is to set the authetication mode for this HTTP device.

bios.networkSettings.HttpDev1EnDis

Legal Values e "None", "OneWay"

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2TIsConfig

This group contains the attributes that provides details about BIOS.HttpDev2T1lsConfig.

BIOS.HttpDev2TIsConfig.HttpDev2TIsConfig (Read or Write)

Description This field controls the authentication configuration for this HTTP device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2TIsConfig.HttpDev2TIsMode (Read or Write)

Description This field is to set the authetication mode for this HTTP device.

bios.networkSettings.HttpDev2EnDis

Legal Values e "None", "OneWay"

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3TIsConfig

This group contains the attributes that provides details about BIOS.HttpDev3TlsConfig.

BIOS.HttpDev3TIsConfig.HttpDev3TIsConfig (Read or Write)

Description This field controls the authentication configuration for this HTTP device.

Legal Values None
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3TIsConfig.HttpDev3TisMode (Read or Write)

Description This field is to set the authetication mode for this HTTP device.
bios.networkSettings.HttpDev3EnDis

Legal Values e "None", "OneWay"

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.HttpDev4TIsConfig

This group contains the attributes that provides details about BIOS.HttpDev4TlsConfig.

BIOS.HttpDev4TIsConfig.HttpDev4TIisConfig (Read or Write)

Description This field controls the authentication configuration for this HTTP device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev4TIsConfig.HttpDev4TIsMode (Read or Write)

Description This field is to set the authetication mode for this HTTP device.

bios.networkSettings.HttpDev4EnDis

Legal Values e "None", "OneWay"

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices

This group contains the attributes that provides details about BIOS. IntegratedDevices.
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BlIOS.IntegratedDevices.CurrentEmbVideoState (Read or Write)

Description Read-only. Indicates the current state of the Embedded Video Controller. If the Embedded Video
Controller is the only display capability in the system (that is, no add-in graphics card is installed), then
the Embedded Video Controller is automatically used as the primary display even if the Embedded Video
Controller setting is Disabled.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.EmbNic1 (Read or Write)

Description Enables or disables the embedded NIC. NOTE: If set to Disabled (OS), the embedded NIC may still be
available for shared network access by the embedded management controller. This function must be
configured via the NIC management utilities provided with your system. There is only one onboard RJ45
port shared between BIOS and iDRAC. So it can only be enabled when iDRAC NIC selection is set to
Shared. If the iDRAC setting is Dedicated, it will be grayed out and forced to Disabled.

Legal Values e FEnabled
e DisabledOs
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.EmbNiciINic2 (Read or Write)

Description Enables or disables the OS interface of the embedded NIC1and NIC2 controller. NOTE: If set to Disabled
(OS), the embedded NICs may still be available for shared network access by the embedded management
controller. This function must be configured via the NIC management utilities provided with your system.

Legal Values e FEnabled
e DisabledOs
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.EmbNicINic2Nic3Nic4 (Read or Write)

Description Enables or disables the OS interface of the embedded NIC1, NIC2, NIC3 and NIC4 controller. NOTE: If set
to Disabled (OS), the embedded NICs may still be available for shared network access by the embedded
management controller. This function must be configured via the NIC management utilities provided with
your system.
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Legal Values

Default Value
Write Privilege
License Required

Dependency

e Enabled
e DisabledOs
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNic2 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enabled
EnabledPxe
EnablediScsi
Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNic3 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enabled
EnabledPxe
EnablediScsi
Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNic3Nic4 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the OS interface of the embedded NIC3 and NIC4 controller. NOTE: If set to Disabled
(0S), the embedded NICs may still be available for shared network access by the embedded management
controller. This function must be configured via the NIC management utilities provided with your system.

e Enabled
e DisabledOs
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.IntegratedDevices.EmbNic4 (Read or Write)

Description

Legal Values e FEnabled
e EnabledPxe
e FEnablediScsi
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.EmbNicPort1BootProto (Read or Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
e None
o Pxe
® |scsi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.EmbNicPort2BootProto (Read or Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
e None
o Pxe
® |scsi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.IntegratedDevices.EmbNicPort3BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

Unknown
None
Pxe

Iscsi

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.EmbNicPort4BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Embedded NIC port number. This attribute is for system management software use, and does not appear
in System BIOS Setup. This attribute always returns Unknown when read. There is no change to the LOM
Port Legacy Boot Protocol setting when Unknown is written. An error is returned if written with a setting
(None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown

e None

e Pxe

e |[scsi

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.IntegratedDevices.EmbVideo (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the use of the Embedded Video Controller as the primary display. When set to
Enabled, the Embedded Video Controller will be the primary display even if add-in graphics cards are
installed. When set to Disabled, an add-in graphics card will be used as the primary display. BIOS will
output displays to both the primary add-in video and the embedded video during POST and pre-boot
environment. The embedded video will then be disabled right before the operating system boots. Note:
When there are multiple add-in graphics cards installed in the system, the first card discovered during PClI
enumeration is selected as the primary video. You may have to re-arrange the cards in the slots in order
to control which card is the primary video controller.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BlOS.IntegratedDevices.GlobalSlotDriverDisable (Read or Write)

Description If you set this field to Enabled, the BIOS will not load any legacy option ROMs (when Boot Mode is BIOS)
or UEFI drivers (when Boot Mode is UEFI) for any cards in the system slots. If the boot support for some
card is provided by the option ROM, then the system will not be able to boot from the card, nor will its
pre-boot services be available. However, the card will be available for operating system use. If you do not
want this behavior or you would like to limit which slots have this behavior, set this field to Disabled. Use
the Slot Disablement setting to limit the slots having this behavior. This option does not apply to any slot
containing a Dell RAID card.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.IntegratedDevices (Read or Write)

Description Configuration menu for devices integrated on the system board.
Legal Values o N/A
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntegratedNetwork1 (Read or Write)

Description Enables or disables the integrated network card (NDC). When set to Disabled, the NDC is not available to
the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NICs may still be available for
shared network access by iDRAC.

Legal Values e DisabledOs
e FEnabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntegratedNetwork2 (Read or Write)

Description Enables or disables the second integrated network card (NDC). When set to Disabled, the NDC is not
available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NICs may still be
available for shared network access by iDRAC.

Legal Values e FEnabled
e DisabledOs
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.IntegratedRaid (Read or Write)

Description Enables or disables the integrated RAID controller. When set to Disabled, the device is not visible to the
operating system (OS).

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntegratedSas (Read or Write)

Description Enables or disables the integrated SAS controller. When set to Disabled, the device is not visisble to the
operating system (OS).

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalSdCard (Read or Write)

Description Enables or disables the internal SD Card port.
Legal Values e On

o Off
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalSdCardPresence (Read or Write)

Description Indicate the presence state of the Internal Dual SD module (IDSDM).
Legal Values e None

e SdCard10nly

e SdCard20nly

e Both
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalSdCardPrimaryCard (Read or
Write)
Description When Redundancy is set to Disabled, either one of the SD card can be selected to present itself as mass

storage device by setting it to be primary card. By default primary SD card is selected to be SD Card 1. If
SD Card 1is not present, then controller will select SD Card 2 to be primary SD card.

Legal Values e SdCard1
e SdCard2
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalSdCardRedundancy (Read or
Write)

Description Configures the redundancy mode of the Internal Dual SD module (IDSDM). When set to Mirror Mode,
data is written to both SD cards. After failure of either card and replacement of the failed card, the
data of the active card is copied to the offline card during the system boot. When Redundancy is set to
disabled, only the primary SD Card is visible to the OS.

Legal Values e Mirror
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalUsb (Read or Write)

Description Enables or disables the internal USB port.
Legal Values e On
o Off
Default Value Not Applicable
Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.IntegratedDevices.InternalUsb1 (Read or Write)

Description Enables or disables the internal USB port 1.
Legal Values e On

o Off
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.InternalUsb2 (Read or Write)

Description Enables or disables the internal USB port 2.
Legal Values e On

o Off
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntNic1Port1BootProto (Read or Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
e None
e Pxe
® |[scsi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.IntNic1Port2BootProto (Read or Write)

Description This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

Legal Values e Unknown
e None
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Default Value
Write Privilege
License Required

Dependency

o Pxe
® [scsi

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.IntNic1Port3BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown

e None

o Pxe

e |[scsi

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BlOS.IntegratedDevices.IntNic1Port4BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown

e None

e Pxe

e |[scsi

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BlOS.IntegratedDevices.IntNic2Port1BootProto (Read or Write)

Description

Legal Values

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown
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Default Value
Write Privilege
License Required

Dependency

e None
o Pxe
e |[scsi

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.IntegratedDevices.IntNic2Port2BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

e Unknown

e None

e Pxe

® |scsi

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BlIOS.IntegratedDevices.IntNic2Port3BootProto (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.

Unknown
None
Pxe

Iscsi

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.IntNic2Port4BootProto (Read or Write)

Description

This is a Write-Only attribute to control the Legacy Boot Protocol of the LOM Port specified by the
Integrated Network Card number and port number. This attribute is for system management software
use, and does not appear in System BIOS Setup. This attribute always returns Unknown when read.
There is no change to the LOM Port Legacy Boot Protocol setting when Unknown is written. An error is
returned if written with a setting (None, PXE, or iSCSI) that is not supported by the LOM Port.
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Legal Values e Unknown
e None
o Pxe
e |scsi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.loatEngine (Read or Write)

Description Enables or disables the 1/0 Acceleration Technology (I/OAT). I/OAT is a set of DMA features designed to
accelerate network traffic and lower CPU utilization. This feature should be enabled only if the hardware
and software support |/OAT.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.loNonPostedPrefetch (Read or Write)

Description Controls the PCle throughput by enabling or disabling the PCI 10 non-posted prefetch mode. When set
to Enabled, memory reads from PCI devices are optimized. However, performance may be reduced for
writes from PCI devices.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.MemoryMappedlOH (Read or Write)

Description MMIO base default is 56TB. User should not change the default value unless addressing a known issue.
When set to 12TB, the system will map MMIO base to 12TB. Enable this feature for an OS that requires
44bit PCle addressing. When set to 512GB, the system will map MMIO base to 512GB, and reduce the
maximum support for memory to less than 512GB. Enable this option only for the 4 GPU DGMA issue.

Legal Values e 512GB

e 12TB

e 56TB
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BlIOS.IntegratedDevices.MmioAbove4Gb (Read or Write)

Description Enables support for PCle devices that require large amount of MMIO resources. Enable this option only
for 64-bit operating systems.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.MmioLimit (Read or Write)

Description When set to 1TB, the system will restrict maximum MMIO space to 1TB. Enable this feature for devices
not support above 1TB addressing.

Legal Values e 38TB
e 1TB
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.Ndc1PcielLink1 (Read or Write)

Description Enables or disables the integrated network card (NDC) PCle link. When set to Disabled, the NDC link is
not available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NIC may still be
available for shared network access by iDRAC.

This Attribute allows more granularity in controlling (Enabling/Disabling) NDC1 if present. This attribute is
only displayed and used when NdcPcieLinkControl internal attribute default value is set to "Individual".This
is most likey done in a PM (OEM ID).

Legal Values e FEnabled
e DisabledOs
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.Ndc1PcielLink2 (Read or Write)

Description Enables or disables the integrated network card (NDC) PCle link. When set to Disabled, the NDC link is
not available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NIC may still be
available for shared network access by iDRAC.
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Legal Values

Default Value
Write Privilege
License Required

Dependency

This Attribute allows more granularity in controlling (Enabling/Disabling) NDC. This attribute is only
displayed and used when NdcPcieLinkControl internal attribute default value is set to "Individual". This
is most likey done in a PM (OEM ID).

e Enabled
e DisabledOs

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.Ndc1PcielLink3 (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the integrated network card (NDC) PCle link. When set to Disabled, the NDC link is
not available to the operating system (OS). NOTE: If set to Disabled (OS), the Integrated NIC may still be
available for shared network access by iDRAC.

This Attribute allows more granularity in controlling (Enabling/Disabling) NDC. This attribute is only
displayed and used when NdcPcielLinkControl internal attribute default value is set to "Individual". This
is most likey done in a PM (OEM ID).

e Enabled
e DisabledOs

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.OsWatchdogTimer (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

If the system stops responding, this watchdog timer helps in the recovery of your operating system (OS).
When set to Enabled, the OS is allowed to initialize the timer. When it is set to Disabled, the timer will
have no effect on the system.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlIOS.IntegratedDevices.PcieBusCustomization (Read or Write)

Description

"Provide options for customizing the allocation of PCle bus ranges to " "PCle slots. This can be useful
when connecting complex device sets " "to a slot.n" "n" "PCle Bus System Allocation uses the normal
rules of the system to " "allocate bus ranges.n" "n" "PCle Bus Custom Allocation Option 1 increases the
bus ranges allocated " "to the wider slots.n" "n" "PCle Bus Custom Allocation Option 2 increases the bus
range allocated " "to one of the wide slots more than with option 1.n" "n" "PCle Bus Custom Allocation
Option 3 allocates the largest bus range " "practical to one of the wide slots.n" "n" "Note that use of this
option may cause insufficient resources to be " "available for remaining slots and prevent the system from
functioning.n" "n"
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Only available on R7920. Controlled by DPI feature: FeatureSupport.PcieBusCustomizable

Legal Values e PcieBusUniform
e PcieBusCustomOpt1
e PcieBusCustomOpt2
e PcieBusCustomOpt3
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.PcieEnhancedPreferredlo (Read or Write)

Description When Enhanced Preferred |0 is enabled the LCLK speed for the root complex where Preferred 10 is
enabled will automatically be set to 600 MHz (effective 593 MHz)

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.PciePreferredloBusVal (Read or Write)

Description This field sets the PCI bus address that preferred IO device resides. Bus address ranges from [0x0:0xFF].
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.PciePreferredloDevice (Read or Write)

Description In certain platform configurations it is possible to improve the performance of an endpoint by enabling
Pcie Preferred 10 Device. To select a particular addin device, references the PCl bus/device/function
address(in decimal) of the add-in card when requesting Preferred |/0O for the device

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.IntegratedDevices.PciePreferredloDeviceBus (Read or Write)

Description This field sets the PCI bus address that preferred IO device resides. Bus address ranges from [Ox0:0xFF].
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IntegratedDevices.PciePreferredloDeviceDev (Read or Write)

Description This field sets the PCI device address that preferred |O device resides. Device address ranges from
[0x0:0x1F].

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.PciePreferredloDeviceFun (Read or Write)

Description This field sets the PCI function address that preferred |0 device resides. Function address ranges from
[0x0:0x7].

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.PCIRootDeviceUnhide (Read or Write)

Description If set to Enabled, root ports of all the empty slots will be accessible to the BIOS and OS.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.RipsPresence (Read or Write)

Description Indicate the presence state of the RIPS (Redundant Internal Persistent Storage).
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Legal Values

Default Value
Write Privilege
License Required

Dependency

e RipsPresenceYes
e RipsPresenceNo

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BlOS.IntegratedDevices.SlotDisablementRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Controls the configuration of PCle cards installed in the specified slot. Only slots that are present on the
system will be available for control.

e SlotDisablement

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.IntegratedDevices.SnoopHIdOff (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Selects the number of cycles PCI I/0 can withhold snoop requests, from the CPU, to allow time
to complete its own write to LLC. This setting can help improve performance on workloads where
throughput and latency are critical.

e Roll256Cycles

e RollI512Cycles

e RolllKCycles

e Roll2KCycles

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

BIOS.IntegratedDevices.SriovGlobalEnable (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the BIOS configuration of Single Root I/0 Virtualization (SR-I0OV) devices. Enable this
feature if booting to a virtualization operating system that recognize SR-I0OV devices.

e Disabled
e Enabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable
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BlOS.IntegratedDevices.Usb3Setting (Read or Write)

Description Controls USB 3.0 support. When set to Disabled, BIOS disables USB 3.0 mode for all the USB3.0 ports.
The USB devices operate at USB2.0 mode. When set to Enabled, BIOS operates all USB3.0 ports at
USB2.0 mode during POST, and switches them to USB3.0 mode right after the operating system (OS)
boots. You must select this option only if the operating system (such as. Windows Server 2012) has
a native USB 3.0 driver. Otherwise none of the USB devices will work after boot. The Auto option is
available only on workstation servers. If this option is selected, the BIOS leaves all USB 3.0 ports at
USB 2.0 mode, and a special OS switching driver is required to set the USB3.0 port to USB3.0 mode.
Microsoft Windows 7 has switching driver capability.

Legal Values e Auto

e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IntegratedDevices.UsbEnableFrontPortsOnly (Read or Write)

Description This field enables/disables the front USB ports during the OS runtime when User Accessible USB Ports is
set as All Ports Off (Dynamic).

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.UsbManagedPort (Read or Write)

Description The iDRAC Direct USB port is managed by iDRAC exclusively with no host visibility. When set to OFF,
iDRAC would not detect any USB devices installed in this managed port.

Legal Values e On
o Off

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IntegratedDevices.UsbPorts (Read or Write)

Description Configure the User Accessible USB Ports. Selecting Only Back Ports On disables the front USB ports;
selecting All Ports Off disables all front and back USB ports. The USB keyboard and mouse will still
function in certain USB ports during the boot process, depending on the selection. After the boot process
is complete, the USB ports will be enabled or disabled as per the setting. Note: Selecting Only Back
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Ports On and All Ports Off will disable the USB management port and restrict access to the iDRAC USB
management port features.

Blades do not support setting the Attribute UsbPorts to the value OnlyBackPortsOn.

Legal Values e AllOn
e OnlyBackPortsOn
o AlOff
e AlIOffDynamic
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IscsiDeviCon1Settings

This group contains the attributes that provides details about BIOS.IscsiDevlConlSettings.

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Auth (Read or Write)

Description Authentication type for this iSCSI connection.
Legal Values e None

e Chap
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1ChapName (Read or
Write)

Description CHAP name for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1ChapSecret (Read or
Write)

Description CHAP secret for this iISCSI connection.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1ChapType (Read or
Write)

Description CHAP type for this iSCSI connection.
Legal Values e OneWay

e Mutual
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1DhcpEnDis (Read or
Write)

Description DHCP Enable/Disable for this iSCSI connection.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.lscsiDeviCon1Gateway (Read or
Write)

Description Initiator Gateway for this iSCSI| connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.lscsiDeviCon1linterface (Read or
Write)

Description NIC interface used for this iSCSI connection

Legal Values e *Dynamic*
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviConl1lp (Read or Write)

Description Initiator IP Address for this iSCSI| connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviConlisld (Read or Write)

Description ISID for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Lun (Read or Write)

Description Target LUN for this iSCSI connection. The value format is a string containing a hexadecimal-encoded
representation of the 64-bit SCSI Logical Unit Number in the format described in the T10 SCSI
Architecture Model specification. This format consists of four 2-byte fields separated by dashes. In most
cases, the human-oriented logical unit number will be in the high-order two bytes and the low-order six
bytes will be zero. Examples are: 4752-3A4F-6b7e-2F99, 6734-9-156f-127, 4186-9 or 0.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Mask (Read or Write)

Description Initiator Subnet Mask for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1Port (Read or Write)

Description Target Port for this iSCSI connection. The standard port number for iSCSI connections is 3260.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.lscsiDeviCon1Protocol (Read or
Write)

Description This field controls the Internet Protocol used for this iISCSI connection.
Legal Values o |PV4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1Retry (Read or Write)

Description Retry Count for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1RevChapName (Read or
Write)

Description Reverse CHAP name for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1RevChapSecret (Read
or Write)

Description Reverse CHAP secret for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Settings (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Targetlp (Read or
Write)

Description Target IP Address for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1TargetName (Read or
Write)

Description Target name for this iISCSI connection in IQN format.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable
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BlOS.IscsiDeviCon1Settings.IscsiDeviCon1TgtDhcpEnDis (Read or
Write)

Description Target DHCP Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon1Settings.IscsiDeviCon1Timeout (Read or
Write)

Description Timeout for this iSCSI connection in milliseconds.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.lscsiDeviCon1VianEnDis (Read or
Write)

Description VLAN Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon1Settings.IscsiDeviCon1Vilanild (Read or Write)

Description VLAN ID for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.IscsiDeviCon1Settings.lscsiDeviCon1VianPriority (Read or
Write)

Description VLAN priority for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IscsiDeviCon2Settings

This group contains the attributes that provides details about BIOS.IscsiDevlCon2Settings.

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Auth (Read or Write)

Description Authentication type for this iSCSI connection.
Legal Values e None

e Chap
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2ChapName (Read or
Write)

Description CHAP name for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2ChapSecret (Read or
Write)

Description CHAP secret for this iISCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2ChapType (Read or
Write)

Description CHAP type for this iSCSI connection.
Legal Values e OneWay

e Mutual
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2DhcpEnDis (Read or
Write)

Description DHCP Enable/Disable for this iSCSI connection.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Gateway (Read or
Write)

Description Initiator Gateway for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2interface (Read or
Write)

Description NIC interface used for this iISCSI connection
Legal Values e *Dynamic*
Default Value Not Applicable

144 BIOS Attributes



Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2lp (Read or Write)

Description Initiator IP Address for this iSCSI| connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2isld (Read or Write)

Description ISID for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2Lun (Read or Write)

Description Target Lun for this iISCSI connection.The value format is a string containing a hexadecimal-encoded
representation of the 64-bit SCSI Logical Unit Number in the format described in the T10 SCSI
Architecture Model specification. This format consists of four 2-byte fields separated by dashes. In most
cases, the human-oriented logical unit number will be in the high-order two bytes and the low-order six
bytes will be zero. Examples are: 4752-3A4F-6b7e-2F99, 6734-9-156f-127, 4186-9 or 0.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Mask (Read or Write)

Description Initiator Subnet Mask for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Port (Read or Write)

Description Target Port for this iSCSI connection. The standard port number for iSCSI connections is 3260.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Protocol (Read or
Write)

Description This field controls the Internet Protocol used for this iISCSI connection.
Legal Values o |PV4

e |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Retry (Read or Write)

Description Retry Count for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2RevChapName (Read
or Write)

Description Reverse CHAP name for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.IscsiDeviCon2Settings.IscsiDeviCon2RevChapSecret (Read
or Write)

Description Reverse CHAP secret for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Settings (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDeviCon2Settings.IscsiDeviCon2Targetlp (Read or
Write)

Description Target IP Address for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2TargetName (Read or
Write)

Description Target name for this iISCSI connection in IQN format.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable
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BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2TgtDhcpEnDis (Read or
Write)

Description Target DHCP Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.lscsiDeviCon2Timeout (Read or
Write)

Description Timeout for this iSCSI connection in milliseconds.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2VIanEnDis (Read or
Write)

Description VLAN Enable/Disable for this iSCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2Vlanld (Read or Write)

Description VLAN ID for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.IscsiDeviCon2Settings.IscsiDeviCon2VlanPriority (Read or
Write)

Description VLAN priority for this iSCSI connection.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.IscsiDevice1Settings

This group contains the attributes that provides details about BIOS.IscsiDevicelSettings.

BlIOS.IscsiDevice1Settings.IscsiDeviCon1EnDis (Read or Write)

Description This field controls the configuration for this iISCSI connection.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDevice1Settings.IscsiDeviCon1SettingsRef (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDevice1Settings.IscsiDeviCon2EnDis (Read or Write)

Description This field controls the configuration for this iISCSI connection.
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
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Dependency Not applicable

BlIOS.IscsiDevice1Settings.IscsiDeviCon2SettingsRef (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDevicel1Settings.IscsiDeviConOrder (Read or Write)

Description This field controls the order for which the iSCSI connections will be attempted.
Legal Values e Con1Con2

e Con2Con1
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDevice1Settings.IscsiDevi1Settings (Read or Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlIOS.IscsiDevice1Settings.IscsiDeviCon2SettingsRef (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlIOS.IscsiDevice1Settings.IscsiDeviCon1EnDis (Read or Write)

Description This field controls the configuration for this iISCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDevice1Settings.lscsiDeviCon2EnDis (Read or Write)

Description This field controls the configuration for this iISCSI connection.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.IscsiDevice1Settings.IscsiDeviCon1SettingsRef (Read or
Write)

Description
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings

To manage memory-related configuration settings, use the objects in this group.

BIOS.MemSettings.AdddcSetting (Read or Write)

Description When Adaptive Double DRAM Device Correction (ADDDC) is enabled, failing DRAMSs are dynamically
mapped out. This action can have some impact on system performance under certain workloads. This
feature only applies to x4 DIMMs, and when Fault Resilient Mode (FRM) is disabled.

Has a dependency that only x4 DIMM's be present or item is grayed out.

Legal Values e Enabled
e Disabled
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.AddrBasMir (Read or Write)

Description If the system is configured for Dell Fault Resilient Mode (FRM), controls the amount of memory for FRM
per processor. The FRM memory is located on a single memory riser per processor. Only half of the FRM
memory will be visible to the OS.

Has a dependency where DIMM population within the system needs to support Mirror mode. Only System
R6xx and up support this feature.

Legal Values e AllMem

e 64GB

e HalfMem
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.AppDirectCapacity (Read or Write)

Description Total NVDIMM size configured as AppDirect mode in the system.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.BankXor (Read or Write)

Description Enables Bank XORing to alleviate bank thrashing
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.BatteryStatus (Read or Write)

Description Battery Status Present/Not Present/Ready/Not Ready.
Legal Values None
Default Value Not Applicable
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Write Privilege
License Required

Dependency

BIOS.MemSettings.CapacityOO (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity01 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity02 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity03 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The size of this NVDIMM.
None
Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The size of this NVDIMM.
None
Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The size of this NVDIMM.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

The size of this NVDIMM.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.Capacity04 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity05 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity06 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity07 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.CapacityO8 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity09 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity10 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity11 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity12 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The size of this NVDIMM.
None
Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The size of this NVDIMM.
None
Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The size of this NVDIMM.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

The size of this NVDIMM.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.Capacity13 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity14 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity15 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity16 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.Capacity17 (Read or Write)

Description The size of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity18 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity19 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity20 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

BIOS.MemSettings.Capacity21 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The size of this NVDIMM.
None
Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The size of this NVDIMM.
None
Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

Not applicable

The size of this NVDIMM.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

The size of this NVDIMM.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable
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BIOS.MemSettings.Capacity22 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

The size of this NVDIMM.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.Capacity23 (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

The size of this NVDIMM.

None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.CECriticalSEL (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enable/Disable logging of correctable memory threshold error.

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.MemSettings.ClusterOnDie (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

Enables or disables the Cluster on Die feature.

Never released. Safe to remove?

e Enabled
e Disabled

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

158 BIOS Attributes



BIOS.MemSettings.CorrEccSmi (Read or Write)

Description Allows the system to log ECC corrected DRAM errors into the SEL log. Logging these rare errors can help
identify marginal components; however the system will pause for a few milliseconds after an error while
the log entry is created. Latency conscious customers may wish to disable the feature. Spare Mode, and

Mirror mode require this feature to be enabled.

Legal Values e Enabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.CreateGoalConfig (Read or Write)

Description Create goal configuration of Intel Persistent Memory pools.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.CurrentMemOpModeState (Read or Write)

Description Read-only. Indicates the current state of the memory operating mode.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DarkMemoryAvailableMem (Read or Write)

Description

Disabled
DarkMemoryAvailable64
DarkMemoryAvailable128
DarkMemoryAvailable192
DarkMemoryAvailable256
DarkMemoryAvailable320
DarkMemoryAvailable384
DarkMemoryAvailable448
DarkMemoryAvailable512
DarkMemoryAvailable640
DarkMemoryAvailable768

Legal Values
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Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocatorOO (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator01 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator02 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator03 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DeviceLocator04 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator05 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator06 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator07 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator08 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator09 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator10 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DevicelLocator11 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator12 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DeviceLocator13 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator14 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator15 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator16 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DevicelLocator17 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator18 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DevicelLocator19 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator20 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DeviceLocator21 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DeviceLocator22 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DevicelLocator23 (Read or Write)

Description The DIMM slot that this NVDIMM is being populated.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot00 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot01 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot02 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

BIOS Attributes

165



Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot03 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot04 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot05 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot06 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DimmSIlot07 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot08 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot09 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot10 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot11 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot12 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot13 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot14 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot15 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DimmSIlot16 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot17 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot18 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIiot19 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot21 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot22 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot23 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot24 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot25 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.DimmSlot26 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot27 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot28 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e "Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot29 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSIlot30 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DimmSlot31 (Read or Write)

Description "When set to Enabled, the DIMM slot is enabled.n" "When set to Disabled, the DIMM slot is disabled.n"
Legal Values e '"Enabled", "Disabled"
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.DramRefreshDelay (Read or Write)

Description By enabling the CPU memory controller to delay running the REFRESH commands, you can improve the
performance for some workloads. By minimizing the delay time, it is ensured that the memory controller
runs the REFRESH command at regular intervals. However, this setting does not affect the Intel-based
servers that are configured with DIMMs which use 16 Gb density DRAMSs.

Legal Values e '"Performance", "Minimum"
Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion00 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion01 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.MemSettings.FirmwareVersion02 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion03 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion04 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion05 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion06 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion07 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion08 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.MemSettings.FirmwareVersion09 (Read or Write)

Description The firmware revision of this NVDIMM.
Legal Values None
Default Value N