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IDRAC Property Database Group and Object
Descriptions

The iDRAC property database contains the configuration information for iDRAC. Associated object is organizing data, and object
group is organizing object. The IDs for the groups and objects that the property database supports are listed in this guide. To
configure iDRAC, use the group and object IDs.

All string values are limited to displayable ASCII characters, except where otherwise noted.
@ NOTE: You can configure a setting that does not have a hash symbol (#) as the prefix in its output name. To modify a
configurable object, use the -o option.

Topics:

. New features added

New features added

@ NOTE: For details about the previous releases, if applicable, or to determine the most recent release for your platform, and
for latest documentation version, see KB article 00178115 available at https://www.dell.com/support/article/sIin308699

This section provides the list of new features added in the following releases:

Firmware version 6.00.02.00
Firmware version 6.00.30.00
Firmware version 6.10.00.00
Firmware version 6.10.30.00

Firmware version 6.10.30.00

Following features were added in this release:

Added support for BIOS.ProcSettings.ProcAmpPrefetch attribute.

Added support for BIOS.ProcSettings.ProcHomelessPrefetch attribute
Added support for BIOS.ProcSettings.ProcUncoreFregRapl attribute.
Added support for BIOS.ProcSettings.UmaBasedClustering attribute.
Added support for BIOS.SysProfileSettings.PwrPerfSwitch attribute.
Added support for iDRAC.SNMP.CustomEngineID attribute.

Added support for iDRAC.SNMP.SNMPV3AntiHammeringCapability attribute.
Added support for System.Job.JobTimeout attribute.

Firmware version 6.10.00.00

Following features were added in this release:

Added support for BIOS.ProcSettings.AvxIccpPreGrantLev attribute.

Added support for BIOS.ProcSettings.AvxIccpPreGrantLicense attribute.

Added support for BIOS.IntegratedDevices.EmbNic5Nic6Nic7Nic8 attribute.

Added support for BIOS.IntegratedDevices.EmbNic9Nicl10Nicl1Nic12 attribute.

Added support for BIOS.ProcSettings.Upi3LinkCtrl attribute.

Added support for iDRAC.CertificateManagement.ExpiryNotificationFrequency attribute.
Added support for iDRAC.CertificateManagement.ExpiryNotificationInterval attribute.
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Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for 1DRAC.

CertificateManagement.ExpiryNotificationSupport attribute.
DelegatedAuth.Mode attribute
DelegatedAuth.ServiceEnabled attribute
SecurityCertificate.ExpiryState attribute.

Telemetry.EnableMetricInjection attribute.

Firmware version 6.00.30.00

Following features were added in this release:
Added support for iDRAC.BootstrapUsers.Password attribute

Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for System

Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.
Added support for System.

BootstrapUsers.UserName
PCIeVDM.BroadcastEnable

attribute.
attribute.

PCIeVDM.PCIIDAllowOnlyList attribute
PCIeVDM.PCIIDDenyList attribute.
PCIeVDM.PCIIDExtendedList attribute
VirtualConsole.CrashVideoCaptureEnable attribute

.DPUGlobalConfiguration

DPUGlobalConfiguration

Firmware version 6.00.02.00

Following features were added in this release:
Added support for BIOS.ProcSettings.CpuPalLimit attribute
Added support for BIOS.SysSecurity.EnableTmeBypass attribute

Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.

DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.
DPUGlobalConfiguration.

.DPUBarrierEnabled attribute
DPUBootStatusArray attribute
DPUDiscoveryCount attribute.
DPUDiscoveryState attribute.
DPUFQDDList attribute.
DPUInventoryCount attribute
DPUInventoryState attribute.
DPUOSReadyCount attribute.
InventoryDPUFQDDList attribute
OSInstallationTimeout attribute
OverallDPUOSReady attribute
.OverallDPUOSReadyTimeout attribute

PCISlot.DPUBootStatus attribute.
PCISlot.DPUBootSynchronization attribute.
PCISlot.DPUFQDD attribute
PCISlot.DPUOSReady attribute
PCISlot.DPUOSReadyTimeout attribute
PCISlot.DPUPresent attribute
PCISlot.DPUTrust attribute.
PCISlot.FWFileURI attribute.
PCISlot.FWLocAlias attribute
PCISlot.IsProxyReloaded attribute
PCISlot.0OSFileURI attribute.
PCISlot.VendorType attribute

Logging.LCLogAggregation attribute

Logging.LCLogAggregationTimeout attribute.

Redfish.NumericDynamicSegmentsEnable attribute
ServiceModule.SoftwareRAIDSupported attribute.

SysLog.SecureClientAuth

attribute.

SysLog.SecurePort attribute

SysLog.SecureServerl attribute
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Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for iDRAC.
Added support for 1DRAC.

SysLog.SecureSysLogEnable attribute.

Users
Users
Users

Users

.EnableSNMPv3Passphrase attribute
.SNMPv3AuthenticationPassphrase attribute
.SNMPv3PrivacyPassphrase attribute
.SourceIPTimeout attribute

Added support for NIC.VndrConfigPage.SocketDirect attribute.
Added support for NIC.VndrConfigPage.SocketDirectState attribute

iDRAC Property Database Group and Object Descriptions



This section provides details about the BIOS attribute groups and objects.

Topics:

BIOS.BiosBootSettings
BIOS.BootSegEnDis
BIOS.EmbServerMgmt
BIOS.HttpDev1Settings
BIOS.HttpDev2Settings
BIOS.HttpDev3Settings
BIOS.HttpDev4Settings
BIOS.HttpDev1TIsConfig
BIOS.HttpDev2TIsConfig
BIOS.HttpDev3TIsConfig
BIOS.HttpDevA4TIsConfig
BIOS.IntegratedDevices
BIOS.IscsiDev1Con1Settings
BIOS.IscsiDev1Con2Settings
BIOS.IscsiDevicelSettings
BIOS.MemSettings
BIOS.MiscSettings
BIOS.NetworkSettings
BIOS.NVMeSettings
BIOS.OneTimeBoot
BIOS.ProcSettings
BIOS.PowerMgmtSettings
BIOS.PxeDeviSettings
BIOS.PxeDev2Settings
BIOS.PxeDev3Settings
BIOS.PxeDev4Settings
BIOS.PxeDevbSettings
BIOS.PxeDev6Settings
BIOS.PxeDev7Settings
BIOS.PxeDev8Settings
BIOS.PxeDev9Settings
BIOS.PxeDev10Settings
BIOS.PxeDev11Settings
BIOS.PxeDev12Settings
BIOS.PxeDev13Settings
BIOS.PxeDev14Settings
BIOS.PxeDev15Settings
BIOS.PxeDev16Settings
BIOS.RedundantOsControl
BIOS.SataSettings
BIOS.SerialCommSettings
BIOS.SlotBifurcation
BIOS.SlotDisablement
BIOS.SysInformation
BIOS.SysProfileSettings
BIOS.SysSecurity

BIOS Attributes
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*  BIOS.TpmAdvancedSettings
«  BIOS.UefiBootSegEnDis
*  BIOS.UefiBootSettings

BIOS.BiosBootSettings

You can manage the BIOS start settings using the objects in this group.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BiosBootSettings.BiosBootSeq (Read or Write)

Description This field tells the system where to find the operating system files needed for system startup. This field
applies only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI'".

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BiosBootSettings (Read or Write)

Description This field controls system boot settings when Boot Mode is set to 'BIOS'. This field has no effect when
Boot Mode is set to 'UEFI".

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeq (Read or Write)

Description This field tells the system where to find the operating system files needed for system startup. This field
applies only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI'".

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BiosBootSettings.BootSeqEnDis1 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis2 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis3 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis4 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis5 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis6 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis7 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis8 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".
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Legal Values e true
e false

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis9 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis10 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
o false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis11 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BlOS.BiosBootSettings.BootSeqEnDis12 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis13 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BlOS.BiosBootSettings.BootSeqEnDis14 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis15 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis16 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis17 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis18 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis19 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".
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Legal Values e true
e false

Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDis20 (Read or Write)

Description This field enables or disables this boot option in the Boot Sequence. The system will attempt to launch
enabled boot options only; it will not launch disabled boot options. This field applies only when Boot Mode
is 'BIOS'; it has no effect when Boot Mode is 'UEFI".

Legal Values e true
e false
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.BootSeqEnDisRef (Read or Write)

Description
Legal Values e BootSeqEnDis
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BiosBootSettings.HddSeq (Read or Write)

Description This field specifies the order in which hard-disk drives will be configured in the system. The first hard
drive in the system will be the bootable C: drive in DOS/DOS-like operating systems. This field applies
only when Boot Mode is 'BIOS'; it has no effect when Boot Mode is 'UEFI'.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.BootMode (Read or Write)

Description Determines whether the BIOS attempts to boot the OS via the method defined by the Unified Extensible
Firmware Interface (UEFI) specification or via the legacy (BIOS) method. Selecting BIOS ensures
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compatibility with older operating systems that do not support the UEFI method. Many newer operating
systems are UEFI-aware, and some of them may also support legacy boot methods.

Legal Values e Bios
o Uefi
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.BootSeqRetry (Read or Write)

Description This field enables or disables the Boot Sequence Retry feature or resets the system. If the last attempt
to boot has failed, the system immediately performs a cold reset or retries to boot after a 30 second
time-out period, depending on if this field is set to Reset or Enabled.

Legal Values e Enabled

e Disabled

e Reset
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.GenericUsbBoot (Read or Write)

Description When set to Enabled, a Generic USB Boot placeholder will be placed in the UEFI Boot Sequence, which
will map to the first bootable USB device in the boot sequence. This allows the entry to remain present
even if the USB device is not present. This is only available in UEFI Boot Mode.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.HddFailover (Read or Write)

Description When Boot Mode is BIOS, this field specifies the devices in the Hard-Disk Drive Sequence menu the BIOS
will attempt to boot. This field has no effect when Boot Mode is UEFI. When set to Disabled, the BIOS will
only attempt to boot the first Hard-Disk device in the list. When set to Enabled, the BIOS will attempt to
boot each Hard-Disk device in order until it is successful or the entire Hard-Disk Drive Sequence has been

attempted.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.HddPlaceholder (Read or Write)

Description When set to Enabled, a Generic RAID HDD placeholder will be placed into the UEFI Boot Sequence. The
entry will remain present until an operating system or a bootable file is installed on the RAID disk. This
setting is only available in UEFI Boot Mode.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.OneTimeBootRef (Read or Write)

Description This field supports a one-time boot to a specified device.
Legal Values e OneTimeBoot
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderDis (Read or Write)

Description "The SetBootOrderDis fields specify a list of Fgdds representing the boot Option Disabled to be applied on
the next boot."

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderEn (Read or Write)

Description "The SetBootOrderEnDis fields specify a list of Fqdds representing the boot " "Option Enable to be
applied on the next boot."

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

82 BIOS Attributes



BIOS.BootSettings.SetBootOrderFqdd1 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd2 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd3 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd4 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetBootOrderFqdd5 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd6 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd7 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd8 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetBootOrderFqdd9 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd10 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd11 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd12 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetBootOrderFqdd13 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd14 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd15 (Read or Write)

Description The SetBootOrderFqdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetBootOrderFqdd16 (Read or Write)

Description The SetBootOrderFqgdd fields specify a list of Fqdds representing the boot list to be applied on the next
boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd1 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd2 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd3 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd4 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd5 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd6 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd7 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd8 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SetLegacyHddOrderFqdd9 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd10 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd11 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd12 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS Attributes 89



BIOS.BootSettings.SetLegacyHddOrderFqdd13 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd14 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd15 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fqdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.BootSettings.SetLegacyHddOrderFqdd16 (Read or Write)

Description The SetlLegacyHddOrderFqdd fields specify a list of Fgdds representing the Legacy HDD list to be applied
on the next boot.

Legal Values o N/A

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.BootSettings.SysPrepClean (Read or Write)

Description

Legal Values

Default Value
Write Privilege
License Required

Dependency

When set to None, BIOS will do nothing. When set to Yes, BIOS will delete variables of SysPrep #### and

SysPrepOrder on next booting. This option is onetime option, will reset to none when delete variables."
&nbsp; This setting is only available in UEFI Boot Mode.

e None
e Yes

Not Applicable
Server Control
iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BootSettings.BiosBootSettingsRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field controls system boot settings when Boot Mode is set to 'BIOS'. This field has no effect when
Boot Mode is set to 'UEFI".

e BiosBootSettings

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BootSettings.UefiBootSettingsRef (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

This field controls system boot settings when Boot Mode is set to 'UEFI'. This field has no effect when
Boot Mode is set to 'BIOS'.

e UefiBootSettings

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise
Not applicable

BIOS.BiosBootSettings.UefiBootSeq (Read or Write)

Description

Legal Values
Default Value
Write Privilege
License Required

Dependency

Indicates the UEFI boot sequence

@ NOTE: FQDD level options are available for configuring the boot sequence. Multiple UEFI boot
options using the same hardware display the same FQDD device for each option.

e None

Not Applicable

Server Control

iDRAC Express or iDRAC Enterprise

This field has no effect when Boot Mode is set to 'BIOS'.
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BIOS.BootSeqEnDis

This group contains the attributes that provide details about BIOS.BootSegEnDis.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.BootSeqEnDis.BootSeqEnDis (Read or Write)

Description This field allows a boot option to be enabled or disabled. When disabled, the device will be skipped in the
boot sequence when booting to the OS.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt

This group contains the attributes that provide details about BIOS.EmbServerMgmt.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.EmbServerMgmt.EmbServerMgmt (Read or Write)

Description

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.EmbServerMgmt.FrontLcd (Read or Write)

Description This field allows you to select whether to display the Default (Model name and number) or a user-defined
string in the front-panel LCD display. To modify the advanced features of the front-panel LCD, press F2
during boot to enter System Setup and then select iDRAC Settings.

Legal Values e None
e UserDefined
e ModelNum
e Advanced
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.EmbServerMgmt.UserLcdStr (Read or Write)

Description This field allows you to view/enter the User-Defined String to be displayed on the LCD. The string can be
62 characters long.

Legal Values e N/A

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings

This group contains the attributes that provide details about BIOS.HttpDevlSettings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URIl redfish/v1/Systems/
System.Embedded.1l/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev1Settings.HttpDeviDhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise

Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviDns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviDns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv8, this field is
configured automatically.

Legal Values None

Default Value Not Applicable
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Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviDnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviGateway (Read or Write)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDevilinterface (Read or Write)

Description NIC interface used for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDevi1lp (Read or Write)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev1Settings.HttpDevllpv6Address (Read or Write)

Description IPv6 Unicast address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1lpv6DnsDhcpEnDis (Read or
Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device.
Legal Values e FEnabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviMask (Read or Write)

Description Subnet mask for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDevi1Protocol (Read or Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol

version 6 (the newest version) is used for this device.

Legal Values o |Pv4
o |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev1Settings.HttpDev1Settings (Read or Write)

Description This field controls the configuration for this HTTP device
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDevi1TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6AutoConfig (Read or Write)

Description IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPV6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev1Settings.HttpDeviv6Dns1 (Read or Write)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6Dns2 (Read or Write)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6Gateway (Read or Write)

Description Gateway for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6PrefixLen (Read or Write)

Description IPvB Prefix Length (0~128) for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDeviv6Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

BIOS Attributes 97



Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1VIanEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1Vlanld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1to 4094 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev1Settings.HttpDev1VlanPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings

This group contains the attributes that provide details about BIOS.HttpDev2Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.
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BIOS.HttpDev2Settings.HttpDev2DhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Dns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Dns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2DnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this
field is forced to Enabled.

Legal Values e FEnabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2Gateway (Read or Write)

Description Gateway for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2interface (Read or Write)

Description NIC interface for this HTTP device
Legal Values e *Dynamic*
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Ip (Read or Write)

Description IP address for this HTTP Device. When the protocol is set to IPv6, this field is configured automatically.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2lpv6Address (Read or Write)

Description IPv6 Unicast address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2lpv6DnsDhcpEnDis (Read or
Write)

Description DNS information from DHCP Enable/Disable for this HTTP Device.

Legal Values e Enabled
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e Disabled
Default Value Not Applicable
Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Mask (Read or Write)

Description Subnet mask for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Protocol (Read or Write)

Description Determines whether Internet Protocol version 4 (the most common, older version) or Internet Protocol
version 6 (the newest version) is used for this device.

Legal Values o |Pv4
o |Pv6
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Settings (Read or Write)

Description This field controls the configuration for this HTTP device
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration. ?
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
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License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6AutoConfig (Read or Write)

Description IPv6 Auto Configuration Enabled/Disabled for this HTTP Device. Enabled : IPv6 address and Gateway will
be assigned by DHCPv6 server dynamically. Disabled : IPv6 address and Gateway need to be assigned by
user statically.

Legal Values e FEnabled
e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6Dns1 (Read or Write)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6Dns2 (Read or Write)

Description DNS server IP address for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev2Settings.HttpDev2v6Gateway (Read or Write)

Description Gateway for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6PrefixLen (Read or Write)

Description IPvB Prefix Length (0~128) for this HTTP Device.
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2v6Uri (Read or Write)

Description Contains the Uniform Resource Identifier (URI) that the BIOS should boot. If this field is blank, the BIOS
will attempt to contact the network's DHCP server and ask it for the boot file name.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2VianEnDis (Read or Write)

Description Set this field to Enabled if your DNS or HTTP servers reside on a Virtual LAN (VLAN).
Legal Values e Enabled

e Disabled
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2Vlanld (Read or Write)

Description When VLAN is enabled, identifies which of the 4094 possible VLANs contains the desired DNS or HTTP
servers. This value can be from 1 to 4094 inclusive.
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Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2VianPriority (Read or Write)

Description When VLAN is enabled, identifies which of 8 possible priorities are assigned to the VLAN having the given
ID. This value can be from O to 7 inclusive.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control

License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev2Settings.HttpDev2TIsConfigRef (Read or Write)

Description View and/or modify this device's authetication configuration. ?
Legal Values None
Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings

This group contains the attributes that provide details about BIOS.HttpDev3Settings.

@ NOTE: To check if a BIOS attribute is Read Only or Read and Write, perform GET on URI redfish/v1/Systems/
System.Embedded.1/Bios/BiosRegistry and find the attribute in the Attributes list.

BIOS.HttpDev3Settings.HttpDev3DhcpEnDis (Read or Write)

Description DHCP Enable/Disable for this HTTP Device. When the protocol is set to IPv6, this field is forced to
Enabled.

Legal Values e Enabled
e Disabled

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable
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BIOS.HttpDev3Settings.HttpDev3Dns1 (Read or Write)

Description Primary DNS server IP address for this HTTP Device. When the protocol is set to IPv6, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3Dns2 (Read or Write)

Description Secondary DNS server IP address for this HTTP Device. When the protocol is set to IPv8, this field is
configured automatically.

Legal Values None

Default Value Not Applicable

Write Privilege Server Control
License Required iDRAC Express or iDRAC Enterprise
Dependency Not applicable

BIOS.HttpDev3Settings.HttpDev3DnsDhcpEnDis (Read or Write)

Description DNS information from DHCP Enable/Disable for this 