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2YUNNN 7Y NNIERn AXI7ITIN DX AN
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2AYUNNN 7Y Yynwn 172 '019 DX A'¥n
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awnnn 7w MAC naimd (LOM) oxin ni7a LAN naxn
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(niraro 64 na711dv) 64-Bit Technology
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(It N2'1) Memory Available
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(Wi-Fivwon) Wi-Fi Device
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(q0on%? BIOS noMa) Video BIOS Version
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2INNX NMIXN

2INNXN 2¥N DX AN
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Boot Sequence
("iInnx 2axn) Boot Mode
Boot Sequence

Secure Digital (SD) Card Boot
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QXN

JD7yom nmix'n USB nixtx' 2y9n nNwoKN ,7Thn nNNd
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.n7voin Thunderbolt 2InNXa N>'n 290 NNWOKN ,7Thn 112D

n7vonY? Thunderbolt oxnn niv¥nxa oamnnn PCle-n npnin 7w nnawn I n7yon
S1Innx-oT 170n2a (omp ox) PCle-n 1pnin 7w UEFI Option ROM

PCle 2w1) Thunderbolt 7¢ o 1i7n 'INNX "271TIn 7w A2Y90 NNWOKRN ,2Thn 1NN
nnavim (TBT vy

.USB4 PCIE Tunneling nnwoxn nnawn

JDNAYIN NNYORND ,7TNA N2

T272 'mun? IN IT17 Type-C nR'¥' n71y9 7w nnawn IX n'7von

Nnavin Type-C nix'¥na 1272 "nun/INTI1 NNYOXRND ,7Thn D112
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.N7vom Type-C a10n N1ay N9'PY NNWONRN ,7TNN N1N2D

.Dell 7w n21ay NINN2 NIMIX'N NIR'YD INTIA WIN'WN 78 nNAYN IX N'72V90

JDNAYIN IR NNWOND L 7Thn 1NN

Dell 7w nimix'n NIN'YA INTIHA YIN'WN 7 nnawn IX n'7uon

N7V9IN Ynw NNWOKRN 77NN NNM2ad

.Dell 7w ninix'n nin'xy'a LAN-2 win'wn 7w nnawn IX n'7von

.n7voim LAN nnwoxn ,7Tnn 1Moo

DIYAXKD NIYRA0 KR [7N0 78 nNAYN IX n7von

RN/ NyY

an¥n
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(ynw oK) Enable Audio

USB/Thunderbolt Configuration

Thunderbolt n' 713002 n>'Mn n7yon

Enable Thunderbolt Boot Support

2@ DrTim 7INNX "21Tm YW a7yon
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Dn71vUn Dpnn

a1 Option ROMs 7y9n) Enable Legacy Option ROMs ninwoxn ,7Thn N1
nvom (nTip

2wnNnn 7w 0701 NNIRD 72 W nnawn Ik n7von

Jnavin (Unobtrusive Mode) vjzw axn 2y9n nnwoxn ,7Thn N1

Unobtrusive Mode
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JIONKX UMD - NOAYNN NITAN NI'NYORNX .6 nav

|ionx
SMART Reporting
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.n1amn LAN-n 1712 ' Integrated NIC
N%vom PXE ny 72y91n nnwoKn ,7Thn N1

UEFI nvn nnny nawn/qwon nn+1y 2v9n) Enable UEFI Network Stack

PXE oy 2vom nnwoxni UEFI 7w nwn nnonn 2yon nnwoxn ,7Tnn N1 (UEFInen
Ji7vom

Wireless Device Enable

m19 WWAN/Bluetooth |pnin 7w nnawn Ix n72von WWAN/GPS

N7V9IN IT NNWOK ,7Thn 1NN

.(WWAN) Wireless Wan-n 0'011 7w pwnnin 210 NNTan WWAN j7'ox 2¥n

N7yoin prox ax¥n 7w PCle nnwoxn ,2Tnn nNMd
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N7V9IN IT NNWOK ,7Thn 1NN
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JNAYIN NNWOXN ,7Thn 11D

MN1IY D"OINYRN I'TIN PN 27U ANAYN DN NKRYENNIR TYA7 2Unnn 1N 7w nmivpna nvuw) Control WWAN radio
.(WWAN) (WWAN nroinix

JNAYIN NNYOND ,7Thn 1NN

HTTPs 2innx mapn
HTTPs 7innx mapn 7w nnawn IX n7yon HTTPs 7innx

N7wom HTTPs 7Innx nnwoxn ,7TNn n1mMad
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JNavin (277100 N1V 7Y NINTRERN ANIXN

SMun NoNX Y X'UN NIYY 17002 07710 NIYYNRA 7u9In NiFMY aunn? 1WoKn

D7vom (X'w nd>Mx niywa [1Do'n 7y9n) Enable Peak Shift nnwoxn ,21nn nnnad

.USB PowerShare-n n"x¥j7119 7w nnawn Ix n72von

nnawin USB PowerShare 7y9n nnwosxn ,71Tnn n1mMad
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.N7Vu91N 2AvMn NNYOXN ,7Thn 11N

.MNnn ax¥nan awnnn N XX Dell 7w USB-C naay'? ian ,n'7uom it NNWoONYD

nINN2 N1'w ax¥nn nx'x') Wake on Dell USB-C Dock nnwoxn ,71nn N1
.n'2vom (Dell 7& USB-C 11a'na naayn

.N7uoNN Nd>wna (S3) N1'w 2¥N7 N0'dN NX DIONY? NYOXN

JNIYIN N'Y DION NINWOKN 7T 1NN

.N0dNN ANN 7W NNAWN IXN N7Y9N

N7VU9IN 102NN ANN NNWOKXN ,7TNhn 111D

Intel Speed Shift naI711002 N>MNN YW NNAYN IX N7YON

n7vom Intel Speed Shift na?711>0 nNwoxn 71NN N1M2d

.N7u9In 2'7'a1 07710 NNWOND 7Thin NN

Enable Advanced Battery Charge
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Peak Shift

N2 NIYwA |1D0'n WWOK) Enable Peak Shift
(QhlR

USB PowerShare
USB PowerShare 7von

min 71na

USB Wake Support

n1'w axnn nx'x') Wake on Dell USB-C Dock
(Dell 7w USB-C 11arna n1tayn nanna

Block Sleep

Lid Switch

n"a1711dv) Intel Speed Shift Technology

(Intel Speed Shift

Long Life Cycle ai1on n'wx1 n'7'710

NNLAN V9N - NDIWNA NTAN NITNYOX .10 a7

(nnvax) Security

TPM 2.0 7¥ nnvuarn NI'NyoX 7w nnawn IN n7vy9n

N72vom nyie TPM 2.0 Security nnwoxn ,7Thn N1

nnt (TPM) Trusted platform Module 7¢ naonn N> DX VIARY7 17 TWOKRN
.N7uoNN Nd>wnY

N7vom (YR "WOK) Attestation Enable nnwoxn ,77nn n1nad

't (TPM) Trusted platform Module 7@ jlonxn N7 DX VIAPY7 17 TWONN
.N7u9nN Nd>wnY

N%vuom (2voIn '>nn jlonkn) Key Storage Enable ninwoxin ,71nn nanad

QM7 NITNN DX 2'NNY 11 SHA-256 Hash onnia7xa iwnnw' TPM-ni BIOS-n
BIOS-n 7innx 17nna TPM PCRs-n

.n7yoin SHA-256 nnwoxn ,7TNnn N1Mad

27NN NN axn? TPM-n nx rnni , TPM 7w 0'7van 1019 X NIz Yworn

JNIYIN N7 NNWOKRN L 7Thn 1NN
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nvoin Attestation

V91N 1NN [IONKN
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(nnvax) Security

TPM-n 2w (PPI) n''on nindinn pwnni u7Iv

niTio% PPl qpyn) PPl Bypass for Disable Commands ninwoxn ,7Tnn N0
Jnavin (M

NYTN,NROPN 010N 7713 NIFT'S NID'PN 1191 [ND'TN 7V N1ANN 7W NNAWN IR n'72VONn
JDNNX NI9'ENI oAirnnn nRAy7? DDR-%

N2YIN NT771D [ND'T NI9XN NNWONND ,7Thn NNN2D

.TIXN7 DTN MIDNA VIV

N7vom (vpw-7y91n) On-Silent NNWOKN 77NN N1

.SMM Security Mitigation 7w nnawn IX N7von

D791 IT NNWOX ,7TNn 1NN

N2 7INNX2 DIMIN NP'NN 7Y ANAWN IX 7090

N7V9IN IT NNWOK ,7Thn 1NN

ryoIxn nN'wn v BIOS 71Tim pwnn 7w nimmx? nnawn IX nnawn ,n7von
Absolute Software 7w Absolute Persistence Module

D791 IT NNWOX 77NN 1NN

OX) NDIYNN 7011 NNO'O NIX |'TN7 ININ NNINY UNNWNY? 0NN 'Y AWNNN OX Ay
.F12 2innxin venn UEF 2InNX [7nn%? 2Innx nyva (NNTaimn

N7Y9In M9 N'YR 70T 1D N ,T'MN NNWOKRN ,7Thn NN

PPI qj7un) PPI Bypass for Disable Commands
("7 NITRoY

Intel 7w n'%215 |N>'t NM19¥A

N'771> N2'7T N1o¥N

(Txn% a1r1n) Chassis Intrusion

SMM Security Mitigation

Data Wipe on Next Boot
Start Data Wipe

Absolute

2iInnx 2'm1 nnvax) UEFI Boot Path Security
(UEFI
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NIXNo'o

0NN 700 NNO'0 NIX 7NN IX MY ,1TaN
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JINK N0 NINDY7 7'207 NAMNW NN0'0 PTNN

NAYIN NNYOKRA ,7Thn 1NN
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NAYIN NNYOKRA ,7Thn 1NN

JIRNO0'0 NIV NINN *M2'N DHINN 190N DX YAl

AWND 'MID N'Y{R 21D NNO'OI MDY NNO'O |'TN7 NWPan X' ,N7V91IN IT NNWON TWUXD
12D a¥nn Y9I awnnn

7Y% NAYIN NNYSKA ,7Thn 1NN

Admin Password
System Password
NVMe SSDO

Password Configuration
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X77 N'YUiz 210N NNO'0 DRI AWNNN NNO'0 NX NNWY? NNWOKRN 7w nNawn IN N7uon
J2ynn 700 Nno'oa NIX

N7Y9IN IT NNWOK ,7Thn 1NN

Enable Non-Admin Password Changes

Admin Setup Lockout

NNTAN7 NWA7 0712 DNYY D'UNNWNN 12V [9IXA VI7YW? NN 7017 NNYWONN
.BIOS-n

NAYIN NNWOKRN 77NN 112D

n7'va 2von) Enable Admin Setup Lockout
(n>wn 7nm -2y nNTan

Master Password Lockout

JI'WUNY NNO'0A ND'ANN DX NNAWN X' L,N7V9IN IT NNWORWD

NAYIN NNWOKRN ,7Thn 1NN

‘2von) Enable Master Password Lockout
(M'wXY Nno'o N

PSID 1 72y nTIj7 2¥n% n17TN Y¥a'7 "wONN
N3N 7nm YU n'Rw

00N 7w (PSID) 1190 nnvarn NNt T 72V 0TI 2¥n? NTNN 7w nwnaa 0Iv
.Dell Security Manager 7w nTIzon niwn o'n'wpn

NAYIN NNYOKRA ,7Thn 1NN

NOTN YXA7 TWOKNN X'N N7VDIN IT NNYONYD
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2w 115TYN Ni7an niy¥nxa BIOS-n 10Ty NX N'awn IX 7'won7 NNWOKRN IT NNWONR
.UEFI n%7109p2

N7Y9IN IT NNWOK ,7Thn 1NN

122 ITNY Yaiz Nivynra 0129 BIOS 7w nm'ion 0'RINN WYIRNNYT YNNwn'? NNYOKn
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N7Y9m IT NNWOR ,7TNn N1
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SupportAssist 7w N>yNnn NXIZIT 10N 112V 'UNIVIRD 7INNKN DT NVTIY IT NNYOKX
.Dell 9w 27v9nn Nd>WwN NIYYIRNA 75 112l

.2-77T1am qon W ,7Thn n1Mad

UEFI Capsule Firmware Updates

1Tnw) BIOS Recovery from Hard Drive
(n'wj? pdNn BIOS

(BIOS 7w Ninx"% anTw) BIOS Downgrade

AINXY? 2NTY (woR) Allow BIOS Downgrade
(BIOS-n 7w

A1ThY) SupportAssist OS Recovery

(SupportAssist 7w nYyonn nd>yn
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Dell Auto OS Recovery Threshold
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This field controls the chassis intrusion feature.

Overview

Boot Canfguraion O Disabled @ Enabled O OnSilent

Integrated Devices Disable the intrusion detection feature. Enable the intrusion detection feature Enable the intrusion detection feature

o, and report intrusions during POST but do not display any detected intrusion

during POST

Dispiay

Comecton Block Boot Until Cleared

Power
When the ‘Block Boot Until Cleared seting is enabled, you will not be able to boot unflreturning to this page to clear the warning. If an Admin Password is set, you wil need to unlock

Passwords

Update Recovery

System Management

Keyboard . T
SMM Security Mitigation

Pre-boot Behaior

Viruaizaton Support SMM Security Mitigation

peomance “This option enables or disables additional UEFI SMM Security Mitigation protections. The operating system can use this feature to help protect the secure environment created by

SyztemLogs) virtualization based security.
Enabling ths feature provides additional UEFI SMM Security Migation protections. However, this feature may cause compatibilty issues or loss of functonality with some legacy tools
and appiicatons.
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Data Wipe on Next Boot
Start Data Wipe

- If enabled, the BIOS will queue up a data wipe cycle for storage device(s) connected o the motherboard on the next reboot
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Alert?! Cover was previously removed. You must clear the warning from BIOS Setup.
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Chassis Intrusion a
Chassis Intrusion
This field controls the chassis intrusion feature.
Achassis intrusion has been detected. Select ‘Clear Intrusion Warning” d clear this event. The sy then be armed to look for breaches.
(O Disabled @ Enabled (O On-Silent

Enable the intrusion etection feature
but do not display any detected intrusion
during POST

Disable the intrusion detection feature Enable the intrusion detection feature

and reportintrusions during POST

Clear Intrusion Warning
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Block Boot Until Cleared
When the “Block Boot Until Cleared” setting is enabled, you will ot be able to boot untlreturing to this page to clear the warning. If an Admin Password is set, you will need to unlock
Setup to clear the warning.

@ on

SMM Security Mitigation

SMM Security Mitigation

“This option enables or disables additional UEFI SMM Security Miigation protections. The operating system can use this feature to help protect the secure environment created by
virtualzation based security.

Enabling this feature provides additional UEFI SMM Security Mitigation protections. However, this feature may cause compatibilty issues or loss of functionality with some legacy tools and
applications.
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